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COUNTERINTELLIGENCE OPERATIONS
AGENDA WEEK
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The FBIts FCI Missio

The FBIs FCI History

U.S Intelligence Community

The FBIs FCI Strategyl
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1000 1100

1100 1200
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200 -300

300-320

320 430

Tuesday

800-900

900 1000
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200 400
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b7E
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Report Writingi
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Working Papers
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800-1000 Asset____________________
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900 1000 Behavioral Analysis Program

1000-1100 Review
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100-43 rulturallssuesl

Working Papers
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100 500
_____
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DECLASSIrZ ON O31.5-2O37 T$91EPF SHONE 9fl596ISE
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SUMMARY OF EVALUATIONS
Counterintelligence CI Operations 03-02

Week 01/27/2003-01/31/2003

Not Copies of individual course evaluations can be obtained by contacting CDIOTU

losi

Overall Average of Scores based on 1-5 scale with being the highest rating 4.56

Overview

The overall average score indicates that the first week of the CI Operations Course was

well received by attendees Attendees advised that they has received valuable and informative

information during the initial week of the Course However suggestions were made to expand

those blocks that attendees noted were of particular importance and seldom addressed in field

division training i.e the segment on Handling Classified Matçrials

Review of Attendee Feedback Instructional blocks that received similarand multiple

comments suggestions etc on course evaluations are addressed below Each Feedback

entry is followed by related student comments

Thcl

Thtl
segment was well-received by attendees However several

advised that the block could be enhanced with slides videos or by incorporating briefing

material into PowerPoint presentation

The Instructor knows the topic of his presentation..

he should use style to present the information

Excellent content.. not very interactive

Content seemed good More variety in presentation i.e film PowerPoint would be better

Slides would have been appreciated

OTU Comments OTU will work with the instructor to identif audio visual material that can be used in

the block and to reformat the briefing as PowerPoint presentation

Handling Classified Materials

WORUNG
PAPERS
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WOING PAPERS

Attendees found this instrihionai block to be very valuable Many indicated that this

was very important topic seldom addressed in the field Students added that the current block

was too short and that 30 to 60 minutes be added to this segment at future courses

More time please It too iiiportant to cvt thor

More time necessary to provide info that is needed to prevent errors in the field

lb

Most important topic cut short lb

As evidenced by questions from class this area is ofgreat concern to students

and is not well understood More time needed in this area

The most important information we have received in this class. should be longer

It was excellent andIjieeds two hours

OTU Comments Consideration will be given to expanding this block by 30 to 60 minutes

Useful Writing Techniques

Students advised this segment was too long Some noted that attempting to address such

broad topic in one instructional block was too ambitious an undertaking Recommendations

were made that the topic be addressed in separate course or be broken-up and incorporated into

other existing instructional blocks Students did indicate that material presented on asset

reporting was helpful

Far too long The asset section was better It was more concise and focused

Cut this by half Teaching someone to write requires separate course entirely

Shorten the lecture Assets good info

Could be consolidated into another presentation
b7

OTU Comments Consideration will be given to assimilating material covered in this
presentation

into

other instructional blocks i.e addressing asset reporting into appropriate block devoted to
assel tc.

Short Interview Practical Exercises

This segment was very well received by attendees Some advised the individual

interview scenarios were too short and should be lengthened from the current ten minutes to 20

WORKING PAPERS
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WORKING PAPERS

minutes

Could have been two 20 minute presentations..

Would be useful to spend little more time in each inirvicii

have longer interviews..

This practical needs to be more realistic Ten minutes is too short

OTU Comments Consideration will be given to increasing the time allocated to each interview scenarit

Earl Pitts Espionage Case

Students indicated this instructional block was well rganized and effectively presented

Many noted that the information provided was valuable particularly material concerning

investigative techniques that were employed in the case

Its always good to hear the behind the scenes events..

showed the problems which arise in major case

Good to hear the variety of techniques used.

Bestpresentation Ive seen at Quantico

Attorney General Guidelines

Many students indicated the material addressed in the segment was very important

However some advised the block was too short and that the Instructor had difficulty answering

questions It was suggested that additional time be allocated to this topics at future course and

that the Instructor provide hand outs of the PowerPoint presentation to the class

It would be good to handout.. the PowerPoint @resentation

Instructor seemed lacking in some key areas when questions were asked

.presentation slides were great would have liked hard copy

It was unfortunate that the instructor didn know the answers to some questions..

7WORKING PAPERS
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WORKING PAPERS

hand-outs would be helpful.

more effective the brieferwere to pass out copies of the PowerPoint presentations

the presenter was experienced to be giving presentation Too many wiwiswcrcd quertions..

OTU Comments Consideration will be given to expanding this segment Prior to the next course OTU will advise

the Instructor to prepare hand-outs of the PowerPoint briefing and also familiarize the Presenter with the types of

questions that most likely surface during the block

STATISTICAL COURSE EVALUATION FOR NSP/OTU INSTRUCTION
COUNTERINTELLIGENCE OPERATIONS COURSE 03-02

01/27/03 01/3 1/03

WOPTNG
PAPERS
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Block of Instruction
.b6

Total
_____ b7E

FBIs FCI Objectives
____

FBIs FCI Historyl
4.48

FBIs FCI strategyl
____

TypesIPurpose
4.65

Foreign Presenc 4.70

_______________________ ________
4.30

Authorities/GuicjeljnesfNSL 4.64

Handling Classified Infol 4.63

Report Writinq
4.32

AG Guideline 4.08

Types NFIP communicationsi _________________________
4.48

Asseti ____
b7E

Types of Assetsi
_____

Asset Reporting/AdminNalidation

Asset
Practicunhl

I-I Interview

Interviews-Exercifl

Analysis as Investigative Tool

Cultural issueL

Cultural
IssuesI

Overall Average 4.56

COUNTERINTELLIGENCE OPERATIONS
AGENDA WEEK

WORKING PAPERS

4.48

4.75

4.75

4.50

4.77

4.68

4.78

4.87

4.43

4.45

4.56Tota Is
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1145-100 Lunch

100-230

Th FBis Fe CbjecUv

The FBIs FCI Histor

The FBIs FCI Strateg

230 -330 Foreign PresenceIldentifying lntel

330-500

Handling Classified Materiall

Authorities/Guidelines/NSII_______________

Attorney General Guidelines

WORKING PAPERS

WORKING PAPERS

01/27/2003 0113112003

Monday

830-900

900 1000

1000-1145

The

Tuesday

800-900

900 1000

1000-1145

lb

b7C

b7C

1145-100 Lunch

100-200

200-400

400-500

Report Writing

Types of NFIP Communications

Useful Writing Techniqu
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Wednesday

800-1100

1i00-1145

1145-100

100- 330

345 445

Thursday

800 1000

1000 1200

1200-130

130-430

Friday

800 1000

1000 1200

1200-100

100 200

200-300

300 500

Asset Developmen1

Typc

Lunch

Lunch

Cultural issuesi

Cultural
lssuesI_______________

Earl PiUs Espionage Case

WOG PAPERS

Asset ReportingIAdmin/Validatior

Asset Practicu

b6

lb

FCI lnterviewsl

Lunch

Short Interview Prac

Analysis an an investigative Tool

Review

-I
.b6

lb7C

b7E
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Class Roster

igf Nm Fircf MirIdI

NY

SA CO

SA HN

SA SF

SA HO

SA MM
SA SF

SA AL

SA AQ
SA SU

SA WF
SA SF

SA MM b7C

SA HO

SA MO
SA PH

SA HO

SA MM
SA DE

SA NY

______________________________________ SA NY

SA SF

SA MO
SA HO

WORING
PAPERS
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SUM RY OF EVALUATIONS
Counterint iligence CI Operations 03-02

Week

02/03/2003- 02/07/2003

Note Cories of individual course evaluations can be obtained by contacting CD/OTU

IO atI

Overall Average of Scores based on 1-5 scale with being the highest rating 4.75

Overview

The overall average score indicates that Week of the CI Operations Course was very

well received by attendees Students advised the weeks instructional blocks addressed important

topics contained valuable information and were effectively presented Extremely high ratings

were given to those blocks which included practical exercises and demonstrations outside the
lb

FBI Academy Students advised that these blocks helped them to more ftilly understand and .b

apply techniques taught during earlier classroom presentations and presented them with rare
76

opportunity to receive direct and immediate feed-back from their peers and experienced foreign

counterintelligence investigators.

Review of Attendee Feedback Instructional blocks that received similarand multiple

comments suggestions etc on course evaluations are addressed below Each Feedback

entry is followed by related student comments

__________________IWho They Are and What They Do

This block was informative and the Instructor well-versed in the topic However some students

indicated that the briefing was disorganized and could be corrected if the Instructor developed

PowerPoint presentation for the block

The topic is very relevant but the speaker needs PowerPoint

or slide show to keep him on the subject

PowerPoint needed

PowerPoint may have helped with this presentation

OTU Comments OTU will work with the Instructor to reformat the briefing as PowerPoint presentation

WORKING PAPERS
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ISurveillance Pracfal Exercises

Students found this segment to be valuable Many noted that the exercises reinforced previous

c1ssrnom instruction and served as an effective means to displayl

ndI

Excellent -- definitely learned lot

Very good to.. get out of the classroom as well as to solid5 principals taught earlier in

course

This tied in very ver nicel with the classroom material This practical exercise placed bi

spotlight on /iQ11vorks and how easy it is
tol

Demonstration

Attendees indicated the segment was instructive and beneficial Students adv sect thnt the

demonstrations were realistic and allowed them to experience in real-world setting

lIt should be added that this instructional block

received perfect 5.00 overall average score from the class

This was great exercise would like more practical training exercises like this

We learn lot by actually seeing/experiencing

Excellent

This is very important aspect of training

It allowed us to see how harc an be

Interview Practicals long

7T WORKiNG PAPERS
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Students advised these practical exercises were very effective Attendees noted that the practicals

gave them the opportunity to practice interviews in realistic setting and to employ techniques

taught in previous instructional blocks Attendees added that the constructive feedback and

suggestions they received from the instructional staff and fellow cJa.smates following the

interviews were particularly helpful

Good to learn how to talk and to be less direct at first

Always good to observe others.. bad habits are observed. identify methods to avoid

Aldrich Ames Espionage Case

The majority indicated this instructional block was well presented interesting and very

informative

Very interesting and applicable

Excellent presentation

Great presentation

Awesome Very very good job

STATISTICAL COURSE EVALUATION FOR CD/OTU INSTRUCTION

WORKING PAPERS
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WORKING PAPERSCOOPERATIONS COURSE 03-02
02/03/03 02/07/03

Block of Instruction

Th ________________________ _____
Intro tcl 4.83

Surveillance Issues
____

Surveillance Exercis 4.87 b6

IDemonstrations OTU Staff 5.00 b7c

Interview
Practicalf IDTU Staff 4.86

.b

Am FQnirnnt 4.90

4.76

Behavioral Analysis Prograni 4.24

Totals
_____________________________

4.75

Overall Average 4.75

COUNTERINTELLIGENCE OPERATIONS COURSE

AGfrNDA WEEK

J1IT WORKING PAPERS
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Intro

to_________________

____________UrveiIlance issuesi

Lunch

Surveillance Practical Exercises Staff

Wednesday

800 500
emonstrations Silver Spring MDStaff

WORKING PAPERS

02/03/2003 02/07/2003

Admin Issues

110 Who They Are

WhatTheyDl

Lunch

Monday

800-900

900-1145

1145-100

100-500

Tuesday

800 1000

1000-1100

1100-1200

1200 -400

lb

lb

lb

lb

b7E

Thursday

800 300

300-500

Friday

Interview Practical Problems Long VersionslStaff

Aldrich Ames Espionage Case

WORKING PAPERS
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800-900

900 -1000

1000-1100

1100 1200

1200 500

Class Roster

WOINU PAPERS

AdminlsuesI

Behavioral Analysis Program

Lunch

Writing Assignment for Interview Exercises

WORKING PAPERS

lb

lb 76
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Last Name First Middle Title FO

SA NY
SA Co

SA HN

SA SF

SA HO

SA MM
SA SF

SA AL

SA AQ

SA SU

SA WF
SA SF

SA MM b7C

SA HO

SA MO
SA PH

SA HO

SA MM
SA DE

SA NY

SA NY

SA SF

SA MO
SA HO

WORKING PAPERS
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b6

b7C

Monday

CI OPERATIONS COURSE
AGENDA WEEK

02/10/03 02/14/03

SENT
WORKING PAPERS

b7E

b7E

lb

lb
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Tuesday

800 1200

1200-100

100-200

200 400

HA
b6

lb

lb

Wednesday

800-1100

1100 -1200

1200 -100

100-300

300-500

Thursday

800-1200

Espionage Investigation

Area StudiesI

Espionage Case
Studies________

WORKING PAPERS

b6

lb

lb

b7E

800-900

930 1030

1030 1130

1130-115

115-215

230 -500

Lunch

Stud1

Lunch

Undercover UC Operation_______

UC Op COnsiderationsj

Lunch
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Admin b7E

Overviewl

________ounterproIiferatior__________

Lunch

Ana Montes Espionage
Case_______

Lunc
WORKING PAPERS

1200-100

100-500

Friday

800 900

900 1000

1100-1200

1200-115

115 -330

Class Roster

Last Name First Middle Title

SWORKING
PAPERS

FO
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SA NY

SA CG

SA HN
SA SF

SA HO
SA MM
SA SF

SA AL

SA AQ

SA SU

SA WF
SA SF b6

SA MM b7C

SA HO

SA MO
SA PH

SA HO
SA MM
SA DE

SA NY
SA NY

SA SF

SA MO
SA HO

WORKING PAPERS
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Monday

800 900

930 1030

1030-1130

1130-115

115- 215

230 -500

rlAE 11 11

ifi

ALflll

DEiLAIF LM 11 CLG

CRET WORKING PAPERS

CI OP RATIONS COURSE
AG NDA-WEEK3

02110103- 02114/OS

Admin Issues

Case Studi lb

Tuesday

800 1200

1200-100

100- 200

200 400

Wednesday

800-1100

1100-1200

1200-100

100-300

300-500

Espionage InvestgationsI

Area
Studies

Lunch

ALL INfv6IIATILH WFAINL

IEIN IL T1DLALIFI ETET
1TIP1 HObJN OTPTTI

Lunch

Intro tc

Lunch

Undercover UC Operations

UC Op ConsiderationsL

IIii

bi

76

II

1._I
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Thursday

800 1200 Espionage Case Studied

1200-100 Lunch

100-500

b5

Friday

b7C800-900 Admin b7E

900-1000
__________________

1100-1200 Counterproliferation

1200-115 Lunch

115-330 spionageCasEl b7E

WORKG PAPERS
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SIJMMAR\ OF EVALUATIONS

Counterintelligence CI Operations 03-02

Week

02/17/2003 02/21/2003

Note Copies of individual course evaluations can be obtained by contacting

Counterintelligence Division/Operational Training Unit CD/OTU IOS
at

632-1724

Overall Average of Scores based on 1-5 scale with being the highest rating 4.14

Overview

The CI Operations Course Week received an overall average score of 4.14 Attendees

found presentations given by other U.S Intelligence Community USIC agencies to be

informative Students added that these blocks provided them with clearer understanding of the

structure of USIC agencies and the support they provide to FBI foreign counterintelligence

investigations Attendees found some briefings given by CD operational units to be too long ahd

suggested these presentations be shortened at future CI Operations Courses

Review of Attendee Feedback Instructional blocks that received similar and multiple

comments suggestions etc on course evaluations are addressed below Each Feedback

entry is followed by related student comments

bi

b7E

Very good presentation

am happy they are part of the instruction

Very helpful

FBI031979ACLURM032459



WORKING PAPERS

Thirty six percent of the class advi ed that the segment was too long and should be

shortened at future courses lb

best tOellü 1h dofor us how they are different
than_________

and prbvw uviwc.v.. 30 minutes maximum for block

OTU Comments Consideration will be given to reducing this segment by 30 to 45 minutes at future courses

b7E

_____Overview

Attendees noted that this segment was well organized and informative Many indicated

the Instructor focused on issues of direct relevance i.e basic structure mission trends etc to

the field and that the information was conveyed in very concise manner

b7E

...good presentation IdentfIed the Section the units

and their mission/role in briefperiod of time

...the most organized of all the Section presentations

Concise and covered the basics Enough detailfor us to know what this Section does

Not too long not too short it was just right good modelfor the rest ofHQ briefings

Presentation was great The format was very appropriate

Best HQ presentation for the Course

verview
_______________

Students indicated the segment was too long and focuserl nri arily oni

that
futurl nstructional

blocks devote

FBI031980ACLURM032460
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more

time discussing other countries investigated the Section

Would have liked to hear Instructor speak more ..about the other units in the Section

b7E
lecture for someone interested ssues

Butfor this class we need an overall description of the Section/units

Very good presentation Could use more from the Section

OTU Comments OTU initially scheduled all the units of thel ection to give presentations at the recent CI

Operations Course._However various administrative and logistical issues prevented this from occurring It is

anticipated that
alli Flnhts

will provide briefings at future CI Operations Courses

STATISTICAL COURSE EVALUATION FOR CD/OTU INSTRUCTION
COIJNTEfflNTELLIGENCE OPERATIONS COURSE 03-02 Week

02/17103 02/21/03

4RKINGPAPERS
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iI

Ii I_I ii

II I_I ii

lb

lb

lb

b7E

CI OPERATIONS COURSE
ENDA-WEEK4

SEçORKING

PAPERS
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Monday

HOLIDAY

WORKING PAPERS

02117103 02121103

Tuesday

800 900

900 1000

1015 1115

1115- 115

115- 345

345-500

Admini

Lunch

Test

b7E

Wednesday

800-900

1200-115

115-23G

230-500

Thursday

WORKING PAPERS

Admin

b7C

lb
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800 1000

1000-1145

1145-100

100-500

Friday

800 1000

1000-1100

1100

PAPERS

______verview

Lunch

b7E

b6
Review/Admir

Counterintelligence Division

Admin
lssue_______

Dismissal

WORKING PAPERS

Class Roster

FBI031984ACLURM032464



SEAT WOUNG PAPERS

Last Name First Middle Title

SA NY

SA CG

SA HN

SA SF

SA HO

SA MM
SA SF

SA AL

SA AQ
SA SU

SA WF
SA SF

SA MM
h6

SA HO b7C
SA MO
SA PH

SA HO

SA MM
SA DE

SA NY

SA NY

SA SF

SA MO
SA HO

ST WORKING PAPERS
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WORKING PAPERS

SUMMARY OF EVALUATIONS
Counterintelligence CI Operations 03-03

Week 04/14/2003 04/18/2003

Note Copies of individual course cvauations can he obtained by contacting CDOTLT

101 .b7C

Overall Average of Scores based on 1-5 scale with being the highest rating 4.37

Overview

The overall average score indicates that the first week of the CI Operations Course was

well received by attendees

Review of Attendee Feedback Instructional blocks that received similar and multiple

comments suggestions etc on course evaluations are addressed below Each Feedback

entry is followed by related student comments

WORKING PAPERS
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WORKING PAPERS

1b7C

lb

Overall Average
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Monday

830 900

900 1000

1000 1145

1145 100

100 230

230 -330

330 500

IIWORKING PAPERS

CI OPERATIONS

AGENDA WEEK
01/27/2003 01/31/2003

The FBIs FCI Objective _______

The FBPs FCI History

The FBIs FCI Strategy1

Lunch

Structure/Purposes

Thel

lb

b7C
b76

Tuesday

800 900

900-1000

1000-1145

1145-100

100-200

200-400

400 500

Handling Classified Materiall

Authorities/Guidelines/NSL

Attorney Genera
Guideline1________

Lunch

Report Writing _______

Types of NFIP Communication_______

Useful Writing
Techniue________

WORKING PAPERS

b6

lb

lb

FBI031988ACLURM032468



WORKING PAPERS

Wednesday

800-1100 Assetl

1100-1145
Typeso______________

1145-100 Lunch

100- 330 Asset Reporting1________________________

345 445 Asset Practicum 1b7c

lb

Thursday ____________________

800 1000

1000-1200 FCI Interview b6

lb7E
1200-130 Lunch

130 430 Short Interview Prac

Friday

800 1000 Analysis an an Investigative
TooI___________

1000 -1200 Review

1200-100 Lunch

100 200 Cultural
Issuel

200 300 Cultural
Issuesi

300 500 Earl Pitts Espionage Casel

Class Roster

WORKING PAPERS
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WORKING PAPERS

SUMMARY OF EVALUATIONS
Counterintelligence CI Operations 03-03

Week

04/21/2003- 04/25/2003

1b6

Note Conies qf indivi1mil onrse eviuatjons can be obtained by contacting CD/OTU 1b7c

Tos FtI

Overall Average of Scores based on 1-5 scale with being the highest rating 4.42

Overview

The overall average score indicates that Week of the CI Operations course was well

received by attendees Students indicated the instructional blocks were well organized and

effectively presented Attendees found all the practical exercise conducted during the week to be

particularly helpful Many suggested these blocks be allocated additional time at future courses

Review of Attendee Feedback Instructional blocks that received similarand multiple

comments suggestions etc on course evaluations are addressed below Each Feedback

entry is followed by related student comments

Exercisesj___________________

Many advised the 1Bxercises were very informative and well

organized Students noted it was valuable to see techniques that had been discussed in the

classroom displayed in real-world setting Some suggested that the exercises be allocated two full

days so that
additional Ic0k

be demonstrated

CD/OTU Comments Unfortunately logistical and scheduling issues preclude OTU from expanding the exercise to two

full days

Contact Cases

ORKING PAPERS

FBI031991ACLURM032471



WORKING PAPERS

Students indicated this block was beneficial and provided them with an opportunity to

practice and obtain interview techniques Additionally the block was organized in maimer that

allowed them to receive immediate and valuable feedback from their peers and the instructional

staff

This instructional block was well received by the class Some attendees indicated the

block too was short and suggested that it be allocated additional time at future courses

b7E

CD/OTU Comments Consideration will be given to expanding this instructional block at future courses

STATISTICAL COURSE EVALUATION FOR CD/OTU INSTRUCTION

COUNTERINTELLIGENCE OPERATIONS 03-03

YORKING PAPERS
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Monday

JORKINGPAPERS

COUNTERINTELLIGENCE OPERATIONS
AGENDA WEEK

04/2112003 -04125/2003

WORKING PAPERS

lb

lb

b7E
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ORKtNG PAPERS

800-900

900-1145

1145-100

100-500

Admin Issues

The Intelligence Officer 10 Who They Are

WhatThey 001

Lunch

Introtol________________

urveilIance Issuesi

Recon for Surveillance Exercises

Lunch

Surveillance Practical Exercised_______

Wednesday

800 500 emonstrations Silver Spring MD/Staff

Interview Practióal Problems Long VerslonsStaff

Aldrich Ames Espionage
Case1

Tuesday

800-1000

1000-1100

1100- 1200

1200 400

lb

lb

b7E

Thursday

800 300

300-500

Friday

800-900

900 1000

lb

Admin Issues Staff

ORKING PAPERS
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WORKING PAPERS

1000-1100 Behavioral Analysis
Progra1

1100-1200 Lunch

1200 50Q Writing Assignment for Interview Exercises

b6

b7C

Class Roster

Last Name First Middle Title

SA WF
SA DE

SA CV

SA KX

SSA HQ

4WORKING
PAPERS

FBI031995ACLURM032475



WORKIG PAPERS

SA MM
b6

SA AQ b7C
SA NY

SA KC
SA BS

SA JK

SA MM
SA MM
SA CG

KING PAPERS

FBI031996ACLURM032476



SUMMARY OF EVALUATIONS
Counterintelligence CI Operations 03-03

Week

04/28/2003- 05/02/2003

Note Copies of individual course evaluations can be obtained
by contctin

C9unterintelligence Division

Operational Training Unit CD/OTU 101 at

Overall Average of Scores based on 1-5 scale with being the highest rating 4.37

Overview

The high overall average score listed above and review of course critiques indicates

that Week of CI Opertions was well receivd by attendees Instructional blocks on operational

matters i.e espionage anc received high ratings

and very positive comments from the class It should be noted that the CD operational

section/unit briefings received above-average scores The overall average score for these

briefings was 4.27 marked increase over the 3.73 score the CD presentations received at the

previous CI Operations course

Review of Attendee Feedback Instructional blocks that received similar and multiple

comments suggestions etc on course evaluations are addressed below Each Feedback

entry is followed by related student comments

Introduction to
______

The instructional blocks
concernin Fere very organized well presented and effectively

supported by good videotapes

Great presentation Introduction

Good use ofvideos Introduction

Very good presentation Introduction

Training related videos are wonderful

Movies helped drive the point
______

Good class
______________

W0RK1NG PAPERS

PTE 11fl9 O1
ALL INFrJp1LTION LONTAINEL CLA IFIEL DIUi

AIIEEET U14r
WNEPE SHJNU OTNEPJJI DECLA55IFY ON 11 2O3

WORKING PAPERS

b6

lb
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SEC WORKiNG PAPERS

Great job dministration Ib7E

Instructor is invaluable to the CI
coursel dministration

Statistical Accomplishments

Students advised the block was very instructive and provided valuable information that could be

immediately applied when they returned to the field

Very important

This is the type of training paperwork that we need most in the field
b7C

Needed presentation

Proliferation

Although the block contained interesting material several students advised that the speaker

spoke too softiy and was difficult to understand

could not hear speaker..

Could barely hear him..

Presenter spoke very low..

CD/OTU Comments OTU will ensure that this speaker uses microphone at future courses

_____________spionage
Case

WORKING PAPERS
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RET WORKING PAPERS

Many attendees advised the bi was beneficial and informative Students noted it was

particularly valuable to receive information concerning the various methods employed and problems

encountered in an actu espionage case

Valuable briefing Affidavit will help

Exactly the type of instruction that is most valuable --

cases studies with lessons learned and mo delineated

Excellent presentation very informative very helpful..

Presentation was very organized and very polished

Outstanding preseniation must for every FCIclass

CDJOTU Comments OTU will ensure that attendees are provided case affidavits at future courses

STATISTICAL COURSE EVALUATION FOR CD/OTU INSTRUCTION

COUNTERINTELLIGENCE OPERATIONS 03-03

04/28/03 05/02/03

SEET WORKING PAPERS
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Ii I_I ii

b7C

b7E

b6

b7C
lb

lb

lb

b7E

b6

COUNTERINTELLIGENCE OPERATIONS
AGENDA-WEEK

04/28/2003 0510212003

ORKING PAPERS
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PAPERS

Monday

900-915

915 955

955 1035

1045-1125

1125 1200

1200-130

130-220

230 320

330 420

Tuesday

800-900

900 1200

1200-115

115- 230

230 330

Wednesday

WORKING PAPERS

ion Briefings Overviev1

______
Jn1

luniti

___________IJnit_____________

Lunch

Intro tc

FBI

IdministrationI

Statistical Accomplishments

lb

b6

b7C

lb

76

Lunch

Undercover UC UnitI

UC Operational Aspects

FBI032001ACLURM032481



WORKING PAPERS
II II ii

800 900

900 1000

1000-1100

1100-1200

1200-130

130 -230

II
II

ii 43O

Due to logistical and administrative problems critiques were not completed on this block OTU will

institute new procedures to ensure this does not happenin the future

Friday

ST WORKING PAPERS

Lunch

b6

Ib7E

Thursday

800 900

900- 1030

1030-1130

Introduction to Espionage investigations

Espionage Investigative ConsideratiOn

Espionage Investigation Administratiorj

bi

b6

lb

b7E

1130-100 Lunch

100-430 FISA/Legal Issues NsLU

FBI032002ACLURM032482
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800-900

900 1000

1000 1100

1100-1145

1145-100

100-400

Proliferation

Espionage

Case1

17

Class Roster

PAPERS

Lunch

FBI032003ACLURM032483
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Last Name First MiddlE Title fQ
SA WF
SA DE

SA CV
SA KX

SSA HO

SA JK

SA PD

SA SA

SA SF

SA KC

SA AT

SA DE bG
SA CG b7C
SA SF

SA HN

SA MM
SA AQ
SA NY

SA KC

SA BS

SA JK

SA MM
SA MM
SA CG

CRET
WOFtING

PAPERS

FBI032004ACLURM032484
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SU AR OF EVALUATIONS
Counterintelligence CI Operations 03-03

Week

04/28/2003 05/02/2003

Note Copies of individual course evaluations can be obtained Jw eontncfin

Counterintelligence DivisionlOperational Training Unit CD/OTU lOS
_______________lat

Overall Average of Scores based on 1-5 scale with being the highest rating 4.37

Overview

The overall average score of 4.38 reflects that Week of the CI Operations Course was

well received Overall presentations given by the CDs Operational Units received lower scores

than other blocks of instruction Several attendees indicated that some Operational Unit blocks

were too long disorganized and did not provide useful investigative information i.e foreign

intelligence service targeting priorities etc.

review of Week evaluations reflected that segments structured principally around

case presentations were deemed to be very effective by students Particularly beneficial were

those that addressed information in on step-by-step account of case Attendees noted that

this type of presentation allowed them to more easily understand how various administrative

legal and investigative issues were applied in foreign counterintelligence FCI cases

OTU Comment Consideration will be given to providing written outline of talking points that CD Operational

Units should be prepared to address at future CI Operations Courses

Review of Attendee Feedback Unstruetional blocks that received similarand multiple

comments suggestions etc on course evaluations are addressed below Each Feedback

entry is followed by related student comments

WORKING PAPERS
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STATISTICAL COURSE EVALUATION FOR CD/OTU INSTRUCTION
COUNTERINTELLIGENCE OPERATIONS 03-03

Week

b7C
ID

WORKING PAPERS
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SUMMARY OF EVALUATIONS
Counterintelligence CI Operations 03-03

Week4

05/05/2003 05/09/2003

Note Copies of individual course evaluatnc ennthetinx Thinferintelligence

Division/Operational Training Unit CD/OTU lOS
______________lit

Overall Average of Scores based on 1-5 scale with being the highest rating 4.37

Overview

review of course critiques indicated that Week of CI Operations 03/0 was well

received by attendees Students advised that the majority of the Weeks instructional blocks

were well structured and informthr flfrrHriilr rc1i xrr rno nri 1r PflT .bl

detailees/renresentptjyes from th b7E

land
U.S Department

of Energy DOE Many students related that they received timely and valuable information

regarding how these agencies could provide assistance to FBI foreign counterintelligence FCI
investigations It should be noted that the U.S Intelligence Community USIC presentations

received an overall score of 4.30 an increase over the 4.22 score given to the USIC blocks at the

last CI Operations course

Review of Attendee Feedback Instructional blocks that received similarand multiple

comments suggestions etc on course evaluations are addressed below Each Feedback

entry is followed by related student comments

.b

b7E

WORKING PAPERS
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PAPERS

Lots of information that could be very useful

ractica1

The 1Lecture was very informative and the related Practical beneficial

Students noted that the exercise provided them the opportunity to practice and improve their

interview skills

...extremely informative Instructors blocks should be taught to New Agent classes

ecture

Many useful points

Good format good questions

Very helpful will use Practical

Even though almost everybody has dealt with

this was good practical to polish our skills in the CI yrractical

________ Ib7E

...useful in terms ofJIxing
thel FLecture

in my mind.. Practical

Working with Other Agencies

Students indicated thel resentation was too long and not helpful Maiy advised the

briefing focused primarily on basic CI issues covered in previous blocks of instruc

Attendees added that the instructor provided minimal information concerning ho ould

assist FBI FCI investigations

Presentation. simply repeated much of the info covered in prior classes

Too much repetition of basic info we have been exposed to.. not enough

concentration on how we can work together and the mechanisms for doing so

...the content ofpresentation was not designed for class

Presentation needs to answer.. howl anhelp the field..

WORKING PAPERS

FBI032008ACLURM032488
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The presentation was too long and directed towards neJ Liass
b7E

Presentation could be vastly improved jfi

come in and tell us how we can work

CD/OTU Comments OTU will contact the instructor to ensure that future pre

DOD plays in CI investigations and assistance it can provide to FBI FCI cases

STATISTICAL COURSE EVALUATION FOR CD/OTU INSTRUCTION

COUNTERINTELLIGENCE OPERATIONS 03-03
Week

05/05/03 05/09/03

ORKING PAPERS

just

tOcus primarily on the role
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WORKING PAPERS

Monday

CI OPERATIONS
AGENDA WEEK

05/05/03 05/09/03

/RET

WORKING PAPERS

b7E
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900 1000 Working with Other Agºncie

1OOO-12OQWorkingwith other Agencie
11

1200-i30 Lunch

245 -430

Wednesday

800-1000

1000-1130

1130-100

100-430

Thursday

800-1000

VVJI T%IIIJ YVIUI JLIII 1JuII

File Reviews

Working with Other Agencies
______________

Working with Other Agencies

Final Case DeterminationslJustificationsl_______

WORKING PAPERS

Tuesday

800 1000

Ii

i..i
ii

Working with Other Agenciesi

b6

lb

lb

lb

Lunch1200-100

100-300

300 500

b7E

Lunch

Practicail

FBI032011ACLURM032491



1000 1200

1200-100

100-500

Friday

800 1000

1000-1100

1100

RET WORKING PAPERS

Final File
Reviewsi

Middle Title FO
SA WF
SA DE

StR\WORKrNG PAPERS

Lunch

ReviewlAdmin

Counterintelligence Division

Adminissuel

Dismissal

b7C

lb

Class Roster

IMVIIII
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SA
SA

SSA

SA

SA

SA

5k
SA

SA
SA

SA

SA

SA

SA

HN

MM
AQ
NY

KG
BS

JK

MM
MM
CO

WOPJCING PAPERS

Cv

KX

HQ
JK

SA PD

SA

SA SF

SA KC
SA AT

SA DE

SA CO

SA SF
b6

b7C

SEWOG PAPERS
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DATE 11 u9 O11

LA II
EA

DECLA Ifl flN 11 IJ- 211 .6

bi

lb

COUNTERINTELLIGENCE

The FBIs Role in the

Intelligence

Community

What is Counterintelligence

Counterintelligence is

Ivi2 sad Sd Scivijjes conducted to

protect against espionage sabotage and other

intelligence activities conducted for or on behalf of

foreign powers organizations or persons or

international terrorist activities but not including

personal physical document or communications

security

By presidential order the FBI alone conducts Counterintelligence

within the United States end coordinates CI activities with the

other agencies in the Intelligence Community Executive Order

12333

US Intelligence Community

Other Members of USIC

CIA

Departments of State Energy

Treasury

Department of Defense

DIA NSA
Air Force Army Navy Marine Corps

intetligence components

lb

The Role of Foreign

IJI Counterintelligence Squads

th.r Tntciilicjpnrp.l

Conduct Criminal Investigations

-_Espionage and Economic Espionage

llnterrelated Goals

1U How Do We Do It
How Do We Do It

Identif

IWhat

lHnw7

ring out ror ourselves enrougn

Operational or Investigative activities

bEKT
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ET

Country Threat List

This list is classified but includes

countries designated threat

because of aggressive intrusive

behavior that is pervasive

to the United States

national security

ST

7/14/2011

The New Threat..

Which countries or groups
Which U.S Govt entities are targets

Who is targeting the U.S
Which private industries are targets

.What military

targets

National Security List

__A_
Country Issue

L_Threats_J ThreaJ

Issue Threat List

Categories of activity that pose

significant threat or are of such

concern to the national security of

the United States when engaged in

by foreign power or entity that

counterintelligence or monitoring

actions directed against such

activities are warranted

FBI032015ACLURM032495



SEET
7/14/2011

b7E

Spies an

Issue Threats

Terrorism International Terrorism

ccnirnittcd by Terrorist Groups and/or

State Sponsors of Terrorism

Proliferation of Special Weapons
nuclear chemical bioloc

au Issue Threats

Targeting the National Information

Infrastructure computers cable

satellite telecommunications banking

and financing systems transportation

water supplies electrical power

systems gas and oil storage and

transportation emergency stems

continuity of government

Issue Threats

Espionage the identification targeting

and collection of national defense

information

Economic Espionage -the unlawful or

clandestine targeting or acquisition of

sensitive financial trade or economic

policy or proprietary information or

critical technologies or influencing of

sensitive economlcpolicy

decisio

Issue Threats

Targeting The US Government

Foreign Affairs Economic Policy Financial

Matters Defense Establishments National

Preparedness Intelligence

including Fl personnel

Perception Management

Propaganda use by an

intelligence agency to effect

public perception of

another country though deception

Foreign Intelligence Activities

FBI032016ACLURM032496



Tools of the Trade

7/14/2011

Spies and Foreign Services

LI
_______

oer

_______

oe.ov 4r00

_________
ot in

POT
Aldrich Amos P.ctortoAoits jcTo osoore

n.m tr
Aldrich Ames rs

ot.oo..i If leo

4.r eo vaok4c-r

Il CIA Veteran

KGB Spy 1985-1994 n0517045.O so

_________ Paid up to $2.5 million

__________ Sentenced to Life In Pris

Amco signal to KGB that solo from Attics trash

Co 4aop ova ready
Thtt first noidnecti of catoonogn

Spies and their ideologies

Teresa Spuillacote

Pentagon Attorney -_.-

Sentence 22
years

Motivation ideology

Kurt Stand

Husband to Squiltacote

Convicted with edfe on

counts of Espionage

Both were recncited by the

former East German

Intelligence Service

Slant

Counterintelligence Strategies

So how can businesses
CI PROGRAM
STATEGIC

educational institutions state
PRIORITY

and local law enforcement

organizations and others join Protectthe

in partnership with the FBI to
United

States
meet our Strategic Priority against

foreign

intelligence

operations

and

espionage

Counterintelligence Strategies

Provide assistance where you
CI PROGRAM

can as the FBI seeks to ..
STAThGIC
PRIORITY

Know the domain

Engage in strategic Protect the

partnerships
United

States

Conduct sophisticated CI against

Operations foreign

Understand the threat intelligence

operations
Inform and influence policy and

makers espionage

Spies and Foreign Services

Robert Hanssen

PB1 employee who

received mom than adaoctced by Issenal

$1.4 mtllion In cash
th El drop .ae 0215.01

and jewels while ___________________

KGBISVR.Ho plod

guSy on 15 counts and

Peckee d.ltheL

drop see ooree.e storm oath

lee by Raaos too Fl.nsseivELUS Soap Ott alders Iootbrtdge

near Vienna olrslrl

IA

FBI032017ACLURM032497
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Counterintelligence Strategi Counterintelligence Strategies

In the FBI agents analysts

surveillance groups and other

speciaiiy trained personnel

seek to meet tomorrows

Counterintelligence challenges

by focusing on the continued

enhancement of three key

areas

Resource Management
Worlcforce Expertise

3-Intelligence Support

Resource ManagementCI PROGRAM
STATEGIC

Protectthe

United States

against

foreign

intelligence

operations

and

espionage

cFC35cf
56 Field Office Alaska next year

Increased analyst hiring

Insure FCI resoirces are not

diverted to igr priority programs

or jgrpriority when other

resources are available

-Adequate staffing and support i.e

equipment training is provided to

FCI Program components

CIPROGRAM
STATEGIC

PRIORITY

Protect the

United States

against

foreign

intelligence

operations

and espionage

Counterintelligence Strategies

Workforce Expertise CI PROGRAM
Training Experience STATEGIC
-Agent Proficiency PRIORITY
-4-week additional Basic Cl Course

-Continuing education with goal Protect the

toward Cl expert certilucalion United States

-Counterintelligence training for all

against
FBI personnel foreign

intelligence

Continuity --- Career paths for
operations

agents analysts and managers and

espionage
Training partnerships with other

federal agencies

ou nterintelligence Strategies

CI PROGRAM
Intelligence Support STATEGIC

Emphasize that collection of
PRIOR11Y

intelligence should be thorough and

of the hIghest quality Protect the
Ensure quality of Intelligence Reporting United States
to FBI Headquarters and subsequently

against
to the White House Capital I-till and

foreign
others in the Intelligence Community

intelligence
-Continually review sources of

operations
information to determine the sources

and espionage
access and validate the sources

information

FBI032018ACLURM032498
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EGREt

b7

b7

b7E

Federal Bureau of Investigation

Counterintelligence Division

Washington DC

There is one evil dread and that is

their spies could wish therefore the

most attentive watch be kept..

Todays Topics

UNCLASSIFIED

ANSIR Program

FBI Priorities

FBI Threat List

Hour Presentation

Awareness of National Security

Issues and Response

Public Voice for Counterintelligence Issues

National Threat Warning System

Point of Cpntrut fnr TI Riici esses

Liaison 1Etc

NationalIlocal E-mail addresses

International Awareness

Protect the United States..

From terrorist attack

Against foreign intelligence operations/espionage

Against cyber-based attacks and high tech crimes

Director Robert Mueller

June 21 2002

Congressional Testimony

National Security Issue Threats

Espionage National Defense Info

Terrorism

Foreign Intelligence Activities

Perception Management

Targeting the Government

Economic Espionage

Targeting National Info Infrastructure

Proliferation of Weapons of Mass Destruction

FBI032019ACLURM032499
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Economic Espionage Act of 1996

18 Usc 1831
Theft of Trade Secrets 18 USC 1832

Who

Economic Espionage Act of 1996

18 USC 1831

Business Information

Coptr CrI
Access Card Control

Project
Information

Proprietary Pricing

Test Material

Genetic Screening

DNA Cell Line

DNA Cell line

Fginrin Ptsn

Drug Delivery System

Micro Process/Research

Customer Account Info

Network Switch Plans

Ultrasound Blueprints

Software Design

Economic Espionage Act of 1996

18 USC 1831
Theft of Trade Secrets IS USC 1832

TRUSTED INSIDER

Question break

ANSIR Program

FBI Priorities

FBI Threat List

Trusted Insider

Any questions

Lets talk about

Why

The strongest castle

walls are not proof

against traitor within

Ancient Proverb

Five ReasonsI

7ASSWmD

TRUSThD INSIDER

Todays Agendi
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TRUSTED INSIDER

LASSJFIED

b6

lb

JSrFIED

Todays
Agenda____________

TRUSTED INSIDER

çWffiJ

Todays
AendasAendJ

lb

TRUSTED INSIDER

Todays Agenda Todays
Aenda

TRUSTED INSIDER

TRUSTED INSIDER

FBI032021ACLURM032501



UNCLASSIFIED

Questions on the

Trusted Insider

Todays Agend

Lets Take

Break

Please return in minutes

Lets TakeA

Break..

Please return in minutes

Lets Take

Break

Please return in minutes

Lets Take

Break

Please return in minutes

Lets Take

Break

Please return in minutes

FBI032022ACLURM032502
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There is one evil dread

and that is their spies

most attentive watch be

kept..

There is one evil dread

and that is theirspies

Operate In Plain View

Present

-Classified US

-Unclassified Proprietary

Corporate Information

Trusted Insider

FBI032023ACLURM032503
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LI Ii

1rusted Insider

FBI Cases
FBI Cases

___

Avery Dennison

Pittsburgh Plate Glass

-ANSIP Proesm

-FBI Threat List

-The Law

-CiminaI Cases

FBI032024ACLURM032504
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b7

FBI Cases

kesearcher

-Pressure sensitive products

$50 to $60M Loss

Trade Secret Misappropriation

FBI Cases

-Supervisor of Maintenance Crew

-Access to every office

-Diskettes blueprints RD
-Tried to sell to Owens-Corning

-Five years
and fine

_FBI Cases

What other companies have

stepped forward with cases

FBI Cases

-Bristol Myers Anti-cancer drug Taxol

-Gillette Company Razors

-Deloitte Touche Software

-Gwinette Daily Post Subscription list

-Roche Diagnostics Hepatitis Kit

-Wilsonart Intt Laminates

-Idexx Labs RD customer lists

IBM Caterpillar Motorola Intel Cisco Systems

Mastercard Bell Imaging Lucent Technology

UNCLASSIFIED

FBI032025ACLURM032505
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SRT

The Attorney Generals Guidelines for

FBI National Eccurity Investigations and

Foreign Intelligence Collection js

National Securfty Law Branch

Office of the General Counsel

2004

.4 Coming Attractions

Imoortance of NSIGs

General Authorities

Principles

Levels of Investigative Activities

Extraten-itorial Operations and Investigative

Assistance

Foreign Intelligence Collection

Strategic Analysis

Retention and Information Sharing

Why should we care about the

NSIGs

FBI

They are the basic Departmental rules for

conducting national security investigations

They mandate increased cooperation and

coordination of counterintelligence activities

Failure to adhere to certain provisions can

result in possible LOB matter

______ UNCLASSIFIED

Why should we care about the

NSIGs

Intelligence Community

Provides
insight into the FBIS

capabilities

and limitations to produce and

disseminate foreign intelligence and

counterintelligence

Another source of authority for sharing

information with the Iitelligence

Community

UNCLASSIFIED

Why should we care about the

NSIGs

Change the reporting and oversight

mechanisms

Shape the interaction and coordination

among investigative intelligence and

prosecutorial resources

UNCLASSIFIED

NSG
Revision_Philosophy

Eliminate the bifurcation of criminal

and intelligence cases

Modernize guidelines by including the

concept of foreign computer intrusions

Encourage early intervention and

disruption of national security threats

Lower approval levels and allows more

aggressive investigation and analysis

UNCLASSIFIED

FBI032026ACLURM032506
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4GeneraIAuthorities

ThLuthorized1oconduct
investigations to protect against

threÆtsto the national security

which are

International Terroiisrn

Espionage and other intelligence activities

Fordign computer intrusions

Other matters determined-by the Attoney
General conslstentwith- EQ 12333

UNCLASSIFIED

Respect for CoætitutionaI

Fights

The FBI cannot iiivestigate or maintain

jnformation on-U.S persons solely for

the pupose of monitoring ctivities

protected by theFirst Amendment or

thelawfülexØrcise of other jights

secured bythe Constitution-or lawso

the United States

UNCLASSIFIED

Relationship to Other

Investiqative Guiderines

The authority to conduct natiOnal

security investigations and other

activitiesdoes not limit-the FBIs ability

to carry-out- ihvestigations5and other

activities under Qtller AG guidelines

ThŁNIGsdo notlimit other authohzed

law enforcement activities of the FBI

suchas those authorized in the

Domestic Criminal Guidelines

UNCLASSIFIED

General Authorities

JauthOdatelbcaand
foreign governments

FBI is-authorized to collect foreign

intelligence and to assist federal intelIigŁiic

agencies-

FBI isauthoried conduct strategic analysis

FBI is authorized to retain and disseminate

informatioii collected pursuant to these

Guidelines

Investigations Must be Conducted

Withih..the BOunds of U.S Law

All investigative activfties must have

yalid purpose consistent with the NIs
and be cärriØdout in-conformity with

the Constitutionapplicable statutes

-Executive Orders and Departmental

regulations and guidelines

UNCLASSIFIED

Basic NSIGs .prindples

4Least
Intrusive Means

As provided in.E.O 12333 the FBI shall

conductits investigations and other activities

under the NSIGs using the least intrusive

collection techniques feasible

But the FBI shall not.hesitatetO use any

iaWful.techiiique
wheiithe degree of

intrusiveness is warranted in light of the

threat to naUonal security

uNcLAssIFIEB

FBI032027ACLURM032507



USPerson Presumption

.3

-SI

Sianifianti
____

lb

b7E

US Person Presumption

ampIes

PersOn located in the US NFIUSP

Persons liocetion is .ünknöwn NFIUSP

Person located outside the US NFl

nonUSP

Person located in theUS here on

student visanonUSP

Person outside the US has valid US

passportUSP

UNCLASSIFIED

Person PresUmption

FBI discovers subject uses an

bl

b7E

b7E

Departures from the

Guideines

Attorney General DAG or designated.offlcial may

approve departures from the Ns
In cicumstancŁs invoIvin an-immediate or grave

threat to the national security or to the safety of

persons or property and there is need to -take

immediate actibntoprotect against such threat

the FBI may.depart from the jsprovided

notice is given to the AG DAG ordesignated

official ASAP Notice must also be given-to OIPR

4. Interpretation of NSIGs

Ali signifIcant new legal questions as to

the coverage and Interpretation of the

iIs will be resolved initially by OIPR

and-reviewed by the DAG or AG as

appropriate

FBI032028ACLURM032508
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Whats next

Importance of NSIGs

GeneralAuthorities

Underlying Principles

Levels of InvestIgative
Acttvjtjes

Investigative

M5ILdI II..C

Foreign Intelligence Collection

Strategic Analysis

Retention and Information Sharing

Questions

National SeuHty Investigations

UNCLASSIFIED

Levels of investigative

activities

levels of investigative activities

Threat Assessment

Preliminary Investigations

Full Investigations

Threat Assessments

Without opening preliminary or full

investigation the FBI may engage in

the certain limited activities to

investigate or collect information

relating to threats to the national

security

Threat Assessment

FBI can actively gather info relating to

threats to national security

TA techniques

Obtain publicly available information

Access FBI/DO3 records

Request info from other gov entities

Access online services and resources

Crucial Definition

4r Publicly Available

Information that has been published or

broadcast for public consumption is available

on request to the public is accessible on
line or otherwise is available to the public by

subscription or purchase could lawfully be

seen or heard by the casual observer is

made available at meeting open to the

public or is obtained by visiting any place

or attending any event that is open to

the public

FBI032029ACLURM032509
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$threat Assessment cont

TA.techniques.cont

Interview previously established

assets

Interview or request info from

members of the public/private entities

Accept info voluntarily provided by

govtor private entities

Predicates for initiating National

Security Investigations

-.Anindividualis-or--may-bean

internatiOnal terrorist or an agent of

foreign power

group or organithtion is or may be

foreign poweror ah agentof äforeigh

Predicates for Initiating National

Security InvesUgtiohs

Anindividual group or branization is or

rnai-bØ engaging or ha may have

engaged in activities constituting threat to

national security or related preparatory or

support activities for or on behalf of

foreign power

crime involved in or related to threat

to the national security has or may have

occurred is or may be occurring Or will or

may occur

Predicates for Ihitiating Natidnal

Security Investigations

Ah individual group ororganizatióh is or

maybe the target of recruitmeflt or

infiItrtion effort by an international terrorist

foreign power or agent ofa foreign power

under circumstances related to threat to the

national security

An individuaIgroup orgaTnization entity

information 5roperty or activity isor may

be target of international terrorism

Øpiohage fdreign computer iitrusion Or

other threat to the national security

lb

lb

Preliminary Tlnvestigation

Basi for-a P1

InfO or allegation indicating that threat to

nationalsecurity may exist

In order to identify potential assets in

connection with activities relatd to

threat to the national-security

Approval levels

SAC
Atithorized ASAc or squadsupervsor

IPrina7 Investigation cont

Duration

Initially ræonthl

-.ExtensiOn months by field office

Furtherextenslon- beyoPda year mUst

be authorizedby FBI HQin-6 inonth

increments and must be repOrted toOIPR

FBI032030ACLURM032510



Preliminary Investigation cont

P1 techniques

All techniques used in threat assessment

All lawful investigative techniques except

Elsur

Search

xamDles
of available P1 techniques

undercover ops NSLs pen

reyiscersIra trace

Full_Investigations

Basis for Full

Specific and articulable facts giving reason

to believe that threat to the national

security may exist

Approval levels

SAC

Authorized ASAC/squad supervisor

h7E

biL

h7E

b7E
Full_Investigations cont

Fl techniques

All lawful investigative techniques may be

used

Reports

At the end of each year that full

investigation continues FBI shall provide

summary of investigation to OIPR and Crim

Div and USAO subject to authorization

from Crim Div in espionage cases

Pending

PT/Full Investigations

4.. Notifications

Field office must notify FBI HQ withIn 10 working

days of initiation of P1 or Full

FBI HQ provides notice of initiation of P1 or Full to

OIPR and to crim Div within 10 working days of

receipt of notice from field

OIPR notifies AG and DAG

FBI must provide notice of initiation to us Attorneys

office subject to authorization by the Crim Div in

espionage cases

If FBI HQ disapproves fields initiation of P1 or Full

FBI shall notify tile DAG

1FBI

Proposed

Operational support to the Intelligence

Community particularly sensitive stuff

The FBI and the Criminal Division mayl

by mutual aareement mccntions to th

The FBI and OIPR mavl

UNCLASSIFIED

FBI032031ACLURM032511



InVestigative Assistanc_

Istate and Locals

Investigative Assistance-c-

Foreign Governments

Whats next

Impolance of t15115

Pinc7les

Levelsoflnve5tigatlveActlvftles

.1 lund Investigative

assistance

Foreign Intelligence Collection

Strategic Analysis

Retention

Information Sharing

Questions

FBI may assist state and local

governments in investigations relating

to threats to the national- security

Coætrolling-reg MOU w/DHS

Investigative -Assistance

zL Foreign Governments

lb

lb

b7E

bl

b7E

Whats next

It
Importance of NSIG

GneflthoiUes

Principles

LeveLcoflnvestigativeActivities

Iad1nvve1nm
1-oreign nseuiigen Collection

strategic-Analysis

Retention

Informationsharing

Questions

FBI032032ACLURM032512
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h7E

Foreign Intelligence Collection

FBI may collect foreign intelligence in

response to the requirements

authorized by the DCI

UNCLASSIFIED

Foreign Intelligence Collection

cont

TIi FBI nay cccct foreign

intelligence if consistent with EO 12333

or successor order as directed by the

AG the DAG or an official designated

by the AG

Strategic Analysis

UNCLASSIFIED

Strategic Analysis

FBI has the authority to examine and

analyze information in its possession to

produce and disseminate

counterintelligence and foreign

intelligence

Permits the FBI to look at the big

picture and analyze trends or

developing threats

UNCLASSIFIED

Strategic Analysis

Significant in that strategic analysis

does not need to be tied to any

particular investigation

Also authorizes the FBI to use Threat

Assessment activities to supplement

information already in its possession

Responsive to the criticism that the FSI

is too tied to investigations and that

country wçuld be better served by an

intelligence agency
INCLASSIFIED

Whats next

Inportance oft/SIC

Genera/Authorities

Prlncioles

Levels of Investigative Activities

Investigative Assistance

Foreign Intelligence Collection

Strategic Analysis

Retention and Information Sharing

Questions

FBI032033ACLURM032513



Information Systems

Databases In General

F51 shall maintain records in

accordance with records retention

plan approved by the National Archives

and Records Administration

Records shall be available for review

upon request by OIPR including all

information in the database or records

system

UNCLASSIFIED

Information Systems

Databases Required Data

FIM will miinthin thc/rpcordc

system that permits prompt retrieval of

Identity and status of each P1 or full

investigation open or closed
Total number of PIs number of PIs

involving U.S persons number of P1

extensions in U.S person investigations

number of PIs converted to full

investigations

Informatt6items

Databases Required Data

FBI will maintain database/records system that

permits prompt retrieval of cont
The number of full investigations and the number of

such investigations Involving US persons

Identity of full investigations of group in the U.S

composed substantially of U.S persons

Number of requests for assistance received by

foreign governments and whether request was

furnished or declined

Information Sharing

Within DO info sharing provisions

mirror the information sharing

procedures in the AGS March 2002

memorandum and subsequent guidance

Within Intel Community provisions

track the MOU between the Intelligence

Community Federal Law Enforcement

Agencies and Department of Homeland

Security
UNCLASSIFIED

Information Sharing cont

DOJ

Crim Div and OIPR have access to all

information unless limited by
FISc

controls imposed by originators of sensitive

material

Restrictions established by AG or DAG

FBI will keep Crim Div and OIPR apprised

of info obtained under NSIG

Information Sharing cont

DOJ cont
FBI will provide aim Div and OIPR notices of

initiations and annual notices and summaries

FBI Crim Div and OIPR shall consult with each

other

US Attorneys Offices shall receive info and

engage in consultation to the same extent as Crim

Div subject to crim Div authorization In espionage

cases

FBI032034ACLURM032514
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10

b7E

Information Sharing cant

nce cn irif shrrg

Intelligence Community/Federal Law Enforcement

Agencies/Department of Homeland Security

Federal Authorities

State and Local Authorities

Foreign Authorities

Congressional Committees

White House

UNCLASSIFIED

What we covered

NSIG

General Authorities

Principles

vle nf my irl-iv 4rtivilie_

assistance

Foreign Intelligence Collection

Strategic Analysis

Retention and Information Sharing

QUESTIONS

.NSLU-I

\Iiczit NçI

FBI032035ACLURM032515
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ALL INFO1ITION CflNTAIMED

PEIll T1NLA IFIEt EIrEPT

TTRE SHOWI OTPTTI

SE
A1E J.J U1I

IE Di tI

EAS L4
CLk ir

tk

Acting Unit ätsteil

Supervisory tutelligeuce Matyntl

Thin PuuuuOIion in Ctuufin4

QCOnNOtOLt

ounterproliferation Mission

Stem the flow of U.S manufactured dual-use materials and

technologies related to weapons of mass destruction

WhtD and their delivery systems to support the

devetopment of foreign WMD prograsns

tncludes

Nuclear

Chemical

Biological

Missile

Co teroroliferation Proerasu

Mutateraj
ANSIR

Detailecs to

Research an ascssm

Trends

h7E

lb

-Focus Of Effort-

FBI032036ACLURM032516
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b7E

Scope and Breadth of

Proliferation Activities in the

U.S

Attempts by Foreign powers or entities to obtain

U.S technology and/Otcquiment for WMD
program

Most activities involve dual use technology and

equipment

Often U.S flrmsare1

Initiatives SIMission

__________Las programmatic oversight for WMD
regn tbnce with

thel

Th sas direct responsibility
for the

management ot toe WIvtDqunterproliferation

investigations

Th orks
cloel

with thª Ito

provi support as needed such as tactical anwor

strategic analytical support

Proliferating Countries

ORCO9.NomRN

b7E

bi

lb

tt/ORCO0.NOFflRN

Scope and Breadth of Proliferation

Activities in the U.S Contd

Some of the targeted technology has direct WMD
device application

Some nrolifer9nt eoiinrriŁs erJ

Proliferation Case

St Elements

Information sharipg in the U.S

Intelligence CommunIty

Name releases

Identification OTJ

aRCONOFORN

nses inuicare groyangnecrs to more
aggressively

address the exploitation-of US technology

FBI032037ACLURM032517



Reference Material

Intelligence Dissemination

1Iong

wim otner Analysts uvthe Lounterintelligence

Division and other Divisions regularly

disseminate Intelligence Information Reports to

the U.S
lntelligenceCqminunity

Other types of Reports are rularIy generated

including strategic dacticÆ1anaIysis to support

FBI Field Office invesligations axd other
___________________________________________

customers

uORCONOIOR. Ii

b7F

WMD PROLIFERATION

EXPECTED TRENDS

US Dual Use Equipment Will Remain Target

Increased Demand forUS Equipment as Programs

Continue to Mature

TIORCO.ODRN

FBI032038ACLURM032518
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LA0IFIED 61 L111i stp/

-ui ii ci

DEL IFY uU 11 10 uJ6

Nf

ii Foreign Visitors in the United States
bl

lb

b7E

b7E

b7E

lb

b7
Assessment

Actively targeting hard sciences

Involved in collecting WMD information

possible target

SEET

FBI032039ACLURM032519
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or

ssessment

IUI Llll II1I llI

Collecting information for nuclear

weapons programs WMD

Collecting dual-use technology

ii

All Field EC dated 07/14/2004

Summarizes threat

InvestigativeprioritiesofFB

Sub-Program

verview

Centrally-managed

lb IL

h7E

lb IL

b7

b7E

lb IL

lb

Narrow investigative focus

Target most significant threats

.ofr

verview

TrjditinnI thrjt

Non-traditional threat

Targets

FBI032040ACLURM032520
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h7E

SET

b7E

b7E

ET

FBI032041ACLURM032521



LIFL IT

IIPEIN mTl.LAIFIEL CEPT

EE TWI

DATE 11 1O 011
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El

b6

lb

h7E

.b

b7

b7E

Cs. /4DI4

EZ

flt

The Life of Ks

the Fifth

by William Shakes

Quote was displayed
Lrk cubicle and located

during Februasy 21 2001 search of her office Quote from

she play referred LO she characters spying for another

COunts

_________
ever

O1dessb1ings
FBI

US Citizel

descent

BS University of

1979
MS Johns Hopkins

1984

Worked at DOS FOIPA

1979-85

Hired by Defense Inte

________________________ Agency DIA in IL

arents

Mother Father

Former Government Commi ed OfficerUS

employee Army

Unpredictable

Domineeringort

over little people

Scorned btDue to

harsh treatment during

childhood

Classification of

resentation

Portions of th ion have

been classified where

appropi

0-

5l

b7E

Politically active in

Puerto Rico issues Left

Divorcec1faher

byII

tDIA

Hired by Defense Intelligence eney DIA as an

intelligence analyst focusing on El vador

Began working Cuba issues in 1992 after

into Exceptional Analyst Program to study s...

members of Cuban mililssy

Investigation determined thi________ was an excel

analyst and proficient worker at LilA who lacked in

interpersonal skills

Access to Intelligence Communitys moat sensitive sourel

targeting Cubs

cepted

FBI032042ACLURM032522
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b6

h/C
lb

lb

b7E

BollingAir Force Base Washington

b6

lb

b7E

lb

lb

the FBI identi

agent of

las possible

power

ationIiestkrntjpn

Traveled to Cuba in July 1996

FBI032043ACLURM032523



___________________

During search ol space in

February 2fl
the F1I ln

notation to ___I__

b7E

lb

lb

b7E

the FBI confirm Ana

recruited agent of

ower

lb

b7E

lb

b7E

lb
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ALL INFOFflATION CWAIID
IFIIN TJN LASIFIED LErT

JHERE HflTnTN flTIERFJI$E

DATE 11lu 011

CLiiZuIFIED 617 D/ stp 1g
PEALEN L4
DELLA iFY flJ 1110 03n

bi

b7E

.b

lb

b7E

b7

b6

b7C

bl

b7E

VYdSIi4j$LuIl F1dJ piucd rcst.t of

this inesigation to FBIHQ and

DOJ OiPT hieh immediately

turned weak promising

espionage ii ion

FBI032046ACLURM032526



lb

b7E

bi

b7

b6

lb

b7
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