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____________
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Derived From 15
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/NF The primary obj ective of the proposedi

includes but is not limited to XXXXX state the primary objective
and any possible secondary objectives

DATE O1272O12
seE//NOFORN

CLASSIFIED DY 65179 D/SDS
PEAZOFT L4 cd
DECLASSIFY ON O1272U37

ALL INFODNATION CONTAINED

NEPEIN IS UNCLASSIFIED EXCEPT

NEPE SIiOUN OTNEPNISE

FB10405 P5

ACLURM041675



/NOFORN

To Counteriatelligence From XXXXX
Re k-xx-xxxxx xx/xx/xxxx

lb

b7E

statement explaining why Jis the most appropriate tecnnique

thi

CONCLUSION

uescrite tne potentiai vai..ue oi
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investigation because XXXXX summarize why the

.s logical technique for the investigation The source h7F

selected is best suited for th pperation because XXXXX summarize why
the source best fits in thel
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b7E/N1 The proposed operation would entail XXXXX provide
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safety concerns and how the liabilities will be handled
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DESCRIPTION OF THE OPERATION

xxxxx trovide b7E/NF The operation will run

case officers name contact and if

for the case

Xh/NF The operation will utilize source XXXXX provide
source number citizenship and ethnic background position_and access
sources backciround statement of any vetting processI

bl
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/NF The proposed operation would entail XXXXX provide
what type of estimated time frame projected expenses
operational plan

/NF After arIvds of the operation XXXXX field
office has determined thel us feasible administratively sound
and reasonable use of resources Describe nv liabilities or

safety concerns and how these will be handled

_______________________
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that utilizing is the most aDbbiattechnaue.I b7E

Describe the potential value ot this

CONCLUSION _______
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To Counterintelligence Attn XXXXX Program Manager
IRoom

From XXXXX Field Office
Sciuad XXXXX
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Drafted By XXXXXxxx lb7E
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From XXXXX Field Office
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Contact SA XXXXX

Approved By XXXXX

Drafted By XXXXXxxx

Case ID Ix-xx-xxxxx Pending

le //NF

Synopsis //NF Request FBIHQ obtain AG authority and travel

authorization for XXXXX name of employee to travel to XXXXX
overseas country name from XXXXX dates cf r.vel __________________

____________________________Iand to request uthority tor brietings
to be conducted by travelers

Derive FBI NS 615

Declassi XX ears to the date

Reference XXXXX Any previous case summaries

Full nvestigation Initiated XX/XX/XXXX

Details /NF The captioned investigation refers to XXXXX
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background Ibackground and if its al
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xxxxx
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KEY DEFINITIONS

1\N/

I--Apersonwho the FBI
lb

b7E

lb

b7E

ibidH

RI 4AttorneyGeneraiGuide1inesSectionL

ICRNOFORN/ORCON

Foreign Official -- foreign nationals in the United States who are acting in an

official capacity for foreign power attached to foreign diplomatic

establishment or an establishment under the control of foreign power or

employed by an international organization or other organization established under

anagreementtowhichtheUnitedLStatesisparty43

FB104061
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CRITERJ4 BY WifiCH THE SAMPLE WAS EVALUATED

The success of an operation can be judged broadly by whether the FBI learned anythingof value from it or more narrowly by whether it achieved its explicitly stated
h7Eobjectives.1

II

Ii I..I ii

The NSTL Issues subject to annual review6

TERRORJjyj -- activities that involve violent acts dangerous to human life that are
violation of the criminal laws of the United States or of any State or that would be
criminal violation if committed within the jurisdiction of the United States or an State
Terrorist activities are intended to intimidate or coerce civilian populationinfluence the policy of government by intimidation or coercion or affect theconduct of government by assassination or kidnapping

ESPIONAGE -- foreign power-sponsored or coordinated intelligence activity directed
at the U.S Government or U.S corporations establishments or persons which involvesthe

identification targeting and collection of U.S national defense information

PROLIFERATION -- The spread of Nuclear Chemical and Biological weaponsadvanced conventional weapons and their missile delivery systems is significant threat
to U.S national security

ECONOMIC ESPIONAGE -- foreign power-sponsored or coordinated
intelligence

activity directed at the U.S Government or U.S corporations establishments or
persons which involves

On September 28 1995 the AG approved this
updated list of NSTL Issues

-SeIIT/NOFORN/ORCON
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the unlawful or clandestine targeting or acquisition of sensitive financial trade
or economic policy information proprietary economic information or critical

technologies or

the unlawful or clandestine targeting or influencing of sensitive economic
policy decisions

TARGETING THE NATIONAL II FOP TIONJNFiiAs UCTURE -- foreign power-
sponsored or coordinated

intelligence activity directed at the U.S Goernment or U.S
corporations establishments or persons which involves the targeting of facilities
personnel information or computer cable satellite or telecommunications systems
which comprise or are associated with the National Information Infrastructure The
National Information Infrastructure is the electronic backbone for the storage processing
and communication of information for nearly every sector of U.S society

TARGETING THE U.S GOVERNMENT -- foreign power-sponsored or coordinated
intelligence activity directed at the U.S Government or U.S corporations
establishments or persons which involves the targeting of Government programs
information or the facilities of personnel of the U.S Intelligence Community
the U.S foreign affairs economic or financial community and the U.S defense
establishment ad related activities of national preparedness

PERCEPTIONMJIJTAGEMENT -- foreign power-sponsored or coordinated intelligence
activity directed at the U.S Government or U.S corporations establishments or
persons which involves manipulating information and communications domestically or
internationally designed to distort the perception of the public domestically or
internationally or of U.S Government officials regarding U.S policies ranging from
foreign policy to economic strategies

FOREIGN INTELLIGENCE ACTIVITIES -- foreign power-sponsored or coordinated
intelligence activity conducted in the United States or directed against the U.S
Government or U.S corporations establishments or persons that is not described by
or included in the other issue threats

/NOFORN/ORCON

iv

FB104061
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KEY JUDGMENTS

In the bipolar Cold War era the primary threat to the United States was military no

country threatened U.S international economic hegemony This is not to say that foes

and allies alike did not cQliet economic intliigence during the Cold War They did

Although military threat remains it is
drastically attenuated However the comnetitive

economic threat among nthr inrrpvd

1.1

Ii
II

ii

II I..I II

lb

b7E

II
11

II

Ill_Ill
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SCOPE NOTE

Since the end of the Cold War the international security and intelligence environment
has been altered Economic and political conflicts between allied nations once relegated to
secondary status have come to the fore.7 Although intelligence targets and collection priorities
may have changed as result of the new world with the exception of improved techno1ov
intelligence tradecraft has remained essentially unchan ed

lb

One such example is the current series of trade disputes between the United States and Japan The demise
of the Cold War has allowed these disputes to become relatively more important component of the relationship between
these two politically allied nations
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The criteria usd to evaluate the operations in the sample was hybrid of both broad and

narrow definitions of success The success of an operation can be judged broadly by whether

the FBI learned anything of value from it or more narrowly by whether the operation achieved

its
explicitly stated objectives In short the operations were evaluated primarily on whether they

achieved their exnljcjt objectives hut were given the benefit of the ikmht if other imnlir.it

cbiectiveI
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SO POSITIVE LESSONS

There are positive lessons to be takeu from this studys sample Due to the
relatively small

drawn from it while instructive should nnt he internntaA b7E

LESSON SEIZE THE _________kPPORTUNITY
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THE FIFTH OPERATION
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PITFALL REMEMBER OPERaTIONAL SECURITY
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__________THE SEVENTH OPERATION
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On December 14 1995 the warring factiom in the former Yugoslavia signed peace accord in ParisFrance In part the agreement calls for an Implementation Force IFOR of about 60000 NATO troops to be deployed
to the former Yugoslavia for peacekeeping purposes The United States will contribute

approximately 20000 troopswhich will remain in place for about one year See Balkan Foes Sign Peace Pact Dividing an Unpacified Bosnia Way
Clear for Troops of U.S and NATO New York Times December 15 1995 Al
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THE ROLE OF ANALYSIS

bi

b7E

b7E

The role that analysis plays in contributing to an operation is not readily apparent through reading of
operational files Often times analysis in support of operations is informal However considering that

thel
.b

target is
relatively new to the FBI interview-based research suggests analysis can contribute to

improving________qperations
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Sithplyput cownsideofincreased an1yticalinutt tije initiatonfpianing stage of.an

operation is negligible while the upside is potentially significant
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factor which might influence this is the potential for future multinational military efforts led by the United
States As the U.S militarys advanced technology is displayed it may create among friend and foe alike desire to
acquire the same level of military capability The Persian Gulf War established this precedent
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In order to avoid pitfalls operational prQposals should he able tn anQwer rlpQrlty lannt

fdllnwincr three nncsetiniin

Although the size of the sample used for this study was relatively small the conclusions
reached herein are not intended to be incontrovertible However it is hoped the experiences and
lessons relayed in this study will help in

thel
in the future
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APPENDIX

THE SAMPLE

ftc demise of the

of international ralatinns no 1oncr cimnh hliwlr mr1

38
The NSTL Issues are not new threats to national security For instance proliferation has long been threat

to U.S national security For myriad reasons it has become relatively more important recently For further information

on how national security is defined see FBIHQ Transformed Threats National Security in the Wake of the Cold War
February 1994
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white there are now many shades of ravF

II
I_I

--

N/

FBIO4O63

ACLURM041730



SNOFORN/ORCON
bi

Graph Ill page A-4 illustrates the frequencies with which the

operational objectives in this sample were cited

Graph pagç A-5 comnares the hrekdnwn 1w nnertkrns fvne of this sthdvs srnn1e aicl

another samnie iisetl 1TI
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Due to rounding the total does not add up to 100 percent
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42 On September 28 1995 the AG approved the following NSTL Issue Threats terrorism espionageproliferation weapons of mass destruction and their delivery systems as well as advanced conventional weaponseconomic espionage targeting the national information infrastructure targeting the U.S Government perceptionmanagement and foreign intelligence activities These issues subject to annual review
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APPENDIX IV

NSTL ANALYSTS
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Proliferation nuclear

Proliferation

chemical/biological
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NONVERBAL BEHAVIOR
BRIEF OVERVIEW

JamaTy 19 2001

The following matei-ial was previously pib1ished in the FBFs Global Notes by Special Agent

Joe Navarro and is provided as brief overview of the importance of nonverbal cOmmunications for

those conducting interviews or seeking to communicate moreeffectively While this article was written

specifically for investigators the subject obviously has wide applicatioo beyond law enforcement which

we hope you will End useful

PROXEMICS

Investigators often underestimate the powerful messages that we transmit nonverbally In

1969 Edward Hall coined the term proxemics to describe the dynamics and importance of distance

and angles in everyday commujiication

For the investigator proxemics has special significance because it can be used to dominate an

interview or control the level of anxiery or comfort As Hall well noted when our space especially our

intimate zone skin to about 18 inches in the United States is violated the fight or flight mechanism is

activated Our pulse increases muscles become tense we become hyper vigi1ant and in some

individuals adety begins to set in Conversely by extending distances we can often make an individual

relax and less tense Social norms family background ethnicity and culture influence the relative

distances considered intimate personal social and oublic Rather than focusing on specific measured

distances investigators are encouraged to determine throueh observation the social and personal

distances of the interview subject prior to any interview This information can then be used to the

advantage of the investigator

The proximal angles at which we either converse or interview can often have an impact on our

success and bow we are perceived Interviews where both the subject and the investigator are facing

each other directly are the most hostile Even ten degree displªcem cut to either side between the

subject and the interviewer will produce less stressful environment Likewise investigators also need

to rememberthat angles work in the vertical plane Whoever sits or stands higher will exercise greater

dominance during an interview or interrogation Just as ajude sits higher than anyone else in display

of authority investigators should be cogtiizant of this nonverbal dynamic which often sends powerful

message of authority and dominance

PTepared bySA Jce Navarr MA. Behavkral .Analysis Program FBI January 2001
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OUR PRESENTATION

This is quick reminder that first impressions even before arty words are uttered can have

lasting effects and may influence how we are perceived by the public and the subiects of our

investigation Consider the following eveiyday aspects of what we project non-verbally

Our stance which can be observed at quite distance can communicate meekness or

authority confrontation or cooperation indifference or concern as well as restlessness or contentment

Our stance can help us to dominate situation or diffuse it simply by how we stand and where we
place our feet

Our countenance often betrays concern worry happiness even anxiety During interviews

our countenance can betray what we know or hope to achieve Facial betrayals can be ethal in

undercover work and can derail an otherwise productive interview

In our culture how we stare at an individual and the length of time that we stare can

demonstrate subordination superiority or even intimidation By social convention superior is allowed

to fairly much look anywhere he would like to and can loiter in his stare longer than subordinate

However when looking at another person if the starring departs the eye-nose or eye-mouth region

towards the
top

of the chest or lower this is demonstrative of personalization whicb can he offensive

How we groom ourselves transmits whether or not we care about ourselves and whether we
are organized or disorganized all the while either satisfying or negating the publics expectation of how

we should look When we fail to project what is expected this works against us both consciously and

subconsciously

Our posture either can demonstrate vitality eagerness and capability or it can show lack of

enthusiasm illness incompetence or worse serve as detractor

Dressing correctly for the job is more important than people think Our cloth ing allows us to

either tbrnialize or inforinalize setting and it can also assist us in creating superior versus inferior

relationship with someone depending on our needs Research demonstrates that the traditional dark

blue suit white shirt and conservative tie can project success competency and even veracity

Dressing down is useful when we need to mirror the subject we are dealing with otherwise business

attire is indicated

Lastly we need to consider the accouterments that we bring with us or that we wear Large

multi-purpose watches can be disactins during interviews Fidgeting with equipment in our possession is

Prepared by SA Joe Navaiio MA. Behavioral ..naiyis Program FBL Januaiy O91
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distracting and for paranoid personality unsettling legal pad is exactly that and when we write on

it the message becomes even more emphatic Take notes on card its less threatening

THE EVES

Eyes do not just see they also communicate Often more accurately than we think Every

culture has some saying about the eyes ability to communicate from within e.g. windows to the

soul From an early age we use our eyes to express emotions of sadness happiness pride joy

worry suspicion nervousness anxiety incredulity or submissiveness In facL our eyes communicate

quite bit doctors have long recoized the eyes as windows to our physical and mental health From

jaundice to epilepsy physician will use the eyes to elicit conditions otherwise occluded In the last 30

years psychologists also have learned to view the eyes as psychological and neurological

communicators Research in this area has thus helped investigators to better understand individuals with

whom they come in contact

For the investigator the eyes often communicate when the brain is processing information

conducting internal dialogs recovering past events crafting answers or conducting concentrated

thinldng For the cognoscenti the eyes are very revealing When we learn persons base line of eye

responses during non stressful conversation or through elicitation this can later serve the irrestigator to

detect mental activity or possibly even deception during an interview or interrogation

Eyes also serve as blocking mechanism much the same way as when we fold our hands

across our chest or we turn away from those we disagree with In similarresponse when we dont

like something we hear we will usually close our eyes as if to block out what we just heard This is

done subconsciously and so often that we dont pay attentioitQ it in our day to day affairs Eye closure

may be followed by finger stroking of the eye as if to further block or relieve us of what we just heard

lnvestigatoi-s can capitalize on this by noting when interviewees block with their eyes those things which

trouble them In some cases eye blocking is extremely accurate in highlighting those things which are

problematic to the interviewee Additionally when we are really frustrated or dislike something we just

heard our eye lids will flutter rapidly accurately reflecting our sentiment Lastly some people will roll

their eves as an expression of their incredulity or disrespect

When we like something we see our pupils will actually dilate as if to absorb more of what we

like The eyes will also dilate when we recognize something or are surprised On the other hand the

eyes will constrict when we are scared nervous or we dont like what we see When we are nervous

or troubled our blink rate increases revealing an internal struggle

Obviously the eyes can tell lot about our emotional state willingness to cooperate overall
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interest or even veracity The eyes betray us because their responses 10 stimuli either visual or as

noted above aurally is autonomic

ASSURANCE

We ashumans do curious things when we are confident and self assured Probably the most

often seen is steepling wbjch is fonæ of self assurance The hands are usually brought in front the

pads of the
fingers tot ti4ruiha often decrtbed as pyi amid Thic

pomment sign ofen-ie ip rnetiTeLw raarnude Wheie two negotiatorc ate

steepling both self onne will tr to raise th steeple above the

other This is an extensioiot what are known as gravity defing gesiures wh we do all the tin
including raising ourselves on the bails of our feet or our toes when we feel confiQent self assured or

are emphasizing point

Another behavior often seen when we want to portray honesty and sincerity is chest touching

This is an extrinsic demonstration usually done to emphasize our sentiment of sincerity or projected

assurance Look for this display and differentiate between full paLm touching of the chest versus mere

touching of the chest with the tips of the fmgers or near touching It is very quick but there is big

difference indicative of the amount of emphasis we are placing on what is felt or said and sometimes

indicative of truth or deception

EMPHASIS

From chilcthood we tend to touch to re-enforce our sentiments We see this every day

between.a parent and child as mother traces the outlines of babys features with her fingers In

time the child will respond lxi kind How we touch where and how long can make big difference in

our everyday conversations When we point or gesture with our hands we are emphasizing what we
feel or are saying For further emphasis we may plant our hand down on desk palm face down The

extreme of this is to pound our hand on the desk or to pound our fists which of course is for profound

emphasis We should be cognizant however that not all such gestures mean or emphasize the same
The placement of fmgertips on table surface to emphasize point during discussion is much different

than placing the full palm down The same thing is true when we touch ourselves such as hand to chest

gestures or when we place our hand on the shoulder of colleague full band on the shoulder will

feel quite different than mere fingertips The difference is the degree of commitment or emphasis and

that is the key The theory here as applied to veracity is that an honest person will not hold back and

so there will be full contact with whatever the surface dishonest person or one not com.mitted fully
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to what they are expressing will unconsciously fail to make that full tactile contact

Sometimes we will see someone speaking and emphasizing by gesturing forward with their

open hand towards their audience While the surfacd thin leeks like emphasis there is sdme

research which shows that this is actuafly pushing away gesture and the only emphasis is on distancing

the speaker from his audience

BODY

In very simple terms we humans like to lean or get closer to the things that we like and lean

away from those that we dont \Vatch any talk show on television where couples are at odds with

each other and you will notice that they lean away from each other Even in business settings people

will lean away fiom each other when they dislike or are at odds with someone elses expressed opinion

Inclination can involve the full body or it can be just head tilt which is even more indicative perhaps

since we usually only tilt our heads sideways literally exposing our vulnerable necks when we like

someone are extremely cornfortable or we side with what that person is saying Incidentlv neck

exposure is also very prevalent during courtship rituals

Head tilt iii the forward plane can be an attempt to hear better or to emphasize but it is also

more confrontational and needs to be viewed in context We do usually lean towards person we

enjoy you can see this between couples at cafe however in business settings leaning forward may
be more indicative of combative attitude especially if the arms are crossed in front of the chest and

there is squinting of the eyes or other facial cues of discomfort

OPENNESS

When we are relaxed and are being truthful our bodies reflect openness for there is nothing to

hide or turn from The more ventral frontal our displays the greater comfort we are manifesting

Arms out in front palms up is an often used display of openness When we see someone begin to

block their ventral aspect frontal view with crossed arms by turning or by placing objets in front

purse pitcher of water additional clothing it is reasonable to conclude that the person is putting tip

barriers due to discomfort with the situation or with what is being uttered Barriers often serve as

security for people who are afraid insecure threatened or are in the process of lying

Obviously this is very short and cursory overview of the complex arena of nonverbal

communications There are inherent weaknesses in such brief survey and this material should

therefore serve only as stimulus to do further reading and study in this fascinating area of human
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6S
behavior According to some experts nonverbal behavior constitutes more than 75% of afl

interpersonal communication and so the development of skifls in this area will enhance our ability to

Communicate and understand each other more effectively

_____ If you have any miestions about nonverbal behavior or this article contact me at
b6
b7C

_____
on the web

ati___________________________

Prepared by .lce Navarr M..SL Behavioral ADaI sis Prograi FBI January 2001

FB1040689

ACLURM041789



NONVERBAL COMMUNICATIONS
BIBLIOGRAPHY

Adler Ronald And George Rodman 96 Underszandi Hwi Corn tiz.im New York Holt

Rinehart and Winston

Axtell Roger 1991 Gestures the Do and Taboos ofBodr Language Around the World New
York John Wiley Sons Inc

Bandler Richard and John Grinder 1979 Frogs iiuo Princes Moab Utah Real People Press

Burgoon Judee David Duller and Gill Woodall 994 Vonierba/ Communication The

Unspoken Dialogue ColumbusOhio Greyden Press

Canter David and Laurence Alison 1998 Interviewing and Deception Darmouth England Ashgate

Cialdini Robert 1993 Influence The Psychology ofPersuasion New York William Morrow

and Company Inc

Darwin Chares 1872 TheExpression ofEmotion in Man andAnirnals New York Appleton-

Century Crofis

Delmar Ken 1984 Winning Moves the Both Language ofSel/ing New York Warner Books

Dimiius Jo-Ellan 1998 Reading People New York Balentine Books

Ekxnan Paul 1985 7ellin Lies Clues to Deceit in the Marketplace Politics and Marriages New

Yotk W.W Norton Co

E1nan Paul 1975 Unmasking the Face New Jersey Prentice Hall

Etcoff Nancy 1999 Survival of the Prettiest The Science of Beauty New York Anchor Books

Fist Julius 1970 Bodr Language New York vff Books

Ford Charles 1996 Lies Lies Lies the Psychology of Deceit Washington D.C American

Psychiauic Press Inc

Fernea Elizabeth 965 Guests ofihe Sheik an ethnography tf an Iraqi Village New York

Anchor Books

Prepared by SA Joe Navarro M.A Behaioial Analysis Program FBI January 2001

FB1040690

ACLURM041790



Guerrero Laura And Joseph DeV Ito Michael Hecht eds 1999 The Nonverbal

Conununication Reader classic and Conzeinporari Readings 2nd Ed illinois Waveland

Press

Givens David 1998-2000 The Nonverbal Dictioncuy of Gestures Signs Boa5 Language

Cues Spokane Center for Nonverbal Studies

http llmembeis.aol comjnonverbal2/diction .htm

Goffman Erving 1959 The Preseniarion of Self in Everydar Lj/Ł New York Double Day

Hall Edward 1969 Th Hidden Dimension Garden City NY Anchor

Hall Edward 1959 The Silent Language New York Doubleday

Harper Robert Arthur Wiens Joseph Matarazzo 1978 Non Verbal Communications

the State of the An New York Wiley Sons Pub

Heniey Nancy 1977 Body Politics Power Sex and Nonverbal Communication New Jersey

Prentice-Hall Inc

Hicks on III Mark and Don Stacks 1993 Nonverbal Communication Studies and

Application 3rd ed Dubuque Iowa Wm Brown Communications Inc

Jackson and Lulow 1984 Colour for Men London Piaticus

Karpinski and Trupp 1987 The Winners Style Washington Acropolis Books

Knapp Mark and Judith Hall 1992 Nonverbal Convnunication in Fiwnan Interaction 3rd

Ed New York Harcourt Brace Jovanovich

Lewis David 1989 The Secret Language of Success Using Bodr Language to Get Wtiat You

Want New York Galahad Books

Lieberman David 1998 Never Be Lied to Again New York St Martins Press

Uoyd..elliot Martin 1994 Secrets ofSexual Body Language London Ulysses Press

Mehrabian Albert 1972 Nonverbal communication Chicago Aldine Publishing Company

Prepared byS.AJe Navarn MA. Behavioral Ailvsis PrograrE FBI January 20W

FB1040691

ACLURM041791




