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SUMMARY OF EVALUATIONS
Counterintelligence Operations (03-01)
Week 1
(10/21/2002 - 10/25/2002) ‘

———

(Note: Conpies of individual course evaluations can be obtained by contacting NSP

I0S

Overall Average of Scores (based on 1-5 scale, with 5 being the highest rating): 4.26 b6
b7C
Overview: b7E

The overall average score indicates that the first week of the CI Course was well received
by attendees. Attendees advised that they has received valuable and informative information
during the initial week of the Course, particularly in the blocks concerning interview techniques,
writing techniques, and NFIP communications.
Aftendees added that the short mterview practicals were very effective and allowed them the
opportunity to employ the various techniques and theories taught earlier in the Course.

b7E

Additionally, students suggested that an instructor from the be
included in future agendas. This would allow field investigators to receive a comprehensive
review of the asset validation requirements implemented earlier this year. Students also
recommended that additional time and more detailed information be included on the topics of
preliminary investigations (PIs) and full investigations (FIs).

(OTU Comment: Attempts will be made to schedule a speaker from the to address asset validation

requirements at future courses. It should be noted that all Course attendees received the “Asset Administrative

Training Manual,” as well as a copy of the asset validation requirements. Th{________Jopics will be regularly b7E
addressed in presentations throughout the later stages of the CI Course, particularly in the various operational

segments to be covered in Week 3.)

Review of Attendee Feedback: (Each Feedback entry is followed by related student
comments.)

The segment, The FBI's FCI Strategy, was well presented and informative. However, students
advised it was too short, and suggested additional be allotted to the block at future
CI Courses.

“FCI strategy was clearly conveyed.”

“This is a key issue relating to the future of FCI with the FBI...need more discussion time.”
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“Ran overtime. Needed more time for relevant questions/comments.”

b7E D Comment: Consideration will be given to allocating additional time to this segment at future CI Courses.)
Attendees noted the instructor for the segment entitled, The Intelligence Officer - Who
They Are and What They Do, was very knowledgeable and insightful. However, the video format
of the block reduced its overall effectiveness. (A significant portion of this block involved the use
of avideo tape of the instructor’s presentation.) Some students questioned the value of including
such a segment on the agenda that precluded their questioning or interacting with the presenter.

“(Instructor) is a great speaker and very knowledgeable.”
“In-person would be the best format, however, the content was excellent.”

“A presentation, given in-person, would have been a more fruitful experience,
allowing us to ask questions.”
“4 lot is lost when presentation is only a video.”

“Need to have a live speaker so we can ask questions and ask

Jor clarification on unclear issues.” bl
b7E

‘ “Video presentation was ineffective as a format.”

I:lC()mment: The instructor for this block was unavailable to teach at the CI Course. The video fqmmatwac

i It 1s anticipated that this mstructor will be

(8 The instructional-block o vas valuable, and its effectiveness enhanced by
the presenters use of good case examples.

“Good class. Very helpful...”

(5] “..stories showed the importance o -

“...personal case examples really help illustrate how FCI cases need to be conducted.”

"

e — The importance of| vas driven home.”
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Students indicated the segment, Short Interview Practical Exercises, was extremely
beneficial, well structured, and very effectively administered by the instructional staff.

“...information derived from the exercises will be useful
when conducting interviews in the field.”

“Great interview (exercises) — businessman, small proprietor, professor.
Practical and realistic.”

“Excellent tool. Each (student) had to...react quickly to changing situations
during the interviews.”

“We could spend a whole week doing these interviews. Good exercise.”

“Great exercise. Gets the Agent out of the interrogation mind set.”
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STATISTICAL COURSE EVALUATION FOR NSH NSTRUCTION
COUNTERINTELLIGENCE OPERATIONS COURSE (03-01)
10/21/02 - 10/25/02
Block of Instruction: 5 4 3 2 1 0 Tofal
FBI's FCI Mission 10 8|2 )|0]0] 0] 440
FBI's FCI History 5 104 |11 0] 0| 395
usic 7 12| 2 0| 0] 0| 424
' W 12 |8 [1]|0o]o0]o|a52
Types/Purposes Intel Services 6 10} 4 (1] 0| 0| 4.00
Foreign Presence/ID Intel Personnel 6 91610} 01}| 0| 400
Diplomatic Org/Types Intel Orgs 10 7141007} 0]} 429
Intelligence Officeﬂl |— 6 914 |1]0} 0] 4.00
Information Security/Classification 9 1012 |0 1}0]| 418
NSL 8 104 | 0] 0} 0| 418
Handling Classified Infg 12 810 |1]1]0] 432
Report Writingl | 10 515|10]0]| 0] 425
1

NFIP Communications (I | 1 712 |0]0| 0| 445
Writing Techniques 12 3}11|110] 0] 453
11 910]|1]0} 0] 443

{Types of 8 109 | 0| 0| 0 | 424
7 6 |7 |1]0] 0] 390

6 9|4]12]01| 0] 390

5 6|3 |10} 0 4.00

14 711]1]0]0} 0459

10 91200} 0| 433

Interviews-Practical Exercisesi 15 4 0 0l 0 0 4.79
Analysis as Investigative Tool 10 8|1 0|00 0| 456
Totals: 210 |184|67 |10| 2 | 0 | 4.26

Overall Average: 4.26
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SUMMARY OF EVALUATIONS
Counterintelligence (CI) Operations (03-01)
Week 3
(11/04/2002 - 11/08/2002)

(Note: Conies of individual conrge evaluations can be obtained by contacting NSP b7C

I0S bTE

Overall Average of Scores (based on 1-5 scale, with 5 ‘being the highest rating): 4.39

Overview:

The CI Operations Course, Week 3, received an overall average score of 4.39, an
increase over the averages received for Weeks 1 and 2 (4.26 and 4.36 respectively). As in prior
weeks, students found instructional blocks that incorporated practical exercises to be the most
productive. Attendees noted that the practicals allowed them the opportunity to employ techniques
and theories taught in earlier segments of the Course, and helped them to obtain a clearer
understanding of important material covered in the classroom.

Course attendees advised that too much time was allocated to legal matters during Week 3
(one entire class day) and the three NSLU instructional blocks repetitive in content. Although
‘ acknowledging that legal topics were important and must be covered, students suggested that future
instruction on these topics be reduced to a three-to-four hour block, and focus primarily on the
Attorney General Guidelines, FISA, and NSLs.

I;lCommentl I)lans to devote three-to-four hours to legal issues at future CI Operations courses. Eight

ours were devoted to this topic at the recent CI Operations Course to assist NSLU with an initiative to produce
training videos for the field. The entire eight-hour instructional block was taped by the Quantico TV Studio. The
taped material will be edited into short, topical videos, and then be distributed to FBI field divisions.)

Review of Attendee Feedback: (Instructional blocks that received similar and multiple
comments, suggestions, etc., on course evaluations are addressed below. Each Feedback BIE
entry is followed by related student comments.)

Practical

- Attendees noted that this segment was valuable. During the exercise, the class was
divided into several groups, and then tasked to develop and subsequently present a
plan to the entire class. Students indicated the practical provided the opportunity to apply
various theories and methodologies taught in earlier training sessions of the Course. Some noted
the exercise also served to highlight effective operational techniques that could be employed in
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"Good practical - in determining who would be the best candidate for a

"Breaking down into...groups, discussion, creating and presenting a plan was excellent.
We learned from each other."

bTE
"Excellent use of time. By presenting the proposals orally, the class was able to listen to
arguments made by other classmates...in favor of (or against) a proposal.”
"This was a great exercise. Every group has a different approach..."
"...learned a lot about what to look for in g pased upon group discussions...."
Safeguard
bTE

- Students advised this segment was well organized and beneficial. Attendees noted the
instructor's presentation was effectively augmented by his use of very pertinent case examples.

"Case example...helped (class) to understand how unfold.”

"...war stories, as they apply to the subject matter, emphasize the techniques,
but also offer ideas for us to consider (for use) with our own cases."

"Presentation of the case study was fabulous. Helpful to hear...."
Economic Espionage Investigations
Hanssen Case Presentation
- Students found these segments to be informative and helpful. Attendees acknowledged
that these important topics were effectively presented, however, some suggested that the Economic
Espionage segment be lengthened, and the three-hour Hanssen block be reduced.
"Good presentation. Excellent case study.” (Economic Espionage)

"There should be at least one-to-two full days on this topic.” (Economic Espionage)

"...great instructor...important class for this course..Every field office deals with companies
that have proprietary info...(instructor) only had two hours...Too short.” (Economic Espionage)

"Fabulous presentation. Very informative.” (Hanssen Case)

CRET WORKING PAPERS
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"Excellent Presentation. Great time-line on Hanssen.” (Hanssen Case)

"Too long." (Hanssen Case)
b7E

Comment: Consideration will be given to reducing the Hanssen Case Presentation from three to two
hours, and lengthening the Economic Espionage segment.)
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STATISTICAL COURSE EVALUATION FOR NSP/OTU INSTRUCTION
Course Title: COUNTERINTELLIGENCE OPERATIONS COURSE, Week.3
11/04/2002 - 11/08/2002

Block of Instruction: 5 4 3 2 1 0 Total
Admin Issue 7 (1131041010 4.19
9 |8 4100} 0 4.24
Objectives 9 913 ]0}j07]0 4.29
Fundamentals | 9 |8l 4f0o]o]o]| 424
Practical 371110101} 0 4.57
m uf[s3s[ 7 oflofo] 41
14151201 01]0 4.57
181310 (0}j07]0 4.86
-------- | _I_[ntroduction 10811007} 0 4.47
I 1118100107} 0 4.58
11 | 7 1 010 0 4.53
711101010 4.53
101900 ]0]0 4.52
Case Study 26| 1]ofo]o 4.58
Practica 11 | 6 1101040 4.56
|Intro to Espionage 14|51 17101010 4.65
Espionage Statutes] 11171110101} 60 4.53
Basic Issues: Espionage Investigations 12141310101} 0 4.47
Economic Espionage Investigations| 1216|1100} 0 4.58
Hanssen Case Presentatio 10} 71110107} 0 4.50
AG Guideline 717131010} 60 4.24
FISA/NSL: 6 416101110 3.82
FISA/Minimizatio] | 1 |4 |1[1]0] 0] 329
Totals: - 239 149 56 1 1 0  4.39

Overall Average: 4.39

(Note: Blocks that involved administrative matters, preparation for practicals, and exercises

in support of primary instructional blocks were not evaluated by attendees.)
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Monday
8:00-9:00
9:00 - 11 :OQ
11:00-12:00
12:00-1:00

1:00-2:00

2:00-3:00

3:00-5:00

Tuesday
8:00-9:00
9:00-11:00
11:00-12:00
12:00 - 1:00
1:00 - 3:00

3:00 - 5:00

Sﬁ?LET WORKING PAPERS

COUNTERINTELLIGENCE OPERATIONS
AGENDA - WEEK 3

(11/04/02 - 11/08/02)

Admin Issues

Lunch

b6
b7cC
b7E

Admin Issues

Lunch

. Writing Exercise: UC Proposal
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Wednesday
8:00-9:00
9:00-10:00
10:00 - 12:00
12:00 -1:00
1:00 - 2:00
2:00-3:00
3:00 - 4:00

4:00 - 5:00

Thursday
8:00-9:00
9:00-10:00
10:00 - 12:00
12:00-1:00
1:00 - 3:00

3:00 - 5:00

Frida
8:00-9:00
9:00-12:00
12:00 - 1:00

1:00-5:00

SE T WORKING PAPERS

N Introtd
(81
18
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Lunch

;b 6
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b7E

Attorney General Guidelines

Lunch
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STATISTICAL COURSE EYA OTU INSTRUCTION b1
(5] Course Titl 02:01 T b7E
.« 04730707 ~05705702 - b1
[ 1 1 fﬁgc
|Block of Instruction: —L Total: bR
()| |  Process (Parts 1& 2), Introductjar 4.52
v Process (Part 3), Fundamentalg 4.36
IR % . . 3.50
(%)} 1UCA O nvironpa==l 4.67
18y bamin Matters 4.15
1BAP 4.29°
(3] e nd] ' 3.85
4.22
(5] [Case Study #1 (Pack) 3.84
4.38
I 4.65
(g 4.86
(8) | Tawirzerereerreia i 4.08
. (20 4.25
‘ Totals 4.26
Overall Average: 4.26
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S T WORKING PAPERS
_ AGFNDA
|: S :| ............................ COUFS e
April 30 - May 3, 2002
Schedule
Lo Time . Tuesday . - | Wednesday | . Thussdgy | .. Priday . -
3 IEEE- . Y A SN ¥ 2% | CRNUEPTEE: SN
2 [ L PPN S R I:SJ_"( PR R SR S F
8:00 Intro/Admin; UCA Opsinth INS: Paroles, S- |8} Bilateral Ops in the
{31 1 Introtd Process Enymmmle Visas,& INS Issues Environment
| 18), ||
9:00 UCA Ops in thi INS: Paroles, S- {8} S
Environment Visas & TNS Issues
Con't) (Con't)
10:00 {51 [Process (Part (5] I Course Summary;
(8] m | Matters (3) Attendee Input;
Materials Packing
& Mail Prep
11:00 [8) Process (Part (SJ-Ekrocess (Part (3] Case Study #2 | Lunch
(8] !ﬁ RC : i (Guest Speaker)
L on't) (8- OPs (11 -12:30)
12:00 ' Lunch Lunch Lunch Bus Leaves
1:00 15| rocess (Part 1517 hnd DHS BAP
: entals |
2:00 r Process (Part Practical Problems
| 1II): Fundamentals
Fon’t)
T (5]
3:00 : rofiline u ;‘_llaSLS.mdALffl 3 Case Study #3
{5) (5) Ll_@Eest Speaker)
()
4:00 rofilin {8 »/_ICas&SJudy #1 | Case Study #3
15) ] (Guest Speaker)
(Con't) (Con') (Con't)
WORKING PAPERS
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4 W : SUMMARY OF EVALITATIONS

02-01)

‘ (03/12/2002 - 03/15/2002)

MMMTuations can be obtained by contacting NSP IOS

Overall Average of Scores (based on 1-5 scale, with 5 being the highest rating): 4.52

Overview:

The high overall average score for this course reflects that it was well-received by
attendees. The majority of students advised they found the course to be very infopmative and
provided valuable information to assist them in spotting, developing, and running

Review of Attendee Feedback: (Each Feedback entry is followed by related student
comments.)

- Attendees noted that they found the Case Study segment to be extremely valuable and
well-presented. Students noted that the combination of having an asset and his handler present a
joint briefing was very effective (the presentation received an overall 4.95 score). Additionally,
SAs noted that the Q & A period was beneficial in that it allowed them to directly question a
source from a majo:| This allowed the Agents to learn what handling methods were
most effective, and to identify potential problems that should be avoided in their own operations.

‘ ~ "The block of instruction with the instructor and his source was superb because it allowed
students to gain valuable insight into what was going on in the
source's mind during the course of the investigation. "

"Great way to interact with a source and get a feel of how sources
Jeel and what you can do to handle them better."

"Hearing what the Agent and the source went through during the case provided great insight
into handling problems which Agents must deal with in the field."

ALL THFOFRMATION CONTAINED
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/ ) - The presentation by the Denver Case Agent was very informative. Attendees advised
that the Agent presented source development/handling information that they could immediately

‘ apply to their own case. Many suggested that the Denver SA continue to be used at future
in-services.

"The instructor was great and I realized for the first time some of what
. we could do to develop and operate sources."

"I learned a lot from the Denver SA's experiences and he was open and honest."

"Great Presenter. Bring him back."”

- Students indicated that the Legal Issues segment of future in-services focus
more on the guidelines as they relate to ﬂurce matters than on a general review of
current/new legal issues (i.e., Patriot Act, etc.).

"Course would be improved by hearing info on some of the guidelines/policies
regarding] |

- More time should be devoted to.providing current information on active groups and
threats, and less on definitions/historical matters.

"Would have liked more background on groups."

‘ "Too much time was spent on defining terrorism."

ACLURMO042348
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cuation. 4 3 2 10 Total:
1716 | 0]0]0}| O 4.74
ggal [ssues S5 |16|3]11010 4.00
1|Psychological [ssues] 101613 }j0j0] o0 4.37
141 4]0(0j0] 0 4.78
18j{1]010lo0}o0 4.95
l 6 {8l2]J0]Jofo 4.25
125§} 20|00} 0 4.53
8236|101 1]0] 0 4.52

Overall Average: 4.52
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(03/12/02- 03/15/02)

BREAK

BREAK

BREAK

9:30 am to 12:00 pm

9:15 am t0 10:30 am _

10:30 am 10 12:00 nm

BEEEEEEE ——

11:00 am - 12:00 pm

12:00 pm to 1:00 pm
LUNCH

12:00 pm to 1:00 pm
LUNCH

12:00 pm to 1:00 pm
LUNCH

AGENDA
TUESDAY WEDNESDAY THURSDAY FRIDAY i
8:00 am to 9:00 am 8:00 am t0 9:00 am 8:00 am t0 10:00 am | _8:00 am t0 9:00 am |
Admin/Course Intro
Staff
Staff
9:00 am to 9:15 am 9:00 am to 9:15 am 9:00 am to0 9:15 am 900 am 0 10-00 am

10:00 am to 11:00 am

Admin/Dismissal
Staff
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DISCOVERY REQUEST MATERIAL

COUNTERINTELLIGENCE INVESTIGATIONS
N |
OPERATIONS (CIOPs) COURSE

CI INTERVIEW SCENARIOS
&
PRACTICUM EXERCISE
DOCUMENTS
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"Honay, I've had a littlo accidont.”
sme ryi 3o

Kt 0 P A
=y

b6
bic
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ssA

“No, | haven't caliod the police yet....”
"...i'm not sure that { havo to.”

e e

Forms, what forms?

b6
b7E

ss}ér
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“Monday, 0316

Counterintelligence Technical
Capabilities and Applications

03/16/2009 - 03/20/2009

Wednesday, 03/18

b7E

8:00 AM - 9:00 AM
Opening Remarks
Executive Management
Orientation/Introductions

9:00 AM - 10:00 AM

8:00 AM - 10:00 PM

10:00 AM - 12:00 PM

8:00 AM —-12:00 PM

8:00 AM - 10:00 AM_

8:00 AM - 9:00 AM

10:00 AM - 11:00 AM

12:00 PM - 1:00 PM
Lunch

1:00 PM — 3:00 PM

12:00 PM - 1:00 PM
Lunch

1:00 PM - 5:00 PM

12:00 PM - 1:30 PM
Lunch and-Teaualin Diz

1 off-site

1:30 PM - 5:00 PM

3:00 PM - 5:00 PM

12:00 pm = 1:00 pm
Lunch

1:00 PM ~ 3:00 PM

9:00 AM - 10:00 AM
Case presentation &
discussion

10:00 AM - 11:00 AM
Closing Remarks
Executive Management
Dismissal

‘3:00 PM ~ 5:00 PM

ALL IHFORMATION CONTAINED

HERFETIN I3 UNCLAS3IFIED

DATE 01-13-2012 BY 65179 DHMH/3IBS
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_ .Counterintelligence Training Center 11/3/2009
: | |

B _‘ Class Name: . - |Counterintelligence Technical Capabilitiés & Applications 09-02
Travel Dates: 3/15 & 20/2009 |
_{Class Dates: 3/16-20/09 | I I

Class Location:

Class Coordinator:

Notes:

* * * * ¥*

— Last Name [ First Name [ Preferred mi Title SSN FO Blackberry BUEOD CIEOD

Cl Proaram(s) Warking |

ALL INFCEMATION CONTAIKED
HEFETN IZ UHCLASSTFIEL
DATE 01-13-2012 EYT 65173 DMH/ZES

ACLURMO042360

FBI1041260




8:00 AM - 9:00 AM

Opening Remarks
Orientation/Introductions

9:00 AM - 9:30 AM

Counterintelligence Technical
Capabilities and Applications 10-01

8:00 AM - 9:00 AM

11/02/2009 - 11/06/2009
(unless otherwise noted. class is held a

8:00 AM ~ 11:00 AM

9:30 AM - 11:30 AM

9:00 AM - 10:00 AM

10:00 AM -12:00PM

b7E

8:30 AM - 9:30 AM
Case presentation &
discussion

9:30 AM - 10:00 AM
Closing Remarks
CD Executive

b7E

10:00 AM - 12:00 PM 11:00 AM - 12:00 PM Management
11:30 AM - 12:30 PM 12:00 PM —~ 1:30 PM Lunch Dismissal
LLunch
12:00 PM = 1:00 PM
12:30 PM - 2:00 PM
1:30 PM — 5:00 PM
12:00 PM - 1:00 PM 1:00 pm — 2:00 pm
Lunch
1:00 PM - 4:00 PM
2:00 PM - 3:30 PM
4:30 PM - 5:00 PM
4:00 PM - 5:00 PM 3:30 PM - 5:00 PM
ALL INFORMATION CONTAINED ACLURM042361
HEREIN IS UNCLASSIFIED FBI041261

DATE 01-13-2012 BY 65179 DHH/3BS




NV Ny

AL WY

A

11/3/2009

~ ;Counterintelligence Training Center

|
|

" 'Class Name: - “Counterintelligence Technical Cal

‘Travel Dates:
Class Dates:

Class Location:|
~[Class Coordinator:

abilities & Applications 10-01

Notes: . r r
. - i i B : .
_lastName |First Name! Preforred | Title SSN FO| Blackberry | BUEOD | CIEOD | ClProgram(s)Working Lodging ?
A
| A
| SA
] A
| A
| A
| A
] A Rl
N A —
|| A |
| | A
- o 16
B A —biC
| A —b7E
| | A
| | A
|| A
| | A
| | A
] A
|| A
|| A
SA |
SA | [
[sA~]
SA_
SA_
A |
ALL INFORMATION CONTAIHED
IEFEIE I5 UNCLASSIFIED
FORSLTE DHESEES
ACLURMO042362

FBI1041262




Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

? -
\ 7
4 4
oy
N}
S

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly ' Strongly
Disagree Agree Agree
1. The material covered was relevant to working CI cases. B 2 3 [ 4 T (@ J
2. The course material was presented in an interesting 1 [ 2 N | @ |

and effective manner.

3. The instructors listened to my comments and answered
my questions.

4. The audio/visual aids and handouts (if applicable) were
effective.

5. The instructors were effective communicators.

7
C:

.
R
R
)
|

D

[ ]
[y
[\
W)
NN
]
Wi

<
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional spaée to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests. :

Strongly Strongly
Disagree Agree Agree
1. The material covered was relevant to working CI cases. | 3 2 | 3 4 ] (5 7]
2. The course material was presented in an interesting . ﬂ
and effective manner. Lt [ 2 | 3 [ 4 [(5) )
3. The instructors listened to my comments and answered 7
my questions ’ [t [ 2 | 3 [ 4 [ )]
) N
4. The audio/visual aids and handouts Gf apphcable) were - '
effective. . [t | 2 | 3 [ 4 | @ |
5. The instructors were effective communicators. 1 [ 2 [ 3 [ 4 1(5)]

Blocks of Instruction

Legal Considerations . J
\),(umb ‘\r\%wrvwdﬂ'ue 8 eAMcoJ'(m .
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

1110212009 — 11/06/2009 N

"*W

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly Strongly
Disagree Agree Agree
1. The material covered was relevant to working CI cases. 1 1 2 3 [ 4 T (5‘ 7]
2. The course material was presented in an mterestmg £
and effective manner. Lt [ 2 ] 3 | 4 [ 5)]
3. The instructors listened t0 my comments and answered o
my questions. 1 [ 2 [ 3 | 4 HER
4. The audio/visual aids and handouts (if applicable) were . _ >
effective. . L 1 | 2 [ 3 | 4 | (v) |
5. The instructors were effective communicators. (1 T 2 T 3 | 4 | ¢ 5)- |

Blocks of Instruction

Legal Considerations Verj ‘,jo"‘ci- COM [ hawe heew bellu 0},3‘%&“‘ L, aoocf ,'r\.S‘o_
Technical Investigative & Operations Program Vev 9 508 d.

Special Projects

OSIC/Special Projects/SPAB (¢, ) oy {cm( (formahie  Cowrse
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Blocks of Instruction (continued)

Strategic Exploitation V@V3 gosd "« ~fo.

OGA Liaison & Support Ver '? cyuuc{ :

Tracking Technologies/Rapid Prototyping G reatf cl 40 ) breay | ff;/’o rmahiue
Technical Evaluations Office 1/{’4/3 G0 M/ .

Audio Techﬁologies VVer 7 Sue { ) nteres f;;/J h/uz,;l@f/d ‘

Covert Entries /' W‘} 50 A,
Video Surveillance  £xcellpf.
Data Acquisition Section  Fxcci{zut.
CART

Virtual Worlds & CI Implications‘ Missed due b opermhonat Pequneimecta. @ wpe.
Risk Assessment, Planning, & Prioritization

7 7
. . . . 0 ¢ . o bons/Laoq e @ cfoek
Survey Considerations & Practical Assignment £¥¢ owt Goed >

Q’I’?&’amb U‘( Hiase Wn/'qocw 1/*’/’ @ eelr agerds oo S aduisor,

Case Presentation

ACLURMO042368

FBI041268




Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly Strongly
Disagree Agree Agree
1. The material covered was relevant to working CI cases. 1 [ 2 | 3 | 4 /5 / T
L/
2. The course material was presented in an interesting 1T [ 2 [ 3 [ 4_ | //5/> |
and effective manner. (9%
3. The instructors listened to my comments and answered 1 T 2 1 3 [ 4 | //5\ |
my questions. : v
4. The audio/visual aids and handouts (if applicable) were A
effective. Lt | 2 [ 3 | 4 | ; Vy |
_ 5. The instructors were effective communicators. [1 [ 2 | 3 | 4 | 75) |

Q

Blocks of Instruction

Legal Considerations

ESmnhzC . Mast Knowr the Lap
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Blocks of Instruction (continued)

Strategic Exploitation Good
4 - ﬁ ('2[5 l\\{_ i dl?\ R

OGA Liaison & Support . ¢ro 4. /é-f)(,n‘- rdes,

: V3 ' : .
Tracking Technologies/Rapid Prototyping — 7 ¢ {( sune . UL ool .

Technical Evaluations Office - Very witll olone . ufedul proofnct,

Audio Technologies .- very we %0!4{ . Hn'zgl\b? wiehal -
Covert Entries  —~ by i/o;,,\%( (ol o sidel i peti “\L(/f) bt mef JasL wnf r\é(%y o Fo clows - é/r’gL(?

usefn L.

Video Surveillance . Well Dowt - Wl oryancaed. Useful -

Data Acquisition Section —~ Wl orfymmized. Ve untbuc .

CART -~ iDA‘Hm‘A'na, kﬁf/\%)wfww%\ - Q‘"“”“ World .

Virtual Worlds & CI Implications = 3 nm{ 2% zbeve |

Risk Assessment, Planning, & Prioritization Sienhz( o 2l YR

Survey Considerations & Practical Assignment — {)CLJQML wy o (Ji,ff' clovm Yo g‘(Nr. Wl &,,1{

Case Presentation ~ \/M wetln(, Gwat ‘fips on whals apf-fo Céﬂ

ACLURMO042370

FBI1041270




{ {

Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly Strongly
- Disagree Agree Agree
1. The material covered was relevant to working CI cases. | 1 | 2 | 3 | a | (/5&) J
2. The course material was presented in an interesting :
and effective manner. [ 1 ] 2 [ 3 | 4 }/\5/”
3. The instructors listened to my comments and answered <
my questions. ) | 3 | 4 | @ l
4. The audio/visual aids and handouts (if applicable) were : e 2N
effective. L o2 | 3 | 7@\2 |(\L )|
< /\ =2 \ )
5. The instructors were effective communicators. ‘ [ 1 | 2 | 3 | @) 5 /]

Blocks of Instruction

Legal Considerations = Good Pr&se/\-}-ﬁf‘, VU7 C(jezdu'ﬁr,‘@“g ’7 bn\e% %ﬂu / ‘
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b7C
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or

suggestions that will help us to better meet your needs and interests.

1. The material covered was relevant to working CI cases.

2. The course material was presented in an interesting
and effective manner.

3. The instructors listened to my comments and answered
my questions.

4. The audio/visual aids and handouts (if applicable) were
effective.

‘ .
5. The instructors were effective communicators.

Strongly Strongly
Disagree Agree Agree
(1 1 2 1 35 [ 4 1TGJ

(1T [ 2 [ 3 1 & [(5)]

(1 [ 2 [ 3 T 4 17355]

1 ] 2 | 3 1 4 [(35Y]

(T [ 2 T 3 T 7 1051

Blocks of Instruction

Legal Considerations

])wmpo(r\h- /Gl ACTUALY (P THYS . b:stosb(ax

Fau,ow .

Technical Investigative & Operations Program
Geoy

Special Projects

Goo .
OSIC/Special Projects/SPAB

Gsod

ALL TNFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED ACLURMO42373
DATE 01-13-2012 BY 65179 DMH/SES

w/eoiT  umg AV TED A~ B T

FBI1041273




Blocks of Instruction (continued)

Strategic Exploitation
a=
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11/02/2009 - 11/06/200

Counterintelligence Technical
Capabilities and Applications

9

Instructions: Please complete the questions below relevant to the entire course. Use the additional spaée to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly Strongly
Disagree Agree Agree
1. The material covered was relevant to working CI cases. 1] ) 3 I 2\) |
2. The course materjal was presented in an interesting T 7] (g‘} |
and effective manner. 1~
3. The instructors listened to my comments and answered : =
m Lt | 2 | 3 4 | 5) |
y questions. =
4. The audio/visual aids and handouts (if apphcable) were e
effective. 1 [ 2 | 3 4 | %5 |
5. The instructors were effective communicators. “ 1 [ 2 | 3 4 [ 5 ]

Blocks of Instruction

Legal Considerations
ICRURNY OVRiV B

Technical Investigative & Operations Program

Special Projects
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Blocks of Instruction (continued)

Strategic Exploitation
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Counterintelligence Technic
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly ' Strongly
Disagree Agree L~ Agree
1. The material covered was relevant to working CI cases. 1 [ 2 T 3 [ /%/] 5 |
' (org
2. The course material was presented in an interesting =)
and effective manner. L1 [ 2 | 3 | @/ I
3. The instructors listened to my comments and answered .
my questions. Lt [ 2 | 3 | 4 | (\\5/\ |
4. The audio/visual aids and handouts (if applicable) were : : ‘ =
effective. ‘ . L1 [ 2 | 3 | 4 | » (D |
. o,
5. The instructors were effective communicators. [ 1 | 2 | 3 | 4 | {5)]
. N

Blocks of Instruction
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Technical Investigative & Operations Program

7

Special Projects
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ALL THFORMATTION CONTATHED
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Blocks of Instruction (continued)

Strategic Exploitation

OGA Liaison & Support
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course.- Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly Strongly
Disagree Agree Agree
1. The material covered was relevant to working CI cases. 1T 1 2 [ 3 [ 4 175 |
2. The course material was presented in an interesting
and effective manner. L1 |2 | 3 |4 | &
3. The instructors listened to my comments and answered .
my questions. ' [+ T 2 [ 3 | 4 | ) |
4. The audio/visual aids and handouts (if applicable) were - ,
effective. 1 T 2 1 3 [ 4 [/ ]
5. The instructors were effective communicators. 1 [ 2 [ 3 | 4 | @ |

Blocks of Instruction
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly Strongly
‘ Disagree Agree "Agree
1. The material covered was relevant to working CI cases. 1 [ 2 | 3 4 [ ( 57 |

2. The course material was presented in an interesting |
and effective manner.

oy
[\
L
Y
~
N
W

3. The instructors listened to my comments and answered . : :
my questions. . L1 | 2 [ 3 [ 4 IC 5 |

4. The audio/visual aids and handouts (if applicable) were - : ==
effective. _ L1 [ 2 . [ 3 | 4 | @ |

5. The instructors were effective communicators. - 1 [ 2 T 3 [ (4N 5 |
. ——

Blocks of Instruction
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Counterintelligénce Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
- provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly Strongly'
Disagree Agree Agree
1. The material covered was relevant to working CI cases. 1 1 2 [ 3 E /? T 5 ]
2. The course material was presented in an interesting 1 1 2 | 3 LY - 5 ]
and effective manner. AL '

3. The instructors listened to-my comments and answered :
my questions. L1 [ 2 [ 3 |i/j‘/| 5 ]

4. The audio/visual aids and handouts (if applicable) were = '
effective. L1 [ 2 | ‘Zy | 4 [ 5 |
. . 2
5. The instructors were effective communicators. [ 1 | 2 [ 3 1/4° 1] 5 |
‘ ==
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly Strongly
Disagree gree—_} Agree
1. The material cqvered was relevant to working CI cases. . | 1 | ﬁ 3 I {;\} l g |
2. The course material was presented in an interesting ,":;/l/\l £
and effective manner. 1t T A1 3 1T 4)j| 5 |
| e st —
| 3. The instructors listened to my comments and answered % £ T T 3 [ 4 ]
; my questions. e 2
i .
4. The audio/visual aids and handouts (if applicable) were = = R Ty @
effective. _ u rv s 2 | 3 | 4 | N5/
: P i Vo
5. The instructors were effective ccwiq ors. 1 [ /A2 | 3 [Lt4aj] 5 |
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Blocks of Instruction (continued)
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Counterintélligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009.

R

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific. comments. Regarding the specific blocks of instruction, please provide comments and/or

suggestions that will help us to better meet your needs and interests.

Strongly : Strongly
Disagree Agree Agree
1. The material covered was relevant to working CI cases. | 1‘ | 5 I 3 | i | *f@)ﬂ
2. The course material was presented in an interesting )
and effective manner. ’ l 1 I 2 l 3 | )(é( I > l
3. The instructors listened to my comments and answered . 2
my questions. 1 [ 2 | 3 | 4 | @i) |
4. The audio/visual aids and handouts (if applicable) were : -
effective. L 1 | 2 ER /1 5 |
%& 5. The instructors were effective communicators. 1 | 2 [ 3 [ & | 5 |
?
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly Strongly
Disagree Agree Agree
1. The material covered was relevant to working CI cases. | 1 | 5 | 3 | 4 | /5"} |
—”
2. The course material was presented in an interesting 1T 1 2 [ 3 | (f) 5 ]
and effective manner. : —
3. The instructors listened to my comments and answered 1T T 2 [ 3 | 4 ] ,/;\ |
my questions. ‘ : 'U
4. The audio/visual aids and handouts (if applicéble) were ] //5\ |
effective. . [+ [ 2 | 3 / ‘-v/
| o
5. The instructors were effective commuynicatars 3 T 2 1 3 [ 4 [1\s5 |
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly Strongly
Disagree Agree Agree
1. The material covered was relevant to working CI cases. | 1 l 5 I 3 | @ | @——'
2. The course material was presented in an interesting -
and effective manner. “ L1 [ 2 ] 3 | ®15 |
3. The instructors listened to my comments and answered
my questions. ‘ L1 [ 2 | 3 | 4 | & |
4. The audio/visual aids and handouts (if applicable) were ' :
effective. L1 I ® | 3 | 4 | 5 |
5. The instructors were effective communicators. 1 | 2 [-3 | @ | 5 |
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly Strongly
Disagree Agree Agree
1. The material covered was relevant to working CI cases. | ] | 5 | 3 | Z | (75) |
N
2. The course material was presented in an interesting 1 ] 2] (/3)\ 4 | 5 |
and effective manner. VA
3. The instructors listened to my comments and answered o~
my questions. ’ - [ 1 [ 2 | 3 | 4 | (\/} |
4. The audio/visual aids and handouts (if applicable) were ‘ £
effective. : 4 Lt | 2 [ | /1 5 |
\og
5. The instructors were effective communicators. [1 [ 2 1 3 [ €4) 1 5
\/
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly : Strongly
Disagree Agree Agree
1. The material covered was relevant to working CI cases. | 1 | 2 I 3 I [ 4.:‘ | 5 |
Py
2. The course material was presented in an interesting - : =
and effective manner. L1 [ 2 [ 3 | 4 [ (9]
3. The instructors listened to my comments and answered ™2 [ 3 ] - ' (3\ |
my questions. ' L1 \ ;
. \ et
4. The audio/visuai aids and handouts (if applicable) were : — ' <
effective. L1 1 2| 3 | @ 5 ]
5. The instructors were effective communicators. 1 ] 2 | 3 | @) I
; Y
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly " Strongly '
Disagree Agree Agree
1. The material covered was relevant to working CI cases. 1 | 2 3 ] 21 ST 5]
2. The course material was presented in an interesting 1T [ 2 [ 3 [ 4 [C 5]

and effective manner.

3. The instructors listened to my commerits and answered ‘
my questions. 1 [ 2 [ 3 |[C4> | 5 |

4. The audio/visual aids and handouts (if applicable) were , '
effective. : Lt [ 2 [ 3 | 4> 1 5 |
5. The instructors were effective communicators. [ 1 [ 2 [ 3 [/74)] 5 |
N
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Blocks of Instruction (continued)
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22
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly ‘ Strongly
Disagree Agree Agree
1. The material covered was relevant to working CI cases. 1 [ 2 {5 I i | 5 |
2. The course material was presented in an interesting 3 :
and effective manner. L1 | 2 | (ZJ\ [ 4 | 5 I
3. The instructors listened to my comments and answered . —
my questions. [ 1 1 2 [ 3 | ® [ 5 |
4. The audio/visual aids and handouts (if applicable) were :
effective. : L1 | 3 | 3 [ 4 | 5 |
5. The instructors were effective communicators. | 1 | 2 I 3 | (B I
DATE: 0l-13-201Z
CLASSIFIED BY 65173 DMH/3B3
FEASO0N: 1.4 (c)
Blocks of Instruction ‘ DECLASSIFY ON: 01l-13-2037
Legal Considerations bl
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Blocks of Instruction (continued)

Strategic Exploitation
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to

provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests

Strongly Strongly
Disagree Agree Agree
| 1. The material covered was relevant to working CI cases :
; . [T [ 2 [ 3 [ 4 [@J]

2. The course material was presented in an interesting |
and effective manner.

T [ 2 [ 3 1 4 [ (5]

3. The instructors listened to my comments and answered |
my questions. =

4. The audio/visual aids and handouts (if applicable) were
effective. :

5. The instructors were effective communicators

L1 T 2 T 3 1 4 [(5)]
N—r”

~ Magker P0C st foe all presenders

woulé be . nite .
-~ QN "V\wug)\ Few‘ {>owof o«}; wére uSPc‘ Cop(cs oF
Blocks of Instruction ne _}Q

>H0power/am+j Cwodd be e o have

Legal Considerations oNai

- G‘f@‘\' CoUTS@)

Technical Investigative & Operations Program

Special Projects
OSIC/Special Projects/SPAB
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" Blocks of Instruction (continued)

Strategic Exploitation

OGA Liaison & Support

Tracking Technologies/Rapid Prototyping
Technical Evaluations Office

Audio Technologies

Covert Entries

Video Surveillance

Data Acquisition Section

CART

Yirtual Worlds & CI Implications

Risk Assessment, Planning, & Prioritization

Survey Considerations & Practical Assignment — (;\ooé , G e This,
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly Strongly
. Disagree Agree Agree
1. The material covered was relevant to working CI cases. | 1 2 | 3 4 T C’S*) |
2. The course material was presented in an interesting : o an
and effective manner. [+ [ 2 | 3 [ 4 | Q_S_,)J
3. The instructors listened to my comments and answered ‘ SR
' my questions. [+ [ 2 [ 3 [ 4 | (._,) |
4, The audio/visual aids and handouts (if applicable) were l T
effective. oL [2 7 [ 3 [ 4 [(s)]
5. The instructors were effective communicators. 1 | 2 | 3 [ 4 1(5) |

F foasible | develgp this cose s & yesrly or - ather (fear -/ev%f‘éer [n=SerViee in arder fo
feap o up b ol corth emecgiig Fechnoles | frends, drdl #eohnigves.
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Blocks of Instruction (continued)

Strategic Exploitation

OGA Liaison & Support

Tracking Technologies/Rapid Prf)totyping
Technical Evaluations Office

Audio Technologies
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Video Surveillance

Data Acquisition Section

CART
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

Strongly ' Strongly
Disagree Agree Agree.
1. The material covered was relevant to working CI cases. B : 2 3 4| ()]
' p—
2. The course material was presented in an interesting 1 | 2 3 | (24\)» B ]
and effective manner. _se¢  Lao/lovns —

3. The instructors listened to my comments and answered T [ 2 R | \’(\5\\ N
my questions. "
4. The audio/visual aids and handouts (if applicable) were f\
effective. : 1 [ 2 [ 3 [ 4 [[5)]
N\
- -~
5. The instructors were effective communicators. 1 [ 2 | 3 [ 4 | \\\5) |
Blocks of Instruction ,4 lale, //('11197475/1/} e/ & 0 try  0n i/ﬁj Z uoufo/
Legal Considerations /74 i e i % Povrte  mmard W‘ y vvf/ ‘ 7/14/

7@/7'7%{,/4 + 4:4,” C//"?JJFW/ ;q ///W
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Blocks of Instruction (continued)

Strategic Exploitation ‘/,.//%( /45 ,{_/{ )

OGA Liaison & Support

Tracking Technologies/Rapid Prototyping
Technical Evaluatigns Office |

Auc_l'io Tec'hnologies‘

Covert Entries

Video Surveillance

Data Acquisition Section

CART

Virtual Worlds & CI Impliéations

Risk Assessment, Planning, & Prioritization
Survey Considerations & Practical Assignment

Case Presentation

ACLURMO042406
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional spaée to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests. .

Strongly Strongly
Disagree Agree Agree
1. The material covered was relevant to working CI cases. 1 2 3 [ 4 T (’5) |
2. The course material was presented in an interesting
and effective manner. L1 [ 2 | 3 [ 4_ | {\3) |
3. The instructors listened to my comments and answered - =
my questions. ‘ ‘ [t | 2 [ 3 [ 4 [ 6]
4. The audio/visual aids and handouts (if applicable) were
effective. L1 [ 2 : [ 3 [ 4 | @ |
5. The instructors were effective communicators. 1 [ 2 [ 3 [ 4 | (5 |

DATE: 0l-13-2012 ‘
CLAGSIFIED BY 6517% DMH/SEI.
FEASON: 1.4 (c)

DECLASSTFY ON: 01-13-2037
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Blocks of Instruction (continued)

Strategic Exploitation

OGA Liaison & Support TH &Jaw[;/ Z:»c 721CE T /ﬁv‘ﬁ, an OJE Vil oF
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Tracking Technologies/Rapid Prototyping .
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Audio Technologies
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: : -1
b1l
bTE

Data Acquisition Section /l/ &‘?‘é A Q”” o 9 { ol

CART

Virtual Worlds & CI Implications

Risk Assessment, Planning, & Prioritization
Survey Considerations & Practical Assignment

Case Presentation
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Counterintelligence Technical
Capabilities and Applications

11/02/2009 - 11/06/2009

Instructions: Please complete the questions below relevant to the entire course. Use the additional space to
provide any specific comments. Regarding the specific blocks of instruction, please provide comments and/or

suggestions that will help us to better meet your needs and interests.

Strongly Strongly
, - Disagree Agree Agree
1. The material covered was relevant to working CI cases. 1 | 2 | 3 | 4 775/
N
2. The course material was presented in an interesting T T 2 [ 3 [ 4 [ 7’5“) |
and effective manner. “\./
3. The instructors listened to my comments and answered ,”(\
my questions. Lt [ 2 [ 3 [ 4 [ {5]]
h (v
4. The audio/visual aids and handouts (if applicable) were : A
effective. - J L1 ] 2 | 3 | 4 |4 \{5/ ] |
5. The instructors were effective communicators. 1 [ 2 [ 3 114/ 5

C

Blocks of Instruction

Legal Considerations
Technical Investigative & Operations Program
Special Projects

OSIC/Special Projects/SPAB
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Blocks of Instruction (continued)

Strategic Exploitation

OGA Liaison & Support

Tracking Technologies/Rapid Prototyping
Technical Evaluations Office

rAudio Technologies

Covert Entri;és

Video Surveillance'

Data Aéquisition Section

CART

Virtual Worlds & CI Implications

Risk Assessment, Planning, & Prioritization
Survey Considerations & Practical Assignment

Case Presentation

ACLURM042410

FBI041310
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Counterintelligence Technical
Capabilities and Applications

03/16/2009 - 03/20/2009

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

—
S

1. The material covered during the course was relevant to my job. , Ve ) No

2. The material I learned will be useful in the performance of my duties. "\ Yes No
\...-’

3. The audio/visual aids and handouts (if applicable) were effective. (\Y@ No
o1 . - — . /7 N

4. A discussion of the course objectives enabled me to set appropriate . Yes No
expectations for the class. N

5. The material was presented in an interesting manner. ( Yes No

6. The instructors were effective communicators. (Yes\ No

Blocks of Instruction
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Blocks of Instruction (continued)

Technical Evaluations Office
oo o

Covert Entries — Flaps & Seals, Surreptitious Searches
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Case Presentation
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Counterintelligence Technical
Capabilities and Applications

03/16/2009 - 03/20/2009

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job. No

2. The material I learned will be useful in the performance of my duties. Yes No

i

‘ 3. The audio/visual aids and handouts (if applicable) were effective. No
4. A discussion of the course objectives enabled me to set appropriate No

expectations for the class.
5. The material was presented in an interesting manner. @ No
6. The instructors were effective communicators. Yes No
Blocks of Instruction
Legal Considerations . . o
Yy 0 adyies on whed > W mdo Fiéits € M&//%zmé/mw ?70%7% Fo
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Blocks of Instruction (continued)

Technical Evaluations Office
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Counterintelligence Technical
Capabilities and Applications

03/16/2009 - 03/20/2009

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job. No

2. The material I learned will be useful in the performance of my duties. Ves No

3. The audio/visual aids and handouts (if applicable) were effective. .@ No
_ pEed soaE Filor  THE o
DIFE iapnTS. i Bane 1§60 ool {

(TR BT [NIMAQET Fromntny HIS THAT THOUSH -,

4. A discussion of the course objectives enabled me to set appropriate Yes’ No
expectations for the class.

5. The material was presented in an interesting manner. No

6. The instructors were effective communicators. es / No

Blocks of Instruction
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Blocks of Instruction (continued)

Technical Evaluations Office
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Counterintelligence Technical
Capabilities and Applications

03/16/2009 - 03/20/2009

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or

suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job.
2. The material I learned will be useful in the performance of my duties.
3. The audio/visual aids and handouts (if applicable) were effective.

4. A discussion of the course objectives enabled me to set appropriate
expectations for the class.

5. The material was presented in an interesting manner.

6. The instructors were effective communicators.

Ye

)G &

€

Yes

Yes

@ €

No

No

No

No

No

Blocks of Instruction

Legal Considerations Goo D
OGA Liaison & Support Goor

Technical Investigative & Operations Program oo

ALL-IHFDPHATIDH CONTAINELD
HEFETIN IS5 UNCLASSIFIED ACLURMO042417
DATE 01-13-2012 BY 651792 DMH/SES

FBI041317




{ r

Blocks of Instruction (continued)

Technical Evaluations Office Goo0
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Cl eps

Risk Assessment, Planning, & Prioritization (5,9
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Counterintelligence Technical
Capabilities and Applications

03/16/2009 - 03/20/2009

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job. ‘ Tes No
2. The material I learned will be useful in the performance of my duties. Yes No
3. The audio/visual aids and handouts (if applicable) were effective. | No

4. A discussion of the course objectives enabled me to set appropriate "No

expectations for the class.

6. The instructors were effective communicators. No

5. The material was presented in an interesting manner. ( YesD No

Lo He Coulg C . mw(”\ yw\
Blocks of Instruction
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Blocks of Instruction (continued)

Technical Evaluations Office
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Counterintelligence Technical
Capabiliti.es and Applications

03/16/2009 - 03/20/2009

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job. No

2. The material I learned will be useful in the performance of my duties. res No

One e besl classe; Thve falen .

3. The audio/visual aids and handouts (if applicable) were effective. @ No
4.. A discussion of the course objectives enabled me to set appropriate Tes No
expectations for the class.
5. The material was presented in an interesting manner. - (Yey No
— \NA»( M> “tn
— demes wee m\ére)ﬁ{ f; oRThs
6. The instructors were effective communicators. {\ges ) No
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Counterintelligence Technical
Capabilities and Applications

03/16/2009 - 03/20/2009

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my jo‘t?. No.
2. The material I learned will be useful in the performance of my duties. No
3. The au&io/visual aids and handouts (if applicable) were effective. No
4. A discussion of the course objectives enabled me to set appropriate No
expectations for the class.
5. The matgrial Was‘ presented in an interesting manner. Yes | No
No

6. The instructors were effective communicators.
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Counterintelligence Technical
Capabilities and Applications

03/16/2009 - 03/20/2009

Instructions: Please circle yes or no after each statement. If you select no, please prévide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job. 6(’93/: No
2. The material I learned will be useful in the performance of my duties. [ Yes/ No
3. The audio/visual aids and handouts (if applicable) were effective. ' /@ No

4. A discussion of the course objectives enabled me to set appropriate i Yes No
expectations for the class. ‘

/’ﬁ
5. The material was presented in an interesting manner. @' 9§ No
6. The instructors were effective communicators. @ No
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Blocks of Instruction (continued)
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03/16/2009 - 03/20/2009

Counterintelligence Technical
Capabilities and Applications

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or

suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job. ' No
2. The material I learned will be useful in the performance of my duties. @ No
3. The audio/visual aids and handouts (if applicat;le) were effective. No
4. A discussion of the course objectives enabled rﬁe to set appropriate No
expectations for the class.

5. The material was presented in an interesting manner. No
6. The instructors were effective communicators. Yes No
Blocks of Instruction
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Blocks of Instruction (continued)
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Counterintelligence Technical
.- Capabilities and Applications

03/16/2009 - 03/20/2009

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job. @ . No
2. The material I learned will be useful in the performance of my duties. No
3. The audio/visual aids and handouts (if applicable) were effective. | No
4. A discussion of the <;,ourse objectives enabled me to set appropriate No

expectations for the class.
5. The material was presented in an interesting manner. No

6. The instructors were effective communicators. No
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

03/16/2009 - 03/20/2009

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material .covered during the course was relevant to my job. Yes No
2. The material I learned will be useful in the performance of my duties. Yes No
3. The audio/visual aids and handouts (if applicable) were effective. @ No

4. A discussion of the course objectives enabled me to set appropriate Yes No
expectations for the class.

5. The material was presented in an interesting manner. Yes No

6. The instructors were effective communicators. No
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Counterintelligence Technical
Capabilities and Applications

11/17/2008 - 11/21/2008

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job. Yes No

2. The material I learned will be useful in the performance of my duties. No

3. The audio/visual aids and handouts (if applicable) were effective. No

4. A discussion of the course obj ectives enabled me to set appropriate @ | X No
expectations for the class.

5. The material was presented in an interesting manner. Yes No k

6. The instructors were effective communicators. \Yes No
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

11117/2008 - 11/21/2008

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job. No

2. The material I learned will be useful in the performance of my duties.  Yes No

3. The audio/visu'al aids and handouts (if applicable) were effective. , Yes No

4. A discussion of the course objectives enabled me to set appropriate No
expectations for the class. ~

5. The material was presented in an interesting manner. No

6. The instructors were effective communicators. Y;s No
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

11/17/2008 - 11/21/2008

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

' 1. The material covered ciuring the course was relevant to my j f)b. No
2. The material I learned will be useful in the performance of my duties. No
3. The audio/visual aids and handouts (if applicable) were effect.ive. No
4. A discussion of the course objectives enabled me to set approiiriate ' No

expectations for the class.

5. The material was presented in an interesting manner. No

6. The instructors were effective communicators. No
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Blocks of Instruction (continued)

Technical Evaluations Office
[rod

Risk Assessment, Planning, & Prioritization

[n?

udio Technologies

b Gl (od L donos . e

Data Acquisition Section

APSY

Tracking Technologies/Rapid Prototyping .
o1 ba [ilcd 4o Bae Shud wox Hime A= vty flles,

Glabolie, (ndY epowh i,
CART

[

Video Surveillance
F‘; ) -~ {, |
s d 62 beeury 4 Jh ).(-(,’_,.,q b Com e, lyn 5

Covert Entries

(“/M-‘\ur\f}\“ﬂj Ve [ l rr(' .
- c AP e dtempn b ¢ :
: St Fhe U"’”“’b wndv .

Survey Considerations & Practical Assignment
\/m’\7 fd, 1\5 <€-m \‘lv Fou v V\O‘leQr‘- J.c v}-/‘e J‘b‘*

Special Projects

k& (
[on? Sl frow vond Abad 130T etl Koo,

Case Presentation

v

(Nop)
OGA Liaison & Support
\‘/ £ / Db 3 ;l"(o.

ACLURMO042438

Doty s

FBI041338




Counterintelligence I'echnical
Capabilities and Applications

1111712008 - 11/21/2008

. Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job. No
2. The material I learned will be useful in the performance of my duties. Yes No
3. The audio/visual aids and handouts (if applicable) were effective. Yeés No

4. A discussion of the course objectives enabled me to set appropriate No
expectations for the class.

5. The material was presented in an interesting manner. No

6. ‘The instructors were effective communicators. No
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

11/17/2008 ~ 11/21/2008

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests. :

1. The material covered during the course was relevant to my job. No

2. The material I learned will be useful in the performance of my duties. No

3. The audio/visual aids and handouts (if applic'able) were effective. , No

4. A discﬁs_sion of the course objectives enableci ‘me to set appropriate (y No
expectations for the class. .

5. The material was presented in an interesting manner.’ & No

6. The instructors were effective communicators. @ | No
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Blocks of Instruction (continued)
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SERREL

Counterintelligence Technical
Capabilities and Applications

11/17/2008 - 11/21/2008

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or

suggestions that will help us to better meet your needs and interests.

s/
1. The material covered during the course was relevant to my job. @; No
2. The material I learned will be useful in the performance of my duties. @ No
\
3. The audio/visual aids and handouts (if applicable) were effective. Yes No
O
- "f! ror ‘,\\r‘ >
4. A discussion of the course objectives enabled me to set appropriate Yes XK ot "No

expectations for the class.

5. The material was presented in an interesting manner. Yes No

6. The instructors were effective communicators. Yes No
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

111712008 - 11/21/2008

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to-
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job. | No
2. The material I learned will be useful in the performance of my duties. No
3. The audio/visual aids and handouts (if applicable) were effective. - No

4. A discussion of the course objectives enabled me to set appropriate /

expectations forthe class.
Tt frok /{W/Lf/&?@b %Lf vbSHANC Y- I Hhe
conuse o mani f28F,

5. The material was presented in an interesting manner. No
6. The instructors were effective communicators. ‘ No
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Counterintelligence Technical
Capabilities and Applications

11/17/2008 - 11/21/2008

\“- . _f'.‘.""&%‘ '
oo

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

e 1. The material covered during the course was relevant to my job. Yes No
2. The material I learned will be useful in the performance of my duties. Yes No
3. The audio/visual aids and handouts (if applicable) were effective. Yes No
4. A discussion of the course objectives enabled me to set approprlate ( Ygs © No

expectations for the class. ﬁ\jﬂt——/ ;P‘ Crne, Cf g\’h"}/é, ﬁC 22 1) N ) Lg .
Co WO bW LfHAﬁP fo SR C O

5. The material was presented in an interesting manner. @ No
e

No

6. The instructors were effective communicators.
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Counterintelligence Technical
Capabilities and Applications

11/17/2008 - 11/21/2008

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

No

®

1. The material covered during the course was relevant to my job.

9

2. The material I learned will be useful in the performance of my duties.

3. The audio/vi.su§1 aids and handouts (if applicable) were effective. No

4. A discussion' of the course objectives enabled me to set appropriate No
. expectations for the class.

5. The material was presented in an interesting manner. No

6. The instructors were effective communicators. No
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Counterintelligence Technical
Capabilities and Applications

111712008 - 11/21/2008

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason asto
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or

suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job.
2. The material I learned will be useful in the performance of my duties.
3. The audio/visual aids and handouts (if applicable) were effective.

4. A discussion of the course objectives enabled me to set appropriate
expectations for the class.

5. The material was presented in an interesting manner.
(Some of i was

. 6. The instructors were effective communicators.

@
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No

No

No
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OSIC/Special Projects/SPAB

Technical Investigative & Operations Program
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Blocks of Instruction (continued)
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07/07/2008 - 07/11/2008

Counterintelligence Technical
Capabilities and Applications

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or

suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job.
. 2. The material I learned will be useful in the performance of my duties.
3. The audio/visual aids and handouts (if applicable) were effective.

4. A discussion of the course objectives enabled me to set appropriate
expectations for the class.

5. The material was presented in an interesting manner.

6. The instructors were effective communicators:

@

® ® © © ©

No
No
No

No

No

No.
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Counterintelligence Technical
- Capabilities and Applications

07/07/2008 - 07/11/2008

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job. Yes No

2. The material I learned will be useful in the performance of m;y duties. Yes No

3._ The audio/visual aids and handouts (if applicable) were effective. No

4. A discussion of the course objectives enabled me to set appropriate -' No
expectations for the class.

5. The material was presented in an interesting manner. Yes No

6. The instructors were effective communicators., No

DATE: 01-13-2012
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Counterintelligence Technical
Capabilities and Applications

07/07/2008 - 07/11/2008

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

7

1. The material covered during the course was reievan't to my job. Yes No
2. The material I learned will be useful in the performance of my duties. Yes No
3. The audio/visual aids and handouts Gf applica?ale) v;fere effective. Né |
4. A discussion of the course objectives enabled me toléet appropriate No

expectations for the class.

5. The material was presented in an interesting manrier. Yes No

6. The instructors were effective communicators. No

DATE: 0O1-13-2012
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Counterintelligence Technical
Capabilities and Applications

07/07/2008 - 07/11/2008

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job. No

2. The material I learned will be useful in the performance of my duties. No
3. The audio/visual aids and handouts (if applicable) were effective. @ No
4. A discussion of the course objectives enabled me to set appropriate Yes™y No

expectations for the class.

5. The material was presented in an interesting manner. Yes No
e g feelowt ) e sk (lase %'asfwj‘"
% &(sf( JC(, 6:__.\__\0.,-.3'\"52-&-—*’\- b6
6. The instructors were effective communicators. - @ No b7C

DATE: 01-13-2012
CLARSIFIED EY 5170 DMH/3EBS
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DECLASSIFY ON: 01-13-2037
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Blocks of Instruction (continued)
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Counterintelligence Technical S
Capabilities and Applications Y, ~»

0710712008 - 07/11/2008 ~

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job. Yes No

2. The material I learned will be usefui in the performance of my duties.

3. The audio/visual aids and handouts (if applicable) were effective. - No

4. A discussion of the course objectives enabled me to set appropriate
expectations for the class.

5. The material was presented in an interesting manner. No

6. The instructors were effective communicators. No

Z
S
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Blocks of Instruction (continued)
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Counterintélligence Technical
Capabilities and Applications

07/07/2008 - 07/11/2008

oo N
R S\
oo

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or

suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevant to my job.
2. The material I learned will be useful in the performa'mce of my duties.
3. The audio/visual aids and handouts (if applicable) were effective.

4. A discussion of the course objectives enabled ine to set appropriate
expectations for the class.

5. The material was presented in an interesting manner.

6. The instructors were effective communicators.

Yes

Yes

=<

& @

e

wn

@ ©

No

No

No

No

No

No

Blocks of Instruction

Legal Considerations
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Technical Investigative & Operations Program
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

07/07/2008 - 07/11/2008

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered éuﬁng the course was relevant to my job. No
2. The material I learned will be useful in the performance of my duties. No
3. The audio/visual aids and handouts_(if 'applidable) were effective. No
4. A discussion of the course objectives _e.habled ;ne to set appropriate No

expectations for the class.

5. The material was presented in an interesting manner. g No
6. The instructors were effective communicators. . No
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Counterintélligence Technical / g -
Capabilities and Applications N s/

07/07/2008 - 07/11/2008 e

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

1. The material covered during the course was relevaﬂt to my job. No
2. The material I learned will be useful in the per-formé,nce of my duties. No
3. The audio/visual aids and handouts (if applicable) were effective. Yes No

# Moree  honed owts \9\1 '@Nﬁ(wl‘v«s o
h‘J&{, 6&(‘,1(, e C&Pa.lavl‘l/&) -

4. A discussion of the course objectives enabled me to set appropriate S No
expectations for the class.

5. The material was presented in an interesting manner. ' OECS, No
6. The instructors were effective communicators. ' (Yes~ No
Blocks of Instruction

ce L Hw fust /{”7

Legal Considerations «lovbe : Jun g
OGA Liaison & Support 5‘ gc.o(

Technical Investigative & Operations Program jcfub)
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

07/07/2008 — 07/11/2008

A s il y
~aeln O
- o

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests.

| 1. The material covered during the course was relevant to my job. No

2. The material I learned will be useful in the performance of my duties. No

3. The audio/visual aids and handouts (if applicable) were effective. No

4. A discussi.on of the course objectives enabled me to set appropriate Yes No
expectations for the class. :

5. The material was presented in an interesting mannér. No

®

6. The instructors were effective communicators. No bIC

@
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DATE 01-13-2012 BY 65179 DME/SES

Blocks of Instruction -5 Cadedy & Loran a,i,\meugxi

OGA Liaison & Support

Technical Investigative & Operations Program

)\,L W) (<} Qe A : N G\)-Q/\,UMU\) *chAM ;qo (MQK
e Cags X\Edw W/FE}\LL ot Mip W ‘:}wdﬂ« W s aa
hpde ey Bt g 0| Sgummmongs o aptvel Fov s kg
ST T FBI04136




Blocks of Instruction (continued)
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ALL INFORMATICOH CONTAINED

Counterintelligence Technical
Capabilities and Applications

07/07/2008 - 07/11/2008

Instructions: Please circle yes or no after each statement. If you select no, please provide a brief reason as to
why you feel that way. Regarding the specific blocks of instruction, please provide comments and/or
suggestions that will help us to better meet your needs and interests. ‘

1. The material covered during the course was relevant to my job. Yes No
2. The material I learned will be useful in the performance of my duties. e No
3. The audio/visual aids and handouts (if applicable) were effective. e No

4. A discussion of the course objectives enabled me to set appropriate es " No
expectations for the class.

@

5. The material was presented in an interesting mianner. e No

6. The instructors were effective communicators. ""Yes No

¥ PossiBry ADO Sthor SacrioN Erfihniidé Row TSEM usonkS |
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Blocks of Instruction (continued)
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Counterintelligence Technical
Capabilities and Applications

9:00 AM - 11:00 AM

11:00 AM - 12:00 PM

| |

12:00 PM - 1:00 PM
Lunch

1:.00 PM — 3:00 PM

ssal |

12:00 PM - 1:00 PM

Lunch

=5:00 PM

07/07/2008 - 07/11/2008

—-11:00 AM

8D

11:00 AM - 12:00 PM

-

12:00 PM - 1:30 PM
Lunch apd Travel to Rte
1 off-sitd

1:30 PM - 5:00 PM

TBD
Return travel

ssq |

3:00 PM — 5:00 PM

stnesdy 8 | Th

11:00 am - 12:00 pm
Case Presentations

SSA
SSA

12:00 pm - 1:00 pm
Lunch

1:00 PM ~ 3:00 PM

[ 8:00 AM —10-00AM |l 8:00 AM -9:00 AM
SSA[
TED
9-00 AN = 11:00 AM
10:00 AM - 11:00 AM
SSA

11:00 AM - 12:00 PM

Closing Remarks

8S

DAD)
DAQ

Dismissal
SSA
SSA
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Counterintelligence Technical
Capabilities and Applications

11/17/12008 - 11/21/2008

8:00 AM - 9:00 AM 8:00 AM — 10:00 PM
Opening Remarks
Executive Management
Orientation/introductions

8:00 AM —11:00 AM

10:00 AM - 12:00 PM

11:00 AM - 12:00 PM

11:00 AM - 12:00 PM CART
Special Projects 12:00 PM ~ 1:00 PM
Advisory Board Lunch

Response Team
1:00 PM.— 5:00 PM

12:00 PM - 1:30 PM 12:00 pm - 1:00 pm

Lunch 1:30 PM - 5:00 PM

1:00 PM - 3:00 PM

Lunch an Lunch
1 off-site
12:00 PM - 1:00 PM 1:00 PM - 3:00 PM

3:00 PM - 5:00 PM
Case presentation &
discussion

3:00 PM - 5:00 PM

8:00 AM -9:00 AM
| Practical Discussion &
Team Presentations

9:00 AM - 11:00 AM

(NSA & CIA)

11:00 AM - 12:00 PM
Closing Remarks
Executive Management
Dismissal

ALL INFORMATION CONTAINED
HEFEIN I3 UHCLASSIFIED ACLURMO042474
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Counterintelligence Technical
Capabilities and Applications 10-01

11/02/2009 - 11/06/2009
(unless otherwise noted. class is held at

b7E

8:00 AM -~ 9:00 AM
Opening Remarks
Orientation/Introductions

8:00 AM - 11:00 AM 8:00 AM - 8:30 AM
Practical Discussion &

Team Presentations

9:00 AM - 9:30 AM

\ 8:30 AM - 9:30 AM
Case presentation &
9:00 AM —10:00 AM

10:00 AM - 12:00 PM

discussion ‘
9:30 AM - 10:00 AM
|| Closing Remarks
CD Executive
11:00 AM - 12:00 PM Management
11:30 AM - 12:30 PM 12:00 PM - 1:30 PM Lunch Dismissal
| Lunch .
| Lunch and travel to Rte
1 off-sit .1 12:00 PM ~ 1:00 PM

| 12:30 PM — 2:00 PM CART

1:30 PM - 5:00 PM

12:00 PM - 1:00 PM
Lunch

b7E

2:00 PM - 4:30 PM

1:00 PM - 4:00 PM

4:30 PM - 5:00 PM

4:00 PM - 5:00 PM | 3:30 PM - 5:00 PM

ALL INFORMATION CONTAINED
HEFEIN IS UNCLASSIFIED ACLURM042475
DATE 01-13-2012 BY 65179 DMH/SBS
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The goals for this course are:

The Counterintelligence Technical Capabilities and Applications
course is designed to familiarize Special Agents with the
technical investigative and operations program, as presented by
the Operational Technology Division (OTD). The students will be
provided with a working knowledge of OTD’s technical ‘
capabilities and operations as well as the available and
emerging technologies for use in counterintelligence
investigations. Students will become familiar with the
complexities of technical operations, tour OTD’s facilities,
attend lectures, and participate in group discussions and hands-
on demoristrations.

Specific objectives will be articulated during the course and
measured by student interaction and performance in class
discussions and practical exercises.

Before you attend this course you should:

This course is an advanced, elective course for all Special
Agents who are career-pathed to CI. As an advanced course, it
counts toward proficiency in the CI program.

Attendees must have completed the web-based course, Introduction
to Counterintelligence, and the four-week Counterintelligence
Investigations and Operations (CIOPs) course (or one of its
earlier equivalents), and be currently assigned to CI matters.

When you attend this course you should expect to:

Be an active participant in class discussions and practical
exercises. Students should also be prepared to discuss his/her
current efforts with and/or exposure to technical operations,
problems encountered, and lessons learned. A large portion of
this class is driven by student questions and interaction with
instructors.

After you have attended this course you should:

Be able to leverage the gsc
b7E

If you have questions about this course you should contact:

SSA
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Precedence: DEADLINE 06/27/2008
To: Baltimore Attn:
3 Chicago Attn:
Houston Attn:
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Miami Attn:
Newark Attn:
New York Attn:
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San Francisco Attn:
Tampa Attn:
Washington Field Attn:
Operational Technology Attn:

From:

Approved By:

FEDERAL BUREAU OF INVESTIGATION

Counterintelligence

Date:

CI Program Manager
Training Coordinator
CI Program Manager
Training Coordinator
CI Program Manager
Training Coordinator
CI Program Manager
Training Coordinator
CI Program Manager
Training Coordinator
CI Program Manager
Training Coordinator
CI Program Manager
Training Coordinator
CI Program Manager
Training Coordinator
CI Program Manager
Training Coordinator
CI Program Manager
Training Coordinator
CI Program Manager
Training Coordinator
CI Program Manager
Training Coordinator

ucC

05/08/2008
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| (Pending)

b7a
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To: _All Field Offices From: Counterintelligence
Re: 05/08/2008

b7A

Synopsis: Advises field offices of captioned training.

Details: The Counterintelligence Division's (CD)
Counterintelligence Training Center (CITC), in coordination with

Onerational Technaloavy Division's (OTD)' |
has developed a joint course designed

to introduce SAs, assigned to the CI career-path, to the b7E
capabilities of the OTD and how to leverage those capabilities in

CI investigations. The CD/CITC is sponsoring captioned course,
to be held at an

07/07/2008 - 07/11/2008.

The prerequisites that must be completed prior to
attending this class are the web-based Introduction to
Counterintelligence course, located on the Virtual Academy, and
the Counterintelligence Investigations and Operations course (or
one of its earlier equivalents). This class is considered an
advanced class for purposes of CI proficiency.

Counterintelligence Technical Capabilities and
Applications is a one-week course covering a wide variety of
topics related to technical operations including, but not limited
to, legal considerations, audio and tracking technologies, risk
assessment, switch-based and data intercepts, support to and
liaison with other government agencies, special projects, and
case studies.

Administrative information regarding this course is as
follows:

COURSE LOCATION AND DURATION:

This course will be held atl

| This facility is an

and, while not covert, appropriate security and

discretion should be practiced in order to maintain the integrity

of the site. Specific directions to the training site and

procedures for entry will be provided to attendees once they are

selected. ' ,

b7E

This one-week course will begin promptly at 8:00 am on

Monday morning, 07/07/2008, and will end no later than 12:00 pm

on Friday morning, 07/11/2008. Sunday, 07/06/2008, and Friday,

07/11/2008 are the designated travel days for this course.

Return airline reservations should be scheduled for departure no

earlier than 2:00 pm on Friday afternoon, 07/11/2008. This in-

service will have evening assignments, activities, and study

sessions and attendees are expected to attend and participate in

all sessions.
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"To: All Field Offices From: Counterintelligence b4
Re: 05/08/2008

VOUCHERS :

Vouchers for travel to and from this course will be
charged to TR # 14DV080532. Rental cars are authorized under
this TR number.

TRAVEL AND TRANSPORTATION:

Personnel attending this course should be aware that
Ronald Reagan Washington National Airport (DCA) is the closest
airport to the training site.

Rental cars are approved for this course and should be
utilized for transportation to/from the airport(s), hotel, and
training site. Should an attendee wish to utilize his/her
personal vehicle, there is no restriction from doing so.

ACCOMMODATIONS:

Each attendee is responsible for making his/her own
hotel reservations.

| Telephone number
has a blOCK or rooms available for this course.
T _order to ensure attendees receive the government lodging rate,

reservations must be made by 06/30/2008. The hotel is within
five miles of the training site.

Because this course is being held at an off-site,
attendees are allotted M&IE for the duration of the course. The
current M&IE for :

ATTENDANCE :
b6
As is customary at. in-services, attendance is mandatory bic
for all course sessions. Absences for reasons of illness and/or b7E

emergency may be authorized by the course coordinators, but other
absences must be approved by the CITC Unit Chief,
who can be reached at and your field
Oorrice ASAC. This requirement is to ensure the attendee is in an
on-duty status and thus his/her rights protected in the event of
accident or death.

REGISTRATION:

FBI Virtual Academy (FBIVA) and FBI e-mail will be the
mechanisms to register for the class. CITC requests attendees
complete the following before 06/27/2008:
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" To: All Field Offices From: Counterintelligence
Re: | 05/08/2008

(1) Complete entry in FBIVA and have your supervisor
and training technician approve training; and

(2) Via dinternal FRT e-mail to kCD),
using the subject | provide the following
information:

a) Official Bureau Name and title

b) Preferred name for classroom name strip
c) SSAN

d) Bureau EOD, CI EOD

e) Investigative priority(ies) assigned

f) Cell phone number

In accordance with the FY 2008 FBI I i ive
Classifications Guide, CI training received is
Since proper] ]

MISCELLANEQUS :

Appropriate attire for class will be casual (range
pants and jeans are acceptable).

Any employee who is selected to attend this in-service
training and is in need of any reasonable accommodation (i.e.,
sign language interpreter, audio loop, personal assistant, large
print materials, etc.) should contact SSAl |
immediately upon selection to attend this in-service to provide
specific needs and/or requirements.

Questions regarding this course should be directed to

b7A

b6
b7cC
b7E

bé
bicC
b7E

the course coordinators. OTD SSA[

or CD SSA
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To: All Field Offices From: Counterintelligence
Re: 05/08/2008

LEAD (s) :
Set Lead 1: (Action)

ALL RECETIVING OFFICES

All attendees designated to attend this course should
be provided with a copy of this communication.
attendees must complete the prerequisites; register in FBIVA: and
as outlined above,

confirm their planned attendance,

by 06/30/2008.

F -
|
|
|
| ‘

*
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Counterintellicence Technical Capabilities and Applications

Course Description: The Counterintelligence Technical Capabilities and Applications
course is designed to familiarize Special Agents with the technical investigative and
operations program, as presented by the Operational Technology Division (OTD). The
students will be provided with a working knowledge of OTD’s technical capabilities and
operations as well as the available and emerging technologies for use in

' counterintelligence investigations. Students will become familiar with the complexities
of technical operations, tour OTD’s facilities, attend lectures, and participate in group
discussions and hands-on demonstrations.

Goals: At the completion of the course, the student will be:
-Familiar with the legal considerations and limitations regarding technical operations
-Familiar with the Special Projects Advisory Board process

-Aware of rapid |

2

- i i ervice

-Familiar with |

-Familiar with requirements/considerations for USIC support/liaison

-Able to match intelligence community requirements with capabilities of technical
operations
-Recognition of potential fwho may provide

Audience: This course is an advanced, elective course for all Special Agents who
are career-pathed to CI. As an advanced course, it counts toward proficiency in the CI
program.

Prerequisites: Attendees must have completed and passed the Introduction to
Counterintelligence web-based course and the Counterintelligence Investigations and
Operations course, and be currently assigned to CI matters.

. bTE
Class size|

Course length: One week, including evening sessions.

Clearances Required: TS/SCI

ALL INFORMATION CONTAINED
HEEEIN I3 UHCLASSIFIED
DATE 01-13-Z012 BEY 5179 DMH/SES
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July 2008
L egal Considerations

172

Good, don’t save until the last day; Great layman terminology

Excellent presentation; clear & understandable.

Handout of techniques which require order & those that don’t would be helpful

Little painful at times, but useful information, some of which I wasn’t aware of

Necessary to understand legal ramifications of implementing technologies.

Brought up some good points re what techniques are available with & w/o orders

Briefing was a little long, tough to pull off on Friday

Excellent portion; a keeper; good to hear from NSLB, requirements

Necessary evil; good conversation for things to think about & be aware of when
planning to use technical capabilities

-Great information; very important topic that is rarely discussed/offered as Case

Agent follow-on training with regard to CI investigations

November 2008
Legal Considerations

Most information already covered in mandatory legal training in division;
good block with good information; keep this on Monday (2); good overview;

March 2009
Legal Considerations

BLL INFORMATION CONTAIRED

would like to learn more about 2.5 authority & how it relates to us;

should remain at the beginning of the course; excellent

decent presentation (hard to make legal interesting anyway);

it’s great to have someone to answer questions as CDCs have different opinions;-

perhaps don’t schedule first as we spend week learning about what is available and it would be nice to then ask
legal questions about how to get those techniques;

this stuff belongs more appropriately in a FISA-related class; useful but a bit too informal;

a handout showing authorities needed by individual, advanced technique might be helpful

I appreciated this block of because “great ideas™ get thrown away a lot due to misunderstanding
of the legal component.

Sometimes sections at HQ even suggest we do a technique only to find after writing it all up that the legal
authority “is not there yet.”

Not well organized; did not have a clear outline or learning points; need to assume some students have different
knowledge level and provide some basics first

Instruction was good; would have liked to hear more about the process for getting Skype FISA coverage (this is
a growing issue for CI agents).

Relevant, short, and to the point; good

Dry, but to be expected; informative

The specific language needed for certain techniques covered would be helpful; i.e., handout(s)

Great legal advice on what to put into FISAs and new definitions of words to gather all intell available

DATE 0L-13-2012 BT OL173 DHMIL/OE3
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CLAZSIFIED BY 65179 DMH/SES
1.4 (C})
DEFLA,_~,_-IF&' Om:

0l-13-20

Special Project Advisory Board’ (SPAB)

\\ . Counterintelliaence D|v13|on

-\/Ilssmn Slmpllfled

e To Facnlltate and Coordinate:
o FISA Activities in the U.S.

« Supporting the FBI and the’
Intelligence Community.

addracsinn?

b7E
a4 .
Mission:
bl
b7E

et

‘rograms:

(3)

SECRE] .

A Special PrOJect is:

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWH OTHEEWIZE

b7E

Use,of Special Projects Technology IS NOT
aulhonzed without consent from a quorum of the,

De;hz Ass\lstant Directors ‘and Section Chlefs of

the Col Qtennlelllgence Division.

' N\
PN . Co
% SENST 1
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Programs:

| Special Projegfﬂﬁ.dyiséw Board
. (SPAB)

e Special Projects Advisory Board (,SPAB)‘- A board of FBI
CD/CTD Leadership consisting of the Deputy Assistant

bIE Elg 5SAs who review, and
authorize or deny, each requestfor a Specual Project
Technology:

Whatit ic nat

SEV (ET

SPAB Lessoris Leamed

_ o Know your target .
b7E e Know your collection objectives

e Know your collection production against the *
target

e Be in sync with your_and

section(s)
|§now contingencies ,
Yow who is doing what throughout the
pro\ess FISA, SPAB, OPERATIONS
o CoordLnate with your FIG (Reports Officer /
Collect(on Manager) ‘

\ SCCR AT

e Steps to fmplement a‘Specnal Pro;ect

Direntars Division Sentinn Chiafe, Substantive Unit Chiefs,

SLCRST

SpeCIaI Project Process

b7E

b7E

. Speclal Pro;ect Adv:sory Board (SPAB) (Detail)

. Other\lssues - FiSAs, 2. 5

v\
\\)
secRET

FLCLET

. SPAB'

o Whatit ia* A nrecentatinn and disenssing of the
Vo

b7E
“to exé\ey\te\thfa mission
%
£ . SERF .

b6

b7cC

b7E
2
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SECRET
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Virtual Worlds Defined

Something that resembles the real, “as if” it were
real.

A parallel universe with almost no external rule
of law, no enforced banking regulations or
compliance, no policing and no governmental
oversight.

Including an economy, markets, and property
rights.

Second Life
World of WarCraft
Eve Online
Lineage
Dungeons & Dragons
EverQuest

Final Fantasy XI|
Doom

Halo 3

Day of Defeat
Sims Online

And 250 + more

@

Virtual World’s Significance

Habbo Hotel - 80 million registered users in 29 countries
$50 million from sales of Virtual goods annually]
Gaia - 50,000 online in person to person auctions
1 million message board posts
Second Life - 30,000 - 100,000 concurrent users

Estimated $1.5 billion + in worldwide sales in virtual goods
$526 million in subscriptions in North America alone

MTV purchased “Neopets” for $150 million in 2005
Disney purchased “Club Penguin” for $700 million in 2007

Particularly Well Suited For:

« Clandestine communications
+ Secure communications
» Anonymous transfers
+ Operational planning
* Training
+ Especially for high risk

activities
» Low cost modeling environment (3-D)
* Ability to form communities independent of boundaries
« Ease of Use
« Converting tangible to intangible

and vice-a-versa

.

&

Crimes in Virtual Worlds:

Money Laundering * Online Gambling

Tax Evasion » Distribution of Child Porn
Organized Crime » Identity Theft

Terrorism * Intellectual Property Theft
Fraud * Account Theft

ALL INFORMATIO
HEEEIHN I3 UHCL
DATE 01-le-Z01

B CONTAINELD

A3SIFIED ACLURMO042487

Z BY 651792 DMH/ZES
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b7E

Key Features for Terrorists

for Ideas and Talent

711312011

@ Planning in Second Life

b7E

@ Terrorist Outreach

= Quest for Bush - An Al
Qaeda warrior assigned
to kill (Well you ¢an
figure it out)

» Special Force -
Hezbollah v. Israel

» Second Life Liberation
Army - Activist group.in
2nd Life Virtual World

@ Virtual Terrorists

Hunted, jihadists turn to virtual worlds such as Second Life
to train and recruit members

“The bomb hit the ABC's headquarters, destroying
everything except one digital transmission tower. The
force of the blast left Aunty's site a cratered mess. Just
weeks before, a group of terrorists flew a helicopter into
the Nissan building, creating an inferno that left two
dead. Then a group of armed militants forced their way
intoan American Apparel clothing store and shot several
customers before planting a bomb outside a Reebok
store.”

Google It

&% Virtual Training Grows Up

Emergency Response training in 2nd Life emulating

a Dirty Bomb at a sporting event
11

bo6
bic
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@ To Money Laundering

« Creation of Property Rights

+* An Informal Exchange System
>Similar to Hawala
>Internal & External

« Existence of Market Place

» No Regulation or Oversight

* Anonymous

« World Wide Access

* Cheap

7113/2011

&2 Money Laundering

Second Life -
Linden Dollars
Exchange rate 268L$ -1US$
Direct deposit of funds
Online Brokers
Buy/Sell goods or services
EBay

World of WarCraft-

Gold
Exchange rate 20Gp -1US$

Online Brokers
Buy/Sell goods or services
Characters

Gold Mining

EBay

Money Laundering Schemes

* Money Exchange (Peso)
« Smurf

» Overseas Banking

» Shell Companies

* Investment Schemes

14

@ Trends

Virtual Worlds, Online Games, and Social
Networking Convergence

Big Money in Virtual Goods

Growth Opportunities in Business = Growth
Opportunities in Crime

Continued Lack of Regulation

Hyper-Realism (Merging of Virtual Worlds with
Google Maps)

Mobility \

Security Tokens to Prevent Account Theft

Contact Information

= SS4 |

b6
b7C
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®perational Technology Pivision
Overview of Technical Capabilities
Prepared for Cl audience

l. Introduction (10 min)

A. OTD Introduction

1. New Directorate of Science and Technology
a. EAD and Organizational Overview

2. OTD Organization (Org Chart) )
a. Overview of each Branch F
3. Principals (Intro of AD and Sections)
4. Mission and Vision s
>

IL. Technology (30 min)

A. Operational Technology -

1
2.
bl
‘bTE
3.
(8 4.

DATE: 0l-16-Z0LZ
CLASZIFIED EY a5179 DIMH/ 5B
FEAZ0M: 1.4 ()

DECLASSIFY ON: 01-16-2037 __mml\]
ALL INFOPIMATION CONTAINELD
HEFEIN IS UHCLASRIFIED ERCEPT ACLURMO042490
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SECR ORN

Analysis and Risk (15 min)
A. Intro to Technical Evaluation Office
1. Mission

2. Personnel/Staffing

B.

‘2. Other
C
Break (10 min)

Operations (10 min)
A. A Typical Scenario

1. No Such Thing — each is unique
a. Quick reaction -
b. Time on Target
c. Long term Objectives
d. Desired Results

SE RN
ACLURMO042491
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M

bTE
3. Communicating with HQ

I

R SPAB)

c. OTD

(&)

. Post Operations F'ollow~Up
a. Continued Support
b. Language Services
c. Long Term vs. Short Term
- VL. Requirements (10 min)
A Leg'al
B. Technical
1. Tech Request
2. Time
3. Realistic Approach | _ i f
C. Overseas Operations | ‘
VII.  OGA/USIC Involvement (10 min)
A. OGA/USIC technical Coopera’.cion
1. Case Example(s)

a. Working the System the Right Way
b. Working the'System the Wrong Way.

F'ORN
LURMO0427%
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VIII.

SEC ORN

2. R&D projects
3. Moving Satellites (or the "Enemy of the State" Situation)

B. International Partners

3. Training and Assistance Initiatives.
Discussion & Questions (15 min)
A. Lead Discussion
B. Have canned questions available for use as necessary.
Concluding Remarks (5 min)
A. We're with the government....and we're here to helb.

1. Statistics and Accomplishments
B. Coordination of multiple ,diécipline aﬁécks.

1. Sell unified approach -

C. Don't be afraid to ask. - |

1. May not be able to provide — but everyone has epiphanies every
once and a while

Contact Information (5 mih)

A. Pass on Important Contact Information within OTD

SB%NO FORN
LURMO042493
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ALL INFORMATION CONTAINED (
HEFEIN I3 UHCLA3SIFIED : . )
DATE C1-17-2012 BY ©517% DMH/SES 5

Technical Operations Overview Course for
Intel Agents

Prospective Topics and Time Considerations (in no T
particular order of presentation) |

I WA, ‘7/

\4k;'lntroduction and Course Overview (%Q\min)

qlg%; Legal Considerations (2 hours b6
b7C
‘ 3
\ e S&T Branch 7SN ) SR FyOra i b7E
] e OIPR ‘ -
(2 o 2 e General FISA Definitions a
N \
‘:3&&\ @ hour)
VU Pl Aapeade vt
%&k Guided Group Discussions (2 hours).
o e How the students' individual Office's Technical
Programs operate. .
Lﬁrc! e Realization of perceived shortfalls of field

technical programs
e Prioritization of Topics

%\5. Audio Technologies (2 hours classroom - 2 hours
hands-on/tour) '

e Covert MISUR coverage (pros and cons) R I“//:‘r
Ry

(0ices 3t

i

g& é houré

N

S
;, %é ‘} bTE
o~

Remobe. Go, (1] ¢~
H

= (?5@ | @ hours
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Planning Case Operations & including technical
insights

ACLURMO042495

{
Rre \<§E ﬁ\hours
EUAVL{ BIE
- o
- PCL-L) t/\,&':’\/
120 g RS o
A 0 X banr overview and tour) 2,
L@{‘ Q . /L i ‘15/
r
SbL; Special Project Technology (§§%QEE? classroom)
e Program overview fQQiia /'%3?
o \jgkh Technical Investigations/Operations Program (2
/kag our classroom)
<o
e
e
</
4/Q4%q? ﬁg\s Technical Evaluation Office (TEO) (2 hours
1assroom) -~ 7cf & Cuéc!,;.f (Eﬂ{‘b&f} o 2L p ,,u"::,,
ProduCTsaImr S&Trvlces ' : K o
(/
SXQ%; OGA Liaison and support (1 hour classroom)
® Requesting support
e Going through OTD instead of around it
® Expectations and limitations
\\}gix (2_hours classroom)/ ;. : ,
[ ] tw)
. 50..)(/{' “ plritoa
%LQ;L v
q?‘ ::hiho Case Scenarios & Studies / Lessons Learned (2
R Yours - classroom
: i ® Topics TBD (coordinated between CD and 'TEO)
bTE :
’ \\'7. |2 hours s
/Qz{i/ classroom) & . gj
7 s e Exploring Technical Risks C%&}?- . p
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rip/outside lab)

Defining and Prioritizing technical collection
reqguirements

Proactive vs. Reactive capabilities and results

Survey cons1deratlons.§3\éours - field

/L KLUZL ] a.

A
Thinking like a technical operator <\ '&ﬁLa
What to look at and look for ™ 322“
&
Hollywood vs. reality ’ ‘)V
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A e, P}"m&‘wy

,,.,»': \"a" b7E
v
% N oAb T *-1&
/}']
L
v \
Kyduior 0 rpoca
s “ :
Iy éz “ ~ ACLURM042496
L L’u‘(J j {f /fi,/ L \'

FBI1041396

v
1

!



Information for DAD Eulitz’s closing remarks to the Counterintelligence Technical
Capabilities and Applications class.

Place

b6

b7C

POC: SS4 bIE
SSA

Time: Scheduled for 9:30AM-9:45AM on Friday, November 6, 2009

Background:
- Class represents a departure from traditional CI classes and provides an intimate look
into some of (but not all) of the technical surveillance disciplines that the Operational
Technology Division (OTD) encompasses. The course was designed to expose CI agents
to the spectrum of what OTD has to offer (current & emerging technologies), regardless
of their field office (i.e., whether or not they have dedicated Special Projects squads),
how technical operations can fit or annlied in their cages and the inherent
complexities of technical operations

b7E

‘The students will be given a unique msight nto the
mechanisms that support their FISA requests. They will be engaged not by management
staff at OTD, but, where practical and available, by technical staff — OTD's lead
engineers and technicians within their area of expertise — to give a real-world feel for
capabilities.

- This is the 4th running of this class; prerequisites for the class are 1) agent assigned to
Cl-career path & working CI cases and 2) completed the web-based Introduction to CI
and the 4-week CI Investigations & Operations (CIOPs) class (or some previous version
of CIOPs). The inaugural running debuted in July 2008 and was an overwhelming

success.
-Cougse is considered an "advanced” CI course" by classl |
(only to afford students opportunity to tour facilities, see demonstrations,

participate 1 small group discussions, and get “hands on” experience with some of
technical devices available to them. However, due to the course’s excellent reputation in
the field, the class size was doubl or this running to accommodate the growing
interest in the course.

_-Cu.v;:e.n.t_dass_i&mmnﬁsed_nl_llhﬂpnfe [ bt S renre senting

HQ SSA{CD]J. CI

b7E

- OTD AD Marcus Thomas provided opening remarks on Monday, noting long-standing
relationship between divisions in CI operations, promoting cooperation and collaboration
between CD and OTD, and citing OTD’s continuing need to further advertise, within the
CI ranks, the capabilities they have to offer in CI investigations and operations.

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED ACLURMO42497
DATE 01-16-2012 BY 65179 DMH/SES
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(CD) (FBI)

From: (CD) (FBI)

Sent: 08 2:34 PM b6

To: | i(/.\ﬂ\ (RN 4|N.KA.LEBIT; | bc

[, D) (FB) |f°»F) (FBI)L_ (MWD (EB
i(SF)‘(FBI) kLv) (FBIT. I(WFY(FETI;
. IAAEN /DI (DY DRI .
Cc: OTD) (FBI); CD) (FBI);
OGA

Subject: Ci Technical-Capabilities & Applications, 11/17-21/2008

Importance: High

Attachments: Tech Cap Advertising EC 09-01.wpd; CITCA Student Agenda.doc

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

All -

You have been selected to attend the CI Technical Capabilities & Applications course, November 17-21, 2008. Attached is

the outgoing EC for your information.

Just a few admin notes:

The TR # for travel is TR14DV090514.

If you have not sent in your registrations points (located on pg 4 of the EC) via email to me, please do so asap.

I_A_b.lnck_of_mmi has been reserved
Reservations must be made by Monday, November 10, 2008. Please provide the following confirmation

number when making your reservation:
b6
bic
b7E

u (even WFO attendees) need to meet in the lobby of the hotel at 8:00 am on Monday, November 17th.|
where the training is being held is secure and requires badge access. Badges will be distributed at this tme an
weTl ca .

ravan ove1 "his will allow ample time for everyone to get in and get parked.

. b7E
Dress is casual; ie, range pants & jeans are appropriate.

A tentative student agenda (subject to change) is also attached for your information.

The Cl Training Center, along with OTD, looks forward to seeing you in two weeks. If you have any questions, please feel
free to contact me.

&

Tech Cap CITCA Student
lvertising EC 09-01.Agenda.doc (147 ...

ALL THFORMATION CONTAINED ACLURMO042498 *

HEREIN I% UNCLASSIFIED : FBI041398

DATE 01-16-2012 BY 65179 DMH/3BS
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SENSITIVE BUT UNCLASSIFIED

I;ounterinialligence Training Center (CITC)

Tracking: Raciniant Delivery

(AQ) (FBI) Delivered: 11/3/2008 2:34 PM
’ NK) (FBI)  Delivered: 11/3/2008 2:35 PM
SD) (FBI) Delivered: 11/3/2008 2:35 PM
|(SF) (FBI)  Delivered: 11/3/2008 2:34 PM
(MM) (FBI) Delivered: 11/3/2008 2:35 PM
(SF) (FBI) Delivered: 11/3/2008 2:34 PM
LV) (FBI) Delivered: 11/3/2008 2:35 PM
\WF) (FBI) Delivered: 11/3/2008 2:35 PM
|kWF) (FBI) Delivered: 11/3/2008 2:35 PM
(PX) (FBI) Delivered: 11/3/2008 2:35 PM
Delivered: 11/3/2008 2:34 PM

(OTD) (FBI) )
| |(CD) (FBI) Delivered: 11/3/2008 2:35 PM
[cD)  Delivered: 11/3/2008 2:35 PM

(OGA}
ACLU2RM042499

Read

Read:

Read:
Read:
Read:
Read:
Read:
Read:
Read:
Read:
Read:

Read:
Read:

11/3/2008 2:47 PM

11/3/2008 2:35 PM
11/3/2008 2:37 PM
11/3/2008 2:48 PM
11/3/2008 3:19 PM
11/3/2008 2:35 PM
11/3/2008 2:38 PM
11/3/2008 2:38 PM
11/3/2008 4:10 PM
11/3/2008 2:51 PM

11/4/2008 11:23 AM
11/4/2008 11:29 AM

b6
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Counterintelligence Training Centelr 7115108
[Please complete this form 1o insure training credit is o

Class Name: Counten’nlelzgence deiual Capabilities|& Applicalions 08-01
[Travel Dates: ' 07/06/2008 & 07/11/2008
1 I

Class Dates: 0207.412008

Class Location: |

Class Courdina]lqr: | [:q o)
Notes: |

k I ] |

o
¥
¥

tastName IFicstName | | __SsN EQ Blackh BUFEAD GlEQD 1 Gl Waorking |

I T N Y T 0 Y I

_,
37 p b5 g =3 g b b o
> 128 | =

ALL THFCRHEATION CONTAIEED
AERETN I3 UNCLASSIFIED
DATE 01-18-2012 BY £5172 DHMH/IEZ

ACLURMO042500

FBI1041400




__ Loumenmengence (ramning Lenier | i 11/3/2009 —
Please complete this form tg 0 insure training credit is recorded.
|
|Class Name: Counterintelligence Technical Capabilities & Applications 09-01 .
Travel Dates: 11/16/08 & 11/21/08] _
Class Dates: 11/17-21/08] |
Class Location: _
Class Coordinator: | (&) IoTD)
Notes:
last Name 1 Firct Nama | Praf d Bl | Title SSN FO | _Blackberrv BUEOD CIEOD | CI Program(s) Warkina
SA B cl ct PROF
SA hQ C1 [¢]] i
SA NK Cl cl
SA bD Cl cl
SA BF c Cl
SA MM Cl cl
SA BF Cl - oT NEW AGENT
SSA MM INA .
1A’ DTD INA
SA LV Cl Cl
1A DTD NA
SA NY Cl Cl
SA PX C! Cl

ALL INFURMATION CONTAINED
HEFETN IZ UHCLASSTFIEL
DATE 01-15-2012 EYT 65172 DMH/SES

ACLURMO042501

FBI1041401

Do
h7C

bTE




ALL INFORMATION CONTAINED
HEFEIN I3 UNCLASSIFIED
DATE Cl-16-201 BY 6317% DIEL/EBE

ACLURMO042502

FBI1041402



7/13/2011

It all began with a little Chinese
food.

b6
b7C
b7E

By Former Military Officers And Their
Families,
For Military Officers And Their Families

No one knows better than JMORA how businesses of
every kind can utilize the proven skills and experience
possessed only by militaryofficers to maximize their
corporate potential and meetthe demands of theglobal
market. MOs from the world's military services who meet
our selection criteria can expect a very high return from
their placement in the corporate world. Our international
MO preparation program has helped match hundredsof
military officers with choice civilian sectorpositions in
the U.S. and abroad. We cover the full spectrum of
civilian employment opportunities.

4@&5&&

Rates: 505p()0
fishing charter, Driu: includes all flshlnq
gear and tatkle. Miniinum of thiee.
maximum of six,

©  Reservations: 7%
Doat Dhone \lumbL

Atlantic Ilithal\ds Marina,  Atthe
end of First Avenue
Adantic Highlands, §J
Directions on yeverse side

What types of would
have been employed

bo
bic
b7E

| Had a Career Change

b7E

ALL IHNFORMATION CONTAINED
HEEEIN I3 UNCLASSIFIED
DATE 01-16-2012 BY 65179 DHH/IES

ACLURMO042503

FBI1041403




7/13/2011

bo
b7C
b7E

Moral of the story?

2

ACLURMO042504

FBI1041404




7/13/2011

* Never get falling down drunk
+ with a stranger who carries a camera.

3

ACLURMO042505

FBI1041405




SSA

(&) -

Cede /42/72) e %\,}*«1;

DATE: Ol-lo-2012
CLAZSIFIED BY 65179 DMH/ RS
FEAZON: 1.4 (o)

DECLAZEIFY OH: O0l-18-2037

ALL INFORMATION CONTAZINED
HEREIN I¥ UNCLASHIFIED EXCEPT
WHERE SHOWN OTHERWISE

i

Cl1oyS

) J - //MD

ACLURMO042506

FBI1041406



TII_ST (KCvy U= D7)

FBI FACSIMILE

COVER SHEET

ALL INFORMATION CONTAIHED
HEFEIN I3 UNCLASSIFIED
DATE 01-16-2012 BY 65179 DHH/SES

PRECEDENCE CLASSIFICATION
[J Dmmediate ] Top Secret
[E/P:xonrity [t Secret

{J Routine [J Confidential

[ Sensitive
[J Unclassified

To: GI rG .

Tiroe Transmitted:

Sender’s Initials:

Number of Pages: 74
(including cover sheet)’

Datc;'jzo/o7 ]/I¢ /07
é 67 I

Name of Office
Facsimile Number: I
Aty
TS KOO Lelephone
From:
: Nare of Office

/
BT T
| | - b6
b7C

.Subject: ' ~/4 05 7/ c

b7E

. . /
Special Handling Instructions: r%; aDproV ﬂ—/ . %M/e &/f) A .
‘ ‘ ot </

Originator's Name:

Telephone:

Originator's FacsimilcNumber
g

Approvcd:

Brief Description of Communication Faxed: EZ&

WARNING

Information attached to the cover shect is U.S. Goverument Property. If you arc not the intcnded recipient of this
this information is prokibited (18.USC, § 641). Please rvotify the

originator or the local FBI Office immediately to arrange for proper disposition.
ACLURMO042507

information, disclosure, reproduction, distribution, or ‘use of

FBI1041407



(Rev, 01-31-2003)
SE yy

FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINE 06/01/2007 Date: 05/10/2007

To: All Field Offices _ Attn: ADIC/SAC
FCI Program Manager
IT Drogram Manooey

From: Counterintelligencs

VRm

Contact: SSA4

Approved By:

4'

(I} case-ID #2-- ﬁﬂ (Pending)

() Titles {8

Drafted By: rmg

ADVANCED OPERATICONAL SKILLS TRAINING COURSE
COUNTERINTELLIGENCE DIVISION
BUDED: 06/01/2007

WSynopSIS:'"}gi will host an Advanced Operational Skills
I:U:'"""Tra:Lnlnc_:j Course for UCEs supporting FCI and IT UCOs, 07/15/2007 -
07/28/2007, at Washington, DC. 2all interested UCEs meeting the
prerequisites should submit a request to attend to

06/01/2007.
s Deriv A : G-3
Dec gify : X1
Reference: ()
‘ VDetalls:~'}§3
{7} " Counterintell DIVISIONn, will host an Advanced Operational

Skills Training Conrese (AOSTCS oy Indevoouey Emmlosrmme (110000
involved in

| In1i0g Wi € conducce -
07/28/2007, .in and around the metropolitan Washington, DC, area.

SE>:§ET

DECLASSIFIED EY 65179 DMH/5ES
O 01-30-2012

ACLURMO042508

FBI1041408

b6
bicC
b7E

b7A

b7E

b7E




SPERET

To: All Eield Offices From: Counterintelligence

I v Re— }Kz 05/10/2007
nwwwwwwwwww““}ﬁj AOSTC ig an intensive two week conrse to address
(U heeds of
| AOSTC will consist of a mix of
traditional classroom instruction, practical application
exercises, and a field training exercise. The  training schedule
for AOSTC includes evening and weekend work. 2A0STC will be held
at a covert training facility within the metropolitan Washington,
DC, area.
?‘§<\/ Students gplected 0 attend ANSTC will aoftend the
(U1}~ course|
ithmwm?&j Prerequisites for attendance at ‘AOSTC are:
- Prior certification as an FBI UCE.
- Current assicmment to ai or
— |
I P8 Interested candidates for AOSTC should submit an
) EC tol [06/01/2007 outlining their gualifications for

attendance at this course. Field offices should not conduct

Local Career Boards and/or rank. Referenced serial set FBI
policy that selections are to be based on the
needs of theé FBI. sScuden] . AOSTC will be selected from the
pool of all applicants by| and CTD Executive Staff.

SEPRET

ACLURMO042509

b7A

b7E

FBI1041409

b7E

b7E




TO

Re'r
LEAD(s) ¢
Set Lead 1:

attendance at AOSTC,
06/01/2007.

CC:

*"

Sé>é?T

all Field Offices From: Counterintelligence

05/10/2007

(Action)

ALL RECEIVING OFFICES

)%i Submit requests from all qualified candidates for
07/15/2007 - 07/28/2007,

to

DAD Slatterv., CD Operations Support Branch

sC
sC
ucC
uc
ucC
uc

ACLURMO042510

b7A

bé
bic
b7E

FBI1041410




(Rev. 01-31-2003)

sxz}émfr

FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINE 06/01/2007 Date: 05/10/2

To: All Field Offices Attn: ADIC/SAC
FCI Program Manage
IT Program Manager

007

r

| b6
b7C
From: Cqounterintellicencs b7E
PRm 5999
‘CBﬁEEEE?‘Tﬂﬂq
Approved'By:
y
Drafted By: r&é
W case ID #:- (8§ _ (Pending)
o witles (X o

ADVANCED OPERATIONAL SKILLS TRAINING COURSE

COUNTERINTELLIGENCE DIVISION

BUDED: 06/01/2007

() _.Synopsis: zgi will host an Advanced Opgrational Skills
Training Courge ror UCES supporting FCI and IT p7/15/2007 -
07/28/2007, at Washington, DC. All interested particinating
as a role player or counselor/fa0111tator should advise
06/01/2007. )
bTE
oL e e
Dac fy On:
Reference: (U) 66F-HQ-A1339948-D Serial 87
- _Petailsz—{&¥ The .

Counterlntelligence Division, will host an Advanced Operational
Skills Training Course (AOSTC) for BTE

involved in FOL@iQQ_QQEQLQLinLﬂlligence_iECﬁ) or International
Terrorism (IT) or aszgigned to FCI or

IT investigations. The training will be conducted 07/15/2007 -

07/28/2007, in and around the wmetropolitan Washington, DC,

SE

DECLASZIFIED EY 65179 DMH/ZES
O 0l-30-2012

ACLURMO042511

area.

FBI041411




L1

Sék%ET

To: All Field Offices From: Counterintelligence bIE

“Rer - D8] 105/10/2007

.................................... AOSTC is an intengive two week COﬁzsa—hmi“ﬁ*““““—-
-------- in FCI and IT for trainiacg in

“role player or counselor/facilitator should advise

with empha51s

cions. AOGIC will consist of a mix of
traditional classroom instruction, practlcal application
exercises, and a field tralnlng exercise. The training schedule - BIE
for AOSTC includes evening and weekend work. AOSTC will be held
at a covert training facility within the metropolitan Washington,

DC, area.

P '”&ﬁ """ interested in participating in AQSTC as a

06/01/2007.

smper

ACLURMO042512

FBI041412




To:

Set Lead 1:

. LEAD(s) =

S%bgéT

05/10/2007

(Action)

ALL RECEIVING OFFICES

06/01/2007.

CC:

+¢

interested in participatin

player or counse;or/fac111tator should advise

All Field Offices From: COunterlntelllgence

in AQSTC

DAD Slattery, CD Operations Support Branch

sC
sc
uc
uc
uc
uc

ACLURMO042513

b7E

5 a role

b6
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- W -«
FEDERAL BUREAU OF INVESTIGATION
WASHINGTON, D.C.
To: | TEL:
FAX
FrOM: | TEL:
. . . FAX: b6
b7C
DATE: 5/30,/07 b7E
NO. OF PAGES (EXCLUDING COVER): oZJ
' CONTENTS/NOTE:
For Your review amd dpprovel . |
“Hraukls a0aii0-
Jo
ALL IHFORMATION CONTAINED
HEEEIN I3 UNCLASSIFIED
DATE 01-16-2012 BY 55172 DMH/SBS ACLURMO042514
FBI041414




LU e = T =

—=

P EVENT INFORMATION FORM

THIS FORM PROVIDES TSU WITH INFORMATION NEEDED TO DETERMINE THE MOST SUITABLE AND
COST—EFFECTIVE LOCATION (TO INCLUDE FBY FACILITIES) FOR ALL HQ AND FIELD DIVISION

MEETINGS, CONFERENCES, & TRAINING,

radional SKills ammg TODAY'S DATE: 5/50/07

EVENT NAME:
rsh
PRIMARY EVENT DATES: '] / 15-1 /02 9]0 /  ALTERNATE EVENT DATES:
TRAVEL DATES: 7 /1 5 / 071 and /028 / 07 (FOR PRIMARY & ALTERNATE DATES)
UNIT POC! PHONI AX
FUNDING PROVIDED BY:  CU WML TTD COTR: —
PROJECTED TOTAL BUDGET LIMIT:
(INCLUDES TRAVEL, PER DIEM, CONFERENCE ROOM RENTAL, MISCELLANEUUS CUSTS, AK SERVICE, ETC.)
UNIT COST CODE:
REQUIREMENTS
# OF ATTENDEES 4 OF SLEBPING ROOMS NEEDED:
ARE A MAJORITY OF THE ATTENDEES DOJ/FBIEMPLOYEES (YES) NO
AUDIENCE TYPE: (CIRCLE ONE)
DIVISION ONLY REGIONAL
PERSONNEL TYPE: (CIRCLE ONE)
SUPPORT MIX MANAGEMENT NON-BUREAU
CONFERENCE ROOM REQUIRED: (CIRCLE ALL THAT APPLY)
CONFERENCE ROOM HOURS: rrov:  7:00 am.  to: /000 pnL-
AUDIO VISUAL NEEDS:
LCD PROJECTOR SCREEN PODIUM MIC WIRELESS MIC
COMPUTER TV/VCR INTERNET FLIP CHARTS
OTUER:
BREAK SERVICE: , BUDGET LIMIT
AM BREAK: YES  NO CONTAINS:
PM BREAK: YES  NO CONTAINS:
CONFERENCE ROOM SET-UP;
CLASSROOM THEATRE HALF ROUNDS
ROUNDS OTHER
ALL INFORMATION COMNTAINEL
HEEEIN I3 UNCLASIIFIED ACLURMO42515
DATE 01-16-2012 BY 65179 DMH/SES FBI041415

bé
bic
b7E




BREAK OUT ROOMS REQUIRED: YES NO HOW MANY

- -

BREAK OUT ROOMS REQUIRED : SUN MON TUE WED THUR FRI SAT

HOW MANY PERSONNEL PER ROOM:

BREAK OUT ROOM SET-UP:
CLASSROOM THEATRE HALF ROUNDS
ROUNDS OTHER '

AV REQUIREMENTS FOR BREAKOUTS:

CLASSIFIED MATERIALS: Y YES NO CLASSIFICATION LEVEL:

TSU LOGISTICAL SUPPORT: (Priovity will be given to events planned and managed by TSU staff) ‘
ON SITE ASSISTANCE (Events with 100 students or more & based on TSU availability)
ATTENDEE REGISTRATION (Events with 100 students or more & based on TSU availability)

TRANSPORTATION REQUIREMENTS: (i.e. CHARTER BUSES)

OTHER REQUIREMENTS;

JUSTIFICATION FOR MEETING: '
Ip address the needs of undercover employees in FET and.

Ir Lgnderzcover pperations [ to provide advanced alning to theses

SUGGESTED SITES:
t_Washinglon, D.c. Metropolitan. Awa.

2

3

JUSTIFICATION FOR SUGGESTED SITE:
e_clossroom. faciliby and maximum ralism for pracheal and.

..1

Lrold *mmim arexveses (e alfoched £0)

DIVISION TRAINING OFEICRR- | (PLEASE PRINT) ﬁg c

SIGNATURE: DATE: 5 20/0 7

ACLURMO042516 - TOTAL P.G3

FBI041416




MAY-30-2087 13:33 INTEGFATED REPORTS UNIT I Fees

b6

' b7C
0 ‘ bTE

Lp

ALL INFORMATION CONTATIHED
HEFEIN I3 UHCLA3ISTFIED
DATE 0l-16-20l2 BY 65179 DMH/IBES

I ————
FBI041417

ACLURMO042517




b7E

MAY-38-2827 13:33 INTEGRSTED REPORTS UNTT

= oae

EVENT INFORMATION FORM

THIS FORM PROVIDES TSU WITH INFORMATION NEEDED TO DETERMINE THE MOST SUITABLE AND
COST-EFFECTIVE LOCATION (TO INCLUDE FBI FACILITIES) FOR ALL HQ AND FIELD DIVISION

MEETINGS, CONFERENCES, & TRAINING.
EVENT NAME: (’,0 vert vad @QMSCJ TODAY'S DATE: ' 5:/41/&00 7
PRIMARY EVENT DATES: (/&5 - 07  avtsRNaTeEVENTDATES:  INove (due o contractor
awailabelity)

TRAVEL DATES: &1&5 ) b and é/&‘?_/ﬁ" (FOR P  DATES)
UNIT POC: HONl FAX [

FUNDING PROVIDED BY:  (lounterintel lf_a}anaez COTR:

PROJECTED TOTAL BUDGET LIMIT: ] — b6

(INCLUDES TRAVEL, PER DIEM, CONFERENCE ROOM RENTAT, MISCELTANEUUS COSTS, BREAK SERVICE, ETC.) ISE

UNIT COST CODE: _ 7
REQUIREMENTS

# OF ATTENDEES _| | #OF SLEEPINGROOMS NEEDED: __|

ARE A MAJORITY OF THE ATTENDEES DOJ/FBI EMPLOYEES {(YES NO

AUDIENCE TYPE: (CIRCLE ONE)

( FIELDWIDE > _ DIVISION ONLY REGIONAL

PERSONNEL TYPE: (CIRCLE ONE)
AGENT - SUPPORT @ MANAGEMENT . NON-BUREAU

CONFERENCE ROOM REQUIRED: (CIRCLE ALL THAT APPLY)

SUN  MON  (fUEY FRI  SAT

CONFERENCE ROOM HOURS: FROM: TO:
AUDIO VISUAL NEEDS:
LCD PROJECTOR __ v SCREEN_ ropruMMIC L7 WIRELESS MIC
COMPUTER —_7__ TV/VCR INTERNET FLIP CHARTS
OTHER:
BREAK SERVICE: BUDGET LIMIT
AM BREAK: vEs (NO)  CONTAINS:
PM BREAK: YES (NO)  CONTAINS:

CONFERENCE ROOM SET-UP:
CLASSROOM THEATRE HALF ROUNDS

ROUNDS . OTHER

ALL INTFORMATION CONTAINED
HERETIN IS UNCLAS3SIFIED
DATE 01-16-2012 BY 65179 DMH/3BS

ACLURMO042518 -~ . .

\‘T(mﬂis



— —*——“';
MRY-38-2087 ~ 13:33 INTEGRSTED REPORTS UNIT

!

b7FE

BREAK OUEROOMS REQUIRED: @ NO HOW MANY  od-3

BREAK OUT ROOMS REQUIRED : SUN MON TUE THUR ERY SAT

HOW MANY PERSONNEL PER ROOM:

BREAK OUT ROOM SET-UP:
CLASSROOM v THEATRE HALF ROUNDS

ROUNDS OTHER
AV REQUIREMENTS FOR BREAKOUTS: _V(de0 ta‘pin\c} e_@uilpme,rdj

CLASSIFYED MATERIALS: . NO CLASSIFICATION LEVEL: \S@‘F&t

~

TSU LOGISTICAL SUPPORT: (Priority will be given to events planned and managed by TSU staff)
ON SITE ASSISTANCE (Events with 100 students or more & based on T8U availability)
ATTENDEE REGISTRATION (Events with 100 students or more & based on TSU availability)

TRANSPORTATION REQUIREMEN'I;S: (i.es CHARTER BUSES)

OTHER REQUIREMENTS:

JUSTIFICATION FOR MEETING:

T proyc ‘ning_for overseas dravel. to el.
SUGGESTED SITES:

1_Alexandrin, VA
; uwashi nﬁ-bn@b

JUSTIFICATION FOR SUGGESTED SITE:
Secure. nfassroom spacs 10 diseuss  classied. mdcrw_i

DIVISION TRAIN[NG OEFICER: (PLEASE PRINT)
SIGNATURE: DATE: © S /&0 / 07

TN

j=}

P.&3

[ S
m2

T i - ACLURMO042519 -
\FBﬂmzmJ
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(Rev. 01-31-2003)
R SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: DEADLINE 06/01/2007 Date: 05/10/2007

To: All Field Offices Attn: ADIC/SAC

FCI Program Manager
IT Proagyram Manadger

Coordinator

From: Counterintelligence
| Vle |

Contact: SSA

Approved By:

Drafted By: E rmg

() case ID #: B (Pending)

ritler — ps{

b6

b7C
b7a
b7E

ADVANCED OPERATIONAL SKILLS TRAINING COURSE

COUNTERINTELLIGENCE DIVISION
BUDED: 06/01/2007

Syngpsisrw“i%ﬁ will host an Advanced Operational Skills

(I} -~ Training Course fo supporting FCI and IT UCOs,
07/15/2007 - 07/28 , at Washington, DC. All interested
UCEs meeting the prerequisites should submit a request to
attend to 06/01/2007.

(Uj~ww“ﬁ§ Derive om—7r G-3
Decl iy Omr—X1

Reference:

(U)

Counterintelligence Division, will host an Advanced

Operational Skills Training Course (AOSTC) for

b7A
b7E

s}c{m‘

DECLAZSIFIED EY £5179 DMH/SEZ
O 01-30-201Z

ACLURMO042520

FBI1041420

b7E

b7E




To: © All Eield Nffiprac  mrom. Counterintelligence
() Re: 8] 05/10/2007

bTA
b7E

| | The training will be
conducted 07/15/2007 - 07/28/2007, in and around the
metropolitan Washington, DC, area.

T o AOSTC is an intensive two week course to
address needs of UCEs in FCI and IT UCOg for training in

[ The training schedule for AOSTC includes
evening and weekend work. AOSTC will be held at a covert
training facility within the metropolltan Washington, DC,
area.

F( Stndente calamtad +a ottand AANQTA 231 oo

I_l b7E

iUF'"Wﬂaﬁ ,,,,, Prerequisites for - attendance at AOSTC are:

- Prior certification as an

b7E

,,,,,,, e (8) T Interested candidates for AOSTC should submit b7E

() an EC tq |]06/01/2007 outlining their qualifications

for attendance at this course. ffices should not
conduct | Referenced serial
set FBI nadercover Program selections are to be

based on the needs of the FBI. Students for_AQSTC will be
selected from the pool of all applicants by and CTD
Executive Staff.

s&{m

ACLURMO042521

FBI1041421




S@XéET

From: Counterintelligence

|05/1o/2oo7

}*i Submit requests from all qualified candidates

07/15/2007 - 07/28/2007,

TO: "All Field Offices
M Rre: (%)
LEAD (s) :
Set Lead 1: (Action)
ALL RECEIVING OFFICES
iUﬁ'””””féfwattendance at AOSTC,
P6/01/2007.
CC: DAD Slattexrv, CD Operations Support Branch
scC
SC
uc
UcC
ucC
uc
*

ACLURMO042522

to

FBI1041422

b6

bTA
bicC
b7E
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(Rev. 01-31-2003)
N I
- SHECORET

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 06/25/2007

To: Albany Attn:
Atlanta Attn:
Baltimore ‘ Attn:
Birmingham Attn:
Bogton Attn:
Buffalo ‘ Attn:
Charlotte "~ Attn:
Cincinnati Attn:
Cleveland Attn:
Columbia Attn:
Detroit Attn:
Indianapolis : Attn:
Jackson Attn:
Knoxville Attn:
Louisville Attn:
Memphis _ Attn: ‘
Miami . Attn: b6
Mobile Attn: b7cC
Newark Attn:
New Haven Attn:
New York Attn:
Norfolk Attn:
Phoenix Attn:
Richmond Attn:
Tampa Attn:
Washington Attn:
Philadelphia Attn:
Jacksonville Attn:
Pittsburgh Attn:

DATE: 01-16-201Z ' S T

CLASSIFIED EY ail7% DMH/SES
FE&ZON: 1.4 (o)
DECLASSTFY ON: 0l-l6-2037

ALL INFORMATION CONTAINED
HEREIN IS THCLASHIFIED EXCEPT
WHERE SHOWH OTHERWIZE ACLURMO042523

FBI041423



S ET

> »
To: eceiving Offices Frofi: Counterintelligence
[T} e -Re+— {8) 06/25/2007
From: Counterintelligence b1
_ Room 4123 bE
Contact: BIC
b7E
Approved By:
Drafted By: Jjip
(I}~ Case-ID #: (55 | (Pending)
P Titles PRI : feeting 30 Jul. - 2 Aug. 2007
- . Synopsis:-{& Attendee information required by COB Thursday,
July 28, 2007 bl
b7E

.............. ( D F : G-3
- K perived Frow: &

Details: )Si ]

(5]

We will have some case studies, group

exercises, and special presentations, as well as down time to
relax and swap stories.

The Off-Site will begin with an evening session on Monday, 30
July, and end around lunch on Thursday, 2 August.

Participants should plan on arriving at the training facility
by late afternoon on 30 July; evening meal will be provided.
Meals and accomodations at the training facility will be
provided. Field offices will be responsible for travel costs.
Vans between National Airport and the training facility will
be available for those flying into DC; the van schedule will
be set once we get arrival times for those flying but we
request participants arrive at National no later than 2pm on
30 July. Please be advised that field offices will be
responsible for bearing the cost of a rental car should agents
be unable to catch the wvan. Directions, maps, and other
guidance will be sent at a later date.

ACLURMO042524

FBI041424



SECRLT

To: Receiving Offices From: ounterintelligence

06/25/2007

el ]

Please do not hesitate to contact us via

emall 1f you have any questions. We look forward to your

participation.

bl
bé
b7cC
b7E

ACLURMO042525

FBI1041425

b7E




|
\
()
|
1
\
\

(3]

To: Recelving Offices rom: Countérintelligence

Re D&Y 06/25/2007

LEAD(s) :
Set Lead 1: (Action)

ALL RECEIVING OFFICES

Qﬁ Please provide the following information for
each participant: full name, Social Security Number,
grade/rank, mode of transportation to the facility (POV, GOV,
van), and approximate arrival time by close of business
Thursday, 28 June. This information should be provided to

b1

b6
b7C

b7E

*

- SEC

ACLURMO042526

FBI1041426

bT7E




L
i.

’ bl
SECRET bTE
N

EAST COAST

b7E

MONDAY (09/24/07)

TUESDAY (09/25/07)
8:30 a.m. - 9:30 a.m.

DATE: 0l-16-2012

CLAZSIFIED BY 65179 DMH/SBS
REASON: 1.4 jc,d)
DECLASSTFY ON: 01-16-2037

ALL INFOEMATION CONTAINED
HEREIN IS UHCLASRIFIED ERCEPT
WHERE SHOWH OTHEEWISE

SEPTEMBER 24-28, 2007

AGENDA

TRAVEL DAY

Introduction and Administrative Remarks
Counterintelligence Division -
Counterintelligence Support

Deputy Assistant Director (DAD)

John Slaterry

Norfolk Division
Special Agent In Charge (SAC)
Cassandra Chandler

Norfolk Division
Assistant Special Agent In Charge (ASAC)
Michael J. Erbach

Norfolk Division ,
b6

Supervisory Special Agent (SSA) b7c
"~ bTE

Counterintelligence Division

Strategic Management and Operations Support
Section Chief (SC)

Rossane Russo

Unit Chief (UC)

FBI1041427




9:30 am. - 10:15 a.m.

10: 30 am - 12:30 pm

12:30 pm - 2:00 pm

2:00 pm. - 3:00 pm
3:00 pm - 4:00 pm

4:00 pm - 5:00 pm

WEDNESDAY  (09/26/07)

8:30 am. - 11:00 a.m.

11:00 a.m. - 12:00 noon

12:00 noon - 1:30 pm

CI Strategy
(DAD) John Slaterry

STAFFING REQUIREMENTS &

CHALLENGES

EFFECTS OF HOLLOW WORK YEAR
PROJECT '

SURVEILLANCE PROGRAM CAREER PATH

PROJECT

ucC

LUNCH

ON-SITE REVIEWS
SSA

SCI ACCESS REQUIREMENT

SecD Rep
bl
STandARD IMPLEMENTATION b6
b7C
b7E

151]

TDY DEPLOYMENT

Rep

REQUIRED REPORTING AND MANUAL
UPDATES
BEST PRACTICES

LUNCH

FBI1041428




1:30pm-5:00pm

THURSDAY (09/27/07)

8:30 am - 10:30 am
10:30 am - 12:39 pm
12:36 pm - 2:00 pm
2:00 pm - 4:00pm

4:00 - 5:00PM

FRIDAY 09/28/07

gy

SE T

Productivity and Achievement Measures

OPSEC PRESENTATION

REVIEW OF BREAKOUT
SESSIONS

LUNCH

131

CASE PRESENTATION

13

OPEN FORUM
Ud

TRAVEL DAY

ACLURMO042529

bl
b6

FBI1041429

b7cC
b7D
b7E
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FBI VIRTUAL ACADEMY

NEW COURSE REQUEST FORM

Topic and Subject Prefix: | Conerntelieence () M

Course Description:

Course Name:! CounterEspionage Regional Conference Course Number:

26, 2007.

Keywords:

Regional Conference for ASACs and Program Managers, conference will be held September 25 -

Counterespionage, espionage or Counterintelligence

Special Course Requirements:

. . Counterintelligence Division
Date Course Available: l asao Course Provider: 9

Training Facility Location:
(FBI Academy or specify other

The course will be offered to: " ("anetVinual Acader) M
Classification:l_sm IJ Training Type (Select One): 4 Seminar " Course
Degree is required to take course: l No I.]
Section Dates: ] CEUs: ’College Credits: r_—— Cost: l : 7
Preferred Instructor: l SSA -—-CIass Coordinator: ’
Training Officer’s Name and Phone|
Additional Information:
Please contac if you have any qqestions Revised 05/04/06
ALL INFORMATION CONTAINED ACLURMO42530 |
HEREIN I3 UNCLASSIFIED FBI041430

DATE 01-16-2012 BY 65179 DHH/ZES

b6
bic
b7E




FD-448 (Rev. 6-2-97)

ALL THFORMATION CONTAINEL "
HEEETIH I3 UNCLAS3IFIED
DATE 01-16-2012 BY ©5179% DMH/3DES

FBI FACSIMILE
COVER SHEET
PRECEDENCE CLASSIFICATION
[J Immediate ] Top Secret Time Transmitted:
[ Priority J Secret Sender's Initials:

[J Confidential
[] Sensitive
Unclassified

Routine

Number of Pages: 2
(including cover sheet)

08/29/2007

To: - Date:
Name of Office
Facsimile Number:
Attn:
Name Room Telephone
From:
Name of Office

b6

Subject: New Course Request form B7C
bIE

Special Handling Instructions: Virtual Academy requirement

Originator's Name: Telephone:

Originator's Facsimile Number:

Approved:

Brief Description of Communication Faxed:

WARNING

Information attached to the cover sheet is U.S. Government Property. If you are not the intended recipient of this
information, disclosure, reproduction, distribution, or use of this information is prohibited (18.USC, § 641). Please notify the

originator or the local FBI Office immediately to arrange for proper disposition.
“ ACLURM042531

FBI1041431




.+ (Rev. 01-31-2003)

- * FEDERAL BUREAU OF INVESTIGATION

Preceidence: ROUTINE . Date: 07/18/2007
To: Director's Office Attn: National Security Branch
- Executive QOffice
sC |
Counterintelligence Attn: UC|
| | CI Training Center
C] |
I |
Training and Development Attn:
From: Couhterintelligence
Room 4833
ontact: |

Approved By: )ﬁb

| ST a1-tv-03
Drafted By: bws
Case ID #:
Title: COUNTERESPIONAGE -

REGIONAL CONFERENCE

09/24/2007 - 09/27/2007
Synopsis: Request to hold captioned event on 09/25-26/2007. bIE

Enclosure(s): Event Information Form.

rng;ails;__ihe Counterintelligence Division (CD),l |
is sponsoring captioned event and is in need of
an appropriate secure conference facility. CD has set aside
|for funding this event. The enclosed Event

Information Form provides specific requirements pertaining to
the captioned event.

SUMMARY REPORT: requests the
issuance of a FY 2007 Travel Authorization Number to support
travel expenses for field office personnel who will be
attending the Counterespionage Regional Conference on
9/24/2007 through 9/27/2007. The conference is two days long,
with two additional days, 9/24/2007 and 9/27/2007, allocated
as travel days. The Training Division should be aware that in

ALL THFOFMATION CONTAINELD
HEFEIN I3 UNCLAS3IIFIED
DATE 01-16-2012 BY 65175 DHH/SES ACLURMO042532

FBI041432

bé
b7cC
b7E

bé

b7A
b7cC
b7E




( t
. To: Director's Office From: Counterintelligence | bIA
Re: 07/18/2007 ‘

selecting an appropriate conference facility for the
above-captioned conference, attendees will be Special Agents
and support personnel assigned to FBI field offices located
in the southwestern and western sections of the United States.
Additionally, a secure facility is needed. No space was
available at the FBI Academy to accommodate the anticipated
[:;:::]Bureau (field and headquarters) personnel attending
this conference. A projected cost of has been
estimated to establish the Travel Authorization Number for

this event to include airfare, lodging, per diem, car rental, BTE
and miscellaneous travel expenses.
Once a venue is selected and per diem rates are
available a more detailed Event Information Form and budget
estimate will be provided to include specific information to
satisfy requirements related to captioned event.
In order to meet the NSB mandate that conferences
include an NSB overview, an approved slide show will be
presented.
Questions or comments concerning above conference shou
rbﬁ_addxﬁﬁﬁﬁd_tc FBIHQ, Counterintelligence Division] |
Room_4833. Att+ention. con | 56
MAPA or b7C
, BalITimore Field Office, Desk: : »7E

ACLURMO042533

FBI041433




, To: Director

R

i

's Office From:

Re:

LEAD(s) :

Set Lead 1: (Action)

TRAINING

AT QUANTICO, VA

i
Counterintelligence

07/18/2007

will

contact and coordinate the lOngthS and plannlng of the
referenced conference.

Set Lead 2: (Action)

COUNTERINTELLIGENCE

AT QUANTICO, VA

CITC will contact and coordinate w1th[::::]to
coordinate the logistics and planning of the referenced

conference.

Set Lead 3: (Action)

'COUNTERINTELLIGENCE

AT WASHINGTON, DC

The

coordinate wi

conference.

*

b7A

b7E

will

T CIIe Flnance Divislion ror the identification of
funding and issuance of a TR number for the referenced

ACLURMO042534

b7E

FBI041434




oo EVENT INFORMATION FORM

THIS FORM PROVIDES DSLU WITH INFORMATION NEEDED TO DETERMINE THE MOSTSUITABLE AND
" COST-EFFECTIVE LOCATION (TO INCLUDE FBI FACILITIES) FOR ALL HQ AND FIELD DIVISION
MEETINGS, CONFERENCES AND TRAINING.

EVENTNAME: COUNTERESPIONAGE REGIONAL CONFERENCE
TODAY'S DATE: 07/18/2007

PRIMARY EVENT DATES: 9/25/2007 - 09/26/2007  ALTERNATE: None

TRAVEL DAYS: _9/24/2007 & 9/27/2007  (FOR PRIMARY & ALTERNATE DATES)

COORDINATOR; SSA PHONE] [office telephone)
PHONE #| befice telephone)
| PHONE # office telephone)

cellular telephone)
[fax number)

FUNDING PROVIDED BY: Countermtelhgence Division

COTR: b6
b7C

b7E

- PROJECTED TOTAL BUDGET LIMIT:| |
(INCLUDES TRAVEL, PER DIEM, CONFERENCE ROOM RENTAL, MISCELLANEOUS COSTS, BREAK SERVICE, ETC.)

UNIT COST CODE:

REQUIREMENTS

# OF ATTENDEES # OF SLEEPING ROOMS NEEDED

AUDIENCE TYPE: FIELD WIDE - DIVISION ONLY REGIONAL

(CIRCLE ONE)

PERSONNEL TYPE: AGENT SUPPORT MIX MANAGEMENT NON-BUREAU

(CIRCLE ONE)

AUDIO VISUAL NEEDS: _X LCD PROJECTOR _X SCREEN ' MICROPHONE
X COMPUTER __INTERNET ACCESS _X TV/VCR
__FLIP CHARTS
___OTHER

BREAK SERVICE: YES "'NO BUDGET LIMIT: $
CONFERENCE ROOM SET-UP: CLASSROOM CRESCENT ROUNDS

ROUNDS THEATER - OTHER:

" BREAK OUT ROOMS REQUIRED: YES NO HOW MANY:

CLASSIFIED MATERIALS: YES  NO  CLASSIFICATION LEVEL: SECRET

ALL THFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 01-16-2012 BY 65179 DMHE/SES ACLURMO042535

FBI041435




“DSLU I RAINING TECH SUPPORT: __ATTENDEE REGISTRATION

—X BUILD PRESENTATION BINDERS/PACKETS
— X CREATE NAME TENTS & TAGS, CERTIFICATES
__ SHIPPING MATERIALS
_X OTHER - POSTER BOARDS WITH ARROWS

TRANSPORTATION RDQUIREMENTS RENTAL CARS YES f NEEDED
SHUTTLE TO/FROM ATRPORT YES

SPECIAL NEEDS REQUIREMENTS: INTERPRETER N/A
HANDICAPPED ACCESS HOW MANY

OTHER REQUIREMENTS: N/A

JUSTIFICATION FOR MEETING: To provide regional training pertinent to the Counterespionage
statute for Bureau management personnel from Southwestern and West Coast field offices. Special
Agent Managers will be selected who are currently supervising FCI matters.

SUGGESTED SITES: |
' 2
3

JUSTIFICATION FOR SUGGESTED SITE: A secure facility is needed to handle classified
presentations relative to ongoing FBI investigations and sensitive techniques.

DIVISION TRAINING OFFICER: (PLEASE PRINT)

SIGNATURE; . DATE:

ACLURMO042536

b7E

b7E

FBI041436




DISCOVERY REQUEST MATERIAL

COUNTERINTELLIGENCE INVESTIGATIONS
&
OPERATIONS (CIOPs) COURSE

AUGUST 4-29, 2003

ALL INFORMATION CONTAINED
HERETHN I3 UNCLASSIFIED
DATE 01-17-2012 BY 65179 DMH/SES

ACLURMO042537

' FBI041437
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