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Welrome To

CIOPs

07112005 - 03052005

elcome to the

FBI Academy

Counterintelligence Training

Class Roster
+ Print Clearly

« Name

« Office

* Phone Number

33 i Rl 2l Ltz ol
Course Critique Forms Academy Rules Dress Code
« Please fill them out after ® « No Alcohal + Casual business attire .
each class (not at the end of o Collare'd shirts, blouses, & slacks,
the week) skirts or dresses
© + No Smoking Inside Buildings
* Purpose g 9 O No sandals, shorts, halter, tube or
« Display Quantico Badge tank tops or similar attire
—Do NOT put badges on belt
“1m) M) “1re)
. '! ’
7 Dress Code Linen Exchange Telephones

. Athlstic attire - Gym area only

Monday - Friday

; ﬁ.gg EM - g.;g EM )
O--N6 blue Jeans during the business day )
+ Business day ends at 6:00 PM » No direct dial long distance from
. dorm rooms
“Ive AN ANV
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Telephones Amenities Traffic Enforcement
Local...Dial 9 + number « Library - Open 2477 * FBI/USMC Relationship
-Credit Card...9 + 0 + number « Internet Computers
Toll Free...9 + 1 + 800 + number P * MPs enforce speed, seatbelt, DUI/DWI &
+ Dining Hall base regulations WHICH APPLY TO YOU
PHONE SYSTEM - + Board Room
¥ DUNOT CONNECT LAPTOPS + Mainside PX - Student ID * FBI Police - Special Deputy US.
Marshals
A “yie) 112
L]
Espionage

+ Last 10 years -
Documented recruitment b7
attempts of students Clearance + Need To Know = b7E

ACCESS

Documented cases of an
employee providing

ﬁ‘ied information to

“Ive) 11308
1
Door Combinations Protocols
E * NO cellular phones in classroom
« Classroom | -You_CAN make cell calls from the balcony
B K » Smoking - 2nd floor Balcony (lock BIE
—Beverages are okay door when unoccupied) R
—No food, newspapers & magazines « Books
+ Dorm Raoms « Restrooms
-~ No “guests”, even other FBI employees . materials
+ Red Trash Cans -ﬁ}elephones
«wmw»Regular Trash ™ aBE-mail computer
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o S AR W21 atovy

,'. _' 2
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Class Attendance

‘You must attend all class sessions
Absent from class - ASAC & CFCUC
Withdrawal - ASAC & CITC UC

Course Directorshas advise

o finaliy s
1“1k end of each class day.

and/or

* AWOL -NA student -
. Vehicle Accident /no insurance
At the erid of the last block of | ion scheduled
for the day, do NOT- feave th nfl one of the

at you are “Done for
e day.” One of the Course Directors will provide

at

Class Adminstrative “Stuff”

+ Bus list for departure Friday
« Class contact roster
« Departure after hours
—Leave note on desk in room

Departure Friday

Out of rooms by 7:45 AM
PLEASE do NOT return to your room
Prop open the door to your room

Place sheets & towels in
bins at elevators

s v
. Transportation for
F’rlday Departure Departure Friday
Ladistage luggage in break area or your
?sgvehicle‘ Reagan National Airport:
'5}'}§(§!ass begins-at 8:00 AM
_fose public restrooms in Atrium Bus departs - 10:00 a.m.
"Return student badges TQ THE 12:00 noon
RONT DESK -
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) {Larry Wu Tai Chih [Jonathan Jay Pollard |
i . s Y T L
A .
1 20 Years Combatting
f Betrayals and Lies
. F 1985-2005
1 e 20 Anniversary of the Year of the Spy Ii§§—57] \‘;4‘4 20% Anniversary of the Year of the Spy ii@gg
! |
(William Pelton

< 3 J.z\ 20% Anniversary of the Year of the Spy 111“9?5— j L&*w" Annivcr:;nry of the Y:aro_f the Spy 1?8‘5“
. {Randy Miles Jeffries [Clayton John Lonetreq (Stephen J. Rj\*t}{;a}iw
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7 , PR o e S 2 )
. { N 20 A{miversﬁ.fy»af the Year of the Spy : 1985 | >, 20 Anniversary of the Year of the Spy l 1986 ] W;}LZM Anniversary of the Year of the Spy [ 1988
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‘5 20 Anniversary of the Year of the Spy ‘x 1 988 ]
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-, 20 Anniversary of the Year of the Spy L 1993 ]
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= 20% Anniversary of the Year of the Spy £ 1993

jAldrich Ames|

. 4

% 20 Anniversary of the Year of the Spy [1994 ]

(Robert Chaegun Kirh
p e Seriniecdy,

. pexist
-ﬁgﬁll}“ Anniversary of the Year of the Spy { 1 996 }

«:L« 20 Anniversury of the Year of the Spy { 1996]
Sxlindt P

F

[Earl Edwin Pitts

e 20% Anniversary of the Year of the Spy . 1996

[Farold James Nicholson

20 Anniversary of the Year of the Spy i 1 996 .
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‘Anna Belen Montes {Brian Patrick Regan Robert Philip Hansser
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R Let’s Talk About.... History
T T——— it =i S o ) »
{ T ’ bé
K o Mitewonce .
I RN | ] b7C
B  2007-2010 National Cl Stategy J bIE
77 B » HOW docs th > 5
esented by: » WHERE doex lata go?
pxm o CIOPS 090D Sats i
Counterinteligence Divisbn « C1 Program Credo
FBIHQ « Questions, Suggestions of Concerns
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WHAT is u.l l-n
Structuré i

HOW docs mq\am {cont))
Select Accomnplishment List

HOY does thq lvork'.’ (cont)

Main Dialog Box

HOVY docs h] fortt @onty ~

Category, Type, Subtype, and Glossary

HOW docs ¢ 2 \}
Glossary Changes fo Example

HOW docs th ork? (last!)
Lead Information

b7E
L3
WHERE docs ata go? - a? (cont.) .
[ 1WorkFlow CIOPS Stats & Best Practices
b7E
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1
bl
) b7E
- )
;‘[E.’ N - —_— O S
ﬁ
b
R

| |€‘~E %ﬂ”’m’ﬁ‘ Parranshin inie vty Prodatien & Parkeersiizs | R Gy Condinetion ks

b7E

R

ACLURMO042717

FBI041617




el ]

P Proprena befscontion & Mara

Partpengh
|

Tvnes of Partnershins

Snonk With One Vaire

{'M‘ N

- —

etect, Disrupt

ol
Q. ;
39
£

|

b7E

ACLURMO042718

b6
b7cC
bL7E

2

FBI041618

b7E




S
[CRt REARE

ALL FEI INFORMATION CONTATINED
HEFEIN I5 TNCLAZSIFIED
DATE 0Ol-g£5-201z BY 65172 DHH/ZTW

1.7 ENFORCEMENT

. ENFORCEMENT
ALTERNATIVES IN ALTERNATIVES IN b
COUNTER- COUNTER- b z <
. INTELLIGENCE .. INTELLIGENCE b7E
NN BN :\ OR
\ T Bl oo
\\ ‘?cm"?“ﬂl%.m — EVEN WHEN IT DOES). WHAT THEN
ACRONYM HEAVEN MORE ACRONYMS
«D0J b7E
oNSD ] o DHS
. o 2USAO o ICE *
Why are we here? . « OPLA * j
, o NSLD
et .0.CBP .
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g Driglns of the grogram
The 9/11 Commission (7/22/2004)

“Addmg{a new d(mestlc intelligence agency will not
solve Arr‘!erlca s problems in collecting and analyzing
mtelhgen@e within the United States. We do not
recommend creating one. We propose ..

speclallzed and integrated natioml secunty
workforce at the FBI, consisting of agents, analysts,
'lmg_ulsgs and surweillance specialists who are

" recruited; trained, rewarded, and retained to ensure

the development of an institutional culture imbwed
with a deep expertise in intelligence and national
security'¥:

«...Create within the FBI a specialized, integrated

[ Origins of the program
Presidential Memo to the A.G. (11/23/2004)

intelligence cadre (including special agents, analysts,
linguists, and surwillance specialists), and implement |,
a separate career track program permitting employees
within the intelligence cadre to pursue their entire
career... This effort shall include the establishment of
specific requirements for training, career
development, certification, recruiting, hiring and
selection, and integration of the cadre into the FBI's
field intelligence groups."

’Inveﬁsﬁ sation shall develop and maintain a
speclalrzed and- mtegrated national intelligence
~workforce consisting of agents, analysts,
lmgulss, and surveillance specialists who are
récruited,trained and rewarded in a manner
which ‘Lnsures the existence ... [of] an
institutional culture: ‘with substantlal expertise
in, and{commitment to, the intelligence
miss'ic,) ‘of the Bureau.”

o Aot &7

[ Origins of the program |

The WMD Commission (03/31/2005)

“The FBI’s hybrid nature is one of its strengths. In
today’s world of transnational threats, the line
between ‘criminal activity’ and ‘national security
information® is increasingly blurred... We believe it is
critical that the National Security Service remain
within the FBL Personnel in the service would take
advantage of its specialized career options, but agents
in the service would go through law enforcement
training along with their counterparts in the FBI's
criminal divisions. Agents could laterally transfer
between the service and the FBT's other divisions
mid-career.”
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WHAT ABOUT....?

Basic Immigration Course 101

Basic Immigration Course 101

ORLESS? | — I
N

sin any sctivity
oo vnhu any lawof the United Statcs relating 1o espionage of

o v.ohu«cvut oy Law poblitieg the xporsfrom the Unat=d
f;oods. udnn’;lop of m:‘u‘w ml’omutw

Home Shopping Network
e ~Anybody? Anybody?”
N N
Cuistody to the end?
“1 hag m};:n the good fight.* N
! .
1 . AN
: DEPORTATION (throw them out) Espionage and Related National Security
Three Procedures Immigration Charges
INADMISSIBLE AUENS
Any ali General (or DHS Secretary)
knows, othas remm.ble ywnd o helieve
w3eckst o entee the United mu:
stoengage sokly, principally, y
oto violate any lawof the United Statesrelatmg to cspionage ot
"\ .. sabotage.or
BN w:fa violate of evade any law prohibiting the export from the Umited
SoSuta af goode. technology. of sensitiv e information of
Y » inyactiviy a purposc of which 15 the opposition 10, of the control of
\ \ ovz}:&v of; the Govemment of the United States by force, violence.
e o olhir nlmﬁxl meang,
NS \,
Ny xEnadmissibid INA 212X
T \ A
| Esplonage and Related National Secunty Espionage and Related Nationat Security
means: Immigration Charges, cont'd Immigration Charges, cont'd
* DEPORTABLE ALIENS
3 DEPORTABLE ALIENS, cont'd
PROBABLE CAUSE =same fac en as that required for * Anyalienwho has engaged is engaged of at any time afler admision
obtaining ascarch wamantor af rproval engaga

® Any alien who at any time has been convicted of

any violation of, oran attempt, or a conspiracy to
vw_{a(c, any provision of the Foreign Agents
«Reglsﬂguon Actof 1938 22 U.S.C. 611, et seq.)

o
Py of which i the oppostiion o of the control or N
e\wﬂrqwol’ SG by fme.vnkmc.orolh-wnhwfnlmcuu is depo mhlc - NAS 2RO
by, INA§ 237GXSXAXT) N
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AT SQUARE ONE

o Know the facts

* Know the gravity

.-..e_Consider and preserve all options
SRS

—
Z'_‘;*Dat;{\?g;\u:e jmalysis

- :§\(Iailnloplanli...)
N

SQUARE ONE PRESSURES
Wa're deiven b RUT FS & COMPHICATIONS
that efiect THE USEof
NATIONAL SECURITY INFORMATION

2, COMPLICATIONS THAT AFFECT USE

. N ‘\ \‘\ T AY
SQUARE ONE OPTIONS AT THE SQUARE ONE TABLE
] BN 3
NN :
AN
AN
T 3\ K
Doyouhave... Rest laid ol 20 END GAME
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1. :misl I” Hywarde
2. “How da | work atDnvestigation?"
b6
b7C
b7E
info rm ati O n *Q Single-Most Significant Loss Incident
reasonable
independent b7E
economic
value
b7E
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ALL INFORMATION CONTAINED
HEEEIN I3 TNCLASZTFIED
DATE Q2-04-201l2 BY 65179 DMH/ATW

Ci DOMAIN PROGRAM Committee on Foreign Investment
CFIUS/FCC ' in the United States (CFIUS)

« CFIUS is chaired by the Dep artment of
Treasury. )

* Members include:

—DQJ, DHS, DoD, Department of State, )
Commerce Department and Office of the U.S.
Trade Representative

Federal Communications
Commission

¢ Telecommunications Act of 1996

—~Requires entities seeking to make
connections to the domestic
infrastructure for the purpose of
providing international
telecommunications to submit an
application for a license.
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ALL INFORMATION CONTAINELD
HEREIN I3 UNCLASSIFIED

DATE 0z2-04-201& BY &L179 DMHSSTH

CI DOMAIN PROGRAM
Academic Alliance Initiative

Academic Alliance

& FOSE! Spui ol
cooperation o
» Establish a dialogue _,’m'
« Share information B3I
« Increase awareness s

Academic Alliance

« National Serunty Higher Education Advisory
Board (NSHEAB)

« College and University Security Effort (CAUSE)

National Security Higher
Education Advisory Board

agNSH,EA%)

* Members Indlude 16 university presidents and

chancellors

« Chaired by Graham Spanier, President of The
Pennsylvania State University ¥ -

« Three meetings a year

« Other participants indude: Ef
- National Science Foundation g .

i

Mission of the NSHEAB

» Promote understanding

« Create a forum for mutual issues

« Provide advice on the culture of higher
education

« Build on traditions of openness, academic
freedom and international collaboration

« Discuss matters pertaining to national
security.

Pennsylvania o University of Wconsin

NSHEAB Members

+ The Johns Hopkins o MIT

University + Purdue
* ‘UCLA « West Virginia University
« Camegle Mellon * University of Florida
« University of Washington o yNC~Chapel Hill
+ Texas A&M « University of Maryland
« Iowa State University + The Pennsylvanla State
« Unlversity of University

* « Establish a dialogue

. College and University Security
i Effort (CAUSE)

+ Foster spirit of
cooperation

« Share information
* Increase awareness
» Conduct outreach
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ALL INFORMATION CONTAINELD
HEREIN I3 UNCLASITFIED

DATE 02-05-201& BY &5l79 DMHSSTW

CI DOMAIN PROGRAM
Business Alliance Initiative

Objectives
* Business Alliance

-Whatltis
-Whoitis

= How It woks

FBI Priorities

« To protect the United States from:
~Terrorist attack
—Foreign intelligence
operations/espionage
—Cyber-based attacks and high tech
crimes

Counterintelligence Focus

Globalization: Why we need

the Business Alliance

« Globalization prczes

=Version 1.0 1492 to 1799; ¢ 4
size large to size medium
Countries globalized

~Version 2.0 1800 to 2000:
size medium to size small
Companies globalized

—Version 3.0 2000: size small
to size tiny Jndividuals
globalized

», 7]
Tom Friedman

Business Alliance—What is it?

 Working relationship between FBI and
industry

» Focused on protecting intellectual property,
prioritized on relevance to national security

» Bilateral Information Sharing
—FBI provides specific threat information.
-Company advises when indication of threat
surfaces

Business Alliance: Anticipated
Resuits

« Both the FBI & industry will have better
understanding of the foreign intelligence
threat

« Improved ability to identify intelligence
activity

» Harden the target
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Business Alliance National Business Alliance Business Alliance
Fiatieent Ctrinry it Mrmhore Mission Core Components
o Protect U.S. interests peiny &gl uy
foreign Ir.\telllgenoe Services by developing « Focused threat briefs
partnerships « Information Sharing
» Counterintelligence Vulnerability
Assessment (CIVA)
» FBI Response
N »
[T
oo
I
!ti
!_qf - FBI Threat Information CI Tool for Corporate America — Counterintelligence
i
|
’% + Company specific
b o Classified or sanitized
B

P * Who's targeting you?

1 * What are they after?

i + Which employees may ¢« - e,
i be at risk? %‘Ej ‘.

+ How they could get it ? 4

}4“

Py

24

il . wNational Security Concerns

|, » Intellectual:propérty ’ )
- --Classiﬁed:research_&-technology
il <[ unciassified but sénsitive information
. » Lossithroiigh cyber Intrusions i
+ Weapons, of Mass Destruction.R&D
s Dual use technology ™ -
« Deemed exports  *~

FIS Exploitation Techniques

« Email, fax, telephone
« Unsolicited requests and visits

« International conventions, symposiums,
and meetings

« Information available on the internet
« Foreign visitors

« Family, friends & work relationships
« Personal ideology
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'7;?%—What is the RTP SIG?

X
- ¥ What is the RTP SIG?

% What is the RTP Special
K‘P Interest Group?

Y
« RTP = Research and * The RTP SIG is a tool the FBI utlizes to provide
Information to cleared Detense LONTECLOTS, piwvaie
Technology Protection { ,, industry and academia. Domain Coordinators are

* SIG = Spedal Interest Group g v, o your local FBE contacts.

* The RTP SiG is a tool for M : - Mission: to provkie actionable and relevant Information to
Domaln Coordinatorsto useto ¢ -, S5 A cleared defense contractors, prlv:'tgel Industrz:;nd gedemla
provide Information to their ‘. T— mﬁg&abk theim {0 protect thei research an
Domain rep .

Why we need the RTP SIG

* To provide information to the targets of foreign
intelligence services and economic espionage
that will help them become a tougher target.

* To increase reporting of Counterintelligence
events, e

{
Membership: the application How do I access the RTP
process for the RTP SIG SIG?

* Mustbea cuneimember {
« Must have a need Tor information on

how to protect research and technology b7E
« Should have the capability to take action

on the information provided to them }‘4
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‘ ALL THNFORMATION CONTAINELD
. HEEEIN I3 UNCLASSIFIED ty
p DATE 0l-25-2012 BY 65179 DMHASTWy |
1)
. .
\ @ Who Cares about Writing . (
. o | | Anyway? l What We'll Cover
A LA
. s . b N = Reasons we write
» What can effective writing do for you?
s ﬁ . Effective Writing Techniques t " save tinmel 9 4 « Perspectives in writing |
* i « Reduce paperwork = Techniques for active, clear, and 14
' Make All your CI Writing = Get you what you want concise writing
Complete, Clear, and Concise « Make an impression » Homework assignment ) ,“
« It's a critical part of ' !
, t - your job... [ j.l .
l‘v i -
|
1 1
t . :
, { N a0y i
i !
] N ;\ L] Wt R
}
] \ . ‘
, ) 1
) '
* ) : )
vty . .
' Ml” Reasons We Write in CI 4 -|- Reasons We Write in CI WI“ Essentials for Communiating | .
- 55 ™ . Communicate -
f R |8 £S5 1. mmunica
2 ")«;ﬁ 2. Request action @ '
¥ 3. \§ 3. Document
W 4. Leam (see connections) 1
- ]
lﬂ Y 1
H "
1 3
1 i !
) f . . .
t ! ] '
3
3 '
. 3 ’ A . ‘ . -
1]
1 5
' ! ’ ' ¥
) . : ' bTE
. - } Who are Your Readers? v l Who are Your Readers? »‘V Meeting Your Readers’ Needs |
- e i — - Dot 1 4
H " Head bep
) ) ? ' - flqugll’Jvl;gntive Units Q. :c::anzt;{\ents dated Jun:isf :;93, from AG ' .
' = . anet Reno:
by = = Field and HQ Executives “We should put ourselves in the place of
. = = DOJ-OIPR - (] those to whom we-write and ask
[ = Director, AG, President #, ourselves if we would find oufr .
] » You or new Case Agent ' responses complete, candid,
. rnmmmwnl } and comprehensibfe.” .
¥ . - i‘ v
L] 7
L
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| ! | What do Your Readers Need? Looking at Writing from a
-| What do Your Readers Need? -} Enough and the right info to... .. Business Perspective
4 What do Ye -1 Enoug g l. s Persp
. { « Do what you ask 1
. » Make resource allocation decisions {:Tr bl @@@@@ .
. » Write policy andfor procedures e @ @ o
. s » Remember a case for testifying 2 . o
. J = Learn a case to work ) bﬂﬁﬂ%i‘ M}Eﬁ’ 1
- » Make connections
. Whose job is it to bridge the gag )
¥
l Put Your Bottom Line Up Front ~{. What's Your Bottom Line? mlm Content
__ = What’s your most - « NOT always the purpose . Make sure it is complete—answers ALL | *
[ . . important point? . ity possible questions from the reader(sk }
Tl | » Give context—all LHMs and ECs should v
. ( i » Put it first (or close to it) al be able to stand on their own .
Ef? = Organize IogicaAlly AFTER you start with
. « Follow with the your bottom fine
explanation/details ]

“lh, Writing Style—Make it
s a Active (direct)

» Clear and interesting

» Concise (uncluttered)

3!

-

t

I Make it Active and Direct
= Avoid forms of the verb “to be”
«Be, belng, bee n, am, are, Is, was, were
« Put who does the action BEFORE the
action.
«SA Dterviewed the subject.
NOT

sThe s ubject was Interviewed by SAD

Make it Clear: KISS It! '
~~!,, Keep It Simple and Specific

In the same Memorndum for Headsof
' ; [ AG

rr

a

“Let’s, where possible, eliminate
confusirig jargon and respond in a non-
bureaucratic fashion with what Winston  ['
Churchill called *small, old words’ that
everyone can understand.”
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KISS IT! KISS IT! .
i Keep Tt Simple (and Clear) L Keep It Specific I, Keep It Specific: Instead of...
e ML . Jo=d
» Avoid professional jargon & legalese » Avoid words that leave a lot = “Contacted” 5 L
» Avoid colloquialisms _ of room for interpretation «Phoned y NG .
» Use the correct terms N Avqiq labels (i.e., dishonest; Vis ited
» Where possible, prefer simple words ' political) «"Gotangry” ¢ PN
over more stilted ones = Paint a picture in the reader’s mind «Raged o
«Descr ibe actions -Ygl led d [ .
«Descr ibe characteristics «Sla mmed his fist
on the table v i ,
: !
L
' 'l t 3
}\':‘
‘ i
4 "
’ -
+
A
AL Make it Concise l A«!, Make it Concise Wl" Strategies for Reducing Clutter | v+
i ! . . 3 = Rethink BLIMP l‘ " u Un-smother verbs ’___x@‘? \
The most valuable of all [ » Efiminate clutter « Eliminate doublets 23 {
talents is that of never using +Words that 2dd no » Eliminate deadwood ) s {
- : meaning Redtice redundancies : ’
two words when one will do. . ! i
n one will do ?oaﬁrieveryword « Reduce wordy phrases €] - S
--Thomas Jefferson 5 » Eliminate unnecessary te 1 ‘
« Think of your reader! repetition 4‘5&%
l , ‘
« §
. ¥ ! (.
‘ " '
\ . . : - . H
1 i i
i . .
. ) '
y H
»IW In Summary -| =}~ Homework Assignment
. Put yourself in your reader’s place ! e Due: Wednesday 4 A 4
« Put your “bottom line” up front s Please double- .
= Organize logically space what you ¥ ¢
& Use active voice ; turn inl ‘ ‘ . {
. 3 " = Edit 2-3 paragraphs v t
Eeip It Simple e:jnd Specific of the inferview ECs P
= Make every word count you submittéd
| before class started .
]
]
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s Where we're goin ' Wiy U.S. Busmcss is xmportanl to the "
I} ! eregqing vt FBI's C{ Slrmcgy !
Orientation to thé U.S.:Businéss + Why U.5, Business Is mporan 1o e o PRYCT Praseam Steategios '
i ‘Environment" FBI’s Counlcrintelligenc :Program . bp7FE
! ¢ ! * What yotl need to understand about it to be
; 4 1 I effectiveasa (‘JI Cdse fgent « \
1 What you need to know to cmfy out the *, The three most releyam busipess sectors é } f
'FBI’s Counterintelligénce Midsion in » The one business person you need to know ! \
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FED's CI Strategy} b FBI’S CI Strategy FBP’s CI Strategy .
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Monitoring the Busincssr\\'lorld

¥
Globalization b

» Historical periods
.

« Globatization 1.0 ! .

« 1492 - 1800, ‘

{ + Globalization 2.0 i.
« 1800 - 2000

"« Globalizgtioh 3.0
« 20007 » H

Hasmrar

Flnttener #2 - 08/09/95 | A

« Netscape goes public

+ Commercially available browser

* Windows 95

» Internet becomes interoperable

« World widé stafidards & protocols not
created by the government .

* Dot-com bubble & ﬁber—opt’ ic c!ab!es
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Globalization Globalization ]
R ’
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* Globialization is the gentr fearg driving all bustness Best description of globalization tod‘ay is
* Globallzation Is the conduct of cconomie activity with\ Tom Ffiedma?'S*Thﬁﬁ World is Flat
little orno indepadent national restraints froin \\hldl N
4 Smergesnew social, political, and bmnux madels | ]
= Affects all aspacts of busiess
' 1 1
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. ! Ten Forc‘cs that Flattened the World | Flattenes#1 - 11/09/89 ¢
» 11/09/89 L ! « The Walls;came down and Windows wentup |
+ 08/09/95 ; ’ +Fall of the Berlin Wall & the end of the Cold War
' + Work flow software . . Dcmocmijc consensual, frec:market govts began
Y seplacing zhosc govts with autho‘ltanan rule and f
* Steroids . central planning
, i . ‘Bl“ Gates, Windows & the PC ¢
. { ; s . ‘ 5 ', + Horizontal connectivity . , ; i
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| ' "+ Web-enabled work-tlow
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will GIobaIizx}tion‘Last?

» You can’t stop it but you can slow it down
¢ Anti-globalization forces P
« “Sinking globalization” - Niall Ferguson
» Imperial overstretch ¢

« Great-powerrivalry  * p
+ Unstable alliance system
+ Rogue regime sponsoning terror ]
« Risc of revblutionary terforist i
hostile to capitalism ? 5
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U.S. Business Sectors ‘ T[lc World (‘Jf Corporﬁ’te Sg:c,urily 1 ; The World of Corporate Security .
; Defense Contnélors ' . ; L
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* Be leiml-most don’t $ndcmzmd CI (yet) + U.S. Business is key to the CI Strategy . ' R
[ o | » Globalization is central to busingss | £ 3
i . : « All business sectbrs are important b7E ‘
“a + Defense contractors I.‘ . ¢
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Gcsorm

Statement Analysis
Practical Problem

Williaw, Kam piles

T

Objective

Te demonstrate the value
of Statement Analysis
when preparing for an interview

=y

Qrigin of the Matter
I I‘net with Kampiles and

suggested that Kampiles wtite a letter
about his contacts
that could be of interest to the CIA.

o

T

August 11, 1978

WILLTAM P. KAMPILES

I |
- DOB:l I

~ MARITAL: Single

~ EDUCATION: Indiana University, 85

~ FORWARDING ADDRESS; Chicage, IL

WILLIAM P. KAMPILES

\'Natch 5m:arl Night Duty Clerk

— QLEARANCE:
“gvety clearance governmant glves.”

- Not recommended for Case Officer status
~ TERMINATION:

“Faited to perform dutles,
follow orders and comrect deficlencies®

ALL INFORMATION CCONTATNED
HEREIN I5 UHCLASSIFIED
DATE Q1-25-2012 87 85179 DHE/ETY

ey

Qrigin of the Matter

A young female CIA employee
contzctedl |

She explained that Kampiles bragged
that he had traveled to Greece,
met some Russians assigned
to the Embassy in Athens,
and conned them out of $3,000.

wevsarm

e

Letter from William Kampiles to!
Dated May 23, 1

Analysis6F Letrer

BTE
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Analysis Anugvsis Analysis
17 E
An?l?sis Analysis Analysis
L7E
AﬁET;sis AnWsis Analysis
h7E
ACLURMO042758

FBI041658




UNCLASSIFIED

Analysis Analysis
L7E
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Suggestions for Assessing Statements
ASK YOURSELF

Suggestions for A85&ssing Statements

ASK YOURSELF

Py

Suggestions for Assessing Statements

Quiz

LTE

" Planning the Interview

Conducting the Interview -

Unknown Subject
(UNSUB)
Case Investigation

‘ |3
N
R
i3

ESPIONAGE

=

April 1978
FBI Receives Sensitive Information

[Ty

Overriding Case Issues/Factors

hTE
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UNCLASSIFIED

AT

Initial Investigative Steps

Initial InveéEfE;'gtive Results

Action to be taken:

=)

Investigation — Next Step

freyee—

Investigation — Next Step
Results

reverey

William P. Kampiles
Espionage Case
Chronology

Auqust 11, 1978 — CIA pravides Kampiles letter to FBI
August 14, 1978 ~ Interviews of Kampiles by FBI/CIA
August 15, 1978 ~ Interview/polygraph of iles by FBL
Auqust 17, 1978 — Arrest of Kampiles

November 17, 1978 — Kampiles convicted of ESP-TGP
December 22, 1978 — Kampiles sentenced 40 years

Ry

Statemen't Analysis Practical Problem

Take - aways:

ThetKampiles espionage case
set precedent

s
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Analysis of Letier Whien by WWiiam Kamples
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ALL INFOPMATION CONTAINED
HEFEIN I3 UNCLASSIFIED
DATE 01-25-2012 BEY 651792 DHHE/FTW

The Recruitment of SGT. Clayton J. Lonetree

Marine Security Guard Clayton Lonetree fiist saw Violetta in August 1985.

He was immediately attracted to her and went out ot his way to stop her for badge cliecks
in order to have an opportunity to talk with her. He felt that she noticed him and was
somewhat attracted to him.

In late August, Lonetree followed Violetta to the metro station, followed her
into the car she had entered and initiated conversation that continued until she reached her
destination. The conversation mostly involved her job responsibilities at the Embassy.
The following month, Lonetree again followed Violetta to a metro station. Although
Violetta said she was going home, she continued to ride the metro beyond her stop, talking
with Lonetree the entire time. Numerous short contacts at the Embassy followed.

During early October, Lonetree saw Violetta at the metro station and she invited
Lonetree to get off at her stop. After leaving the metro station, they went for a two-hour }gf
walk, talking mostly about Lonetree and his background. Ultimately arriving at -
Violetta’s apartment building, Violetta invited Lonetree inside. Violetta briefly spoke
with a woman she claimed to b

Upon leaving the apartment, Violetta and Lonetree discussed the difficulties of his
childhood, his parent's separation and crime in the United States. They found they had
strikingly similar tastes in movies and music. The following day at the Embassy,

Violetta initiated contact with Lonetree. They planned to meet again, but agreed to use
caution and to “keep it low key”. Short contacts and conversations continued.

C

In November, Lonetree and Violetta met at the metro station at a pre-arranged
time. Lonetree rode the train with Violetta for several stops, then told her he had
received a transfer order to Vienna. Violetta became visibly irritated.

During the November 10" Marine Corps Ball, Lonetree and Violetta danced
once and spent a brief time together. A week later, Violetta attended a Marine Guard
farewell party at the invitation of another marine. She and Lonetree talked, danced °
together, caressed and held hands in a covert manner. Lonetree suggested they meet
again and she agreed. Lonetree wasdue to be transferred but requested an extension
because of his feelings toward Violetta.

Later in November. on his first solo trip to Violetta’s apartment, Lonetree was
introduced t { land joined Violetta in her bedroom for
conversation. They exchanged photographs of each other. Violetta walked Lonetree to be
the metro station and kissed him publicly for the first time. Frequent public and private
conversations followed at the Embassy, along with telephone contacts.

ACLURMO042763
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In December, Violetta again invited Lonetree to her apartment. She told him
that due to some type of conflict, she was quitting her job. Immediately upon leaving
the American Embassy, she began working at the Irish Embassy. After she left,
Lonetree would call her at her new job using a telephone located away from the
Embassy.

T.onetree continued to meet Violetta at the metro station, logging out of the
Embassy by indicating he was going for a walk. He instead traveled by metro, changing
trains and hats and outer-garments to avoid being observed by KGB surveillance or
other Americans. T

Lonetree became depressed, as the Marine Guards who were friendly to him
were nearing transfer out of Moscow. Lonetree and Violetta spent more time in her
apartment, talking in her bedroom. She discussed her feelings for him and her desire to
either marry him or move to the United States to be with him. Lonetree agreed to find
out what information he could about the prospect of acquiring a visa for Violetta, so she
could leave the Soviet Union.
Violetta instructed Lonetree to always telephone her before arriving at her
apartment. On one occasion, Lonetree tried to telephone, but the connection was poor
and Violetta didn’t recognize him as the caller. Lonetree traveled to her apartment
anyway but she refused to let him in, saying that she had a cold and was not p b6
On the following visit, Lonetree met a man Violetta introduced a: b7c
and she invited Lonetree for dinner. They continued to discuss their personal
relationship and Lonetree’s impending transfer to Vienna, as well as her desire to live in
“the United States. Lonetree told her he had made inquiries at the Embassy regarding
U.S./Soviet marriages. Violetta warned him to be cautious.

Several days later, Violetta told Lonetrge sh had aDto whom she had

confided their relationship. Violetta said this ernment employee, but ¢
was nevertheless influential and had powerful friends. wanted to meet with b7C
them and might be able to help them acquire a visa for her. Lonetree, having me

[ without incident, felt that a meeting with would be acceptable.

In late December 1985, Violetta directed Lonetree to meet her at a specific
metro stop and instructed him to ride in the first metro car. He arrived as directed and

they boarded a bus that took a long circuitous route to an apartment building. They b6
entered the building through a hidden front door. Violetta warned Lonetree not to speak bic
until they entered the apartment, allegedly inhabited by later
identified as|

Lonetree was impressed with the immaculate condition of] apartment
but felt that it had “not been lived in.” spoke Russian when talking with Violetta.
With Lonetree, he spoke in English byt anneared to speak it poorly, asking Violetta to be
translate. Refreshments were served. fold Lonetree that Violetta had discussed bre

him a great deal, and he had looked forward to meeting him. He added that he admired
the manner in which Lonetree could visit Violetta without being detected.

2
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indicated that upon hearing of their relationship he protested, but Violetta had won him
over. Lonetree discussed his family background including his Native American
heritage, deprived childhood in an orphanage and strained family relationships,
including physical abuse. Lonetree expressed somewhat negative personal feelings

about the United States and told he followed the politics of the “Kremlin”.

asked if he felt discriminated against because of his race.

Additional conversation included their plans for marriage and Violetta’s desire to
obtain a visa and travel to the United States. greed to assist the couple, if
Lonetree would continue to treat his relationship with Violetta seriously. told him
not to date anyone else. explained that he had influential friends in the Central
Committee and assured Lonetree the KGB was unaware of their relationship.
cautioned him not to discuss it with anyone.
asked Lonetree if he was affiliated with the CIA, which Lonetree denied.
At the end of the meeting, invited Lonetree to visit him again but no specific plans
were made. After leaving ioletta told Lonetree that | was
“wonderful”, and that he could be trusted and would do what he could to help them.

The second meeting with was held in early January, 1986. To travel to
Violetta again directed Lonetree to ride in the first metro car and meet her at a
specific spot. When Lonetree arrived late and in the third car, Violetta was infuriated.
She refused to speak with him for the remainder of the trip.

served cold cuts, juice and wine to Lonetree. He questioned Lonetree on
his Native American heritage and his feelings about the Marine Security Guard program.
Lonetree explained that he did not get along with his Detachment Commander and
indicated he felt harassed. vas aggressively critical of President Reagan and the
CIA Director and cited numerous examples to prove his point that the U.S./CIA were
destructive forces opposed to world peace.

Lonetree continued to provide extensive personal background information.
discussed a newspaper article Lonetree had previously discussed with Violetta.
The article focused on Lonetree’s assignment as a MSG to the USEMB, Moscow and
additional personal achievements. Lonetree advised:that most of the article, for
whicH ] was the source of information, was false or exaggerated.

During the meetinglglspoke better English than before. He told Lonetree
he considered Lonetree to be his friend and also a friend of the Soviet Union. He added
that the discussions|___]and Lonetree would have, would also help Violetta. He told
Lonetree to be honest with him and that he would be honest in return. :hiscussed
the feasibility of obtaining a visa for Violetta and mentioned he expected to have some
word on the visa issue at their next meeting, which was then scheduled for two weeks
later.

After the second meeting Lonetree asked Violetta if] was really]
since[ ___Jwas questioning him too pointedly. When Violetta did not respond,
Lonetree thought “so this is how they work”. During this month, Lonetree and
Violetta’s relationship became sexual in nature.

ACLURMO042765
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In late January 1986, at the third meeting told Lonetree that he was in
trouble because of his relationship with Violetta. Lonetree took this to mean the KGB
had somehow discovered their relationship and that it would be difficult to getavisafor | .
Violetta. He then stated that the CIA was only in Moscow to cause trouble and made b7C
reference to CIA recruitment attempts and the discovery of CIA listening devices. He
questioned Lonetree regarding which Marine Guards worked for the CIA and which
would be vulnerable. Lonetree told him the Marines did not work for the CIA, but did
identify a Marine he felt was exploitable.

sed a prepared, written list to ask Lonetree questions about CIA

personnel, descriptions of the secure floors of the Embassy,

and the presence of any other intelligence personne] in the Embassy.
Unexpectedly, roduced a photograph album of Embassy personnel and began
reviewing it with Lonetree page by page. Some of the photographs were family b7C
photographs. asked him to select those photographs of individuals that he
suspected may have a CIA affiliation. As Lonetree identified possible personnel he also
corrected erroneous information presented by concerning the professional and
personal lives of Americans at the Embassy. Lonetree identified the individuals
warking on each floor but was unable to answer questions asked about activities
in

pegan discussing the layout of the Embassy, floor by floor and asked

specifically the locations of the Political and Economic Sections and the Defense

Attaché’s Office. Lonetree answered uestions concerning the Ambassador’s bé
office, what the desk and furniture were made of, whether the windows could be opened pIc
and means of access to that office. | also asked if Lonetree would be willing to
“legazesamething” in the Ambassador’s office, though he did not identify what it would

be. asked if Lonetree could extend his tour in Moscow or if he could transfer to

Leningrad or Hungary. He asked Lonetree if he wanted to work for the KGB. When

told “no”, he told Lonetree to think about it. He also hlnted that Lonetree should try to

obtain a position involved with Intelligence.

When asked by Lonetree if he was in the KGB,I:ladvised that he had a be
friend who was a General in the KGB and who was a member of the Central Committee, 7¢
but denied that he himself was KGB. Althoughlzl;aid he was asking these
questions on behalf of his friend, the context of the questions confirmed Lonetree’s

suspicions tha nimself was KGB. They agreed to meet again in two weeks.

During the third meeting, Violetta remained in the room but sat in the corner, b6
doing her nails and saying little. She no longertransiated, sl |English was very b7C
much improved. Following each meeting witl Lonetree and Violetta returned to

her apartment to continue their sexual liaison.

4
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At the fourth meeting held in early February 1986,
of several codenames, which he indicated were intelligence operations being run by the

CIA against the Soviet Union. He requested information regarding Lonetree’s
knowledge of them or any other operations or operatives.

Botl

remain in the Soviet Union permanently.

md Violetta aggressively tried to convince Lonetree that he should
cited the opportunity of being with

Violetta, and that he would be provided with a 1good standard of living which would

include a car, a flat and maybe a dacha.

read from a prepared list

oo
~1 O

informed Lonetree that he could leave the

American Embassy immediately if he desired and that his problems would be over. He ;b; o
then advised Lonetree that he should consider working for the CIA, in order to help the

Soviet people.

next meeting. Although

directed him to bring out something from the Embassy for their

didn’t have a preference as to what Lonetree should

bring, he made reference to the secure floor of the Embassy. He continually pressed
Lonetree for any information about CIA personnel and operations against the Soviet
Union. Although Lonetree’s feelings for Violetta were in conflict, he returned to her
apartment after this meeting and continued their sexual relationship.

In late February, at the fifth meeting, Lonetree brought classified floor plans for
the secure floor of the Embassy. Lonetree had also discovered________ hnd

identified it to

fold Lonetree he had done the right thing in providing the

floor plans and advised him not to wo% about anything. He told Lonetree that the

KGB knew of his relationship wit

nd Violetta and that he was safe. He added

that his friend, the KGB General, was aware of Lonetree’s assistance to the Soviet
eople and sent his personal regards. Lonetree asked if he could meet the General.
&lassured Lonetree that the KGB would protect him. The secure space floor plan,
office spaces and personnel assigned therein, were discussed in detail.

At this time, Lonetree felt that
feelings and welfare, and maintained tha
him that the KGB had someone in the Embassy who would know if he was in trouble
and would warn hi

as “a comfort” to him.

and get him out. While his feelings for Violetta were at times

conflicting|

ade Lonetree feel good. Lonetree didn’t feel he could deny any

request that

would make, as he now felt he had no will. He believed that as a

member of the Marine Corps, he had “been on the wrong side” and viewed the United
States and CIA in a negative light.
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The Recruitment USMC Chronology.
+ 1980 - Enlisted

+ 1884 - Reenlisted
Marine Security Guard
Schoo], Quantico, VA

of Sgt. Clayton J. Lonetree

* 9/1984 - 12/1985
US Embassy, Moscow

~ 1/1986-3/1986
Extenslon in Moscow

» 4/1986-12/1986

Clayton Lonetree US Embassy, Vienna

e

s aranen

CTASTAFD,

"N

CRATRED

Lonetree “Fell In Love with Metro” Moscowv Metro MockoBckoe MeTpo

Uncuassinen.

TRCLASIED

MockoBckoa meTpo

Each s:ation has
unique aschitectural
features ar.d personality

« Cver 100 statlons

+ Covered over 200 km
« Carried over 7 millicn people daily

The pride of the Soviet capital + O ple of Soviet
One of the city's great attractions R R
ACLURMO042768
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Mosaic Panels

O aEAm

trscramen

Bronze Revolutionary Sculptures

s asgnn

TACLASGIED

Violetta Seina

+ 5M1985-6/1985
Receptionist and Phone Operator
US Ambassador’s Residence,
Moscow

Performance: Unsatisfactory

uneLasanen

Violetta Seina

- 6/1985-7/1985
Cashier, US Embassy,
Moscow {Unsatisfactory}

+ 7/1985-12/1985
Translator, US Embassy,
Moscow (Unsalisfactory}

+ 1211985 - Dismissed

1151 ] = = TR
NHALT! WHO JOES THERE 7 NATASHAT SVETANAT VIOLETTAT...

unctasEReD

masEn

GRCLASIED

Akal

« Soviet KGB Officer

intemal Service,

Pi 20 1953

awrvasesn

ACLURMO042769

FBI041669



Untasnen

[

“The only friend | have left.”

B 2.

2

22

rs

b
b7E
s seomen
(zﬂu /2, 7
5
Nl
7C
T
LR
e

sox ]

CTCCEERCNY

Letters from Violetta to Lonetree
March 1986 to September 1986

AIRMAIL

« March 17, 1986

Defiveréd by::

T « March 26, 1986 « July 10, 1986
N « April 12,1986 « August 17, 1986
: « May'10, 1986 - August 31, 1986
\ + Undated « September 25, 1986
X 7 \ - Junerd, 1986
N A ] 0
o A e Lz —
ACLURMO042770
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] | P T
Photo of Violetta
delivered to )
o1
b in b7C
Vienna b7E
July 1986
G S AUGUST
Letters from Lonetree to Violetta
August 1986 to December 1986
August [day unknown], 1986 L7E

October 27, 1986 (two letters)
December §, 1986 (two letters)

TNOAsHnED L

— - 27 COTISER 175 ™ _0S DRemszR 196
22 QUTORER 18

05 Qg "

k78

et asanen 1ot speD.
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“I met

t the main enlrance (ICP) at 7:00 p.m. then we
walked to a Chinese restaurant.”

Meet #7 - November 27, 1986
St. Anton Church, Vienna

HOo

o

TRCLASIHED

—Aka I

bé

b7

b7

“I was supposed to meeq |al the tram stop at 7:00 p.m.
lisurposely missed this meeting....”
Missed Meeting - December 5, 1986
#10 Tram Stop on.Hadikgasse, Vienna

L7E

AR

*I was instructed to meel lza’l 7:00 p.m.”
Lonetree lurned himsellin on 12/14/1986,

as observed at the meet site.

Missetl Meeting - December 27, 1986
St. Laurentius Church, Vienna

ACLURMO042772
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R |
List of Lonetree’s Meéet Sites - Vienna
Initial Contact Points .
June — December, 1986
Megting Location 1
Eal State Opera Houso i £
#2 Paik
#3 Restauran!
w Statue
#5 Church
#5 Church
# Church
“The park was lhe fte i ing was missed or If 8 Shuxh
contact was broken.” as observed at # ‘Churoh (missed)
- #10 “Park (missod)
the meet site.
T T .. **Lanatres had ti d himself in.
St. Laurentius Ch lenna Alternate Meet Site - December 29, 1986 | TreneeeTndRimed el
December 27, 1986, Identified Waringer.Bark, Vienna Corrobcralion of each site location Is essential.
ey v
ican Spies Directed to Meet Arrest and Trial
in Vienna
« Arrested - 12/1986
1971-1985 (10 meets)
1975 + Trial- mid-1987
1977, 1980
1980, 1983, 1985 + Convicted - 8/1987
1085 ated charg
1986 « Sentence-
1889 30 years, $5000 fine,
1989, 1920, 1991 Dishonorable Discharge
1971-1989 (Austria - 10 meets)
usissne . st

ACLURMO042773
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P I \ i . ‘
‘ ' 1 ) ALL INFORMATION CONTATINED .
‘ HEREIN IS UNCLASSIFIED '
. , DATE 01-24-2012 BY 65173 DMH/STW
; ¥ .
| ¥ f . ; ! .
' o Schmoozing
‘ % o . '
« Yiddish |
‘ : « To chat or converse idly |
‘ Sl - Afriendiy, gossipy, proioiged, heart-to- " be :
. v heart talk, or friendly persuasive b7cC
‘ ‘ = \ conversation !
: SSA ! . ¢ | ° Theyhad alittle schmooz and Settled o
' i “everything
Program Manager 4 , |
. ;  Behavioral Analysis Program - CIRG " . e
{ H
“I 1 i 1
: : ok
A , Theatre
- .
LN
' b
H .
) ¢
. 3
! )
I s
* th
! u
z ' '
' .
i
t;"
N . . :
t Nine Principles o
1. Law of Association o | . '
) 2. Repeat exposure L
1 1
4 ! ¢
& ‘ ~ ‘
i o
. P
'
T §
' 1
oot
: ! i
!,. . 1 ;w
ACLURMO42774 [. ¢ 1
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N ¥ . "
‘ oo Con
) Eo ‘ | | o :'t \
oY v ' ,
. " ] ' v N ! ' ¥
| - S ' |
" 1’ : ?Q{ » ‘
‘ !x 3 I‘ A ‘, » ¥ '!
“ i ' !.1 .
' Nine Principles T b ‘ '
‘ i !
" 3. Reciprocal affection LN ?
*  We don't like people who don't like us y \
' 4. Similarities - Common Ground b6
\ S R N ' b7C
R ;
,i ) : P i
1
{ R ' .
1 E f
. }‘ L'
T g
R [
! 3
N ! Yy
4 . «
o Nine Principles ‘
Py .
B K 5. How you make the source feel | B b6
| 6. Mirror "b7c
7. Helping others
! fo + Favors . '
il + Gifts | .
‘ 8. Feet of clay K oy
3 ‘9. Upbeat ‘ e, -
R 4 u
' {! ‘ '
i |t \
DS f ) ' ! f
i i . E{ N
x ! . A \
} i L
1 ' l ’
g ' AR !
N 1
! k”‘ ‘
A ' M \
‘ ¥
: |
IP‘ ' )
!
(; "
1 :
Tl
‘l [ !
1
; . ‘
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b '

i

‘ . H
i BT
S ' S
i 1 i
, ;{ |
i
I Big Three Mistakes
1] | 1 X
- . * Voice i
"Bob's brilliant, b ' .
hfe's allso,very + Smile
I C:;;Z::c;gant, o \ + Active Listening 'Q
something ofa b . h } )
) } .
3 ! by ' ‘
u , . |
| -
by
| h b
) 4 ’ ! a4 : ‘ i
Py ] ' ¥ J
] ' N ' N
v '
. A 1 | .
D !‘
| ; ! N
] ' b6
i v bTC
i
t
i
{ '
1! ' ‘,
+ i Ll
1. ! '
i . !
" { !
1 -
| Active Listening o
" | - Eyecontact :
v * Nods
» .| « Verbal affirmation
K ‘ Head tilt
' ' Lean in
't‘, Eyebrow flash
! Posture !
\ o
]
' )
’] : ‘l A c ! . |
‘L It i , . ACLURMO42¥76 | .
" . \‘f e i
FBI041676
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\ [l
[ f }
) ! t
i I “
Building Blocks of
A . :
Relationships
. Fl’roximity
* Duration '
« Intensity
- Frequency o
!
! ¥ ’
A
v I“
. ﬁ'
g
) ) .
?
$ ot
ot
i
' g
o |
1 !
. {
} ' i
, fy
]
, 4
‘ ' f’
] ' ,

i
’ L]
' T
. Questions?
2
‘ ‘
ty
i
!
4
| '
¢’ ‘ |
. v
y '
H
l’ |
| i
! o
’ .f y
]
’ 1
] “I
i [ v
¥
{4
ll
‘] f t
) | e
v \
fod
!
4
1
t ' !
J {
H'
1 ¥
]
[ Yo
] ! :
P "
\ ¢
y ]
" 1]
‘ A
'
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| ¢ i
|
ALL INFORMATION CONTAINED \ ‘
. ' . HEREIN I5 UNCLASSIFIED ' ,
C DATE 02-05-201Z BY 65179 DME/STW .
\ l )
v | ,
* )
BEHAVIORAL ANALYSIS PROGRAM ' Why am | here?
} ‘
oy e Define Behavioral Anaiysis <,
oo b 5 | * t Discuss uses in FC| cases ‘
b "y NIk ¥ Explain BAP assessments and how to :
!, | initiate one |
| COUNTERINTELLIGENCE 1 .
DIVISION 4
A | - .
( : . {
' | ¥ o
L4
‘;‘ * ; ’ )
' " Analysis of Behavior : e ' '
‘ - || WhatisBAP? ,
" H
‘ ' ANALYSIS BEHAVIOR ' :
- o E History R L
’ - BSU . ‘ )
\ * + BAU Cop7E
. . QAP 1
¥ |
. t: Focus |
] ‘ :
I [§
| )
r’.
. BAP Team
i
Y
\ b < H
| R } '
A BAP and NCAVC" ! .
il £ Mission b \
' ¥ Personnel ) |
' /1| EProcedure '
4 . Elocation ‘ !
oy
1‘ i
{
. . Y1
ACLURMO042778 | '

. FBI041678




:I . " ' ]
) |
1
4 . l
]
] ]
i 0 - m : 'A
- ! ‘ , ’ §
B ‘HOW do we operate? Common Uses Of BAP: [ »
’ e N .
] Yy ) \
a ) e
) b
v' ) 1 /B
) ]
roo ; 3 |
3
P ] (
i
. { g
' ‘l. )
\ , ; \
¥ ~ ‘ - l
Producing The Theater - - Tools of the Trade
b ! ) ‘ ‘ R i
1 , 1 v BIE
1 i ':
. ! !t |
< C o (¢
1 * % 1
] ' ’,( 1
] ] t
. : ,
i
' t" 1 & - ~ - - u ] }
BAP Guides/ ' i oy
' Questionnaires OBSERVE wy
J ' 'L \ l
; o w “But what do | know about b7E
L 3 - | analyzing behavior?” |
' ‘ ‘ ¥ ]
i .
} ' . . s "
L
. C \
{ \ A \
iy , *
. = . 2
l ACLURMO042779 Y | \
S FBI041679




What YOU bring to the Team

Unique Perspective
Beinavior witnin Context
ECultural standards
e Subjects’ norms ‘
e Situational factors ‘ ‘

A
Emotions, Inflections, Variations, ‘e’tc.'i

“Qver Time.”

What the BAP is NOT

v Not interested in investigative oversight

v Not a strain on your case/division’s
budget

v Not reserved for specific cases
¥ Not providing directives, just
suggestions.

v Not a box to check in your
investigation.

Requesting An Assessment

& Contact BAP — phone or e-mail, EC
& Meeting — local or at HQ

& Individual or Team Consultation

E Verbal Presentation

& Written Report

e Survey

Analogy
Cooking

' Behavnoral AnalySIs Program ‘
u‘ .
{ . be
' b7C
b7E
1
Federal Bureau of Investigation '

SSA : |
¥
¢

i
: bt 3
ACLURMO042780
‘ FBI041680 -




1

ALL .IHFDPI-IATIDH CONTATHED
HERETH I3 THCLAZSIFIED

+  IDATE 01-24-20l2 BY 65179 DMH/STW ‘ ‘ '
4 {
oo
' , y
! ' BEHAVIORAL ANALYSIS PROGRAM
' " -
1
EY\ ' t l f '
. . ]
Mandatory Disclaimer ; |
' £ ! .
. T ] 3 + !
. ) COUNTERINTELLIGENCE '
b DIVISION |
,i l ¥
}
. |
‘ ‘ ' ' . !
o ;
IE 'Why am | here?
] { 'l
' “. t Define Behavioral Analysis l' ‘ )
« ] » | £ Discuss uses in FCI cases , . !
Welcome to Brooklyp. ,l £ Explain BAP assessments and how to Py
\ ! ‘, initiate one .
| till) E Tell bad jokes | ,
A , f
!
1 i
vy
§
i
[ g ! 4 . ? . “ I
Analysis of Behavior . [
' X b
ANALYSIS BEHAVIOR bIE
N
1
¢ o
) '
v M 3 ]
] b
, }
' 4
P o 7oy 1
ACLURM042781 '




B ) "
B !
1 N ' i '
| t
| X , f
K .
‘ ! n‘ J
] ‘ . ‘. |
“ the guys from '
What is BAP? you the guy’
' Quantico?” =
t . | e s ’
, " e History : o BAP and NCAVC \
N g 1 0 Hi| - eMission P
' ‘ EFocus | NS ePersonnel
] L
' 'y ’ E Procedure |
E Location \
oy ot e !
' ! ¢ v | ‘(‘
! ! v '
. f o ’ L |
' ! P ) 4
¢ } ! . ' g f
} O | T iy
o BAP Team ! How do we operate?. L
| . -
] 1 I { . @ "
“ l ’ . b7E
| . ; y , :
¥ ) 3
i, ' )
1. /
i )
f o - m | '
oo Common Uses Of BAP: M ,, Producing The Theater o
Y , !" , B
‘ ol . ' 1}‘ E( b7E '
' ' Ik > ' g
i l]‘; ! ; ) ¥
o }
\ Hl
AL ,
, ! ' (
b 7
t t 1
¥ Il
| [
i i‘ i ’ : I
LA g ‘ : 2‘
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! o
1 ty ‘ :
! a ' N I \ . ¥
| . oy
' 1 { ’
' ; '
X !
L
IR ¢
H , { + ' ¥
o Tools of the Trade ', ||: . BAP Guides/ b
\ ) Questionnaires b
H
' +
. | b7E
1 I' ) [}
‘ ; |
a ‘ ' 3 “If | knew all that stuff, | wouldn'tneed |
. i you guys!” . ;
¢’ = 2 l
- . \
¥ ' . *
]
. Vo i yoo
i , ~
Tl OBSERVE
¥ - f .
' || “But what do I know about
. . 4
H analyzing behavior?” -
. {pens on the table) """
‘ o ' A little knowledge can be dangerous?. i
i ' ‘
[
[} )
] [ !
1 3 H i
] . \ l
1 B . .
What YOU bring to the Team ||, But don’t try this at home:
. . . : : Requesting An Assessment |
L ! |1 Unique Perspective ,
. ) Behavior within Context 8 ‘ .
t ' ’ E Cultural standards . - ¥ Contact BAP — phone or e-mail, EC P
, ESubjects’ ‘norms - . B I £ Meeting — local or at HQ '
. "o e Situational factors ! ’ t || ®lIndividual or Team Consultation \
y £ Verbal Presentation ’
Emotions, Inflections, Variations, etc. 1" y|| & Written Report ) !
' E Survey
' ! L “Nice Voice.” I
. ‘ h
4 f
’ i

. i . 3
ACLURMQ42783 - . :

e FBI041683.
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What the BAP is NOT
?

v Not interested in investigative oversight

v Not a strain on your case/division's 3
budget

v Not reserved for specific cases

¥ Not providing directives, just
suggestions.

v Not a box to check in your
investigation.

o !
Questions? !

Cheesy Analogies K

Cooking 1 .

. ‘/71*" a
9

Gambling

ZJ:ZA&I

- —
When years of work and protected
secrets are obtained by a foreidn

country, the results can be devastating.
e

L

Federal Bureau of Investigation
" SSA

i , |

Uiy

FBI041684
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| DATE: 01-25-201%2
; CLASSIFIED BY 65179 DHH/STW ALL INFORMATION CONTAINED
iy FEASON: 1.4 (0 . HEFEIN IS UNCLASSIFIED EXCEPT
DECLASSIFY ON: 01-25-2037 VEERE SHOUN OTHRRMTSE

. N Counterintel igence Program
Mission
1% COUNTERINTELLIGENCE
PROGRAM =2 Protect tha LIS aaainst foreian intelligence operations
o 2008-2009 o) and espionage:
: b1
Counterintelligence Division bIE
FBIHQ
I 'CounterintelliZ%hce Program Counterintellig}‘nce Program
s Goals/Impact Defining the Threat
. » Godls/impact
C bTE
Y4
I bl
| b7E
1]
1

ACLURM@A2785
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DECLASSIFIED BY &£517% DHH/STH
OH 0l-25-2012

CI Program Strategic Plan i L Program Logc ol h
FBI Strategle Forus: i .
- Protect the United mm;:nin:j‘f‘ur?::‘inulhg:m FBI §trateglc Focu_s' .
operations and espionage Protect the Uniled States against foreign
intelligence operations and espionage
b7E 1
i
: . CLProgram Logc Model CI Program Logc Mode!
FBI Strategle Focus: FBI Strategle Focus:
from foreign intell it Protect the United States from forcign itz ligence activities.
b7E
- CI'Program Logic Model CI Program Logc Model
- s FB1 Stratelc Focus: ¥DI Strategl¢ Focus:
l’_méel the United States from foreign intelligence activities. Protect the United States from foreign intelligenco activities,
b7E

ACLURMO042786
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FBI1041687

¢9unln| ntelligence Division Strategy Map {2007 -2010)
P

ACLURMO042787
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FBI Strategic Focus:

CI Program Logc Model
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ffica of the General Counsel
hngocurity Law Branch

];B';'xmau of I.nv'o._sﬁgatlon

2. Responsibilities Regarding 108 Matters
3. Examples of Common Reporiable Matters

vl
e DECLASSIFIED EY
L O 0l-25-Z012
e
Pt
0, t
L H
. o . The Intelligence Oversight
" 3’ ?
oy : Today’s Presentation Board (I0B)
versight Board z vy -
e . 1. Intelligence Oversight Board ({0OB) u Authorities

= Composition
n Responsibilities

I

-
S

-
. —

gk £
" 5’ o ,
Lo oL
B |- i PR :
SRRRRURE: | S R
RS - || A
L (I
. R 1‘ v - %
v ‘BriefHisfory - i ! Authorities Executive Order 12863
g . [ N ! . »
., . *Exedu a;'atfbni’re,alljr smaant fittle.6r no * = Executive Order 12334 (December 4, 1981) 8 Superceded EO 12334 (December 4, 1981)
_oversigh T & Executive Order 12863 (Sept. 13, 1993) u Name changed from PIOB to OB
- ™ Swespinduaigspratations of “national security” ® Agency-Specific Guidelines ® Established 10B as a standing comnuttee of
< ' .m Real pot or abuge * : the P 's Foreign Intelli Advisory
' | .= Churcha e Commissions Board (PFIAB)
. 2 wCongresslo] - ersight & FISA _- u Responsibilities remain largely unchanged
i 2
: ;, . :
L
RS- ‘
- t "
: 8 T
?' P
3 ' 4 ; ‘, "
' "~l i.;’ R = W
", Compos]bn ofthe TOB- . . 10B Responsibilities: Report I0B Responsibilities: Review

» Ccrhpo;“
the Presk
Board (

» & Appointex

@ N N

:t;é( migre than four members of
s Foreign Inteligence Advisory
) .

the Chairman of the'PFIAB
{8 .

» Prepare reports for the President conceming
intelligence activities that the 10B believes
“may be unfawful or contrary to Executive
order or Presidential directive”™

= Forward to the Attomey General reports
received about intelligence aclivities that the
108 believes “may be unfawful or contrary to
E order of Presil directive®

m Review the intemal guidelines of each
agency within the [ntelligence Community
that concem lawfulness of intelligence
activities.

= Review the practices and procedures of each
agency within the Intelligence Community for
discovering and reporting intelligence
activities that may be [OB matters

2 A

ACLURMO042788
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Agency Responsibilities

Obligations Under EO 12863

® Ubugauons Unusl tu 12000
u Reporting Requirements

= omamt nnd Canaral Cauncal nf

the Intelligence Community, to the extent
permitted by law, shall report to the 108, at
feast on a quarterly basis and from time to
time as y or appropri i
intelligence activities that they have reason to
believe may be unfawful or contrary to

E; Ive order or Presidential directive.”
(Section 2.4}

ent permitted by, law”

-k

“unlawful or contrap to Executive
Order or Presidential Directive”

Reporting Requirement One

u Sets the standard for reporting 108 matters

m A provision AG approved guidelines or  «
regulations designed In {ull or In part to
ensure the protection of Individual
rights must be regarded as incorporated
by reference within the Executive Order.

m Therefore, a violation of such provision
would constitute a breach of the Executive
Order and would be reportable to the 10B.

Reporti

g-Requirement Two

Reporting Requirement Three

Reporting Requirement Four

D,
L 4

coveréd b

. need not
= Uncertain
incident s|

¢hich are ially

administiative In nature and are not

Y the description in Item 1 above
e feported to the [0B.

y &s to the reportability of an

al] be resclved by reporting it.

f should be exercised
by the General Counsel in deciding whether a
particular incident is reportable to the 108.

u A record of decisions not to report incidents
ding to this L ding shall be
maintained by the FB) and the record shall be
subject to review by the Counsel to the 108
on request

ACLURMO042789
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2

FBI0416

89




Don’t Forget...

Examples of IOB Violations

Summary

“The words:'may be unlawful’ in the EO shoukd
be interprefed to include violations of agency
procedures issued underthe EO . ..."

a Counsel forIntelligence Pelicy, OIPR (1983)

5 W ME N

= FO 12863 is the controllina authority
regarding OB violations.

u The OB is responsible for reviewing the

i di for di ing and

p and p

reporting on |OB matters.
= Each agency in the Intelligence Community

must report on at least a quarterly basis

conceming intelligence activities that may be

contrary to law, Executive Orders, or

Presidential Directives.

e S

s 4L
g S vy

AT,

ACLURMO042790
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DATE: 02-04-2012

CLASSIFIED BY 65172 DMH/RTW

FELZO0N: 1.4 [C)

DECLASSIFY ON: 0zZ2-04-2

Federal Bureau of
Investigation

Office of the General Counsel
Legal Instruction Unit

SEDRET

. Aauas dinga7s IJ

ALL INFORMATION CONTAIHNED
HEEEIN IS UNCLASHIFIED EXCEPT
WHEEE 3ZHOUWN OTHERWIZE

George Washington

“There is nothing more
necessary than good
intelligence to frustrate
a designing enemy and
nothing that requires
greater pains to obtain.”,

b7E

t

Oath of Office

1 do solemnly swear that I will support and
* defend the Constitution of the United States
against all enemies, foreign and domestic, that 1
will bear true faith and allegiance to the same;
that I take this obligation freely, without any
mental reservation or purpose of evasion; and
that I will well and faithfully discharge the
duties of the office on which | am about to
enter. So help me God.

tl-
LH !
3 C
)
('D
1)
O
=
- —t
e 3
o
Q
15
o
=
‘ Q
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Intelligence Collection
within the United States

. Intelhgence collecuon Is an
Executive (Presidential)
power (/ e H, Section 1)

« Historically it focused almos
entirely on sples

« For most  that history,
there was little danger hat
U.S. citizens would be
exposed to covert
Intelligence techniques

» Rarely Interacted with
criminal law

&

Natlonal Security Investngatlons

nm, s chackered whén
ooms nbeligmoe Actvities
F«de:ads,mmsed

lanupmsasamauu
of “Executive Discred

. Rzalrymeantiweorm

b m:? lmuprmrxs of

» Real potential Iot abuse
» Result: Public and

. Whatled to FISA in 1978?

r1928 Olmstead vs. US. Supreme
Court held that external wiretaps are
not within the coverage of the Fourth
Amendment.

|
|
| 1934: Federal Communications Act |
1

(ECA) Illegal to intercept and
l disseminate (use in court) telephone
+ communications. 7 oL

~|. What led to FISA in 1978?

xy
» 1940; Roosevelt MemorandumPresident
ELSUR for*grave national defense matters” Instructs
federal officials to "limit X to & minlmunt and
“attempt to limit to aliens”
Emﬂslenumman continued this policy into the

. 1954 Ammey_(ieremlﬁmmﬂm
Memorandum to Hoover expands the polk.y to permit
ELSUR “whenever the national Interst requlres it*

ACLURMO042791

FBI04169
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SEGRET

1 "l” What led to FISA in 1978?

« 1967: Katzvs, Upited StatesUS Supreme Coust
concludes that the Fourth Amerdment does apply
to (domestic) electronk surveillance, exception for
npational security. @ses?) )
}. ‘1965: omoltus Crime ConteoL & Safe Steets At
l Title- IIE establishes procedure for courtordered  +
electronic surveillance except.for.national security

(5]

: I What led to FISA in 19782

«1972: United States v, Unied States District Court
. (Kefth Case)US Supreme Court concluces that the

i Fourth floes apply to nationalsecurity

i cases thatare purely domestic In nature (no forelgn
H )

Nl_ What led to FISA in 1978?

«Keith case recognized the potental for abuse in
domestic security surveillance but also recognized
that there are policy and practical considerations in
effectively gathering intelligence that differ from the
surveillance of “ordinary crime”,

,_‘i“ What led to FISA in 1978?

= Competing Demands:

«Pres idential power and duty to “preserve,
protect, and defend the Constitution of the
U.S." (Article 1I, Sec. 10). Exerdise of
executive power to gather intelligence
degmed necessary to the security of the
nation.

-sRequ frements of the Fourth Amendment.

»Fir st Amendment implications of excessive
surveillance.

w«l, What led to FISA in 1978?

= 1975: The Senate, the House of
Representatives and the President all
convened Investigatory bodies to review
perceived abuses of Executive authority in the
name of national security.
« The Church Commitee
» The Pike Commltee
» The Rockefeller Commission

(31

. ml_ Church Committee

-}Congress Enacts FISA in 1978’

(==

Codified at 50 U.S.C. Section 1801et seq
Unlque mechanism for covert Intelligene collection

to p e
collection requirements while simultareousty
protecting Constitutional rights

Crafted specificallyto require muitple, exacting
checks on surveitlance authority

Warrants issued only bya single Forelgn
Intelligence Survelllance Court (FISC)

Ex Parte Qrders based solely on govemmet
pleadings

N[i FISA Authorities

,“]A FISA Authorities (cont.)

B2

SEP{ET
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[3)

ACLURMO042793

.|, FISA Basics i
. \- Start with the definitions:
’ bl
b7E
(5
1 -|. What is sufficient PC? ~|. “A significant purpose . . .
< 4
b1l
EEBLi . e Cb 7E
5 = b7E
1
SECHET
3

FBI041693




.:I: International Terrorism

L3

b7E

ml’ Minimization Procedures

~(I Minimization Procedures

™

b7E

SECKET

ACLURMO042794
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ok,

Gt e

KA

PEA ﬂH L.4 (C

sDECLASSTFY OM:

/é&“QET

ALL INFORMATION CONTAINED
HEFEIN IS UNCLAZSIFIED EXCEPT
WHEFE 3HOUWN OTHEEWIZ

National Security |
Constitution Constitution
Congress Presidential Authority
al

Statutes N g}’r'?ma'wsg""‘y Decision
U.S. Criminal Code Preskdential DDs
“Administrative Executive Orders

Violations” Alty General Guidelines
Atty Gen Guidelines Statutes

« Why is his instruction included in this course? b “
4 b7C
b7E

Historically ¢/
almost entirg
For most-df 8
there was;litth

Rational Security Investigations j

history e remaskably checkered|
when & comes (a Inte!
Activties in he Unied States

deectyFISA

I l Uses of lntelllgence

HE

1932: Congre§

LS, Supreme Court held mat
are not within the coverage of the

peeks tohmn the use of wiretaps

with the icats
1937: ) Federal authonbies must
« = -comply-wA Gﬁamlh-{egard todisclosures of — —

content Ths Qeﬂartment [nterprets the taw only to
profubit dxsdqspfes outswe federal government

by

i

!
!

4
s
|
t

=1 Executive Practice Unchecked
Wi
» 1940 It memo: Pr
ELSUR b “grave national defense matters.”
Instructs federal officials to "limit it to a mipimum®
and “attempt to fimi to aliens.”

» Truman continued this policy into the 1950s

= AG Herbert Brownell's 1954 memo to Hoover
expands the polcy to permit ELSUR “whenever he
national interest requires it.” (What resutt?)

The Supreme Court & Congress”
. Respond to Perceived “Excesses”

A . e & el €T -
« 1967: Katz vs_United States: US Supreme Court
that the Fourth does applyto
(domestic) electronic survelllance

» 1968; Congress follows with the Omnibus Crime
Control & Safe Streets Act. Title lli establishes
dure for court-ordered surv except for
nahonal security cases. (Lucky you.)

SEBRET

ACLURMO042795
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ti?n Procedures
FBI041698

imiza

Espionage Cases

Min

!
=

ebsite

» OGC, National Security Law Branch,
ACLURMO042798

Use/Dissemination of FISA Information
« NSLB

«l, QUESTIONS?

i
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~DATE: 02-06-2012

LLA"‘"‘IFIED BT 65172 DMH/STW

- SEDRET

ALL INFOFMATION CONTAINED
HEREIN I3 UNCLASSIFIED EXCEPT

The Attomey General 's Guidelines for
FBI National Secunty Investigations and

: Ft{relgn Intelfigence Collection (NSIGs)

JLegaj Instruction Unit
: 2007

This presentation contalns S materal

Hey, what's in this for me?
| (aka  earnina Obijectives)

o

Cr3

= Basic guidar;ééwfor 2li intelligence operations.

. WII enable you to use the techniques
lescribed In the AG Guidelines to conduct
anal]mcal operations and to Initiate
intelligence and criminal investigations.

= AnalyticalInvestigative Activities include:
«Thre at Assessments
«Prelimin ary & Full ]

«Str ategic Analysis & Information Sharing
i 2

AsON: 1.4 (C) WHERE SHOUN OTHERWISE
DEFL S5IFY ON: 02-06-2037
- ':~.
e

Why Should We, Gifted Analysts, Trust
| You, Non-Agent (acki)?

« Old Guy: Done Stuff - often incorrectly
= Navy:
Vario us Criminal Law Assignments ~ 10
«Operat ional Commands - 8
«Sch ools ~ both sides of podium ~ 5
« FBI:
+Natio nal Seo.mty Law - 8 years
oLegal In struction

.. = Not Criminal Law
= Not Criminal Law
.= Not Crimina! Law
- DWel,’ & o0 "o w NotCriminal taw
Cow gggl:m%‘;e?ﬁ via. . »..Not Criminal Law
e
. = ECs, andrFlPM ;

. Intelllgence Law
» Presidefits Art. I

The Guidelines Are How We Relate
. ..!,v to the Intelligence Community

(32

« NSIGs Provide Insight Into the FBI's Authorities
(and limitations) re the Collection, Analysis,
Retention and Dissemination of Foreign

e, C

Information

« Together wf EO 12333, the Principal FB Legal
Authonty for Information Sharing Among the
C of the e C

SIRSTTIVE BT UKLASSIRED 3

AG Gmdellnes Revised in 2003

T Eliminated the prior separation between
“Criminal” and “Intelligence” cases

» Provide clear authonty for Early Intervention
and Disruption of National Security threats

« Lowered Approval Levels wherever possible

» Adopted much more aggressive Analysis and
Investigation Techniques
ueg ¢

«l» Provide-Specific Legal Authority

- Implement Presidential authonties in the
Constltuhon, PDDs & EOs:
- Aulhorize;the FBIto conduct analyses,
. Intelligence operations & criminal
1investigations to protect against Threats to
the National Security:

| Legal Authorities (cont.)
=

« The F8I is authorized to collect foreign
Intelhigence information and assist other
components of the Intelligence Community

» Authorized to conduct strategic analysis

= Authonzed to collect, retain and disseminate
intefligence & criminal information collected

J. Respect for Constitutional Rights
= But, the FBI cannot investigate or maintain
Information on U.S. persons solely for the
purpose of monltoring activities protected by
the First Amendment or the lawful exerdise of
other rights secured by the Constitution or

laws of the United States
.ot lnhemhtgooal Ien‘:ﬂsm At pursuant to these Guidelines
2nd other es Authorized to assist State, local, and Foreign
-+ Gthér fnattérs as authorized by the Attom * e
cenemlﬁnslstem W £, Tpaag Memey Governments
LY l"‘ . Gasssam ? ‘gu( D UNASSALD ’

ACLURMO042799

FBI1041699




3

; National Security Investigations Must
+»]. Conform to Fedéral Law

i v

» All investigative activities must have a valid
legal purpose and be carried out in complete
conformity with the Constitution, applicable
statutes, Executive Orders, and Departmental
regulations and guidelines

1 Relationship to Other Investigative
'l— Guidennes

| _ “Least Intrusive Means®

"« As provided In E.O. 12333, the FBI shall
conduct its Investigations and other activities
under the NSIGs using “the least intrusive
collection techniques feasible.”

[
3]

(5}

- LI

15

I Why do you care?

g Y e YO 0T T SEBRU SN i Sl A
3tan

L T L IR T

-|.. Further Examples

2!

ACLURMO042800
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o tfy

| 1ntorpratation of the Guidelinas

=3

» More options now.

-l What's next?

(= 3

SENSTTIVE T UNRASSIR D

1 ,,I Levels of Investigative Activities

.'oTh reat Assessments
*«Prel iminary Investigations

«Ful.l Investigations

wi,,, Threat Assessments

. Mir Threat Assessment

“"L Crucial Deﬁnition::

sy

Predicates for Initiating National
l Security Investigations

or ey

bl

b7E

ACLURMO042801

FBI1041701




et

S drrmavy

Predicates for Initiating National
~;‘. Security_lnyesligations

7

Predicates for Initiating National
= 1. Secunty Inygsilgailons

i
.

! Praliminary Investinations

% 9

lw Preliminary Investigations

«[nit ial length - 6 months
sExten sions ~ 6 months by Fleld Office

»Furt her extensions must be authorized by
FBI HQ, in six-month increments, and must
be reported to OIPR

s* »

NIA, Preliminary Investigations

« Approval levels
SAC
«Aut horized ASAC/squad supervisor®

ok .

. Full Investigations (cont.)

£ 13
.

= R

). Sensitive National Security Matters

Ci

<. PlFull Investigations Notifications
e « Fleld office must notify FBIRQ within 10 working
days of Initlation of PI or Full .

» FBI HQ provides notice of initiation of PI or Full to
OIPR and to Crim Div within10 working daysof
receipt of notice from field

Ye .

ACLURMO042802

b7E
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S A P LIS AL

(&)

(5

o
|
bl
b7E
|
bl
b7E
|
Investigative Assistance to State and
“ﬂ!‘ Local Governments
” . . b7E
‘ ﬁﬁ Strategic Analysis
. — = FBlmay conect foreign imenigence,
- consistent with EO 12333 or a successor
Order, as directed by the AG or his designee.
S!ﬁ a UNASSIFIED “ UNQASSITIED s
ACLURMO042803

FBI041703




Lde

i .
ml, Strategic Analysis .. Stialcgic Anclycic | information Systems & Databases
Lo - * 1 1S = o e 1
« National Secunty Guidelines give the FBI « FBI shall establish/maintain a records
specific authority to determine potential retention plan approved by NARA, to [ndude: b7E
. ﬁagt?n?' Security lhreatscan oo established » Total number of Pls; Ris involving US
» X q i . .
based on potential Nation: i . o ! .Pls t,° fu!l
= . . :I‘otall pum‘?;r of full |nveshgat_|ons, number
. » Identity of full investigations of fim]
U.S. composed subs{antially of
a
x‘ £ SERSITIVE BUT UNQLASSIATD “
l QUESTIONS? _
P i b7E

= NSLB

. ite contains

ownlioadabie,

aASSALO

ACLURMO042804

FBI041704




DATE: 02-04-Z01Z '
CLABSIFIED BY o53l7e DIH/STW ALL INFORMATIOHN CONTAIHED
FEAZON: 1.4 (C) HEFEIN I UNCLASSIFIED EXCEPT

DECLASSIFY ON: 02-04-2037 S ET WHERE SHOWH OTHERWIZE

i Definition of Threat I Capability - Can they hurt us?
[==1 - e
. .l ’ T 3 T Threat=the harm to U.S. national security M bR
. . a country can (capability) and will M
(U) Countrles, ISSU(‘.S, and (intent) cause, if given the
CI Investigative Priorities opportunity (presence and targels) .
Denvedfrom FI Thestin the US, \x - i
D:?:rfym ISXLHUMINT - X
: TR SRS T =<
-Ji Intent - Do they want to Do they have the Opportunity to |
) hurt us? hurt us? bl
. Opportunity = r b7E
‘o
B
I T Wnﬂ i S :I i TIERTTAR URCLAGSITIED
) 4 bl . .
1 |: S :| . (U) g%jg:gggl Program ‘ (V) AG’s Cou(;ltvriye;ghreats I High Threat Countrics
J ‘ . bl
b7E
U.S. national security - .
- ; < . ‘}sﬁ”” Lot MM i UNQASSINIO
1




URASIITIO

/&{mm

| .
. ! Medium Threat Countries I Low Threat Countries |: S :| ; {)l(]))s;rtl:’r%itss rgl;iisgn(;fggg;fisty
= | — e |
bl
b7E
UNCLASSINIED — UNCTASSINID. 1
- S A : S e
T (U) Overall Country Threats vs. vd
. I CI Investigative Priorities ()ﬁ Summary
’ I: S :I + Threat = Capability, Intent, and Ogeonunitr B
+ 3 Levels - High, Medium, Low b7E
+ High Threat countrieJ I
SRRgT/ 0 T ) uNcussirIty
k
71
2
ACLURMO042806
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DECLAZSIFIED BY 65172 DMH/STW
0N 0zZ-05-2012

[ouTLINE [NSLB’s role
= Wholwhatis NSLB?
« FARA
» Export Control Laws ECLS) : b6
» Theft of Trade Secrets (TTS) and Economic b7C
Espionage Act (EEA) N i
b7E
2 s}‘;ﬁq mateial,
' vitrao ?

[FARA EEA & TTS v. BCLs
= 3 statutes s EEA&TTS: they protectthe itemsthe .
companyhas identified as needing protection b7E
« ECLs: they protect theitems the USG has
identified as needing protection
e
[EEA & TTS Flements [EEA & TTS Elements
o  Exclusions:
s EEA: (hefl by a foreign power o employee's genefajknowledge, skit or ablities
. -ﬁs: theft by anyone . :mmlmalesw«yo(wuml
a mww
» Elements: o foreocas
1. The info was a trade secret (easy to sho w) e m’:‘m%@w.vamﬁc)m
2. Misappropnation (easy to show) Q lntemet postngs
3. Misappropnation for the be nefit of
» EEA" 2 foregn government (hard to show) o NOT exduded .
» TIS econemes benefk of someone other than the owner . mxs&hw enforcement to assist in nvestigabons of
4, Knowledge that it was a trade secret (hard to sho w) *  Disclosure by msappropriator
ey ey

ACLURMO042807

FBI1041707




. wtae

ik rlanses

DECLA?

SIFIED EY 65179 DMH/ETW

0N 0Z-05-2012

S 254 o e S B N bt S L

Export Control Laws

| Why does the USG have Export
Control Laws?
e e
@ Dhrsegercency of ARIONS et prevent conlkc.
o BUT wedave notacteved Fase uiopia ye

» R rresons o restcing rade’

. woomech.
» ECUIWOA SrngbenvuInes ndpercebner

* Curenivse of £CLY (Commarce eriy).
wmad mcurry Exryye v
WD & st o Bradogy e Comvcns.
Aatvtarreryas. = Sodawly
Rogsrend Habley LN Zncoeas
e Swrvyctuns Litsnag.

| Which agencies?

. vmw\on (Roen 30 FEQUONS related 10 €Xports)
duatuse teme

DL 16U UL S0USC 17041708

o R 15CTRTIOITE Ines e

o v Ame.
L S imhor

AR 22 CFR 12D 134, nehedes SwUSIA.

o Letavery {OFAC). embargond countnes
s Voreus stanies [Os. oie

0 NuckearReguiatonyConmason. audeat reackons
DEA

| Which agencies?

» Various agencies: (investigatory agencies
related to exports)
a BIS (“dual use® goods)
o ICE
o DOD: NCIS, AFOSI, etc.
o FBI

wime

i

1re thcsc la\vs?

for said thise v -aeosu-namhmo

Elms wvunmwm

SV nﬂluuld'w'uuhen ly ln danger of
2 Mm.h-ma. Wave halped make:

> EiBaradel, 3aid that shopping for
Jntemational blackmarket was a3,  sasy a3 qolng

!thre docs the FBI fit in?

s General criminal jurisdiction

» AG Order No, 2738-2004: (effeclive 11/15/04)
o Gave the FBI concurrent yuvisdicoon' *in matters relating to
espionage, sabotage, sub versive actmites, andrelated
matters including investgating any potental vigfations of

the Arms € xport Gontrol Act, the Exporf Administrabony
Agt. relating lo any foreign countennteliigence matiors.”

* The Order states the FBI $houd Take charpe” i thess Mvestgatons.

| Commetce Overview

. by Bursau of y Secunty (BIS)

+ Concemed wih'
Gl uss” coms a4 ksted 1 the Commerce Contrl Ust (SEL). by Ex
R A ey (S50 by Bxpon
@ Commercal tems 0 certan end.uses f end users
o Generalcachat category EAR )

» BIS' OEE enforces these laws, ICE has concurrent juisdicton,

+ Export Admunéstration Regufations (EAR), unde: the authorty of Export
Adminstiaon m o1 1969 and e Intsmabonal Emecgency
Econome Powsrs

wKLasSE

ACLURMO042808

FBI041708
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i

TR ST
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ik

e

X
apy
3

| Commerce Overview

] Deciphpfing\thg ECCN: exampleD

Ve LAY

I State Overview

» Administered by the Directorate of Defense Trade
Controls (DDTC).

« Concemed with "defense articles” or "defense
sew'lwces covered by the U.S. Munttions List
] Row;n registration
o Broksang

= Intemational Traffic in Arms Regulations (ITAR)
under the authonty of the Amns it Contro!
(AECA).

Y

l State Overview

vsesseuars

Tt P Wianre £ et St

z P ytty

4 LunchVWedes. OuidedMsies, Babeic Maskes Rocken, Topedans, Somts &
Erargesc Vemiws Propsints, ncndwy Agerta,

8 Dmeowi vy, T

6 Vrisws oV et Secel NavwEcuoment

T Towa iy ey

IS 3§ Assodeled EQuomert

) uwnmgwnm

10 ProwcivePesonnel Gammentd Shehers.

11 My Becvorcs

12 e Corb, Runge Froow, .

H Aoty biny Casoment

i« ncuang Ce8, 4
15 Spacec Sysiems 3 Assocuaed g smant

16 Bowters Dwgtaed Teiog Rured s
¥

16 Drecwd gy Wewond

W [Rewreq 2

»

i arices

I'E reasury Overview’

. Administered by the Office of Forelgn Assets Control (OFAC)

I'I'rcasury Background

» OFAC Country Sarctions, « OFAC List-Based
oBak ans Sancbons

[The RULE, generally speaking

» Violations occur onlyif:

AT "o sudioct o the EAR”
69 a1cie O Caleoie servca” Stte (DOTC) coves.

7 -

«

o8 coce) Ine e

g, 1 pebgveton.” of "use™ of a product

. 5300
o2l

S e nme AR, 2
. Wu%ilnmwnu«m

o Pretmex srvraon il
@ Uss drinben p st ualinen markmancs 19an oo S04 Pty

3

2 fatheBembeing epenedon ol thells.2
o Physcalty amponing the wdgel beyondthe U S
@ Foregn sppkcaton of knowkedge sauredi nthe Y S
T R SRR IR e R S pme et

o Wdgs manuisctured oulsie of e US bt U'S ongn®

. okn.
o TTAR nocemect corteet reauomd Exaple Bosog

o Deemed exponts
* Sochadiogy b reie sed

sowat

. foraga nabonal located
Yt rasecon ol e wdaes vy sboroga eUS total

o Administers embargoss and eco nomic sanctions ag: oBel aus :guuih"ﬁmm +  ltemis covered by the regulation,
;::gx ;:ukn;n:: o couner Tuosts 1o tho U S, natena secumy, oy oy Cosst Tty 2 item s exported out of the U.S. or attempt,
oCong 0 ohon -prokferaton e i
alfan eneh‘x1 y lsm:r‘.’tln::a ‘i;:) r{«o U S. Person or Entty can be nlm‘“ﬂ oDiam ond Trading E) l:::;se is required,
n(:omm erce besnses some OFAC sanctions. y "
« nolicense was obtained.
« Under tiis IEEPA.Tndn Wit the Enery Act (TWEA), and ot e
varkous EOs 9 . Y oNorthKor e3 L
B . oSudan * Criminal violation.
. . oSyd a
oZimbab we
et e
l Elements | Elements

2 Whatls NOT an expot?
«  Ultimate end-user is in the U.S,

. Expon originates OUTS IDE the United States, unless:

Re-export: actual shupment is from one foregn country fo
the U S, and then lo another country.

Rem s being brought back to the U S - for exampe, for
servking

wKLerns

wrLsnD

ACLURMO042809
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Y s 20 4 S GLTT T

3 lealxense requied?
o Forte
*  The som is 0n B Unvted States loront Lt (USAR )
* IR T P e e e Ot

o e of
etz detiybent A A
© Wmmeendusermonthe
.
« AECADebarments List mataned by DOTC
@ Fomgr PersonsDowgrated mamtaved by OFAC
. {are cther Sats)

o Sanctoned countrynst - OFACr 15

4 LWBL3T WA Lotohin
o License was nol requested;
OR

o License was denied.

Lo ey
LA T N N
- : it -
Coy sl 3
h ". L} .
- ‘ R T N
[ Blements Elements I Consequences of violating export

control laws

» Admensgiratve & ovt
0 Stnct kaddy
@ The telreant agencynegotatey 3 seerent
a Peades

o Mansiary nes.
o Tonoarnry bunel o 1o et pateges € mamnort vsisbon

o quansy Tye rase
o Crennal .
S St e Dt b7E

@ Peraly can by monesry ot jal e

© Reatactons en ke vrportu/eports,

© Sezus and lortetrect Rome

° ot 300t

© Forerweof nght 1o Conact #5 1o U'S Cormmant

i
A
¥
‘,
|
|

[ FBIS goal in these investigations [BIS & ICE’s goals in these
: investigations
Questions? b7E

ACLURMO042810

4

FBI041710

<




.l

0 S

prnyet bt

e

-

] :
DECLASEIFIED BY 6517% DHH/3TW :
0N 02-05-2012

. FBI Cl: Interrelated Objectives OPSEC:
Private caseutaomasen
st Anstysls | l
Scctor sy v e
cTC Lounisrmenscaei
Outreach b7E
OPSEC
Ci Baslc Operations Course
3 November 2006 }
\ ' UNCASSAED 1 ey st 3 uueussnm
f
i '
B
[ .
o ;‘
: . '
X ; )
t
1
Agenda
OPSEC ficati 1. OPSEC Overview bE
Overall Classification: Breakl . po
. N b7E
F. o .
UNCLASSIFIED 2, In-class Exercise
, Cl Basic Operations Course n OPSEC
X 3 Novembor 2006
} 3. OPSEC and Defense Contractors
' m “Saturday Night Live" on OPSEC
ustry Program Lea:
[ Preccommonsan EARLY DEPARTURE!
a 4 UNCLASSFIED 3 UNCLASSHIED < UHCLASSFIED .
A
b, i
’ ¥
: N
g T “ 'y ‘ -
: Critical Information What OPSEC is I:l OPSEC Process
i Pleces of the Puzzle -
\ + “Operations Security”
3 + A practice
« Based on a §-step analytical process :b TR
] 3 UNCUASSAED ’ UNGLASSRED

ACLURMO042811
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A

- — A
TRTOTETS LT

Threat:
The Adversary’s Perspective

Examples of Vulnerabilities

Examples of Vulnerabhilities

" MCASSHED u mu»m'ot
¢
}
i
i b
i k N
Examples of Indicators Indicators Risk ! ﬁ‘ | |
it
* Threat - Vulnerability « "n’\pacl'g ;
. ! .
: | B7E
i
]
L UNCLASSIRED " UNCLASSFIED " UNCLASSFIED
|
'
3
?% i
i .
)
Examples of Counter es Examples of Countermeasures Residual Risk i
. . !
. . : o
. b7E
t
Make sure it doesn’t create more risk!
u [R— " [ 1 oLASSnED ]
{( 1
!
f
l
ACLURMO042812 . {
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' i
‘ !
¥ "
1
i' ' ‘
3 % »
B o : You are Going on Golng on Vacation Lesson Summary »
iy Vacation!
What About The Newspaper?
What About The Newspaper? 1.What s your erkical Information?___Nobody's Home negEn K
2.Who Is your Uveaty___ Burahar OPSEC Considers the advtrsag"f Perspecti
3. Why are you Papers are Left tn a Visible Location OPSEC is Operations Security
3 What Is an indicator of the C Newspapers Piling Up OPSEC Process ‘/ ¥ i
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olnteiview disclosed that Kadish had
spoken Hebrew during telephone calls at )
work . bl
gKadish's office contained a large trash 9 |

.can with the Israeli flag wrapped around

b7
it, making a fellow employee
uncdmfortable

2 Siveigion »
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b7E
gerom = — hrd
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Subject Interview

Subject Interview

fAi s\ am mana

Subject Inteview

March 20, 2008: a8haoah 20 2008

b
b7cC
b7E

Kadish s asked about

anyone connected to a

man named “Joseph,”

. Rt ~ - including himself.
Yo " Normorom » peGrom w

Subject Interview

. o March 20, 2008;

Kadish deniej_mm;m_]
) b
Iaman
named Joseph “Yossi*

Yagur. Kadish denies

Interrogation Commences

3 March 20, 2008:

Interrogation Commences

@ March 20, 2008:

Kadish admits to having
provided {srael with
classified information.
When asked to telf the :

story in his words, he bTE
replies: “You have it all
there..." refeming to the
props (hand receipts,

© Spled from 1980-1985

9 §0-100 documents (more?)

9 RD docurnent {atomic)

9 F-15 document

9 No payments received; all
ideclogical

9 Kadish's brother was cut-out

¢ Wile was fully aware

knowing Yossi Yagur. ; etc.)
_. ‘%ﬂmw n IOREMOrom 2 (Tavcronn EY
_ . Confession What to do next? Post-Confession Arrest; April 22, 2008

© Three additional Kadish

&
é{\

g

¢ Kadish was compliant
£..4 @ Catled both Israeh
s Consulate and b7E

. , Yagur's resi 5
4 41 admitted crime again
41 © Waived venue

f

@ Kadish given lists of interviews conduct i 0 Medicines a concem
documents to obtain §
e O Immediate press
’ ggsoé?“g;: e % release
KGrorom » NOFORN 3 “BegpgRcron E]
w
¥
L}
N
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Post-Arrest Plea Deal Sentencing
A os&r;tlj::::n'::ﬂ&ﬁng @ﬁw December 30, 2008: idy 23, 2588,
e 3 "
able intallie So S U 2 1. One-count Information 1. Judge confounded by
;zllt;?‘_::;z Infelhgence [H. o e charging Kadish with lessening of charges by
T - conspiracy to act as an SDNY; calls origins of
¢ Taint issues B unregistered agent of the case “shrouded in
- 9.Commeénce interviews ﬁl]lﬂ]l X . s Govt of Israsl mystery”
of ca-workers; friends, ; - 2, Allocution of espionage 4 2. Nojail time or probation
. ete. FRY “ 5 activities (not read aloud (due to ags, maladies);
Q Proffering . mton i by Kadish) 550.0_39 fine levied
(outside guideline fine)
WWW 7 a ghrrrcrom u “Bagptinoron »
7\

Going Forward
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ARTRIN!
ALL INFORMATION CONTAINED

HEFEIN IS5 UNCLASSIFIED EXCEPT
WHEFE 3HOWH OTHEEWIZE

bl
b7E

|:5:| ,,,,, e bl
How might 3 actually happen be
in my Division? b7
v b7E
g
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b7E
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‘ |
» Use al Questionnaire” as an
aid .
|
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DATE: 02-07-201Z ,
ALL INFORMATION CONTAINED

CLARSIFIED BEY 65179 DHH/STW o mT o T
REASON: 1.4 (C) HEFEIN I35 UNCLAZSIFIED EXCEFT

WHEFE ®HOWN OTHEEWISE

DECLAZEIFY ON: 02-07-2037
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N "t Unclassified | —
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& “ s S Sbl
QQ* Couriterintelligence Division :Ej:» B b6
T L e b7cC
& Cpunterintelligence ‘hh . g
“E" “Tiaining Center §E> skeptical ! b7E
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l*h’ { '.i- jU"d““iﬁ{d' ;m" Unclassified
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N
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. : (31 (3]
(5) | I _ .
= = < Unclassified BN Unclassified
L» > bl
tm;. Hoy,mlghﬁamctually |: S :| tg Other ways to prepare for a b7E
|: E :| ) E:,,,»————"‘héppen in my Division? { ]
: - B l
{ * t b i\a»
;«Q" Unclassified &Q) Unclassified
(5]
\; Unlassified fs Unglassified
@ b1
béE
seé handout example) — b7C
L e N b7E
U {Q’
: ‘ v ig» {:EP
Un:lﬁé%iﬁedl L pE" Unclassified ;«@" Unclassified
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\: Undlassified [N Unclassified
> .
~ PE Practical Problem #1
ws O AIAIATA A Sl b —
. \E .
!» L » :bl
|: E :l a's‘,;"~—~~-.,§9 y be prepared m,, b7E
- - with'a ommunication ﬁ
H» Plan” (see handout example) >
% -
. iﬁ’ Undlassified nl™” Undlassified
» -
a} Questions?
W0
,
.
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"DATE: 02-06-2012
CLASSIFIED EY &5
REASON: 1.4 (C
DECLASSIFY ON:

02-06-20

65179 DHH/S
!

3
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ALL INFOEMATIOHN CONTAINED

HEFEIN IS UHCLASSIFIED EXCEPT

WHERE SHOWN OTHEREWIGSE

Visas

.i(The First Line of Defense.)

sf ]
Counterintelligence Training Center
The overall classification gl this presentation Is

Learning Objectives

Establishment visitors

SF&T

Why are Visas Important?

Ways to Find Visa Information
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+*Diplomat ™
A G

« “Work™
*HL

* "Student”
*Fd

«“Tourlst™
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(e
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b
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Tools for Visa Review
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