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Course Critique Forms

Please fill them Out after

each class not at the end of

the week

b6
b7C

b7E

b7E

WpIromp To

CIOPs
-aeios

TE

Welcome to the

FBI Academy

Counterintelligence Training

Center

Class Roster

Print Clearly

Name

Office

Phone Number

Purpose

Academy Rules

No Alcohol

No Smoking Inside BuIldings

Display Quantico Badge

Do NOT put badges on belt

Dress Code

Casual business attire

Collared shirts blouses slacks

skirts or dresses

bE

No sandals shorts halter tube or

tank tops or similar attire

Dress Code

Athletic attire Gym area only

N6 blue Jeans during the business day

Business day ends at 600 PM

Linen Exchange

Monday-Friday

630 AM .330 PM

Telephones

No direct dial long distance from

dorm rooms

FBIO4I 605

ACLURM042705



b7E

Door Combinations

b7E

Telephones

.LocaI..DlaI number

Credit Card...9 number

Toll Free...9 800 number

1HONESYSTEM-

ty uu QI CONNECT LAPTOPS

rnI

Amenities

Library Open 2417

Internet Computers

Dining Hall

Board Room

Malnaide PX Student ID

Traffic Enforcement

FBI USMC RelatIonship

MPs enforce speed seatbelt DUIIDWI

base regulations WHICH APPLY TO YOU

FBI Police -Special Deputy U.S

Marshals

Espionage

LastlOyears

Documented recruitment

________ attempts of students

Documented cases of an

employee providing

information to

Clearance Need To Know

ACCESS

Classroom

Beverages are okay

No food newspapers magazines

Dorm Rooms

No guests even other FBI employees

Red Trash Cans

wReauIar Trash

_______rotocoIs

NO cellular phones In classroom

You CAN make cell calls from the balcony

Smoking 2nd floor Balcony lock

door when unoccupied

Books

Restrooms

Cnurc materials

Felephones

.Emall computer

FBIO4I 606
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FBIO4I 607

Class Attendance

You must aiterni all class sessions

Absent from elms ASAC CITC UC

Vlthdrawat-ASAC CITC UC

AWOL.NA student

Vehicle Accident leo insurance

At the mid of thu last block of tion scheduled

for the day do NOTleave th nit one of the

Course Directorshai advise you are Doec for

the day One of the Course Direclors will provide
float lnstiuctlans conenents and/or assIgnments at

.v9flk end of each cIas day

Class Adminstrative Stuff

Bus list for departure Friday

Class contact roster

Departure after hours

Leave note on desk in room

Departure Friday

Out of rooms by 745 AM

PLEASE do NOT return to your room

Prop open the door to your room

Place sheets towels in

bins at elevators

b7

b7F

Friday Departure

Stege luggage in break area or your

/yehlcle

beglnsat 800 AM

Use public restrooms in Atrium

Return student badges TO THE
FRONT DES

Transportation for

Departure Friday

Reagan National Airport

Bus departs 1000 am
1200 noon

.sne

ACLURM042707
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Trash Cover Exercise

Trash Covers

b7C
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LATE Ji i517 LI1TJ

2YkAnniversaryofihe
YearoflFiSpy

20 Years Combatting

Betrayals and Lies

1985-2005

Jonathan Jay Pollard

2Annicrsyofthe crfthe Spy 1985

lliamPeltonI

2Annicrsaryofthe Yea of the Spy jI.985

Lee Howar
bnom1

2F4nniver$aryofthe Year of the Spy 1985

RaiIdy Miles Jeffrie StephenJ.Ratkai

FB1041611
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Jones and Ntub

Robert Stephan Lipk

.2O Anniversary of the Year oft/se Spy 19961

kSquillacote_Staiij

2Anniversosy qf the Year of the Spy 1997

FB1041612

Steven John La1a

.2tYaAnniseraoryofthe Year of the Spy 1993 .2O Anniversary of the Year of the Spy 1993

tEar Edwin Pitts Illarold James Nicholso4

20a Anniversary of she Year of the .cpp 1996 Anniversary of the Yeor of the Spy 1996

ACLURM042712



David Boone

.2Ift Anniversary of the Year of the Spy 1998

Jean-Philippe Wispelaer

2OaAnniverswy of the Year of the Spy

Mariano Fig

VI

i2Anniversoyofthe Year of the Spy 2000

LatrRcganAnna Belen Montes

21Fk Anniversary of the Year of the Spy 2001

RobertPhilipHansse

2tYhAnnweroory of the Year af the Spy uu.i2O Anniversary of the Year of the Spy

FB1041613
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jnsntibv

Conlrhldig DlvIb

FIiIFIQ

HistoryLets Talk About...

___27-1IO onICI Sty

.IIOWJoth

WIIEREd

.ClOPSO%3S

ci

WHAT is thel

IMilestones
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HOW doe thoont
Categorv Tyne Subtvne and Glossary

HOW does thJoork coot

Main Dialog Box

WHERE ds ot go

IWor ow ciopsi Istats
Best Practices

b7E

110W dees tact cost

Select Accomp ishment List

WHAT Is shi loot

Structurea uara Fields

b7E

lb

HOW doe

Glossary Example

110W does It oslo tacit

Lead Informa ion

VSIPPV .5... .61 I.s ti cant

FB1041615
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C6ordinatiqnSection

Your Donoin

II
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DtexDetcct Disrupt
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b7
b7E

b7E

b7E

ENFORCEMENT

ALTER1ATWES IN

COUNTER
INTELLIGENCE

Offlc.dIanMtoLZYth

ENFORCEMENT
ALTERNATIVES IN

COUNTER
INTELLIGENCE

OR

%EkHE CRIMINAL PROSECUTION

DOEST OR WONT OR CAWT WORK OR

EVEN
WHEN IT DOES WHAT ThEN

ACRONYM HEAVEN

DOJ
NSD
USAO

FBI\

MORE ACRONYMS

OHS

ICE
.OPLA

NSLD

ACRONYM PAY-OFF END GAME
AT

SQUARE
.SONE

The best laid plans go

awry

FB1041619
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FB10416

Origins of the program

Commission 7/22/2004

Addiiia new danestic intelligence agency will not

solve
Arilericas

problems in collecting and analyzing

intelligce
within the United States We do not

recommhd creating one We propose

specialized and integrated natiomi security

workfoce at the FBI consisting of agents analysts

lingiiss surwillance specialists who are

recruit4l trained rewarded and retained to ensure

the deveippment of an institutional culture imbied

with dp expertise in intelligence and national

security

L_Oric1lns of the progra

Presidential Memo to the 11/23/2004

.Create within the FBI scialized integrated

intelligence cadre including special agents analysts

linguists and surwillance specialists and implement

separate career track program permitting employees

within the intelligence cadre to pursue their entire

career.. This effort shall include the establishment of

specific requirements for training career

development certification recruiting hiring and

selection and integration of the cadre into the FBIs

field intelligence groups

Oriciinsoftheproqram

Iæte1i nce Reform.Act of2004 12/17/2004

TheDir ótor pf the Federal Bureau of

Invesi ation shall develop and maintain

specia tzed and integrated national intelligence

workfce consisting of agents analysts

lirigui4s
and surveillance specialists who are

recruitçdtrained and rewarded in manner

which psures
the existence .. an

institti onal culturewith substantial expertise

in and cpmmitment to the intelligence

missib of the Bureiu

LTórithiticLTJ
The WMD Commission 03/31/2005

The FBIs hybrid nature is one of its strengths In

todays world of transnational threats the line

between criminal activity and national security

information is increasingly blurred.. We believe it is

critical that the National Securi Service remain

within the FBI Personnel in the service would take

advantage of its specialized career options but agents

in the service would go through law enforcement

training along with their counterparts in the FBIs

criminal divisions Agents could laterally transfer

between the service and the FBis other divisions

mid-career

ACLURM042720
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There are no bars to

CREATIVE TOOLS
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lb

muses

PROBABLE CAUSE roorrfac on en lInt neporod for

obthiniog asroroh wmnntora wovnt

OR LESS

FBIO4I 622

WHAT ABOUT...
Basic Immigration Course 101

Home Shopping Network

engisody M55ody

Cisotody to the end

htsn.htthngood flht

Basic Immigration Course 101

Three Procedures

Espionage and Related Natisnal Security

Immigration Charges

INADMISSIBLE AUENS

snyoUonnbnnsolromnnrthAoCSoSollo 0115 5or0s

bmwooInro.050boe000dloklasn

onor IS UIoS Omen

.l0000e eokI1p pelly olInIJoolellylo .Sy enrevoy

levioIoo oyleworthnUrO dl enrISISgInneinn000

.Solepo.o

ISodremr.selep.ntseoloroooeloreoI

erooISnthonolthoenoeolo
oenlItsvenorlhe eon noeorthoun dswe.byroror nolorn

nnodn nimoISI meow

IOoInibI NABSI2I0000A

DEPORTATION throw them out

Espionage end Related National Secunty

Immigration Charges contd

DEPORTAILE ALIENS

Aoyolnego4io.g4o05rSISeIn
open

oyenroooy

Iooolnoe nytwordnurtsdsmegpdme0000
obolno.on

.00 mel ko.o.my .rhw0heencsnroo.oOWUosood
en

of gont. oology or .omrevo lioronrooloore or

vooyo SIn ondoonr polIo orE
on

nOesr.t

ioy nfoOoeISthno0nr0noIlooorOolor

osooor050byrome.ooloonool.oAIn000oo

tOA 237.X4XAXI

Espionage and Related National Security

Immigration Charges contd

DEPORTABLE ALIENS contd

Aey alien who stony lime has been convicted of

any
violation of oran attempt era contpiracy to

iatc any provision of toe Foreign Agents

Reis1rption Act of 1938 22 U.S.C 61 cc see

is deportaIp INA 237nX3

b7F
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AT SQUARE ONE

Know the facts

Know the
gravity

..Consider and preserve all options

.14axn analysis

ftopInI.

SQUARE ONE OPTIONS

Do you have

SQUARE ONE PRESSURES

lint eltiniTliE USliot

NA11ONAL SECURrIY INFORMATION

\\

COMPLICATIONS ThAT AFFECT USE

AT THE SQUARE ONE TABLE

FNfl AME

b7E

b7E

b7E

FBIO4I 623
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CREATIVE TOOLSCRFATIVPTCWS

Post Script

In unnugiation litigation ovidontissy mooed to frozen

in immigtation eout

Over under -selling avoid this problem

through solid End Game analysis as early

ngre process as possible

ThbjggŁctiie
Headline The Longer He Stays

CREATIVE TOOLS

b7E

b7E
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b7E

FBIO4I 627

Experiment

What elements of party

do you most enjoy

lb

Experiment

How do you make

trip happenLIlli b7E

ACLURM042727
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lb

lb7F
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Exercise

Presentation and

Discussion

Hov Iead

Descriptive Words

11

b7E

bE

bE

Temperament Exercise

Using as much or as Uttte of

your environment as you wish

create or make

somethine1J

How to Leadfl

FBIO4I 629
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Desäriptive Words HovJ Lead

eaching and Learning xercise

Presentation and

Discussion

HowtoLead Teachina and Learnina

Presentation and

Discussion

FB1041630
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Descritive
Words

b7E

FBIO4I 631

Descriptive Words

b7E

HowtoLea4 Teaching and Learning

ACLURM042731
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How to LeadHow
rl...ead

TeachjIgan rnhc

lb

b7E

ACLURM042732



7/15/2011

information

reasonable

independent
economic

value

b6

b7C

b7E

NE

Single-Most Significant Loss Incident

b7E

bE

FBIO4I 633
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7/15/2011

b7E

b7E

eufraIizthejtrnai.- program

management

education

liaison

comsuntato0PP0

b6

b7C

b7E
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7/15/2011

SI

FBIO4I 635

lb

b7C
b7E

wlh
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b7F

fliitlino nfflnnronte Quick Note..

b7F

FBIO4I 636
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QUESTIONS

FBIO4I 637
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Intarviewing

JE

PBIHQ nt t11rrn Division

IA

Goals Objectives

Questions

UNCLASSIFIEDUNCLASSIFIED

h7E

FBIO4I 638
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b7E

.JL
_____________________________________

Interview Examples

h7E

Questions
b7E

UNCLASSIFLED

FBIO4I 639
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Committee on Foreign Investment

in the United States CFIUS

CFIUS is chaired by the Dep artment of

Treasury

Members include

DO DHS DoD Department of State

Commerce Department and Office of the U.S

Trade Representative

Federal Communications

Commission

Telecommunications Act of 1996

Requires entities seeking to make

connections to the domestic

infrastructure for the purpose of

providing international

telecommunications to submit an

application for license

FBIO4I 640
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FBIO4I 641

Academic Alliance

louUi kpnituv

cooperation

Establish dialogue

Share infbrmation

Increase awareness

Academic Alliance

Ntirmnl ceriinlv Hioher Education Advisory

Board NSl-IEAB

College and University Security Effort CAUSE

Natióæal SecuritHigher
Education Advisory Board

NSHEAB
Members lndudŁ 16 universitypresldents and

chancellors

Chaired by Graham Spanler President of The

Pennsylvania State University

Three meetings year

Other participants induda .r
National Science lnsndalten

-Denartmeel of Commerce

Mission of the NSHEAB

Promote understanding

Create forum for mutual issues

Provide advice on the culture of higher

education

Build on traditions of openness academic

freedom and international collaboration

Discuss matters pertaining to national

security

NSHEAB Members

The ohns Hopkins MIT

university Purdue

UQA West VIrginia University

camegle Mellon University of florida

Universltyeflthshlngton uscchapel Hill

Texas AM university ci lUtyland

Iswa Slate University The Pennsylvania state

University or University

Pennsylvania universllyorwtconsln

b7E

College and University Security

Effort CAUSE
roster spirit of

cooperation

Establish dialogue

Share information

Increase awareness

Conduct outreach

-the
local level

ACLURM042741



ALL INFOPXTIOI rnNTAINED

b6

b7C

bE

Objectives

Business Alliance

What It Is

WInS Is

Flow It woi5

FBI Priorities

To protect the United States from

Terrorist attack

Foreign intelligence

operations/espionage

Cyber-based attacks arid high tech

crimes

Counterintelligence Focus

Globalization Why we need

the Business Alliance
Globalization

VersIon 1.0 1492 to 1799

size large to size medium

Counlliesglobalized

Version 2.0 1800 to 2000

size medium to size nrnall

Cnpaniesglobalized

Version 3.0 2000 sIze small

to size tiny Individuals

globalized

iThe World Is Flat

Tom Friedman

Business AllianceWhat is it

Working relationship between FBI and

industry

Focused on protecting intellectual property

prioritized on relevance to national security

Bilateral Information Sharing

FBI provides specific threat information

Company advises when Indication of threat

surfaces

Business Alliance Anticipated

Results

Both the FBI industry will have better

understanding of the foreign intelligence

threat

Improved ability to identify intelligence

activity

1-larden the
target

FBIO4I 642
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b7E

b7F

Business Alliance
National Business Alliance

Mission

Protect U.S In erasts oençj

Foreign Intelligence Sezvices by developing

partnerships

1j
yj i4

Business Alliance

Core Components

Focused threat briefs

Information Sharing

Counterintelligence Vulnerability

Assessment CIVA

FBI Response

FBI Threat Information

Company specific

Classified or sanitized

Whos targeting you
What are they after

Which employees may

be at risk

How they could get it

wi

National Security Concerns

intelectuaf property

Classifiedresearch.technology

UnclssifiØd but sŁnstie information

Lossiroh cyer lnb-usions

Weaonsof Mass DeshudtidnR8çD

Dual use thnology

Deemedexports

FIS Expoitation Techniques

Email fax telephone

Unsolicited requests and visits

International conventions symposiums
and meetings

Information available on the internet

Foreign visitors

Family friends work relationships

Personal ideology

FBIO4I 643
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b7E

b7E

b6
lb

b7E

What is the RTP SIGis the RTP SIG

R.TPResearchand

Technology Protection

SIGSpeclaIlnterestGroup

TheRTPSlGlsatooIfor

Domain Coordinators to use to

provide information to their

Domain representatives

What is the RTP Special

Interest Group
The RiP SIG is tool the FBI utilizes to provide

Information to cleared terense L.onuÆitorS piivaa

Industry and academia Domain Coordinators Bra

your local PB contacts

Maclou to provide actianabTa and relevant Infarmailon to

cleared eaense contractors prtvate Industry and aedemla

to bettea erotic Item to protect hair researth and

techunlogy

Why we need the RTPSIG

To provide Information to the targets of foreign

Intelligence services end economic espionage

that will help them become tougher target

To Increase reporting of Counterintelligence

events

ip

process for the RTP SIG

Must be curreni Imem
Must have need nor inrormation on

how to protect research and technology

Should have the capability to take action

on the information pioaided to them

How do access the RTP

SIG

FBIO4I 644
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Effective Writing Techniques

Make All your CI Writing

Complete Clear and Concise

Who Cares about Writing

Anyway

What can effectivewriting do for you
Save time

Reduce papenvock

Get you what you want

Make an impreedon

your job..

Itsacriticalpartof

What Well Cier

Reasons we write

Perspectives in writing

Techniques for active clear end

concise writing

Homework assignment

Essentials for Communiting

Main

Who are Your Readers Who are Your Readers Meeting Your eaders Needs

Supervisor
Isa MemorendumforHeadsofDepartment

Janet Rena

Field and HQ executives We should put
ourselves In the place of

DO3OIPR those to whom wewrite and 65k

Director AG President ourselves if we would find our

HQ Substantive Units
components doted June 16 1993 from AG

You or new Case Agent responses complete candid

lnrlpyinn/irnlrwriinn nercnn and comprehensibre

ACLURM042745
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What do Your Readers Need
What do Your Readers Need

Enough and the right info to..

Dowhatyou ask

Make resource allocation
decislons

Write policy and/or procedures

Remember case for testifying

Learn case to work

Make connections

II

Looking at Writing from

Business Perspective

Cl20

\Vhosejob is it to bridge lie ga

Put Your Bottom Line Up Front

Whats your most

important point

Whats Your Bottom Line

NOTahvays the purpose

Put it first or close to it

Follow with the

explanation/details

rnn

siwryc toe moct mnorrsnt noint

Content

Make sure it is completeanswers ALL

possible questions from the readers

Give contextall IJIMs and ECs should

be able to stand on their own

Organize logically AFTER you start with

your
bottom line

b7E

Make it Active and Direct

Avoid forms of the verb to be

Be being bee am are Is was were

Put who does the action BEFORE the

action

SA iteMewed the subject

NOT

.115 ubject was Intesviewed by sA

Writing StyleMake it

Active direct

Clear and interesting

Concise uncluttered

Make it Clear KISS ItI

Keep It Simple and Specific

In the sane Memorandum for Headsof

Department Camponentsfrom AG anetReno

Lets where possible eliminate

confusing jargon and respond in non

bureaucratic fashion with what Winston

Churchill called small old words that

everyone can understand

FBIO4I 646
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Homework Assignrrent

Due Wednesday

Please double-

space what you

tuminl

Edit 2-3 paragraphs

of the interview ECs

you submitted
________________

before class started

FB1041647

KISS IT

Kp Tt Sirnpl and Clean

Avoid professional jargon legalese

Avoid colloquialisms

Use the correct terms

Where possible prefer simple words

over more stilted ones

KISS IT

It Specific

Avoid words that leave lot

of room for interpretation

Avoid labels i.e dishonest

political

Paint picture In the readers mind

.Descr be ections

Descr be tharactezistics

Keep It Specific Instead of..

Contacted

.Phoned

Vis ted

Gotangry

.Raged

Yel led

Sla mmed his fist

on the table

it concise

The most valuable of all

talents is that of never using

two words when one will do

--Thomag Jefferson

Make it Concise

Rethink BUMP

meaning

Eliminate clutter

Words that add no

Make eveyword

count

Think of your
reader

Strategies for Reducing Clutter

Un-smother verbs

Eliminate doublets

Eliminate deadwood

Reduce redundancies

Reduce wordy phrases

Eliminate unnecessary

repetition

In Summary

Put yourself in your readers place

Put your bottom line up front

Organize logically

Use active voice

Keep It Simple and Specific

Make every word count

Questions

Ln

ACLURM042747



\Vtiere were ging

Why Its Business is
iniuri.uii

FBIs
Counterinte1ligenc/Program

What yoi need to understand about it to be

1effective

as tI Case .gent

The three most
reI9ant business sectors

The
one4businesn

person you need to know

i.

Ii

Qçientation to the
U.S.Businss

Environneut

J47iatyou need to noIvto cioiy outs/Se

FBIs CountedntelligenceMLWon in

the U.S

BusiiessCommunisy

bE

54

b7E

ii

iVIly U.S Business is important to ttie

FB4Is Cl Strategy

taform influence poticymake1rs

Why U.S Busnessis mportanIto the

FBIs CI Strategy

Cl Strategy Progran4 Objective

.S-

b7E

it

1.

FBIO4I 648
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\Vhy U.S Business is important to the

FRIs
Stratcfv

ClStrategi goals

Gldbadlization

GIob.Iiaatlon Is the rntreI fret dehing nil hnstor

Clohattantion Is the noodact otcconooslo act ltyolih

unto ores hsdspaodcnt ranuloost rasiratals solo ehlch

etorrgosrsrsv social poliuio.0I end bscinoss models

Affeots nil sspaats orbustarso

Increases ssilncrohility orhasirass

Increases rssponslhiloysndopporianity los toe FBI
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came down and Windows went up

Berlin \Vall the end of the Cold War

conscosuol fredmazkctgovis bcçan

soc govts with

ªuthoilaian
rule nod

fling

Gates Windows the PC

ljouieaoial eçonectMty

Flattener 08109/951

commercially available browner

World widstodds protocols not

Windows95

Internet becomes interoperable

created by theovemment1

-ocabesDot-corn babble fiber

II
Il

It

b7E

11

II

Globalization

Best description of globalization today is

Torn Fricdmans.The World is Flat

Globalization

Historical p6riods

Globatizatith 10

t4oZtSOii

Globalizaticnt 20

lom20w

Gtobatizatith 30

.2000-0

II

14

FlaltenoinI 01/09/89

ft

0I
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Will

GlnbulizstionLast

You cant stop it but
you

can stow it down

Anti-globalization forces

Sinking globalizutioaNiatl Ferguson

Imperial overuttetcit

Great-power rivalry

Unstable alliaaat system

Rogno regime sponsoring
terror

Rise of resbiutianasy terinrist organization

bosnia to capitalism

II

it

Flutlener Work-Flow
Soft1vare

Web-enabled
r0rktbo

XML SOAP

FlaltonerS-1

_m__c__

IIIII

b7E

b7E

b7E

II
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Summary

U.S Business is key to the Cl Strategy

Globalization is central to business

All business sectbrs are important

Defense contractors

Technoloy

\Val-Massnd he rest

The Corporate Security Directors
your

primary
pint.ofcontact

Ii

b7E

Relating to Corporate Security

patient mast dent
ndcrstand

Cl yet

Bring ía high level raison when pmpriste

Be knosvtcdgesble
9ailable

rcspnssivc and

respecsfutof the Security Officers posiridn

b7E

Ii

ii
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brientati4nto the us Business

Environment

fl7iotyon fleet to Finowlo carry out
i/tel

Fills Coutiteeinieiligen cc Mi is/on in

the U.S il/tam ess Community

Where were goiIg1

Way U.S

FBIs Counterintelligenc4 Program

tbe
What

you
neel to undestand about

it

1ffective

as Cl CaselAnt

three most relevant Business

sectors

siness person you necd tooneBu
know

II

It

b7E

Globalization

The central issue drivij all
husineust

Effects all aspedts of business

Increases vulnerability for buiness

Increases responsibility and opportunity fo
the FBI CI Program

is _4

Globalizition

Definition The conduct of economic

ac/ivity with little or no national restrsints

frem which
emerges new social political

and basiness models

Best description of globalization today is

Tom Friedmans The World is hat

iflnt...c..

11

II

IS

lcinncmtic eonsensuat fric-mat/tet ovis began

gulcasd

Hunzantalcomecy

UI

8109/95

browser
imercially

available

Netcape goes pabl

Windows95

internet becomes interojierable

World wide standrs protocols not

created by
the goveriement

Dot corn bubb le fiber.optic cables
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Cl
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b7E

ill

.4

b7E

.4

II

Will Globalization Last

You cant sloptit but
you can slow down

Anti-globalization forces

Sinking glbbalizationNiall Ferguson

Imperial
evcrstrotch

Great-possor rivalry

Unstable alliance system

Rogue regime sponsoring terror

I-c

b7E

Ii
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Relating to Corporate Security

n.SCt .tmt understand Cl vets

II

Bring in high level liaison when appropriate

Ba responsive

us Busiuess Sectors

DefenseContractors

Non-DJense echrolog

Wal-Mart and the rest

Sin

b7E

_f
Summary

U.S Business is
key to4lhe

Cl Strategy

Globalization is central to business

All businesseclors are important

Defense conlmctOrs

Technology

Wa-Mactand the rest

The orpoate Security Director is your

POC

r.nt.ri.s-.
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CI Strategic Significance

CI tonic hethoo

It

1F1 TTJOATh 01 01 517w

Why are tIcse communities important/4

Orientation to tpe Scentiflc4and

AcAddmic Communities

Iotu know to cr the

FliPs
çounzetinielligenceMiosion

in

the Scientific widAcodemic

b7C

bE

ii

It

b7E

Ii

bE
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UNCLASSIFIED ALL IFFEJPJ9ATI OF ONTAIFED

NTPEIN IS UNCLASSIFIED

DATE O1252U12 BY 55179 tUN/flJ

Letter from William Kempiles tel_______________

Dated May 23 1978

AnaIvsifLeaer

FBIO4I 657

Statement Analysis

Practical Problem
Objective

To demonstrate the value

of Statement Analysis

when preparing for an interview

Willinsftampilos

Origin of the Matter

yousa fomele CIA employee

contrctndl

She esplained that Kampiles bruged

that he had traveled to Greece

met some Itussians unsigned

to the Embassy in Athens

and conned them out of $3000

Origin of the Matter

ket with Kampiles end

suggested that Kampilea write letter

about his contacts

that could be of interest to the CIA

Lt

August 11 1978

LJ
WILLIAM KAMPILES

0001

MARITAL Siflee

EDUcATION Indiirna University BC

FORWAKOINC ADDRESS CIirago IL

WILLIAM KAMPILES

____
P05 35-7

Vrstchoftkn/NishtlstycWk

tveydeanncegovnmmentOlues

NotreccmnendedfotosnOfficetStatUS

.SICMINATaON
Fnedto nforn duCev

noIow odev nnd connct dnfl5-n35-3
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UNCLASSIFIED

Analysis

Analysis

Analysis

Analysis

Analysis Analysis

JE
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Analysis

Analysis
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Analysis
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UNCLASSIFIED

7E

Suggestions for Assessing Statements

ASK YOURSELF

Suggestions for Assing Statements

ASK YOURSELF

Suggestions for Assessing Statements

Planninq the Interview

Conducting the Interview

Unknown Subject

NSU

Case Investigation

April 1978

FBI Receives Sensitive Information

Overrding Case Issues/Factors
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UNCLASSIFIED

Investigation Next Step

Results

Initial Investigative Steps

Action to be taken

Initial Investigative Results

William Tkampiles

Espionage Case

Chronology

Aesust 11 1978 CIA provides ICompiles letter to FBI

Aetoost 14 1978 lotoiviows of Compiles by FBI/CA

Aopost 15 1978 loteiview/polygroph of lnmpiloo by Fat

Asoost 17 1978 Arrest of Compiles

November 17 1978 Istmpiles convicted of SIP-TOP

December 22 1978 Compiles seetoecod 48 peers

StatemenL Analysis Practical Problem

Take aways

TheKampiles espionage case

set precedent
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The Recruitment of SGT Clayton Lonetree

Marine Security Guard Clayton Lonetree fitst saw Violetta in August 1985

He was immediately attracted to her and went out ot his way to stop her for badge checks

in order to have an opportunity to talk with her He felt that she noticed him and was

somewhat attracted to him

In late August Lonetree followed Violetta to the metro station followed her

into the car she had entered and initiated conversation that continued until she reached her

destination The conversation mostly involved her job responsibilities at the Embassy

The following month Lonetree again followed Violetta to metro station Although

Violetta said she was going home she continued to ride the metro beyond her stop talking

with Lonetree the entire time Numerous short contacts at the Embassy followed

During early October Lonetree saw Violetta at the metro station and she invited

Lonetree to get off at her stop Afler leaving the metro station they went for two-hour

walk talking mostly about Lonetree and his background Ultimately arriving at

Violettas apartment building Violetta invited Lonetree inside Violetta briefly spoke

with woman she claimed to

Upon leaving the apartment Violetta and Lonetree discussed the difficulties of his

childhood his parents separation and crime in the United States They found they had

strikingly similar tastes in movies and music The following day at the Embassy

Violetta initiated contact with Lonetree They planned to meet again but agreed to use

caution and to keep it low key Short contacts and conversations continued

In November Lonetree and \Tioletta met at the metro station at pre-arranged

time Lonetree rode the train with Violetta for several stops then told her he had

received transfer order to Vienna Violetta became visibly irritated

During the November 10th Marine Corps Ball Lonetree and Violetta danced

once and spent brief time together week later Violetta attended Marine Guard

farewell party at the invitation of another marine She and Lonetree talked danced

together caressed and held hands in covert manner Lonetree suggested they meet

again and she agreed Lonetree was due to be transferred but requested an extension

because of his feelings toward Violetta

Later in November on his first solo trip to Violettas apartment Lonetree was

introduced
ti l.nI land joined Violetta in her bedroom for

conversation They exchanged photographs of each other Violetta walked Lonetree to

the metro station and kissed him publicly for the first time Frequent public and private

conversations followed at the Embassy along with telephone contacts
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In December Violetta again invited Lonetree to her apartment She told him

that due to some type of conflict she was quitting herjob Immediately upon leaving

the American Embassy she began working at the Irish Embassy After she left

Lonetree would call her at her newjob using telephone located away from the

Embassy

.onetree continued to meet Violetta at the metro station logging out of the

Embassy by indicating he was going for walk He instead traveled by metro changing

trains and hats and outer-garments to avoid being observed by KGB surveillance or

other Americans

Lonetree became depressed as the Marine Guards who were friendly to him

were nearing transfer out of Moscow Lonetree and Violetta spent more time in her

apartment talking in her bedroom She discussed her feelings for him and her desire to

either marry him or move to the United States to be with him Lonetree agreed to find

out what information he could about the prospect of acquiring visa for Violetta so she

could leave the Soviet Union

Violetta instructed Lonetree to always telephone her before arriving at her

apartment On one occasion Lonetree tried to telephone but the connection was poor

and Violetta didnt recognize him as the caller Lonetree traveled to her apartment

anyway but she refused to let him in saying that she had cold and was not

On the following visit Lonetree met man Violetta introduced

and she invited Lonetree for dinner They continued to discuss their personal

relationship and Lonetrees impending transfer to Vienna as well as her desire to live in

the United States Lonetree told her he had made inquiries at the Embassy regarding

U.S./Soviet marriages Violetta warned him to be cautious

Several days later Violetta told Lonetrre
she had an Ito whom she had

confided their relationship Violetta said thisi
mit

rnw1ermnent employee but

was nevertheless influential and had powerful friends Iwanted to meet with

them and might be able to help them acquire visa for her Lonetree having meiJ
Iwithout incident felt that meeting withi Iwould

be acceptable

In late December 1985 Violetta directed Lonetree to meet her at specific

metro stop and instructed him to ride in the first metro car He arrived as directed and

they boarded bus that took long circuitous route to an apartment building They

entered the building through hidden front door Violetta warned Lonetree not to speak

until they entered the apartment allegedly inhabited later

identified asi

Lonetree was impressed with tht
inijnaculate condition ofi Iapartment

but felt that it had not been lived in Ispoke Russian when talking with Violetta

With Lonetree he spoke in English b\It nnered to speak it poorly asking Violetta to

tranlate Refreshments were served ______told Lonetree that Violetta had discussed

him great deal and he had looked forward to meeting him He added that he admired

the maimer in which Lonetree could visit Violetta without being detected
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indicated that upon hearing of their relationship he protested but Violetta had won him

over Lonetree discussed his family background including his Native American

heritage deprived childhood in an orphanage and strained family relationships 70

including physical abuse Lonetp expressed somewhat negative personal feelins

about the United States and told Ihe followed the politics of the Kremlin

asked if he felt discriminated against because of his race

Additional conversation included their plans for marriage and Violettas desire to

obtain visa and travel to the United States tgreed to assist the couple if

Lonetree would continu to treat his relationship with Violetta seriously Itold him

not to date anyone else explained that he had influential friends in the Central

Committee and assured Lonetree the KGB was unaware of their relationship

cautioned him not to discuss it with anyone
70

lasked Lonetree if he was affiliated with the CIA which Lonetree denied

At the end of the meeting linvited Lonetree to visit him again but no specific plans

were made After leavin Ivioletta told Lonetree that Iwas

wonderful and that he could be trusted and would do what he could to help them

Tjie
second meeting withi Iwas held in early January 1986 To travel to

Violetta again directed Lonetree to ride in the first metro car and meet her at

specific spot When Lonetree arrived late and in the third car Violetta was infuriated
bo

She re eak with him for the remainder of the trip b7C
erved cold cuts juice and wine to Lonetree He questioned Lonetree on

his Native erican heritage and his feelings about the Marine Security Guard program

Lonetree explained that he did not get along with his Detachment Commander and

indicated he felt harassed vas aggressively critical of President Reagan and the

CIA Director and cited numerous examples to prove his point that the U.S./CIA were

destructive forces opposed to world peace

______
Lonetree continued to provide extensive pcrsonal background information

discussed newspaper article Lonetree had previously discussed with Violetta

The article focused on Lonetrees assignment as MSG to the USEMB Moscow and

additional_personal achievements Lonetree advised khat most of the article for

which was the source of information was false or exaggerated

During the meeting poke better English than before He told Lonetree

he considered Lonetree to be his friend and also friend of the Soviet Union He added

that the discussionsi land Lonetree would have would also help Violetta He told

Lonetree to be honest with him and that he would be honest in return Lhiscussed

the feasibility of obtaining visa for Violetta and mentioned he expected to have some

word on the visa issue at their next meeting which was then scheduled for two weeks

later

b6
After the second meeting Lonetree asked Violetta if was reall

_________ 70

sincel Iwas questioning him too pointedly When Violetta did not respond

Lonetree thought so this is how they work During this month Lonetree and

Violettas relationship became sexual in nature
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In late January 1986 at the third meeting Itold Lonetree that he was in

trouble because of his relationship with Violetta Lonetree took this to mean the KGB
had somehow discovered their relationship and that it would be difficult to get visa for

Violetta He then stated that the CIA was only in Moscow to cause trouble and made

rcfcrcncc to CL\ rccruitment attempts nd the discovery of CIA listening devices He

questioned Lonetree regarding which Marine Guards worked for the CIA and which

would be vulnerable Lonetree told him the Marines did not work for the CIA but did

identify Marine he felt was exploitable

used prepared written list to ask Lonetree questions about CIA

personnel descriptions of the secure floors of the EmbassyI
and the presence of any other intelligence personnel in the tmtassy

Unexpectedly Iproduced photograph album of Embassy personnel and began

reviewing it with Lonetree page by page Some of the photographs were family b7c

photographs lasked him to select those photographs of individuals that he

suspected may have CIA affiliation As Lonetree_identified possible personnel he also

corrected erroneous information presented byl Iconceming the professional and

personal lives of Americans at the Embassy Lonetree identified the individuals

w9rkinP on each floor but was unable to answer questionsl lasked about activities

ml

began discussing the layout of the Embassy floor by floor and asked

specifically the locations of the Politi1 find Fconomic Sections and the Defense

AttachØs Office Lonetree answere4 huestions concerning the Ambassadors b6

office what the desk and furniture were made of whether the windows could be opened

and means of access to that office ulso asked if Lonetree would be willing to

leju criething in the Ambassadors office though he did not identify what it would

be asked if Lonetree could extend his tour in Moscow or if he could transfer to

Leningrad or Hungary He asked Lonetree if he wanted to work for the KGB When

told no he told Lonetree to think about it He also hinted that Lonetree should try to

obtain position involved with Intelligence

When asked by Lonetree ifhe was in the KGBJ ladvised that he had

friend who was General in the KGB and who was member of the Central Committee

but denied that he himselfwas KGB Althouglj Iaid he was asking these

questions on behalf of his friend the context of the questions confirmed Lonetrees

suspicions thai himself was KGB They agreed to meet again in two weeks

During the third meeting Violetta remained in the room but sat in the corner

doing her nails and saying little She no longer frmdted al English was very
b7

much improved Following each meeting with Lonetree and Violetta returned to

her apartment to continue their sexual liaison
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At the fourth meeting held in early February 19861 ead from prepared list

of several codenames which he indicated were intelligence operations being run by the

CIA against the Soviet Union He requested information regarding Lonetrees

knowledge of them or any other operations or operatives

Both hnd Vio1ett aggressively tried to convince Lonetree that he should

remain in the Soviet Union permanently Icited the opportunity of being with

Violetta and that he would be provided with good standard of living which would

include car flat and maybe dacha unformed Lonetree that he could leave the
bE

American Embassy immediately if he desired and that his problems would be over He b7C

then advised Lonetree that he should consider working for the CIA in order to help the

Soviet people directed him to bring out something from the Embassy for their

next meeting Although Ididnt have preference as to what Lonetree should

bring he made reference to the secure floor of the Embassy He continually pressed

Lonetree for any information about CIA personnel and operations against the Soviet

Union Although Lonetrees feelings for Violetta were in conflict he returned to her

apartment after this meeting and continued their sexual relationship

In late February at the fifth meeting Lonetree brought classified floor plans for

the secure floor of the Embassy Lonetree had also discovered nd
identified it to told Lonetree he had done the right thing in providing the

floor plans and advised him not to worry about anything He told Lonetree that the

KGB knew of his relationship withi Find Violetta and that he was safe He added

that his friend the KGB General was aware of Lonetree assistance to the Soviet

people and sent his personal regards Lonetree asked if he could meet the General

lassured Lonetree that the KGB would protect him The secure space floor plan

office spaces and personnel assigned therein were discussed in detail

At this time Lonetree felt that Iras the only person who farM pbout his

feelings and welfare and maintained tha vas comfort to him _____Ihad told

him that the KGB had someone in the Embassy who would know if he was in trouble

and would warn him and get him out While hisfeelings for Violetta were at times b7C

conflicting Jnade Lonetree feel good Lonetree didnt feel he could deny any

request thai Fwould make as he now felt he had no will He believed that as

member of the Marine Corps he had been on the ong side and viewed the United

States and CIA in negative light
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ALL INFORLTATICN COtTAIND

IFIN ID USICLADSIFIED

DATE O1-2.5-2C12 BY 6.5179 D/DTU

tOjUSMC Chronology

1980- Enlisted

1884-Reenlisted

Marine Secarity Guerd

School Oxuotico VA

919841211985

US Embassy Moscow

111988211986

Extension in Moscow

411985 1211986

US Embassy Vienna

-i.t

twuJ
Embassy Moscow 1985

The pride of the Soviet capital

One of the
citys qeat

ettrootions

Moscotv Metro MoccoB0900 MOlPO

Mocooncoos Macpa

Each oatioo hns

unique architectural

features ar.d personality
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The Recruitment

of Sgt Clayton Lonetree

Clayton Lonetree

Lonetree Fell In Love with Metro

Over 100 stations

Covered over 200 km

Corded over million people daily

Outstondiog example at Soviet archItecture
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SovIetKtSBOflicer

lntemelserwce

Pt 80 5953
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Mosaic Panels
Bronze Rev tlutionary Sculptures

Viotetta Seina

_________________IU58t

5/1989611955

Receptionist and Phone Operator

US Puobonsadors Residence

Moscow

Performance Unsatisfactory

Violetta Seina

811985711955

Cashier 115 Embossy

Moscow Unsatisfactory

71188512/1955

Translator US Ensbassy

Moscow Unsatsfactory

121985 Dismissed
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The anlyfriend have left

77

17E

Letters from Violetta to Lonetree

March 1986 to September 1986

Mercir 171966

Marca26 1986

April12 1986

May10 1966

UndOted

Juner4 1986
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r\IRMAIL Delivered byl

July10 1986

August17 1986

August31 1886

September25 1986
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Photo of Violetta

delivered to

bn
Vienna

July 1986

Letters from Lonetree to Violetta

August1986 to December 1986

August unknown 1986

October 27 1986 two letters

December 51986 two letters
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me the main eniranne ICP atl0O p.m Ihers we

walked to Chinese restaurant

Meet November 271986
St Anton Church Vienna

was suppand to runs at the tram ntop at 700 p.m

Iteurposatymisse this meeting...

Missed Meeting December 1986

10 Trans Stan on.Hadikaasse Vienna

.b5

h70

h7E

051

Ta_
anon

nntemal nemno

b7E

woo iostmnted to mae 1700 p.m

Lurreteee lurued himsa in on 1411086

sasobserved at the ment site

Missed Meeting December 27 1986

umrpntttnn flhitrr.h Vipnnn
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The pork was the tteet site tf meetinn was missed or If

contact was brokeo 1545 observed at

the meet site

Alternate Meet Site December 29 1986

Waringerjaik Vienna

List of LonetreMet Sites Vienna

Initial Contact Points

une December 1986

iO
Ct Slot Opom dm00

92 Pa4r

Restaurant

cretan

95 Church

Ctwroh

01 Church

Church

Church rei500d

Cit Perhelmdt

Loestee had tumnd himselF In

Corrobcralion of each stte location Is essentiel
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ected to

1971-198510 meets

1975

1977 990

198019831855

1984

1985

1986

1989

198919901991

______________
1971-1959Auttnlo- 10 meets

Arrest and Trial

Arrested 1211906

Tlel ejd-1987

Convicted 811987

Espionage end 12

related Charges

Sentence

3Oyears $50009na
Dishonorable Discharge
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ALL INFUPflTION rnwrAID

Schmoozing

Program Manager
Behavioral Analysis Program CIRG

14

SSA

Schmoozing

Yiddish

To chat or converse idly

Afrieridiy gosipy piokiiijed hart-t3

heart talk or friendly persuasive

conversation

They had little schmooz and ettled

everything

b6

bTC

II

It

Theatre

Nine Principles

Law of Association

Repeat exposure
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II

Nine Principles

Reciprocal affection

We dont like people who cbnt like us

Similarities Common Ground

.41
b6

bC

b3

Nine Principles

How you make the source feel

Mirror

Helping others

Favors

Gifts

Feet of clay

Upbeat

It

Gifts

.A

FBIO41675
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Bobs brilliant

hes also very

SQl Siv
very arrogant

something of

-j

Big Three Mistakes

Voice

Smile

Active Listening

Ii

b6
b7C
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Active Listening

Eye contact

Nods

Verbal affirmation

Head tilt

Lean in

Eyebrow flash

Posture

ACLURM042776



I-

Building Blocks of

Relationships

Froximity

ELrtion

Ithtensity

Frequency

Questions

b6

b7C
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II

b7E

BEHAVIORAL ANALYSIS PROGRAM

COUNTERINTELLIGENCE
DIVISION

Why am here

Define ehaviorai Analysis

Discuss uses in FCI cases

Explain BAP assessments and how to

initiate one

Analysis of Behavior

ANALYSIS BEHAVIOR

What is BAP

History

BSU

BAU

BAP

Focus

you the guys from

Quantico

BAP Team

Mission

Personnel

Procedure

Location
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Common Uses Of BAP

Producing The theater Tools of the Trade

b7E

b7E

b7E

BAP Guides

Questionnaires OBSERVE

But what dot know about

analyzing behavior

II
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_____________________________________ ____________________________________

bo

bC
b7E

What YOU bring to the Team

Unique Perspective

Behavioi wiikiiii ConLxt

ECultural standards

ESubjects norms

Situational factors

Emotions Inflections Variations etc

Over Time

Requesting An Assessment

Contact BAP phone or e-mail EC

Meeting local or at HQ

17 Individual or Team Consultation

Verbal Presentation

Written Report

17 Survey

What the BAP is NOT

Not interested in investigative oversight

Not strain on your case/divisions

budget

Not reserved for specific cases

Not providing directives just

suggestions

Not box to check in your

investigation

Analogy

Cooking

II

Behavioral Analysis Program

Federal Bureau of Investigation

ssA1______________
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Analysis of Behavior

ANALYSIS BEHAVIOR bE

FBIO4I 681

.4

tRE
Li Ji Li9 LLTh

Mandatory Disclaimer

Welcome to Brooklyn

1Wh/ am here

Define Behavioral Analysis

Discuss uses in FCI cases

Explain BAP assessments and how to

initiate one

tTelI bad jokes

14

Analyze then think rritirlc the box

ACLURM042781



What is BAP

History

Focus

1\

BAP Team How do we oDerate

Common Uses Of BAR

b7E

b7E

Producing The Theater

FBIOI1 68
ACLURM042782



If knew all that stuff wouldnt need

you guys

BAP Guides

b7E

Tools of the Trade

Questionnaires

littl knowledge can be dangerou

OBSERVE

But what do know about

analyzing behavior

pens on the table

What YOU bring to the Team

Unique Perspective

Behavior within Context

EtCuftu standards

ESubjects norms

rSituational factors

Emotions Inflections Variations etc

Nice Voice

But dont try this at home

Requesting An Assessment

Contact BAP phone or e-mail EC

Meeting local or at HQ

Individual or Team Consultation

Verbal Presentation

Written Report

Survey

FBIO4I 683
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b7C

vi

What the BAP is NOT

Not interested in investigative oversight

Not strain on your case/divisions

budget

Not reserved for specific cases

Not providing directives just

suggestions

Not box to check in your

investigation

Cheesy Analogies

Gambling Cooking

lb

b7C
lb

When years of work and rrotected

secrets are obtained by foreign

country the results can be devasfatiri

FBIO4I 684
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COUNTERINTELLIGENCE
PRQGR4M

2008-2009

Counterintelligence Division

FBIHQ

SEET
Counterinte11ence Program

Mission

Counterintellihce Program

Defining the Threat

rç

Prctect te US inct foreign intelligence operations

and

Counterintellince Program

Goals/Impact

.os1mpact

b7E

bi

b7E

bi
b7E

SE El

FBIO4I 685
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.4

81ERET

b7E

b7E

CI Program Loc Model

FOIOok F.
ProkctIbcUnitgJStsIc km fomign irO$I.gcnco

acthitin

bE

IT
FBIO4I 686

CI Program Loc Model

FBI Strategic Focus

Protect the United States against foreign

intelligence operations and espionage

.fl

Cg.pogram LocModcl

FOISmIndn Fomm

04104 500n rnink0Ilinnm .thO1m

CI Program Loc Model

F5ISrnOI4 Fmm

4m0flkUn10dS00 rmnCn4tokoIIionl4nIm

cgProgramcModel

O444kn4h.Unkdo0nmfmmrorn1gnin0Il0mm.0mm
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CI Program Loc Mode CntedntelIc OMion SagyMP2007 4010

Cl FBI

III JO ign jngllignn

b7E

FBIO4I 687
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FBIO4I 688

S$T DEl LAIFIED tI1TbT

Todays Presentation

Intelligence Oversight Board lOB

Responsibilities Regarding lOB Matters

Examples of Common Reportable Matters

b7E

The Jntelligence Oversight

Board lOB

Authorities

Composition

Responsibilities

Executive Order 12863

-i

.- LntIIigebiversighiBoard

Fe4jeI Biruau of Ie4estigatlen

Qlf gftheGeeeriiiCueseI

Nat irdlaecerttyLrmoraeds

1I

BEiŒflI

.Exeâutt etinreally mqant tIle or no

overslgt

Sweepir rdtations of naoæaI securtty

Realpot rptise

eCominissiong

C6ngre veroight FISA

Compos tIlOB

Compos not mdre than.fàur nembers of

the Presi Foreign Intettigence Advisory

BoardF

Appointe the ChatrrnsnofthePEIAB

Authorities

Executive Order 12334 December4 1981

Executive Order 12863 Sept 13 1993

Agency-Specific Guidelines

Superceded EO 12334 December 1981

flame changed from PIOB to lOB

Established 08 nsa standing committee of

the Presidents Foreign Intelligence Advisory

Board PFIAB

Responsibilities remain largety unchanged

lOB Responsibilities Report

Prepare reports for the President concerning

intelligence activities that the lOB believes

may be unlawful or contrary to Executive

order or Presidential directive

Foiward to the Attorney General reports

received about intelligence activities that the

lOB believes may be unlawful or contrary to

Executive order or Presidential directive

lOB Responsibilities Review

Review the internal guidelines of each

agency
within the Intelligence Community

that concern lawfulness of intelligence

activities

Review the practices and procedures of each

agency within the Intelligence Commuctty for

discovering and reporting intelligence

activities that may be COB matters

ACLURM042788



IOBRe risibilities Investigate

Conducts invetigations as the tOE

deems ne ary to cany out its functions

tot/sd ntpnied by.laitf

Provision 54ich are essentially

administ live In nature and are not

coierŁt se description in Item above

needrtot eeported
to the lOB

Uncertain Łs to tIe reportability of an

incidents au be resolved by reporting it

Reporti 4Requirement Two

Agency Responsibilities

osigaucire uriurli

Reporting Requirements

Obligatiops UnderEO 12863

the Intelligence Community to the extent

pernrltted by law shall report to the lOB at

least on quarterly basis and from time to

time as necessary or appropriate concerning

intelligence activities that they have reason to

believe may be unlawful or contrary to

Executive order or Presidential directlve

Section 24

uziawj or contra to Executive

Order or Presidential Directive

Sets the standard for reporting 08 matters

Reporting Requirement One

IA provision AG approved guidelines or

regulations designed in full orin part to

ensure the protection of Individual

rights must be regarded as incorporated

by reference within the Executive Order

Therefore violation of such provision

would constitute breach of the Executive

Order and would be reportable to the tOE

Reporting Requirement Three

Professional judgment should be exercised

by the General Counsel in deciding whether

particular incident is reportable to the lOB

Reporting Requirement Four

record of decisions not to report incidents

according to this understanding shell be

maintained by the FBI and the record shall be

subject to review by the Counsel to the lOB

on request

b7E

FBIO4I 689

1.

-I
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IT

Dont Forget..

The wnrdsmay be unlawful in the EO should

be interpreted to Include violations of agency

precedures issued coder the CO.
Counsel fartntelligence Policy OIPR 1983

Examples of lOB Violations
Summary

61 12863 in the controllina authority

regarding lOB violations

The lOB Is responsible for reviewing the

practices and procedures or discovering and

reporting on lOB matters

Each agency in the lntnlflgence Community

must report on at tonal quarterly basin

concerning inteltgence activities that may be

contrary to law Executive Orders or

Presidential Directives

b7E

FBIO4I 690
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George Washington

There is nothing more

necessary than good

intelligence to frustrate

designing enemy and

nothing that requires

greater pains to obtain

SET bI1RE UfkPiTI

b7E

Federal Bureau of

Investigation

Office of the General Counsel

Legal Instruction Unit

Oath of Office

do Solemnly swear that will support and

defend the Constitution of the United States

against all enemies foreign arid domestic that

will hear true faith and allegiance to the same

that take this obligation freely svithout any

mental reservation or purpose of evasion and

that will well and faithfully discharge the

duties of the office on which am about to

enter So help me God

lNational Security In itions

iratay is drarimasw4ierrIt

1tntda5uiceAuthiu

SlavOl000e paws as niattas

nreanativnOrrueuon

ReaSymeaniitlleeno

Rear poterroai far abase

RasOniprArnand

Cnngrnvtinnairamnuid

Ft1APrivaoy Ann urn

Uses of Intelligence

teal National Security

__ lii lit

LJLI

Intelligence Collection

within the United States

tnteiterrcecoSectien Is an

Executive Preskisnttat

power Article II Section

Historically It focused almns

entirely on spies

Per mast ti thot trisniry

there was httte danger trot

U.S Citizens would be

exposed to mvert

Intelligence technlues

Rarely Isteracted with

criminal law

What led to FISA in 1978

T1928 Ole steaditsJL Supreme

Court held that external wiretaps are

not within the coverage
of the Fourth

Amendment

1934 Federal Communications Act

Illegal to intercept and

disseminate use in court telephone

communications

H-
What led to FISA in 1978

1940 anosevgtt.hleniaeaadrtsiPzesldent authorizes

ELSUR rorgrayojia1loxaLeleflsgjfletten% tnstmCls

federal ofaclabto ilssltJUQaaslolmunr and

altemsttniimluejlieass

Pecalileetisumna continued this policy Into the

195th

1954 Attarney.Seianothetlbeat.Ecnaflcl

tienlaeandomto Hoover expands the poUcy to permit

ELSUR whenever the eational Inteest requires It

FB104161
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What led toFISA In 1978

1967 aO .Unltet$tatesUS Supreme COwS

condudes that the Fourth yeneidment does.appiy

to domestic electronic surveillance tuceptionjon

1968 000ltus.CdmootmLil$efe$JioeWAct

l1tle 115 eseabtishes procedure for curt-ordered

electronic Surveillance exceptian.eatlenal Security

What led to flSA In 1978

.1972 Uflitedate5.yJfl1ue5DftlIktSeuLt

iceitlLCtiseUS Supreme Court cenduchs that tire

Fourth Mterrdnentttsesjpplyto outhaul security

cases that are purely domestic In nature no lorelga

.uiwunrnurnt%

What led to FISA In 1978

leith case recognized the potennal for abuse in

domestic eecurity surveillance but also recogeized

that there are policy and practical considerations In

effectivoly gathering Intelligence that differ from the

surveillance of oretinary crlme

led to FISA in 1978

Competing Demands

.Pres Idential power and duty to preserve

protect and defend the Constitution of the

U.S Artide II Sec 10 Exerdse of

executive power to gather Intelligence

deemed necessary to the security of the

nation

.Requ Irements of the Fourth Amendment

.Fir st Amendment Implications of excessive

serveillance

.4
What led to FISA In 1978

1975 ma Senate the House of

Representatives and the President all

cosvened Investigatory bodies to review

perceived abuses of Executive authority in the

name of national security

The Church Committie

The Pike Commlltie

The Rockefeller Commission

.4.
Church Committee

bi
bE

bi

bE

FISA Authorities cont

bE

FBIO4I 692

Congress
Enacts FISA in 1978

Codified at SO U.S.C Section lBslet seq

Unique mmechanlsrq for covert lntellrgeoe cellectios

letended to preserveessentlal lntellthnce

collection requirements while slmultareussly

protecting Cosslitullonat rights

Crafted specltlcallyto require musple esacnlng

checks on surveillasce authority

Warrasts Issued only bya single Foreign

Intelflgeoce Survelsauco Court FISC
Paeonters based solely on gnvemmrt
pleadings

ACLURM042792



b7E

FISA Basics

.Start with the definitions

bi

b7E

What is sufficient PC significant purpose

bi

b7E

FBIO4I 693
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bi

b7E

b7E

bi

bE

FBIO4I 694

International Terrorism

Minimization Procedures
Minimization Procedures

ACLURM042794



WhatI

1928 Qlmtiti

external wiret

Fourth Mrerrit ext

1932
Ccngre peeks

lolrreit the use oleiretapu

with the
Ee4Ti

CormrunivaOonu

1937 tinrdj -Lll Federal authonues must

comply- thfwlln-regard tO drsd050fes 01

content Theqotl5dment Interprets the law only to

pexlnbrt disct1sprinreoutsnte ledorat government

tO FISA in 1978

JJ Supreme Court hetd that

are not wittrjrr
the coverage of the

.1

JII
ir

El

Why is his invturchon included in this course

r...re flw..es.e err Criminoil low

Criminal 1.5w National Security l.aw

Coottitutton Constitution

Presidential Authority
Congress

National SecurIty DecIsIon
Statutes

Directives

U.S Criminal Code
Presidential DOs

Adurtolstrattve Evecutlve Ontarn

Viclatlors Attyceoeral Guidetrres

AttyCea Guktetires Statutes

1Ii

nstrucfioh IJirit

intellige CoJIectiol

withintæ 1i5ts
tØrtkOec

PresIdential

Hotnrlcally

almost enllrçl rirles

For mustd %lDry
there wao nger

that U.S cllt Outd

4vt

jIatona1 Security Investigations

otecer.sra Mourner

eaadasbe.UMods.ln

Per aooa.eo. .roOod

l5u.vvaeroIu.o.ro

Mount

oentpsuou.I0r.b0

RevePru.ed
conuereexrcosvoend

envnyoorrsu

Uses of Intelligence

.Crimlngl Law

biectives

b6

bC
b7E

b7E

Executive Practice Unthecked

1949 Roosevelt memo President authorIzes

ELSUR for nrave national delerrue metters

Instructs lederut utitciats to limit it too rrvnimvrn

and altemot to Inst to ahens

Truman continued this policy into Ore 1950s

AG Herbert Brasonetls 1954 muma to Hoover

eapauds the polcy topersnit ELSUR wtrenever the

national tvterest reqrires it What renut

The Supreme Court Congress

Respond to Perceived Excesses

vs UniloJ Slates US Supreme Court

concludes that the Fourth Mtendmeet ogWiyto
domestic electronic uurvelllanco

1968 Congress Idluws with the Orrmtbus Crime

Control Sole Streets Ant Title 01 estobtishes

prucedare torcourt.ordered surveritruco 655501far

nalianatsecurilycases Lucteyyoa4

S1T
FBIO4I 695
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How can you legally obtain FISA

bi

b7E

bi

b7E

significant purpose

What is the purpose of your FISA

bi

bE

FBIO4I 696
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b7E

FBIO4I 697

b7E

International Terrorism Proces

bE

ACLURM042797



Cases

b7E

b7E

b7E

FBIO4I 698

Minimization Procedures

Use/Dissemination of EISA Information

QUESTIONS

.NSLBI

OGC National Security Law Branch

eebsite

ACLURM042798
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FBIO4I 699

651 SE
Hey whats in this for

le nsmina Obtoctives

Basic guidance lbr all intelligence operations

Will enabtu you to use the techniques
described In the AG Guidelines to conduct

analytical operations and to Initiate

intelligence and crIminal investigations

Analyticatllnvestigalive Activities include

Thre at Assessments

Prelimin ary Full Investigations

Str ategic Analysis Information Sharing

Why Should We Gifted Analysts Trust

You ion-A gent ark

Old Guy Done Stuff often incorrectly

Navy

Varlo us Criminal Law anstgnments 10

Operat meat Commands

Sch 0015 both sides of podium-s

FBI

Natio nul Security Law -8 years

Legat In utruction

-The Attdmey Generals Guidelines for

FBI National Securfty Investigations and

Foreigq tntelligence.Collection N5Is

1_

t.ega Instruction Unit

2007

Ti5pqn.nbiJonctslsftnntdl

What Ialinal Security Law

is and whalYaiht..

4. .ir
ThvIªrlç5ld Not Criminal Law

Intlillie LaW Not Criminal Law

Peslent Art II Not Criminal Law

Not Criminal Law

fnnplenieçed Not Criminal Law

PODs 0pte
But hold that

thought

ECsandfIPM

The Guidelines Are How We Relate

.4
to the IntelligenCe Community

tiSlOs Provide Insisint Into the FBIS Authorities

and limitations re the Collection analysis

Relnstion and Dissemination of Foreign

Intelligence ConnterintelhgeaCe Terrnitsm

Inrormaaos

Together w/ to u2333 the Principal FBI Legal

Authonty for tnformaltos Sharing Mnong the

Components or tine Intdhgence Cvmmunity

sanvruTWeIflW

H-
AG GuideUnes Revised in 2003

Eliminated the prior separation between

Criminal and Intelligence cases

Provide dear anthonty for Early Intervention

and Disruption of National Security threats

Lowered Approval Levels wherever possitse

Adopted much mom aggressive analysis and

Investigation Techniques

b6

b7C

ProvideSpcific Legal Authority

Implesqynt Presidential authonties in the

Constitution PDDo EOn

Authorlie1the FBIto conduct analyses

mntellidenco operations ft crImInal

1nvestlgatons toprotect against Threats to

the Natlçdul Senjrity

Inteassitlegal Terrorism

ituPI9a.pd other Intelligence Activities

Sthde Walters as authorized by the Attemey

Geueniifçlisistent with 8.0 12333

.4
Legal Authorities cont

The FBI is authorized to collect forsign

lnteliigence inforntutinn and assist other

components of the Intelligence Community

Authorized to conduct Strategic analysis

Authonzed to collect retain and disseminate

Intelligence criminal information collected

pursuant to these Guidelines

Authorized to assist State local and Foreign

Governments

Respect for Constitutional Rights

But the FBI cannot investigate or maintain

Information on U.S persons solely for the

purpose of monitoring activities protected by

the First Amendment or the lawful esercise of

other rights secured by the Constitution or

laws of the United States

ACLURM042799



National Security Investigations Must

Conlorm to Federal LaW

All Investigative acth ties must have vaTid

legal purpose and be carried out In complete

conformity with the Constitution applicable

statutes Bxecutive Orders and Departmental

regulations and guidelines

Relationship to Other Investigative

3uideline

mamHo

FBIO4I 700

Least Intrusive Means

As provided In ED 12333 the FBI nhall

conduct its Investigations and other activities

under the NSIG5 using the least inthisive

collection technIques feasible

b7E

bi

b7E

bi

b7E

IsI\

Why do yàu care
Further Examples

ACLURM042800



nFth uiir4linq

More options now

Levels of Investigative Activities

.Th reat .ssessments

.PreF misery Investigations

.FulI Investigations

Threat Assessment cant

.TA techniques cant

Whats next

b7E

Threat Assessments

Crucial
DefinitionI________________

b7E

bi

b7E

Predicates for Initiating
National

4.Securit
Investigations

FBIO4I 701

ACLURM042801



jiiminarY
Investigations

.Intt al length months

.Exten sions months by Field Office

Furt her extensIons must be authorized by

FBI HQ in six-month increments and must

be reported toOIPR

s$_

Preliminary Investigations

b7E

b7E

b7E

FBIO4I 702

Prpdlite frsr lnitiatino National

Security investigations

Predicates for Initiating
National

security lnvestigation
IPrIiminry lnvxtionlions

Full Investigations

Approval levels

.SAC

Aut hosized ASAC/squad supervisoru

Full Investigations cont

Rsnrtu

Sensitive National Security Matters P1/Full Investigations Notifications

FIeld sInce muss carey FBDIQ withIn 10 wnrldng

days 01 Ishtlallos elPi or full

FBI HQ presIdes entIce of initiatIon of P1 or Full to

OIPR and Is Clim Dx withInlO workIng daysef

receipt of notice rem eeld

ACLURM042802



bi

b7E

bi

lb

b7F

Investigative Assistance to State and

Local Governments

consistent with EO 12333 era successor

Order as dcected by the AG or his designee

Strategic Analysis

FBIO4I 703

ACLURM042803



lb

b7F

FBIO4I 704

Strategic Analysis

National Secunty Guidelines give the FBI

specific authority to detemine potential

National Security threats

Collection requirements can be established

based on potential National Sersjritv threats

Information Systems Databases

4-
FBI shall estabiistVmalntaln records

retention plan approved NARO to Indude

Total number of Pta Pis involving US

persons extensions Pin to full investigations

Total number of full investigations number

involving US persons extensions

identity of full investigations of omen in the

U.S composed substantially

QUESTIONS

NSLBI

0CC NSL Iwebsite contains

Downloadable

ACLURM042804



Countries Issues and

CI Investigative Priorities

HU
I.IAOSD. zro.Inlwr

j7ionofTireat

Threat the harm to U.S national security

country can capability and will

intent cause if given thc

opportunity presence
and targets

b7E

bi

b7E

bi

b7E

U5of CI Program

Objectives

High Threat Countries

FBIO4I 705

ACLURM042805



Low Threat Countries

ST
FBIO4I 706

Threats Thesô Countries

Pose to U.S National Security

NV

bi

b7E

bi

b7E

15
Ii

..

Summary

Threat Capability Intent and Opportunity

Levels High Medium Low

High Threat countriel

ACLURM042806



SEE1 ON Lo Hi

REI

OUTLINE

Whotwhatis NSLB

FARA

Export Control Laws CLs
Theft dTrade Secrets TTS and Economic

Espionage Pct EEA

NSLBs role

IEEA TS ECLs

EEATTS they protectthe itemsthe

companyhas identifed as needing protection

ECLs they protect theitems the IJSG has

identified as needing protection

LEA us Elements

EEA theft by foreign power

ITS theft by anyone

Elements

ToWoae.tadeeooetlee1tOthOWl

MappopeeoOfl cay

I.ftapçeopeetion for the be nfit of

SeA foreOnsfoenarerl freed to then

US .050rnobenesoIwnonSOthtfthiflnaOWnel

Keonrledge 15014 woe Oode nneeet hordfo eta

IEEA iTS Elements

ExtasionE

enrpoyeesgentgtkn1cdye.5flhIOrxbSfles

enthngthtnngetessenceyxtthe cleat

tOted

xopfdgxx

edoeoreaodeoaeo
doclxlotifntdtOr00efl.VeSOrS.ttCfVrKaA

cups l0030taseUeee

lpxen.eeposxe0s

COT eedoded

OloolosaC folio ertorcemtrdtl asotslmknresSg150050l

prosnoet000

eoolosooebynoo.ppuopdxtox

FBIO4I 707
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IYIED B1 b51 DflIL nJ

b7E

FBIO4I 708

Export Control Laws

Why does the USG have Export

Control Laws

en Msnse

no

Ihich agencies

Sons OeM Gv.nwaeeMvcn tev040 enroot

toavansWSt vvvnso

gras.EMSO

ECdCeRfldCtOyOCnCSSC dOCMO
en v-om
CDL c.1OC.OeeWCd
O.nmn..CCICfreVC Od gM.CooC

Which agencies

Various agencies inverdigatory agencies

related to exports

BIS doal as goods

ICE

DOD NCIS AFOSI etc

FBI

b7E

Where does the FBI fit in

General criminsl JunlSdictioo

Commerce Overview

AG Order No 2738-2004 effective 11/1504

Gave the F81 racreeentMiodooono enaners CetSOng to

eponag sabotage sob versive SnioteS rod related

.natterstrtvdng invesbgatng any sotental violations of

the Moe Eoeot Conbol ADS the EvnSrt Adn4nisAaton

aIevngo soy oreig 000ntenofelgenr mttare

Mnththtaed by eres of lvdnty.nd5.orey fS

C000.rnsd netS

oaloeeWno skI dlathC v.thatdtjrf5SbyECeofl

co000mtraEvnFMobeEWD
EMnnM.Isrobcedrordonaheodan

e.rsacawnnoaieoay tenet

BISOEE .docres lbs lava ICE has coonntjssobon

On.thawsIetntMFO woaa.av.awgeeveuws.lccoo

SAâ so oOgLsabonC CAn LenDS lb aothvley at EsCort

nin.ov.Ian Mt EMS El lOGO end lb trrL.or.000l Emergency

Evoovn.vPvalAvSQEEPA

b7E
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Hç

anrne

i.t
11

Treasury Overview

Adethktened bythe Once or Foreign Anile Control OFAC

Mnnldnrer embareoro and ran none sanction canCel

on
FBIO4I 709

CommeicOersniew

Decipbpdng the ECCN example

State Overview

Administered by the Directorate of Defense Trade

enorrois DDTC

eeocemed with defense sdlcteC erdefease

services revered by the U.S Macdiscs Ust

Req.Smee reatossitan

enebenna

tetematinnat Tratfe in Arms Regalatioas TAR
osdnr the aethonty et the Arms Esport central Act

AECA

State Overview

nnecnwarenaoflnr.OnO

It
rnonotn7rnre.w4one0.eenoeeennolnno

ft

It 010ee.nernenlne
it coons
to oteaooaenonseneone.nOeet..od

b7

national nenrinry

tmnga poky end eeennwy
oltenenhd yhsenwekkeieOe 5.Fnreanorrntayoastn

kwotnnd Inure tensanlert

ocown riot beeraee sAn-n OFACeewtJnno

Under 0/c ICEFa reedwg wslr the snowy Ant WEAi end

versus sOn

Treasury Background

eFAC Cnnnny Senebane CFAC Unleased

neon ens Senobens

seer ens atoll .Tneerlnnn

nra eqcaeet
oCn00 ci eeronnnn

oeuhe
rrerfehkig

acana
neon .proaerrtes

omen
osiew ondTledaa

stAb rt
snornikor ne

esnden

asd
nzinrbnb we

The RULE generally speaking

Violatiena eccur onlyif

Item is eevewd by the regslallna

item is enpeded nor of the U.S erattemyt

license is reqniwd

AND

en license was combed

edminat vietaten

.Im1I1
trta sntniw

OJdeendfdenmnoneenre cnnnene/namoaiw

rvteesfnbnf Oene.araeabe.em

rmtT.0onene_tubdbot
nereltttCrennn

lrarnnonb hI

OieolinhntiteIa

0100w nen0000

Elements

le.estaemsrWCerynseCrttrlrlrnil5.2

Prnnnneneennannne Wennananrnnnan.ro

Fen .00001 sin4re ornsra In en

y.eaernanecrineae.e005anrna banns en-en

tIe e.ooon410eoelweelene nalrennnn%ns eon
era aeronen.nenee.en EonI 01.05

Orr.nraeonn.le

0.rteonCenane.O ernç.r000.eonone0neOe to00

Elements

WfrottsNOlaeeaaed

nrswarnend.ssarlearbn es

Copes nrbnaree eutalCe the Uwrnd Carte en/ron

nr.eopne eclnerenepnrnn Inbew sin rorn5noalnoay In

the amend then to ennthnrnni.ndrj

erwbbrnabnenatebaollrothees -Iornrrnpln.lol

ennloiti5

ACLURM042809



15BIs goal it these invcstigaons

FB1041710

Elements

ti5eqyjp

Ofl

D.O.dP..oE00..I ..fl.SWS
000ADaOn.oO.t.fl ..0...dbvC
00OnP..000.rOna .n_.ablCrAC

Svad COWCYAI-CçACO 815

Elements

5t
License was sot requested

OR

License was denied

Consequences of violang export

control laws

On

OOON 00fl 1008149 OO4tW

S.OlOOdPOlSO0.400n

b7E

b7E

BIS ICEs goals in these

invest gatlons

ACLURM042810



siEEr

Operations Security

practice

Based on S-step analytical

Agenda

OPSEC Overview

Breaki

In-class
Exercie

Indssc

OPSEC and Defende Contractors

Saturday Night Live on OPSEC

EARLY DEPARTURE

FB1041711

OPSEC

WM..OUHYM

b7E

Private

Q-4-
5.0_.s .ss

Outreach

Cl Basic Operations Course

November 2006

OPSEC

Ci Basic Operations Course

Novembor 2006

L1ostrv Program Leo

2PSEC
Support Staif

Overall Classification

UNCLASSIFIED

b7E

What OPSEC is
IOPSEClràceL

b7E

ACLURM042811



Examples of Vulnerabilities

Examples of Indicators

b7E

b7E

b7E

Examples of Countermeasures

Risk

Threat VuTnerability nact

Residual RikExamples of Countermeasures

Make sure it doesnt create more risk

IFBIpn712

ACLURM042812



b7E

Technology Development Life Cycle

OSblT.cMnlanvDv.IopMhN.ce bkt..0

.unaqVunnr INarr.an .cU$bbdsA ttb.nab

You are Going on
Vacation

What About The Newspaper

Going on Vacation

What About The Newspaper

ttMatis rreettkalIvIunvatun
tbcbOdYb Penn

2.Wnaleyor.Uveet Brgtr

3.Wny.r.yvsedvev.bI
nne L.fttn.Vh

VatS an bndcaror at the Creacal tnhvm toe NecPrs.5 UInc UP

VatS the Unetnatycu doncthena Burcsr aces Pap.rnd Rabe Yea

trUe Oak Sencaen toe Tnaet Ic Cellevi itt

Vital is ibOamaPvneasife CI_. U. r._ D_ Vet

raider Threat and/cr

5.isUnereReslR7Jt.o.VstIsPl Nencapervulner.bhnv

Lesson Summary

fleggO Pevnca-nc unclassifIed information

OPSEC Considers
the.5XE55W Perspective

OPSEC Is Ciiarbtlafls Security

OPSEC Process

h4VUtWr

BREAK
OPSEC

Scenario

b7E

FBIO41713

ACLURM042813



Foreign Collection Methods

b7F

FB1041714

What Information is Targeted

Competitive Intelligence

Professionals

ACLURM042814



Why Recommend an OPSEC Program

b7E

b7E

b7E

FB1041715

OPSEC is

Practice

AProgram

Identifying Critical Information OPSEC vs Outsider and Insider

ACLURM042815



Infnrnisfinn nIIe.-finn

FB1041716

.T..fl

yhvthnd 555 boo5

Going on Vacation

What About The Hewspaper

t.SM55b yeIcIInJom55on

3.55551 dAto orth CuUWom55on7____________

4.%MtIthe RJfyodnoUAg _____________________

5.V.t.Il o55esnee_________________________

Ather IR155_UthWrt I______________

lb

b7C

lb

b7E

ACLURM042816



IL

b6
b7C

bE

b7E

Ii S2EGRETH

OPSEC

Th.StMflI

Agenda

OPSEC Overview

Apply and Teat Your Knowledge

OPSEC and Your Work with the

Prlate Sector

OPSEC
Overview

What OPSEC Is.. And Isnt

OPSIS bE

FB1041717

ACLURM042817



OPSEC Methodology

V1lnerability

It

b7E

OPSECIS..

AProcess

APractice
II

APrograrn

b7E

Critical Information

Put21n PieC.a of tha P000fOT000thaF

Identifying Critical Information Threat

Threat Intent Capabihty

b7E

Examples of Vulnerabilities Indicators

FB1041718

ACLURM042818



Risk

Threat Vulnerability Impact

Residual Risk

ii

Countermeasures

Anything that works

2j

II

Examples of Countermeasures

b7E

When Can You Use OPSEC When Can You Use OPSEC

1b7E

FB1041719

ACLURM042819



Technology Development Life Cycle What Information is Targeted

U8nTM.@4OWC WIop..MLW.Cyd.U...UM

Methods Reported In 2004 Competitive Intelligence

Professionals

b7E

b7E

lb

FBIO4I 720

ACLURM042820



FBIQ41 721

Infrmstian Cnllectipn
OPSEC is

Process

Practice

Program

WIy Recommend an OPSEC Prograt
OPSEC vs Outsider and Insider

b6

b7C

b7E

ACLURM042821



Threat

Foreign In tethgence

Threat aPresence Opportunity

In The

United States
Intent Capabili

Criteila for Overall Threat

C1AS1RE1

thgU Medltun Low

b7E

FBIO4I 722

ACLURM042822



Either way there is still

process..

b7E

bi

b7E

bi

b7E

Benedict Arnold

Volunteer Spy

FBIO4I 723

ACLURM042823



IEPIN U1TL IFIEI LEPT

bi

b7E

b5

bTC

b6

b7E

ET

This Briefing is Classified

RCôNlNOFORNI/XI

Prescience cannot be gained from

pirnets sw rods cannot be auured

through signs and cannot be proved

through conjectures

It must be gained from what is learned

bymen
Ssn Tzu

Tha Art of War

Seeking what we have..

FBIO4I 724

ACLURM042824



bi

b7E

iS

bi

b7E

bi

hE

FBIO4I 725

E.....thc on

3etO3oOr000000

cooglc
Or to Destroy..

An odvorroy wiouogto

dooooy ho UoIodstotoo

ooly hod to nets up the

uutupoter systausof he

bsoholyhi400hsueout

This ooulddiosipt sod

deutoupthoUheoououp

ACLURM042825



II

II II

Methodologies

hi

II

II II

II II

hi

II II

II

II II

hi

FBIO4I 726

ACLURM042826



Pcitritticm vs Prnfit

bi

b6

h7C
b7E

bi

b7E

bi

bE

FBIO4I 727

ACLURM042827



C
D

F
J

C
D

.0 C
D -3 C

D

C
D

C
D

ACLURM042828



.-

C
D

ACLURM042829



IICl

1._I

iiII

4S
il

OLI.D018d

I-

CT

IICli

II
C1

1_Il

CT

Il

II

II

r.I

il

ACLURM042830



bi

b7E

bi

b7E

jContact ormation

________ bi

IAI b6

bC
bE

IC

it

FBIO4I 731

ACLURM042831



PEA L4

bi
b6

b7C

bE

bE

bE

At the time the standard format of any

important IBM meeting was presentation

nn ovorhpd orojectols and aranhics

that IBMers called foiIs Nick was on his

second foil when stepped to the table

and as politely as could in front of his

team switched off the projector After

long moment of awkward silence simply

said Lets just talk about your business

Louis Gerstoer Jr

FBIO4I 732

ACLURM042832



SET

S7ET

FBIO4I 733

ACLURM042833



kE

Current Trends

Increased CI awareness

bI

ST
FBIO4I 734

ACLURM042834



II I_I ii

Ii
I_I

ii

Ii
I_I

ii

NP 7/15/2011

Else Can You Do to be

Successful

Pgw ThrIIInht fn nnirr

hI

hi

FBIO4I 735

ACLURM042835



SRIT//OCNF

.1

II

it

The End

Questions7

SET

bi

b7E

7/15/2011

FBIO4I 736

ACLURM042836



SEET
II I_I

bi

bc

Ii
II

bi

Ill_Il

17

III

Ill_I
IIIII

Il_Il

bi

SE ET

II I_I ii

FBIO4I 737

ACLURM042837



ST

II i..I II

II

I_Il

I.I

II il II

I.I

II II

II II

r.I

II

i..I

Cl

b7E

Cl

C7E

II

II i..I II

FBIO4I 738

ACLURM042838



bi

b7E

bi

bE

bi
b7E

FBIO4I 739

ACLURM042839



FBIO4I 740

bi
b6

b7C

1-1

b7E

bi

b7E

ACLURM042840



II I_I

II

hi

hE

IIIII1JIIIIcy1

IIIII

hi

b7E

Ill_Il

hc

SEET

FBIO4I 741

ACLURM042841



iS

bi

b7E

bi

b7E

bi

b6

bC

FBIO4I 742

ACLURM042842



0
0

ACLURM042843



i_
_

-
-

IF

C
-

1Q

1Q

C
D

IT
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_
_

1H
r
j

.
i

ACLURM042844



FBIO4I 745

7/15/2011

bi
bE

Where will you see the

bad auvs
Where to find them

bi

b7E

bi

b7E

ACLURM042845



SET//OC
NF 7/15/2011

bi
b7E

bi

b7E

bi

b7E

FBIO4I 746

ACLURM042846



ST//OC
NF

7/15/2011

What works

What dont we need What works What doesnt work

bi

b7E

bi

bE

bi

b6

b7C
b7E

Word on Asset

Validation
Bottom line

FBIO4I 747

ACLURM042847



NP 7/15/2011

bi
bE

FBIO4I 748

ACLURM042848



II

II 61

ET

FBIO4I 749

II II

Ha
SEET

II

II 61 II

II
6I

ri

II 6I II

hi

b7E

hi

b7E

ff5 feeling is classified

SflET/ORCONftngFQRN1

hi

ACLURM042849



Questions

Political Climate

b6

bC
b7E

bi

bE

bi

b7E

Ic

FBIO4I 750

ACLURM042850



ET/NOFORN

________
SJZET

bi

bi

b7E

bi

bE

SE
ET/NOFORN Derivedfroin Multiple Sources

uifor DeclassfIcation on 3/8/203

FBIO4I 751

ACLURM042851



T/NOPORN

RE1

bi

lb

lb

b7E

lb

b7E

lb

b7E

FBIO4I 752

T/NOFORN
iiefor Declass

lervedfroivIzltiple Sources

àtton on 3/8/2031

SE El
ACLURM042852



IEPZIN ir mTLLc- IFIED LEPT

RE 1H0LTh1 flTRERWI5E

syn-

bi

b6

b7C

bTh

bL

b7F

bi

bF

SE ET

ET

FBIO4I 753

ACLURM042853



b6

bC
b7E

bi

bE

FBIO4I 754

ACLURM042854



This briefing is classified ET//ORCONNOFORN

SE8ET___

Intelligence Threat

Overview

Intelligence is Priority

bi

b7E

Threat Factors

Intent

Capability

.Q nnrlinifv

bi

b7E

ii

bi

b7E

FBIO4I 755

ACLURM042855



bi
b7E

________

rtivitIs

bi

b7E

__________________________

bi

bE

TfI%ROF1JRN/hv1

FB1041756

ACLURM042856



S4T//ORCONNOFORN

Issue Threats

\-

bi

b7E

bi

b7E

bi

bE

FBIO4I 757

ACLURM042857



E1

bd

bC
b7E

FBIO4I 758

4//ORCONNOFORN

Current Develop ments

ACLURM042858



II

Ii I_I ii

II

Ii i_i ii

II

SEET
II

II
ii

hreat Overview

II
II

ii

II

Ii
II

ii

II

Ii II ii

II I_I ii

Ii
i_i

ii

Ii i_i ii

Issue Threats

Ii I..I ii

II
I_I

ii

ET

FBIO4I 759

ACLURM042859



h7E

II
61

II

Il

II 61 II

____________________

bI

bE

116111 116111

Il

II 61 II

I.I

II 1.1 II

Il

II 61 II

hE

FBIO4I 760

ACLURM042860



Questions

FBIO4I 761

ACLURM042861



ET

Is

b1

b7E

bE

bI

b7E

Issue Threats

ç--

--

ET

FBIO4I 762

ACLURM042862



Irk .1rjJjjJ 1..

FBIO4I 763

ACLURM042863



t
I
4

.
.
-
.
.
.
.
.
.
.
.
t
t
n

.
5

.
n

.
.

F
J

T
j

ACLURM042864



Ii
I_I

ii

II I_I II

ET

II I_I ii

Ii
I..I

ii

Freat Overview
hI

II
II

ii

II
I..I

ii

hi

II
I_I

ii

II

II
I_I

ii

Ii I_I ii

Issue Threats

Ii I_I ii

II I_I ii

hi

ET

FBIO4I 765

ACLURM042865



bi

b6

b7C
bTh

WPrnnt.rthihfl

Er

bi

b7E

bi

b7E

Questions

FT

FBIO4I 766

ACLURM042866



bi

b7E

Derived from G3 Declassify on

FBIO4I 767

ACLURM042867



El

h7E

bI

bE

FBIO4I 768

ACLURM042868



SET

bi

b7E

bi

b7E

FBIO4I 769

ACLURM042869



Questions

bi

bE

SE
RE
DELAIZ UTI

ET IA

1PE irniir OPTTIE

program

Iis

b7E

bI

b7E

Presence

/r

ET

FBIO4I 770

ACLURM042870



SEbET

T-1I RRIFFING IS CIASSIFIED

SET
SE\

UI

si

bi

b7E

bi

bE

bi

b7E

.1

FB1041771

iS ET

ACLURM042871



jI

Violations Char in the Indictment

nsus.c.sittg

MurdorCunepirauy

II U.S.C 714a

on- .N_o
IU.S.C.tIO

Unregirtrrrd Foreign Agent

taU.S.C.t371

Conspiracy to Defraud U.S Courrnrnrnt

II U.S.C 1546a and

Duntanrot Fraud

1$ U.S.C 1S2IaS.b2U.c5 and

Donrannrnt Fraud

IIU.S.C.tnt4S

Dourarrrot FraudLJLS

ADDITIONACTMENTS

August 212003

Indicted for Murder under 18 U.S.C 1111

It

rC

b7E

b7E

it

bi

b7E

III

FBIO4I 772

ACLURM042872



Il

It

It

II

It

SE

FBIO4I 773

ACLURM042873



S4ET

SEET

flhiS BRIEFING IS CLA3SFED

SET

11

Ii
I_I

ii

hI

FBIO4I 774

ACLURM042874



Indicted for Murder under 18 U.S.C 1111

FBIO4I 775

--nI

Latest Developments

AuguSt 21 2003

Violations Cha nthe Indictment

1tu.S.C.u11ai

MndrrConupIauy

It U.S.C 784a
Conupiranytu Conunlt Enpionage

It U.S.C 881

Una.UinlnCd Fotet A1.nt

18 U.S.C 371

Conaplraoyto Defraud U.S Ouvennennt

18 U.S.C 1546 and2

Duuwonnl Fraud

18 U.S.C 1028.3OX2B soS and

000a080t Fraud

I8U.S.C.1S42
0000.nrnt Fraud

b7C

b7E

bi

bc

b7C

b7E

bi

b7E

\\
ACLURM042875



hE

FBIO4I 776

ACLURM042876



Ei7IFGII ____
IJRCON/NOFORNj IBI

unterintelkgence Division

IJ

I_I ii

SE1

II I_I ii

May 2006

hI

hI

T//ORCON/NOFORN1 IIMR

ET

FBIO4I 777

ACLURM042877



171FQ1 ____ May2006

____ORCON/NOFORNI rBI

bunterintelligence Division

bi

b7E

bi
bTh

çfG.w.cORDOVc.CfORlI

1ff

frMR

FB1041778

ACLURM042878



FBIO4I 779

ii

IS

ET

______________________Activities

In the United States

Why ere we here

This Prese tation is classified

SV//NOFORN

Cnuntvvtitettoence Division

rsm5
Unit

IA

11

S710F0011

bi
b6

bC
b7E

bi

b7E

bi

bE

SE

ACLURM042879



FBIO4I 780

ACLURM042880



-Access

History Leon The Pollard

Affair
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Operated lsraeFs Scieti8c

Uaisoo thireau LAKN3

from 1984-I 985

OSpattedbil

ftA PiIc a1-
aperated bn.I

LAXAM.K rardeclered

IsreII Consulate olitdal

ET

NI

SWflCH AROUND
ESP-ISRAEL

SAI IEI.NewXerk

FEl-Nvark

III

Personal Background

OBen.An.ifdh

ODOBI

P08 Norwich CT

oCurrentresidentof Monroe

Tawnottin NJ

OAt age moved to Palestine I7
where ha stayed until

adulthood

Personal Background

ra OraftedintaBriltshMny

rlunngwooouut

servedin Palestine

-a ... Later vokinteered to join

4t the U.S Msy vie Force

Sinal Corps durfrig

IatterhallotWoddWarll

Employed at Mawavox

.- Corpnratiao 1900s

Pialv- rrv Graduate of Stevens

lstitute

bC

bE

U.S Government Service

Hired as Mechanical

Engineer Piatinny

Arsenal October

1962

Served within _________
PicatinnyArsenals

FuzeSechanaka

ORetired January1990

as Supervisory
Electronis Enineer

Access

Draana

Hyd-7O

Access

ttawlr

PaStor

tfrL4rf

_________________
TOW from Homvee

Jonathan Pollard
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The Pollard Affair continued

Pollard was Naval
lrtelIigence

/1 Analyst based
nearWashington

IDC

Yagur was assigned to the

lsreli Consulate in New Yoiic

Pollard directed by LAKAM to

obtain documents beyondthe
.1

scope of his duties and which
iJônothan Pellard

related to the Soviet Union and

Israel
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Subject Inteiview

March 20.2008

Subject Intetview Subject Inteiview

March 20 2008

Kadishlo asked about

anyone connected to al

man named Joseplr

-- including himself

Interrogation Commences

March 20 2008

Kddish admits to having

provided Israel
witilir classified information

Mien asked to tell Ihe

story in his wards fe

replies You have it all

there.. referring lath

props hand receipts

etc.s

Confession

Spied from 1900-1885

50-1 00 documents amre
RD denarseat atomic

P.15 demment

No paymerds recrived as

Idontonlool

has mt-out

billy aware

Kadish given lists of

dommeots to obtain
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Arrest April 22 2008
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-- Yagurs residence

admitted crime again

Waived venue

Medicines concern

Immediate press

_.I release
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valuable intelligence

obtained _.__
oTaint Issues iSPY

Commence interviews
ii

of co-wortcers friends

Proffering
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The_Bottom
Line
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The Bottom Line
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Arnenal October

1962

Served within

Picalinny Arsenals

Fuze Section aka
Fuse Division

Retired January 1990

as Supervisory

Electronics Engineer

h6

b7C

Access

Ilolderol aILS

secunttllcldamnce

Level SECRE1

Access

Stinger Mrssrte

Access

llydra70

4m

b7E

SE ET

FBIO4I 786

ACLURM042886



Espionage Indicators

--o

b3

b7E

Espionage Indicators

bi

b7E

bi

b7E

Espionage IndicatorsEspionage Indicators

Espionage IndicatorsEspionage Indicators Espionage Indicators

II
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22

bi

b7E

bi

b7E

bi

b7E

FBIO4I 788

Other Indicators

otntºMaw disclosed that Kedish had

spoken Hebrew during telephone calls at

work

qKadisha office coatained large trash

canwith tha Isreali flag wrappad around

it making tallow employaa

uhcâmfortebla
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Subject Interview Subject Interview Subject Interview

anyone connected to

man named Joseph

including himself

Interrogation Commences

March 20 2008

rm...vtson Kadish admits to having

povided Israel with

classified infoniation

Mwn asked to tell the

story in his words he

replies You have it all

there.. referring to the

props hand receipts

etc

Confession

Spied frem leSa.Ina5

50-1 00 documeets mare
RD docranent atomic

F-15 document

No paymeids received all

ideological

Kodishs brnther was ott-nut

Mte was fully awore

Kadish eiven fists sI

documents to skI am

Photographed in his

basemnat

April 22 2008

Kadish was compliant

oCalled both Israelift Consulate and

Yagurs residence

admitted clime again

Waived venue

LJ Medicines concern

Immediate press

release
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Post-Arrest

Continued monitortng

of tejepironeswith

valuable iritØludence

obtaihed

oTaintissueb SPY
oCommtince interviews

of có-workersfriends eQULD
etc

Ye
Proffering

Plea Deal

December30 2008

One-count Information

charging Kadish with

conspiracy to act as an

unregistered agent of the

Govt of Israel

Alloccition of espionage

activities not read aloud

by Kadisft

Going Forward

Sentendng

Mv

Judge confounded by

lessening of charges by

case ohrouded in

SDNY coils ortgins of

mystery

No
jail

time or probation

due to age maladces

$00000 fine levied

outsie guideline fine

bi

b7E
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RET

SEEf

b1

b7E

I2OU

How might El ctuaIty happen

in my Divisions

nsftrni

711 S/fl1

hi
b3

bC
b7E

hi
h7E

iAM SmaRT

How do you prepare for

poll

SE9ET
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7/15/2011

bi

bE

bi

b7E

1AM SmaRT

I/ISAQII

bi

b7E
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7/15/2011
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LATE

Unclassified

CounteritelIiencDivision

CpincrintelIigence

iining_Center

Unclassified

bi

b6
b7C

bTE

Be

skeptical

t1

1l

Ij Unclassified

Unclassified

Other ways to prepare for

Unclassified

__________

bi
b7E

Is

Unclassified

Unclassified

bi

b6

bE
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So -1 be prepared

with al ommunlcation

Plan See handout example

indassifled

.1

Unclassified

bi

b7E
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Visas

The First Line of Defense

ssij
Counterintell gence Training Center

The

or.ralIdanIfltIonpI1spnnntaUon
Is

Why are Visas ImportantLearning Objectives

CI

Rernaflize va vnes

Establishment visitors

Ways to Find Visa Information

El
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b7E

b7E

bi

b7E

/\

FB1041796

DipIomtr
AG

WorlC

HL

student

toudsr
.8

Tools for Visa Review

ACLURM042896



bi

b7E

Assessing Investigation

DIOG Classifled Provisions

.d cxRcuMsrANCEs WARRANTING

II

r1

1.i

Questions Comments

CITC

b6

b7C
b7E
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