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DECLAZSIFIED BY 6517% DHH/3TW
o 01-27-2012

. .
i
gf
Gounterintoligence biviston " o Types of FBI Information

] .
N b4

About Protecting Classified Information

This presentation is
unclassified

Counterintelficence Trainlpg Center  Counferintelligence Division

xecutive Order 12958 Classified National Original Classification
i i Security Information
-3 S'g'l‘.cd by l;tfes'.dc"t Yo The INITIAL determination which
inton effective ‘ 4 establishes the precedent that the
ch&g;lft‘ 1995 faoen wirkoiomtrse : information requires classification
. - ‘ and protcctio% fa
- Amended by @ & 5 4
Pres. Bush s SErP— -
Information, which if disclosed, would
3/25/03 ; cause harm to the national security or
TS A P foreign relations of the U. S. o, N
Classification Criteria Classification Levels Declassification Policy

OCA must set a date for
declassification of the information.

m"‘—-
Must not exceedw:%
e S
S

25 years.

A. Military plans, weapons or operations
B.For eign government information

C. Intelligence activities, sources or methods
. Foreign affairs of the United States

. Scientific, technological or economic

. Nuclear materials or facilities

. Vulnerabilities or capabilities of systems
. Weapons of mass destruction

EO 12958 Section 1.4(c)

]
e e

1-
I

CORFITENTIAL

o

nommo

Declassify o,

e

ACLURMO042904
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FBI1041804




Exemptions

The identity of a confidential human
.source or a human intelligence source is
1ot subject to aui e d fication,

X1—X8 exemptions
can no'longer be used. z

: ‘Declassify on: 25X1-human
=

s

Classification Guides

Classification decisions made by
OCA(s) which are published as
classification policy for agency or
community use.

Foreign Counterintelligence
Investigations Guide (G-3)

Counterinteliigence Taining Center  Countsrintelligence Division

Derivative Method

Incorporating, restating or
genernting in new form
information that already has
been classified....

=t

A TR I

R Tt

G Ta I

v

PN
T

"
e o

" -Marking Classified

e e

(U) Portion Marking Portion Marking
Documents Bub
P (S) Indicate classification level of d
D h ti fa documents
cach portion ol a (U) Indiente classification level of cach
(C) Subject portion of a document:
U) Paragraphs 1 = Tigymoimy 1idariday
© erap 2 = {hemntlvistiab Repoud@006
(U) Graphics 3 = py)Swisouill win wha YHerworld
Segissics
—_—
() Thisisa chart
Countednteiligence Rivision Counterinte{ligence Yralning Center. Counterintelligence Divislon Counterinteligense Tralning Center SCounterintefligence Divition
b7E
b6
b7C
b7E
, b7E
‘Document Marking Page Marking Original Classification
= S| [ofe] UNCLASSIFIED SE
JUEoo qup=0 U DorumRre——— "Classified by" line S .
! "Classified why" line
BT= T I— "Declassify on' line | ("
[C=R = T — ' e
Clsitied by 1970_| S
pereres ason: 1.d(c ——
W= I Declassity On: 13507 | T
[ofe UNCLASSIFIED 5 UrCRER—
—
Coynteri Tralning Center Counterintellivence Division Counterintelligence Training Center Countednteiligence Divition
ACLURMO042905

FBI041805




. Derivativé Classification
e ' i mw— -T
“Derived from¥' line | ey orzumerryee—

o i3
Derived fromz sour'ce

document
Declassify Ons: 1-25-07

Derivative Classification

Derived from : FBI EC dated 1/21/04,
captioned “Security Policy”
Declassify On: 1/21/29

Derived from : Multiple Sources
Declassify On: 1/21/29

Derived from : FBI EC captioned
“Marking Policy”

Declassify On: Source Marked X1, Date
of source: 2/25/95

Counterdnis/ligence Yralpiog Center  Counterinteiligence Division

Declassification and
the G-3 Guide

Derved froni : G-3
Declassify On: (25 years from today)

2y s
FBI Security Memorandum B q\r?‘"
Classit jonal Secunty i (4;{‘:%?')

3131104 g %

- “Community Marking
st T EETRETH20291009

|

i
4

i

Transmittal of Classified
Material

Cover Sheets

Within the Office

ACLURMO042906
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Wrapping Classified
Fiou ‘
ClTraining Center
Room 4634
FBIHQ
s Washington, D.C. 20535
7
Counterinrelligence Tralning Centey Counterintefligence Division
ACLURMO042907
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LATE: 02-07-2012 _ ~
CLASSIFIED EBY 65179 DME/STU ALL INFORMATION CONTAINED
REASON: 1.4 (C) ' HEFEIN IS UNCLASSIFIED EXCEPT
‘DECLASSIFY ON: 02-07-2037 WHERE SHOWM OTHERWLS
F’— yase
oo
.|
Goals FCI Investigations bl
b7E
« Familiarize you with a real-life example of how Whe!‘ you the eliminated
several different investigative techniques the impossible, whatever
contributed to a successful investigation, and remains, however
the pros and cons of these todls. improbable, must be the
* Wamn you of potential pitfalls dunng such an t ’ th
investigation. ruth.
¢ Show you that you can do this.
1
uUnclassitied | Vaclizsified |
200Q Techniques . Definitions
Featuring...
Y « EBI (FCI squad, S5G, 1As, TTAS,
P e ERT, FA, CART, SWAT, other divisions) bl
* Arrests :b -~
* Interrogations L7E
* Search warrants
* Trash cover |: S :| .
* Forfeiture ;
* Convictions — Federal Prison time ’
Other I
‘i
bl
b7E
1

ACLURMO042908
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v

Proving1 Wi?lff! Condudc

1

2)

**Doing something economically inefficient **

Undusilisd

Electronic Parts Description

Why do we care about litle
electronic parts???

Uncassitind |
ase;
The Beginning
* What to do?
Lungtoenitieg
Unsndisd
FISA vs. Prosecufion
FCI vs. Criminal
IIRs vs. Arrests, Indictments,
Convictions
1
: SECRKT !
ACLURMO042909

b7E

o oo
~1 -1 3
M

2
FBI10418(




Vndasstlied
?g%n Timeline, contd.
imeli .
bl
3 ) b6
N b7C
1 b7E
< of
|| —
1]
Unclassifind| Unctagaified |
Timeline, contd.
. @ L]
X ° You have some background, )
. ® No evidence that current business was set o bé
- up by or at the request of the FBI b7C
o What Now??? b7E
L] L
L]
¥
Vauallisd] premTy mmnnnj
Trash Cover Trash Cover
bL7E
Trash Cover
3
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i T s

Arranging Package Pick Up
Documents ready, offset pick up times

-orderlnsi}:m:edurcs, resefler v, manufacturer Why would a business dethis? 1o
T
JTo. ) ..
: ' ‘
.. ~ ’ i I . ’
MW N
1 .
‘k‘ [ ) . :
» ’ .g“ h ' :
15, A
8. st July 6, 2004 il Auqust 17, 2004 —
JE. —
i.-July 2004 . o
| You have to provide true
information. No false information.
It is illegal to provide false
information. If you don't provide o
N false information, then you don't o
know; Idon't know.
Unsiasaified

Breaktime )
- ) l{f‘f“"'":?;;p{ll:xl jary
" ACLURM042912
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| Freery

Support

-Start early

-Evaluate the product early and
throughout

~Engage and train

~Provide feedback (+praise)
-Defend + motivate

-Tactical issues

Working with Lanquage

~Emotional issues (interrogations)

Working with Language Support |
(continued) '

-Interviews
-Preparation (names, terms,
facts)
-Cuitural advice
-Positioning
~Take breaks
-Trial preparation
-Certified translations
-Testimony prep (include cross)

Laglassified|

“[If you want to make an arrest...
ify ifformation needed for

» Declassify.jif
prosecution ~

* AG auithiony] -

* Licensing d,e_germlna.tiops

Adventure

152

September 30, 2004 ¢

PP e

safe deposit boxes.
« Subsequent search warrans for

3 computer, luggage.

« Four interviews/Interrogations. All
waived rights and agreed to answer
questions.

ACLURMO042913

FBI041813
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Guess what's in here?

Unclessified

Items found in search

ACLURMO042914

I

b7E
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FBI041814
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i
3 .
5
iE

. N Vacaasfied | . . Yocassdled premeyd
Resignation Letter Continuity Letter
- fax from
bé
b7C
b7E
510122200 4 oo
e Iﬁdl Se_ar_gh.dszsmsu&_:xssmﬁl_r

beé

b7C

b7E

— T | JunguzsmesONE big (previously) happy conspiracy|
]

131

+(U) Several others
l SECREF- >

SECRET
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Pleas and Trial

AR bt B o SOV Ak 44 s it L 3R LA S R 1 AN

bhe
b7C
b7E
« Allthree partlclpatea Tn profier
sessions.
Vodirailied] e w’ﬂ R T uangisd] L
rial m Trial m Trial be
{September 2005) L - (September 2005) ) {September 2005) b7cC
. * Nine counts . 1'\ 7 R
.~ -e:Nine counts, +1 Conspiracy to violate expost regulations.
- +.DO3-Counteresplonage Section Involvement. 2 Export viclation w/out license).
«3 Export violation (shipment w/out license).
5 +4 Export violation (falsifying shipping docs).
S +S Export violation (falsifying shipping docs).

+6 Conspiracy to commit money laundering.
+7 Money laundering.

e +8 Money laundering.
L +9 False statements (3 points),
. +Shipments.
sTaxes,
+Profit and eamings,

SECRIT
9

FBI041816

ACLURMO042916




s Rtk

. SBYRET

7
}v‘
i‘

i

. Trial Y Trial @‘ I Trial
! (September 2005) (Segtember 2005) Se tember (September 2005)
H "o SAtestimo 1Y *pefenses * durd i of |
+ Y. «Selzing Agent, Trash Cover Agent, *Ididn’t know. £ (duting ¢
B d I don‘t remember, ?Us“rg-nmmm "”ﬁgm FBI, you know it’s
oY gﬁ%ﬂ I didn't understand English on o truihy .
. ~Fandling Agent 09/30/2004. Inswer: né
4 . - « Assessment *My wife did it all, without my knowledge. N
HE e « Recording o sWe did talk about the business, but itwas ] b7C
. N on only 2-3% of the time. « 2% hours of deliberation (over lunch). bL7E
HE . I never noticed that we made $100,000 a
: . year more that we reported on taxes. o Verdict: Guilty on all 9 counts.
: . Unsitailied i Uncasallisd]
L ) PN .
3 i . oS . .
N ; Sentencing N Forfeiture + Fines FISA v. Title III
; . o { la
: . led to Seventh Court of Appeals on
l_ d;;pea that evidence gathered unde’}pSf"SA cannot
* | o used In domestic criminal prosecubon (fe Title 111 e
. should have). -
+ Defense argued for consideration—| . « From the ruling, “Probable cause to believe that bc
mployennd tothe FBI In his d a foreign agent is communicating with hlS EOEAS
Iso controllers outside our borders makes BIE
successfully, tht parts were - interception reasonable, If, while conductm L2
this surveillance, agents discover evidence o
was mostresponsible. . a domestic crime, they may use it to
. ‘ - prosecute for that offense. Thatthe agents
have known they were likely to hear
evx ence of domestic crime does not make
. the interception less reasonable than if they
of . were ignorant of the possibility.”
[gastagpnsg :
i "
de -

L 15

10
ACLURMO42917
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Questions, discussion, comments

Hearid v

e Aaxaze,

Fraid jury

Loiaft,
f m'mmmk o fuce
e 5O oo
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ALL INFOREMATION CONTAINED
HEREIN IS5 UNCLAZSIFIED
DATE 0L-30-2012 BY 65179 DMH/STW

~ ECllhvestigations

e .

When you have eliminated the

‘impossible, whatever.-remains,

however improbable, must be
. the truth.

FISA vs. Prosecution
FCl vs. Criminal

lIRs vs. Arrests, Indictments,
Convictions

Working with Language Support

~Start early

-Evaluate the product early and
throughout

-Engage and train

-Provide feedback (+pralse)
-Defend + motivate

-Emotional issues (interrogations)
-Tactical issues ,

Working with Language Support

(continuéd)-

-Interviews. . -

Proving Willful Conduct

v e

ACLURMO042919

-Preparation (names, termis, facts) b7E
- -Cultural adyice { 1
-Positioning o
-Take breaks. . i 2)
-Trial preparation H
-(;e[tiﬁed translations 3)
.Te§t|m°ny pl:ep (include cross) **Doing something economically inefficient. **
Al
1

FBI041819




DATE: 0Z-07-201z

CLASSIFIED BY 65175 DHH/STW

FE&Z0ON: 1.4 (C)
DECLAZEIFY OH:

0Z-07-2037

SECRET

(51

ALL INFOEMATION CONTAINED

HEREIN I3 UNCLASSIFIED EXCEFT

WHERE 3SHOWN OTHEEWISE

& Mareh ta Ortnh,

History History History
J O T TR —
Key event... Timeline... Timeline, cont..
* (5] ¢
Aol 20040 October200a =

ACLURMO042920
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bl
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S ————————

ET

(3]

dentified End-Users...

At S 8 28

(5

(5)-

Results

September 30, 2004 Arrest and

Search results

o

PP S S Y

K

Gains...

ACLURMO042921

I———

The Investigation Continues...

+ March, 2005 - SL begij i
surveillance (email) o

* "XXXXXXXXXX@hotmail.com”

bl
b6
bicC
b7E

bl
b6
b7cC
b7E

2

FBI1041821




Investigation continues...

. I ]
identified as represeptinal |

I...proves unsuccessful.

Investigation continues...

eacag ‘ronnaration’

8
eventually pleads guilty, April, 2006.

(51

Investigation continues...

Haon h'\I I
| Fs:'ng the
same email address....

UXXXXXXXXXXX@hotmail.com”

—

Enllow A

1],

SEBQET

ACLURMO042922
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(3]

| i8)

5 N
iRecpient of two payments fro NY) bo
eciplent of 2 part fist, origiaating f :
I E T, b7C

~brash cover on LIU's residence shows extensive contacts with

. teferenced in h7E

i Erory Technalogles, In
i vory Technologles, Inc.
. uggeste Oalaty Products Company
= .

{3 bl

1 bé
b7C
b7E

| |
y |
: In o-malig i “‘lhl_‘ndD
r—_— L
T ———
bl
bé
(8 i
i bL7E

I—I Recentdevelopments'

¢| + Within the past few months b
ST 3 VTS b
I

RET

4
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Merry Christmas..

-

o oo o

Known Violafons

« Violation of Export Laws (CCL)

« Extensive use of email / telephone to
facilitate transactions...

+ Extensive use of the maii / shipping
companies...

+ Contlnuing falsification of Shipper’s Export
Declarations...

+ Money Laundering...
+ Tax Evasion...

Some issues...

+ Dissemination ofm
material...LHM...AG use authort!

not yet...

*
*

» Availability o] |
! |

—

- Theway ahead..

JJ: +Continge |

o[+ Maximumi

Questions or Comments

Supervisory Special Agent

ACLURMO042924

Strengths...

+ Single POC at FBl/| Q for entire
multi-jurisdictional investigation
facilitate Information flow to all involved
investigators...and quickly address Issues..

+ Follow-up leads sent to new Field Offices
to ensure investigations are pursued in a
timely, coordinated manner...

+ Single OIPR attomey to facilitate aIID
proceedings...

—

b7E

FBI1041824
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DECLASSIFY ON:
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HEFEIN I5 UNCLAZSIFIED EXCEPFT
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- 5\ of weapons of mass destruction (WMD)-
; Weapohs of Mass D ! ') DI 's |
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' | - ' fbat WMD called for enhanced )
= Chemical Weapons Gonvention :
i articipati } = Announced by President Bush in Krakow,
(CWC) interagency participation o Pt oMoy 31,2005 K
® Prg hferallon Secunt Initiative 3 - = BS| SIalement gf intérdiction Principles - -
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= Other types of Reports are regularly generated 1 P 1
including strategic and tactical analysis,to o Nions” '
support FBI Field Office investigations and other .lm—mlgues ons, g
customers. actical case supp %
. eceives intelligence frém the USIC which « CP Briefings/Presentations .
* On-Site Field support
v
L . " . P x
% P t . .
! o, . '
. o ' AR
w o » H ; f '
* ‘o PR |
B3 :
‘} ] Ny ‘ ;
w s [ o ! " . I I X L.
i . L [ | * ' H { ‘
f t . ] . t ' N
' s M L o
. ' - ' i
) $ ¥ . i ' /
: ¥ it . t
R ~ I
Counterprblifer;ation Operations; ' -
Unit i
bl
. ! T
| ! y ﬁ bo f
i ) i b7C A
* Questions? * . . 7 .
. ‘ . e b7E !
, i .
; t
' K i v »
i o '
. * y i 1
[
! ,
L}
: , | . S
' ) i
oo f ' '
f
A “ s ) N . [} '
I 1 ! | s
Lot - |
f; . ) 2 ‘
ACLlJ RM042926 | l } 4
+ ta T M ‘s .

{ .
,“ B ! :;f




: tiz-'DE!\TE': Oz-15-2012

; E i 6?5% §E ORMATION CONTAINED

o CLARBSIFIED BY oL1l78 DMH/STW f{EL;;EﬁgF;C' TTHI{EESES?FIEE&EI]EEFEPT
o ic] LA L AN r. EaA N

REASON: 1.4
! SHOWN 0 IS
DECLASSTFY ON: 02-15-2037 WHERE SHOWN OTHERULS

Weapons of Mass CP Definition
Destruction Directorate (U ) 7 C—— « Countermroleration s h
. of weapons of mass destruction D)-
+ - Counterproliferation
.Opéraﬁons Unit * WMD can be chemical, biological,
. RN Sfl.: radiological, or nuclearin nature.
. i f’-pmh‘!n.l'«'hm
' ' -
\ T
: ‘o
" i
.- c N N [ CPOU Functions and Working
~ CPOU’sRole Activities in the U.S. Relationships -
The CPOU maintaing| | * CPls a toppriority for the USIC. . m:gomm:n%gbwrgmwgpm;mﬂmm b7E
= Often, U.S.firms are unwitting participants in N “ \eWMOD on ab CP aQ
proliferation networks due to the fraudulent use of front matters,
M or ries to conceal the * Maintalns a comprehensive knowledge of nation-state WMD
. identties of the actua! end users . onvld:;s;tnuglc o
. * Some proliferant countries are relying on wifting U.S~ operalions and kvasbgations, T
based companies and or p& * Egtablishes, maintains, and faciitales USIC CP Balsons.
- » Mai ncem: ¢
TTis responsibiity 1s camed oulin close w . i %
. d e I * Cl ok n the
adaress tho oxplonaton Of US. echnology. e ’ ‘
£ 1 Chemical Weapons
r CPOU Counterproliferation
— T Programs
oint-Activities .’ o bl
i '1ave {aw enforcément i : .
TeSponSTBy lor the export of restricted WMD y Chemlc.al Weapons Con‘v‘em'_on bT7E
Ir |: S :| .. anddup (CWC) interagency participation

® Proliferation Security Initiative Federal Bureau of Investigation

(PSI) interagency participation « Chemical Weapons Convention
Implementation Act Public Law 105-277
Mandates FBI Presence at Each U.S.
Commercial Inspection

o /,g—é*EQ %_ !
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PARTOR S B T I e AN

9 e‘nliahced .

: *°Announced by President Bush In Krakow.

:  Polandon May 31,2003 -

= PS! Stalement bf Interdiction Pnnmples-
isa pohuca[ comimitmeiit to act against
prohferauon-relaled shnpments to or from
states or hon-state actars of concem

(3]

» tlca IN memnress to condu

reasury, an
together to take appropriate action.

l»u(em
lnteragency Programs,
Assignments, and Meetings

Intelligence Dissemination

« CPQU, along with other Analysts in the WMDD,
Countenmelngence Division, and other
Divisions, regulary disseminate information to
the U.S. Intelligence Community.

= Other types of Reports are regularly generated
including strategic and tactical analysis to
support FBI Field Office investigations and other
customers.

CPOU Assistance and
Production

iamgles of the re%ons and assistance we provide

» Case generation ECs and teletypes

uestions
= Tactical case suppol
= CP Briefings/Presentations
» On-Site Field support

Counterproliferation Operations
Unit

Questions?
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WAO 1 BV EHAT LN ACCURA | N MO THRANMHA LAWY RHATIN, ACCUE | BN AND TRANS LR
VSO | COUNTERNTELLICEN
s : Legacy of the Bellows Report
A “;w T « 1~ 1000_NA Linitinted a enmnrehensive review of
e [ TheWnshington Tines iy e b1
B e =T wCwmry—— + The review concluded with specific action
k) % - o Py
WMD Proors = ?fﬁ: ”‘ f;:emgflo«g’f W‘ C‘f:,“i‘},:f"?”"f{ recommendations for FBI espionage and b6
GY . ANO TRANSFER s i »" - She counterintelligence investigations b7C
— « FBI created| 2001 to respond & 'b TR
attempts to 3CGUIE non-conventional we: -
and related technologies
BELSTID, - SREUSHD
A T TR ST T TR
S COUNTERNTTLLIGENGE DMISON,

-FBI c6m1erintelligence strategy

- Strategicgoal - ‘
—— b7E
nformatin, . B

+ Other clan
collection ser

(31 |
; (5 b1
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" Other:sources
« Commiercial:sources v‘l_\nalyﬂc tools”

« Dunn & Bradstreet

{81

|

« ddently

!
+ -Eutablsh Mortly CB Woking rovp st FBRHQ
S '

1Posti e InteSgance

TOF RO OLE CATION, ACGOATION R RN DR

Operational techniques

« Physical surveillance
+ Mail and trash covers

*NSLs
« Grand Jury Subpoenas

ACLURMO042931

Why us and why now?
BV NG REEEa

« Govemment records

EGROLOGY 1708 DATON. TRR A TRAPes TR

Online resources
i iplicgs and peints-of-contact on

» Library of government and think tank publications | 1> 1
on WMD proliferation, export control, language ‘b TR
toals, and technology transfer 2

« Competent and efficient SSA and intelfigenc
analyst support for field squads and intelli e@
groups

TRAASTED
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The Threat to U.S. National Security The Threat to U.S. National Security
. i S :| + The U.8. has ine MOst Guvancéu imnory w wiv Wt “The US govenment has identified 21 caintries~ of )
PRESENTATION FOR which lran, mlﬁ? meabig:'t“l mllﬁ .g el % 1ss! bl
+ Agents of foreign powers and others are aggressively concem = wi e capabiity lo edher devebp K
CIOPs Course attempting to acquire sensive U.S. midary technologies systems or axquire exportcontrolled WMD and dual- b7
P use items and sensitive technologies.” b7E

*...stealing and compromising of dassified and
classified ies are ing at levds

. B i
.o § [—— previousty unkrown,”
AT Robea . Muster, 21 N
el Jarnaary 1. 2007
FOROFFCULUSE OMY
A wesrson - veust ron
PR
.
|: E :| T TRATE wobeEE] b1
.. Reasons fol b7E
r - L
J
' » TheUS. curun(i;" degree, the export and sale
* Coynterterrorism: —oldsicnsoaticles ] oJTAR Sec $281)
<Terorist groups acquiing U S. mit ary
techaology to am Insurgents
Lrle-
- * UNGLASS 7 POUD UNCLASS # FOLD.
aa

e T e e T T 1 ™ 13.(+=73 ] DO VLR TGATION, a0 TORATE
The FBI's Role C-What the FBI Contributes
K Enk;rqemeill'aumoritﬂsrela!lvelynew * Unique duatmission integrating tradibonat law .
- enforcament with intelligance collection I: E :I ‘
’ %’éﬁ% 5‘;25%? oﬁ'ﬁﬁggﬂ?ﬁﬁﬁx’ﬂnﬁ'&ﬁg: hespor " et complementof agont, araf s ’

Provide valuable intelligence to the USIC B I b 7 E
The ordev deslonales *the £8!1 ta take charge of Investgalve workln
matiers relstng to esplonage, sabotages, subversive actvifes, and
nlamd malters, lndudnglnvesagaﬂng any potentsl violations of the
it Control A stmon A::L the Tradng
wun the Enemy Act. onha Inhmnonal Conomic
Powers act, nladng (o any foreign counlamxlolﬁgmcn matter”.

Foreign [nteligence Survellance Act (FISA)

Certain e xempbons 10 the ITAR in UCOs

Nsutralization and intelligence collection
through criminal prosecution

s 20U Dacuss e L ANCUASS 9000
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ST e 5o AT RO TCITATE e e A =211
Jolnt Effort Liaison with Regulatory Agencles Who Controls What ?

.+ Cooperabon is the key to success
+ "2001 USA Patriot Act br fgs down “the walls®

. "

Ta pssamat’ah ane mnle wa mnct have

effective liglson with those ageqcies

| I_Defense articles | __Dualuse items |

ZE@EMS D . WO Oud CTOmAL tl ¢ BUREAY GF INVES TIGATION WD | LCTORATE |
Defense Articles
. itern was specificall ‘
j se article an
L I bun $12010)
2p s GE R
Four tharpad in
conspiracy 1 smuggle U S, mBAary ettty
Chna
R . | i
v
[FECEHAL | VMO DHRLCTORATE [HEOERAL IWESTGATION WO . CTORATH
I I Reglstration
. * : + Any personwho engages in the U.S. in the business of
L either manufacturing or exporting defense artxcles or
ishil jges Is required to register
5. person, wherever located...”
* $1750 annually
« Registration data is available — Names, DOB,POB, SSN, etc.
g B 88
s sFon weuss pon

SECRET
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The Threat to U.S. Natlonal Security
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WHERE

EXCEPT
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v GAAL OF VLS TIGATON

The Threat to U.S. Natonal Security

: 535G raTaame i Mg saem
T L S e U e @R o umdtd

» Agents of foreign powers and others are aggressively
attempting to acquire senstive U.S midary technologies

“The U.S. goven'mem has |denhf ed 21 cmnmas- of

Sitioas vimatny b gl C n

concem - wnh lhe capablny to eiher devebp WMD
D and dual-

of aquire
use ftems and sensitive technologies.”

13)”

bl
|: S :| R *...stealing and compromising of dassified and .
classified ies are atleves b6
]_I previously unkmown,” .
b7C
| I Rovens muster i ol
i\i | Seeninivaon b7E
THES BREFING 1S UNCLASSFE D
- FOR OFNGAL USZ OMY
N PESAR UNCLASS £POLD. UNCLASS # FORD Y
b1
T ST 5 e b7E
Reasons for lllegal Acquisition
9 + Advance R&D dforts
4}\'4' « Maintain aging aircraft and other platforms
s 3 + Explolt U.S. viinerabiliies
« Reverse engineering
+ Counterterrorism:
et grovps soquking U S it ty {8 - meus. cumeny degree, e axpatandssle
technoiogy to am insurgents.
%‘ I: :I
ek B o | I
| - Ty
1
LS TG T TR 1= 323
The FBI's Role JolInt Effort What the FB! Contributes
On 11/05/2004, the Attomey General signed an ord * Gooperabon i thokey 13 sucoes3
* On ¢ Altorney (General signed an order . " + Unique duakmission integrating tradibonal law
gragtmg lh:‘ FBI concurrent cnminal jurisdiction in export m{im\:sn:ni':m:ngm brings down “the walls” which hindered on(‘;oomn(wminull'pem collection
matters with a counterntetiaence nexus,
» Frequentpactners; + Largest complement of agents, anal ysts, tinguists,
A;; wtten, the nrdozr‘ deslgr;fa(es 't’ha FB8I to take charge 1 and surveillance specialists
of investigalive work in matters relating to espionage, ] . N
?abogage subversive acavme? a;'g related ma!;els ] Provide valuable inteligence to the USIC
including investigating any potential violations of the B . - " £ ]
Ammns Export Control Act, the Export Administration Act, E Foreign Inteligance Surveillance Act (FISA) tools b7E
the Trading with the Enemy Acl, or the Intemational 1 + Certain oxsmptions to the ITAR in UCOs
Emergency Economic Powers act, refating to any foreign h
counterinteligence matter”. ] + Neutralizaion and intellgence collection
7 twough criminal prosecution
s iron, wmeuss 2900
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- . Defense Articles

X LIEAAL VESTRATON WO ICHATE
l - lnvestlgatlve Goals Who Controls What ?
+ Disniptattempts to acquire sensitive technologies peverrme
(8} Fﬂm | | E H
Reguisgons
1) L |E
- st oo, st veuss s
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b7E

Registration

+ Any personwho engages In the U.S. In the business of
ellher manufacturing or expomng defense articles or
required to register

b7E
+ BIoKels ~ erever located...”
+ $1750 annually

« Registration data is avalable — Names, DOB, POB, SSN, etc.
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SSA
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Coumcrin(clhgcnoni I

AG
Office of the General Counscl
National Sccurity Law Branch
August 2006

The mission of the

« To Administer, i 0
National Securit;

Activities

Coordination with:

» Case Agent/ Field Division
« Field Undercover Coordinator

+ National Security Law Branch

* ;The May 2002 AG Cnminal Guidelines are
+* .genérally not applicable
“ « Inmost CTD and Cyber cases and all CD
~ cases, we follow the October 31, 2003 AG
<Guidelines for FBI National Secunity
Investigations and Foreign Intelligence
Callection MISIGN

QOperations
low the NFIP Manual.

I_I_. . WHAT IS AN UNDERCOVER
unction OPERATION?
« Liaison with Field UC Coordinators
- ¥ .- . . ional Security Undercover Group
- National Security Operations National Security p

(Sensiiive Circumsfances)

+ Listed underl I

+ Involvement u:l I
government officials, religious
B I >
p

or or

news media
» Utilization of a proprietary

. quh al fan d

|
[manl cover)
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;Grouﬁ 1

it - (Sensiuve Clicuiistaiiccs)
af Joid vith another member of the US

£ Intelligence Community or a foreign intelligence

;. service -
" Significant questions of law or policy. € g.. civit
habulity, entrapment, otherwisc illegal activity, or
, danger to UC Agent or others
+ Exp¢nditurcs over the $100,000 cumul
" maximum funding level - approved by

TN

« Approved by SAC (inibal proposal musthave
FEYHQ t 51 h

Group 11

) for up to two siy

periods.

Cumulative Spending Authority of $100,000
(Initial + | rencwal),

Group IIs extending beyond the imtial two six-
month periods may be re-authorized by the.
Assistant Director ora Deputy Assistint Dircctor
in CD, CTD or Cyber

- . ‘|:|s. Proprietary
| |

« If FBI paying start-up costs (¢.g., lease space, pa;
for ¢ ulln%cx%() then gmbably I?:\vc FBI usim‘s)sy=
PRO) ARY

(&)

Criteria for National Securii UC or i S :I

« Initially ensure that . . .

Other considerations

« Follow NSIG
- Before conscnsual monitoring
~ Before interviewing

MOUS/LOEs with other agencies

Wi 1 .
: .+ Non-disclosure agreements/PSAs
o « Coordination/concurrence of other agencies
Make sure you have a foreign power
[N
.
v
.
3

Legal Considerations for Internet

- Attorney General Exemption AG Exemptions - Proprieta .
ey piions P prietary Operations
' ) !::.‘.‘v?.ﬁnm;..;m.m.,z,.’.ﬁm;dm.‘”,.u,,.m .-t Foi'a abliey + Undisclosed participation
fiscalyeark © Do FBloperated wrbsites, tlecomms, eic, = accrusible (o pablic « Non-disclosure issues
. 4 for bachaste) . i ity —
Depont appropriatedfiunds  cosen bank account: . rfm::.mmﬂm.....'m soplicorélg:g;lp(ggrv,npuwr) security - need for lease
Rtitize operational proceds 10 offsct expenses, and Atset ops ok = bt heep sits on FBscthity lasmind « Consensual monitoring/court orders
. Establish an FBI proprictary busines Gf s 0 : gnd\cr\vm :llcgal activity
public, serk exenplion) + Intrenet forum=if ot trapment .
[« 205% b i NSLB. preprletary D + Extrateritorial activity
- . Y I 1 + First Amendment
v
it
%
¥ .
W
ACLURMO042940
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L SECRET

« Advisable to house computer equipment at
site not related to FBI.

.+ To.lcase,spacé - will likely need AG

- exemption, so allow enough time to obtain
from DOJ.

NSLB: Otherwise Illegal Activity

« DQJ 1988 MEMO for intelligence and
counterterrorism-intel related requests (w/
an emergency exception)

~Through | |
+ U.S. Attorney letter supporting said UCO if

criminal matter.

Entrapment

- +e Same principles-pply in national security
matters (o be prosecuted as in cniminal cases

. _Avond‘ government inducement and need
predisposition on part of target, so be
careful in how UCE interacts with target

¢+ Any questions, ask prosecutor, ILU, NSLB

(5))

OVERSEAS ACTIVITIES IN
UCOs

The AG Guidelines for National Security
Investigations & Foreign Intelligence Collection
apply.

Need DCIC and AD ! (alth

delegated to DADs and SC in 1994)

First Amendment

Avoid targeting simply because of protected
speech

~ Follow NSIG

Avoid posting inciteful material - e.g., how

Y alaan douice

ACLURMO042941
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After Approval of UCO

UCO Proposal
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Uridercover Team
© QUESTIONS?

+ National Security Law Branch
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d

Countermtelllgence
.. Undercover
" Operations

Outline

« History of FBI
Undercover

» Terms of Reference

» Developing an
Operation

» Practical Exerdse

« Support for UQDs

« Review

- e :

The History of Undercover
Operations in the FBI
» FBI established in 1908

« Earliest documented Undercover
Operations in the 1920s in Criminal
Investigations

upe

'; Operatlons |n the FBI

The Hi§tory of Undercover

Special Intelligence
ngrgvi%e Dlvlslgﬁ, 1940 .'.'I-—

Eoonterespion:

o spionage,
Counter-: Sgbm'gge,
and-Forelgn
Intelligence

. gpers fonsin Lalln

)
Dlssolved in 1946 with -

the establishment of voay aaifer
the Central .

lntelllgcence Group

2spe I

The History of Undercover
Operations in the FBI - Current Era

= Renewed emphasis in

Criminal
beginning In 1572
» 25 Special Agents from the
Northeast offices
sTarg eted Organized
Crime & Public
Corruption
« Domestic Security and
Counterintelligence UCOs
stess Well Known

wsien T s

Terms of Reference

» Undercover Employee
« Any Special Agent, Support Employee,
Task Force Agent/Officer, or other
person (excluding CHS), acting at the
behest of the FBI In the conduct of
undercover activities.

yepe M‘m .

-3

"« Undefcover. Activities

Terms of Reference

& Any mvesngatlve actlvnty mvolving the
t- useof an assumed namg or cover
laentlty by an‘Undercover Employee
- UCE) for the.purposé of concealing the
' UCE 's affillation with the-FB1 or USIC
during substantive contacts with the
target.of an FBI investigation. Such
activities Triay Include contacts with
targets of1o pportunity when continued
. contact is{not anticlpated.

Terms of Reference

. ion

nonn M .

Terms of Reference

nenm i N .

. nspes ﬁnqu\ '
. i

SEGRE
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O e 7T 7o~ 1 PLUUR

AT i s

3
v

. " Tetjns ot Reference

s Givup EI I
« Involve -Sensitive rcumstances,
Requiring FBIHE Review and Oversight
g 5 ]

« Subject'to, Annual On-Site Review

« FBIHQ funded up to $2 million per year
with AG exemptions.

- T
anny . W “

Terms of Reference

- Pmmsam TT

s SICUp a4

+ Approved by SA :
rl.IAr.B.\n;d.axls £ n

» Reviewed b‘ |and

NSLB
« One Renewal Under ADIC/SAC Authority
« Subsequent Renewals by Assistant Director

. ff fffrade to a Group 1

srwnny TON— u

Sensitive Circumstances
{10f3)

« Targeting Pulic Officlals, Foreign Government
VIUdin, KERGIVUS Ut Putiuiul woglincuimnis, v
News Medla

Significant Intrusion Into Leglimate Government
Operatlons

« Prop! y - asolep
partnership, corporatim, or other business entity
operated on a commerclal bass, which Is owned,
controlled, or operated whdly or In part on behaf
of the FBI, and whose relatonshlp is conceded
from third partes.

+ Otherwise Illegal Activity

unm M u

Sensitive Circumstances
(20f3)
i|" = Professional/ Confidentjal
Relationships/ Privilege
= Significant Risk of Government
Liability
» Risk of Danger to UCE or Others

Sensitive Circumstances
(30f3)
= Significant Entrapment Issue
» Joint Operations with USIC or
Foreign Intel Service

» Includes Police Services responsible
for National Security Matters

. Extraordinary Techniques

ELSUR, Special Projects

Developing an Operation

u Involves building-relationships
« Rapport, Not Coercion

_w Subsequent betrayal of these relationships
in’mogt cases.
«-May not be Overt

- = NOt proper ior ail inv 1ors
+:Saye'It for Pifority Targets

DI chieve
Investigative Goals

« UCE understands FBI intelligence
collection requirements.

nsnon M N

uuinu - . »: W “ e M " MmN M 13
What Exactly is Undercover? Why Have a UCO? Considerations

= It is a Team Effort
» Can Your Office Support the Op?
» Do You Have the Bench?

» Personnel - Case Agent, Co-Case
Agent, UCE, Accountant, Intelligence
Analyst, Contact Agent.

nuna M .

o ymnw . M "
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Objectives

= lotelligence for National Policvimakers

. --Collect-Cll |CI'I I
snspien N "

Initiation/Coordination Process

a Develop a LONCEpL ui g€ Spudin
« Beginning, Middle, and End
« FD-997

» Field Coordination
*SSA, UCC, COC,

.
NSLB

- \N{W "

Fundamentals

- Idnn!‘ifv the Target:

requir

elsita

+ Does It Wamant the Resources?
Identify the Objectives

* Overall

« Near Term (Sx
Discuss with the|
+ Do They Suppo e Operatio:

« Is It Consistent with the Strategic Ran?

nne n.g{ u

Know the Target

= Seek the Advice of Professionals
» Behavioral Analysis Program
» What Can Behavior Tell Us?
« How We Build a Relationship
g +» How We Will Betray It
» Or How He Will Betray Others
» Needs = Vulnerabilities

Selecting a UCE

= Cert ;lcat on

» Required for Primary Roles
» Case Specific Authority for Non-Certified
Employees
« AD Authority
L

Mleaiiod 0

Support for UC Activities &
Operations
» Field Office UC Coordinator
« Local Subject Matter Expert

ontact
.| ]

« Coordination & Oversight
» Operational & Adminlstrative Training

« Behaviora!l Analysis Program
» Especially in

e s N

M s o ,W n

Support for UC Activities & ort for UC Activities &
PP Operations Supp "Op srations Resources and References
- » Domestic Investigations and Operations
I IO Guide
f UCEs » Counterintelllgence Program Guide
» Prior to Training & Cestification « NFIPM Section 28, Undercover Operations
« Even for Case-Spedfic Authority « Field Guide to Undercover and Sensitive
« Even for “Five Contacts” 2pefl%t|°rt]'s| Funding Guid
- » Confidential Funding Guide
: P'te Operational « Fleld quweir Coordinator
* g » Mid-Operation Boni
» Every Six Months _| I
» Post-Out
nsnet "“_'& ™ [ Vomaze " wsno Y »
b
ACLURMO042945
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CLASSIFIED BY 65179 DME/STH ALL INFOEMATION CONTAINED
oo BEASON: 1.4 (0] HERFEIN I3 UNCLASSIFIED ERCEFT

. Outline Terms of Reference
| . Undercover ACiiViiiéS & « Terms of Rererente & Undarrovor Emnlavee
i niny
* Operations for Foreign = Why a UCO . _?nyksigeclalAAgerét, ng?f?ort Emp{gyee,
HER 5 H = Conducting UC Activities & Operations ask Force Agent of cer, or other
. Countennte"lgenoe » Support for UC Activities & Operations person (?XdUd'"Q Astie's): a;tugg ?t the
= . I » Coordination for UC Activities & Dehest of the FBL In the conduct o
. . .. Basic Counterintelligence Operations ndercover Activitles. -
¢« Operations Course for = Considerations in Planning UC Activitles &
- Special Agents Operations

Nw ' Hsan M ’ unm ;hh\ )

Terms of Reference Terms of Reference Terms of Reference
PR . b7
" = Undercover Activities LRV TEd T — . b7E
, . 1 +Any investigative activity involving the
« i usSe of an assumed name or cover
- [dentity by an Undercover Employee

: {UCE) for the purpose of concealing the
. .+ UCE's affillation with the FBI or USIC In
» * substantive contacts with the target of
an FBI investigation. Such activities
+ may include contacts with targets of
opportunity when continued contact is
not anticipated.
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: 2 ; Sensitive Circumstances Sensitive Circumstances
%' Terms of Reference hol) Zold) i
il 1 i : o |
y « Criminal « National Security « Criminal s National Secunty
2 - Undgrcover oDeratlon +Inves tigations of Public oTarg eting Public « Professional/ « Professional/
, *Involve.Sensitive Circumstances, Officials g?}xdf‘s{ F:rlelgﬂ Govt Conﬁdentl?l ﬁolnﬂ‘qeantrll?l . i
5 . % L cials, Religious or
3 i ., grequlrmg FBIHQ Review and Oversight, Bt Om“‘fn Hons, ?ﬁlﬁf&?h ps/ . P:_zlva“ :&s ps,
§ e A + Significant Risk of + Significant Risk of
-4 *'Funding In.Excess of ADIC/SAC +Si gnificant Intrusions et Gov Opns. Govt Liability Govt Liabllity
g Authority nta Legitimate Govt 9 « Risk of Violence « Risk of Danger to
4 . ewed by th Opns r( UCE or Others
s SVl *Pro pnstaries *Pro pretades « Risk of Finandial o
7+ +0th erwise ltiegal +0IA Rk o
Activity (014)
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{-* - Sensitive Circumstances
- (30f3)

" = Criminat % NGULNEY D8Iy
* Providing « Significant
I Instrumenta!lﬁes of Entrapment Issue

+ Joint Opns with
* RIsk of Arrest and USIC or Fordgn

False Teftlfoff iji iiii
Represenmlons

about Third Parties

What Exactly is Undercover?

= 16tz b u-n..n —nl-.unnehlv:

+ Rapport, Nt COercwn
= Subsequent betrayal of these relationships
In most cases.

= Not proper for all investigatiors
« Save it for Priority Targets

Why Have a uco

« Direct, Non-Attributable or Mis-
Attributable Contact Required to Achleve
Investigative Goals

Prosecution

+To D etenmine If a Full .
. Investigation is k
Warranted
7 «¢Pre vent, Scive, and
Prosecute General
Crimes
- *Asc ertaln Scope of
Racketeering and
Terrorism Enterprises

. wenm M u

- wsn . ,ﬂm . i sunen “Poweng, n e M ™
T )
i

»

Y Conduct of UC Activities & Support for UC Activities &
I ] Q‘bJeCt'Ves Operations Operations
It e Criminal %« Natlonal Security » Define the Target « Field Office UC Coordinator

» . *Evi dence for eIntelli gence for Nationd!  Predicated Subject]

« Conduct Logical Investigation
« Do the Homework to Ensure Success
» Is UC Actlvity/Operatlon Approprate?
» Define Objectives
» Overall

o Short-te

e \% 1

« Local Subject' Matter Expert
« Facilitate Coordination

| ——
« Coordination versight jbl

« Operational & Administrative Training b7E

nunm W u

.. Supportfor UC-Activities &
" Opérations

o Beglond [

C
rnunm M "

Support for UC Activities &
Operations

L
of UCEs
« prior to Tralning nication

« Even for SAC Certified
* Pre-Operational
* Mid-Operation

» Every Six Months
« Post-Out

runn M v

Coordination of UC Activities &
Operations

» Substantive Desk
« Consistent with Program Strategies
= Field Office Undercover Coordinator

o Advi st With UC Matters b7E
s Regiona

nsne e w

G, e

AR A VAN TS S

ACLURMO042948

2

FBI1041848




PP —

Coordination of UC Activities &
O.rgnraﬁnns

= OGC, National Security Law Branch
« Legal Isspes

» Supplements the Review-of Your CDC
. *Synchronization & Deconfliction

P, N -

Considerations

» Plan for Success

« Anything Worthwhile Will Take More
than Five Meets
« And Rises to a Group I - Eventually

- }N“\ "

Considerations

noam M »

Considerations

= It is a Team Effort
« Case Agent .
« Case Accountant
« Contact Agent |
L sUCE
. «1a/Reports Officer
|« Can Your Office.Support the Op?
. +,00-You Haye the Bench?
y

sy

Considerations

= UCE

Term Limits for Fulliime
« Three Years (with One Year Extensions)

» Transfers
« Needs of the Bureau

nune \q% u

Resources and References
= NSIG

= Field Office Undercover Coordinator

. FBIH% UC Program Manager

wsnem M »
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Points of Contact

*SSA

*SSA
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ET/ORCON/NOFORN 7/15/2011

DATE: 02-07-2012 ALL INFORMATION CONTAINED
CLAZSIFIED EY 65179 DME/STH HEREIN I5 UNCLASSIFIED EXCEFT
REASON: 1.4 (C) WHERE SHOWH OTHERWISE

DECLAZSIFY ON: 02Z-07-2037

Overseas Operations Overseas Operations

= Obtain Travel Documents
= Obtain Field and HQ approval

al
=<

8]

» Obtain AG Authority

e Pass security clearances

» Notify SIOC / Security Officer

715R01 lem 2

Overseas Operations Overseas Operations

» What are your objectives? 18y
e Liaison » Surveillance
¢ Interview e Technical

=« What do I bring?

* Travel docs, paperwork, equipment, $$
= What authority do you need?

= Who arpaauacking for help?

e LEGAT DOJ, locals

. I " mspon - 3 ><

= Resource
.,-;g_-;g_’;_qj lﬁh MEINA

L S TOLY/OUUUrivy

= Checklist for overseas travel
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DATE: 02-13-2012
CLASSIFIED BY 65172 DHMH/STW
FEASON: 1.4 (O}

DECLAZSIFY ON: 0z2-13-2037

SERRET

2z

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEFT
WHERE SHOWN OTHERWISE

~J

Counterinteligence Division

! .

| ﬁgion:

a1 lamant tha 0 and (TN cirate e nlanc by fadilitating and
m:\aungmmumrsxmmus.lnwwmu
Cnrmnw(usmpamershcoﬂe:ungrc
(FC), and Foreign

€N,
xmdliqmoe(ﬂ)hfemndmhwus.agmm(w
oved by the U.S. Foreign Intelligence Sury ellance
(FISC) andfor the Attomey General In support of both.
establishment and non-establishment cffices and the our
USIC partners.

eProvide grams to
nclude overslght

mn

I:lesswn Simplified:

= Cuctome Interdiction

* DOE Initlative
Operational Support to the Inkilgence Communit
D (&elc) POl g ty

e Speclal Projects

e o

ATARTIEIIET e e ke

»7(.,.,_

)

;I_Iaisons
o]ntell e Pastners

o
eContr actors & Vendors

SEcRETsOIOMN

Customs Program

« Provides Operational Support to the
Intelligence Community (OSIC)

b7E

«Other FBI Units i | o
.
o
o .
o » Every search conduct: i
: be coordinated throug
o N
CNE Y / h)
b7E

stcaTuaOROMN

osIC
* E0 12333

e Covert collection platforms
« Close access operations
o Supply Chain Interdiction

e Multiple sources of funding

STCREIAORN

N

SEGRET
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Special Projects:

« Extraordinary Technology
« Deployed Covertly
+ Covert Collection
« Against CD/CTD Targets
-Human
-Establishments

Ao

— X
Extraordinary Technology:

4
e

Construction Programs:

 Snacial Project technoloay
o Deployed Covertly

« During Construction/Renovations

-,

CTAOORN

SP vs. Traditional Technology

- Funitled by elestienteed
“Tech

e
iy I

el

syhaNgrom

Reasons to use Special Projects

» Limited Access and/for Egress to target.

» Strong TSCM capabilities of target.

« Politically sensitive target.

« Potential loss of life/grave Injury/serious
property damage.

pd

AW,

AORORN

Special Project Process
« Identify the Opportunity (Field)

» Gather the required information (Field)
» Develop a Plan (Field

o Present your plan by way of EC & Form
© SPAB approva| Advisory Board)
© Deployment (Field + HQ + OTD)

® Post Deployment (Field + HQ + OTD)

'M‘WM
/

a1

Special Project Team

* The Case Agent

» The Field Technically Trained Agent

+ The OTD Engineer

*Th rogram Manager

* The HQ Substantive Program Manager

Special Project Initiation

® Steps to initiate a Special Project
« Identify the potential opportunity
« Contact wi;rbaany
« Complete a Spedal Project Request EC
o Complete a Spedal Project Request Form
L

eForms and Ponles
«Speclal Project Gutlance

Mxm
Special Projed: Request Form & EC

» Identify the Target (speafioty)
» Substantive Case File
» Technique requested (Ao need 1o expiain technique)
« Operational need/Brief Case Summary
« Current technical coverage In place

= AY) CQUITENE COVE

X
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Special Project Initiation Special ﬁroj&t Process Special Project Process
= Docerintion nf avractad intallinance  Tdentify the Opportunity (Field) eparation

. i nts to be addessed
o 0 befilled
° § S (1f applicatie)

o Field Manning (#o. ¥

© NFPO status when last issued)
o Completely filled out
o All required signatures

o Gather the required information (Field)
e Develop a Plan (Field w,Ij

e Present your plan by way of EC & Form
} —

» Deployment (field + HQ + OTD)

« Post Deployment (Field + HQ + OTD)

eport
« Technical / Operational plan
o Cost Analysis

eRiskAnalysisprovided by |

© FISA Review with
o NFPO Review wi

b7E

I \

Moo Akw- AV |
\
AW A
.bgaw poroRN
[ | Special Projett Process SpecialProjedd Process
» Presented SA ] « Special Project Approved (Caveats?) » Identify the Opportunity (Field)
¢ Chalred by 'CTD Deputy Assistant Director « Obtain/modify FISA authoritywqune

Unit Chief
SLB

© Analytial Section &h‘:—l
« Representation

necessary

* AG Exemptions forcovert accounts, lease of

propesty, et ]

 Coordination with other U: IesD
« Entry notification through

s Gather the required information (Field)
e Develop a Plan (Field w,

e Present your plan by way of EC & Form
mppro valﬁ/ Advisory Board}

« Deployment (Field + HQ + OTD)
« Post Deployment (Field + HQ + OTD)

. b7E
N\ !
b
N \ ya
NOPORN 3t
Special Profect Deployment: Special Project:lgost Deployment:

|:|"°ﬁ"es field o Jpprovat « Field Provides Quartesly Reports td ’
:Isends approval EC « Monitor for future opportunities

« OTD and the Field coordinate deployment L7E

2 » |
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I CI t' btgr C FBI Next Generation
nvestigations . - ! Workstation _
A New Threat 1) , ,
' 5| DOGBEAT WILL Ust 3 EROM
A New Frontier Loy || Eemetis | erpenaine”  [E SEANNAG
. SUFFERING OF OUR. % OTHER THING? H I
(Not really) DYING TECHNOLOGY. 1 i
g il #‘ BAZOORA. |3 i
. oA e Mol
SSA , v >
f FBI Counterintelligence . \ :
Training Center (CITC) ) : .
i “NEGRETI/NOFORN . B0SRg//NOFORN
7o~ , <
. /
L
' }
s%omw \ //NOFORN
i Key Concepts
~ = What is a CI-Cyber Investigation ,
{ \ : = Why do we care
! m Where is the battle fought
"! . w Who is fighting it .
’ » ‘How do you work a CI-Cyber investigation
, - = Resources and;References
+ ! 1 : o '
‘ N \%ns
‘ i SE § RN
!
k] / - ) )
&m* g-dﬁ/mox:oau T \sygr/momm
I 3 What is a CI-Cyber Why do we care?
f % - - - - 7 -

n “The hacker can steal information from the
enemy to understand his operational channels;
alter information in his orders, causing the
enemy to follow orders that he himself issued;

. delete critical data from the enemy’s data base;

1 or damage systems in the enemy command

‘ control center or installed in high-technology

" weadpons.” . i’ —

; 2006 edition of The Science of
i} Campaéigns, published by the PLA's
National Defense

: Univérsi
Pa ’ RN
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s And ‘Cyber uses in :
Rt A t ground conflicts i
' . “"The most complex and at the same time most ;w Georgia:
, eirecuve form of [Information] aggression Is a ;- Disinformation Luring Conilict (August 2008)
' purposeful effect on the process of preparing a | —National Bank of Georgia (NBG) hacked
' decision in staes camryzandfaqotc:ontra/ o i —Added a script advising customers will not
b structures by introducing additional data or ' - have access to Ii due to the
disinformation to them.” s - |
; ,_military conflict.
] .
-Russian MGen ; ; 1 |
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A glimpse into the future? Some real dangers
a (U) Data Theft Surpasses Physical Losses as , in-
N Biggest Problem for Global Companies - Eggﬁgéeres%?oc;nn%%&%ﬁ%an in-depth
i ~ (U) According to the Kroll annual global.fraud surve, more than 3 i g . s
i 27 percent of the 801 global companies surveyed reported data i m Persistent and apparéntly legitimate
: losses thls year, up from B percent last year. ' network p'esence'
- i i i f : . .
' ; %’&Sﬁ‘é%%&‘;fs??&i‘e‘?& grn?éfp";?;:igrﬁbtfa"ﬁgcﬁsams thee » Operational or Real-Time Data theft from
= reported some sort of fraud loss, up from 8 percent a year ago. Networks
!‘ i » (U) Source: Financial Times !
: a (U) No assoclated cases klentfied. ! |: S :| .
i N N
i ; .
H 10/38/10 Cyber Intebigence Exe cutive Daly Brief
E SEQRRT//NOFORN Cor s NOFORN
7
{
}
; boh
v )
' _Aﬁ Fi SE\ f//INOFORN i SECQ/NOFORN
TS . Key Goal of
k} How do we address it? i :
~ e the CI Investigator
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A Joint Cyber/CI Effort |
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CI and Cyber
Working together to stick it to
the bad guy.
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* Yy Who is on the front line of the
) CI-Cyber war?
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How to worka CI C ber Caset Defining the Investigative |
Y o ' Roles '
i " Cyber’s role evaluate the tools, I
' techniques and procedures (TTPs) o
) ‘ . u CI's role: evaluate th BYE
i ' f ot
' ‘ : w CI & Cyber must work together to
‘ . ) ; mitigate and exploit the threat '
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Cyber Questions to ask in a Cl- Dafta we can use y
Cyber Case Bread Crumbs... "
mawne a0 e e L e s euna e s e 5 e s £ '
 |P address of victim ]
: * IP address of attack (logs) - . ‘ ! {
i+ ISP for victim !
{ + Network / Firewall logs
. * Machine logs
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i« Firewa
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. -hoc wireless networks "
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o n Virtual meets (second life) '5 L
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' . . ¢ sy, So what's this “Z” class
‘ . Speaking of Social Networks... ag:‘ﬁ”: ‘
P 9 0 St anyway? .
VoL — e B - e e - — b7E
* » Do not promote personal or professional importance in a ] CMEI@LLQDMML
X profile or post ! i
4 % 1 ‘ Poe goﬁnot provide details about work/colleagues/position or ‘ i s
D : uties - oy :
u Do not discuss government computer ' = Sensitive end pomt victim )
i v i systems/weaknesses/vulnerabilities/loopholes . '
' f § = Think before you post: Putton a billboard? ] Bl - ‘ L
. ;= Limit who may contact you [P ' ‘
B y ! « Friend or friend settings . = Can start in ether venue (CI or Cyber) N
, ‘ j = Picture data n Situation dictates (Depth of the invest) |
;o i it Personal data v » 203Z - Attribution less ¢
I
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. ) . Counterintelligence POCs '
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Security References Risk Reduction
~ = Regular majntenance (patches)
. = Hazardous World (agut, foreign) !
» Anti-virus (Zero Day exception) (updhtes sigratures, regular
scans) o7 b7E !
§ = Educated users (i iove you, conmon sens-UPS)
. = Close Common doors (defauic access)
, i w Forwarded emails (phishing) ’
o ] = Disposable email accounts !
{ E  Good passwords Iy
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“iIntroduction to Cyber CI
Investigations
sa&\m

Derived From: G3
Declassify: X1

_ Federal Bureau of” ion
Cyber Division

Consider this...

B i i T e Tt bbas) e et la TTR pman
i ion from Defense Dept. and
tried 10 3¢1] 1 to Irag, who thought itwas & hoax and tuned
itdown,

R In 199798 “Analyzer”, anisrach y outh, ttored 2 CA
tecnagers and they (alleged) ) hacked into Pentagon (The
“Holy Gral™ of hacking) and other U S military
<on xpulcxs.

R In March 1997, as a result of a seties § commands sent
from a hacher’s PC, vital senvices to the FAA control
tawer in Worcester, MA were disabled for si houss.

ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT

WHERE

SHOWN OTHERWISE

Why is this importanf??

SSAl |

LY

:u*momm
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drmcal Infrastrucmres
Servtces so vital that the|r incapacity or
destrucnon would Jhdve a debilitating

» impact onrthig ¢ défense or econpmic

seturity of the Umted States
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Cyber Division
(Created Fall 2002)

The Cyber Division (CyD) of the FBI was
established to protect the United States against
éyber-based attacks and high-technelogy
crimes.

’, H .
R - . -
'
4 PRI L
P . H
. Y. R
. N '
\ .
' L. . .
3. .

FBI Priorities:

1. Protect the United Statcs from lerrorist atiack
2. Protect the United States sgainst foreign intelligence
OPSIBULILS aind C3jauIpY
3. Protect the United States against cyber-based attacks
and high-technology crimes
. Combat public corruption at all Jevels
Protect civif rights .
mbat 5 inal
and enterprises.
Combat major white-collar crime
Combat significant violent erime
Support federal, state, local and intemational partners
. Upgrade technology to successfully perform the FBT's

mission

2

PEn pu

S

sic! nl)mn

: Gyber Division Mission:

‘Cyber Division 1s dedicatedto applying the highest fexel
of techinical capital fowngdcombating cyber-based
terrorism, hastile intelligents operations conducted
over the Internet, and g beidrime. By zgaregating its

ybe: d invest ithi division, the

FBI is able (0more eilectively and efiiciently identify,

investigaie, and noutralize Syter threats” As the nafon’

cyber dependency becomes even more profound, the

Cyber Dwvision.will contirue to be the vanguard of

sccurity for ils_ citizens andits crivcal infrastructures,

Cyber Division
Priorities

secrPfAoror

2
288F CI Technical Support
ber UCGH

CT/CI Intrusion Cases
FY 2002 - 2006

TVIR  FYIe)  FVI008  FVIWS  FY1006
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CI Infrusion fnvestigation Why the Need for Why Cyber 22? b7E
A o ’ \ Deconfliction 7
.o D:g;ll:;cqlhr;'l’éoof\lhlﬂm; with CO'In the feld afficeand }
at sabstantive desdis. . . ' IR
+ Technical Support to, Cl Program - + Growing numbcfof Cyber/Cl investigations
* Cl Investigation with cyberor IT nexus requlring the « Prevent duphcative cfforts
sxpertiscola trahed cyber ngent. @ + Enb ications/;
* Reading omall headers .
+ Obtaining litemet Protocol (IP) [nformation * Leads to coondinated cfforts
* Technlcal aspectsof a UCO * Identify best
« Mandated b;
{
SE’MNK‘ }({momx‘
v : i .
= - - _‘4 - < _-—. —
Why Compuler Systems?: Cost & Means of Alt ack Counterintelligence Division ;
How Cyber’s Mission refates to CI’s Mission:
> Prevent or neutratize the forcign acquisition of
WMD or cquipment;
» Prevent penctration of (the networks of) the US Intel
C ity, US G and b 1
> q i tworks of) the , :
b7E
> Conduct aggressive (Cyber) Cl operations on most
significant threat countrics.
e e oreery 2D4) v
’W" n Npceinorory SRR ORRY
What kinds of Cases are we talking Cvher Cl caseg
’ about 77?7
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Washington Post April 14,2005

R“China Operates the most extensive, bl
technologically sophisticated and broad reaching oy
system of intemct filtering in the world™ b7E

B“The Chinese are successfully developinga  »
market cconomy, at the same time they are
continuing to accomplish control of the Intcmet™

23

ke an o

Washington Post April 14,2005 - .
gton Post April 14, Washington Post April 12,2005
Cont’d
L“Chine y § i i P “India, China Hoping t
“Chinsecndosip e 2 many s 00D P
‘ogether
8 Pledge of New Strategic
Alliance
R“If tndsa and China
SR
[ a > suy, pat
— % nﬁcu\:/:)nd' ((hl‘nc;»"
Premier Wen Jiatv) .
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b Security,
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Cyber Ci Break the wall!
— . FFC1 and Cyber squads noed to coordnate cflorts
Hacking 1o utilize cach other's expertise,
“Ssgprfocrory m
Cyber Division I_I_
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DATE: 02-08-z2012
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FEASON: l.4 |
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ALL INFORMATION CONTAINED
HERFEIN I3 UNCLASSIFIED ERCEFT
WHERE =SHOWN OTHEEWISE

Introduction to Cyber CI Investigations - — Cost & Means of Aftack
AIN ClI in the Digital Age
) :;::Av“ ,__._______- I
L Spies & Armies -
~y A Sive way (0 b £
Cvber Division :b 7
b7E
<3,
Fmimy  Der B en G31
” Declassify: X1
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Consider this...

2 During the Gulf War, Dutchhackers stale U S, troop
movement information from Pefense Dipt, computers and
tried to sell 2 to Img, who thought itwas & hoax and tuned
itdown

2 In 1997-98*Analyzer™, anlsrach youth, ttored 2 CA
teenagers and they (alleged) ) hacked into Peatagon (The
“Holy Gril” of hacking) and ather U.S military
computers,

R 1n March 1997, 23 a result of a scrics ¢ commands sent
from a hacher's PC, vital services to the FAA contro)

tower in Worcester, MA were disabled for si hours.

Critical Infrastructures

Vital services whose incapacity or
destruction would have a debilitating
impact on the defense or economic
security of the United-States.
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The Cyber Divisio of the FBI was establisied b7E
in Fall of 2002 to protect the United States !
against cyber-based attacks and high-
technology crimes.

SECRETAOFORN

1
2,

3.

A T

FBI Priorities:

Protect the United States from terrorist attack

Proiect the Uniled States against foreign intelligence
operations and espionage

Protect the United Stares against cyber-based attachs

and high-technology crimes

Combat public corruption at all Jevels

Protect civil rights

Combat transnationst and national criminal organizations
and enterprises.

Combat major white=collar crime

Combat sigmficant violent came

Support federal, state, focal and intemational partners.

. Upgade technology to successfully perform the FBI's

misgion

reTRyfroRN

Cyber Division Mission:

CyDis dedicated to appling the highestlevel of
technical capital towardcombating cyber-based

ter , hostile intelli; 7 1
over the Internct, and cybererime. By aggregating
its eybercentered investigations within one dvision,
the FBI is able tomore effectively and efficiently
identify, inwstigate, and neutralize cyber threats. As
the nation's gyber dependency becomes even more
profound, the Cyber Drvision will continue to be the
vanguard of szeurity for its citizens andits entical
infrastructures,

%om

srA AOFORN

7 N\

Cyber Division

EProgram mmgunﬁmmuunﬁmm_l
including those witl

1
E ;ssmumcc lor;l;;; n with a cyber di

H Disseminates intelligence on cyber CT/Cl intrusions

be
Computer Intrusion Section (CIS) b7C
CyD C1 Computer Intrusions bIE
» 2888 CI Computer Intrusion
*  288F Cl Technical Support
. UCGs
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CT/CI Intrusion Cases . - /? )
FY 2002 - 2006 Cl Intrusion Investigations gt} Why the Need for Deconfliction 2
. d offi¢ 0]
3¢$¥1§2¥’%§!23§2\un €D the field affeean + Growing number of Cyber/Cl investigations .
* Technical Support to CY Proges « Prevent duplicative efforts b7E
* Cl Imestigation with qhernmqulrlng the « Ent PRI
cxpertiscofa traned ¢yber agent s
* Leads to coordinated cfforts

| + Reading omail headers

'
. « Obtalning Intcmet Protocol (IP) Information . ldcnlify best H

« Technical aspectsofa UCO « Mandated b}E
OroRY y'““ ﬂ]hmmm

(31

Counterintelligence Division
How Cyber’s Mission relates to CI's Mission:
> Prevent or neutralize the forcign acquisition of

WMD or related equipment
> Prc\_'qnt penetration of Intel Community, USG, and

’ uwhc compromise oflhcl I

| % Conduct aggressive Cyber Cl operations onmost
sigiificant threat countries,

o Cour
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Q“India, China Hoping to Reshape the

World Onder Together™
B Pledge of New Strategic Alliance

Industry, We Will Lead the Wor™

Chunese Premier ien Jiobo

KIf tndia and China Coopenate in the 1)

° Washingion Post Apeil 14,3003

L{Omm

SEQ)

d and broad

B“China Operates the most extensive,

continuing 1o accomplish control of the Intemet™

market economy, at the same time they ane
R"Chinese censorship claim as many as 30,000

system of intemet filtering in the world"™
B“The Chinese are successfully developing a

Intemet Police”

NoroRyY

Wasagron Post Apnl 14,
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* Trained at KGB Higher School

« Expert in cryptol
: r”""d Lq

* May exaggerates cyber threats to bendit hit
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How does the US govemment detect viruses
on their computers?

Can the US govt. tell if a hacker broke into
other systems?

Can the US gowt. track an IP address
overseas?

Cyber CI

Trends & Emerging Threals

I
i
1

* Use of mmproved bandwidihto

+ Nommahcious Trojans

Com,

Unclaw (SBU) Networks

'l;gﬂingof nfaunkture S aro
Thinking encmy wih ' 5
independant will HAY } ]

e of Sesitive Bot A Rt

facibtate criminal activity
Increasedsocul engnzermg

o “Preparingthe Ranlefichr

Cyb
Tools

Who needs doud drope and brumh pesses these deye?

.

Intemet
E-mai
VolP

IcQ

M

Chat Rooms

:m#omu
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ecurity, [ ] J¥ebsi
oais T ama t 14car-oid Tools ebsites -
Intelligence Operative Use of the Intemet Yo Secrem. bl
« Facilitate b7E
:I e O -
%+ Command 2%
« Contro) 5 ;
" Identification of UCE's e
« Target Reconnaissapee =R
%omm @ Unres Feroure Serbeans e LT Lol
Cyber CI Ly Cyber CI
T(ml.rl l{-mail Tools Inline Communies Tools D Chat
bl
b7E
LN |
L .. STCARTANBFORN A s T
|
Cyb leber Cl
Toals oice Over IP |
a,o @ 1‘5 Cl and Cyber squads need Lo coopdinate effrts and utdize
? @ cach other’s experise. A n 5
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Introduction to Cyber CI Irivestigations
sl AN

Cyber Division

I |

b SEf
Desiv om: G3
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DATE: 02-15-2012
CLASEIFIED BY 651759 DHH/STH
FELZON: 1.4 (C)

DECLASBIFY ON: 0Z-15-2037

ALL INFORMATION CONTAINMED

HEFEIN IS5 UNCLAZSIFIED EXCEPT
w E l WHEFE 3HOWH OTHEEWIZE

Technical Operations Technical Operations
«The most useless thing is something done at Are: g o,
great cost that need not have been done at all. « Costly$5$44$$ { S ‘, LR
R » Manpower Intensive PR hem s
r -before, during & after
j —.

i ‘ Where Did We Get This i i
2 |: o :I 3 e First Thing

sThe f irst thing Is not:

= FBI- ’s’rthnLha:d.knmI_I S
» Milita ——

Why Requirements?

I—

PMI _—

bl
b7E

aThe f irst thing Is “Define the Requirements”.

= The principles are common.

b7E

Requirements on
Significant Attacks

Defining Requirements

First POC at Field is|:|

Thev should:

Requirements

A Typical Scenario:

1. No such thing - each technical attack is unigue
Quick Reaction ' \ }
Time on Target

Long Term Cbjectives
Deslred Realistic Results
Construction vs. Tropn
Hard Target vs. SoftTarget
Cost to Benefit Anajsis

1
 FBI041881

ACLURMO042981




Requirements

A Typical Scenario:
2. laying out Requirements - Targeting
and Prioritizing

Requirements

A Typical Scenario:
3. Communication with HQ

Requirements

A Typiai Sténariv,
4. Operations Planning
« Responsibilities

L
. » Duties = .
. w Op Order/ 5 paragraph order (SMEAC)
« Survey Strategies . » Lessons Leamed
s Talking Over Options = Z .
= Include Techs In Strategy Sessions
0 n ”?
Requirements Other Considerations @ Other Considerations
A Typical Scenario: Legal 1 OGAJUSIC Technical Cooperation
s. Post Operations Follow-Up Technical s R&D Projects
« Continued Support = tech request =  Case Examples
= Language Services =, time . Working it the Right Way
u Long Term vs. Short Term = realistic approach . Working It the Wrong Way JiCees®
Overseas Operations = Controlling Expectations s

OGA/USIC Technical Cooperation

. The “Enemy of the State” Syndome

Requirements Risk Assessment Communicate Risk
«Need a basi s for common understanding.
: . . . aIn 1951 a NI E stated the invasion of Yugoslavia
« #1 Sin; Starting with the solution by the Soviet Union was a “serious possibility”.
predefined for complex tech ops. «The w nter estimated this to mean 65 to 35 in
= There is no canned solution - (does not apply favor of invasion.
to gimme’s) wThe ch alrman of the DS Pianning Staff estimated
w #2 Sin: Failure to Prioritize and Target. much lower odds.
» #3 Sin: Failure to Communicate. «Esti mates varied between 20 to 80 and 80 to 20.
" ” u
ACLURMO042982

b6
b7C
b7E

FBI1041882




Risk Assessment
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Intro tol
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DATE: 0Z
CLABRIFIED EY o
BRELGON: 1.4 (C)
DECLASSIFY ON: 02-15-2037

5179 DHH/STW
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ALL INFOPHATION CONTAINED
HEFEIN I3 UNCLAZSIFIED EXCEPRT
WHERE SHOWH OTHEERWISE

To develop, procure, and deploy hardwired and
wireless audio intercept equipment and
techniques to support Counter Tesrorism,
Counter Intelligence and Criminal Investigations.

To provide Field Offices with State-of-the-Art audio

. - P

\. :.‘ . " “Classificdtion: SE T " 4

aE 'g o )‘E \udio Slela_ecigl Projects @ ;i‘:;? @
LN U ission

i -
j Togetycu
i

{
i

intelligible

] AUDIO

£

January 2008 o ggcner intercept equipment and first rate end to end
fa = . fechnical support
2 3
: b7E
! : il st \/
| e 1@ | Z\ 7R
P ra— . - Partnerships
Dverview of Capablhtles@ @
= Maintain liaison with outside govermment
agencies and private industry in order to W % : 4
ensure that the Special Projects mission is ) -
supported with state-of-the-art F'S'Tdrg;ﬁw iy
technology. CD-8A
» To provide support to the Field Offices
oy N Contract
?nrci :t'iamlpg to FBI technical and Other ER:T%%WOMMS ot gr; v'; A;r; s
s .
4 N2
LN > - —— I
Preserftation Topics - @ Operational Overview €5 I &
: R sRece Ive Requirement and dedicate resources R
¥ o .
» Operational; Overview E?Ere ERfmffuf 'ECEeSEiAS‘f,a;',?,b,'g,Z bt — bIE
» Technical Equipment «Torget S uey .
= Concealméhts « This Is avital step in the process :
. «OpPla n
n Developments : « ’
’ , . ;

et e
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= © Ee—
= Court Order.— establish the legal authonty
gnd‘a‘uth?[ﬁzL i actions. .
e R
s Debﬁef:?fﬁmg;g.ls to be one where, when
_and wha sholild aftend. .
. " » n
bl
b7E

S i 7
@ I i \‘ |@ Basi!;trateqv @|

(51 b1
151 2

Basic Technology ® | ;

"> hen Took at the technologies necessary to da the collecnon.

2 ACLURM042986 3

FBI1041886




SECRET

18

{5

—

sStandard Al Path

% Gom
-Tecl;;'n 'ogies Techio gies Techhologies
Microphones @ Hardwire @ Radio Frequency (RF) @
THE BEST TYPE OF ATTACK

wDesig ned for low power

o Eﬁm‘ ; _ Unlimited Lifespan uHigh reliabiity
™ & et ek » Hardwire «Requ ire a Listening Post in
opticat | ot = Telephone close proximity
g « Cable »Typica lly present a higher
. Bt irn » Fiber TSCM profile
sContact g"" - o Power line =Store a nd forward applications
; -
e rogl
Tl
n 2 B
bl
b7E
-/ -
- e .
Technologies @ - TM'
M 3 »
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- SEQRET

S

NE

Develbpments

\

» Key lecnnowgies
= RF Flooding - Meacon
» Sensors
» Laser
a Egress
= Automotive

» Commercial Technology Exploitation

®

N|

Developments @

= Resources
= Internal
wContractors
® National Labs

Wha]\;\l\e Need

aClea r Requirements:
» What intelligenice are we targethg?

» Explan what you expect to get.

= Detal the locations you would Ske to cover,
» What fs the real time frame.

« Shorter times mean less capablives.
» Where do you want your collection site?

Whatj/-e Need

- =Other Government Agencles « Ustening Post
. » Fleld Office.
Audio Special Projects Contacts
Fiel
=
EE
. Discussion
Unit Contact’s on website.
ACLURMO042989
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ALL INFORMATION CONTATINED
DATE: DE2-15-201Z HEFEIN I UNCLASSIFIED EXCEPT
CLASSIFIED BY 653l7e DMH/STW
(cy

I ; WHERE SHOWN OTHERVISE
i REASON: 1.4 (C
Ji!.  DECLASSIFY ON: 02-15-2037

Traditional Technology Section

+ Ensure the FBI's ability to surreptitiously collect, .

transmit, store, and ca)t,alo videpo evide)rlmce and Sev.en technolog}/ areas

intelligenceDin Stipport of all FtBl i{\vesl;gatlive - =Microphone Audio

programs. Develop, procure, test, evaluate, -

mg%tain, and pm\?idg training on all static video Power Sources

llection systems and i - RF & Wireless
|: S :| ect support to.the CI/C —Sensors
- Stand-off -
-Telecom Egress jb 1
~Vehicles b7E
T
il £ Opaectiom Techrogy oo s — d
Abraten Jwgtor
I I @ Al ous € Thomas £ad Joay INC ‘ haadiod
« The mission of the OT is to -
b7E
hrol 1
of OTD[ ]
OTDI r'
Scdled: P

SECRET
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Counterterrorism Division (CTD) Special Projects, and
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SEGRET

DECLASSIFIED BY 65173 DMH/3TI

O 0E-15-2012

Regional Coordination Group

= U.S divided Into six
regions

u Supports technical
operations

= Selects neD
candidates

i)

‘= Basic.Microphone/Audio (40 classroom
“hours)

‘wBasic Telephony (40 classroom hours)

= Interview
Basic Classes Basic Electronics Basic Video
i-m B_asqic Electronics (80 classroom hours) = SAFETY! u Cameras
"= Basic Video (80 classroom hours) » Electric theory u Optics and lenses

» Basic formulas
= AC and DC winng

= Night vision/thermal
imaging

u Transformers L] C(:’ncealmmts; ]
- m Computers for TTAs (40 classroom hours) » Regulators : : \S/;s::mh;ansm sson
wTracking (40 classroom hours) - ?:r: to assemble - Hardware
PR ponents into ~ Miwowave
° systems
~ Video over IP
Basic Microphone / Audio Basic Telephony Computers fo

u Audio theory » The telephone system = Computer "
u Microphone types » Intercept componen b7E
= Microphone « Voice collection » Computer systems

placement » Data collection w Computer networks
n Microphone

concealment
= Audlo egress systems

SEGRET

ACLURMO042994
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Basic tracking

On the job training Certification
= Minmum one year of 5 Elinihlo far Cortificatinn after:
on the job tra?ning
perienced —Spending at least one year In on-the-job
training i
» Must hill out a book b7E
Indicating tasks -
performed during the —Completion of book of tasks
year
~ Successful completion of practica! exerdises
b7E

Practical Exercises

u Scenario based problems
u Students work in pairs
-~ Examples

Advanced training
continuing education
» Audio and video
installation techniques
= Land navigation
» Advanced tracking
systems
s Covert entry
= And many more...

Professional organizations

u National Technical Investigator's
Association (NATIA)

= Membership In NATIA

- At NATIA conventions, many vendors and
equipment supplers available...

w
- N

Questions?
—_—

Reglonal Coordinator,
SC Region

E Reglon

ACLURMO042995
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DATE: 02-15-z0l2
CLASIIFIED BEY 65175 DHH/ZTW
FEA30M: 1.4 (C)

DECLAZSIFY ON: 02-15-2037

ALL INFORMATION CONTAINED
HEFEIN I35 UNCLAZSIFIED EXCEFT
WHERE SHOWN OTHEEWISE

surreptitious entry you need to
advise your Technical Squad. ¥
* The Tech Agent will immediately %
request our assistance with an E

e e o S LR T T

(5]
e
tsnﬁ% .
’ . : SEE
y4
SEQRET o

CLURMO042}96
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Thank you!
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~DATE: Ua lg—”ﬂlz ALL INFOPMATION CONTAINED
CCLASSIFIED BY 65179 DMH/STW

! e, HERFEIN I5 UNCLAZSIFIED EXCEFT
: REA‘JIJIT L.4d (T} WHEFE ®HOWN OTHEEWISE
; DEI"LA».,E-IF"; OH: 02— l -2037

L (3], ;
: | Tactical Operations Support Center TOSC
OPERATIONAL TE(HNG G\’ DIvistoN (TOSC)
‘ .« A National Level Center k
» Supporting FBI, intelliggnce and law
== T
7>
R 151
: "_T'O.S.C:'Orgar'“\iz'ation’.,q TOSC Services
b1l
b7E
]
(81
(a1 |
‘ | IVIission
}What we d£> b1
El Assistin Covert Entries b7E
TROTOTY - \ s ss% ntas [ O —
'
1
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= BNLLL IHFOMMATICH CONTAINED 2z
ASON: 1.4 {7 e EEFEZH IS UNCLAZSIFIED EXCEPT -
TECLASSIFY OH: 03 , ; C .-~ + * ' VHERE SHOVN OTHERUISE
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C%RIET NOFORN ALL INFOFMATION CONTAINED

DATE: 02-15-2012 HEFEIN I5 UNCLAZSIFIED EXCEFT
CLASSTFIED BY 65179 DMH/STH i WHERE 3HOWHN OTHEEWISE

FE&SON: 1.4 (C) 8 i

DECLASAEIFY ON: 02-15-2Z037 5

>< bl

b7E

@t “There is one evil I dread,
6}{4{ % and that is. their spies. ”
,; / George Washington

ou Can See A Lot When
Y You Observe Things”

+ Yogi Berra

What happening is much more than
what you're seeing.

| > :
4 /

1

ACLURMO043001
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4= Brief Encounter

Brief Encounter

(31

s ]

SEGRET
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bl
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b7E

Gl
£

4 »Newspaper Ads Extts One time disposable cell
= Robert Hanssen — I: S :I i

letter to KGB on 6/30 /86:

hones

» ‘Pubhc Internet Termlnals

» Usé of draft mesages
.« One time emall accounts
« Encrypted e-malls
* » Chat rooms/ lntemetcafes
W' Bulletin Bnards .
. eBlogs M

“If you wish to continue our
discussions, please have someone run
an advertisement in the Washington
Times during the week of 1/12/87 or
1/19/87, for sale...

ACLURMO043004
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or 4 fowtbridge .
moarVienna, Virginla w*nno';;:.;g:"’"“ by Honssen at €8s o

N 7
DEAD DROPS .
Robert Hanssen'’s “Ellis” drop site and Material From John Walkers Last Dead Drop
package from 2/18/01

"\

Aldrich Ames Dead Drop Site “Pipe”, Wheaton,
MD, Early 1990’s

ACLURMO043005
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John Walker D D t Photography bl
' b7E
isPhotography T« Concealment D&vices
« Digital scanners a ‘(}vg?l pens during revolutionary
=Mini:cameras « Coins, silver dollars, nickels.
. sPhone-cameras « Coke cans, shaving cream cans,
. - Digital cameras
; - o ﬂ%ﬂ “
Brian Patrick Regan
bl
b7E
20,000 pages of classified documents buried in
- 19 locationsdn.\irginia and Maryland, .

LT NOFORN &

i h
ﬁ" <RET NOFORN ACLURMO43006 6

v FBI041906
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SR NOFORN

& Universai Vs, Uijue Lo Seivice

[}
a Thelr nation’s best and bnghtest/
trained and equipped

Techniques

« For Tuesday Practical Exercises

Computer / Internet

i s Library / Books}ores
S k]

/

AN

4= Teams should have an “eye” on the

4 10 at'all times.
‘The'eye will usually change when the
* 10 énters a building or makes a turn.
«n, Because this is training the 10 will not
¥. be overly sensitive to surveillance,
however the Teams should be discreet.
No “bumper lock” surveillance.

SECRET
=8RET NOFORN

L
4 Ij?i.nal Thoughtsl

RN

» Something unusual or not right
- talk to SSGs, Senior Agents,
HQ or CITC

- ;

T STEVE, STE1NG YET ANOTHER OF WIS
| SECRET DX'O“S l(ﬁ(!o INM PRESS FOR. ‘

THE W/
J5TAR SLPORTER WO LIVED TSNS 6RO i
leowmex.

V4

A=
Rules of Engagement

Bt 1« The 10 has the right to call a team member

out of play if there is aggressive bumper lock
surveillance

£ « This is a training exercise — an 10 would

NEVER conduct numerous acts in one
outing.

» The goal s to observe as many acts as
possible. Or be able to identify FO behavior
which would lead you to believe a spedific
act was conducted.

{ = Mentors are to assist and observe

S

3

ACLURMO043007

N

4
Surveilfance Practical

\

Rules 01; Engagement

&« Team that correctly identifies the most
acts without getting a member taken

bl
b7E

bl
b7E
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V DATE: 02-15-2012

CLASSIFIED BY 65179 DMH/3TW )

REASON: L.4 (C ALL INFORMATION CONTAINED
DECLASSTEY ON: 02-15-2037 HEREIN I5 UNCLASSIFIED EXCEPT

WHERE ZHOWN OTHERWISE
(8] /////!:::FE%:Eéé-]- .

-

o

Why
Intreduction To ) 11
{ * Exccutive Order (E.0.) 12333 bl
; -~ Designates the FBI asthe lead agency for CI b7E
i?r! matters in the U.S.
% * Proven methods of exploiting adversary
“What you‘rT secl:ng % weaknesses
isn’t necessanly what’s g
happening.” * Proven counter-measure tactics
V‘ from |
Oetl Xt 1
{31 SEPRET
A / '
Signals B
b7E

1

ACLURMO043009

FBI1041909
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Hanssen Dead Drop Site, WDC area, 2001
: sowerry | 43 8
i AR

<

i
‘fr& ,ﬂ\ i -Y —
bl
b7E
Tools of the Trade

# + Intemet and Computers
3§ + Electronic Devices
*+ Prepaid
- Cell phones
- Phone cands
« Cell phone exploitation or integration
« Integrated vehicular GPS

.

..
Is:

2

ACLURMO043010
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+ Disguise
+ Food & water

1 St ENANE SOLOM e R

1)
(5)

rinciples

ACLURMO043011
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FBI1041912

- Public Transportation

- Vehicular
~ Foot
- Phased

- Mixed

Objectives]"
ACLURMO043012
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Questions??

15}

sicrp

ACLURMO043013

FBI041913




C T DATE: 02-15-2012
CLASSIFIED BY 65179 DMH/STW
.. REASON: 1.4 (0}
© L.DECLAZSIFY ON: 02-15-2037

)

ALL INFORMATION CONTAINED

HEFEIN I UNCLAZSIFIED EXCEPFT
WHEFE 3HOWH OTHEEWIZE

(5]

131 [FINAL THOUGHTS ...

ACLURMO043014
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S 02-15-201
5. -3CLASSIFIED BY 65179 DIMH/:
©yJFEAZON: 1.4 (C)

: .';_gmgcmsszrf ON: 02-15-2037
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ALL INFORMATION CONTAINED
HEFEIN I35 UNCLASSIFIED EXCEPFT
WHEFE 3HOWH OTHEEWIZE
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CDATE: 02-15-2Z012

2o CLARSIFIED BY 65175 DEH/ETH
BEASON: 1.4 (0}

DECLAZEIFY ON: 02-15-2037

ALL INFORMATION CONTAINED
HEFEIN I5 UHCLASSIFIED EXCEPT
WHERE SHOWN OTHERWIGSE

~e

AN

. kN
B

PN )

»

F.B.I. AIR OPERATIONS

WFO

SSA
Full-time Pilots
Full-time FLIR

Operators
e |
_ | FEDERAL BUREAU OF INVESTIGATION |
b7E
1ot Capabilities
> - 'Who We Support —_—
S ‘ + 4+ hour on station surveillance
“JsGTeams « Search/Arrest warrant support
OG Teams" » Counter-surveillance
: g‘ﬁ:]_s quads + Forward Looking Infra-Red (FLIR)
+ National Special Security Events « Day/Night video recording capability
» Regional Support ' . 4 . .
+ Aviation Surveillance Branch (ASB) Real_ time video downlink
) » Radio relay
+ Aerial photography

. Limitations

: Clew,day
* Waivers
* ‘Weather:,
", « turbulence' ’
s clouds _
«, precip: rain,
= “.snow, icing
_ - - Wind
+ Airspace

 Visibility: Day vs. Night
. bl
b7E

FBI041916
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Flight Schedule

Mission preparation:

]Pilot
Co-Piiot

» Contact Ground Team for location.
» Check cunrent and foiecast weather.

Pilot
Co-Pilot

» Notify Air Traffic Control, U.S. Secret Service,
Northeast Air Defense, U.S. Capitol Police

Pilot
Co-Pilot

and SIOC.
» Pre-flight aircratt.

Pilot
Co-Pilot

FOIR

FLIR Operator

» Start/Taxi/Takeoff & fly to working area.

Legal/Procedural

i "+ ASAC approval for surveillance
o €DC approval for FLIR/Imaging

Point of Contact

Hangar at Manassas:

ACLURMO043017

b7E

FBI1041917




ALL INFOPMATION CONTAINED

FETH HEEEIN I5 UNCLAZSIFIED EXCEPRT
: 'EE?EA‘:LIIT 1. 4 [ WHERE SHOWH OTHEEWISE
’IJEI"LASSIF'? D_IJ: 2-15-2037 SE ET
OBJECTIVES
OBJECTIVES To Determine..,
OF THE

> Whether a crime has been committed

b7E
[ 'NVESTTGA TION » What was lost...and how it was lost

> Who committed the crime

WHA TMAKESI:hlSES |: s :| | Where Do :lfases Come
SO DIFFICULT TO WORK? TOMm?

Worst case scenario... I I
. ' bl
. b7E
. . . R M
! [] i .
P liiE 18 U.S.C. s794(a) 18 US.C. 5794(a)
r"L ’
i Elements

Penalty

ot

> Transmittal...of
> No statute of limitations

i,

o,

» National Defense Information (NDI)...t
(NDD.to > Death or life imprisonment
> A Forcign Power, or Agent thereof ..with % Criminal forfeiture provisions

> The Intent to injure the U.S. or aid the FP % “Son of Sam” provision

2 N ettty
A it

(All elements of the statute must be met)

ACLURMO0430

FBI041918




ELEMENTS REQUIRING
CORROBORATION

» Transmit(al...ef
% National Defense Information...to
> A Foreign Power or Agent thereof...with

> Intent to Injure the U.S. or Aid the FP

(3] -

KEYS TO SATISFYING THE
ELEMENTS

Fix Guilt...

Elemc‘ii‘(s;ofCrime Focus
’ Circumstances surrounding

* Transmittal

» Foreign Nation/Agent d location
+ National Defense XoTnoeIicnts/info.

+ Intent to Injurc/Aid Info. that demonstrates intent

— FRANSMI

trail. 00
shilozoil (T

nity to commit the ¢ri

ELEMENT-NDI

# Info relating to the national definse that is
appropriately, accuratelyand actually classificd

» Courts take liberal viav of what constitutes NDI

> Confidential, Secret, Top Sccret (SCI)

> Military, canponent parts,

Doczments...

3 Tracoability / locakability
> Access (llrector Indirect)
> A bitity / distribalen ] & .

ELEMENT - INTENT

Three means to prove intent

+ Inferred (indirect/circumstantial)
« Self-started
« Signed statement

(3]

ELEMENT - INTENT

Inferred...

% Proof of Intent (“enil™ if possible)
% A persan Is preumed ta infend the naturat and probable
q of an act per J...x peron's actlons
“speak” Br them
> Actions, conduct, and commenis offer evidence of intent

ACLURMO043019

FBI041919
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ELEMENT - INTENT

Self Stated...

» Admits violation of security oath(s)
" % Discusses document selection criteria
7 Admits he knew info was accurately and
appropriately classified at the time of passage
> Admits value (usefulness) of info passed
> Discusses ramifications of info passed
> Discusses actions taken to avoid detection

(3]

i8]
| |: o :I ] cted out)

ELEMENT - INTENT

Signed Statement...

> Doesn't hold special significance/importance

LEGAL ISSUES

Do you have PC? (Get it in writing!)
Who has the lead?

Coordinate with outside agencies...document!

Do not let victim agencies lead!

Joint interviews?

Third agency rule - document authority to
disseminate .

+ Ci langiage versus criminal

« Brady / Giglio / Garrity

QUESTIONS?

(3]

< Refer
~‘Coworkers
- Co=cbx:1si1ix;ntors/Wivcs
- Polygraphs

2) Investigation

- Subject or Unsub

- Long term or Short term (as a spy)
- Active or Inactive (currently)

- Employed or Post employment

3) Interview / Interrogation

- Satisfy the elements of the crime

- Yoluntariness (of the interview)

EZRET

ACLURMO043020

FBI041920 -

bl
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4) Confession / Corroboration

.= Waorthless w/o corroboration
"~ Cannot stand on its own
- Believability/credibility
.= May be required of successful
" prosecution

(&) 151

5) Arrest

- You must be ready (at all times)

- Investigation does not stop |

- You lose control {AUSA tekes over)

- Confession before investigation

- Subject has “no right to be arrested!”
(do it on your time frame when possibk)

6) Plea

- Ultimate goal

- No court

- No source issues
-No embar‘rlassment

35

(8

" . 7) Trial/ Conviction

-Brady / Giglio / Garrity

- Hearsay and analysis stop

- Slaveto AUSA

"= Keep list/copies ol what provided

8) Debriefing

-W, W, W, W, W, H

- Everyone wants a piece
- It's real work

- Audio tape

9) Sentencing

- Have all the facts ready
- Statement of facts is power
« Breach of Trust

10) Damage Assessment

- Slave again
- Field will supply everything
- Keep list/copics of all you provide

Questions?

SECRET

ACLURMO043021

FBI1041921
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- DATE: 02-15-2012 ALL INFORMATION CONTAINED
CLASSIFIED BY 65173 DMH/ATW HEFEIN I5 UNCLAZSIFIED EXCEFT

FEALSON: 1.4 (C) WHERE 3HOWN OTHEEWISE
DECLASAIFY ON: 02-15-2037 '
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GOAL

« Catch Hanssen in the act of committing

espionage

CONSIDERATIONS

» Was Hanssen still active

+ Did Hanssen have any confederates

« Risk of flight

« Technical expertise

+ Access to classified information

* ACS vulnerability

« Mandatory retirement April 18, 2001

Cacated

ACLURMO043023

FBI1041923
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TSNS X,

ROBERT P. HANSSEN
Qoluchild
PR
" HANSSEN’s EDUCATION
’ e HANSSEN PRE-FBI CAREER PRE-FBI CAREER CONT’D
. A.I'S."Ghe;miséy,: Knox College, Galesburg, « Illinois Department of Mental Health; » Touche, Ross & Co., Chicago, IL; Auditor
IL, 9/58-6/62 ) Activities Wor - 1) (CPA); 6/71-10/72
. Ndﬁhw_eslem'University Dental School, - HANSSEN m « Chicago Police Department; Investigafor,
Chicago, IL; 9/66-10/68 + Television Stati v " 10/72-12175

« MBA Mdnagement Information Systems,
Narthwestern University, Chicago, IL;
9/69-6/71

wa” .

IL; Technician, 10/68-11/68
« Illinois Depastment of Mental Health;
Social Worker 7/67-6/71

Unclonted

HANSSEN’s FBI CAREER

« EOD FBI Janhiary 1976

« Indiandpolis, Gary RA, April 1976-

Septemb,eﬂg 378; White Collar Crime
coliptant ,  ° . .

\ber 1978-January 1981

: Squad, Accountant

{ gupervisor. March 1979;

ngC. Information‘System

FBI CAREER CONT’D

+ FBIHQ, INTD as SSA January l981:|:

—
-I.unmu.ssmmui)ss:l

FBI CAREER CONT’D

 FBIHQ, Inspection Division, June 1990;
Inspector’s Aide

+ FBIHQ, INTD June 1991; DProgram
Manager (scientific and technological CI)

« Washington Field April 1994; Phase Il

ACLURMO043024
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RESULTS OF
INVESTIGATION

» Review of HANSSEN's personnel file

Uadoaud

within two blocks of Nottoway Park,

* revealed HANSSEN previously resided
codenamed PARK/PRIME

AREER CONT'D

- FBLC

* FBIHQ, IRD January 2001

. OFMIDQS, February 1995

Section Chief

3,
«~
g
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THE ARREST

HANSSEN was arvested on February 18,
2001 after he placed a package intended for
the SVRR at Foxstone Park in Vienna,
Virginia. The package included classified
documents and a letter.

o e
Vndoaiod Vachoatod
The Letter
Bear Friwbe
F1arh 360 for yout asnustantd shiese wiarg Juara Lacems, Reweszr, hat my
Y Laadith 3¢ moned
f § ety A betag ol T
Sartheony 2te s Kiehes & eleb o
vy 5w w ikl id llfuﬂl
[ ted, § Theisne § kave detterid

ke Ve swer betas
ghuwlinly 33,1 will kave dhis: WN kv luuk&:t of thele Qlsteuse s
£3icieat, Amda- the proney hldeen play. Ta lhis Bewpver, stewigly

Hatpporey A e N ey T ™
'y oerd
& Mox 5o fultwldcep sad &
My bepels e iy it &
63 } peos L
oS il r Nace. Pabspelde
corrchion of Goroes smd ok i £k

L

POST ARREST
INVESTIGATION

Interviews

Financial Analysis

Document Review

Audit of Information Systems
Analytical Effort

Review of Evidence

- Computers and computer media

POST ARREST
INVESTIGATION

» Aninterview
revealed that HANSSEN may have

cgmm'med espim
+ Aninterview o

that she loaned O x

during the 1990’s
+ HANSSEN had a Swiss bank account

Unclosctid

ACLURMO043026

POST ARREST
INVESTIGATION

+ HANSSEN had a relationship with an
i exotic dancer

FBI1041926
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OUTCOME

« Plea agreement reached

- two four hour proffer sessions

debricfing scssions with USIC
~ no pursuit of death penalty-BEST INTEREST

- HANSSEN agreed to full, honest, and complete

ceives survivor benefits

cnt

URITY

Unctamaed

SE
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SEGRET

2
1
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Ty

SENTENCING

+ Sentenced on May 10, 2002 to life in prison
without the possibility of parole
« Incarceration governed by Attorney General

dated Special Administrative M
SPECIAL ADMINISTRATIVE SPECIAL ADMINISTRATIVE
MEASURES MEASURES HANSSEN QUOTES
* “Based information provided to me, 1 « Attomney Visits « “Frustrating not being able to help. The
find thal n Hanssen are reasonably « Contemporancously Monitored Family attacks were reported during my debnefing

necessary to prevent disclosure of classified
“information, that there is danger Hanssen
will disclose such information, and that the
unauthorized disclosure of such information

Visits
- No contact
R ly Monitored Teleph

4 Yy
Calls-family and attorney only

and we shut down  All the agents had to go
back to help. 1 felt like, ‘Hey, what about
me.” | have all the training and skills, etc.,
but such is the sorrowful reality of

would pose a threat to the natronal secunity . . squandering trust.”
of the U.S.” * Mail-family and attorney only
i Vachymbed Unchbed
’ ACLURMO043028

FBI1041928
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HANSSEN QUOTES BOOKS BOOKS
. . E‘éy focusing now on what was our worst + Robent Philip Hanssen, The Most Dangerous « Spy. The Inside Story of How the FBI’s Robert
-, counterintelligence failure, perhaps we can (Dz"o“"‘;')" Agent in FBI History by David Vise Hanssen Betrayed Amenca by David Wise (2003)
4+ 7 7 gain a counterterrorism victory,” , ' . . « Into The Mirror; The Life of Master Spy Robert
e "y + The Spy Who Styed Out in The Cold: The Secret P Hansson by Lawrence Schiller (2004)
- Life of FBI Double Agent Robert Hanssen by :
Adnan Havill (2002) « Spy Handler: Memoir of a KGB Officer The
« The Spy Next Door The Extraordinary Life of True Story of the Man Who Recruited Robert
- . Rofmf )[;hnci; H;:,:rscm ’;’hc‘hmt [;‘,;?ag,:,gc I?BI Hanssen and Aldnch Ames by Viktor Cherkashin
. Agent In US History, by Elaine Shannon and (2005}
Annc Blackman (2002)
Crimaiod Untanated v Untmated

A

<Lk Ty

SN IS

AR S 1

RO 1

Ll i . . ; “:.!

. ¥ + b

1 .© “THisis punishment....”

« . SUPERMAX, Florencé, Colorado
T August 1, 2002 |

e QUESTIONS?

AR LS

Bf Digd i O

N EL
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DATE: 0Z-15-201z
CLASSIFIED BY 65175 DIE/ETUW
FE&Z0N: 1.4 (C)

DECLAZEIFY ON: 02-15-2037

SECRET

(3]

ALL INFORMATION CONTAINED
HEFEIN I3 UNCLAZSIFIED EXCEFT
WHERE SHOWN OTHEEWISE

s Unclassbed Unclassificd .
@ Class Objective ;b 1
bTE
This presentation
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The h'nervicw Questions

« Questions — Theirs !
« Who arc you? .
% What are you doing here?
* Why does the FBI want to tilk to me? t
« Have I done something wrong? .
* How do you know what you know? 1
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« What do you know that I think I should know? ,
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