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ON 01 Ml

b4

SEET

Counterinleiiigonce Training Center

Coonlorintoiiigence Division

hrJii Ilitlith
About Protecting Classified Information

This presentation is

unclassified

ssnsodnmlinenamLninsssnnr Cpuntnlnt.4ponctOlWzIpn

BI Failed to ciassity Reports

fnrsnnnni1lot llrnrn

Executive Order 12958

Signed by President

Clinton effective

October 14 1995

Classified National

Security In formation

by

Pres Bush

3/25/03

L.
Information if disclosed would

cause harm to the national security or

foreign relations of the U.S

Original Classification

The INITIAL determination which

establishes the precedent that the

information re uires classification

and protectio

Cntc4noIOa.nC 7O.JNn C.tr CtwMNle.ncOfWvOn

Classification Criteria

Military plans weapons or operations

B.For eigo government
information

Intelligence activities sources or methods

Foreign affairs of the United States

Scientific technological or economic

Nuclear materials or facilities

Vulnerabilities or capabilities of systenss

it Weapons of mass destruction

EO 12958 Section 1.4c

CounftflSOa.n.TWNna C. COUetWfftfle.OJWQfl

Declassification Policy

OCA must set date for

declassification of the information

Must not

25 years

Declassify

CnsctWattTWlOCtflOq

FBIO4I 804
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b7E

b7E

lb

b7C

cyn..qswwnc.issnm C.flftf eownwmseo.nc.wapn

b7E

Derivative Method

Incorporating restating or

gcncrnting in new fcrrn

information that already has

been classified...

COunIwfriWCtflieflflfllflo C.Mfl

b7E

Exemptions

The identity of confidential human

source or human intelligence source is

not subject to automatic declassiiicatton

X1-XSexmptions

Pecassify on 25X1-human

CpuntwWfla.nnrWnThp en CautnfntWP.tnc OiWflpn

Classification Guides

Classification decisions made by

OCAs which are published as

classification policy for agency or

community use

Foreign Counterintelligence

Investigations Guide G-3

Cput iWflres TrWP4nO CeO.r COUMNO.WRCflCtOiWifiI

Portion Marking

Indicate classification level of

each portion of

Subject

Paragraphs

Graphics

COunt tHOOe050 TFMCIC C..tft

Portion Marking

hwltat eastfteatlon lvt

fNwtIon
ots tgeurnentt

Oths1Piday

tJtS1lIttdliW wlilin Ylieilslorld

Sejes

C.nt.HtHII.flt.OMICn

Page MarkingDQcument Marking

II

OCOnCT

Co UNCLASSIFIED

lu l1il

_______

tu

si

UNCLASSIFIED

Original Classification

Classified by line __________________

Classified why line

__________________

Declassify on line
____________________

Classified by
Reason 1.4c ______________________

Declassify On 1-25-07 ii

CCQntnttHIat000 Owning C. ConN4nUIVCWC.OIitiOfl

FBIO4I 805
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dommunity_Marking
1gweozs1ooa
ii

Cover Sheets

CONFIOENIL.... --

CouIUwtftiIjp.nC Yrfl p1 C.u flOsnc mao

FBIO4I 806

DeriVative Classificationre
Dertv..ed froin

Iron

Ieclassifitn

line

Dcvedfmoue ____document ___________________

In
DecIassrf Onl-25-07

c.nhimnc IrOninG Cr counnGinrnipavnGOlfpn

Derivative Classification

Derived from FBI EC dated 1/21/04

captioned Security Policy

Declassify On 1/21/29

Derived from Multiple Sources

Declassify On 1/21/29

Derived from FBI EC captioned

Marking Policy

Declassify On Source Marked Xl Date

of source 2/25/95

Cal OnlWnc IrOn CawnrtrJOnnntlWsiw

Declassification and

the G-3 Guide

Lierived front

Declassify On 25 years from today

FBI Security Memorandum IJ
C/ass/md Na/tonal Security lnfamration

3/31/04

ernwerOrOnnG raininG CCrtr CaurOmlec.m000n

Transmittal of Classified

Material

b7F

Withinthe Office. Paiac.c.n fFi.aQ

b7F

CaanffiftJqnc.lrWMr C. euunmmual11210seoiat020

ACLURM042906



Resources
Wrapping Classified

CTanng Center

Room 4t34

FBIHQ

Woohhgton O.C 20535

CowrnrWWo.n.TnJMno Ctnftl CorntnT000.nc.thtlp

BetwŁenbffices

000ntttSRotnct fl.lnlfl Center CuIflo4ntel0000000lflüOn

lb.Questióhs

hswers

ILL

it

FBIO4I 807
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b7E

Goals

Familiarize you with real-life example of how

several different Investigative techniques

contributed to successful Investlgaton and

the pros
and cons of these tools

Warn you of potential pitfalls dunng such an

Investigation

Show you that you can do this

bi

bE
FCI Investigations

When you have eliminated

the impossible whatever

remains however

improbable must be the

truth

Featuring..

FBI FCI squad ISSG lAs TTAs

ERr FA CART SWAT other divisions

Other

200Q Techniques

Electronic surveillance

Physical surveillance

Arrests

Interrogations

Search warrants

Trash cover

Forfeiture

Convictions Federal Prison time

bi

bE

FBIO4I 808
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Proving Willful Conduct

SET

Electronic Parts Description

Why do we care about little

electronic parts

bE

bo

bC
b7E

b6

bC
b7E

FBIO4I

FISA vs Prosecution

FCI vs Criminal

liRs vs Arrests Indictments

Convictions

ACLURM042909



Timeline wntd

drnd

bi

b6
b7C

b7E

Trash Cover

Trash Cover

bE

FB1041810

Timeline contd

SI

No evidence that current business was set

up by or at the request of the FBI

You have some background

What Now

bC

b7C

bE

ACLURM042910
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hi

lb

b7C
b7E

FB1041811

Physical Surveillance

hi
b7E
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-orderlndpa-ucedures reseller manufacturer
Who would boslnesu dWls

bo
b7C

b7E

bE

bC
b7E

1041812

ArrangirlQ Packaae Pick Uo

Documents ready offset pick up times

July 2004

4J You have to provide true

information No false information

It is illegal to provide false

information If you dont provide

false information then you dont

dont know

August 17 2004
seuuxj

.d

Breaktime

b7E

ACLURM042912



Sulnort

-Start early

-Evaluate the product early
and

throughout

-Engage and train

-Provide feedback pralse

-Defend motivate

-Emotional issues interrogations

-Tactical issues

Working with Language SuDport

continued

-Interviews

-Preparation names terms

facts

-Cultural advice

-Positioning

-Take breaks

-Trial preparation

-Certified translations

-Testimony prep include cross

tf you waritto make an arrest..

beclssifyiæformation needed for

prosØcutofl___________________

AG aüthor

LIensIng determinations

b7E

bi

b6

b7C
b7E

Seitember 30 2004

Arrest

SearcnnpIorouceIuelCe

safe deposit boxes

subsequent search warrant for

__________ computer luggage

Iour IntervIews/InterrogatIons All

waIved rlghtu and agreed to answer

questIons

FB1041813

ACLURM042913
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If

Guess whats in here

uwnzsg

ff
Items found in search

lb

b7F
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Search document nxcorntol IZI

OmWfl

fax tromi

bE

b7C

b7E

FB1041815

mffl
Continuity Letter

OnOnidIfl

Resignation Letter

search document
nocorotsj

c.d..coqd

Dig previously nappy conspiracy
y.tce1qd

.etA.c cm1bwr

tUl
.1-I

bE

b7C

b7E

bi

b7E

.U Soooral others

S%T
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FB1041816

bi
b7E

b6

b7C

b7E

b3

bC
h7F

Trial

September 2005

Nine count

.1 Conplrecy to nltt.te copont reguletiune

.2 toportvloiotlon .hiponnnt w/uut licence

.3 Eopottvioiotlon hiptnentw/outticnnto

.4 Eopottviclotion toidlying etopping dot.

.5 Eopcttvluletltfl t.lcifylnti el.ipping dot.

.6 Conepinecy to conceit neoneyloundonlng

.7 Honey toundndng

.8 Monoy loundedny

.9 Eden Ctdtotnent point.

Shipnennt.

.Politced e.tttingt

Trial

September 2005

ACLURM042916



Trial

September 2005

SAtestimonv

Seising Agent Trash Covet Agent
to-h tu ni

Hsndflng Agent

Irl
wJ September 2005

IJI1 ouiiit.oroes

.1 didnt know

.3 dont remember

.1 dIdnt understand English on

09/30/2004

My wile did it all without my knowledge

We did talk about the business but it was

only 2-3% of the time

.1 never noticed that we made $100000

year more that we reported on taxes

fljl

September 2005

Key moment during crooexumlnauoii

AUSA Qr Whun you .m t.iidnn to thu Fur you knowS

inpottuntto toil thu 10th lIuItr

mum of deliberation ever lunch

Verdict 6ullty on all counts

FISA Title III

ppealed to Seventh Court of Appeals on

ds that evidence gathered under FISPr cannot

used In domestic criminal prosecution le Title Ill

should have

From the ruling Probable cause to believe that

foreign agent is communicating with hia

controllers outside our berders makes an

interception reasonable If while conductin

this surveillance agents discover evidence

domestic crime they may use it to

prosecute for that offense That the agents

may have known they were likely to hear

evidence of domestic crime does not make

the interception less reasonable than if they

were ignorant of the possibility

b6

bTC
b7E

b6

bC
b7E

bi

b7E

10

FB1041817

ACLURM042917
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bE
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FB1041818

b6

b7C

b7E

Questions discussion comments

.SAI

Miami formerly

of Milwaukee

ACLURM042918



FSA vs Prci
FC1 vs Criminal

liRs vs Arrests Indictments

Convictions

Working with Language Support

-St5rt arIy

-Evaluate the product early and

throughout

-Engage and train

-Provide feedback praise

-Defend motivate

-Emotional issues Interrogations

-Tactical Issues

FCI Investigations

When ydu have eliminated the

impossibte whatever-remains

howevpr improbable must be

thetruth

AIrkingwith Language Support

cbætinuØJ

-Interviews

-Preparation names terms facts

-Cultural advice

-Ppsltloning

.Take breaks

-Trialpreparation

-Certified translations

.Testimony prep include cross

Proving Willful Conduct

DojnJ somcthi oconomicully inefficient

b7E

FB1041819

ACLURM042919



SERET

Timeline..

SftET

b6
b7C

b7E

bo

b7C

b7E

A...I flh
MW Case Agent1

HistoryHistory History

Key event.. Timelirie cont.

flflA flfld

bi

b7E
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hi

b3

b7C
b7E

bi

b7E

bC

b7C

bE

b6

b7C
b7E

September 2004 Arrest and

Search resus

Results

Gains.. The Investigation Connues..

March 2005 SL begipc lrtronir

surveillance email 01

XXXXXXXXXXhotmail.com

FBIO4I 821

ACLURM042921
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b7C

b7E

Investigation continues..

ci .nnnration

eventually pleads guilty April 2006

Investigation continues..

t..Il..h.. II

IJIIIu IIc

XXXXXXXXXXXhotmail.com

b6

b7C

b7E

FBIO4I 822
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Reciint of two 041mats Cr01tt0wCh
___________________________ dioU1btor0 relercoCed In

Evory To O0I0CIO 100

Dolaty Projuth ComOtry 0..0.

bi

b7
b7E

bi

b6

b7C

bi

b7C

Recent developments..

FBIO4I 823
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Just last week..

II

b6

lb

b7E

Merry Christmas. Known Violaons

Violation of Excort Laws CCL
Extensive use of email telephone

facilitate transactions..

Extensive use of the mail shipping

companies..

Continuing falsification of Shippers Export

Declarations..

Money Laundering..

Tax Evasion..

Some issues.

Dissemination of

materlai...LIIM...At use autnority

InotYet.

NpPn mr IrpnsInn nprerminrtlnflq.

Availability ol

Strengths..

Single POC at FBI/I IIQ for entire

multi-Jurisdictional Investigation

facilitate Information flow to all involved

lnvestigators...and quickly address Issues.

Follow-up leads sent to new Field Offices

to ensure investigations are pursued In

timely coordinated manner..

Single OIPR attomey to facilitate all

proceedings..

bi

lb

Thewayahead.

.Contintie iplayers

Maximumi
.RICO

Questions or Comments

Sunervisory Sgecial Agent

11FBI RnadniiartrmJ

b7E

lb

lb

b7E

ACLURM042924



Iv1is.io

of whapons of mass dstruction MD

b7E

b6

b7C

b7EWMD can le themical biological

radiological or
nudejr

in nature

CPOUs
Rolej

The eprlI mointhini

fhis

responsibility is corned out in close

tI

bi

b6

b7C

b7E

hnmssl WIs2flIfl

CPOU CountepTolieratio

Programs

Chemical Weapons dcnve5ntion

CWC interagency participation

Frliferaion ecurity
lnititive

PSI
intrageicy prticipation

Il

Federal Buruoflnvstlgatioii

Chemical Weapons Cqnventionl

lmplernentatiop Act Public Law 05-277
Mandates FBI Presence at Eaçt U.S

Ccmrnrci lhspectisn

Dc 2002- US Natiorial Stratgy to

Cbrnbat WMD called for enhanced

Aæhounced by President Bush in ISrakow

Poldnd onMay 31.2003

PSI statement qf lterdiction Principles

ts jolitica commitment to act against

proliferation-related shipments to or from

states or non-state actors of concern

b7E

FBIO4I 825
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Il
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CPOU Assistance and

Production

ymoies

of the resorts end we provide

5J1

II
replace

.1 fuestions

lactical case support

CP BriefingslPresenlations

On-Sits Field support

II

It

Participation ih Interagency
Sope and Breadth of Proliferation

Activities in the U.S

t..I isa rap peiriny let tee t.tev.

Often U.S firms are unwitting participarts in

proliferation networky due to the frasdulest use

of front companies or overseas intermediaries to

condeal the identities of the actual end users

Some proliferant countries are relying on witting

U.S-based companies and or procurement

agents

Cases indicate growing steed to more

aggressively address the exploitation of U.S

tethnology

Analytical Resources and

Used by CPOV
_______________Itraffic
iIhn rott trffi and reports

bi

bE

ft

bi

b7E

Intelligence Disseminaibn

CPOU along with oilier Analysts in the VtiftiDD

Cosntertntetligence Divion and oth9r

Divisions regularly
disseminate information to

the U.S Intelligence Cornnisnity

Other types of Reports sm regularly generated

including strategic and tactical analysis to

support FBI Field Office investigations and other

customers

CPOU receives intellicmence from the USIC whith

.11
II II

Jr

Counterprôlifertion Operations

Unit

Questions

I9

b19

b7C
--

b7E1

ACLURM042926



SERET

r---WMbTe

of weapons of mass destruction WMD
b7E

.r. rr..li

Weapons of Mass

Destruction Directorate

Couæterpioliferation

Operations_Unit

CP Definition

Cot rntprrsrolifpral inn is th

WMD can be chemical biological

radiological or nuclear in nature

Activities in the U.S

CP Is top prtodty tar Uro USIC

Often U.S.frms ate taiwittiog participants is

proliferation networks ore to the fraudulent use ot front

corrpaoles on ovee500s tetnrmedrades to couceat the

Idenftties of the actuat ond users

Some prolrteront counldes are relying on writing U.S.

based companies end or prj.eoenotflflflr

.focernI

Cases lodico growing need to mere aggressively

address the ouptortaums of U.S tectarelogy

CPOU Functions and Working

Relationships

HapeoganmetsovergMrotWM000unOrptustrtree
Sveeuga000a.Ie toss welt tho0 005ignabofl

Rewssr.ltheWMODse
SI CP evsstrgatse and openstanal

Mah.tahas eoeprsh.ntoeknurdedgeorsallun-sttoWndO

peoar.m
Pars

obanslasdeouoalanatytnsuppue

I0CP

EOsbashsn.mafrrt.ls.edtaslrals

Co
sstuss

ISr5
bsapeOrsvdduowrs.I________

CPOU Counterproliferation

Programs

Chemical Weapons Convention

CWC interagency participation

Proliferation Security Initiative

PSI interagency participation

Chemical Weapons

Federal Bureau of InvestIgation

Chemical Weapons Ceovention

lmplemootatioo
Act Public Law 105-277

Maodotou FBI Presence at Bach U.S

Commercial lospectreo

bi

b7E

FBIO4I 827

ACLURM042927



rs- oflflu lW.-T in

Combat VVMD thlld for enhanced

Announcd by PtØsientButh in Krakow

Poland on Ma.31.2OO3

PSI Slernent bf lnterdictionprincipies

is political cormitmeht to act against

proliferationejatd shipments to àr from

states or non-state actrs of concern

bi

b7E

bi
b7E

bi
b7E

bE

FBIO4I 828

-.-

Interagency Programs
Assi nments and Meetings

_____
bE

Anatica
Rrces

and Tools

UsdbvCPOU

0thrUSC trafticl and reports

lntertet

Intelligence Dissemination

CPOU along with other Analysts in the MdDD
Counterintelligence Division and other

Divisions regularly disseminate information to

the U.S Intelligence Community

Other types of Reports are regularly generated

including strategic and tactical analysis to

support FBI Field Office investigations and other

customers

.Prrt rncgivgs intelligence from the USIC which

CPOU Assistance and

Production

amples of tire reports and assistance war

Case generation ECs and teletypes

psesuons

Tactical case support

CP Briefings/Preaentalions

On-Site Field support

Counterproliferation Operations

Unit

Questions

ACLURM042928
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b7C

b7E

Ilrsrnnnhlrnnrd

WMD Tecuuotooy Pnoucrnasinn Aentnsmo vita Ternnrrn

fcXUualjinftdun tiigtccc

moOs of XIS loelmolegy boost Oiituis weaponry

itosaq .Lvi

Legacy of the Bellows Report

loon flfll rnmnrohoncjva rnviow of

th4 lease

The review concluded wlIh specific eclion

recowosendarions for FBI espionage end

counlerinlelligence invenligeliona

FBI creoled 200110 respond

alleroplo to onconvenlional we

end reloled Iecfinologieo

bi

bTh

bi

bTh

FBIO4I 829
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lb

b7E

PRIRITYtEQOtOGIC$

EXPORTR

bi

b7E

SEWT
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Frcaniimnt ncrrfnnrs

.ldIyrdIant.rsbvnSeIaIOnCaaOflS

.CsUMhWCJICBOOSIgOowMFeDlO

Why us and why now

cnnctoea.co.g.aum2n.rpoe.raaqn

bi

b7E

bi

b7E

Operational techniques

Physical surveillance

Malt and trash covers

NSLs

Grand Jury Sebpoenaa

.E

cemnrereiataources Ar

Undo

Online resources

Prnnrnm .lncninti sand pcinln-of-contact on

Library of government end think rank publications

on WMD proirferation eupon control language

toots and technology transfer

competent and efficient 55A and intelligenc

onatyot suppon for field sqnods end intelli

groups

FBIO4I 831
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Unique due wessiun nte5ratlng Oadibont sw

nlorntwctninteRqano oullention

La estnonpNrnentotagents DnaI ysts

Ongeet. andewecitane spenwhsts

Provide vahiobla int.Ihgann to
the USIC

Foregn tnt.hgerea SwveOlanea Aut FISA

Ce amp sloth liNt UCOs

Ce liashon .ndifltaThgOflOO collection

Owoohechnitnat proseO On

S$ET

bi

bE

FBIO4I 833

ET

PRESENTATION FOR

OlOPs Course

The Threat to U.S National SecurityThe Threat to U.S National Security

iheU.S.EosInenldeoo.wo....o.p....w-

Agents oteomign powers and others are aggressecely

sltemptng to acqobe sennuwe U.S enbtaqrteclinnlngies

and lntenrmbnn to Real erU ode

cncquoo7

iL

Ttrn govermient has identified 21 countriesof

which Iran tvoito Isnita Ciii c.nol bt
concern with the capablity to ether develop WMD
systems or siro exporlcontreited WMD aid dual-

use items cod Sessltwe techcotogleS

...stetiis and cemprorntstna ci classttied and

ean-dassitted techmto9ies are cccurriog at lovds

previously uflktowfl

bi

bE

Reasons foil

bi

bTE

itieuseonentty
------

degnee.the.opod.ridsale

atdabesaainIclnI eone.crrell

The PBIs Role

Esforcemotituutliorityls retohoely new

00 Nun 52qu4the Attorney Generti stgned an order

graotio lIne FBI concurrent crIminal jurisdiction In enpert

matlerswllln cnvntentnlelllgence cocos

Thu under designer Eta FBI r.kaehrgn010nroaogaroewenklo

nottawret.gngte.opr000ge nabetapa aoyemeke axoineex and

alatedmaoaco lnduthrglnvauOgaCng any porend no/loins u/tb

Arn Export ContnnlAot cue çuortddovnirta500Aot on Trading

00 0a En/or/dec ororalnt.waaenalEm.geneyEonneneo

Powers etj.ladnglo anytorelgn eountnmntnlt/g.ne ma/tar

rWhat the FBI Contributes investigative Goals

.rlIL

IL

ACLURM042933



bE

bE

FBIO4I 834

Joint Effort

C005orebon in th key to essonee

X0t UAPetonttondowntheweU

Liaison with Regulatory Agencies

hnn

etfectWo

Who Controls What

bfosnAs1ki Oesl.s000e05

bE

ts1tMc
Defense Articles

If an item was specificaiiyl

is defense article

onnv

tTI2jZOl

Registration

My person who engages in the U.s in the business cf

either isauulacturlng or exporting detense atheles or

taroishina defense nervioen Is rwuired to resIer

grohern Fny u.s persor wherever tocated..

51750 annually

Repistrotlon data Is available Naves 000POB SSN civ

ACLURM042934



License Determinations

bi

bE

UCO Support Questions

S.cAI

1r9ftjQ

b6
b7C

bE

ii

FBIO4I 835
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Li S9ET

bi

b7E

bi
b6

bC
b7E

PRESENTATION FOR ThE

Counterinfigence Operafcns

and investigations Course

The Threat to U.S National Security

foreign powers and others are aggressIvely

ito acnuie sensowe U.S rr.ldarytethnoiogies

...j

The Threat to U.S National Security

The U.S government has tdeetiled 21 cornhrtos of

.ert vt
concern with the cupabirty to efherdevebpfvMO

systems emmsoire eoporhcootrclted WMD aid dual-

use items aid sensitIve technolnglesr

...steahog nod compromising vidassiiled end

riorr.ctassitied tectimingies are ceccrrtng ot tends

previously onkrnwO

000010 rlu000.tHJe 10 0017

gowdOdnO.500r050thOrC000lirOaOerOq

nrndn10IItn

Reasons for illegal Acquisition

Coil ntorterrortn

-Tenorlsturoapn eeqd.lng 5.004 org

tect00iuUy to arrniliegonts

IL

Advance RD vitants

Maintain aging aircroft end other platforms

Exploit U.S vrlnerabilhieo

Reverse engineering

The FBIS Role Joint Effort

On 111050004 the Attonrey General signed an order

granting the Pet concurrent combat jortsdiction In eoport

insects v.4th oounterlnieilroenoe ne005

As wogce Oro ordnr designates the PSI to take charge

of inveohgaiive wolr in mailers enialtag to eopi000ge

oaboiage subversIve acilvilieo and rebind mailers

Incinviny invertiyahny anypoientiai sitoiaiiono of the

Anna Export CunboiAct the Exporf Admtoiotrahoa Ac
the Trading with the EnenyAct or the Iniemabnoat

Emergmrcy Ernnonie Powers act relaiiog to any foreign

cosvierinieltigence mayer

Coepets500 is the key 00 5500055

SOOt USA Pastor Aol hrI nthawersschtcte hindered

intonrtolOfl sharing

What the FBI Contributes

rlnrqse dol.entnebon Inteuatiog Inadibonal low

enroraernont with tnt.tlg.eoa ootlocilon

t.orasraorrptornonrof agents nai ysts 10551515

and sLeveltanoe speoatists

Provida vatsabie rflteiho.nee to the OSlO

Foreign tntetigerrcn Soeveibavoa riot IFISAI louis

Certaoeornrp000nto the ITNf hr ECOs

NoritasiastrOe0rrdinteliOnno collendoar

uvooghoeindnat peosoodon

ET

b7E
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b7E

Who Controls What

aJMkrGsros

investigative Goals

attempts to acquire sensitive technutuius

cs--i
Aq.san

EE

Defense Articles

ten ire swac esedfirattal

Registration

My persoswtra esgages is the U.s is the bustuess ci

either muautactsdsg or espothug delouse articles or

5.ikh%
reuired is reuter

urueers -very to persurs erevurtscated..

$1750 assrralTy

Regisreaoeer data is uvalabte names son Poe.sse ate

b7E

bi

b7E
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Questionsupport
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flI INTPRINTPI .1 irFNCP

SERET

b6

b7C

b7E

b7E

b7E

The mission of the

ssil

ssl

SSAI

C005teriotetligcncl

AGd

Office of the General Counsel

National Security Law anch

To Administer qoardinate
and Suonort

National Securitil

Activities

Coordination with

Case AgenU lteld Diviaton

Field Undercover Coordinator

National Security Law Branch

On-Site revtew 01 tJCOa

Ltaison with Field UC Coordinatora

WHAT IS AN UNDERCOVER
OPERATION

National Security Operations

The May 2002 AG Criminal Guidelines ace

generally not applicable

In moat CTD and Cyber cases and all CD
.ses we follow the October 31 2003 AG

Guidelines for FBI Notional Security

investigations and Foreign Intelligence
1NOV55

National Security Undercover

Operations

Follow the NFII Manual

Soecificallvi

live circumstance thel

iIrcclor

Group

Sensitive Ulrcumstances

Listed under1

Involvement ol

government officials religious

organizations political organizations or

news media

Utilization of
proprietary

r..l._....C...
chnique

mail cover

FBIO4I 839
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.1 proprieta

If FBI
paying start-up cotta e.g lease

space pay
fur meat thot pmbably have FBI buttress

PRRARY

Attorney General Exemptions

iwcoebyriauictnptcivrnoofrm.mottvn
ewnoar4d.-enrnoicccdGmonavam5eanmigomwno
fnatcu%

Opariinpptoprisedeeds mcoel bank anenne

taubtkbaa rntprnrdaybanrnfebnunnbubannuiso

pn5linaknxcnvi.vnl

AOEnmrstarnqunmntinaidbnennrthn.aJnihNsLa

Criteria for National Security tiC 01

Initially ensure that

Make oure you haven foreign power

It

bi

bTE

b7E

FBIO4I 840

Group

Csiias_c
kid vith anutler member of the US

Intel
genre community urn fomigss inlelligenee

service

Signilleaus questions of lasv ur polio eg. civil

liability astmpment nthersssse illegal activity or

danEer so UC Agent or others

Expeudimms overthe slagthaaenmnhsivn

maximum fundiug level appmved

Group II

Appmved by SAC imsal pmposal must have

FBIHQ euneusreow fur
up

in ssvu sis-mussb

periods

Cnmnlasisv Spending AnslmdtvofSlbOelta

Isitial mnesval

Osoup lit extending beyond the imtial Iwo six-

moods periods may be masthudned by the

Assitlant Disvetor urn Deputy Assistant Director

is C0CTDorCyber

b7E

b7E

Other considerations

Follow N5lO

Before eessesssual monitoring

Before interviewing

MOUsILOEs wilh other agencies

Non-disclosure agreemenlslPSAs

Coordinatsonlconeurrenee of other agencies

AG Exemptions Proprietaly

ij.asa... rue .bauio..nae..k.e.rrdnre

rsi..p.vMewkk...tn.aniIin.bik
rmi 5bathI00ifl

r.amnrnnd..uia.ak..aani

Ane.p..k-b.ibaq5w..rm.Wbni..d.d

i.e. s..._i5...nnnki.......ir.binip......irr.Inkdi

Legal Considerations for lntemet

Operations

Undisclosed passietpasino

Nun-disclosure issues

Operational emuputer security need fur lease

spare esemptiun

Cunsensual masisadng/eosst orders

Otherwise illegal activity

Entnspmens

Exsiaseedtodat activity

First Amendment

SEC

ACLURM042940



First Amendment

Avoid targeting simply because of protected

speech

Follow NSIG

Avotd posting inciteful material e.g how

b7E

bi

bE

issues

Advisable to house
computer equipment at

site not related to FBI

To.leaso.space will likely need AG
exemption so allow enough time to obtuitt

from DOJ

NSLI3 Otherwise Illegal Activity

DOJ 1988 MEMO for intelligence sad

counlerlerroritm-inlel related requests

an emergency exception

Ibmughi

U.S Attorney letter sspporttng said UCO if

criminal matter

Entrapment

Same principles.dpply in nattonal security

matters to be prosecuted as in criminal eases

Avoid government inducement and need

predisposition on part of target so be

careful tn how UCE interacts with target

Any questtant ask prosecutor ILU NSLB

OVERSEAS ACTIVITIES IN

UCOs

The AG Guidelines fur National Security

luvettigationo Foreign lntclligcnce Coltectian

apply

Need DCI Cuncurresm sod AD appmval atthssgli

delegated to DADs sad SC in 1994

bi

b7E
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b7C

b7E

bE
UCO Proposal After Approval of UCO
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RE
DE1LAIF OI 00

SEGT

b7E
br3

bC

b6

bTC
b7E

Terms of Reference

ndercover Operation

SEET

Terms of Reference

b7E

FBIO4I 843

ou nterintel ig en ce

rover

Operations

Outline

History of FBI

Undercover

Terms of Reference

DeseloIsg an

Operation

Practical Eserdse

Support for Ucos

Review

The History of Undercover

Operations in the FBI

FBI established in 1908

Earliest documented Undercover

Operations In the 1920s in Criminal

Investigations

II

The l-4tory of Undercover

Operations in the FBI

Special IuteliInce Z.
Service Dlvisiop 1940

1945 .vHç
Conducted

Cousterespionp5e 9.....

Counter-Sabstpge -r

und-Foreign ..

Inteilgence .1
Operations in Latin

America

Dissolved in 1946 with
the estal2iishment of

the Centrhl
Intelli ence Group ...
ester IA

The History of Undercover

Operations in the FBI Current Era

Renewed emphasis in

Criminat InvuStigutiuns

beginninn 1972

25 Spectal Agents Hum the

Nurtheast offices

Tarn eted Ouunieed

cenre Public

cnenpblnn

Ounrentlo Samdty and

cuuntnrifltellitauca uCOS

.1055 Well Kunwu

Terms of Reference

Undercover Employee

Any Special Agent Support Employee

Tusk Force Agent/Officer or other

person excluding CHS acting at the

behest of the FBI In the conduct of

undercover uctivities

Terms of Reference

Undecover.Activitie

Any invostigutive activity involving the

useof an assumed name or cover

iàentlty by unUndercoverEmployee

uCE for the-purpose of concealing the

UCEs affiliation with theI or usic

during substantive contacts with the

turgetof an FBI investigation Such

activities Trfay lnclixte contucts with

targets ofopportunity
when continued

contact
lsnot unticipated

ACLURM042943
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FBIO4I 844

Te oT Reference

Involve.Solflsitlve Orcumstances

RŁquir1ng FBlHqReview and Oversight

Revinwd by thd

Terms of Reference

ApprovedbySA
10CR

rfl.dwst

n1

Reviewed bi land

NSIB

One Renewal Under ADIC/SAC Authority

subsequent Renewals by Assistant Director

Orusoradetool3rnuptl

Sensitive Circumstances

of

Targeting PuNic Offidals Forolgn Gsveromeot

Ulilualo Keyi00S

News Media

Significant Intrusicn lots Legitimate Government

Operations

Proprietary Budsess- onle proprietorship

partnership csrporatiar or other budness entity

sperated on commercial bats which is owned

controlled nr operated whdiy or is part on behdf

of the Bt and whose retotonship is
cnnceded

From third parties

Otherwise tilegat Activity

Subjectto Annual Oi-Site Review

FBJIIQ funded up to million per year

with AG exemptions

Sensitive Circumstances
of

Professional Confidential

Relationships Privilege

Significant Risk of Government

Liability

Risk of Danger to UCE or Others

b7E

b7E

Sensitive Circumstanoes

nl3l

Significant Entrapment Issue

joint Operations with USIC or

Foreign Intel Service

Includes Police Services responsible

for National Security Matters

lcw nf Extraordinary Techniques

ELSUR Special Projects

Developing an Operation

What Exactly is Undercover

involves bulldingrelatlonshi

Rappsrt hict Coercion

Siibspquent betrayal of those relationships

In most ses
..May opt be Overt

InUpcrnarlnrwrut pruIJnr lur all

Oaveit or Plinrity Targets

Why Have UCO

Lrirect Loncact kequlrroi tu chleve

Investigative Goals

UCE understands FBI Intelligence

collection requirements

Considerations

it is Team Effort

Can Your Office Support the Op
Do You Have the Bench

Personnel Case Agent Co-Case

Agent UCE Accountant Intelligence

Analyst Contact Agent

ACLURM042944



Support for UC Activities

rimrnfinne

bi

lb

lnitiationICoordinaon Process

Develop ILC

Beginning Middle and end

0-997

Field Coordination______________

SSA UCC CDC ______________

HO Coordination

INSLB

Fundamentals

I1ntiIv the Taraetl

requirm
Is it

Does it warrant tee ne earCes

Identify the Objectives

Overat

.Near Term So
Discuss with thep

Da They Suppart the uperatim

is it Conestent with the Strategic ean

Know the Target

Seek the Advice of Professionals

Behavioral Analysis Program

What Can Behavior Tell Us
How We Build Relationship

How We Will Betray It

Or Hew He IMII Betray Others

Needs Vulnerabilitles

Selecting UCE

II II
Certification

Required for Primary Rdes

Case Specific Authority for Non-Certified

Employees

AD Autharity

Support for UC Activities

Operations

Field Office UC Coordinator

Local Subject Matter Expert

.1 tontact

.1

Coordination Oversight

Operational Administrative Training

Behavioral Analysis Program

Especially ml

Support for UC Activities

Operations

.11

kUCE$

Prior to Training Certification

Eveu for Case-Speduic Authority

Even or Five Cmtactfi

Pre-Operatiorial

Mid-Operation

Every So Months

Post-Out

Resources and References

Domestic investigatiore end Operations

Guide

Counterintelligence Program Guide

NFPM Section 28 Undercover Operationo

Field Guide to Undercover end Sensitive

Operations

Confidential Funding Guide

Field Office undercover Coordinator

b7E

b7E

FBIO4I 845
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b6

bC

bo

b7C
b7E

________Program
Managers by

Region

____________

S.c4flo.M..gUS.ySpftCO2OZ.3Z.flI2.5S2O23I4IS$

__________
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LLAIFIED Et 651s9 DN-flJ

.si gtacatt ittejsitos

into Legitimate Govt

Opts

Pm peetaries

.0th ewise tiiegai

Atttoity 015

FBIO4I 847

ET

Undercever Activities

Operations for Foreign

Counterintelligence

Basic Counterintelligence

Operations Course for

Special Agents

Megva

Outline

Terms of Reteteio.e

Why uco

Conducting uc Activities Opations

Support for uc Activities Opatstiona

coordination for uc Activities

Operations

Considerations In Planning uc Activities

Operations

Terms of Reference

tr2- Fmnlnvwp

Any Special Agent Support Employee

Task Force Agent of Officer or other

person excluding Assets acting at the

behest of the FBI In the conduct of

undercover Activities

Terms of Reference

riorrnuor flnerwtiroo

Terms of Reference

Jntlarcovar Activities

Any Inveatigative activity Involving the

ue of an assumed name or cover

Identity by an undercover Employea

UCE for the purpose of concealing the

ucEa affiliation with the FBI or uSIc In

substantive contacts with the target of

an FBI investigation Such activities

may Include contacts with targets of

opportunity when continued contact Is

not anticipated

Terms of Reference

undercover Operation

Invoive-Sanaltlve Orcumatances

Requiring FBII-IQ Review and Oversight

or

Funding In-excess of ADIC/SAC

Authority ____________________

Reviewed bcth

Terms of Reference

b7E

mm. shcz

Sensitive Circumstances

o13

critninol Notional aecodty

.ttves agotiots ot Posse .1mg aeon Pubst

osoois otncthis Forties Coot

oteoioia esalous

Political oaatiaasots

or Newt Media

.Si goititoot tohusiots

iota Letit Govt Opt

.po psotodes

.515

b7E

Sensitive Circumstances
12 o13

Criminal National Security

Profetaaaal/ Professional

coofideetiol connileatiot

Relatiooships/ Relotbnsisipo/

Privilege Privilege

slgolilcaot Risk cf Slgnacant Risk cl

Oovt Liability Gavt Lisbiiity

Risk of Violeoce Risk of Dasger to

uca or Others

Risk of Roaodal

Loss

El
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What Exactly is Undeitover

lirrriTrn

Rapport Nct Coercion

Subsequent betrayal of these relationships

In most cases

Mon nnt he nert

Why Have UCO

Not proper for all investigations

Save It fcc Priority Targets

Direct Non-Attributable or MIS-

Attributable Contact Required to AchIeve

Investigative Goals

b7E

Sensitive Circumstames
3o131

Criminal itiuoitii aGur
Providing Significant

Instrumentallies of Entrapment Issue

the Crime Jalnt Opns with

RiskofArrestand UslCorPordgn
Felse Testimony Intel Service

__________
i-also

Represeolstloos

about ThIrd Parties

1.

Objectives

Criminal Natlon Security

001 defoe for InletS aence for Nationil

Prosecution

nTe 000nrrne If Full

InventigatlOn IS

Warranted

-.Pre vent solve and

Prosecute General

crimes

Ase ertain scope of

Radreteeting and

Terrorism Enterprises

Conduct of UC Activities

Operations

Define the Target

Predicated Subject______________

Conduct Logical Investigation

Do the Homework to Ensue Success

Is UC Actlolty/Operatlon Appropriate

Define Objectives

Overat

Short-tefm

ftosrrmnnel

Support for UC Activities

Operations

Field Office UC Coordinator

Local Subject Matter Expert

Facilitate Coordination

oRTwrli

Coordination uversig

Operational Admlnlsbatlve Training

Support for UC Activities

Operations

1ofUCEs

Prior to rainIng Si Lertlcication

Even forSAC Cerlifled

Pro-Operational

Mid-Operation

Every Sc Months

Post-Out

Coordination of UC Activities

Operations

Substantive Desk

Consistent with Program Strategies

Field Office Undercover Coordinator

Advien ti AOntifP With lJC Matters

IJCEs

Regional

b7E
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Questions

FBIO4I 849

Coordination of UC Activities

Onratirtnc

OGC National Security Law Branch

Legal issues

Suppiements the Reviewof Your CDC

IManager

Synchronization Deconfliction

Considerations

Plan for Success

Anything Worthwhile Will Take More

than Five Meets

And Rises to Group Eventually

Considerations

flrattc tn cuhqrent1P Deck ann

Finals

t1 1en

Days Out

b7E

Considerations

It is Team Effort

Case Agent

Case Accountant

Contact Apent

UCE

IA/Reports Officer

an Your Offfce Support the Op
Oo You l-laye the Bench

Considerations

UCE

Term Limits for Fulitlme

Three Years Wth One Year Estensbns

Transfers

Needs ef the Bareau

bTE

Resouites and References

NSIG

NFIPM Section 28

.1

Field Office Undercover Coordinator

FBII-IQ UC Program Manager

Points of Contact

SSA
SSA
SSA

NBS

.U
OG tt-t

AGd

bo

b7C
b7E
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PT//ORCQN/NOFORN 7/15/2011

bi
b7E

Overseas Operations

What are your objectives

Liaison Surveillance

Interview Technical

What do bring

Travel docs paperwork equipment $$

What authority do you need

Who arr
%I0l5 .Ihg for help

..LEGAI I03 locals

7/05/2011

Overseas Operations Overseas Operations

Obtain Travel Documents

Obtain Field and HQ approval

Obtain AG Authority

Pass security clearances

Notify SIOC Security Officer

7/1512011

T//710FCPJ1

Overseas Operations

bi

b7E

Overseas Operations bi

b7E

Checklist for overseas travel

7/05/2011

5C7dh1

E7/ORCON/NOFORN

FBIO4I 850
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OSiC1____ ____

Counteriotellgence DPaision

1ç

SfrET

ion
SSfTfl SaM Pr radneadno and

coordeaung the rOarer oP the FBI and
Its

U.O IntelOgen Ce

Canwery USIC partners Pr caeecnngFnrarov

CCrarterIetdIIgeeCt PCI Coonteaterponsm CT and Fnrel9n

Intdbgeece FlWonnad an Pr the U.O aganetlargers

approved by the U.O Foreign latnltnealce Provenance Cacao

FISC and/or the Attorney GenmO in support of both

entatidlunent and non-estabiloloneast offices and the oar
USIC partners

.eOnlde PngarflFty e.Flngeaasto
deovertluhIl

_______riision Simplified

Cnnrsrnn IntonliTtion

DOE InitIative

OeralionnI

Support to the InDSrjov Community

Special Projecis

b7E

Loan
liaisons

IntellIoe000 On FasBsnrLJ
Cunte actors Vendoes

Other FBI Units

50.8

am/con

4nn

nnnn

Provides Operational Support tothe

Intelligence Community OSIC

SI

OSIC

EO 12333

Covert Collection platforms

Close acCess operations

Supply Chain Interdiction

Multiple sources of funding

bE

b7E

ET

FBIO4I 851
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Reasons to use Special Projecis

Umited Access and/or Egress to target

strong TSCM capabitties of target

Politically sensitive target

Potential loss of Iifgrave Injury/serious

property damage

Extraordinary Technotoav

bi

b7E

Construion Programs

nmial Project technolooy

Deployed Covertly

During Construction/Renovations

SP vs Traiial
Technology

f1li
FtnrJi tlrtrijl l5 .r FwrJiii nkicttwl

upiiOid fcliriPriI Prrdr5

Fiirrw rcrJ lii

thii.lJ

Iiitj/ urifll ilttl iijr

l/ihwlij tjl
elJ tiwiler FtIllj /5 pi/ii

Special Project Procs

Identify the Opportunity Field

Gather the required information_Field

Develop Plan Field

Present your plan by way of EC Form

SPAB approval Advisory Board

Deployment Field 1Q 0Th

Post Deployment Field HQ 0Th

Special Team
The Case Agent

The Field Technically Trained Agent

The OTD Engineer

Th Irogram Manager

The HQ Substantive Program Manager

Special Project Initiation

Steps to initiate Special Project

Identify the tentlal opportunity

Costacted ny

Complete SpalPrqActRequestEC

Complete Spedal Project Request Form

SeI
Forms and Ponies

speclal Project Gutiance

b7E

bE

Special Proje Request Form EC

Identify the Target lsprorory

Ssbstantive Case File

Tethnlque requested sea rdeerp/unedo/que

Operational need/Brief Case sammary

Current technical coverage
In place

of fiRs oroduced from airrent coverase

Relevantl

Window 05 Opportunltyloeptoyment date

Operational Plan

FBIO4I 852
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Special Project Initiation

Mnt5nn nf vrr1d lntdIifl

Collection
Reoulrqivents to be addessed

el lo befilled

LP SttUSUepesbe

Field

Special
tProcess

TdnllI th Onnortunltv Field

Qather the required infonnatlon Field

Developa Plan Field wA

Present your lan by way of EC Form

.1 Adsorypoard

Deployment Field HQ 0Th
Post Deployment Field I-IQ OTD

Special ectProcS

11
çeparation

Technical Operational plan

Cost Malysls

Risk Analysis provided byl

FISA Review wets

NFPO Review witti

b7E

N15 SatUSpuiater
Completely filled out

All required signatures

Presented SA

Chaired by Deputy Assistant Director

BçI
Mnhhin

cater

brief

on celer

unit chief

SLB

AnalySed Secnlon fl

Representation ti

necessary

Special
Pro

Deployment

Dfotfe5 field opproval

sends
epproval EC

OlD and the Field coordinate deployment

Special
PProcs

Special Project Approved Cavts

Obtain/modify FISA authorltyieeroe

AG
Exemptions_forcovert amountS leme of

property et

Coordinatbn with other IJCTC nnrj

Entry notification throughi

Special Process

Identify tire Opportunity Field

Gatherthe required Information Field

Develop Plan Field wJ

Present your plan by way of EC Form

ppro
vs4 Advisory Hoard

Dep oynrent Field HQ 0Th

Post Deployment Field HQ OlD

bE

Special ProjectDeployment

Field Provides Quarterly Reports tn

flonitor for future opportunities
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ACS

Counterintelligence Division

oslci

Jc

Questions b7E

FBIO4I 854
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Cflh/nJMflrflDM

Why do we care

The hacker can steal information from the

enemy to understand his operational channels

alter information in his orders causing the

enemy to follow orders that he himself issued

delete critical data from the enemys data base

or damage systems in the enemy command

control center or installed in high-technology

weapons

-I
jNUURN

CI\vber

Investigations

New Threat

New Frontier

ot reall

SSA___________

FBI Counterintelligence

Training Center CITC

bC

b7C

Me1TIuoroRn

fCaN0F0RN

Key Concepts

What is CI-Cyber Investigation

Why do we care

Where is tl baftle fought

Who is fighting it

How do you work CI-Cyberinvestigation

Resources ard References

2006 edition of The Science of

Campigns published by the PLAs

National Defense IjnivŒrsi

SEMET

bi
bE

FBIO4I 855
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Added script advisinci customers will not

have access to to the

military conflict

-I

/\

OFORN

Some real dangers

The adversary can develop an in-depth

knowledge of our networks

Persistnt and apparently legitimate

network presence

Operational or Real-Time Data theft from

Networks

ls

SeOFORN

utsItrt S/N0FORN

Key Goal of

the CI Investigator

Cyber techr ues are lust soohisticated form

HOWEVER

Behind every intrusion is person or

set of persons

SECJINOFORN

And..

SEc/1oFORIl

Cyber uses in

ground conflicts

The most complex and at the same time most

effecove form or Liniormationl aggression is

purposeful effect on the process of preparing

decision in states command and control

structures by introducing additional data

disinformation to them

-Russian MGen

Georgia

Disinformation burirg Contiict August 2UO
National Bank of Georgia NBG hacked

SE//NOFORN

StCRIIIOFORN

glimpse into the future

Data Theft Surpasses Physical Losses as

Biggest Problem for Global Companies

Amording to the roil annual global fraud surv more than

27 percent of the 801 global corrpasies anveyed reported da
losses this year up from percent last year

chins Is besome the single most problenotic market for

multinationals percent of corporations thatdo business thee

reported some sort of fraud loss up from percent year ego

Source Flnsnclal Times

No asuoclated cases Identifled

ofls/uocyoeeu.te uoDIm.f

St //NOFOP.N
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T//NOFORN

I.I

Ii I..I ii

Who is on the front line of the

sEcSlluOFORN

CI-Cyber war

Ii
II

ii

II I_I ii

Ii
i_i

ii

FBIO4I 857
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favrI4I1wflJIn

What doe computer atta1ck

lOok like

sErIINoropJ

bi

b7C

b7E

It

bi

b7E

hi
bE
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SEC //UOFOPN

Who is looking for what

S1NOFORN

b1

b7E

b7E

b7E
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11

bi
b7E

bE

bi

b7E

5EU

Defkde Investigative

Roles

Cybers role evaluate the tools

techniques and procedures TIPs

Cls role evaluate th

CI Cyber must work together to

mitigate and exploit the threat

How to CI/Cyber

Investigation

FBIO4I 860
-J
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.3

bi

b7E

b7E

bi

b7E

SEC //NOFORU

Cyber Questions to ask in CI

Cyber Case

IP address of victim

IP address of attack logs
ISP for victim

Network Firewall logs

Machine logs

l-irewall

2r//I4OFORN

ET//N0EORN

What the Cyber Side can tell us

EcEEThaoFoRt3

In the news.

Peer to Peer Ad-hoc wireless networks

uI
Virtual meets second life

Twitter

STIINOFORN
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What can FBIHQ and NCUTF

foryou

Facilitate joint operations with other USG

agencies

Training opportunitie

SNOFORN

Regular mantenancE patches

Hazardous World açfult foreign

Antivirus Zern Day reception upcttes sigretures regular

scans

Educated users love you cornnon swim-UPS

Close Common doors default axess

Fowaitled emails phishing

Disposable email accounts

Good passwords

OFORN

SeV//N0F0RN

Speaking of Social Networks..

Do not promote personal or professional importance in

profile or post

Do not provide details about work/colleagues/position or

duties

Do not discuss government computer

systerns/weaknesses/vulnerabilities/loopholes

Think before you post Put It on billboard

umit who may contact you

Friendorfriendsettings

Picture data

Uniit Personal data

cer//NoFoR1a

So whats this class

anyway

ci investicationwithCvbpT_

Sensitive end point victim

Can start in ther venue CI or Cyber

Situation dictates Depth of the invest

203Z Attribution less

OFORa

b7E

bI
b7E

SEck4NOFORtl

Security References Risk Reduction

jflOFORN____________________

bE
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to Cyber CI

Inv.estigations

4T seei
Derived From 03

Declassify Xl

Feder1 Bureau ofn\sticrntiqn

Cyber Division

SAl

SEGET

5EOIott

SECPET

FBIO4I 864

rttoesmnot nCoenodon from Doteooe Oqo ounrputena and

toed to roll ito lrsq tsho thoo5ht toOt hoes and tuned

it doom

to t9m.9oAeslyof.anlromnouth troored CA

tonnsgora md they tllegor hooted otto Pentoon lire

tto Gtodofhsukngmnd othor Smilooty

ootntoltorS

l0 Motch 997 or result oft tortes uonmonds sent

froms hocket PC vitol rennet to the FAA oontonl

tower itt Woroestor MA worn dirsblod for al hours

owAtuoroPo

dritiajIiifrstructures

Services so vital th their incapacity or

etnictios ouldjiavŁ debilitating

impact on thi defense or econptic

seôurit of.tlie United States

.H

b6

b7C
bE

bE

bi

b/D

Outages ül

ACLURM042964



Cyber Division

Priorities

b7E

Cyber Division

Created Fall 2X2

The Cyber Divisisti CyD at site FBI was

established to protect
the Vatted 5tates against

dyber-based attacks and high-technology

crimes

.7/omm

FBI Priorities

PootocttlioUrdtndStooa stun tonooatttttoti

Protons thoU dSsagaioonforni5n intolIi5isoo

OPOI100ui.4c95..0a00

Protect the UnitS Stain spinet t3ber.bascd atticS

and hich.tenhnotop triton

ComSatpuWtcronnodonatdltavtla

Ptotoctauntt tituta

Combat ttsntn.donai andnetionatonminctorpohodonn

and
entoisnicita

Conubatntcjorntuito-nollaondnn

Coobataigtiflo.ntniokntotiroo

Sappon odotat anat toot tent iniotnationat patnootn

Upgntdotoohooioaytoatu000acfultypotonn ho Fart

GyIr bivision Mission

CyborDioidon on
dodio.tndto

aluplytn
ito hiphnnt knot

ortoolmroat oapnnl touvogdrombctlng o5ltonhaod

tetrorten hostile Intottlcrnooioprmttlon modantod

oerlhetottnataotd cbonriitoo By eporpotinpiIo

cyhco.cnohoned inventilpuons oiihinonc division tho

PlOt is oh oooono nlToosinnly nn ol\cioolhr tdontuly

ioveeti5oinondoctontpbitnethreaio An thonalonh

oybecdrpondenayhooornne tins most ptodoaot the

Cybor Dnision.wttl 000tinto to ho do nnoonrd out

enoonily for Ii ntti000n andita ctitel inItontnooioren

-_ .. ..-

.-

Computer Intrusion Section

CIS

280BCI Compuutortotmnuoo

20SF CtTeohoioet Soppoo

CvhorUCcti

b6

b7C

bTE

b7E
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0nidirsorott

S1CTAOION

FBIO4I 866

sion Investigation

Dnrenfltot CnordttorrIth CDIn 1hz Odd nrnoznnd

ul FBlHQbntuntisndnrth

Tzohnlu.I Support tuCt1rognun

Cl losrattgoturs nittnrsbnror IT nrne rzqolrtog hr

pop non tdcybosugnnL
Rnudngthosdnr

Obtnlokrg In rIots Pnrtoonl lIP tutumoottun

Trotottoni onpoolonfo UCO

WhytheNdfor
Deconfliction

Growtng number of Cyber/CI issestigatirats

Prevent duphcativc efforts

Enhances communicatinns/awarencss

Leads to coordinated efforts

Identifybcstd

Mandated b4

ktteoroRd

Wly Cojiipu1eSystems Cost Means of Att ack
Counterintellince Division

How Cybcrs Mission relates to Cls Mission

Prevent or neutralize the thrcign acquisition of

\MD or equipment

Prevent penetration of the networles nO the US Intel

Community US Gosvrsment nod contractors

nent 1hz renonosmise nf the tworbt of the

Conduct aggressite Cyber CI operations cot most

signifreant threat countnos

bi

bE

What kinds of Cases are we talking

about

oihear .I raraesra

bi

bE
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Washington Post April 122005

lrrdi China Ilopinpro

Roshape di World Order

Togolhsr

strsdxvstrslopu

Olltndndstilnu

Coop lb II

Industry Wt Will Lead

rho World hrnoso
Premior Won hub

sWdAOrttN

Washington Post April 142005

Chma Operates the most extensive

technologically sophisticated and broad reaching

system of internet billeting or tire wnrld

mse Chinese axe soccessfidly developing

market
economy at lire same time thcy are

continuing so accomplish control of the Internet

Washington Post April 142005

Contd

Chirrese ceniorship claim as many as JI1JJD

Islemet Polim

bi
b7E

bi

b7E
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b7E

bi

b7E

cyLrr1
Tools and

Internet

E-mail

VoIPSkype

ICQ

IM/QQ

rhnt Pnnmc

___
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b7E

bE

b7C

b7E

bE

bC
bTE

Websites E-Mail

Mi

Yahoo Groups Chat Skype

tS

ra10

ft

JTAorOLM
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lqjflmorur

Break the wall

FC and Cyber squads nnd to courthouSe eftbrts

to util each others expertise bE

fl4yuQ5flQnC

bo

b7C

b7E
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Introduction to Cyber Cl Investigations

weour 4j

Cvber Dtvision

SECET

ITL DerIvi 031

.preIreeI xi

CI in the Digital Age

Spies Armies
give soap to

roe

Critical Infrastructures

Vital services whose incapacity or

destniction would have debilitating

impact on the defense or economic

security of the United States

bo

b7C
bE

b7E

QojjseMeMgcJc

vrAoFor

%Rtrc0trevM

Consider this..

Irarng the Gull We Iuto hookers otnle US snoop

mossrnent inlonrtattnn leers Celonso Opt computers end

toted to roll ito Iraq who tho99let itwor host end tuned

down

In 997.98 An.tIynr snlrrerh youth tuotod CA

trens5res end they ello5odjhocl.ed into Pentagon Ike

Ho Gruel olhncking end other tJ.5 military

computers

hr Mrruh 997 sos result otu rodeo deononnndo soot

Irons hookers PC cOol nominee to the FAA content

tower in Worcester MA were dirobled tarot hours

wcy4nonoiee

to

bi

b7
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Cyber Division

Pmgrccm monagcmcr
fhrIntnrnbacotinnn

including those will1

Assistance toro. i/ct invcstigations with acybcrdimcnsiou

Fl Dirseminutes intelligence on cyhcr CF/Ct inttuuionu

PROGRAM PRIORITIES

b3

bC
b7E

bi

b7EThe Cyhea Divisias of the FBI wan establithed

in Falt of 2002 to protect the tidIed Slates

ngointt cyber-buned nltacks and high-

technology crimes

FBI Priorities

P000cc kr United Stairs Irrronsr attack

F001eslchr United Stuira .gainsr foreign
nirllignoos

operations and repionagr

Prolrot rho Cotton Stares ogalnas rytner-baaed stratI.

and hlglvtrchnolo eriroro

Combsr polite aornn.p/or at .11 locale

rocruaaiotlrighra

Combat .r.snasonrl and rolionnl orimbnal organisciiocs

and rnirrpnsos

Combar
no.500

shbu.vollanurimo

Combat sigoSuanr violanor come

Support federal sore local
and inrrmcoiorsl parlors

tO Up0r.dr trol.nniogp In acocosafodly prrfumc ü.t Fats

Cyber Division Mission

CyDisdediortied lnsp1siop the higherllesml of

Irolmicol onpilnl lowarduomlnoting eylooesbased

terrmrlsmhotlln lntclllgceoo operations conducted

00cr ho lotenrotrond oyberor.om By smrelcling

its uyhce-cnnbnsod invonitgalionr cc/thin cnn diction

thr FBI sbln lonrom eObcIise end eSiniently

identify insenlignte trod noctenlroeuybeeUnn050 An

the nncioos giber dnpondnngr Incomes oven none

pnofosodthn Cyhor Orcision still contour tehn the

vrngccerd of mounily for ito oiliness snditcunliosl

infmalrrcolcoeo

mm

Computer Intrusion Section CIS

CyOCI Computer tussnuocoos

20911 Cl Computer Intrrunroo

20SF Cl Tmlcoccet Support

CvleoUCCo
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CT/Cl Intrusion Cases

FY2002-2006 CI Intrusion Investigations

DrmnttiettoniCuurdtnnrtou rrlth CD In tin held ortiunund

ur FBIHQ nrbruntlrn

TrnlrskutSopporl In Pmcrnm............

Irneellenlten nIIh t5hnro qolrlrrg hr

rnprr
Inn of Iroterd nhunorn

Rrndhgnnralthoadrtn

Ohtulnirg Inhurnot PmtomI II hrfotnratlon

Trthkot nopnvlnrn UCO

Why the Need for Deconfliction

Growing number of Cyber/CI insostigaticos

Prevent duplicative efforts

Enhances communicatienrs/awaecucss

Leads to coordinated efforts

identif best

Mandated

CounterinteIIince Division

How Cybers Mission relates to Cls Mission

Prevent or neutrsliee the tbrcign acquisition of

\VMD or related equipment

Prevent penetration of Intel Community U5G and

sensitive contractor rsetssor$ts

P..nrjheeronPromiseoftheI

Conduct aggrussiw Cyber CI operations en most

significant thrtat countries

ncefr

s_

b7E

b7E

FBIO4I 874

ACLURM042974



bi

b7E

PChlnri Operates the most exteoswc

technologically sophisticated and broad roacteng

system of irstcmet filtering in thc world

The Chinese are succonsfislty developing

mashes economy at the same time they arc

continuing to accomplish control of the Internet

Chinese censorship claim as marty as 30000

Internet Polios

Wthnst

Ptode.Ctunr Iloteng no Relepo the

World Ontorlogollec

Pledge of ftcv nisasege clIenoe

letIt lode ood Score ooponIo the It

teduuoy We Wit Loud lie Woct

clr.Jedo
bi

b7E

bi

b7E

sJthOItIo
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ICvherCI

SWflTAOFtfl

ICvbrCX

bi

b7E

bi

bE

Ir..ci

L1-1

irr

Is

kvbe

CyIerC ii

CyberCl

StAOOtN

bi

b6
b7C

b7E
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ICyberCI
--

ICyberCi ICyberCr
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b7C
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R-

How does the US government detect viruses

on their computers

Can the US govt tell if hacker broke into

other systems

Can the US govt track an IP address

overseas

Cyber
Tools1

Internet

E-mail

VotP

ICQ

IM

Chat RoomsII

Cyber CI

Trends Emerging Threals

Thkgnmy5

Sn rn5n

iSqgO tIaIkIi4

bi
b7E
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CyberCI
Toolicd

Intefligence Operative Use of the Internet

Fscihtate

.c3
Cannoned

Contaot

tdetatication of UCEs

Target

Reconnazlce

Cyber CI

ro Ifobniios

bi

b7E

CI and ber cqunda need Ioooonjinatn eMits and uliizn

each oihernccjenisn

CybjrCT
Tools 10n1rn Commwirce

iCvberCI

bi
b7E

CyberCl

Tools C/nit

QUC5t

ne

Cyb CI

The/c Vo1ce Over/P

b7E
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.thtroduction to Cyber CI Investigations

Cyber Division
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EWET

bi

b7E

b7E

Defining Requirements

First POC at Field isi_____________

They should

Technical Operations

.the most useless thing is something done at

great cost that need not have been done at au

k1

Technical Operations

Are

costly$ss$$$$

Manpower Intensive

before during after

IN here Did We Get This

Stuff

FBI sçiwrl
nf hori r.rIc

Militarl

Rijcinpqe Pminr Mansonment PMI

The principles are common

Why Requirements

b7E

________
Requirements

Typical Scenario

No such thing each technical attack is unique

Qukk Reaction

llmeonTarwt

Long Tees Cojecuves

Desired ReaUstic Resuins

ConstnrctIonvs.Tron

Hard Target vs Seftrarget

Cost to Benefit Malsis

FBIO4I 881
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b6

b7C

b7E

SE CRI

Requirements

Typical Scenario

Laying Out Requirements Targeting

and Prioritizing

ii
Survey Strategies

Talking Over Options

Include Techs In Strategy Sessions

Requirements

ATypicaI
Scenario

b7E

Requirements

Typical Scenario

Post Operations Follow-Up

Continued Support

Language Services

Long Term vs Short Term

______lOther Considerations

Legal

Technical

techrequest

Ume
realistic approach

Overseas Operations

OGAJUSIC Technical Cooperation

Other Considerations

OGA/USIC Technical Cooperation

RD Projects

Case Examples

Working It the Right Way

Working It the Wrong Way

Controlling Expectations

The Enemy of the State Syndrome

Requirements

Sin Starting with the solution

predefined for complex tech ops

There is no canned oolutlon does not apply

to gimmes

Sin Failure to Prioritize and Target

Sin Failure to Communicate

Risk Assessment Communicate Risk

Need basl for common understanding

In 1951 NI otated the invasion of Yugoslavia

by the Soviet Union was serious posoibiiity

.me nter estimated this to mean 65 to 35 in

favor of Invasion

The ch airman of the OS Planning Staff estimated

much lower odds

Estl mates varied between 20 to 80 and 80 to 20

ST
FBIO4I 882

ACLURM042982



Discussion

Risk Assessment Communicate Risk

ned Very Jrjyj rh thereee ri
rr

ueeptebIa Cuipruthe cit the

cperetkJu heievere cirequence

perUculeri/ aher weIjbed ejeln the

pcienie1 jein flje lnthIQjeiice jeltj In

thIs ee wciuIrJ be veJy ciuweILjhedb7

the cci cit cIiccivery end dIzIoure The

ciperIcin wifl beehoreJe the IIghtht

prcsblem JpereicineI cibjecthe will be

eecrItlced fcir opec Ucinei ecuriLy

Communicate Risk

b7E

b7E

SET
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______kucio
Speal Projects

Mission

To davelop procure and deploy hurdwlred and

wireless audio Intercept equipment and

techniques to support counter Terrorium

counter Intelligence and criminal Investigations

To proelde Field Offices roth State-of-the-Art audio

intercept equipment and firut rate end to end

---

Prentation Topics

operationaçoverview

Technical Equipment

concealmØOts

uDeveiomefuts

_JelCapabilities0

Meintein liaison with outside government

agencieu and private induutry in order to

ensure that the special Projects mission is

supported with state-of-the-art

technology

To provide support to the Field Offices

end training to FBI technical and

inveutig tive nersonnel

Prlertanlry

b7E
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executfen

coertOttiS- stablish the legal authonty

and.ebthled
açuons

Debtie Atereis to be one where when

endhqs bidattØnd

if

UI ILIQ3SIIItU UIIj lit IC

ætact.information

_______
Basic Tech nolcgy

muk at the teaCcto9es nccuaay wda aix coileixco

FBIO4I 886

_____ ___ItCommand and

Communiotions

Ii
Bastratev

-l--7c___ -I

bi
b7E

bi

bTh
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II
Technologies

bi

b7E

b7E

TechiJfbgies

Hardwire

THE BEST TYPE OF ATTACK

Unlimited Lifespan

Herdwire

Telephone

cable

Fiber

Power line

TecWogies

_______ Radio Frequency RF
oeslg ned for low power

Requ wa untening post in

Hlgh reliability ____________

close prodmity

.Typlca Ily present higher

TscM profile

stsre nd forward applications
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_____________ _______

hi

h7E

Ira

1J1
Ill_Ill

II

h7E
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Discussion

Devel6ents

Key tecnnoIoS

Ri flocing Meacon

What
Need

b7C

b7E

bi

bE

Laser

Egress

Automotive

Commercial Technology Exploitation

F-

II1FT

_______
Developments

WhaI Need

Resources

Internal

uContractors

Natlonal Labs

Other Government Agencies

.CJea Requirements

What Intelbgarce are we targetlrg

tnyInrsreryea enynut an get

DetaI the lnea5on$ yen egUd tketo tonre

What Is the real Ume frame

seoereenea mean lean eapabaata

Where da you want your cellectlon sIte

UntrehO Pont

eddoyllee T1
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ALL INFTJPRTION I1WLAINED

STE@RE

Traditional Technology SecticnvO ---

Ensure the FBrs ability to surreptitiously collect

transmit store and catalog video evidence and

intelligence in support of all FBI investigative

programs Develop procure test evaluate

maintain and provide training on all static video

Ilection systems and nvnnnf Piriu

ect support to thmCl/C1

Seven technology areas

Microphone Audio

Power Sources

RF Wireless

Sensors

Stand-off

Telecom Egress

Vehicles

I________

b7E

bi

b7E

b7E
Th the 0Th lie to

-I

of OTDI

SECT

FB104181
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bTE

The miosion of thei

rw1ml

b7E

FBIO4I 892

ACLURM042992



f_

FBIO4I 893

Counterteriodsrn DMsióhCTD SpedalPrnjects wid
nrr.rnctpdthrninh flfl-A

bi

b7E

b7E

b7E

ACLURM042993



SERET

Interview

Basic Video

Cameras

Optics and lenses

Night visioiVtheniiai

imaging

Concealmmsts

Video transmission

systems

Hardware

Microwave

-VideooverlP

b7E

The telephone system

Intercept

Voice collection

Data collection

S2EREI

Regional Coorlination Group

U.S dMded into ax

regions E1

Supports tethnlcal

operations

Selects

candidates

Basic Claes

Basic ElectronIcs 80 classroom hours

Basic Video 80 classroom hours

.Basict.lcrophone/Audio 40 classroom

hours

iBasic Telephony 40 classroom hours

Computersfor 1TA5 40 classroom hours

.irracking 40 classroom hours

Basic Electronics

SAE1Yl

Eiectictheory

Basic formulas

AC and DC winng

Transformers

Regaistors .-
How to assemble

components into

systems

Basic Micrcphone Audio

Audio theory

Microphone types

Microphone

placement

Microphone

concealment

Audio egress systems

Basic Telephony

b7E
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On the job training

Minimum one year or

on the Job training

vperienced

F4uattlltouta book

Indicating tasks

performed during the

year

Certification

or Fuir fnr roernratinn after

Spending at leant one year In on-the-Job

training

Completion of book of tasks

Sscceasftil completion of pmcticat eserdnea

b7E

Practical Exercises

scenario based problems

Students work in pairs

Examples

Advanced training

continuing education

Asdio and video

lmtallation techriqaes

Land navlgabon

Advanced tracking

systems

Covert entry

Andmanymsra.. -/

Professional organizations

National Technical Investigators

Association NATIA

Membership In NATIA

At MATIA conventions many vendors and

eqsipment soppliers available..

lb

lb

lb

Questions

SC Region

egrona na

NE Region

FBIO4I 895
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FBIO41 896

nged
As soon as you believese

is moving in the direction of
surreptitious entry you need

advise your Technical Squad

The Tech Agent will immediately

request our assistance with an

EC

bi

b7E

bi
b7E

bi

ET
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SERET
Tactical Operations Support Center

TOSCt

FBIO4I 898

OPERATIONAL TECHNOLOGY DIVISION

bi

b7E

TOSC

-1

National Level Center

Supporting FBI intelligence and law

pnfcrmpment rnmmunilies

TOSC ServicesTOSCOrganization.

iS

bi

b7E

Wbatwe do

Assist in Covert Entijes

bi

b7E

ACLURM042998



bi

bi

b7E

.5
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ALL JFur1ITIcN JTThE
uNcLAzrD EXCEPT

vi OTI-RULE

ENTRIES

FBIO4I 900

bE

ACLURM043000



NOFORN

Ii I..I ii

NOFORN

Ii
I..I

ii

b7E

.l

II I..I ii

FBIO4I 901
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NOFOR

SE FT

jNOF

bi

bE

b76

b7E

bi
bE

bC
b7E

bi

bE

Brief Encounter

FBIO4I 902

ACLURM043002



bi
b7E

bi

b7E

bi

b7E

FBIO4I 903
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ThLFORN

ni. in_

NOFO

.Newspaper Ads

Robert Hanssen

.letter to KGB on 6/30 /86

If you wish to continue our

IXii8 discussions please have someone run

an advertisement in the Washington

Times during the week of 1/12/87 or

1/19/87 for sale..

bi

b7E

iJ1

bi

b7E

One time disposable cell phones

FBIO4I 904
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lTNOFORN

Is

Aldrich Ames Dead Drop Site Pipe Wheaton

MD Early 1990s

bi

bE

Material From John Walkers Last Dead Drop
DEAD DROPS

Robert Hanssens Ellis drop site and

package from 2/18/01

ii

IrsLewis Dead Drop Site

TNOFORA
FBIO4I 905

ACLURM043005



Brian Patrick Regan

20000 pages of classified documents buried in

19 tocationinWginia and Marytanct0

bi

b7E

bi

b7E

NOFORN

FBIO4I 906

JohnWa tPhotogmphy

ACLURM043006



RULES OFiAGEMENT
Teams should have an eye on the

tO atall times

flieeye will usually change when the

10 elnters building or makes turn

Because this is training the JO will not

be overly sensitive to surveillance

however the Teams should be discreet

No bumper lock surveillance

Rules of Engagement

Thelohssthedghttocallateammessber

out of play there is aggressive bumper lock

surveillance

This is training exercise an 10 would

NEVER conduct numerous acts In one

outing

The goal is to observe as many acts as

possible Or be able to Identify 10 behavior

which would lead you to believes npeciflc

act was conducted

Mentors are to assist and observe

Final Thought

Uiiivttrai UquB Li 3rcc

Something unusual or not right

talk to SSGs Senior Agents

HQ0rCITC

bi

bE

bi

b7E

Rules ofagement

Team that correctly identifies the most

acts without getting member taken

out of play Wins

May the best team win

FBIO4I 907

SE
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Agent Communication

TET

bi

b7E

SE FT

ET NOFO

FBIO4I 908
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Aldrich Ames Signal Site 37th Si NW D.C Aldrich Amen Signal Site 37th It Si NW D.C

nsal
Chasshhrh

SEET

.1

wh1
Executive Order 6.0 12333

Designates the FBI as the lead agency far CI

matters in die U.S

Proven methods of exploiting adversary

weaknesses

Proven counter-measure tactics

bi

b7E

bi

bE
Signals

-- .--

%%/
PdIPA rrsm

/N

FBIO4I 909
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bi
b7E

______________________ bi

bTh

Internet and Computers

Electronic Devices

Prepaid

Cntt phones

Phone cards

Cell phone exploitation or integration

Integrated vehicular GPS

Ames GeniI Drop Site Urtitce WDC

bi
b7E

FB1041910

ACLURM043010
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FB1041913

bi

b7E
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ET

IFINAL THOUGHTS..

ECRET

bi

bTh

bi

b7E

bi

b7E

FB1041914
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SEeET
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Limitations

Visibiljty Day vs Night

Cwdy
_____Waiver

WØªther
turbulence

clouds

precip rain

snow Icing

\Nind

Airspace

FB1041916

ET

h7E

Who We Support

SO Teams

OGTeams

Case Squads

SWAT

National Special Security Events

Regional Support

Aviation Surveillance Branch AS

ic
ill-Ill

Capabilities

hour on station surveillance

Search/Arrest warrant support

Counter-surveillance

Forward Looking Infra-Red FLIR

Day/Night video recording capability

Real-time video downlink

Radio relay

Aerial photography

bi

b7E

ACLURM043016



b7C

b7E

Flight Schedule

Pilot

Co-1ilot

Pilot

Co-Pilot

Pilot

Co-Pilot

Pilot

Co-Pilot

FLIR FLIR Operator

Mission preparation

Contact Ground Team for location

Check cuueiit arid ca3tvthc

Notify Air Traffic Control U.S Secret Service

Northeast Air Defense U.S Capitol Police

and SIOC

Pre-flight aircraft

Start/Taxi/Takeoff fly to working area

Legal/Procedural

ASAC approval for surveillance

CDC approval for FLIR/Imaging

Point of Contact

FB1041917

ACLURM043017



SER\ET

WHATMAKE.J LISES

SO DIFFICULT To WORK

Worst case scenario..

ET

FEIN TJ1ICL IFIED ECEPT

OBJL CT

OBJECTIVES

To Determine..

OF THE

___________NVESTIGA TION

Whether crime has been committed

What was Iost...and how it was lost

Who committed the crime

b7E

Where DoI ases Caine

rain

bi

b7E

18 U.S.C s794a

Etnmsot

18 U.S.C s794a

Transmittol....r

National Defense Information ND..

Foreign lower or Agent thereof ...nim

The loins to injure the u.S aid the

4j elements of the statute must be met

Penalty

No statute of limitations

Death or life imprisonment

Criminal forfeiture provisions

Son of Sum provision

FB1041918

ACLURM043018



KEYS TO SATISFYING THE

ELEMENTS

Fix Guilt..

Elemento of Crime Focus

Tracismitlal Ctrenmstances surrounding

Foreign Nation/Agent Ind location

National Dcnse rro at s.oo1entsfinfb

Intent en Injure/Aid Info tloatdennonstrates intent

in Penolcllntnnlfaoitttpo.atble

in poroon Is promnood to intend ho natonol sod prohoblo

connoqoencos clan set perlortned...s perons
actions

speak fir them

in Actions conduct mod comment offer nvldenen cltniont

Pocbemottoatinnn

Nntneeletoanlneotionlnotumo olin emotion panned

ELEMENTS REQUIRING
ORRORORA TION

Transmillal...cl

National Defense lnformntion...tn

Foreign Power or Agent thereoL.oolth

Intent to Injure the U.S gg Aid the FP

bi
b7E

ELEMENT- ND
in mb notating to the national datonso tram In

apprcpriacly.accoratelyrooiaceoal/yclosstflnd

in Coons toko
littoral

nine cbohot constitutes NOt

Conndonttut Secret Top ScornS SCI

in Mltitoty coonponant pcrtsl

Donanmnta..

in lrnecabltltyl Ioeotcsbility

in Anon director indirect

in Aemontobtlity/ dlstnibottia dcotsuctloo

ELEMENT- INTENT

Three means to prove intent

Inferred indirecllcircumstantial

Self-started

Signed statement

ELEMENT- INTENT

Inferred..

bi

bE

bi

b7E

FB1041919

ACLURM043019



Self Stated..

Admits violation orsecurity oaths

Discusses docmneol selection criteria

Admits he knew info was accurately and

appropriately
classified at the lime of passage

Admits value usefulness of tofu passed

Discusses ramifications of info passed

Discusses aclienis taken to avoid dettion

ELEMENT- INTENT ELEMENT- INTENT

Signed Statement..

Doesnt hold special sigoiflcance/importance

detailed ED-302 is najully better

Feted
out

LEGAL ISSUES

Do you
have PC Get it in writing

Who has the lead

Coordinate with oatside agencies...documcut

Do not let victim agencies lead

Joint interviews

Third agency rule document authority to

disseminate

bi

b7E

.LL ISSUES Coot

Cl langsoge versun criminal

Drady Giglio Garrity

QUESTIONS

bi

b7E

Interview Interrogation

Satisfy the elenseats of the crime

-Voluntariness at the interview

FBIO4I 920

ACLURM043020



Confession Corroboration

Worthless wlo corroboration

Cannot stand on is own

Believability/credibility

May be requirol nt successful

prosecutims

____________ IL
____________

10 Damage Assessment

Slave again

Field will supply everything

Keep list/copies of all
you provide

bi

b7E

Arrest

Yna mast be ready tot all times

Investigation dues not stap

You tote control AUSA tdes neer

Confession before investigation

Subject has iso rigbt to be arrested

do it no your lose frame when possible

bi

b7E

Plea

Ultimate goal

No coisrl

No soorce issues

No embarrassnsent

Trial Conviction

-Brady Giglio Garrity

Hearsay and analysis stop

Slave to AUSA

Keep list/copies of what provided

Debriefing

WWVVWH
Everyone wants piece

Its real work

Audio tape

Sentencing

Have all tlse facts ready

Statement of facts is power

Breads ofTrssst

bi

b7E

1041921
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SEET

bi

b7E

FBIO4I 922
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FBIO4I 923

bi

b7E

bi

bTh

CONSIDEHATIONS

Was Hassscn still active

Did Hatssseo have any confederates

Risk of flight

Technical expcrtise

Access to classified information

ACS velnerability

Mandatory retirement April 182001

GOAL

Catch Hosasen to the act of commttting

espionage

ACLURM043023



HANSSENs EDUCATION

A.B Knox College Gslesburg

IL 9158-62

NdrtlswesternUniversity Dental School

Chicagq IL 9/66-10/68

MB/C Msinagement Information Systems

Northwestern University Chicago IL

9/69.6/il

bi

b6

bC
b7E

ROBERT HANSSEN

l.

HANSSEN PRE-FBI CAREER

Illinois Department of Mental Health

Activities Worlçpr 1963-1966 Summer

-HANSSENmtI

Television Ststin

IL Technician 10/68-11/68

Illinois Department of Mental Health

Social Worker 7/67-6/71

PRE-FBI CAREER CONTD

Touche Ross Co Chicago IL Auditor

CPA 6/71-10/72

Chicago Police Department Investigafor

10172-12/75

FBI CAREER CONTD

FBIHQ INTD as SSA January
I98I

FBIHO INTD as SSA August l983II

New York as SSA Seotember 1985

FRTHCS

lNTLuSSAAu1ust
I987D

b6

b7C

b7E

FBI CAREER CONTD

FBIHQ Inspection Division June 1990

Inspectors Aide

FBIHQ INTD June 1991 Irogrsm
Manager scientific and technological CI

PRIHrS ThSTfl lrnnrv 1907

jrr

Unit Chief

Washington Pield April 1994 Phase II

FBIO4I 924
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FBIO4I 925

FBREER CONTD

FB1HQISDDecember 1994 Front 019cc

OFM/DOS February 1995

FBIHQ IRD Jsouuxy 2001 Section Chief

ArrestedPbruary 18 2001

Terminateddrn the FBI February 23

2001

RESULTS OF

Review of HANSSENs personnel file

revealed HANSSI3N previously resided

within two blocks of Nossoway Park

codenamed PARK/PRIME

ACLURM043025



Eiii11M

FBIO4I 926

b7

THE ARREST

HANSSEN was arrested on February IS

2001 after he placed package intended for

the SVRR at Foxstone Park in Vienna

Virginia The package included classified

documents nd letter

The Letter

ia iiuir

wirmenikurru iifU
ikiiui
r45hiuzthuinocthie lb.nbcnMO0ui.iu

uIflâ.fl A.SIietff4J5tapiy iukis.w.riuJy

rsn ru .sbari tr%hu.u
sui.ubastprmvnifldun.unsctrcoiJtIu4iufc

Uei.iIWin.bdK.iiar..afltuuw$s.r rov.u

POST ARREST

INVESTIGATION

Interviews

Financial Analysia

Document Review

Audit of Information Systems

Analytical Effort

Review of Evidence

Computers and computer media

POST ARREST
INVESTIGATION

An interview ii

revealed that HANSSEN may have

committed espi uurlu ur 1070

An interview

that she loaned t1PiNastiN over sssuw
during the 1990s

HANSSEN had Swiss bank account

POST ARREST

INVESTIGATION

HANSSEN had relationship with an

exotic dancer

bi

b6

b7C
hE

ACLURM043026



bi

bE

bi

OUTCOME b6

b7C
Plea agreement reached

rise rear hear pmltbr nenriana

HANSSHI4 agreed in Intl hmcar and cemptern

debriefing neuman nub USIC

no parnait of death penattBEST INTEREST

nnnJnnnnJAI erqjgy

Ieet
servicer benefrra

......iient

bi

bTh

FBIO4I 927
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Li

b7E

bo
b7C

FBIO4I 928

SENTENCING

Sentenced on May 102002 to life in prison

without the possibility of parole

Incarceration governed by Attorney General

mandated Special Administrative Measures

SPECIAL ADMINISTRATIVE

MEASURES

Based formation provided to me
find tha Hanssen are reasonably

necessary to prevent disclosure of classified

information that there is danger Hansscn

will disclose such information nod that the

unauthorized disclosure of such information

would pose threat to the national security

of the U.S

SPECIAL ADMINISTRATIVE

MEASURES

Attorney Visits

Contemporaneously Monitored Family

Visits

Nu cnntact

Contemporaneously Monitored Telephone

Calls-family and nitorney only

Mail-family and attorney only

HANSSEN QUOTES

Frustrating not being able to help The

attacks were reported during my debriefing

and we shut down All the agents had to go

back to help felt like Hey what about

me have all the training and skills etc

but such is the sorrowful reality of

squandering trust

ACLURM043028



HANSSEN OUOTES

By focusiog now on what was our worst

osinterintelIigencc failure perhaps we can

gain counterterrorism victory

BOOKS

Robert Philip Hsnsscn The Most Dangerous

Double Agent in FBI History by David Vim

2001

The Spy Who Stiycd Out inThc Cold The Secret

Liflsef FBI Doubb Agent RobcrtHaorsenby

Adnao Havill 2002

The Spy Ncxt Door The Extraordinary Life of

Robert Philip Hausseo The blurt Damaging FBI

Agent In US History by Elaine Shannon arid

Anne Blackman 2002

BOOKS

Spy The lotide Story of How the FBIs Robert

Hanrtcn Bctracd Amcnea by David \Vrse 2003

Into The Mirror The Life of Master Spy Robert

Haossen by Lawrence Schitlcr 2004

Spy Handler Memoir of KGB Officer The

Tree Story of the Mao Who Recmitcd Rulert

Hantten sod Aldnch Ames by Vlktor Cherbashlo

2005

QUESTIONS

FBIO4I 929
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UnI.ilId

Why Have

UnI.d

This presentation

is classified

sCRETlluOORN

as marked

UnId

Class Objective

Ito

..4urs opvcwI t\geIIIs

lIdfkJ

\IVh

Because they are an effec tive and

pro.active advanced investigative

technique

___________ simply one arrow In

the FBIs quiver of

investigative strategies

IJd.dtd

bi

b7E

bi

bE

bi

b7E

FBIO4I 930
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bi

b7E

bi
b7E

en .u roiucy umpiementation uuiue gb

bi
b7E

IP0 icy

Reqardina

FBIO4I 931
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Motiva sThem and

Basic Premises..

--

SEMT
The BasicTypesolj

FBIO4I 932
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bi

bE

b6

b7C
b7E

FBIO4I 933

bi

b7E

Questions

Final Comments

Be Friendly but.tLnQt
your Friends...

Do Not Fall In LOVE with your

Fully Never

fully

The End

ssI

Counterintelligence Training Center

I\

ACLURM043033



flTII NOFORN

rum ir ni

bi

b7E

bi

bi

bTE

II NOFO
SECR

FBIO4I 934
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bi

IE

bi
bE

The Answer YES

OFOR

iiiEiii RN

bi
b7E

FB10419 35
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II

IIII

Questions

JOFOK

FB10419 36
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8Liaison with General Dynamics

The importance of knowing your Domain

ET

ET

4Now the problems..

.11/92 Presidential elections

SThe Beginning..

To be in the Buceau long time

Muth
vçi

exoerience

Tobe

Mrimary Objectives

FBIO4I 937

ACLURM043037



Bottom Line

Oyer three years limo casa eaaasui ru

Initisi contact 5190 7/93

Si

Be Patient..

On matters over whtch you have control

.Once operation gets stsrted some of thst

control msy be lost

7k

bi

bTh

bi
b7E

-L

Nc

IS

bi

b7E

FBIO4I 938

ACLURM043038



I.

qTPejyeQ Achieved Questions

bi

b7E
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ACLURM043039



-
s

C
D

0
2

C
l

rn

-
J

L
l

L1

L
II

ACLURM043040



FBIO4I 941

MARCH
Fnends story continues

bi

b6

b7C

bE

bi

b7E

bi

bC
b7E

TYPICAL MEETING

ACLURM043041



APRIL 1999

JiQIOUOOS of EconnnnoEnptcnageMt

Minimal Gain operndon conllnued/

End canton FBI tenon

PoinedtJimueof$l

b6

bC
b7E

bi

bc

hC
b7E

FBIO4I 942
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b7C

bE

hi

b6

b7C

bE

hi

b6

b7C

hE
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SERET

What Do We Wish To Accomplish

Create eaticocot cara1 aitaatioe..

Providtagayjwtcich facilitates..

asjai of lice receat offerer pact

activity..

bi

b7E

bi

b7E

bi

b7E
ttndnr.tpnrlth..cihtereWhat we need to do

SE9ET

FBIO4I 944
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bi

b7E

QUESTIONS
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El
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rrcct

RrnMagedb_
OVr5 O1aUkitio oIthl bdasng

Unneited bW1t.UNCI.ASSIFI5D

SEfi/woEon.t

SfrLI4/O%44RS

The Situation j_
bi
b7E

we nave wnarmeywan.

..andtheyknowit.

..beca use we coiaboaate with them..

...and welcome them with open arnie

5cscrnoFosN

--

SFLtOtOK\

Protect our sensitive national resources

Stop illegal acquisition of protected

technology by foreign powers which

could harm national security

Identify the insider threat

Sr/AorogN

SEPFT

SsjIOFOu

bi
b7E

FBIO4I 946
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Desired Qualifications

Five years Investiga We experience

EtisonFCI plus

TechnIa backgmuhd

Effective leadership Interpersonal and

liaion slJlIs

AbIvto act indesendehtlv with USG oartner

aaei\ hdreoresent the FBI wefi

FBIO4I 947

cxci

\-

FOIJODnecial Aaents assianed

tions

lfl.lrA -ariirnpc mr in neamv PAc\

sJforoex

bi

b7E

bi

b7E

bi
b7E

Operating in

t1

.%-

S1%rJsOFON

ACLURM043047



______________________ bi
b7E

FBIO4I 948

AWrd
Comotised of veteran FB OS etc orsennel

may sit highly proficient

IJthlt authotitles order hO 12333

.rRSlishOæyeIerratc to FBI

Reittc still competing USG agency

DillerŒifl bbjectlves/agenla

Different political onsldezaUons/coostnlnts

bE

What an FBI Agent needs to

know

Nriecicaoron.v

Wl1n1n1t nP/fl to know
_______

Iyourbackvard
Sooner or tier Something elated

iii lilt

cressyourcleslc

All FBI domains have unlvervllles/coiieges that likely

have eagireeulag/sclenms sclrook

sonerna mdfretoooo keoommriredipoo

Mother resource CARDS hIRs Threat Issessmenls

Working wit__________

the or Domain Squads

workJng relationships

5L15 nag
.1

Ivironment and Ike challenges

NR is likely there as well so factor them in

uruuiarOoN

QUESTIONS

scaoFoll5v

ACLURM043048



TE

FX czUcc
Division

1_
FOUOjjpecial Agents assigned

ull time

-time

tions

SEAET

Overview

FBIO4149

-j .9

Program Managed
b_________

The ov.lJ I.dIeUon 01 Ebb b.Iefing IC

OFORN

UnoorIed bollet COUNCLAS$WIEO

/$0t010

Overview Contd

.S

iission

Protect our sensitive national resources

Stop illegal acquisition of protected

technology by foreign powers which

could harm national security

T1.I-c fh Ik.--N

The History

s.oFtItN

bi

b7E

UI
b7E

II

bI

b7E

II

CS
/\

JI3iLR rGLIIItItS IUI III UUIIWUULJ

ET
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AWordabouti

Highly highly experien

Comprised of veteran FB SI etc pisonnol

Solid analytical capability emlor lIPs

Access to technicalsubject matter enlerts

Small but highly proficient

Limited authorities atder fl.0 12333

Rehes on referrals to FBI

.Remembei- still competing USG
agency

Dilfereat objectlves/ageinla

Different political conslderatlons/constealnts

ilrl7AOFOIlN

D.ilfaraiogca
Arr.rren/aireUnonn00yp.nnm

egosp.rsaruhri.s

vECK OUith

Why4ould an

FCIAgertCare

Soner or later somethln elated
lviii

crossyOur desk

All FBI domains have eotversilles/coiieges that likely

have englreedny/sclenres Schools

sdavereomiosNesn/CaFiO2flees

sdreees nesearnropoesa5oseremnsnri$rekprer

lseieIrovd

Aonther

CAISDS IRS Threat Assessments

ir

Desired Qualifications

Five years rnveshgattve expenence

Emphasis on FCI Cyber plus

Technical background

Effective leadership Interpersonal and

liaison skills

What does aflgent Do

r4irrtiil .Itk inldjnr 65 4rattnre

Ulon

anencv and represent the FE well

Fresoronv

\\

SF

s.

bi

b7E

bi
b7E

bi

b7E

sTirsOinOS

PromGsence with

FBI Decision Makers

WWevethcusthonJ6i7æg with those rsi

mayle targetsof forejn countethtteIhnence

efforts We Implernenteden 4gents in tire

Labprogrem in spediccOff faa/ties Icr the

purpose
of eaising countennteIlience

awareness and bitradening the Fslyeccess-tp

inteikpenca within the labs

-Robert Hue/kr 111

P810/rector

oentorri
zaa6

4I

FBIO4I 950
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The overall classification of this briefing is

.clecTforon-v

Shat151i

i.sslgrient
Desired

urn Qualifications

Five years investigative experience

Emphasis on FCI

Strong technical background

Effective leadership interpersonal

and liaison skills

Ability to act independently with

another federal agency

Can represent the FBI well

CRET

IQ%uoR_s

FOUO plai Agents assigned

UI me

art-lime

locations

On Site Faculties or is buiidoUt

/K

tiE1LAIF UN 0.7
SE

FBI Counterintelli9ence

Division

bi

bE

UL

iabn to

Ski
UEk\lIFOU

Why
nnnI Why we need______

Part Part 11The History

1999-20011

2001 001 Be eport

Aug ram Established

Oun gram Expanded

200 rogr

ulidout

200 Term Planning

scTmoFouN

SAOFOUN
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b7E
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ADayintheLifeofan

special Agent
1nnUg monile slndnding oti ninme
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trouni coil u.aun.gu

cnn prson.uun

Bninndng nddi 1iimmnUuCti.id clii

SE

-- iSCKiiI

U-Workin wi abs

Contacttheloca 101

lent working relationships

get acces
tflipioyees

coo nation Is the cameo game with

.1 Likely not FBI/I.E

Inenaly ooraenine nosuicthon-cooperative

NR is likely there as well no factor them in

jooOFOO.s
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Case ExamDles

Neutralization

Espionage

7nowaos

s0t0IiN

QUESTIONS

MIv74k0F00.S

Prominence with Decision Makers

We have focused on working with those who

maybe targets of foreign coonterintelligence

effmts. we implemented an 4gentsln the

Labn program
in spedftccofffaalities for the

purpose of raising counterinteiilgence

awareness and broadening the FBJk access to

inteJhenoa with/ri the labs

-Rotet$ Nuelkr ill

Fe oirecror

stç4nsos

bi
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The Situation

FM
Division

gmManaged
bi________

Th ovU SiIiSation 011511 bdoringlo

-eeeIT1IorwI_

UnI0ik bolill UNCLASSIFIED

We have whattheywanL.

...andtheyknowiL.

...beca use we collaborate with Them..

dwelcome th with open anus

SECU FOll.1
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b7E

b7E
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epIoyment

FOlJOQcieciaI Aaents assigned

Full
time

art-time

IOb5
Un-Site 1-acilities or in nearby RAs

nEcnx

II
..-

\g1soroa eduSorom
11

ErAgent Duties

vaninting inthidinti 65 nttnB

11

II

/tcl.nufl00nltypann.s

Balancing additic cir..nts at field OtflC

SE AOEOILI

bi

b7E

sslgnees
Leslrtsu Qualifications

Fiae years investigative experience

Emphasis on FCI Cybe plus

Technlcel background

Effective leadership Interpersonal and

liaison sinus

Ability to act lndesendmtlv with USG oartner

agency and resresent the FBI well

OFOllN
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What an FBI Agent needs

know

sr/rOronN

tL5sOtOK.S

What vou4e to kno

nyourba

sooner or Eater somethIng elated to aIl WA

UUso 5UUULA

AJI FBI domains have unlvensutleslcolleges that hkely

have englreertng/scteoms schools

OAan/RenvutheAMStoedCmthenceo

nee Lab Joh drone asogovere

Sdmom nroounetoendrnrSeekpene

Mother resource CARDS tiRs Threat Assessments

Wofio

Skl ht4p
Comprised ot veterao SI etc prsenoet

Solid analytical nepabritty USE memlor. tilts

Access to technkatsutrject matter eopots

Small but highly proficient

tJmlted authorities ruder E.0 12333

Relies no reterralo to FBI

IPensembØr still competing USG agency

Differedt ebjectlves/agenla

Different pobOcal cnnslderatloon/mnsffalnts

ncrsooroos

oSoIss
Working wit9_______

Contact the or DomaIn Squads

orking relationships

WO

ot Uthenbnwth

Isnvironment ond its
challeLes

they ereaswellsoactorthem In

utity Is not the same oCi
sscn4oron
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b7E
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b7E
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FOIHO PM

_j

SE

VCSoOso
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b7E

LTh ALL INFJFiTILTh LNTAITEE
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DEBT$$S

jiome buying business is nota success

ROY ll. 4t.hYtvwr tiwitor

BUY HOUSES
ANY FIIICEANY CONIOtI IOU

NC ttOtJlTYNC PtcOFlt.tM
IF ITS NOV 004 FItOC CAILFOR

FFCR TODAY
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b7E

bi

bo

b7C

b7E
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Sill jjIIIt

UFIFOUO Traveled to Canada In eloveirber 2000 with

Intent to mabe contact with French Governnsent

representative to negotiate he sule 00 staten barriers
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SRET

U/IPOUO Tvet.d to Con.1t tn Nv2OOO
Intent to mok cont000 WiIh

representatIve to negotiate the sale stolen Darner
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break
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buying business Is note success

BUY HOUSES
ANY PHIOCaNy CQNofrzON
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Investigative Too box Basic Tools
ClOPs

04105/2006

4iiJ

1J

bi

b7E

fI4
Sources of Information for

Counterjntelllqence CI Investigators

I4

fl

1L

FBI Analytical Products

Ci Pro grain Analysis

.History

Current Analytical Capabilities

UObtaining Products

b7E

FallfQ Analysts and Operational Units

...lhternet

Ii

How Products Suppoftthe Ci investigator

Support OngoIng lnvestlgatlons

.1

.ldentlfypotentIal
POCs 14Tho Can

AssisisWith Future or Ongoing Cases

b7E
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ect/Noforn

eiINoforn
Investigative TOO Ibôx asi Tos

cIoP
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Icir

Introduction to CounterintellIgence

rlntroductlon to FlEA is

Counterintelligence Interviews

b7E

II

t4
Magazines Periodicals Newspapers

Washington Post

Economist

Wall Street Journal

US News and World Report

Libraries

LocaI Libraries

F1 Ademy Library

CounterIntelligence Division

Directorate of intelligence

MatInnnl law

b7E

Office of General Counsel OGC
Office of International Operations OlD

II
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Cl

Library of Congress

rCountry Studies

Glàbal Gateway World Culture and

Resources

1I

Contact Numbers

--L
US Government Sites

CoInteiflg.nooAgootty

ceuro.en.swayofnonigonoe
0500 050 Hello tCiE0000llve NCLO

us inudugenee Comnmn.Iy

USOepettinoitOSioto

US O.penmeoto1JoeUoe E0000nio Enpioog W.bPogo
US Noun oRenonentallvon Pennonont

50004 Commino on ofCifIgeoO NPSC5

US SonS Select CommitS on IntotIgonu SSCQ

Private Sector Sites

Monterey Institute of international Studies
Center for Nonproliferation Studies

Washington State University World

Civilizations

British Broadcasting Service BB
The Centre for Counterintelllgence and

Security Studies Cl Centre

SE
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FISUR

Trohnicnl

Otitor

JSICIUSG reporting on Orgtrnizational reporting

USC contractor

PtoiScsSIonrI scoicty Ora00rattOfl

Self reported
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__________________ b7E

Itow do the object en

coincide with lheFBIs

Cw..io
Know the domain

Understand the threat

Conduct sophisticated operations

Create and maintain strategic partnerships

Inform and inllocncc Policymahers

Evaluating nod
priorihizin1

__________________
Role of the SSA

Volume precludes opening every ease

Evaluate infomsatiun received in

perspectiv4

of national CI Program Strategy goats

Assess case workload on squad

OAcaseswhichappcarrelevaut bE

Preparahinn

oct records checks file reviows on

abject

mploymcnt

Cuinnot

Piior

Professional affiiioen

Offduty interests aodIor activities

Immediate faunly

Ethnic other ksckgroond

uio
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It

How io the objectives

coincide vihhi the FBIs

Cl Strategtc oats

Preventing proliferation ofWMD

Prhventing penetration of the USIC

Preventing penetration of USG and eastractsrs

Prevent compromise of CNAs

Elensents of

investigative

real-iirsr now valuation

Evaluating reanlis of interview and 01 er

investigative findings

uircnnn

Specific checks oEJubJect
FBI

USIC

State local

Mititasy

Clearances

Open source

Others as indicated

Cooduct records checks file reviews on

Main Subject

Status

Anniurd iuyuur tOri

TOY toynor turf

lntclligcoce afhiliatieo

Job function and responsibilities

Off duty interests and habits
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Follow up questions

Rephrase some questions from first intersiew

Elicit additional information concerning the

Main Subject

Eticitaddition round infonnaton

concerning th jeer

Address any conflicting or inrnnsistcnt issues

novic

II

Loeation lime

Esptain sshy interviews
necessary

Prulsleoss dsrring lie interview

Denials inconnisteucies..

Keep the door open and come back

Not cooperativelhostile

Legitimate concerns about talking to the

FBI family empoynent etc

b7E

b1
b7E

bi

bE
Post-interview evaliration

Adequately assessat

thDjects
asst

tI
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Places

is5c

Cl

Is

Sources

rmIecclcAIaI

Privute

Possible techniques Ic..
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Interview host/sponsor
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Places

Things

Infonnation

Collect ascssmcnt information on student

Personal

Academic
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EvnlnntingnsI ISh
Role of the SSA

Votunse
psccudrs

epcsieg every case

Evaluate infonntion received in perspective

of FBI Nianal Cl Plvgram rasegy
gosls

Assess case wostdoad on squad

cases which appear relevant

Il

Evnlssntisie anJ
.71c

II

Proventins nrolferatinn ofW4D

Preventing pensiation of the USIC

Preventing pcnration oiusG and

contractors

Prevent compromise of CNAs

kr

o-
Know the CI Psegsans Strategy

Country subprogram priorities

Obtain comprehensive backgmund on stsidcsst

Thoroughly research subjects cuunsfy

rcquiremesss FBIHQ help

Prioritize cases by cunpararive threat priafstes

wont she cases that can cause the most

damage first

tl
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If

II
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When student there for mere than i-months

Stadenncasesarenotsnapshots

Ceeomntnmnu un uhango

En rnliog back if wnnnicd

uu
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Elements of
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OS eiew evaluationeiierideaofiheF

Elements

petnUat

Rcontact follow uja questiohs

Can you make call on meet

Rephrase some questions from fist nsersiesv
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Do your research

Subject

Subjects country

Domain

Host

Liaison

USIC/USO

Business Academia

Sponsoring organizations
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LATE O1

What in

What catezories 1e included

Tounsts

Business people

Students scbolazsorprotessors

Cultural sports scidntilic
an4jhen

Government on-govcmrnn sponsored

Individuals and lcgatiuss

zza.z

Il
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bE

bi

bE

or

111

bi

b7E

It

Ia

Shsitizho/sjnsorifny to indicator

of potential concern

Potential far-reachine cons uences

oo.-.fl__

II
Privatet

Possibltehnqs

Sources
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Elements of

Post-interview evaluation

Infonoation obtaitud

Attitude ndemekoroçsnbJcct

Corroboration of existing
nfsrmation

Anatysis

Follow
up questions

Rephrase some questions from first intertiew
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_____
Dc your rearch
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bE
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Host

Liaison

US1CiUSG

Business Acdemia

Spouscing 0r wsizalions1

Private

Possible techniques

Meil nnd/nteush eovs

hoWsponsor
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Evaltinlitig

Ro14of the SSA

Evaluate nfornntiou i4ceived in popectiie

of National Cl Progran Strategy ggls
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Post-interview evaluation

Information obtained

Auitudeanddumeauorofsttject II

Corroboration of exisdug information

-Analysis

Follow up queations

Rephrase some qoosiousTromfirst intersiow

lsOTnm

LI

Li
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ft
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b7E
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bi
b7E

J-
for

misunderstanding and opposition at

acndcmic institutionS

Academic freedom issue

Host/sponsoris professor

Security Officer rarefy insolved

ii

Fnllnsv.un ntnn

b1

b7E
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Elements ofa Cl InterviØ.v Pitin

DATE fl 14 u1

SE

\VhutiuaCl

planned and strucsorcd conversation ith

an individual designed to gather inormatien

so cvidcncecan be collected or intelligence

elicited thamn be used to srrutucor

flurthcran investigattcn

r1
How do they differ froni Criivrinal

interviews

is -... Is tinnvn to have occurred

Interviewees canuot be compelled to talk to

the FBI

Category of person
interviewed is

generally different from persohs involved

in routine matters

it

\Vlrat is successful CIinte1iew

It aCcomplishes CI interview objectives

The interviewee is willing to be

reconlaeted

It

Why are Cl interviewf conducted

11

Interview Obieclives
Wiry are Cl interviews conducted

Determine if the person being interviewed

has asset potential for either the FBI or the

It

l1

.4

bi

b7E

bi

b7E

Preparation

ost-imervrew vaiuauon
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The Subject

Laognagn

Ethnic and
ultucil

considerations

Nnmrr

GonIot

tnbiir

Ptryricol rumor

Diniory surtmrsand n/es

Rergioru nutturu

Oscupution

Is approval ngedcd to interview

isns_am_

Rreir Pew engrrvenscnt checks

DMV

DlrrcPcrsroclrdliapELSUR

___
Lecrs.Nccrs

Internet

Proforriorut prcblino sr/n utiono

\\

Preparation

Doing those things that will make you

ready to conduct thu Cl interview

Conduct Research on the

Prediattion of the interview

Investigative area of interest

Subject

Ii

bE

b7E

The Interview
Qioit\

Preparation requires
that you think through

L/oththe

Questions subject is thely to ask and

Questions you want toask

srn
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Preparation

.Vho
will know

Daily associates

Subcrdinates

Supcrvisors

Family ti

Neighbors

What this is about and Why
Direct

Pretext

II
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The Interview Questions

Questions Theirs

Who see ou
What axe you doing

here

Why does the FB want to 01k to me
Have done something wrong

How do you tuv what you know

Who known
you axe tslking to mc

What do you Lxxow that think hould knu\v

What should nest

bE
The Interview Questions

SobjxeI porconut txok0omrd

r.xuato

Trrd

Freely infouobon toek or dnnvrtiveunooes

f.teecxdu
PooeunuJrthlkxeee

It
It
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b7E
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b7E

Masking Ike Inte icwers
Iues

II

What cues do ou want to mask and why

Anticipate questions and have satisfactory

answers to minmizb masking
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Collect assessment infoimalien on the subject

of Pieliminaiy or Full bsvestigatims

Assess potential threat to retional security

posed by an individual based on Ibat persons

FBIO4I 988

IH

Il

Summary

Definition

Cl Interview isapJ.onoedaud stnrctueed

conversation with an iddividual designed to

gather information so virfcncc can be

collected dr intelligence elicited that con be

used to stiuOuee of finiher an investigation

ii
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b7E

b7E

II

ACLURM043088



ti

______
Tosnsss

Business people

Scholars

Cslsssal spoon
scicssiflc and others

Individuals and lcgasions

mi______

1t

bi
b7E

bi
b7EPlaces

Things

ii

Personal capabilisics access so others

Academic field

Professional eapersisc

bi
ib7E

Is
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II

bi
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II

bi

b7E
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ALL INfrJRHJION flWLAINED

NEEITh NLAIFIEt EEPT

How do they differ from Criminal

interviews

Interviewees cannot be compelled to talk to

thefflt

Category of
person

interviewed is
generally different from

peraonsnvolved

in routine matters

lull

FBO41 993

PEAflN

SCREJ

What is CI interview

Definition

planned
and

srnionrc4
conversation edihi

as individual designed
tS

gather infonnatied

so evidence can1be cntlcted orintclligcncc

elicited that casle uscdto stnrctum or

further an invcstigatico

What is successful CI interview

It accomplishes Cl interview objectives

The interviewee is willing to lie

recontacted

bi
b7E

It1.1

dr

VIny are Cl interviews conducted

luotential for
far-rLsching

consequences

ceo

Elements ofa CI Intent iv Plan

Preparation

Post-Interview Evaluation

bi
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Preparation

Doing those things that vill make you

ready to conduct the Cl interview

Conduct Research on the

Prcdicatien of the iaterviess

lavcstigattvcazvaoftntercst

Subject

Preparation Initiation of CI interviews

Who wilt know

Daity associates

Subordiltates

Supervisors

Faculty

Neighbors

What this is about arid Why
Dirvcte

The Subject

Laoguagc

Ethoie sod cultural coæuidcrstiensi

flurries

Gesike

habits

Ptysiusl roads

Dieuiy rushers sod rules

Religious CCWheCs

000tuhioo

Is approval needed to iorervicw

.4 usruoaus

Preparation
Initiation ofCI ilerviesvs

CC

Locationmust be determined in the

initial contact stage

Work
Residenc

FBI ncd

Other

IC

ii

DMV
FBI indoor irrubitorghiLS5UR

Criorinst

f.Cerdir

Ftofesrioost publioatiosr/srnuishuons

bE

b7E

CC

II IC

If

Tire Interview Qrrestrorrs

boththe

Questions subject is Itiety to ask sod

Questions

you1waut
tuask

C1i
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TIre Interview Questions

Questions Theirs

Who are you

What are you doing here

\Vhy does thc FBI nant to ttlk to ore

I-tare done somethisg wrong

How do you larow what you know

\Vho knows you are talking to me
What do

you
know that think shaadd knon

What should lio next

no..n.

The
Interview Questions

Questl000ours

Cnonaor.Lnratutyoaakoowrlnot

SHbjrokarrrorrvtaaa

Corroboration ira tout fintnrx4onrs9uoib

nurduraaaaan raunrnrra myaub.rn

Frsiuthut.p

tkntry ned address nonuiotang inromution

faa..r

.4

II

-t

The Interview Question\

Va
Subjeota penaonut bokgnouod

VrIHHtaruOj

ThvaI

F.mi infonantron lorOt fo
pHadoeaavaataesaaa

Lnnss.n

Post-Interview Evaluation

Have objectives been met

n...t1
Was 7ted

Aeqoi_________
Asset pnccntrat

Fna

Communrcatton

Two types of personal comrunication

Verbal

Moo-verbal th majodttof communication

is expressed non-verbally

Yota can identify verbal and non-verbal

cues indicative of interviewees mndset

nod gi display cues too

aun.esra

II

bi

b7E

VaIcommrtnicatiou

II

b7E
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Masking he 1nrviewers Cues

V/hot anon do you to mask and why

Anticipate questions and hav
satisfactory

answers to minimize masking

b7E

lb

14

.1
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Summary

Definition

Ci Interview isa plaonc4 sod structosed

conversation stith an lslividnai designed to

gather infonnatton so csidenee can be

collected or intelligence cIicitd that rim be

usedtostsuesurcoffurtheraninsestigation

b7E

Summary

Elements

Preparation

iewPlanI
biEExecution

post-InleiewEvaluatiJ

III

ii

Summary

di interview Objectives
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