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Managing Counterintelligence

Investigations Operations

DATE O2O92O12 4ugust 20-24 2007
CLAZZIFIED BY 65179 D/STT
PEAZON L4

Monday August ECLAssIr OI D2-O92O37

745 am 815 am Welcome to Counterintelligence

uc
ss4

jITC

ITC

815 am 1000 am Attorney General Guidelines for National Security Investigations

IOffice of the General Counsel

1000am- 1010am Break

10lOam-1200pm Foreign Intelligence Surveillance Aci and Intelligence Oversight

Board Issues

lOffice
of the General Counsel

1200pm- 100pm Lunch

100 pm 250 pm
what to do whenl

SSAI

Validation and

ITC

lb

b7E

250 pm 300 pm Break

300pm -450pm Espionage

ss4 CITC

ALL INFOREATION CONTAINED

NEPEIN IP UNCLAEPIFIED EXCEPT

NPE PHONE OTNEPWISE

FB1042007

ACLURM043107



745 am-8OOam Administrative Issues

910 am 1050 am

SSAI

IA Case Study

ICITC

1050 am 1100 am Break

1100am- 100pm Working Lunch CD Resources

SSAL
SSAF

DSIC/Special Projects

Physical Surveillance

100 pm 200 pm

IRetired SSA Counterintelligence Division

200 pm 210 pm Break

210 pm 310 pm FIGs in the Field

SSA1 IRichmond Division

310 pm 320 pm Break

320 pm 400 pm Intelligence Community Requirements

IA/Rd

4OOpm-4lOpm Break

410 pm 500 pm Overseas Operations

SSAI CITC

Managing Counterintelligence

Tuesday August 21st

Investigations Operations

August 20-24 2007

800 am 850 am

900 am 910 am

SSAI

Break

ICITC
hi

Investigations Operations

FB1042008

ACLURM043108



August 20-24 2007

850 am 900 am

9OOam-95Oam

1050am- 1100am

1100am- 1150am

1150am- 100pm

100pm- 150pm

250 pm 300 pm

300 pm 350 pm

350 pm 400 pm

4OOpm-4SOpm

Administrative Issues

The FBI Counterintelligence Strategy

Retired SSA Tampa Division

Break

Interfacing with the Domain

etired SSA Tampa Division

_______________IRethc SSA Tampa Division

Break

Engaginji in Stratejiic Partners/i zs

IRetired SSA Tampa Division

Lunch

Engaging in Strategic Partnerships

LRetiredSSA Tampa Division

_______________IRetired SSA Tampa Division

Break

Conducting Sophisticated Operations

etired SSA Tampa Division

Break

Identfvin and Investkating the Threat in Your Domain

IRetired SSA Tampa Division

Managing Counterintelligence

iivestigations Operations

Wednesday August 22nd

745 am-8OOam

800 am- 850 am

950 am 1000 am

1000am- 1050am

Break

Domain Contacts

150 pm 200pm

200 pm 250 pm

Break

Understanding the Threat

FB1042009

ACLURM043109



August 20-24 2007

Thursday August 23rd

745 am 800 am Administrative Issues

1lnteracting in the Business andAcademic Domain

Guest Speaker

1130am- 1230pm Lunch

230pm- 130pm

13Opm-14Opm Break

140 pm 240 pm C7lnvestigçitions and the cvber Threat

SS yber Division

240 pm 250 pm Break

250 pm 350 pm Counterproliferation

ss4

350 pm 400 pm

400 pm 530 pm

Break

SSA Roundtable Discussion

Managing Counterintelligence

Investigations Operations

August 20-24 2007

800 am-9SOam

950 am 1000 am

1000am- 1130am

Break

Working withl Ivartners

LTc
ss

SS

17

17

h7E

FDPS page
FB104201

ACLURM043110



Friday August 24th

745 am 800 am Administrative Issues

800 am 900 am Executive Presentation

DAD John Slattery Counterintelligence Division

900 am 930 am Evaluations and Wrap-Up

FB104201

ACLURM043111



70

06

.h7C

07

Counterintelligence Trainin9 Center 7/13/2011

Please complete this form tcI Ko insure
training

credit
is_recorded._______________________

Class Name ________ TR Vitual Academy yes or no

Travel Dates required information

Class Dates

Class Location

Class Coordinator Section/Unit Sponsor
Notes

Last Name First Name Preferred ii Title SSN Telephone Notes

FB104201

ACLURM043112



b6
b7C

MCIOPs 07-02 Auci

Field Offices EC sent to Field Office Candidate Status

USIU Partners

Others wishing to attend

bi

b6

FB104201
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20-24

__________________________________
b7E

FB104201

ACLURM043114



76

76

76

66
676

MCIOPs 07-02 Aug 20-24

Field Offices EC sent to Field Office Candidate Status

1Ile Prtnerq

Others wishing to attend

FB104201

ACLURM043115



Managing Counterintelligence

Investigations Operations

October 29- November 2OO

FBI Attendees Telephone Number

USIC Attendees

James Gayhart

SSA-Section Chief

Diplomatic Security Service

Department of State 571 345-7516

FB104201

ACLURM043116



USIC Attendees Telephone Number

bi

lb

b7C

b7E

Thomas Tyndall

Section Chief

Far East Region

Counterintelligence Field Activity 703 699-7509

FB1042017

ACLURM043117



hi

170

h7E

FB104201

16

170
btE

Counterintelligence Training Center 10/29/2007

Please complete this form tol ure training credit is recorded

ClassName MCIOPS LI 14DV080503

Travel Dates 10/28/2007 and 11/02/2007

Class Dates 10/29 11/02/2007

Class Location

Class Coordinat Section/Unit Sponsor

Notes

Last Name First Name Preferred Ml Title SSN FOlAgency Telephone Lodging

ACLURM043118



Last Name First Nam Ml Title SSN FO CourselD

bi

bo

b20
b7E

FB1042019

ACLURM043119



Rev 01-31-2003

FEDERAL BUREAU OF INVESTIGATION

Precedence DEADLINE 10/24/2007 Date 10/11/2007

To Counterintelligence
Albany Attn CI Program Managers
Boston Training Coordinators
Houston

Indianapolis NE
Jacksonville
Los Angeles
New York
Richmond
San Francisco
Seattle
Washington Field

From Counterintelligence
CI Training Center1 IRm 4634

Contact SSAI
bA

__________________________ b7C

Approved By
b7E

Drafted By fcd

Case ID IPending

Title MANAGING COUNTERINTELLIGENCE INVESTIGATIONS
AND OPERATIONS COURSE 08-01
COUNTERINTELLIGENCE DIVISION
COUNTERINTELLIGENCE TRAINING CENTER
OCTOBER 29 NOVEMBER 2007

DEADLINE OCTOBER 24 2007

Synopsis Advises invited Field Offices of the captioned mandatory
training course

Reference
17

Details Referenced EC mandates the Managing Counterintelligence b7E

Investigations and Operations Course MCIOPS for all Field Office

Supervisory Special Agents SSAI

theIn order to meet this mandate
CDs Counterintelligence Training Center CITC is conducting an
MCIOPS course from October 29 November 2007

FB1042020

ACLURM043120



To Counterintelligence Albany
From Counterintelligence
Re 110/11/2007

The MCIOPS course is foundation for managing CI

investigations and operations It is the supervisory equivalent to

the four-week Counterintelligence Investigations and Operations Course
CIOPS fo SAs newly assicned to CI This course is Drimarily for
those SSAsI_______________________________________________ It is also
considered career enhancing course and therefore acting SSAs and
relief supervisors will not be selected to attend The CIOPS course
is designed to address the CI needs of acting SSA5 and relief

supervisors

Once the field deadline has passed 10/24/2007 this course
will be open to CD SSAs who wish to attend CD SSA5 should follow the

same registration procedures as detailed below and will be notified
of their selection to attend no later than 10/25/2007

The web-based Introduction to Counterintelligence course
located on the Virtual Academy J- Ifor attendance at

the MCIOPS course b7E

The MCIOPS is one-week course covering wide variety of

CI program matters including but not limited to CI investigative
objectives conducting threat assessments CI operational techniques
paperworkI lutilized by intelligence services and briefings
from both FBI Headquarters operational entities and other U.S
Government agencies

The MCIOPS course is neither replacement for nor an

equivalent to the Training Division Management Sciences Unit Field

Supervisory Course which is designed for new field supervisors and

covers administrative matters concerning supervising field office

squad regardless of program

Administrative information regarding this course is as

follows

COURSE LOCATION DURATION

Th MCIOP course will be held ati

IThis one-week course will begin promptly at 745
am on Monday morning 10/29/2007 and will end at 945 am on Friday
morning 11/2/2007 Sunday 10/28/2007 is the designated travel day
for this course This in-servIce will have evening assignments
activities and study sessions and attendees are expected to attend and

participate in all sessions Return airline reservations should be
scheduled for departure no earlier than 100 p.m on Friday afternoon
11/2/2007

FB1042021

ACLURM043121



Counterintelligence Albany
Counterintelligence

110/11/2007

VOUCHERS

Vouchers for travel to and from this conference will be

charged to TR which will be provided at later date Rental
cars are authorized under this TR number

TRAVEL AND TRANSPORTATION

Personnel attending this course should be aware that Dulles
International Airport lAD is the closest airporti

Attendees may fly into lAD or Ronald Reagan Washington
National Airport DCA if traveling by air

ACCOiMODATIONS

Each attendee is responsible for making his/her own hotel
reservations The following hotels have advised they currently have

government rate rooms available

b7E

To
From
Re

lb

FB1042022

ACLURM043122



To Counterintelligence
From Counterintelligence
Re 10/11/2007

ATTENDANCE

Albany

7A

lb

b7C

b7E

As is customary at in-services attendance is mandatory for

all course sessions Absences for reasons of illness and/or emergency
may be authorized by the course directors but other absences must be

approved by the CITC Unit ChiefI Iwho can be reached
at and your Field Office ASAC This requirement is to

ensure the attendee is in an on-duty status and thus protect the
attendees rights in the event of accident or death

REGISTRATION

FBI Virtual Academy FBIVA and FBI e-mail will be the

mechanisms to register for the class CITC requests attendees

complete the following

Complete entry in FBIVA and have your supervisor and

trainillg technician approve training and

Via internal FBI e-mail to ____________________________CD using the subject MCIOPS COURSE 08-01 provide the following
information b6

Official Bureau Name and title
Preferred name for classroom name strip
SSAN
Bureau EOD CI EOD

Investigative priorityes assigned
Cell phone number
Selected lodging site

COURSE LOCATION .AND INFORMATION

Because this course is being held ati leach
attendee will be required to complete non-disclosure statement
Details regarding the location of Iparking facilities
and other arrival information will be provided to each student upon
receipt of his/her registration irrformation

TURK

All of these hotels are

b7C

b7E

FBI042023

ACLURM043123



To Counterintelligence Albany
From Counterintelligence
Re

In accordance with the FY 2008 FBI Investigative
Classifications Guide CI training received is TtJRKed as 11 Since

proper TURK affects Availability Pay Agents should ensure attendance
at in-services is placed in the proper TURK category

MISCELLANEOUS

Appropriate attire for class will be business casual
collared shirts slacks skirts blouses etc

Any employee who is selected to attend this in-service

training and is in need of any reasonable accommodation i.e sign
language interpreter audio loop personal assistant large print b6
materials etc should contacti limmediately upon b7c
selection to attend this in-service to provide them with specific
needs and/or requirements

Questions regarding this course should be directed to the

CITC course coordinator SSAI lat

FB1042024

ACLURM043124



To Counterintelligence Albany
From Counterintelligence
Re 110/11/2007

lb 7A

LEADs

Set Lead Action

ALL RECEIVING OFFICES

All attendees designated to attend this course should be

provided with copy of this communication Attendee will complete
prerequisites for attendance

Designated attendees must confirm their attendance of this

course via e-mail tol las well as complete entry
into Virtual Academy by October 24 2007 Confirmation e-mail should
be titled MCIOPS 08-01 and include attendee information

Any Field Office reOeiving training slot that it knows
it will not be able to fill or knows that it will not need
should notify the CITC as soon as possible so that standby agents in

other Field Offices may be substituted

FB1042025

ACLURM043125



Managing Counterintelligence

Investigations Operations

October 29- November 2007

ALL IIIF PflATI

Monday October 29th

745 am-8OOam

ErLA-Ir ON 14

TI

Welcome to Counterintellkence

ucL
SSAI

ICITC confirmed

bo

1150am- 100pm Lunch

100pm- 150pm FIGs in the Field

ssI II1c1n1ond Division e-mailed

2OOpm-25Opm Intelligence community Requirements

JAJRcI confirmed

b6

b7C

bE

300 pm 450 pm SSA Roundtable Discussion

Guest SSAs e-mailed two confirmed

USIC Partners

800 am 850 am Facility Security Briefing

taff

900 am 950 am

1000 am 1050 am

1100am- 1150am

JAI

JCITC confirmed

confirmed

bi

bo
confirmed

bTh

h7F

CITC confirmed

IC1TC confirmed

SS

SS

FB1042026

ACLURM043126



Managing Counterintelligence

Investigations Operations

October 29- November 2007

Administrative Issues

The FBIS_Counterintelligence Strategy

IRetired SSA Tampa Division

Engaaing in Strategic Partnerships

IRetired SSA Tampa Division

Lunch

Detect Disrupt and Deter the Insider Threat

IRetired SSA Tampa Division

I-

confirmed

1111

3OOpm-350pm

confirmed

Tuesday October 30th

Interfacing with the Domain

745 am 800 am

800 am-9SOam

confirmed

1000 am 1050 am

confirmed

1100am- 1150am

confirmed

1150am- 100pm

100pm- 150pm

confirmed

200 pm 250 pm

IRetired SSA Tampa Division

.etired SSA Tathpa Division

IReti SSA Tampa Division

confirmed
.etired

SSA Tampa Division

FB1042027
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Managing Counterintelligence

Investigations Operations

October 29- November 2007

400pm -450pm Espionage

ssif

ITC confirmed

IA Case Study

CITC confirmed

ITC confirmed

Wednesday October 31st

745 am 800 am

8OOam-95Oam

1000 am -1150 am

1150pm- 100pm

100pm- 150pm

200 pm 350 pm

Administrative Issues

Attorney General Guidelines for National Security Investigations

ffice of the General Counsel confirmed

Foreign Intelligence Surveillance Act and Intelligence Oversight

Board Issues

ffice
of the General Counsel confirmed

Lunch

ssAI____________

ssi1

FB1042028

ACLURM043128



Managing Counterintelligence

Investigations Operations

October 29 November 2007

300 pm 350 pm CD Resources

ssAE
confirmed

Training confirmed

Validation

ITC confirmed

Administrative Issues

Overseas Operations

SSAI ICITC confirmed

Cl Investigations and the yber Threat

Thursdays November 1st

745 am-8OOam

800 am-85Oam

9OOam-95Oam

l000am-lO5Oam

1100 am- 100pm

100pm- 150pm

200pm-25Opni

Working Lunch Working wit/il

r1rtrs

Counterproliferation

ssAI

confirmed

SSA

4OOpm-45Opm

confirmed

Physical Surveillance

SSAI

FDPS page 27
FB1042029

ACLURM043129



Managing Counterintelligence

Investigations Operations

October 29- November 2007

Friday November 2007

745 am 800 am

800 am 900 am

confirmed

9OOam-93Oam

Administrative Issues

Executive Presentation

DAD John Slattery Counterintelligence Division

Evaluations and Wrap-Up

FB1042030

ACLURM043130



EEIN TrrLAIFIEL IEPT

Managing Counterintelligence

Investigations and Operations

May 19 23 2008

Attendees Agency

Robert Hayes Commander Deputy Director USCG-Washington DC

Telephone Number

FB1042031

ACLURM043131



Rev 06-04-2007

FEDERAL BUREAU OF INVESTIGATION

From Counterintelligence
CI Training Center1 IRm

Contact SSAI

Date 04/09/2008

ALL HJFUPflATION CONTAITED

IPEIN IS TJBCLASSIFIED

DATE U2092O12 BY 65179 DIR1JST

Approved By

Drafted By

Case ID Pending

lb

7A

b7C

b7E

Title MANAGING COUNTERINTELLIGENCE INVESTIGATIONS
AND OPERATIONS COURSE 08-02
COUNTERINTELLIGENCE DIVISION
COUNTERINTELLIGENCE TRAINING CENTER
MAY 19-23 2008

DEADLINE MAY 2008

Synopsis Advises Counterintelligence Division and Field Offices
of the captioned mandatory training course

Reference

Details Referenced EC mandates the Managng Counterintelligence
Investigations and Operations Course MCIOPS

In order to

meet this mandate the CDs Counterintelligence Training Center
CITCI

Precedence DEADLINE 05/09/2008

To All Field Offices

Counterintelligence

Attn CI Program Managers
Training Coordinators

4634

FB1042032

ACLURM043132



To From Counterintelligence
Re 104/09/2008

Once the field deadline has passed 05/09/2008 this

course will be open to CD SSA5 who wish to attend CD SSAs
should follow the same registration procedures as detailed

below and will be notified of their selection to attend no later
than 05/13/2008

The web-based Introduction to Counterintelligence
course located on the Virtual Academy 151 Ifor
attendance at the MCIOPS course b7E

The MCIOPS is one-week course covering wide variety
of CI program matters including but not limited to CI

investigative objectives conducting threat assessments CI

operational techniques paperworkI lutilized by
intelligence services and briefings from both FBI Headquarters
operational entities and other U.S Government agencies

The MCIOPS course is neither replacement for nor an

equivalent to the Training Division Management Sciences Unit
Field Supervisory Course which is designed for new field

supervisors and covers administrative matters concerning
supervising field office squad regardless of program

Administrative information regarding this course is as

follows

COURSE LOCATION DURATION

The MCIOPS course will be held ati______________________
IThis one-week course will begin promptly at

745 am on Monday morning 05/19/2008 and will end at 945 am on

Friday morning 05/23/2008 Sunday 05/18/2008 is the

designated travel day for this course This in-service will have

evening assignments activities and study sessions and attendees
are expected to attend and participate in all sessions Return
airline reservations should be scheduled for departure no earlier
than 100 p.m on Friday afternoon 05/23/2008

b7E

FB1042033

ACLURM043133



To From Counterintelligence
Re 104/09/2008

VOUCHERS

Vouchers for travel to and from this conference will be

charged to TR 14JV080504 Rental cars are authorized under
this TR number

TRAVEL AND TRANSPORTATION

Personnel attending this course should be aware that

Dulles International Airport lAD is the closest airport
lAttendees may fly into lAD or Ronald

Reagan Washington National Airport DCA if traveling by air

ACCOMMODATIONS

Each attendee is responsible for making his/her own
hotel reservations The following hotels have advised they
currently have government rate rooms available

lb 7A

b7E

FB1042034

ACLURM043134



To Prcm Couritqrintelligence
Re 104/09/2008 lb 7A

All of these hotels are

ATTENDANCE

As is customary at in-services attendance is mandatory
for all course sessions Absences for reasons of illness and/or

emergency may be authorized by the course directors but other
absences must be approved by the CITC Unit ChefI

who can be reached at and your Field

Off ice ASAC This requirement is to ensure the attendee is in an
on-duty status and thus protect the attendees rights in the

event of accident or death

REGISTRATION

FBI Virtual Academy FBIVA and FBI e-mail will be the
mechanisms to register for the class CITC requests attendees

complete the following before 05/09/2008

Complete entry in FBIVA and have your supervisor
and training technician approve training and

Via internal FBI e-mail to ______________________
ICD using the subject MCIOPS COURSE 08-02

provide the toflowing information

Official Bureau Name and title
Preferred name for classroom name strip
SSAN
Bureau EOD CI EOD

Investigative priorityies assigned
Cell phone number
Selected lodging site

COURSE LOCATION AND INFORMATION

Because this course is being held at al

each attendee will be required to complete non-disclosure
statement Details regarding the location of the off-site
parking facilities and other arrival information will be

provided to each student upon receipt of his/her registration
information

TURK

In accordance with the FY 2008 FBI Investigative
Classifications Guide CI training received is TURKed as 11

lb

lb

b7E

FB1042035

ACLURM043135



To From Counterinte1ligence
Re ____________________f4/o9/2oO8

lb 7A

Since proper TURK affectsAvailability Pay Agents should ensure
attendance at in-services is placed in the proper TURK category

MISCELLANEOUS

Appropriate attire for class will be business casual
collared shirts slacks skirts blouses etc.

Any employee who is selected to attend this in-service

training and is in need of any reasonable accommodation i.e
sign language interpreter audio loop personal assistant large
print materials etc. should contacti

immediately upon selection to attend this in-service to provide
them with specific needs and/or requirements b6

b7C

Questions regarding this course should be directed to

the CITC course coordinator SSAI lat

FB1042036

ACLURM043136



To From Counterintelligence
Re 104/09/2008

LEADS

Set Lead Action

ALL RECEIVING OFFICES

All attendees designated to attend this course should
be provided with copy of this communication Attendee will

complete prerequisites for attendance

Designated attendees must confirm their attendance of

this course via e-mail tol las well as complete b6

entry into Virtual Academy by May 2008 Confirmation e-mail b7c

should be titled 1MCIOPS 08-02 and include attendee information
set forth in EC

FB1042037

ACLURM043137



PEA TIPE HOTIN iafl WI

Managing Counterintelligence

Investigations and Operations

05119/2008 05/23/2008

Monday 5/19 Tuesday 5/20 Wednesday 5/21 Thursday 5/22 Friday5/23

745 am 850 am

Admin/Intro/Security

UCI

MAR61

SSAI

SSAI

900 am 1030 am

CD Executive

Management

DAD Richard DesLauriers

300 pm 350 pm
fni ArirIfrii1

MI

400 pm5OOpm
Domain

745 am 800 am

Administration

800 am 1200

National Security

Intelligence Guidelines

Foreign Intelligence

Surveillance Act

National Security

Letters Intelligence

Oversight Board

AGC Craig King

1200 pm 100 pm
LUNCH

100m-150pm
_____raining

Resources

200 pm 350 pm

Espionage

SS/1_________

Ii
II

400 pm 530 pn1

Undercover Operations

745 am 800 am

Administration

800 am 850 am

Coordinating Cl

Investigations

Overseas

930am

Packing and Dismissal

300 pm- 500 pm

745 am 800 am

Administration

800 am 930 am

800 am 930 am

1045 am 1200 nm

940 am 1050 am

1.100 am 1200 pm
Overseas Operations

1200 pm 100 pm
LUNCH

100 nm 250 nm

9lOam102Oam
Round Table

II
I_I

ii

1200 pm 100 pm
Travel t4

USIC Attendees

1030 am 1200 om

UC

UC

ss4

00 pm2.0 pm

.UNCH4JStore

1200 pm 100 pm
LUNCH

100 pm15Oom

230 pm 330 pm
Cold War Exhibit

330 pm 730 pm

II
I_I

ii

UCI

200 Dm 250 om

SSA IVIicFiaeI Butler

FB1042038

ACLURM043138



Managing Counterintelligence

Investigations Operations

June 22 262009
TffFE NOTtThI flTRWI

Telenhone Number

bi

bc

bC
b7E

Attendees

FB1042039

ACLURM043139



MANAGING COUNTERINTELLIGENCE INVESTIGATIONS AND OPERATION
June 22L26 2009

Last Name First Nam Preferred Ml Title FO/Aqency

bo

b7C

b7E

USIC Partners

bi

b6

bC
bE

FB1042040

ACLURM043140



Rev 05-01-2008

UNCLASSIFIED
TE

FEDERAL BUREAU OF INVESTIGATION

Precedence DEADLINE 06/12/2009

To All Field Offices

Counterintelligence

Date 05/22/2009

Attn CI Program Managers
Training Coordinators

From Counterintelligence
CI Training Centerl

Contact SSA

Approved By

Drafted By ___________________kd

Case ID

Title MANAGING COUNTERINTELLIGENCE
INVESTIGATIONS AND OPERATIONS COURSE
COUNTERINTELLIGENCE DIVISION
COUNTERINTELLIGENCE TRAINING CENTER
JUNE 22 26 2009

Synopsis Advises all Field Offices of the captioned mandatory
training course

Details The Federal Bureau of Investigation FBI National

Strategy for Counterintelligence CI mandates an increased focus
on both the professionalization of the FBI CI workforce and the

training required to establish that professionalized cadre As

part of this training the Counterintelligence Divisions CD
Counterintelligence Training Center CITC has developed and
mandated the Managing Counterintelligence Investigations and

Operations Course MCIOPs for all Field Office Supervisory
Special Agents SSAI

UNCLASSIFIED

b7E

Pending

TA

bC
b7E

The MCIOPs course is foundation for managing CI

investigations and operations It is the supervisory equivalent
to the four-week Counterintelligence Investigations and

Operations Course CIOP5 for SA5 newly assigned to CI This
course is primarily for those SSAsI_______________________________

It is also considered career enhancing
course and therefore acting SSAs and relief supervisors will not

FB1042041

ACLURM043141



UNCLASSIFIED

To All Field Offices From Counterintelligence
Re 105/22/2009 b7A

be selected to attend The MCIOPs course is designed to address
the CI needs of acting SSAs and relief supervisors

Once the field deadline has passed 06/12/2009 this
course will be open to CD SSA5 who wish to attend CD SSAs

should follow the same registration procedures as detailed

below and will be notified of their selection to attend no later
than 06/16/2009

The web-based Introduction to Counterintelligence
course located on the Virtual Academy is _________________I or
attendance at the MCIOPS course

The MCIOPS is one-week course covering w-i

of CI program matters including but not limited toil

The MCIOPS course is neither replacement for nor an
equivalent to the Training Division Management Sciences Unit
Field Supervisory Course which is designed for new field

supervisors and covers administrative matters concerning
supervising field office squad regardless of program

follows
Administrative information regarding this course is as

COURSE LOCATION AND DURATION

The MCIOPS course will be held
lat the FBI Academy This one-weeic

course will begin promptly at 745 am on Monday morning
06/22/2009 and will end at 945 am on Friday morning
06/26/2009 Sunday 06/21/2009 is the designated travel day
this course This in-service will have evening assignments
activities and study sessions and attendees are expected to

attend and participate in all sessions Return airline
reservations should be scheduled for departure no earlier than
100 p.m on Friday afternoon 06/26/2009

UNCLASSIFIED

ety

b7E

for

FBI042042

ACLURM043142



UNCLASSIFIED

To All Field Offices From Counterintelligence
Re 105/22/2009

VOUCHERS

Vouchers for travel to and from this conference will be

charged to TR51DV090517 Rental cars are not authorized under
this TR number Field Office SACs must approve travel by Bucar

TRaVEL AND TRANSPORTATION

Personnel attending this in-service MUST USE Ronald

Reagan Washington National Airport if traveling by air Free
FBI Acadmv bue will be available Please consult the Training
Division Isite for bus times as they are subject to

change Buses will depart from the bus lane in front of Terminal
Please

note that Security at the airport will not allow the buses to sit

and wait for students Therefore the buses will arrive only
few minutes prior to scheduled departure and depart soon
1-1irfi-r

If flight delay occurs which causes you to miss the last

bus transportation to the FBI Academy may be facilitated using
the DAFRE shuttle service FYI Training Division will not
reimburse travel to the FBI Academy by any other means Only the

free FBI Academy bus is authorized Additional information

concerning the DAFRE service as well as costs may be obtained

directly from them at 703-680-0987

FBI Academy Check-In

Training Division personnel will be available from 3pm 9pm
on Sunday June 212009 Arriving students should indicate they
are attending Division 5/Counterintelligence Division course
Student check-in is in an office to the left of the Atrium in

the Jefferson Building If you are arriving after 9pm please
advise as soon as possible so arrangements can be made for late

arrival and badge pick-up

Due to current per diem regulations personnel from WFO and
FBIHQ who attend this course are not entitled to lodging and
meals

Your badae will arant you access to the CITC space entry on
thel

UNCLASSIFIED
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UNCLASSIFIED

To All Field Offices From Counterintelligence
Re 105/22/2009

b7E

ATTENDANCE

As is customary at in-services attendance is mandatory for
all course sessions Absences for reasons of illness and/or

emergency may be authorized by the course directors but other
abence rilust be approved by the CITC Unit ChiefI

Iwho can be reached ati and your Field b7
Office ASAC This requirement is to ensure the attendee is in an

on-duty status and thus protect the attendees rights in the

event of accident or death

REGISTRATION

FBI Virtual Academy FBIVA and FBI e-mail will be the

mechanisms to register for the class CITC requests attendees

complete the following before 06/12/2009

Complete entry in FBIVA and have your supervisor and

training technician approve training and

Via internal FBI e-mail to

CD using the subject MCIOPS COURSE 09-01 provide the

following information

Official Bureau Name and title
Preferred name for classroom name strip
SAN
Bureau EOD CI EOD

Investigative priorityies assigned
Bureau cell phone/blackberry number

MISCELLANEOUS

Appropriate attire for class will be business casual
collared shirts slacks skirts blouses etc

Al recial Aaents are recmired to bring their Bureau issued

weapons

Personal laptops and cellular phone with cameras are not
allowed in FBI space

UNCLASSIFIED
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UNCLASSIFIED

To All Field Offices From Counterintelligence
Re 05/22/2009 b7A

Any employee who is selected to attend this in-service

training and is in need of any reasonable accommodation i.e
sign language interpreter audio ioop personal assistant large

print materials etc should contacti b7C

immediately upon selection to attend this in-service to provide
them with specific needs and/or requirements

Questions regarding this course should be directed to the

CITC course coordinator SSAI__________________________ at

UNCLASSIFIED
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UNCLASSIFIED

To All Field Offices From Counterintelligence
Re 105/22/2009 b7

LEADS

Set Lead Action

ALL RECEIVING OFFICES

All attendees designated to attend this course should
be provided with copy of this communication Attendee will

complete prerequisites for attendance

Designated attep mut- ccnfirm their attendance of

this course via e-mail tol las well as complete
entry into Virtual Academy by June 12 2009 Confirmation e-mail
should be titled MCIOPS 09-01 and include attendee information
set forth in EC

UNCLASSIFIED
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CLA9IFIED FT 9519 DN/STTJ

PEA9FJF

LECLITl 0I j0-H17

LL URIi2LN 92iAiFJ

IPEIJ II uNL.LA9LrIL ECEPT

9tIP E0TI 0TIPJT9E

TI

7E

Counterintelligence Training Center
Please complete this form tol Ito insure training credit is recorded

Class Name MCIOPS t1bVo9Ô5
--

Travel Dates 06/21 and 26

Class Dates 06/22-26/2009

Class Location CITC classroom

Class Coordina Section/Unit Sponsor

Notes

Last Name First Name Preferred Ml Title SSN FO/Aqency Telephone odging Cell

Ic

TI

IUSIC Partners

FB1042047
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ALL INFOPIIATI uI1TAINELH

Managing Counterintelligence

Investigations and Operations

0612212009 06I26I2009

Monday 6/22 Tuesday 6/23 Wednesday 6/24 Thursday 6/25 Friday 6/26

745 am 850 am

Admin/Intro/Security

ss1

900 am 1000 am

CD NatIonal Strateov

1000 am 1100am

_____Irraining

Resources

1100 am 1200 pm
ISection

Acting S______________

1200 pm 100 pm
LUNCH

1OOpm15Opm
Global Section

UI

200 om 50 pm
ection

300 pm 350 pm
Cl Program

Coo dination

SS4

400 pm 500 pm

745 am 950 am

OTD

ss

ss

SIA

IA

1000 am 1130 am

I-OTD

ASC Anthony Gonzalez

1130 am 1230 am

Sensitive Operations

OlD

1230 pm 130 pm

LUNCH

130 pm 250 pm

Undprcovr Unrations

300 pm 500 pm

I.

Ii
I_I

ii

745 am 800 am

Administration

800 am 930 am

940 am 1050 am

1100 am 1200 pm
Coordinating Cl

Investigations

Overseas

1200 pm 100 pm
nch

II II

.J0 nm 200 om

200 pm 300 pm
Counterintelligence

Center Counterespionage

Grouo

300 pm 400 pm
Day in the Life of

Guest Speaker

400 pm 500 pm

Cybpr CI

SS1

745 am 800 am

Administration

800 am 1200 pm
National Security

Intelligence Guidelines

Foreign Intelligence

Surveillance Act

National Security

Letters Intelligence

Oversight Board

AGC Craig King

1200 pm 100 pm
LUNCH

100 pm 330 pm
EsDionacle

40 nm- 500 nm

11 745 am 900 am

1____________

900am

Packing and Dismissal

hi

hi

SSI

FB1042049
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Time block name

Instructor phone

other date confirmed notes

Day Monday July19

start out with table tops will

determine who will cover what

will continue 330

745 800 Admin

800 900 Introduction by CD Execs

Student introductions Course

900 915 objectives expectations

915 1130 Running Cl Squad

1130 1230 Lunch

National intelligence Integration

1230 230 Cl FIG

230

NRO Proactive initiative re cleared

330 contractors

IL

00

uesday July 20 Strategic Partners

900

330 500 cont Running Cl Squad

900

-b

Military panel

NCISI______1100

Army

NCIS

bi

Tb6lb

7E

left voicemail with

3/11/11

1100 1200

1200 100 Lunch

100 300 Civilian Panel_________________

Internal Partners In your Division

300 500 other FOs HQ

Day Tuesday July 21

800 900 Defining Domain

Overall Domain Program

900 1100 Measures for Success

confirmed email confirmation

1100

Identying Presence Foreign

1200 Intelligence Threat

confirmed

designee

1200 100 Lunch

FBIHQ
Sectionsi_______________

100 300 panel

Identying Presence Most

300 500 threatening collectors in Div

FB1042050
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IPy TuØsd
800 1000

July22

Sources/CHS

Recruitments

__Sophisticated techniques

I3roup Group

____spionage related

violations

Case presentation

b6

b7C
b7E

100

do we want another speaker

or car1iandes this block

200

1000 1200

waiting fo

AUSA suggest name

1200 100 Lunch

300 500

200 300 Jndercover ops

800 1000

1000

Running the Squad follow-up

table top scenarios

b6

b7C

b7E

DISMISS

Day Tuesday July 23

Case mentors

FB1042051
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QT/IOC NF 7/13/2011

bi

b7E

bi
b7E

bi

lb

lb

lb
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T/IOC NF 7/13/2011

bo

bC
b7E
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rLAIFIEr

HE

bE

hI

b7E

b7E

2002 Counterintelligence

Strategy

New strategy promulgated August 2002

Federal Bureau of Investigation

Counterintelligence Division

It was first step

Set the bar very high

2002 Counterintelligence

Strategy

What precipitated the 2002 strate2y

Since 19951

What Caused the Problems

West Ho Lee and the Bellows Report

What Caused the Problems

Organizational Culture/Attitude

Those people dont do anything

Using FCI squad as the bench

place for misfits problems

Pulling out good Agents to do real work

No management support

2002 Counterintelligence

Strategy

What did the 2002 strategy do
Created central control

Helped shift the FBIs organizational culture

FB1042054
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II I_I ii

2007 Counterintelligence

Strategy

Builds on the 2002 Strategy

Focuses on the top priority threats
_________

Focuses on changing the behavior of

Focuses on changing the behavior of

Establishes alliancesi

2002 Counterintelligence

Strategy

When Implemented cont

Required aggressivel

It would take several years

If we failed the FBI loses the mission..

Ii
II

ii

2007 Counterintelligence

Strategy

Regionalizes thel Ffforts

Reinvigorates and expands the Insider Threat

Emphasizes proactive
collectioni

Recognizes the cyber threat and integrates the

cyber program

Emphasis on partnerships and information

sharing

Strategic Goals

istrategic goals prioritize resources

and activities

Strategic Goal

Beyond the ability of one agency

Need the cooperation of

Prevent proliferation of WMD its

FB1042055
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b7E

Program Objectives

Success will be reflected in the extent to which

these objectives are achieved with respect to CI

priorities

bi

h7F

Strategic Goal

Prevent the penetration of the U.S

Intelligence Community Government

agencies and contractors

Strategic Goal

Prevent the loss or compromise of Critical

National Assets critical US information

and technology

Strategic Goal

Enhancel

Program Strategies

To meet program goals there are

interdependent performance expectations fo

ateic areas

Strategy Interface

with the Domain

Performance Expectation Visiti land

establish liaison with

FB1042056
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Strategy Engage in

Strategic Partnerships

b7E

Ii I..I ii

Performance Exneetatinns

Asset base provides quality coverage of boti

hreat

Develop operations againsti

Strategy Identify Foreign Intelligence

Collection Objectives Officers Agents
and Operations

Program in place to idehtif

Familiarwith FBI CI collection requirements

Conduct
annuall Fssessmet

Integrate the CI Program with the FIG

Educatel

Strategy Interface

with the Domain

Performance Exuectations

Strategy Identify Foreign

Intelligence Collection Objectives

Officers Agents and Operations

For both Ithreat

1dentifyandundcrstan
in your territory

hdentiffperations rn your territory

snare Inlormanon to en050ce our unowleage

strategy Conduct Targeted
High Impact Operations

____ Against Priority Countiies

Performance.Epectations

A1lPriorityl lappropriately covered

Strategy Detect and
Deter the Insider Threat

Performance Expectations

Reinvigorate the 811 referral policy

Close liaison withl

FB1042057
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Enabling Strategies

The ability to implement program strategies

is critically dependant upon enhancing

Workforcc Expertise

Resource Management

Intelligence

Management Accountability

Workforce Expertise

Training

Continuity

Experience

Workforce Expertise

Training Continuity

Special Agent Proficiency

Advanced training forl

Foster continuity where possible

Workforce Expertise

Training Agents and Analysts

Upon entry into the CI Program

Annual Continuing Education

Workforce Expertise

Continuity Experience

Institutionalize

CareerPath

Agents Agent Managers

Analysts Analyst Managers

FB1042058
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Resource Management Intelligence

Collection

ase

High Quality Analysis

b7E

b7E

Management
Intelligence

Accountability
__________________

Headquarters is responsible for the High Quality Analysis

effective execution of the Program Threat assessment

Strategies and Enabling Strategies Support to CD

Strategic analytical requirements

SACs are responsible for the execution of
Tactical analytical requirements

the Program Strategies within the field
Identification of and CI information for

divisions

dissemination

FB1042059
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Where are we now
___

2007 Counterintelligence

Implementation Plan Build on the 2002 Strategy

b7E

___
QUESTIONS

b7E

Counterintelligence

Strategy

Why should care
Because you came into the FBI to do

something important this is important

The intelligence threat will never go away

If you dont understand strategic issues you

wont understand how to do your job

Strategy is about choices and priorities

FB1042060
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Prevent

Prevent

Prevent

Enhance

bi

LE

Li

CI Program Strategy 2007

IL

IL

bi

b7D

b7E

2008 ThreatBased Issue-Driven Focus

Limited Resources Means Investigations Operations

Prirriti7d Aa2insf-

WMD Proliferation

Espionage

r.iA
tJuIIwIuIuIIoc

11
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tie

ii Shia Islam

Succession Crisis

Divided over who follows Moharnrnad

Shia believe Moharnrnad designated All his cousin and

son-in-law as his successor

All assassinated his second son Hossein died later at

Karbala

Twelver Shia Twelfth Irnarn after Mohammad was not

killed he disappeared and will return on judgrneat day

Irnarn Mahdi frorn al-Mahdi the rightly guided one

SECRtnn

8cE1

bi
bD
b7E

bi

b7D

bE

xl

on

FB1042062
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ORN

Country Players

Deriv
eclassify on

bE

bi

b7D

b7E

ticalPhilosop

Theoretically it is within the constitution to

replace an individual with leadership council

FB1042063
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lb 7A

lb

lb

b7E

SECvedG3Dec1assi
on
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7/13/2011

Detect Disr and Deter the

Insider

Liaison is established with

Government Agency security offi

Provide espionage training to security

management personnel

DtDisr and Deter the

Insider thizt

Provide security briefings to cleart

personnel as in line with resources

Provide indicator training to security

managerial personnel

Diruptand Deter the

Insider

Educate security and

regarding anomalies

Work
witif

Deter the

Insider

Establish method to report ous
activity to the FBI

Remind Government Agencies of

responsibilities under Section 811

Educate Security personnel regarding

security indicators

SISRfJ

DTDISRTA.
DETER THE INSIDE.

THREAT

b7E

b7E

Detect Dis and Deter the

Insider eat

For private industry liaise wit

FB1042065
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DDiItiptand Deter the

Provide riefings to ci

line with resources

eared

peieli

Integratel

DrndDisrupt the

Insider thia
Provide channel to report si
activities

Follow up on all information provided

Provide feedback as allowed

7/13/2011

FB1042066
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7/13/2011

Cl personnel are familiar with the Cl

collection requirements how to obtain

them and use them to gather information

FB1042067

bi

bTh

bi

b7E
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7/13/2011

lb

b7E

Share information with Strategic Partners to

enhance the FBIs knowledge of_________

Icollection objectives and

activities

FB1042068
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7/13/2011

FULLY INTEGRATE NATIONAL

INTELLIGENCE REQUIREMENTS
INTO COLLECTION EFFORTS

FtegtN.aJonaI Intelligence

Requirements into
tQion

Efforts

tratNtionaI Intelligence

Requirements into ottion Efforts

b7E

S64E1T

Fully Integrate tional Intelligence

Requirements into lection Efforts

FtegratNaJonal Intelligence

Requirements into tttion Efforts

Fully Integrate tional Intelligence

Requirements into ttction Efforts

FB1042069
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FntatNaionaI
Intefligence

Requirements into lection Efforts

CI Analytical products are created and

disseminated

7/13/2011

b7E
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7/13/2011

SE

b7E

bi

h7E

bi

b7E

INTERFACE WITH THE

DOMAIN

INTERFACE WITH THE DOMAIN

The Domain

Anything in the territory that could be of

interesil

INTERFACE WITH THE DOMAIN INTERFACE WITH THE DOMAIN

INTERFACE WITH THE DOMAIN INTERFACE WITH THE DOMAIN

Liaison wit

Liaison wit

Liaison wit

FB1042071
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7/13/2011

bE

b7E

b7E

INTERFACE WITH THE DOMAIN

CUTTING EDGE1
Liaison with

Liaison with_____________

Public Source Information

INTERFACE WITH THE DOMAIN

Liaison with

Liaison with

Liaison with

INTERFACE WITH THE DOMAIN

With Strategic Partners Identifvl

INTERFACE WITH THE DOMAIN

THE BUSINESS ALLIANCE

Interface with

Provide relevant threat briefings

Introduce th
Establish means to report suspicious

incidents

Schedule meetings and develop

relationship

FEDERAL AGENCIES WITHI

INTERFACE WITH THE DOMAIN

Liaison withi

INTERFACE WITH THE DOMAIN

Liaison wit

Liaison with

Liaison
withi__________

FB1042072
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7/13/2011

INTERFACE WITH THE DOMAIN

Identify Thel

Why Are They Strategically Important

WhicIjs Interested

INTERFACE WITH THE DOMAIN

With Strategic Partners Identify thel

Why Are They Strategically Important

WhichIIIs Interested

INTERFACE WITH THE DOMAIN

What Outreach Efforts Have Been Made

To Help 1dentifJctivity

UI
b7E

bI

b7E

INTERFACE WITH THE DOMAIN

Public Source Information

Liaison withl
bI

bE

INTERFACE WITH THE DOMAIN

Interface with the

Provide Relevant Threat Briefings

Inquire About Suspicious Incidents

Identify How Suspicious Incidents Could

Have Intelligence Implications

Schedule Future Meetings and Interaction

INTERFACE WITH THE DOMAIN

FB1042073
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7/13/2011

b7E

bi

b7E

b7E

INTERFACE WITH THE DOMAIN

Liaison with

Liaison withi

DOMAIN ENTITY INTERVIEW

WHAT DOES THE ENTITY DO

WHYIS ITA TARGET

WHY DOES IT NEED TO BE

PROTECTED

DOMAIN ENTITY INTERVIEW

Explain the FBIs Cl role responsibilities

and uthority

Explair _________imethodologies

Definel resence

Explaini

Explain the threat to employees who travel

abroad

DOMAIN ENTITY INTERVIEW

Explain

Explain_____________________________

methodologies

Identify the motivational factors of

Point out behavioral indicators of

DOMAIN ENTITY INTERVIEW

Determine the major customers of the

entity

Obtain information concerning thel

Determine thel

DOMAIN ENTITY INTERVIEW

Determine the identity ofi

Determine the numberl lof

_____
Determine the number lof

Determine if

FB1042074
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7/13/2011

b7E

INTERFACE WITH THE DOMAIN

DOMAIN ENTITY INTERVIEW DOMAIN ENTITY INTERVIEW

DOMAIN ENTITY INTERVIEWS

bi

b7E
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Intelligence

Dissemination

Overall Classification of this Presentation

The Dilemma..

How can collectors

identify reportable information

thought the information
AIP

Id never seen it before

seemedtnteresting Thetnformalionwasnew

AN
_____________

Mv suneMR2EqUi EME NTS
iso thoug this

gave it to my analyst

would make for good
and he/she handled it

NT

bi
bo

b7C

b7E

Gaps and Requirements

What is an intelligence gap

ut ionunty jtam/ponsidered
or program managers

normally idenfii intelligence gaps as they compile

and assess information related to

Intelligence Gap Examples

Overall Classification of this Presentation

Gaps and Requirements

Why should this be important to you

The identification of intelligence gaps and the

translation of these gaps into intelligence

requirements are key steps in providing FBI

Agents Intelligence Analysts and the rest of the

community with the best information about the

current and future national security threats

b7D

bE

FB1042076

ACLURM043176



b7E

bE

How do Requirements Fit Into the

FBI Intelligence Cycle
b7E

FB1042077
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b7E

IA provides you withi

b7E

Theres Not Enough Time
The Solution

The Agent/Analyst Relationship Prior to the Asset Debriefing

Familiarize your Intelligence Analyst with

the background access to informationJ

During the Asset Debriefing

Asset provides you with informationi

Post Asset Debriefing

Talking points answered by the asset

should

FB1042078
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b7E

bi

b7E

2007 Sthndiog CI Collection Roqulremento

All prcvJous eluding reqjlrnnwnts un redndcd
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hI

II

I_I
ii

Ill_Ill _________________________________

How does the intelligence cycle

benefit the FCI Investigation

hI

b7E

FB1042081
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bi

b7E

FB1042082

uaIity Standards

wii_

In return you get..

Evaluations of your disseminatedi

USIC counterparts

Asset debrief talking points

Excellent Well-sourceci

Good Well-sourceci

Satisfactory Report contain

Great Resources..

Thel Focus

Focus Newsletter

b7E

lb
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bi
lb

Sources
lb

Metrics and
b7F

bl
b6

lb

b7F

FB104283

ACLURM043183



11

b7D
b7E

FB1042084

EXPYI1MO

Counterproliferation Requirements
ftlO

XPtO

680

ftlO

tD

lo

XIX

Io

FBI Intelligence Cycle

XXX

XXX

Questions or Comments

ACLURM043184
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CI Program Strategy 2007

-J

Ui

LU

FBI FCI Threat Matrix 2008

bi

b7D

bE

bi2008 Threat-Based Issue-Driven Focus

Limited Resources Means Investigations Operations

Prioritized Against

Prevent

Prevent

Prevent

Enhance

WMD Proliferation

Espionage

FItx nrnn

FB1042085
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tKE 7/13/2011

ENGAGE IN STRATEGIC

PARTNERSHIPS

INTERNAL PARTNERS

ENGAGE IN STRATEGIC

PARTNERSHIPS Proactive relationships with other FBI

Divisions

Regional Joint Operations

Regional Joint Threat Assessments

____________________________ ______________________________

ENGAGE IN STRATEGIC ENGAGE IN STRATEGIC

PARTNERSHIPS NERSHIPS

RCIWG ARTNERSHIPS

bi

b7E

ENGAGE IN STRATEGIC ENGAGE IN STRATEGIC

PARTNERSHIPS PARTNERSHIPS

COUNTER INTELLIGENCE WORKING COUNTER INTELLIGENCE WORKING

GROUPS CIWG GROUPS CIWG
b7E

FB1042087
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ENGAGE IN STRATEGIC

PARTNERSHIPS

bi

b7E

FB1042088
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LATE fl

IA

JN

bi
bb

bC
h7D
bTh

IS

SSJ

COUNTERINTELLIGENCE DIVISION

COUNTERINTELLIGENCE TRAINING CENTER CITC

QUANTICO VIRGINIA

CI for Field SSAo

SEPTEMBER IS 2SS9

THI5 BRIEFING IS CLASSIFIED.P

bi

bD
b7E

bi

bTh
b7E

SREZ
FB1042089
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am

am

SIE@REi

7/13/2011

b6

b7C

b7E

COUNTERINTELLIGENCE DIVISION

SPECIAL AGENT
CAREER PATH PROGRAM

Ci SSA COURSE/NVRA
SEPTEMBER 14 2009

UI_____________

The 9/11 Commission 7/22/2004

Adding new domestic
intelligence agency will not

solve Americas problems in collecting and analyzing

intelligence
within the United States We do not

recommend creating one We propose

specialized and integrated national security

workforce at the FBI consisting of agents analysts

linguists and surveillance
specialists

who are

recruited trained rewarded and retained to ensure

the development of an institutional culture imbued

with deep expertise in intelligence and national

security

Presidential Memo to the 1/23/2004

...Create within the FBI specialized integrated

intelligence
cadre including special agents analysts

linguists and surveillance specialists and implement

separate career track program permitting employees

within the intelligence cadre to pursue their entire

career.. This effort shall include the establishment of

specific requirements for training career

development certification recruiting hiring and

selection and integration of the cadre into the FBIs

field
intelligence groups

Intelligence Reform Act of2004 12/17/2004

The Director of the Federal Bureau of

Investigation shall develop and maintain

specialized and integrated national intelligence

workforce consisting of agents analysts

linguists and surveillance specialists who are

recruited trained and rewarded in manner

which ensures the existence .. an

institutional culture with substantial expertise

in and commitment to the intelligence

mission of the Bureau

The WMD Commission 03/31/2005

The FBIs hybrid natuse is one of its strengths In

todays world of transnational threats the line

between criminal activity and national security

information is increasingly blurred.. We believe it is

critical that the National Security Service remain

within the FBI Personnel in the service would take

advantage of its specialized career options but agents

in the service would go through law enforcement

training along with their counterparts in the FBIs

criminal divisions Agents could laterally transfer

between the service and the FBIs other divisions

mid-career

The mission Build more highly skilled agents increase Intel capability

Through structured developmental opportunities

courses Tracked via Virtual Academy Not Really

-lob Øxperiesces

mentoring ad hoc

documents

presentations

proficiency

certifications

Linked to competencies developed in two separate studies

Began designation

Pilot offices began earty 20071

May 2007 EC From Director to All Field Offices

All field agests designated by September 2007

FB1042091
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Current Process Upon acceptance letter ranks preferences
and bio

aheet prepared for eath clasa

selection is based on

components

FB1042092

Special Agent Career Paths IlnndHlin5IC0p0thS0gCe

RNSB lnlel Stage StonoiWo Sthoomreo StaooFour

Recruiting Hieing N.wann1

Initiative BA Career Path Development arid Training

j10110th0003l.000nonaln

1000 opete srcrnosonc.ncncar.orpothhavnbe.cdsl.nrlc.d

.ib.ds0ps5..nM.d.c10Jreqa00eaui00e0clsbgnc4rup0thhvcb..neacchl.d

509.Tv Fields SkIlIsTralnIng coarsesla ..thcth.cgIrnn pathshavnbn.nd.veccp.d.Mfr.lrJngIsOn.gc.irQ

Snro \o Slnrn Theac SPean Foss

b7E

b7

b7F

SA Career Path Development and Training

Uado dwlthaoaetdono

Allen NAT thn tastfronong nornpcnal of oath cocoon p0515 Fold SkSn rincialog FiNd SlAin

Treeing rnalipievvnnll dosanoano-b000d Pthceg toilocod Ia each canonr path

Stage FIeld stolln TnoIaIag donor for each 00000r poll have bonn dnvrlopod

Career Path stage Field SkIlls Training

O______Background Special Agents by Career Path Stage

flflflIfll
-cmnn1griTr

UcdatsdWl0000stdatS
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b7E

FB1042093

Initiative SA Career Path DeveISi%ient and Training

Counterintellioence Staoe Two Field Skills Trainina

Counterintelligence CII Developmental Plan

Cthnn fln II OLn Th II Sthn F.ur

CoutaImelIlceCarerPath

St1pflree

Requirements

AfadCIrnflcIenLfle

On-the-Job

CiTCAdvunoed CoCaCo Unt
Recommendod

CC

TCOI0Tn

____________________
plnterwuodlnterreg.Uun

Coootorosfemtlofermveodgaton
Otben 000riOenCefltui CJTeohaIo.I CapabUItia udApptkatioo

______________ CIDomaJ Operatioon

ACO.p.oiflf.r.of3d.yoemo.nay
.ubstlm.d for en 0d01n004 Coon
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JCLAIFIEL BY B174 LMBBrJ

TM fl2fl92fl

FB1042094

BB

Counterespionage Ut

counterespionageCounterespionage
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L7E

FB1042095
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FB1042096

b7C

b7E

Counterespionage

ACLURM043196



TE
7/.13/2011

The Domain

ss1
Iiounterinteiiiaence ProQram

09/17/2009

bi

b7E

FB1042097
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TE

This presentation is classificd
Information from this presentation should not be

disseminated outside the FBI without prior

FBIHQ approval

rr

bi

bE

Goals and Objectives

To familiarize personnel with

HELP Where do go Why did this happen

Key inhibitors of old policies were

administrative not operational

Fragmented programs having conflicting

policies and data rule sets not designed for

information sharing

Streamllnin Procedures Streamlining Procedures

FB1042098

ACLURM043198
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bi

b7E

Streamlining Procedures

Executives in the Field are capable of

making many decisions currently reserved

forHQ

Disclosure ol

Streamlining Procedures

No more CDC review of serials

No more SSA 60 day file
reviewsi

No alternate case agent needed only co-case

agent

Admonishments

Provided within 90 days of opening
or before first tas ng

Others if they apply Section

Provided
every year

Approval Authorities to Lowest

Levels Where Possible

Approvals Authorities and Delegation

Unless specified otherwise in the manual all

aooroval authorities may be delerated

Approval authorities may be provided by

See approvals worksheet in each Field

Office

Some old rules still nnlvrrJSome old rules still apply..

FB1042099

ACLURM043199
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bi

b7E

b7E

Some old rules still apply..

Buckley Amendment

Reporting

EC if going out of Field Office

Additional Training Issues

Classification

See new classification guidelines

Other issues

FB10421 00

ACLURM043200
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contacts with

interest to

lb

b7C

lb

b7E

Predication for

Lives in building characterized asi

General Manager

Relationship withi

FBI closed case

OIG Review of FBI Handling and

Oversight ol

Unclassified Executive Summary

FBIs
CI Program

Low priority

Focus o4 hold War

Overwhelmed by volume

Understaffed/overworked/regular turnover in

management

Authority delegated to Field

migrated to U.S
___________

Igraduated High Schooll

Objective of

Determine if threat to National Security

Determine willingness to cooperate

FB1042101

ACLURM043201
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PhaseII__________

Limited supervision

becomes

U.S Citizen _________________
FBI Plan hay

Encouraged to flaunt contacts with FBI __________

to flaunt
high-profile status

Phase II

brovided positive feedback on reporting

Affair
withi Istarted

Phasell

August 1982
ire-opens investigation and

ntervews

affair starts

Phase HI

b6

b7C

b7D

b7E

lb

b7C

h7TD

b7E

lb

b7C

b7D

b7E

OIG Finding

Case assigned to inexperienced agent admittedly

not interested in PCI

Closed case without interview indicating can not

interview subject of investigation

Lnal-
onportunity to fill intelligence gap on

for technology

After several interviews

14

Phase ijil

Meeting at HQ agreed to continue operations

issues not
fully discloed

PBIHQ decides to
leti handle

situation but

failed to follow up

FB10421 02

ACLURM043202
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lb

lb

b7D

b7E

Phase liii

IFBIHO SSA requests FBIHO Analyst to

_________________Ibased
on issuesi

Phase IVI

romoted to SSA

Keeps handlind

ASAC
permiti Fo sign out own paper

I- Espionage case opens on

squad ______

IASAC requestsl kenew two agent

exemption _______________

________BI receives information onl

IRetjes

Assumes will be investigated

Did not tell possible investigation

_________
Investigation

FBIHQ uncovers original1

reporting

Investigation begins

Investigation

lb

lb

lb

b7E

b6
lb

b7D

h7F
special techniques authorized

shows sexual relationship

9-11-2001 delays investigation

Aftermath

Ito
every FO

prpcess implemented

FBIHQ oversight ofi

FBIHQI luints created

FBI0421 03

ACLURM043203
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b7E

bi
b7E

b7E

Conclusion

OIG Recommendations

Continue neal Iprocess

Commit appropriate resources

New subsection

Conclusion

OIG Recommendations

Maintaining doc ments passed to and

conversations

Alternate case agen

Limited time ent can

Prohibiting blanket exemptions to rules

TMilstones
Initial Opening Communication

Continuouslyl

Changes/Issues

Types oil IReviews

Primary

Secondary

Enhanced

Done at FBIHQ

FB10421 04

ACLURM043204



Why dowel Isources

7/13/2011

bi
b7E

RESULT

Consider

IN TODAYS WORLD CAN
THE FBI AFFORD NOT TO

EFFECTIVELY MANAGE ITS

STABLE OF SOURCES

bi

b7E

bi

b7E

How Aie IWbo Does

.1 1Review ProcessI us

an ongoing process
done hith in the field and at

FBIHQ

FBI0421 05

ACLURM043205
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-Problems being uncovered

IN THE BROADER CONTEXt
-Are we receiving good return on

investments of time and money
-Are We contributing to overall USIC

rrii iirmnt

What can the Field

Office do to support

the effort

FB10421 06

ACLURM043206



ISH\

7/13/2011

lb

lb

IPr0ss

DOYOU..

Maintain objectivity

Ask how this source is contributing to

Stepsi lean take now

-Qomohiance issues

-Travel concurrence

-Routing communications PLEASE

sendi

lb

b7E

10

FB10421 07
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IS

Send DETAILED documentation to

FBIHQ and contact us with questions

suggestions and requests for assistance

11

bi

b7E

lb

lb

b7E

Why dowel

FB10421 08

ACLURM043208



Le
Counterintelligence Squad Summary

Office

FSL/TSL

Day Priorities

What are your priorities

Describe the traditional threat in your area

Describe thel Ithreat in your area

Are your priorities in line with the national

strategy If not explain

Do your cases address your threat If not
explain

wh illed out

FB10421 09
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when filled out

Day CI Ops/Sources/Strategic Partners/Cross Program
Coordination

Does your CHS base support your priorities

How well is your squad integrated into the

Intelligence Program

Embedded lAs

How do you disseminate intelligence to the FIG

Do you and your Agents understand/know your

program requirements

b7E

when filled ou

FB10421 10
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when filled out

Who are your strategic partners

b7E

Are you meeting regularly with your colleagues in

the office from CT CY and WMD and coordinating

investigations when appropriate

Do you know each others basic investigative

priorities

when filled out

FB10421 11

ACLURM043211



whut
Day Resources

Do you utilize investigative tools in your
operations

How much do you interact with those

squads coordinators

b7E

Day CI Domain

Describe your domain

b7E

en filled Ut

FB10421 12

ACLURM043212



whFout

b7E

Are you aware of the _____________lissues in your b7E

domain

RET
ii fil out

FB10421 13

ACLURM043213



w11edut

Day Cyber

b7E

whe filledo

FB1042114

ACLURM043214



7/13/2011

bE

b7E

CI Stric Priorities Field Office Resource and Strategy Drivers

ci

Field Office

Reviews

Counterintelligence Program
Strategic Resource and Performance Management

17 September2009

Prepared by CD Executive Staff

Strategy Perrormance
SessIon SPS

Field Office and HQ
Performance Driven

Assumptions

MostlAll priorities
correlat

Response to jotinesl Reoirements

Other higli topics

Other mediurri lepics

Operational Support to the IC

iesource management
AllocatIon RMA

FO request additional Agent
cci nrfroncfnrc

FB10421 15
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Operational Support

Programs

COMPASS

Field Agent TURK

Manual Records

7/13/2011

b7E

Counterintelligence Program Strategy

542 Stats Aligned to SMS Objectives 542 Stats Aligned to Inputs and Results

SMSCtJ..PghgM.4IN4JSO.P9akW aInp..1

a4NecoRN

bi

b7E

MS and FD-542

comparingi IOInIdAgntflJRKnnd

FD-542 tn.ti.tk pccompuioflmnt 0110n.d with SMS Objwfllow
All Fld Otflc.s

Mld.yna.r FY 2000

FB10421 16

ACLURM043216



40%

30%

20%

10%

90%

80%

70%

60%

50%

7/13/2011

Comparing Resource Expenditures to Stats

Cl Strtoglo Pdootlo04 Coroporfog Cl ReOoerCo Eaptnd3oros

s4th 542 StetIstlog t5ned to SMS Objectives Inpols end Renolts

Mid-Year FY09 Exr5iiures Against Cl Priorities

Md-Year FY09 endittnslnstCi Priccities

Dn4o9e.condsoot.4FY0jJ4Cc%r040%404ncv1dro.Jdo0tedt7th Fool

I-- I_

Countries bi Fhreat

JURKbYCOOnOY

StTn o54de gooping 01

N/

Tot

TThYC.r
004%

07%

07%

FY01 FY70 010 FY04 0156 FOOt FY07 rote 0054

FOOl FY04 FY04

FY71 0070 FY00 FY04 FY06 FOOt FY07 0104 FY04

n07Ot0

bi

b7D
b7E

Irhreat by Top P0Field Offices

TURK Threat Compatson byl

IFY 2009

Total 56 FIeld Offices RemaIning 52 ReId

Offices

NJ0OFOsvoYo04

TURJ iThreat

by Top P0

100%

80%

60%

40%

20%

0%

4%

Field Office Year

I-

FB10421 17
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_____________________________
SS

11niThitoiic View f1f IrD.542AccomhrnontsinthoTop41

bi
I...........JIIJ RK Historic View

lop 41 ioneyI

MId.Yr2009 bTE

III _____

0% 10% 20% 30% 40% 00% 60% 70% 80% 90% 100%

FY65

FY09

FY05

FY01

FY09

FY01

FY05

Y09 ______________________________ __________
FY01

Y05 II

Y09 II

______________YOl

Y05

Y09

FB10421 18
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b7C

FB10421 19

Q1j//oc NF

Federal Bureau of Investigation

7/13/2011

Intelligence and

intel1igence
Operations

bi

b7E

SEX

Divisions resume initiative

___________ic SSA in Charlotte

Production Areas to think about

ipprova

bi

b7E

ACLURM043219
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Summary

Be very nice to yourl

coordinator

Encourage use of liaison contacts

as part of intelligence base

No need to open everyone

Keep on top of your asset files

File reviews

Quality counts

IT

Any questions
b7E

FB10421 20

ACLURM043220
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This briefing is intended

to

Basic overview of Cl ops from SSAs

perspective

Ops 101

Prtoritios

What to open

Types of cases

Pitfalls Uust FY15..

Admin issues

Your input/experiences are welcome

please chime in

V. ALL INFOflATION flNTAINEP

Every FBI divisions CI program will be different

Threats

Resources

Experience level

ad program
oud cases but what are we

renumbers Its abeut the

Know What Is required but dont let It drleo your
cases

tetermlnewhatyou dowell runwithit

Types of Investigations

Assessment

authorized purpose.

FD-71

30-day reviews

Lead to case or close

Preliminary Investigation

..is or may be..

Full Investigation

.articulable factual basis..

Authorities

Refer to

DIOG

Watch those SIMs

CD Program Guide supplement to

DIOG

Specifics for reporting in CD matters

Talk to the right people

CDC/NSLB

Auditor

UC Coordinator

Counterintelligence

Operations

-.

bE

FB1042121

ACLURM043221
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Espionage

Proliferation

Economic Espionage

Targetingi

Covert influence

Foreign intelligence activities

Things to consider

ThreatsI

Threats capability

Any other USIC focused on threat

10

Case openings

Doeôthecase

Fall within authorities of AG Guidelines

Meet priority

Support thn national strategy

Have some other reason why the case should be

opened

Target of opportunity

Support to other agency or Unison service

Help or harm

If they can help the USIO then identify assess and

talk to thorn

If they can harm the US then ideotify inveatigote

thoroughly and neutralize the thmat

If they can neither help nor harm no sense in opening

case

But might someone else in the USIC be
interested

It

Issue threats

Who can harm me

bi

b7D

b7E

lb

h7E

bl
b7D

b7E

_%

iK
Country threat

investigation

Traditional CI work

Establishments

LIII

Identify foreign power

12

FB10421 22
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Country threat cases

Approach or move on

NFPO NFPO NFPO

13

II I_I ii

Use law enforcement rartners

Lead information

Access to informationldatabases

Admin subpoena is very helpful

More familiar with regulations and

16

hi

Ii I_I ii

Proliferation matters

Joint cases with commercd

18

ZN

11

II II

II I_I

Ii
II hi

laws

Suggestions

/\

FB10421 23
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Reporting requirements and approval
authorities are different

Quarterly reports

Interview approvals

302s

Closing needs HQ approval

Referrals from other agencies what to

open

Jurisdiction especially with military

personnel MOUs
Contact with local AUSA need HQ
approval

Economic Espionage

Needtoshowl Icase

needs to
protect

it

284 Economic CI

Foreign power nexus needed

If none Intellectual Property case

Check reporting requirements

285 Acts of Economic Espionage

Criminal matter

Work with AUSA

IConsiderations.

_______
Lead time to HQI

Manpower intensive especially in small office

Accuracy and minimization reviewl

Files sub-tiles dissems

Volame of product especially computers

Results is it worth it

Databasel ot user

friendly

Know the rules and systems yourself

Not meaning to discourage anyone just FYI..

Systems processes technologies

information critical to US national and

economic security

Not the

saTe
as critical infrastructure

po you hlave any
Fhould advise

Need

Domain coordinator

Key person

Lead for liaison with entities

24

b7E

Espionage matters

19

201

/\

21

Critical National Assets Domain

Joist-use service element

Advise HO of canes involving CNAs

23

sacnEp

FB10421 24
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nut vyonnunus

They gain more than we do but what can

they offer

Share but keep HQ advised

Task Forces

MOUs

Sharing

Important Know who your
riends are and use them

her counterintelligence SSAs In the field

HQ

esk supervisors yes they are on your side

Guidasce us DIOGIPIG

Ideas

hired agents on contract

al advice

ot on an Island ask others for opInIons/help

lithe time

Joint matters

bi
b7E

25

SECRET

25

2a

FB10421 25
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NF

SIECcRtI

7/13/2011

Counterintelligence

Operations and Intelligence

Very similar in nature

Cl program has had the least problems

with Dl initiatives

Been doing it for many years

Complement each other

Keys are

SSAJEM involvement and support

Setting expectations

Not being afraid of the FIG

Two-way etreet both eldes need to help

each other

good Intelligence analyst is invaleable

Intelligence requirements and gaps

Preparing

Updutug

Training

Production

ILl-tM

Treat yuur repurtn people very well

nd debdelinga Asset meetinga

to protect and respect

1st us bA 505 or regular support

them what you want read what
they give

FIG agents and Cl

squad

Can be tremendous value

ForCe multipiler

b7E

b7E

FIG analysts and Cl

squad

Potential leads for your squad

Include in squad/program meetings

Deconflict

Loss of control concerns

socucr

FB10421 26
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Approved by HO
SSA role if you like it tell HO

Read the drafte they represent your program

Make changes er cancel if net of qeality

Operational considerations

Ops take priertty over disseminations bat always

keep disseminalions in mind

Have an IA review cases en eccasion might be

some fergottea Intel in them

Production is important numbers count

CI SSA needs to be involved in

drafting

raluable for

SAC brief

SAPR

Accountability for

agents

Metrics for all to see

Files reviews

Performance plans

Make it clear ahead of time what

you expect

Now its up to them

ii

Counterintelligence has the best potential

or
coordinated efforts with intelligence

Other programs not as well-suited

open to working with the FIG

lysts
are invaluable

to give back to the FIG

T//OC NP

b7E

b7E

7/13/2011

Summary

/\
12

FB10421 27
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TE

WMDD
CounterproIiferirl

Operatios Unit\ /\

SSAI 1/

CI Field SuperLisor Coe
09/16/2009

______

bi

b6
b7C

bE

WMDD CounIn Operations Unit The National

Security

The U.S goyernment has identified 21 countUes.of
which Iran North Korea and Chinaathegreate
concern with the capabilitytoºlther dvplop WMD
systems or acquire export-coitrolled WMF4 nd dual-

use items and sensitive tech ologies

...stealin9
and compromisn bf cIassifiec

non-classified technologies are ccurring at evels

previously unknown

RobretS Mueller XII

3anuary 11 2007

Statement before the Seiiate Select Comniitt

Iettjlle

CPO _____Team

FB10421 29
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CPOUs Investigative Goals

bi
b7D

b7E

bi

b79

bE

FB10421 30
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bi

b7D
b7E

SECRET//NOFORII

CPOU Programs and Personnel

Proliferation Security

Chemical Weapons Cqivention VC
CP Coordinators b7E

CP Field Analysts

Detailees

bi

b7D
b7E

.5

FB1042131

ACLURM043231



Result

bi

lb

bi
h7D

b7E

bi

lb

b7E

What it means

Expectation Management

Proliferatiori Initiative

PSI

Originally launched by President Bush-i3clO3
the Proliferation Securit JnitiÆfieIis an

international agreementdesigned prevent

the proliferation of WMD precursors nd
components

Currently 95 countries JDatticipate in jksi and1

collectively utilize existing ste and

international laws to prevent WMDPp1fertion

National Security Council Oversight c_______

FB10421 32

ACLURM043232



FBI 2009 Engagements with

PSI

May 2009 Operational Experts

SouthAmerican countries

July 2009 PSI workshop Budapest
Hun/

Miami FL and included regi6narbutrea

with

engaged
FiiddIe Eastern countries.1

September 2009 PSI workhopSydney sralia

engaging 10 Asian cqünties

February 2010 PSI Exercise Leading Ed Ab

Dhab IJAE to include Poft and Table

Exercises ________
top

b6

b7C

b7E

bi
b7E

What is the CWC
CWC is an international arms control agreement
that prohibits the developmenpjoucution
acquistion stockpiling tr1ifer and lsŁ of

chemical weapons CW

Ratified by 188 countries

Each country is required to allow inspecfions of

declared CW and precuror facilities

In the US inspection occyr at both military

destruction and storage facilities as well ________
commercial facilities

FBIs Role in CWC

PB is mandated by Congress participate
in CWc liapections_o

US commercial facilities in orderto protect confidentiarbtl0liis

FBI is not required to accompany
Dthemihthfpcis

Department of csmmere DOC the lead for comtrercial

inspections

CPOU coordinates the local FBI geld
dice response atd

participation in CWC Inspections 1%

Less than week notice is giveo fof eacl Inspection

Locai FBI provides an 5A to accompany each DCC inspeçton team nd
provide pre-inspection and

counterinteiPperce

aesnbrie5n
In 2008 there were 19 Inspections at commercial facihties

FB10421 33
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CP coordinators will be cnizant of alongoing
CP investigations in theirfield divisiojas well as

major investigations in Other divisions 11at may
impacttheir area of respnsibility

b7C

Background
In 2007 CPOU established Field CllIkP iproea
Field CP analytical resourc

Over 40 Field Offices

/\

CP IA Mission To haea trained arjdunctiona1/

Field Office analytic cadeJto assist the CCoordinor

UI

Field CP IA Roles and

Responsibilities

Identify trends within Proliferation ietworks

Share CP-related informaio1iots
Share analytical productsNith

other BI /\

components
particuIarly/oher

CP lAs

.Identify new CP-relateraIriing and 5II

acquisition opportunities

CP Coordinators Program

Field nffiee enert in multinle pynort-co tr

CP coordinators will

esta
and mfltain

liaison with the U.S Atto ney
Officd1Or CP /\

matters

CP coordinators will wor losely
with he Cl

Analysts and other Field office nersoijlel in

identifyin

CP coordinators willcoordinate with AMD aid

other field office coordinators on indstry
outreach

I-

CPOU CP Coordinators

bi

b7E

Field CP Analyst Program

II

FB10421 34
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Interagency PInd Coordination

Support the coordination and

synchronization of interdiction activities

across U.S Government

N- W-FZn gnymeelings to faaItate

intenliction coordination

Weekiylnterdctlon Sub-PCC/ZPC

Daily Integration due to co-location

Liaison with policy intelligence mih ry and

law enforcement agencies and releant

Interagency committees

Strategic interdiction planning

Strategicinterdiction Studies/Critical

Technology

Interagency Supplier Denioration

Detailees or Liaioon ofllcerJ

10

b6

lb

Field CP IA Network

CPOU has hosted CP Analytical Conference

to support this program.çQua1i3LJIg7
and Crystal City- August008

Field CP Analysts also retentiy
articiated

in

the MEGA Conference 5aiidia Natio
Laboratory-May 2009

Working with other WMbD
cbmpojntsito iost

CF Conference for FY 2010

FBI Involvement

Expand the range of optioni

ImDrove information sharin
________________________

Coordinate more closely wth omestic coirerparts

for the interdiction and invthtigation of wiq
Counterproliferation Ii

Integrate LEGATS to assist in intØrnatiQpl

interdiction efforts

flhthin rlrliHnnnI nnnlviirrctinnnrtin ases

II

bi

b7E

FB10421 35
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IS\

bi

.b

lb

b7D

b7E

b6

lb

b7E

bi

b7E

11

US Department of State

Directorate of Defense Trade Control

The Department of State Dir orate of so Trade

Controls DDTC is responsi for admini ring the

Arms Export Control Act AEC and its regiltions the

International Traffic in

Armslegulations

The ITAR regulates the exoit of defense aWcfes

defense services and brokeriig aaivities

The FBIs Role

On 11/05/2004 the Attorney General signed an order

clarifyinci FBI criminal jurisdiction in_expo ers

with counterintelligence nexuC

As written the order designates the If81to
take

charge of investigative Wo in matters elating to/

espionage sabotage 5u4vesive activti and

related matters includinLi investigating 7ypoteptia
violations of the Aims pothControlActl the pott
Administration Act the Tradig with-tM -Enem i/Act

or the International ffmŁrgencv Econonic Powers

relating to any foreign couhterintŁllfgenç______

matter
ii

\_
fld28 PtO S4t
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b7E

WMDD/CPtaiee to National

Counterproliferation Center NCPC-lntelligence

and Action Integration AI
SSrI IFBI representative.totheOlPN

National Counterproliferation Center NCPG

Provide counsel and sdvice to NPC senior lea es and

staff to ensure comprehensive lderstandin9 oftfrp
FBIs

ostential to oglimally leverage casbilities agsinsproliferation

Coordinate initiatives related tokle Bl to
includ cçtJtection

analysis counterintelligence CII cdunterterrorisn

enforcement budget and policy levelopment

Manage synchronize and coordinate NCPC essen di activitds

to ensure rnf infnrmtinn rdrdinnFRl

b6

lb

h7E

WMDD/CPOiee to National

Counterproliferation Center NCPC
Intelligence and Action Integration IAI

lb

b7E
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lb

lb

b7E

What to Remember

All yCP cases with .WMD nexus seacoEG
will be opened as 279Q and manageCpqU

51 WIlD nexea I.e chemical bixIxgic5ifii5ical anIle1 jh.ciear

Details specifically mentionedn EC

Difference between WMDD
ayjŁl

CD

CD focuses on foreign inteIhgeæceservices and tfel assets wh

are dedicated to obtaining USnjiiita1ry InteIiigenceoiiticaI

scientific and economic inforhidtion

WMDD/CPOU focuses on provi ing okerabosal apc tctlcaI

analytic support to enhance investigations aneons
against proliferation targets biiId bridges bdWeei ci

community and law enforcement community cotiqter
the

threats posed to US national security by the proljf ratioqdf

WMD their means of deiiveryei erlais

a1d

technQj
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NCIJTF Mission

The National Cyber Investigative Joint

Task Force NCIJTF identifies mitigates

and disrupts cyber threats by coordinating

and integrating the counterintelligence

counterterrorism intelligence and law

enforcement activities of member

organizations

HE

Mission Partners

Federal Bureau of lnvestiaallon

NCIJTF End State

The NCIJTF is an alliance of peers with

complementary missions to protect national

cyber interests

The NCIJTF provides participating agencies

with value-added information in collaborative

environment without directing the operational

or investigative responsibilities of participating

agencies

Operations and investigations coordinated

through the NCIJTF are built upon the

complementary authorities of its membership

Threat Focus Cells

Dedicated teams focused on specific

intrusion sets or problems

Multi-agency representation

Mixed skill-sets

Joint Counterintelligence and

Cyber Investigation

Objectives

bE

bi
b6

b7C

b7E

Is

SECR
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What we should really worry about.

The most complex and at the same time most

effective form of fin formation aggression is

purposeful effect on the process of preparing

decision in states command and control

structures by introducing additional data

disinformation to them

bi

b7D

b7E

bi

b6
b7C

bD
bTE

Joint Counterintelligence

and Cyber Field 0peration

212888 A12IonbIe ln1eIIgene

212868

21268B OpotIOnl OveIopnnt
212888 onnrIdntIflc8on

Z/288B

2/2888

The Old Favorite

2888

2885

2886

2886

2888

2888

2888

2888

2888

2886

1i

-Russian MGen

Questions
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internet Core

bi

bTD

b7E

bi
bE

What is the Threat

The Internet isa system built on trust that users data and applications at

the networks endpoints know and truot one another The Istomet delivers

packets whether they are legitimate or the electronic equivalent of letter bombs

Users trust thot

email is secure confidentiol and reliable

public websites ore trusted

applications are coded from trusted uud authorized veudur or develaper

protocols sod standards are trusted and fair for the beoufit stall

2008 Global Internet Traffic Map

The lntemet Csre ma collection of private

carrier netwurirs that pruvide higher level of

service for the global coverage of the Internet

Significance of Trans-Oceanic Fiber Cables

UI/FOUO Undersea fiber-optic cables form the backbone of the

tntemuttonal telecommunication network and carry more than 95 percent of

intemattsnal voice and data traffic and supply secure high-opeed large-

capacity transmissions for both military and commercial communications
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IETF

lb

hi

b7E

hi

lb

b7C

b7F

Internet Society and the IETF
Regulation of the Internet

The Internet aed its system sf pmtocsls begss ts the 1970s by the U.S

Defense Advanced Research Projects Agency DARPA osd the Natineat

Sciesce Poondolise NSF

No eee ts truty ts chorge of the

Internet new applicotisee tines end

rooters ore added cootiosolly by

thoosends of companies nose of

which reqoire perrnissiso from

anybody end osne of whtch are

obliged to report their activities

Govommeolo ore wrestliog with jsrisdicfoo issoes These will

settle out over the nest decode and increase/decrease freedom

ddve isdostrien to less regoloted Incotions ets e.g gomttliog China

censorship items of type cannot be sold to csosby Von

nOsy etc.

secopRN

NCIJTF Vendor and Telecom Working

Groun

Questions

___
Unctass Email

mailI

IEmaiII____________________
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b7E

b6

bC

Economic Espionage

September 142009

ECONOMIC ESPIONAGE ACT

OF 1996
____

18U.S.C.1831

Economic espionage

Foreign power

18 U.S.C 1832

Theft of trade secrets

No foreign power

ELEMENTS COMMON TO
1831 1832

THE GOVERNMENT MUST
PROVE

The defendant misappropriated information

The defendant knew that the information was

trade secret

The information was trade secret

MISAPPROPRTATION

VERYBROAD TO INCLUDE

Fraud or deception

Altering or destroying

Receiving buying possessing. with

knowledge

CLEVELAND CLINIC

RIKEN

Charges

EEA Taking Altering Destroying

JTSP

False Statements

Conspiracy
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WHAT IS TRADE SECRET

TRADE SECRET IS

INFORMATION WHICH THE

OWNER..

Has taken reasonable measures to protect

And

It derives independent economic value from

not being generally known or readily

ascertainable by the public

TRADE SECRETS MAY
INCLUDE

Financial business scientific engineering

information

Patterns plans formulas methods

prototypes

Whether tangible or intangible

REMEMBER

The information technology

does not have to be high-tech to be

trade secret

ADDITIONAL 1831 ELEMENT

Intend to or knowingly benefiting

foreign government or

foreign instrumentality

EXTRA

Defendant is U.S citizen or PRA

Entity organized under U.S law

Act in furtherance was committed in the

U.S

FB1042144
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Companies often ask

Will Our Trade Secrets Stay

Secret At Trial

18 U.S.C 1835

...the court shall enter such orders

and take such other action to

preserve the confidentiality of trade

secrets emphasis added

ii
U.S HSU 155 F.3d 189

3rd Cir 1998

Third circuit overruled the PA district

court and ordered that trade secrets

shall be confidential

PENALTY

1831 person15 years $500000 fine

$10000000 fine

1832
-person 10 years $250000 fine

$5000000 fine

HOW DO WE GET THESE

CASES

FB1042145

ACLURM043245



lb

TAKE-AWAYS

Must have trade secret to make an EE case

Must have foreign power nexus to make

an 1831 case

Subject does not have to be taking direction

from the foreign power

.1 ks your POC for all matters BE and

IEEPA

FBIHO
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esdence progress

How Scientists View

Law Enforcement

New Survey ofResearchers Tells Us How

to Help the Communities Communicate

By Nathaniel Hafer Cheryl Vos Karen McAllister Gretchen Lorenzi

Christopher Moore Kavita Berger and Michael Stebbins

February 2009

ANECDOTAL EVIDENCE including several high-profile cases of

scientists under criminal investigation has led to the impression

that many in the scientific community hold negative view of

law enforcement.23 While justified in some cases this divide

is serious liability to law enforcement since cooperation and

consultation with scientists aids in threat assessment investiga

tion intelligence gathering and the recruitment of personnel

with specialized skills But before the two communities can solve

this problem with training for law enforcement personnel and

through outreach to the scientific community it is necessary to

get sense of the types and range of views of law enforcement

within the scientific community

Here we present
the results of

survey
of the scientific com

munity conducted in conjunction with the FBI to evaluate the

working relationship between FBI field agents and scientists The

survey was sent to 10969 members of the American Association

for the Advancement of Science betweenJanuary 23 and February

18 of this
year 1332 surveys were completed and the resulting

data produced an average margin of error associated with the total

data set of 1- 2.7 percent complete version of the survey ques

tions is available in the supplemental material Table

The attitudes of scientists toward law enforcement personnel

are not vastly different from those of the general publicFigure A.4

However larger percentage of scientists indicated cooler feelings

towards the FBI than the general public suggesting that these reser

vations are particular to the scientific community and require spe

cific solutions with the scientific community in mind

The results show that scientists hold more favorable feelings

towards state and local law enforcement than federal law enforce

ment However when confronted with specific issues or concerns

the responses
reveal no significant distinction between interact-

science progress How Scientists View Law Enforcement

43

41

43

FIGU RE

Please indicate your feelings towards the FBI

Cold 049 Neutral 50 Warm 51100

General Public n972 21

Scientists Overall n1 332 30

Male n975 32

Female n7357 26

Age 50 n775 30

UederAge5on556 30

High/Med Security n1 99 23

Previous LE interaction n25 36

Chemistry n1 95 30

Earth Science n70 31

Agriculture/Biology/Medicine n648 29

Engineering n97 36

Physics/Astronomy n148 34

36

WarmCold

22

11

11

10

.1 15

24

.1 10

17

47

15

43 11

45

37

Figures and Responses to selected questions from the
survey

the complete list of

survey questions Is in FigureD For Figures and complete explanation of the thermom

eter rating system isis the Methods For Figure responses of very receptive or somewhat

receptive responses are labeled warm responses of neither receptive nor unreceptive are

labeled neutral and very unreceptive oroomewhat usreceptive responses are labeled cooL

For Figure scientists were asked this question in an open-ended formatand were allowed to

list multiple suggestions
At result the percentages do not sum to 100
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ing with the FBI or with law enforcement in general Generally

speaking working in specific scientific discipline has less effect

on an individuals view of law enforcement than demographic

factors Instead trends suggested that male scientists and those

over 50 years of age have more positive attitude towards the FBI

Figure It should be noted that those scientists holding high

or medium security clearancesand therefore arguably more

likely to have firsthand contact with federal agentshad the high

est level of warm views 47 percent and the lowest level of cool

views 23 percent toward the FBI of any cohort covered in the

survey The survey also revealed that scientists are receptive to the

idea of discussing their research with other scientists 93 percent

interested members of the public 87 percent and journalists

72 percent but are markedly unreceptive to sharing their work

with law enforcement federal 36 percent state 34 percent
local

33 percent Figure

li_

Perhaps the most striking of the results is the indication that

scientists are suspicious of the FBI and feel that they do not work

well with the scientific community Some scientists who had pro

fessional interactions with law enforcement reported that they had

been questioned about the
purpose

of their international travel

asked to spy on their foreign colleagues and in one case had

computer confiscated and searched Specific concerns include

the belief that law enforcement does not understand their work

76 percent the belief that law enforcement is more interested in

restricting research for security purposes than they are in the sci

entific value of the work 71 percent that law enforcement has an

overzealous approach to security issues and an interest in censor

ship 63 percent and the fear that law enforcement will restrict

the publication of some research 55 percent

Scientists expressed clear preference to leave the monitoring

of science to familiar authorities rather than law enforcement Fig

ure illustrates that most scientists find it acceptable for familiar

authority such as an institutional biosafety committee 64 percent

institutional review board 63 percent the head of the department

70 percent or government funding agency 60 percent to play

role in monitoring research In contrast there is resistance to FBI

14 percent favorable state law enforcement 13 percent favor

able local law enforcement 11 percent favorable private secu

rity iipercent favorable or campus police iipercent favorable

playing any role Despite this reluctance to be monitored by law

enforcement scientists were not completely unwilling to interact

with authorities in certain circumstances The survey asked scien

tists to consider different circumstances where they might be asked

to interact with the FBI and evaluate whether they felt the reasons

for contact were good or bad Figure

Almost all respondents 93 percent felt that requesting techni

cal expertise in particular area ofscience was an excellent or good

reason to be contacted and 80 percent agreed that aiding in an

ongoing criminal investigation was an excellent or good reason to

work with law enforcement However the survey revealed that sci

entists are generally concerned that they would be asked to moni

tor the activities of colleague which 67 percent felt is not legiti

mate reason to be contacted by the FBI Understandably scientists

looked unfavorably on any role that law enforcement might have

which interferes with research 57 percent funding 52 percent

that invades privacy such as reading personal emails 62 percent

or provides any role for law enforcement to interpret legitimate re

search as potential public safety risk 61 percent

Although some level of suspicion or distrust toward the FBI

exists within the scientific community it is interesting to note

that only 15 percent of the surveyed scientists indicated any per

sonal past coztact with law enforcement agents in professional

capacity The general view of these scientists towards the FBI

was not significantly different from the views of scientists overall

Figure however they are more comfortable reporting sus

picious activity to the authorities Seventy-one percent of those

.1
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FIGURE

How receptive would you be to sharing the details of your research

with each of the following individuals

93

87

12

cold Neutral Warm

Academlc/non-pro5t scientist

Private citizen

Journalist

Regulatory agency
official

Federal LE officer

State I.E officer

Local I.E officer

Agent from Intelligence agency

is

72

63

3635

36

38

42

33

34

FIGURE

How do you feel about each organization or individual playing role

in monitoring scientific research

70

Warm 511001

13

11

13

17

24

64

63

Cold 049 Neutral 50

Head of your department

Insti Biosafety Committee IBC

mutt Review Board IRB

Government funding organizations

Private funding organizations

FBI

State level I.E

Private security

Campus police

local I.E

Immigration official

50

69

71

70

73

75

83
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who had previous interaction with law enforcement indicated

that being contacted as reference for foreign student or re

searcher was good or excellent reason as opposed to 58 percent

of those who had not It is likely that this is result of previous

experience since 30 percent of survey respondents reported that

their
past interaction with law enforcement was in regard to visa

or security clearance for themselves or colleague Nonetheless

the low percentage of scientists with previous law enforcement

contact suggests
that many of the attitudes of distrust are based

upon stereotypes rather than actual experiences and that these

perceptions have led to an elevated level of suspiciousness that

law enforcement will have to overcome in the future Together

the results show that despite expressed suspicions of the FBI and

opposition to law enforcement monitoring research scientists

are willing to aid law enforcement in certain situations When

asked in an open-ended context about what the FBI could do to

improve relations with the scientific community no single solu

tion emerged Figure common suggestion from the respon

dents was to set up an appointment and approach the scientist in

professional manner Respondents also stated that it would be

beneficial for authorities to first contact the individuals depart

ment head or supervisor and initiate contact through an institu

tions official channels

By taking steps to address suspicions early in any
interaction

and by treating scientists respectfully and professionally law en

forcement representatives are more likely to build foundation

of respect with their interactioi and displace existing hostility

Perhaps the single most important step would be to adopt simple

procedures for an introductory phone call email or letter that

clarifies the specific purpose for the meeting and details what the

agent hopes to gain from the interaction To ease the concerns ex

pressed by scientists regarding their collaborators or their privacy

it is imperative that an agent establish clear boundaries about what

they plan to do and plan not to do in any interaction Being clear

about the purpose of the meeting should alleviate suspicions and

increase the likelihood of full cooperation

Many scientists indicate that an understanding of science by

an agent
would ease their suspicions and therefore it may be help

ful to increase the scientific literacy of law enforcement agents

Among researchers who felt that an official from law enforcement

understood their work 81 percent were receptive to helping in

criminal investigation while only 63 percent of researchers who

felt that law enforcement official did not understand their work

were receptive to helping From this we conclude that scientists

are most comfortable talking about their work to others that dem

onstrate familiarity with scientific concepts possibly because they

are less concerned that their work will be misunderstood

Our survey shows that scientists share many of the common

stereotypes held of law enforcement by the general public More

interestingly it elucidates some issues that are specific to the sci

ence commun.it such as general expressed reluctance to discuss

research with law enforcement despite an expressed willingness to

science progress How Scientists View Law Enforcement

61

F1GU600

List of responses from scientists answering the questionThere are

many reasons that an FBI agent might want to talk with scientist

For each of the following please indicate whether you believe it is

an excellent good fair or poor reason for an FBI agent to approach

scientist

Poor Fair Excellent Good

To request technical ______________________

expertise in particular area

of science or technology

To aid in an ongoing

criminal investigation

To aid in an ongoing

terrorism investigation

To interview the scientist because

they are listed ass reference for

foreign student or researcher

To help safeguard it from

theft by potential terrorists

To clarity the nature of

the scientists research

For the evaluation of

thu scientistss research usa

potential public heaith risk

For the evaluation of

the scientistss research usa

potential national security risk

To evaluate ifs scientists work has

possible alternate applications that

might constitute security risk

To assess intellectually property

rights issues related to the

scientistss research

To inquire about the activities of

one of the scientists colleagues

who Is not an American citizen

To inquire about the activities of

one of the scientists colleagues

who is an American citizen

20

2u

47

52

FiGURE

What can LE do to improve relations with the scientific community

Percentage of respondents

State goals and motives upfrsnt

improve scientific literacy

Be lest adversarial/more respectful

Form relationships within community

Try to understand and respect research

Problems at higher levelDistrust administration

Nothing

Other

Dont know __________________
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share expertise to aid in criminal investigations Increasing scien

tific literacy among law enforcement personnel who work with sci

entists maybe one important avenue to ensure strong relationship

and clear communication between the law enforcement and sci

ence communities The consequences of allowing discord between

law enforcement and scientists to linger affect public safety as crim

inal terrorist and national security challenges become increasingly

technical and close collaboration with the scientific community

becomes even more essential We hope to apply the lessons learned

in this survey towards improving the training and awareness of the

law enforcement community in their interaction with scientists

the time period 1332 surveys were completed and the resulting

data were analyzed The data were statistically weighted to be pro

portionally representative of the scientific disciplines of the AAAS

membership The margin of error associated with the total data set

is /-2.7 percent

Thermometer rating system Two survey questions asked re

spondents to indicate their feelings towards particular person

organization or situation using thermometer system
In this

type of question respondents give their response as any
number

between and 100 with 100 being very warm favorable feeling

and being very cold unfavorable feeling and 50 meaning not

particularly warm or cold

METHODS

THE SURVEYThe Federation of American Scientists in collabora

tion with the Federal Bureau of Investigation and Green1erg Quin

Ian Rosner Research developed survey to gatherbaseline data on

the prevailing points of view of scientists towards the law enforce

ment community The survey contained mix of multiple choice

and open-ended questions
In collaboration with the American As

sociation for the Advancement of Science the survey was distrib

uted to 10969 AAAS member scientists over four-week period

betweenJanuary 23 and February 182008 AAAS members were

selected if they had functional email address and had identified

their primary field of study as biology chemistry physics earth

science or engineering Emails contained link to secure website

where members could answer the
survey questions At the end of
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TABLE

Complete list of questions asked in the survey

Question Please Indicate
your feeflngs toward the following people and organizations seth 100 meaning VERY WARM FAVORABLE feeling meanIng VERY COLD UNFAVORABLE feeling and 50 meaning not particularly

warmor cold You can useany
number from to 100 where the higher the number the more favorable yourfeelingnare toward that person or organization

Local law enforcement Institutional Review Board IRS

State level law enforcement Campus police

Federal Bureau of lrsvesrigarion FBI Headofyoarduparrment

Institutional BiosufetyComwistee IBC Privare grantmakirig organizations

Department of Homeland Security OHS Government grantmakrng organizations

Private security such as those found at private research centers

Question 2.The following people and orgarrizorions tin ght have some role In monitoring ocienrific research under certain circumstances Please indicate your feelings about each one having rosen role In monitoring scientific

research endercertain circumssancenwith 500 meaning aVERY WARM FAVORAsLEfeeling meaning aVERY COLD UNFAVORABLE feelingand SO meaning notpurricularlywarm orcold.You can use any
numberfrnm to 100

where the higher the number the more favorable your feelings are toward that person or organization having some role in monitoring scientific research under certain circumstances

Local law enforcement Insriretional Review Board IRB

State level law enforcement Campus police

Federal Bureau of Investigation FBI Head of your department

Institutional Biosafety Committee IBC Private grantmaking organizations

Department of Homeland Security OHS Government gransmaking organizations

Private security such an those found at private research centers

Question From time to time Individuals other than your immediate colleagues might be Interested in theWoskyou do Please indicate how receptive you would be to sharing details of yoarworkfor each of the following

Federal law enforcement agent State level politician

State law enforcement officer Federal level poliriciarn

Local law enforcement Private sector ncienrist

An official from regulatory agency Public sector scientist

An agent from an intelligence agency Academic/non-profit scientist

Corporate executive in related industry Ajournalist

Private citizen wtth an interest in 5clence

Question 4There are many reasons that an outside authority might want to talk to you in your role asascienrist For each of the following please ndicate whether you believe it san excellent good fair or poor reason loran

outside authority want to talk to you Escellent Good Fair Poor

Intellectual curiosity about your area of research

To evaluate research grant you have applied for

To assess issues surrounding an intellectual property case

lobe evaluated by an Institutional Review Board IRS

To have government regulators evaluare the research usa potential public safety risk

To have law enforcement evaluate the research usa potential public safety risk

lobe shared with law enforcement to aid in an ongoing criminal investigations

lobe shared with law enforcement to aid in an ongoing terrorism investigation

To be evaluated by an Institutional Brosafery Committee IBC

To have lawenforcement evaluate if the research is potential target of theft of foreign intelligence agencies

Question Now you are going to see some pairs of statements about working with SPLITA Law enforcement officers SPLIT FBI Agents who sometimes need to talk seth scientists iu the course of their duties After read

ing each pair of statements please indicate whether the PIRST statement or the SECOND statement comes closer to your own view even if neither Inexactly right FIRST statement STRONGLY FIRST statement NOT SO

STRONGLY SECOND statement NOTSO STRONGLY SECOND statement STRONGLY trust them OR lam aurpicious of them

believe that they are on my aide OR believe they are working against me

They understand my workORThey dont understand my work

Theyworkwell with the science communiryORTheydo nor workwell with the science community

Theyare primarily interested in the scientiOc value of mywork ORThey are primarily interested In restricting my work for security purposes

Scientists working closely with law enforcement agents is good for the scientific community OR Scientists working closely with law enforcement agents
is bad for the scientific community

Some science needs robe kept under right security and not released to thu pultlrc for saferyor security reasons OR All science should be mode open to the public once It
in readyfor publication

More security equals more censorship OR More security does not equal more censorship

Question 6There are many reasons thus SPLITA-a lawenforcement officer SPLIT B- art FBI agent mlghtwant to talkwith tcientrst.For each of thu following please indicate whether you believe It is an exceilurnt goodfalr or

poor reason for SPLIT law enforcement officer SPLIT B- an FBI agent to approach scientist Excellent Good Fair Poor

To cIarif the nature of the scientists research

For she evalaation of the scientists rereurch usa potential public health risk

To assess larellecrual property rights issues related to the scientists research

To aid in an ongoing criminal investigation

To aid lean ongoing terrorism investigation

To
request technical eopertise in particular area of science or technology

To Interview she scientist because they are listed as the sponsor of foreign student or researcher

To evaluare if scientists work hat possible alternate applications that might constitute security risk somotimus calleddual-useresnatch

To help safeguard is from theft by potential terrorists

To inquire about the activities of one of
your colleagues that

is an American citizen

To inquire about the activities of one of your colleagues that is not an American citizen

For the evaluation of the scientists research as potential national security risk

Science progress How Scientists View Law Enforcement
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TABLE continued

Complete list of questions asked in the survey

Question Suppose you
received

message
Shut SPLITA- Lawenforcementof6cer SPLIt B- FBI agent wanted to speakwsth you rnyourcapacityasa scientist Formunypeople this might raise some concesnsaboutwhythe LE

officer/Agent would waut to contact them Please indicate how concerned would you be that the LEofficer/Agertt would. Very concerned Somewhat concerned Not too concerned Not at all concerned

Read your personal emails

Ask you to monitor the activities of one of your colleagues

Investigate immigration issues related to you or one of your colleagues

Interfere with you conducting your research

Misinterpret your research usa potential public safety risk

Misinterpret your international travel as evidence of illegal activities

Stop you from publishing your research

Interfere With your research funding

Embarrass you in the eyes ofyourcolleaguus

Question you saw something suspicious happening in yourworkplace that wade you concerned about potential threat to public safutywho would you feel comfortable reporting to

Your department head federal law eufoncement officer

Your immediate supervisor local law enforcement officer

An institutional safety committee state law enforcement officer

Public safety/security officeraffihiated with your institution An institutional review board

OtherSpecify

Question Have you or any of yout colleagues ever been approached by SPLIT member of law enforcement SPLIT an FBI agent to discuss something refuted to your work usa scientist if yes Ploase describe the

citcumutances underwhich you were approached bySPLITA memberof law enforcement SPLIT 8-an FBI agent to discuss aomething related toyourworkas scientist

Question 10 What is the best way or SPUTA Law enforcement officers SPLIT FBI Agents to contact scientist

Question it What could SPLIT member of law enforcement SPLIT an FBI agent do to Improve relations with the ciunrific community

Question 2Whut could scientists do to improve
relations with the SPLIT law enforcement community SPLIT 8the FBI

Question 13.Wisat is

your gender

Male Female

Question 14 In what year were you born

Qsestlon 5.Which of the following best describes thu current stage of your career

Undergraduate Laboratory technician

Graduate student Academic stuff scientist

Post doctorate Lab manager

Primary Investigator Retired

tndusrry scientist

Question 16 Please indicate how often you work with foreign nationals in you capacity ass scientist

Often Never

Sometimes arts foreign national

Rarely

Qsertion 17 Please indicate the highest biosufety level BSL work environment you have worked in

BSLt BSL4

BSL2 have never worked in facility with biosafesy levels

BSL3 Idont know

Question 18 Please indlcatewhich of the following materials you workwith In your capacity as scientist

Animals Fxplouive corrosive or otherwise tosic chemicals

htruses Radioactive Isotopes

Bacteria Select agents

Fungi Nuclear material

Human subjects None of theabove

Question 19 Please mask the
category

that best describes the sector you are employed in at scientist

Academic Military

Government but not military Private sector

Question 20 Please indicate the level of uecurrtyrn your current workpluce

High Military level security

Medium Secure facility picture ID required for access armed guards

Low Restricted access to facility some security personnel presence

Minimal Basic locks on doors no restricted access to facility

scence progress How Scientists View Law Enforcement
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Assistant Inspectors

b7E

b7E

Inspection Reconstruction Project

Inspection Division

Inspection Reconstruction Project

in Prior emphasis on Field Offices

Fixed Schedule

in New focus Risk Based

National Program Reviews

Risk Based Field Office and Legat Inspections

National Program Reviews

in Entire Program National Perspective

3-Phase/I 20 Day Process

Top Down

Observations/Recommendations

National Program Review

in Phase

Broad overview of program

Broad Overview

The program is first evaluated at the

macro level via two-week examination of

The evaluation utilizes specifici

have been approved by the substantive division

at FBIHQ

Surveys

in Climate and Leadership Surveys for

substantive division managers are

compiled and analyzed by IAU

The analysis is provided only to the

Inspector in Charge

Leadership assessed as High Medium or

Low
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Additional Surveys

Li Based upon the initial overview

program employee surveys are

designed

Field employees working in the program

FBIHQ employees

Focused Review

Focused Review Phase II HQ Interviews

uConduct interviews at FBIHQ

Phase III On-site Review

ii On-site reviews of the relevant program in

Inspectors Report

El At the conclusion of the program review in

depth analysis is completed

ii rrf iQ nrrrr1 and to the
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Risk Based Field Office

and Leqat Inspections

ii SAPR 2.0 is the cornerstone

Fully automated data

vi Completed each July to cover the period Oct

Jun 30

Current Buded 7/27/2009

vi In late Summer each substantive division will

grade the SAPRs for all Field Offices Legats

The SAPR

Eleven Dimensions of Investigative Program

ImpaCt

INSPECTION RISK ASSESSMENT MATRIX tRAM
SAC EPPA REVIEW Background

At the request of Deputy Director Pistole on September 2005 the

Inspection Division launched 30 day review of the existing mechanisms

for evaluating SAC performance

The specific goals of the SAC EPPA Review project were as follows

Summary Composition
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bb

b7C

TLI

Inspection Reconstruction Project

inspector

Inspection Division

EPPA Workflow Process Aug-act

Phase Ratings for EPPA components developed by

Legat Program Team Leader Questions and Comments
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ft
Hazardous Materials Response Teams Unit

Hazardous Materials Science Response Unit

Hazardous Materials Operations Unit

Supervisory Special Agents HazMat Officers HazMat

Specialists Paramedics Scientists and

Field HMRT Personnel

/Vflfl7
Establithel-in 1996

Concept of Operation
Mission

Provide technical scientific crime scene and safety

response suooort to FBI Investigations involving Hazardous

Materiall

Established by USG policy as primary USG civilian response

team for

IftØlLigence/Sensitive Site Exploitation Missions in support

\of FBX Operations

7711i11$

Response Program combines

FBI Supervisory Special Agents

Career Professional CBRN Scientists

Professional Operational HazMat Officers

bo

b7C

b7E
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b7E

International Operations

the

Operational Mission Examples Special Event Mission Examples

Hazardous Materials Response

Teams Unit

Unit Chiefl

Regional WMD Program

Management

Hazardous Materials

Response Teams

opQratlonal Site

Man4nient
cimescene and Forensic

rajnifig

NatiIal WMD Operational

SSY

UdaV.4caOeU.ONt

HAZARDOUS
1ATERIALS RESONSE

TEAMS
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Unit Chief Dr.l

Operational Scientists to support

FBI WMD missions

WMD Scientific Evaluations

WMD Evidence Collection

piptocols
plans and operations

ntftf6nlPohcy
Aàboratfl Response Network

rnlrfg

Chemtitry

ological Crime Scene

Mlcrbiolcgy

fljIJ

Hazardous Materials Operations Unit

A/Unit Chiel

Operational sarety

Escort Operations

HazMat Paramedic Program

Communications/Logistics

HazMat Robot Program

Technical Operations

Confined Space

Response

Hazardous Materials Science

Response Unit

bC

b7C

Special Operations

Deep Confined Space missions

Confined
space

and
rope

Pneumatic shoring trench operations

Hydraulic and
gas cutting systems

Air bag lifting systems

Structural shoring

Utility Control

Risk Based

What is reasonable and

appropriate

Inherent Conflict

JflflhJHIIltul\

Risk Based Response

consensus opinion on protective levels

Based Upon

Intelligence
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Intelligence

Does the Subject have access to materials

.Doesthe Subject have the knowledge to

use the materials

the Subject have behavioral profile to

materials

Subject used the materials before

nswer is yes to any the risk goes

Observation

Are there any containers visible

What type Solid liquid or gas storage

Are there any visual audible or olfactory

clues

animals dead/alive in the area

ffiere signs of use of Personal

edEve Clothing

HazMat Program

Support to CI Cases

What can we do foryou

b7E

Experience

Need personnel experienced in Hazmat

Science

Can compile Intelligence and Observation

components to give realistic threat level

IwAbteto identify potential risks based on

siations
interpret readings from Detection

J.Fvhitoring
equipment
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Santa Claus is Coming to Town

Situation

Numerous residences

during the Amerithrax

investigation needed to

be covertly searched

public interest

T1eatf exposure to

ac/I/Us ant/irads

s.a.otu..osy

Others

Vehicles

Residences

St Paul MN

Chester PA

FB1042161
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Hazardous Materials Science Response Unit

Federal Bureau of Investigation

Laboratory Division

.2 %jOperationÆl Response Section

FB10421 62
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FBI LABORATORY DIVISION

Operational Response Section

lb

lb

h7E

FBI LABORATORY DIVISION
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bD
b7E

CD SMS Measures

Some of the CD SMS Measures are direct

reflection of programmatic activity at the field

office-level

Example One of distinct Cl gaps addressed

through analytical products P6.a

Example Four 01 Special Agent UI worKtorce who

are rated Proficient T2.aSE

bi

b7E

National Counterintelligence Program

What You Need To Know

Counterintelligence Division

SN

What You Need to Know

FBIs National Strategy for Cl 2007-2010

CD Strategy Management System SMS Map

CD SMS Measures

Cl Program Operations Plan 2008-2009

Cli Irhreat Program Guide

Cl Strategic Resource Performance Analysis

FBIs National Strategy for Cl 2007-2010

Issues

Counterproliferation

Ccunterespi9naoe

Protection ofi Assets

CD Stratev Management System Map

Example One otlict Cl gaps addressed through

analytical products
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b7E

Example Four of Special Agent CI Workforce Who are

Rated Proficient CI Program Operations Plan 2008-2009

lodpd1df The Counterintelligence Program Operations

Plan for 2008-2009 focuses on the priority

issues and countries of the FBIs National

Strategy for Cl and sets out courses of action for

CD and field offices

The Operations Plan identifies overriding

threats delineates core questions or gaps in our

knowledge and issues targeting directions

It de-conflicts guidance that would otherwise be

provided individually to the field by each of the

CD operational sections
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Cl Strategic Resource

Performance Analysis

CD has been reviewiri the alignment of Cl resources to

Cl strategic priorities since mid-FY 2007

Recently CD has begun to review the alignment of Cl

FD-542 statistical data to CI strategic priorities
with the

intent to compare with the resource alignment as

measure of performance-bsed budgeting

CD has alignment of both Cl

rpc1mPs nd Fp-542 statisticaFdatatoCTI

threats

All of these initiatives are measures of performance arid

rely upon the Cl classification structure

Therefore when field office personnel are TURKing
expending resources aridlor claiming FD-542 statistics

it is critical to be comprehensive and accurate when

selecting
Cl classifications and statistical categories

Example of Cl Field Agent TURK Aligned

__________________lThreats

Thata

7/13/2011

Example of flircesAligned

to Cl Strategic Priorities

QYO9ExpeuresAgClPioiW

bi

b7E

bi

b7E

lb

lb

b7E

SE

Contacts

ISC Chris Woiwode 202-324-1714

FBIs National Strategy for Cl 2007-2010

CI Program Operations Plan 2008-2009

ci Irhreat Proçram Guide

INASC
CD SMS Map Measures

CI Strategic Resource Performance Analysis
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Program Manager

ssPI

Background

First office-Columbia

Drugs and VCMO

Cl on newly formed CI squad

Second Office-Atlanta

Cl and Domain Coordinator/R5CIWG facilitator

FBIH

TN

Where do cases come from
From Heaven.. Leads from other divisions

1105G from

WFO etc

From relationshipswith mutual

stakeholders who have SME and vested

interest in significant part of the

predicating activity

Local Working Groups

bo

h7C
b7E

b7E

Participants

AFOSI

902d

NCIS

cleared contractors

cleared university research administrators

ItAO

FBI-all ci bodies

Examples

AFOSI DAOP
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Frequency

What is too often and too seldom

COQuarterly

AT-Monthly

You decide what is going to make you
understand your domain Then pulse

the domain on regular basis

Some ideas to get started

Federal Partner NOT OGAs Briefing

We are

We are experts at...............

keeps us up at night

_is helpful

is not helpful

We care about

We can help the community by ______

Possible Initiatives

Confucius Institutes

AlL

FLO

Intel gap sub groups

Tech Task Force

some more things to consider

Come up with way points and then move

on

IDing no threat is okay

No freeloading

Share case info when possible with those

that have any mutual interest TT and

and sources excluded

Many partners feel their work is not as

dynamic as the FBI and are reluctant to

share Big kids share first

If your squads are participating how does

that reflect on the importance to our

partners

Regional Counterintelligence

Working Groups

bi

b7D

b7E

b7E
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b7E

History

SACs from each Division

PCI Program Manager

FI Program
coordinghr

UIt..t.JIUIJ.J IUI II IOLIUI

History Continued

Prooosed Aaenda

Partner agencys presentation of

mission AOR staffing level

History months 20 days Iater

Providing of TR for RCIWGs

Chang Iregions

on initiatives part of RCIWGs

Commerce based on initiatives part of

RCIWGs

Initiative _______________

Domain Task Forcel

EducationIcase presentations

Current

Broader participation

Closely monitored by CD on SAC

Participation for PAR

SACISSA facilitator/SA co-facilitator new
Move the meetings around region to

accommodate other constituenciessuch

asi

Regional Cl Working Groups

b7E

lb

b7C

b7E

Regional Cl Working Groups
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kttendance

Bureau

Federal Partners

Non-Federal Partners

Field Office Participation

SAC

Nat Sec ASAC

Cl SSA

Intel SSA or DCM

Cyber SSA

Strategic Partnership Coordinator

Other SME as needed or requested

Business Alliance SSA

_Academic Alliance SSA

lexecutive member GS-15 or above

7/13/2011

b7E

lb

b7E

FY 2009 Dates and Locations FY 2010 Dates and Locations

LeadershiD Involvement

HQ participation

Program coordinator SSA

CNA rep SSNMAPA
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b7E

b6

b7E

Structure

Cross Division

Cross Programmatic

Cross Agency

Education/Briefings and Working Groups

Bottom Line

Program Goals and Objectives

SAPRs

PARs

can we make cases enhance estina cases and

enhance intelligence collectionsi

No silver bullet

In ci we have to turn over lot of rocks these

working groups bring more rocks to turnover

Questions

Manager
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b6
b7C

b7E

bE

Counterintelligence

Training Session

September 14 2009

HRD-ICML

Joint Duty Proaram Manacter

AGENDA

Joint Duty policy three parts We have reviaed the JO policy

published 8/25/09 The policy covers

How to claim Joint Duty credit for past assignments assignment

vs leadership training which will be required at some future

date

How as managers you can post on JWICS for Joint Duty

assignments for others in the IC to apply to

How Bureau employee can apply to JWICS Joint Duty

posting

Importance
of Joint Duty Creditfor YOU

SES positiens that require JO credit

NSB EC preferred criteria
_______________________________

How to tile Jeint Duty CIainl

Supporting decumentatien See FAQs on JO site Claim

Ferma

Latest Update on Joint Duty Program end Database

Policy and importance of JO

Newly published policycovers

How to claim Joint Duty creditfor past assignments assignment
vs leadership training which will be required at some future

date

How as managers you can peat on JWICS for Joint Duty

assignments for others in the IC to apply to

How Bureau employee can apply to JWICS Joint Duty

posting

Importance
of Joint Duty Credit for YOU

SESpasitisnsthatrequireJDcredit JO policyatatea all NSB SES
ADIC and NSB SACs under ADIC offices must have credit in phased in

appronch

NSB ED preferred criteria NSB published ED that JO isa preferred

cnleria for GS-14 and GS-15 SSA and IA and some MAPA positions at

HQ and the field so this will be important as you apply to NSB ASAC

jobs and NSB HQ jobs in the future

.G
Internal Assignment Language found on

JD site under FAQs Claim Forms

9.Vdvtdooun.ouson do nnd to orodn in uoppo.t of ny thou

Piusu hohd snythsg 0S hsvn thst provun thu loOov.in cdon to Jout Dofy

Next screen hit Continue and then select the link foilHow to file claim for
____________________________________

onto the system tro
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lb

b7E

Where you will see your name and the Menu page then go to New

Claim

Where you see the acmen to type to your claim information

After you enter claim information in the oystem

Once you enter the ctaiai form it will show up as

Submitted

Pending

Approved

You wilt not get hard copies back

Latest Update on JD program and Database

Lateot Updno on Joint Duly
Prnnrsn1and

Database

Undatodi

Updated Directive and Policy

rru

Detailee OUT conference 9/24 for detailees OUT of FBI to HQDC areas

Detailoe Link made public for detailees IN aod OUT Found on JO
site

of

FBI that HO Admin staff must maintain This wiFi be required for field in

future

Questions/Comments

b7E

lb

lb

maiI
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OSIC/Special Projects

Counterintelligence Division

Support to the Intelligence Community

IMission Simplified

To Facilitate and Coordinate

lActivities in the U.S

Supporting the FBI and the

lntelIigene Community

Programs

bE

L7E

b7E

ILlaisons

Intelligence Community Contractors

Partnm Vendors

Other FBI Units
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Reasons to use Special Projects

Limited Access and/or Egress to target

b7E

SP vs Traditional Technology
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Special Project Process

Steps to implement Special Project

Determine need and Coordinate with TTAs

Complete Special Project Request Forms

EC to delineate the operational need

Blind Faith report

Technical Operational plan

ProjeçtAooroval Board SPAB

ITACTS

sues

uc
SSAI

SSAI

SSAL

r1i
MAI

b6

b7C
b7E

b7E
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ALL INFOKfl IOU LnNTAIIrEL

bi

b7E

b7E

11dcs0vcev
NI NON

Thia presentation lays out very basic look
jntô

the

disciplines and capabilities that make up th
It will define the Operational Technology Divisions

various roles and define how Technology aids intelligence

gathering initiatives investigations and helps meet collection

requirements and fills intelligence reporting gaps

At the end of the presentation the audience will have raised

awareness of additional avenues they can employ in their

identified collectiop strategies as well as how to seek out

these resources

What is the Operational Technology Division

NON
The FBIs Operational Technology Division is one of the

cornerstones of the FBIs Science Technology Branch

l-teadauartered on

What is the Operational Technology Division

III NON
OTD is currently structured into distinct Sections

What is the Operational Technology Division

INUNINU

Responsible for the Meat and Potatoes of what you generally

think of when you envision Technical Intercepts

What is the Operational Technology Division

NU INN IN IN IN IN NON

Provides technologies that enable collections of communtcallonn

from Service Provider point of intercept

includes1

OTDs analytical cadre the Technical Evaluation Office lEO
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What is the Operational Technology Division

...a.........aa.N..a..a.a

These are the Entry Teams

What is the Operational Technology Division

Are composed of several Tactical Operations Units TACOPS
that are very specialized and include

What is the Operational Technology Division

Management of Field Technical Resources both offensive and

defensive TTAs and ET Programs

Management or Technical Training and Certification Programs

Technical Response Capabilities for Emergency or Special Event

scenarios

Aggressive technical industry liaison and outreach programs

What are the Capabilities

a. a....
From the 50000 foot view

What are the Capabilities

a..... a..... a.. UU
Frrn th inn mnnf

b7E

bi

b7E

What are the Capabilities

a..a....a a. aa
From the 20000 toot view

i__._____.____

AgaIn Concealment is key
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What are the Capabilities

U.N.. NI INN NON
From the 20000 foot view

ta Intercept

b7E

What are the Capabilities

7/13/2011

NI IINNNUN NUN NON
From the 20000 foot view

What are the Capabilities

NNNUNUU NNI INNNNNU

b7E

What are the Capabilities

NNNNUU NSN IN INNUINNUN NJN
From the 20.000 foot view

What are the Capabilities

NUNNUNNNN NNNNNNU NNUN NNNN ION
From the 20000 foot view

Remote Operations

What are the Capabilities

III INN UN INN NNINNNNI UN NN NUN NON
From the 20000 foot view

Surreptitious Entry
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What are the Capabilities

a..... .0
From the 20000 foot view

What are the Capabilities

a. a... a. a..... .0
From the 20000 foot view

Technical Analysis

What are the Capabilities

.0
From the 20000 foot view

Analytical Evaluation

Technical Operations Notes and Considerations

a..... a.. .0
Technical Operations are Passivetl..

...notfl

Technical Operations Notes and Considerations

a.. a. a.. .0
Technical Sources may be Stattc but they are as Passive as

you manage them to be

Like Human Sources

they take very dedicated support effort maintain

they are manpower intensive

some are better than others

reporting capability is dependsnt on analysis of supplied

intelligence

should be scrutinized on regular basis
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SO
Legal and Political Considerations

Standar efinitions

Referen ourt definitions

Special Project Approval Board

b7E

lb

lb

b7E

Defming Requirements

NUN NN
Knowing what you need to target is Key to successful

technical source penetration

Work wit

Workwith

Workwitli

Workwith

WorkMth

Workrvith

Workwith

Everyone needs to be In the loop

Defining Requirements Defining Requirements

SN SN SUN NON
Case Examples

Reactive Opportunities

Proactive Opportunities

Mitigating Risk

NS RU UN UN NON
Risk Mitigation ie Risk vs Gain analysis is an integral part of

defining requirements

Risk analysis is an art unto itself The Technical Advisor and

the TTA cadre coupled with OTD especially TEO input is

crucial to understanding the variables and impacts associated

with risk mitigation

Experience and training provide the basis for sound

analysis

Need more additional information about OIDs

services

NSNNNNN UN RNSNNS NUN NUu SON
Talk to your Technical Advisor or TTA

Contact Technical Operations Coordination Unit for help

Unit Chiell

ss1
TEO Lead Analysti
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Technical Threat Analysis Program 7/13/2011

bi
lb 7A
b7E

bi

b7D

b7E

TTAP Overview

Technical Collection Requirements

Sk

What We Need To Know

Technical Purchases

Detailed information on technical equipment

purchases

IsL\
bi

b7E

FB1042181

ACLURM043281



Technical
Thr21ysi

Program 7/13/2011

To hnical Evaluation Offic

lEO Program Manager

CIA

Annlvstn

a.ty 23 1311 333 LA IF 3D

b6

bC

TTAP Overview
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41
Iii

__________________________
SL ___________________________

Foreign Intelligence Activities in the

United States

bi

Acting Section Chief

o7C

3/F

Role of
thel

Si bi

b7E

bi

b7E
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Visitors Visitors

FY2008 145725 non-immigrant visas issued

b7E

Studentsesearchers Students/Researchers

bi

b7D
b7E

from Mijltpl ng
evJbi
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PEA

_IFY

AL INFI TIOJ CONTAINED

PEPEIP TJCLkIFIED ECEPT

119EFE I.IT.IO OEPJIE
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Implementing the FBIs Strategic Plan and SPP Mission Statement

OCKUED

GENERAL DYNAMICS ITT
BAE SYSTEMS

Rolls-Royce

Ravtheofl

.SAIC ooz Allen Hamilton

Honeywell

United

Technologies

imagination at work

MONTEREY
INSTITUTE
OP INThRNATIONAL STUDIES

FBl042191
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Partnering with Business and Academia

Harden target

Train

__________ Listen
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Counterintelligence SP Briefings Partnership Methodology

Chief Executive Officer

Executive Vice Presidents

Sales and Marketing

Facility Security Officer

Who is the best US/C partner

to meet this companys

representative
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Federal Bureau of Investigation

Strate ic Exploitation Unit

Driving National Operations Against

Specified Hard Targets

SEU The CI Strategy SMS and SET

FBI CI Strategy

Directly addresses STRATEGIC FOCUS

Protect the United States from foreign intelligence activities

By emphasis on specific PROGRAM ACTIVITY

Strategy Management System

_II

How will the Strategic Exploitation Unit

help my case

USIC COOPERATION
Current vs Proposed

bi
b7E

b6

b7C
b7E

bi

b7E

SEU Mhodology

Priority IC/FBI Intel Reauirement With the assistance of
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SEU Target Location Breakdown

Target Office Breakdowns

Identities offices core competencies

Personnel allocations per office

5iinnnrt gpruirpc ollnrotinng nor nftlra

7/13/2011

FB10421 99

System Criteria/Capabilities

Ii Enable multi-faced Investigations from criminal and national security

vantage

nobust analytic platform

Use of the Palantir System to Support SEU

Operations

Ii

LL.
flLIWI LUIIIIIIWI Lii ILUIWLIV Ob LI IlIwol Ia

b7E

SEU Infrastructure Targeting Matrix

SEU Operations

SEU IC shaping operations The SEU can leverane easels

Field OffroI Fll IC nnpralinnsl nrtinn Thu FiJ will

coordinatel

--

Executing the Proiectr1and Resources

Solidity Concept of Operatiano limeline

Idootify personnel sod fundingrequirements

Phase II Pro-Deployment preparatIons

EioPandmofleoPemhonalPIafl

Phase IV DelIvery

Data delivery and infrastructure operation aad

mnisteaance

ACLURM043299
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Managing Collection

Data to FBI and IC

Stay engaged with technical experts

Demand/ensure

highst

quality oroduct

Constant caordinatin

Pro-active collection operations

Tailor collectioa aonroariatetv

b7E

Manaciing the Collection

Constant coordination

Disseminating Collection

Constant conrdinatinni

FB1042200

ACLURM043300



7I1/9flh1
IT

SSG Organization

SSA or SA Coordinator _________

I_.__2P

bi

bE

Special Surveillance Group SSG

Mobile corn onent

ieIdDivisions\fl
Investigative Speciali

7/2312011

SSG Utilization

cI
bE

FB1042201

ACLURM043301



7/13/2011

I0R0ANIThTI0N Training
bi

______________ b7E

________ New SScVlDersonnel must comolete andoass-SSA or SA.Coordinator

7/13/0022 7/132012

SURVEILLANcDY REQUEST
PHYSICAL SURILLANCE UNIT

_____ PSU
_CömiiºteSSurveillahce requestuion Psul responsible for pvidig

Iwebsite under

directedPrepare brief ec describing case/cioa

to substantive FBIHQ desl and to thttention

of the Physical SurveilIand Unit PSU
Appropriate Section ChiØrust approve req uesj

via ec and/or e-mail J1
NO TDY DEPLOYMENTS
SC APPROVALl

IL

OCC
ITHOT

Once approved PSU will provide TR coordinate

teams and equipment issues

7/03/2021

__________________

II
7/03/2311

______________________________________________________________ __________________

20

SURVEILLANCE AND AVIATION
Reorganization SECTION

lbNew Sueillance and viation
Seen

____________________________o-2o8-

Move from CD to CIRG
offlciaUO/O-1-O9

_________________________ b7C

b7E
program managementj by regions

Program Managers ana MAPAs

Pçide

7/13/0010 7/03/2022

FB1042202

ACLURM043302
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7/13/2011

b6

lb

FB1042203
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FBI UCOs Past

7/13/2011

bE

Counterintelligence

Undercover

Operations

IClandestine Operations Unit COU

SSAI_____________________

7/03/2011

Outline

FBI Undercover Operations UCOs
Past and Present

II Terms of Reference

III Developing UCOs

IV Support for UCOs

7/13/1011

FBI UCOs-Past

FBI established in 1908

Earliest documented Undercover

Operations in the 1920s in Criminal

Investigations

7/13/2011

FBI UCOs Present

7/13/1011

Terms of Reference

Undercover Employee

Any Special Agent Support Employee

Task Force Agent/Officer or other

person acting at the behest of the FBI

in the conduct of undercover activities

7/13/1011

FB1042204

ACLURM043304



713/2011 10

Terms of Reference

Group II UCO

7/13/2011

b7E

b7E

UCEs Today Terms of Reference

Undercover Activfties

Any investigative activity involving the

use of an assumed name or cover

identity by an Undercover Employee

UCE for the purpose of concealing the

UCEs affiliation with the FBI or USIC

during substantive contacts with the

target of an FBI investigation Such

activities may include contacts with

targets of opportunity when continued

contact is not anticipated

7/23/2011

Terms of ReferenceTerms of Reference

National Security UCO
series of related undercover activities by

UCE engaging in relationship with the targets

of foreign counterintelligence or international

terrorism investigation where the contact is

expected to continue over period of time and
where FBI affiliation is concealed

series of contacts Is more than five substantive

contacts contributing information of investigative

Interest with the subject under investigation

regardless of the number of ucEs making the

contacts

7/13/2021

Terms of Reference

Grour UCO

lu/loll

FB1042205

ACLURM043305
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