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How will you document

observations that may be
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espionage
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Pieces of the Puzzle

Espionage Surveillances

Subject goes into

the woods

Brian Regan Countersurveillance Countersurveillance
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302 PONY Observation of activity

FD-302 Rev 10-6-95 collection of evidence

FEDERAL BUREAU OF INVESTIGATION
b7E

Date of
transcription 06/24/2001

Investigation on at
______________________________________________________________________________

65
File XX Date dictated

IA James Bond jb

by IA Ian Flemming

This document contains neither recommendations nor conclusions of the FBI it is the property of the FBI and is loaned to your agency

it and its contents are not to be distributed outside your agency
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FD-302a Rev 10-6-95

65-

Continuation ofFD-302 of
_____________________________

On Page
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Some facts about 302s

FD-302 Rev 10-6-95
not al/inclusive

1PLIN UN LA-IYIED

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 00/00/0000

b7E

Investigation on date at Gotham City State

File 65XX000000 Datedictated date

by IS Bruce Wayne

This document contains neither recommendations nor conclusions of the FBI It is the property of the FBI and is loaned to your agency

it and its contents are not to be distributed outside your agency
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FD-302a Rev 10-6-95

65-XX-000000

Continuation ofFD-302 of IS Bruce Wayne On date Page

b7E
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302 PONY Observation of activity

FD-302 Rev 10-6-95 collection of evidence

1-S

FEDERAL BUREAU OF INVESTIGATION

Date of transcription 06/25/2008

b7E

Investigation on date at Gothani City State

File 65-XX-000000 Date dictated date

by IS Bruce Wayne

This document contains neither recommendations nor conclusions of the FBI It is the property of the FBI and is loaned to your agency

it and its contents are not to be distributed outside your agency
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FD-302a Rev 10-6-95

65- XX -000000

Continuation of FD-302 of IS Bruce Wayne On date Page

b7E
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Pieces of the Puzzle
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b7C

Transmittal

To an Agent of

Foreign Power
With Intent to Injure the U.S

or

Foreign Power

Elements of the Crime

ESPIONAGE STATUTE

18 usc 794

Espionage Statute

Transmittal of

National Defense Information

To Foreign Power or Agent of

Foreign Power

With Intent to Injure U.S or

Aid Foreign Power

National Defense

Information

countryor
recognized terrorist

gros

FB1042327

ACLURM043427



Espionage Basic Surveillance Specialist Groyp 1-hour block
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SM

Crofton Public Library Maryland

On the Internet at the Library near his

residence Internet searches

Embassies of the Arab World

bi

bTh

b7E

Brian Patrick Recan

Epionae

Some of the Other

used by Regan
GPS

San Deigo

Travel

Crossiag basrders

recorders

Left on the Bus

The Cs Recovered pieces of torn

up map

Country in Europe

Foreign embassies marked on the

map

Au Avid User of Public Libiaries

library Internets
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ACLURM043429



Espionage Basic Surveillance Specialist Group 1-hour block

-2a-

FB1042330

ACLURM043430



bi
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Crofton Library cont

Foreign Embassies in Par ForeignEcj rznc Lza
Embassies and Consulates of Libya
Embassy World

.. addresses and telephone numbers of

other Arab countries Embassies in

Washington DC

Jonathan Jay Pollard

ESPiOnafd

Transmittal

Natl Defense Info

To Foreign Power Agent of

Foreign Power

Intent to Injure U.S orAid

Foreign Power

Chi Mak Los Angeles

Chinese immigrant

198S became
U.S citizen

Charge- Illegally

exporting

restricted defense

technology

information

Sentence 24

years
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Espionage Basic Surveillance Specialist Group 1-hour block
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How do you document

cbcrvths tt be pert ef

the subjects

activitil

Or other cases that

trial...

Day in the life of
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Espionage Basic Surveillance Specialist Group 1-hour block
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LTFC
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THE

Espionage Questions for Basic Surveillance Training Course

b7E

5Il
_________________________________________

bi

b7E
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ESPIONAGE

Since the fall Of the wall sources of

Information have Improved

ni

ESPIONAGE

SO USC s783 Unauthorized Disclosure

Filler Statute

U.S Government Empoyee
Who Knowingly Transmits

Classified infotmation

Tea Foreign National

FB1042336

Counterintelligence

Division

Counterintelligence

Training Center

ESPIONAGE

1onagJThe aT
practice of spying or of

using spiesko obtain

ligence

Since the fall of the wall sources of

Information have Improved ESPIONAGE

EO 12333 COUNTERINTELLIGENCE

The activities of fnreign intelligence services

and theIr officers In the U.S

bE

ESPIONAGE

Statutes Generally Used to Prosecute

Espionage

18 Usc s794

so usc s783

ESPIONAGE

50 USC s783 Unauthorized Disclosure

Statute of timitatiens...twe years of U.S.C

employment

Maximum ten year sentence

Maximum ten thousacd dollar fine

ACLURM043436



ESPIONAGE ESPIONAGE ESPIONAGE

b7E

b7E

us s754 DSp Wttag 1EJtS

Whoever may be foreign national or

USPER government employee or non-

government employee i.e ANYONE

iS yfi Ovi 5IFT5 Qu THF CRIME

Transmittal

Natienal Defense information

To Foreign Power erAgent thereof

With Intent to Injure U.S Atd Ferein Power

All elements mast be met for prosecution

18 USC s794 Espionage Statute

No statute of limitations

Death or life imprisonment

Criminal forfeiture provisions

Son of Sam provision

ESPIONAGE

NATIONAL DEFENSE INFORMATION NOl

Mast be information relating to the national

defense that is appropriately actually arid

accaratoiy classified

ESPIONAGE

NATIONAL DEFENSE INFORMATION ND
Must be information relating to the national

defense that is appropriately aclaaliy and

accurately classified

ESPIONAGE

AGENT OF FOREIGN POWER

Nestite Intelligence Service

Intelligence Officer orAgnnt

ESPIONAGE

WITH THE INTENT TO INJURE THE U.S OR
AID THE FOREIGN POWER

ESPIONAGE

WITH THE INTENT TO INJURE THE U.S OR
AID THE FOREIGN POWER

POLLARD CASE 1985

Intelligence Analyst with Naval Investigative ServIce

Sold Classified Documents to Israeli Intelligence

Nil Ised operational itt DC

Life Imprisonment

ESPIONAGE

WORST CASE SCENARIO IN ESPIONAGE

No Physical Evidence

Documents in Moscow erBeijlng before

anyone knows they are gone

No witnesses

Sensitive CI sources and technlqaes tn protect

Learn about violation sometimes yearn later

Unsure crime has been committed

FB1042337
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ESPIONAGE ESPIONAGE ESPIONAGE

PIfAi PRtTlON EXTRATERRITORIALJURISDICTION

INTEWGENCE AUTHORIZATION ACT OF 1990 INTELUGENCE AUTHORIZATION ACtö iW
Authorized by Deportment of Justice Counter

Espionage SectionWash D.C Gives FBI jurisdiction overesplonage Gives FBI jurisdiction overespionage

Investigations in all U.S diplomatic missions Investigations in all U.S diplomatic missions

Willing to drop investigation if Cot 100% sure abroad abroad

Howls national interest best served Not This the only time the FBI has mists the only time the FBI has

prosecution at all costs primary jurisdiction ever uniformed primary jurisdiction over uniformed

military personnel military personnel

_________ -EO 12333FBIICIAI.S

______________________________________________ _____________________________________________
EO l2333lClAJCtIoutside_U.S

ESPIONAGE ESPIONAGE ESPIONAGE

EXTRATERRITORIAL INVESTIGATIONS PSYCHOLOGICAL ASSESSMENT

b7E

ESPIONAGE ESPIONAGE ____________________

lb
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BRIAN PATRICK REGAN

We are here today to tell the ful story of Brian Patrick Regan
betrayal of his country We want you to see the magnitude

of the damage this man was willing to inflict

on his country and fellow citizens USAttorney Paul McNutly

20000 pages of classified documents

Buried in 19 locations in Virginia and Maryland

Counterintelligence

Division

Counterintelligence

Training Center

ESPIONAGE

Espionage act or

practice of yrng or of

using spies obtain

secret intelli ence

tnr 55 Dktlo.y

ESPIONAGE STATUTES

18 Usc 794 Espionage Statute

Transmittal

National Defense Information

To an Agent of Foreign Power

With Intent to Injure U.S orAid Foreign Power

50 Usc 783 --Unauthorized Disclosure

Filler Statute

U.S Government Employee

Who Knowingly Transmits

Classified Information

To Foreign National

Differences in the statutes

18 USC 794 Espionage Statute

No statute of limitations

Death or life imprisonment

Criminal forfeiture provisions

Son of Sam provision

151 Wrtzgts

en 51-si-ass

FB1042340
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EDWIN EARL PITTS

tor flT1t

Edwin Earl Pitts

Spied for Russians

from 1987 -1992

Sentence 27 years

Among the things

he gave up list of

Individuals spying

against the

Russians for the

United States

ANNA BELAN MONTES

Born 1957 single never

Oldest of four siblings F91

employees

US Citizen Puerto Rican

descent

BS University of Virginia 1979
MS Johns Hopkins SAIS

1984
Worked at DOJ FOIPA 1979-

85

Hired by Defense Intelligence

Agency DIA in 1985

SPIES AND FOREIGN SERVICES

Robert Hanssen

57 yrold veteran FBI employee

who received more than 01.4 million

in cash and jewels while spying for 17

years for the KGB/SVR He pled

guilty to 15 counts of espionage-

related charges Sentence life

ROBERT HANSSEN

FcssA- Fdraay2O9l-

iosoIUJ5thrEky

lfflsttduhmoiraooopt

lrglcjnlcooJoxo

Cthtaf5lrgbiathd
j3ooçttthHonhxI

Pookogo r000verod ot IM Levi

drop ode rontvniog 550500 rook

oft by Rrooor toe HOnorer

SPIES AND THEIR IDEOLOGY

Jonathan Jay Pollard

Naval Intelligence Teresa Squlllacote

Service officer who
Pentagon Attorney

spied for Israel
Spied for East

Spied for two
years Germans and Russia

1987 sentenced to life
Sentence 22 years

Motivation ideology

Kurt Stand Husband to Squillacote

1999 Sentenced to 17 years in prison

Convicted with wife of conspiracy to commit

espionage attempted espionage and ill

obtaining national defense information

DAVID SHELDON BOONE

David Sheldon Boone

Spied from 1988 to 1991 for the Soviet Union

FornierArmy Signal Intelligence Officer

Paid $60000

1999 Pleaded guilty to conspiracy

sentenced to 24 years months

L_____________

naeesc
nra on-sost

noHc.scaos

now

David Boone

FB1042341
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SPIES AND FOREIGN SERVICES

-mr

qr a- nor

oorfl

xcicuhi
.L

RosarioAmeo cr lAN 3w0t0
Ta Ce.w

Aldrich Ames AT

and wife________
oorra .nw

CIA Veteran

KGB-Soviet spy from

198501994
30917045

Paid up to $2.5 million

Sentenced to life

note fromAmes trash

Ii

was rearly

The first evidence of espionage
GB that

Types of Spies

py Ronald Pelton

1spy

Jonathan Pollard

_spy-
Robert Hanssen

Itnv Brian Regan

Ispy
Richard Miller

Peter Lee

John Chariton

Aluru Prasad

Subrahmanyam

Kota

Other Spies

Douglas Tsou

Hou Desheng

Zang Weichu

Mikhail Katkov

Economic Espionage Act

The Economic Espionage Act of 1996

18 Usc section 1832 any person or

organization who knowingly steals or

destroys any trade secrets with intent

to economically benefit anyone

other than the owner and injure

the owner of the trade secret

civil relief and forfeiture too

b7E

There is but one

evil

dread
and that is

their spies

George

Washington

FB1042342

ACLURM043442
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Counterintelligence

Division

Counterintelligence

Training Center

Identification

11

Ii I_I ii

Ii
I_I

ii

hI
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bi

b6
bC
b7E

bi
b7E

bi

b7E

Indicators of Suspecte
_________

Tdntjfifn Vnn

11

Identification of1______________
Identification of Known

Foreign

Government

Agencies

FB1042344
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Identification of Known__________
bi

3.Othe U.S GovenSSnt

A5nI

CIA

DIA

DOS

FB1042345
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bE

THE RE CR UI TMENT PROCESS

What is it..

and

Why is it important

THE RECRUITMENT PROCESS

Recruitment..

Acomplicated flow of interrelated events

directed toward the establishment of

clandestise retationship

What isis

The process by which Foreign Intelligence

001cm FtO recruits an American..

the process by which we recruit Foreign

Intelligence Offi

THE RECR UI TMENT PROCESS

Counterintelligence

Division

Counterintelligence

Training Center

Recruitment

b7E

bi
b7E

THE RECR UI TMENT PROCESS

The Recruitment Process

FB1042346
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THE RE CR UI TMENT PROCESS RECRUITMENT PROCESS

7/18/2011

hI

II I..I ii

THE RECRUITMENT PROCESS

TUP RPCRTIITAIPNT PIflCPSV

ITHE RECRUITMENT PROCESS
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THE RECR JITMENT

bE

b7E

bi
b7E

THE RECR 111 TMENT PROCESS

SET
FB1042348
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ERECRU1TMENTPROCESS THE RECRUITMENT PROCESS PROCESS

7/18/2011

THE RE CR UI TMENT PROCESS

QUESTIONS

b7E

FB1042349

ACLURM043449
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ESPIONAGE

Since fall of wall sources of InformatIon

have improved

ESPIONAGE

.Statutes Generally Used to Prosecute

Espionage

18 USC s794

-50 USC s783

National Security

Programs

Operational

Training Unit

NewAgent

Training Team

National Security

Programs

Operational

Training Unit

College of

Analytical Studies

Training Team

ESPIONAGE

Since fail of wail sources of InformatIon

have Improved

LI

ESPIONAGE

Since fall of wall sources of information

have improved

b7E

ESPIONAGE

.EO 12333 COUNTERINTELLIGENCE

The octivitien of foreign intelligence services

and their officers in the U.s

FB1042350
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ESPIONAGE

.18 USC s794 Espionage Statute

No statute of limitations

Death oriifr

FB1042351

7/18/2011

ESPIONAGE

.50 USC s783 Unauthorized Disclosure

Filter Statute

U.S Government Employee

Who Knowingly Transmits

Classified Intormatiort

To Foreign National

ESPIONAGE

-- .Inn5 Sttrt

ESPIONAGE

.18 USC s794 Espionage Statute

No statute of limitations

Death or life Imprisonment

-Criminal forfeltum provisions

ESPIONAGE

.18 USC s794 Espionage Statute

No statute of limitations

ESPIONAGE

.18 USC 5794 Espionage Statute

No statute of ilmitatlons

Death or life Imprisonment

Criminal forfeiture provisions

Son of Sam provision

ESPIONAGE

.18 USC s794 Espionage Statute

Whoever may be foreign national or

USPER government employee or non-

government employee i.e ANYONEI

ESPIONAGE

.18 USC s794 ELEMENTS OF THE CRIME

-Transmittal

Natiunal Defense Infonnatlon

To an Agent ota Foreign Power

With Intent to injure U.S orAid Foreign Power

All elements must be met for prosecutorial

nontiderailon unlike some oilier criminal

violationsDOJ

b7E

ACLURM043451



ESPIONAGE

.NATIONAL DEFENE IÔMATNGIj

Must be information relating to the national

dufeuse that is appropriately actually and

accurately classified

7/18/2011

Can be proven to jury by expert witness testimony

ESPIONAGE

.AGENTOFA FOREIGN POWER

b7E

lb

FB1042352

ESPIONAGE

.NATIONAL DEFENSE INFORMATION NDI

Must be Information relating to the eational

defenso that Is appropriately actually and

accurately classified

ESPIONAGE

CLCrEtFIQMiWlt

Must be Infomsatlon relating to the national

defense thatis appropriately actually and

accurately classified

b7F

ESPIONAGE

.NATIONAL DEFENSE INFORMATION NDI

Must be informatIon relating to the national

defense that is appropriately actually and

accurately classified

Hostile Intelligence Service

Intelligence Officer orAgent

ESPIONAGE

.WITH THE INTENT TO INJURE THE U.S OR
AID THE FOREIGN POWER

ESPIONAGE

.WITH THE INTENT TO INJURE THE U.S OR
AID THE FOREIGN POWER

POLLARD CASE 1985

Intelligence Analyst with Naval Investigative Service

Sold Classified Documents to Israeli Intelligence

Nol lusrol operational In DC

Life Imprisonment

ESPIONAGE

.WORST CASE SCENARIO IN ESPIONAGE

No Physical Evidence

Documents in Moscow erBeljmg before

anyone hnows they are gone

No witnesses

_Sensitive CI sources and techniques to prefect

Learn about violation sometimes yearn later

Unsure crime has been committed

ESPIONAGE

ESPIONAGE PROSECUTIONS

Authorized by Department of Justice Infernal

Security SectionWash D.C

Willing to drop Investigation if not 109% sure

Howls natiunal Interest best served Not

prosecution at all costs

ACLURM043452



ESPIONAGE

ESPIONAGE

EXTRATERRITORIAL JURISDICTION

ESPIONAGE

EXTRATERRITORIAL JURISDICTION

INTELUGENCE AUTHORIZATION ACT OF 1990

Gives FBI jurisdiction overespionage

InvestigatIons In all U.S diplomatic mIssions

abroad

ESPIONAGE

TCTlC
INFORMATION AT TRIAL

ESPIONAGE

EXTRATERRITORIAL JURISDICTION

INTELLIGENCE AUTHORIZATION ACT OF 1990

FB1042353

7/18/2011

ESPIONAGE

.PROTECTION OF CLASSIFIED

INFORMATION AT TRIAL

Classified of ormatlon Procedures Ac

Security clearances given to necessary court

personnel so that classified 1sf onnatlon my be

reviewed nan in camera proceeding with

thejudge

b7E

ESPIONAGE

EXTRATERRITORIALJURISDICTION

INTELLIGENCE AUTHORIZATION ACT OF 1990

Gives FBI jurisdiclion ever euplonage

investIgations In all U.S diplomatic missions

abroad

This is the only time the FBI has

primary jurisdiction over uniformed

military personnel

ESPIONAGE

EXTRATERRITORIAL JURISDICTION

INTELUGENCE AUTHORIZATION ACT OF 1990

_Glves FBI Jurisdiction over espionage

Investigations in all U.S diplomatic missions

abroad

_This is the only time ihe FBI has

primary jurisdiction over unifenned

military personnel

-EO 12333IFB11cI1U.S

ESPIONAGE

EXTRATERRITORTAL JURISDICTION

-INTELLIGENCE AUTHORIZATION ACT OF 1990

Gives FBI jurisdiction over espionage

Investigations in all U.S diplematic missIons

abroad

This is the only time the FBI has

primary Jurisdiction over uniformed

military personnel

EO 12333FBIJCI/U.S

EO 123331C1NC1/eutslde U.S

ACLURM043453
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ESPIONAGE

b7E

ESPIONAGE

.pscLccALA.T
ESPIONAGE

EXTRTRITORIALINVESIIoAtIbNg

ESPIONAGE ESPIONAGE

b7E
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SPECIALIZEDTECHNIQUESAND

ME1HOUS

National Security II

Programs II
USED IN ThE ORGANIZATIONAND

ACTIVITY

Operational II

Training Unit
OF INTELLIGENCE OPERATIONS

Trahing Team

/7U\\ /1\

b7E

.h
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IT

Leade.ship and Instructor Development Schedule

Meeting September

800 am 500 pm

Leadership and Instructor Development Workshop

Record team briefing and debriefing during b7E

Watch recording and complete self-evaluation

Meeting

800 am 830 am Group Meeting

830 am 1130 am Individual Conferences

Bring DVD self-evaluation lesson plan

list of stories

Record team briefing and debriefing during al
h7E

Watch recording and complete self-evaluation

Meeting

800 830 am Final Group Meeting

830 am 1130 am Individual Conferences

Bring DVD and self-evaluation

FB1042358
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Leadershi is choice not position

Leaders lead people managers manage things

Leadersh4o empowers others

to realize the worth within themselves

To Leaders

Treat people as if they were

what they ought to be

and you help them to become

what they are capable of being

Tohann Wolfgang Von Goethe German poet

-2- bIU4LJD

ACLURM043459



Stones specific examples to enhance learning

Stories

-3-

Learning Points

FB1042360
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Leadershipand Instructor Development

Self Evalualon

What is your greatest strength as Team Leader for this course

What is your greatest strength as an instructor

In what areas could you use improvement as leaderor instructor

-4-

FB1042361
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Leadershipand Instructor Development Workshop

WhoAmi

Why Am Here

4. How Do Students Learn

5. How Can Be Most Effective

How Am Doing

Self-Assessment

Nonverbal

Verbal

Vocal

Its all about them

Three Types of Learners

Instructor Competencies

Classroom Tips

Videotaping Partners

Videotape Review and Self-Evaluation

How Do Communicate

-5- FB1042362
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Tips for Briefings

You Have No Idea How Much You Know and How Much the Students Dont Know
Dont take it for granted that students have knowledge of surveillance techniques Some

may have no experience in using radios may have never read road map and maynot even

recognize differences in car models Start from the beginning and teach through gradual

progression defining any unfamiliar surveillance terms and FBI acronyms

Its All About Them

They dont care how much you know until they know how much you care
You were chosen as Team Leader because of what you know Therefore theres no need

to tell the students how much you know as they will learn this continually throughout

the training Focus instead on their learning success

SHOW and Tell

To reinforce verbal instructions let students see them Give handouts write important points

on the board list new words have students gather around map etc Be creative

Let Them DO It

Whenever possible let the students do it Let them answer questions practice radio calls

place their model cars in position on maps etc They will stay engaged if they are involved

in their learning

Does it Help the Learning or Hinder the Learning
Ask this question constantly to guide you during briefings If the briefing approach hinders

the learning talking too fast showing favoritism giving complicated directions change it

Model the Meaning of Team
Students learn through examples If the Team Leaders work as team both in pairs and

among the entire group of Team Leaders students will likely work as team as well

Develop the Team
Treat the students as team while on the street and in the classroom During briefings use

inclusive words like we us and our Today we re going to.. Lets work on the

basic skills.. Our objective is..

FB1042364
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Self-Evaluation ofBriefings and Debriefings

Nonverbal

Profeccional posture dress gestures

Good eye contact with all students

Continually faced the students

Avoided nonverbal distractions swaying playing with pen chewing gum

Verbal

Professional choice of words

Respectful nonjudgmental corments

Listened to questions and adequately addressed them

Used students names

Avoided verbal distractions OKs urns etc

Vocal

Volume loud enough for back row

Clear enunciation varied inflection

Effective pace

Class Involvement

Frequent class involvement through questions and demonstrations

Audio Visual Aids

Use of diagrams maps videos etc

Introduction

Body

Summary

Effective use of first minute

Well organized

Summarized main points for retention

Content Debriefing check all that apply

Introductibn

Body

Summary

Effective use of first minute

Identified skills that were performed well

Identified areas for improvement

Summarized main points for retention

Instruction check all that apply

Content Briefing check all that apply

FB1042365
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Time Topics Activities

NE

Lesson Plan

Title

Objective

Materials
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Tips for Debriefings

Involve the Learner

Ask the students how they think they did Often they will be harsher critics than

the instructor Let them know where you agree or disagree arid lead them through

constructive suggestions for improvement

Ask About the Thought Process

If.a student did particularly well ask What was your thought process here
This way all the students will hear the reasoning behind the informed decision and
will develop the habit of thinking through situations instead of responding by rote

If student did not perform well ask the same question Perhaps the reasoning was
sound but the performance was lacking Conversely the student might have misunderstood

key concept This is the time to correct the information for both the student and the group
If an individual makes an egregious error meet in private to hear the thought process

Give Frequent Encouragement
Be alert for improvements in performance and provide frequent personal encouragement
to reinforce progress
Great job on the write-up Mark Your paper was very thorough

Use Feedback for Instruction

Students expect to learn from training An instructor who constantly says
Everythings fine doesnt help students to improve Watch for learning moments
in order to specifically explain how performance can be immediately improved
When photographing in minimal lighting like this open up the f-stop

Provide Specific Feedback

General comments such as That was excellent or That could be much better do not

help the learner to improve Instead provide specific examples like the following
Your radio communicatio was excellent because it was brief and clear
The teamwork could be much better fyou each give your locations

Give Positive Feedback before Negative Feedback
Most people respond positively to praise Therefore provide positive comment
before addressing areas that need improvement
You have great perseverance you never gave up What needs the most work now
are the safely issues such as..

Work as Team
If the Team Leader treats the students as team students will be more likely to

respond as team During briefings use inclusive words like we us and our
Today we re going to.. Lets work on the basic skills.. objective is..
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Fromthe Students SeaL

Team Leader has depth of knowledge of surveillance techniques

Team Leader clearly conveys surveillance technique progressions

Team Leader states the objectives of the briefings

Team Leader presents organized briefings

Team Leader presents organized debriefings

Team Leader uses varied teaching aids to ensure successful learning

Team Leader provides opportunity for student participation

Team Leader is enthusiastic about this job

Team Leader conducts professional evaluations

10 Team Leader is truly interested in the students learning
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QRT

RT

7/20/20 11

75
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7/20/2011

SEREtI

lb

b7C

b7E
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7/20/20 11
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ALL DIFURMATION CONTAIMED

REIN IS UNCLASSIFIED

DATE Ol252Ol2 BY 65179/B I/BA5S/STP/b1

IC

Proxenhicsspacmizoness8 5eP

cJaI-4to 12

Proxemcsspcjzones
5fl

InUmnlo
Dia

FB1042372

Nonverbal

Communication

Nonverbal communication

All communication

other f/ian words

Nonverbal Communication

What of communication nonverbal

Nonverbal Communication

Your actions speak so loudly

that cannot hear your words

Proxemics

Pace

Patterns

70
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nwzaw 70

70

bS

17

Proxemics Spade Zones

Public 12

Social -4to 12

Personal 18to4

Intimate to 18
Public
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Change in Patterns

FB1042374

Pace

Slower Faster
Paced Paced

Pace

Slower Faster

Paced Paced

Patterns

Change in Patterns Involuntary Physiological Responses

SItIon

Respiration

Porn

PiratiOI
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CI Interview and Interrogation

Lesson Plan

Title of Presentation Statement Analysis in Espionage Cases

Length hours

Prepared by SAl

Date Prepared December 12 2007

Instructional Methods Used Class discussion demonstrations small group work

Handouts Hansson Quotes

Optional Handouts LEB Statement Analysis Articles

Materials Needed PowerPoint presentation

________IDVD Basketball close programs to play DVD

index cards name number of passes anything unusual

_________fDVD
dont think it happened

Ames magazine article treason

Equipment Needed Laptop computer projector remote control

Internet capability for ________Isite
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GR

oT

The FBIs

Counterintelligence

Program

Everything you wazted

to know and more..

This Presentation is

Clnssified

f2L
The FBI Is..

Counterintelligence and

Counterterrorism Service

Law Enforcement Agency

FBIs Ten-Point List of Priorities

COunierterOrI.m

COnntnlntelIlgn

CybnrAttautn

PbIlc
corne4

Clvii Rights nor

FBIs Ten-Point List of Priorities

continued

Tmnsnational Organizationu

MajorWhitoC

Significant

Support F04 pmational

Partners

Upgrade the Capabilitios

What Do We Do
Criminal

As Law Enforcement Agency with broad

fderal criminal jurisdiction the FBI is

directed against naijonal criminal activity

criminal enterprises public integrity etc

What Do We Do
Cl/CT

As the lead Counterintelligence and

Countertenorism Agency in United States

as authorized by EO 12333 the FBI ia

mandated to prevent and defeat intelligence

and ggjst activities conducted by

individuals and organizations adversarial to

U.S intereats

Cl/CT Investigations

Intelligence Gathering

Foreign Couotoiolrlligooco

Comrtretrsroion

Criminal investigations

Espionngo

Euooosic Erpionage

Sabotugn

Bombisgs ole

The Old Threat..

Criteria Countries Soviet Bloc was

the main enemy the Cold War
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The New Threat..

b7E

b7E

b7E

.Vo

.Whlch countries or groups
Whlch U.S Govt entitles are targets

.Whlch private Industries are targets

.What military/defense Industries are

targets

c1

Terrorism

International Terrorism committed by

Terrorist Groups and/or State

Sponsors of Terrorism
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Espionage

Economic Espionage

Foreign powersponsored intelligence activity

directed at the U.S Government or U.S

corporations which Involves the unlawful er

ciandeatine targeting or

acqulaitlon of aenaitive

financial trade or

economic policy or

proprietary Information

or critical technologies

or Influencing of sensitive

economic policy deciaiona

b7E

b7E

Foreign power sponsored intolliganco

activity directed at the U.S Government

or itS
corporªtloæd wilitit IitVE3V ct

identification targeting and collection

iof U.S national

defense

Information

Foreign Intelligence Activities

Active gathering of information

through the use of various

techniqUes to obtain..

classified

national

secudtyinforrnatio
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The New Threat..

.Whn is
targetin2

the U.S
Which countries or groups
Which U.S GoVt entities sre tsrgets

Which prtvste industries sre targets

.What militsryldefense industries sre

tsrgets

b7E
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BEORET

b7F

b7E

Espionage

Foreign power sponsored Intelligence

activity directed at the U.S Government

or U.S corporations which involves the

identification targeting and collection

p.r of U.S national

defense

information

b7E

Terrorism

International Terrorism committed by

Terrorist Groups and/or State

Sponsors of Terrorism

Economic Espionage

Foreign powersponsored intelligence activity

directed at ths U.S Govemmsnt or U.S

corporations which lnvslves the uniawful or

clandestine targeting or
____________

acquisition of sensitive

financial trade or

economic policy or

proprietary Information JO

or critical technoiogies

or infissnclng of sensJtive

economic policy decisions
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Targeting the U.S Government
Foreign Intelligence Activities

ActFvº thflgc
through the use of various

techniques to obtain..

_______ _____________________________________ classified

______ -national secutity

infonnatio
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What is it. .and

Why is it important

i/

LI
Recruitment..

complicated flow of interrelated events

directed toward the establishment of

clandestine relationship

FB1042a82

What is it

7Z flf
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hi

h7E

bTh

hi

b7E

b7E

4c Lut_ T5 -fL

..i .4- 4- ..1

hi

b7E

hE

hi

b7E

b7E

hi

b7E

bTh
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...my friend

THE

O-s JAaYJ IV

PERTIONS
OVERSEAS

b7E

Ioperatjon

an nerlull VIIUU.LCLJ

bi

b7E
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...my friend

FBl bi

b7EFB
FB

PB
_______________________________________

-FB

-FB

UI _____
...my friend

Nations dont have friends they have

interests

Whats an interest

bi
b7E

__________________________________ bi

b7E

...my friend

b7E
There is always

al_________________________
operations

This is true whether or not the second

agenda is obvious
_____________________________________________________________

SET

FB1042385
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bl

b7E

.my friend

Elements in the Second Agenda
To assess the FBI as an organization __
this is 1y cv
To assess you

Yes you

b1

lb

SET
b1

lb

...my friend

Assessing the FBI

AAi E4Tho7/

b7F

lb

b7F

.. my friend

Assessing the FBI cont

1042386
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i.

bE

s/JvcIA/y //J
ToDAt/ JOLD

ST

b7E

\T

...my friend

-Assessing you cops aint cons

bi

bE

...my friend

Vhat do you do
Dont be

Lont be Oltensive

Iuow where to draw the be but do so

nrofessionally theyll tnilerutnnd

I_Ib2

my friend

Sliould we get involved withi

Yes..

But go into them with your eyes open

Report your concerns without

ilanguage

preceeding also applies to

conferences and liaison reiations
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ACLURM043487



..my friend

When overseas unilaterally..

Ptan

FINALLY..

QUESTIONS

SET

...my friend

WORKING OVERSEAS
lt thpr npiohhArhnAd

bi
b7E

SH
bi

b7E
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ElATE 01 01

L4 DCI

NT

EREIfl irr TTNrLWIFIEr EVEPT

bi

b7E
Recruitment..

complicated flow of interrelated crews

directed toward the establishment of

clandestine relationship

bi

bE

bi

bE
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bi

b7E

Questions b7E

SET
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RI

FBIs Ten-Point List ofPriorities

continued

Transnational Organizations

ST

SE ET

FEDERAL BUREAU OF

INVESTIGATION

COUNTERINTELLIGENCE

DIVISION

Who we are..

What we do..

Where youll find us..

Who We Are..

The FBI Is..

-A Counterintelligence Service

-A Law Enforcement Agency

FBIs
Ten-Point List of Priorities

CoantrrtereOrIsn

Coantortntellig

CyborAttanks

Poyllo Corrop

dat Rights

invos EEEJ

What We Do..

Law Enforcement Agencywith..

...broad federal criminal jurisdiction the

FBI is directed against gjoal criminal

activity criminal enterprises public

integrity etc.

What We Do..

As Counterintelligence Service the FBI

is authorized under E.O 12333 Ct al to

prevent and defeat..

..intelligence and terrorist activities

conducted by adversarial organizaf

against U.S interests

FBINATIONAL SECURITY

L__

FBI NATIONAL SECURITY

b7E
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FBI NATIONAL SECURITY FBI NATIONAL SECURITY FBI NATIONAL SECURITY

FBI NATIONAL SECURITY FBI NATIONAL SECURITY

zo

bi

b7E

bi

b7E

FBI NATIONAL SECURITY

Counterterrorirm Distioction

intrrotIonsl Terrorism

Forelgu thorn though tlmsy mere In U.S

DomestIC Te.rdrr

-U.S thrrol though It meygoibroed

Who We Areagain..

28000 employees

FBI Director is political appointee

-10 year term

Two categories of personnel

Special Agent

Support

FB1042393
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b7D

b7E

Special Agent Personnel

Average age on entry is 29

Second career professionals

Diverse backgrounds

Principal quality is skill in handling people

Mandatory retirement at ageS

Support Personnel

General

Professional

Analytical

-Technical Scientific

Organizational Structure

FBIIIQ

17 Divisions

Field Offices

-56 Offices

Legal
Attaches LEGATS

-44 U.S Embassies

Where Youll Find Us cont
Where Are We Going

Stay tuned..

Where Youll Find Us..

Investigations

-Ct CT OC WCC

Operations

Ours

Oveeas
FBI LEGATS

Questions

FB1042394
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Counterintelligence

Division

Operational Training

Unit

The FBI Is..

Law Enforcement Agency

Counterintelligence and

Counterterrorism Service

FBIs Ten-Point List of Priorities

Countetrrrortm
Countrtnteliig

Cyber Attack

CMI Ribta
in11\\

Public Corsp

FBIs Ten-Point List of Priorities

continued

Organizations

Majorwtcite

Slgnilicant

Trunscational

Support Fed mational

Partners

CapabilitiesUpgrsdothe

The FBIs

Counterintelligence

Program

Everything you wanted

to know and more..

The FBI is Nct

The National Police

An Intelligence Service

What Do We Do

Ass Law Enforcement Agency with

broad federal criminal jurisdiction the

FBI is directed against tsgtional criminal

activity criminal enterprises public

integrity etc

What Do We Do

As Counterintelligence and

Counterterrorism Service the FBI is

authorizedto prevent and defeat

intelligence and terrorist activities

conducted by individuals and

organizations adversarial to U.S

interests

What Do We Do

FBI is the lead Ceunterintelligence

and Counterterrorism Agency in U.S

EO 12333
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b7E

lb

lb

FB1042396

Tvpeo nfJnvectiations

Intelligence Gathering

Foreign Countcnintouigceoo

Ceuntretcreothm

Criminal Investigations

Eopionngc

Economic Espionoge

Sbotngc

Bombings etc

The Old Threat..

Criteria Countries Soviet Bloc was

me tau eosn cz

The New Threat..

Who Is targeting the U.S
Whlch countries or groups

Whlch U.S Govt entitles are targets

Which private Industries are targets

What military/derense
Industries are

targets

ACLURM043496



b7E

b7E

b7E

Terrorism

International Terrorism committed by

Terrorist Groups andlor State

Sponsors of Terrorism

FB1042397
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Espionage

irorgn PWCPUiiScJ
activity directed at the U.S Government

or U.S corporations which involves the

identification targeting and collection

of U.S national

________

information

Economic Espionage

Fc intIIIwnw activity

directed at the U.S Government or U.S

corporations which involves the unlawful or

clandestine targating or

acquisition of sensitive

financial trade or

economic policy or

proprietary information

or critical technologies

or influencing of sensitive

economic policy decisions

b7E

b7E

Foreign intelligence
Activities

Active gathering of information

through the use of various

techniques to obtain..

classified

national security inform at

io

FB1042398
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SET
FB1042400

ET

II
II

II II

What Do We Wish To Accomplish

hi

bi
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Gcxl

Ii
II

ii

Objectives

hi

.3
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PNATI JTA NE

iNC

DATE 17 B1flLJSTPI1s
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DEl LA IFIED F51 FEB EAIJ IF F1

IEeRET

National Security

Programs

Operational

Training Unit

NewAgent

Training Team

Programs

Operational

Training Unit

College of

Analytical Studies

Training Team

National Security

Programs

Operational

Training Unit

This presentation

is classified

Deny fro 0-3

assilyon

.0

NSP Investigations

what for Everything you

and how want to know

we do what we do... and more

The FBI is NOT..

The National Police

An Intelligence Service

The FBI Is..

Law Enforcement Agency

Counterintelligencel Counterterrorism

Service

FBIs Ten-Point List of Priorities

Countetorrorism

Cotusterintelligenco Espionuge

CyberAttacko High Technology Crimes

Public Comiptlon InvestigatIons

Clvii Rights Investigations
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b7E

FB1042404

Ten-Point List of Priorities

Continued

Trartsasa5onal

Major White

Significant Vj

Support Fea

Parhrers

Upgrade thc

What Do We Do

As Law Enforcement Agency with broad

thderal criminal jurisdiction the FBI is

directed againstpgijonal criminal activity

criminal enterprises public integrity etc

What Do We Do

As Counterintelligence/ .ounteutnllot tour

Service the FBI is authorized to prevent

and defeat intelligence and terrorist

activities conducted by individuals and

organizations adversarial to U.S interests

What Do We Do

FBI is lead Counterintelligence and

Counterterrorism Agency in U.S

National Security Programs

Foreign Counterintelligence

International Terrorism

Domestic Terrorism

Types of NSP Investigations

Intelligeace Gathering

Foreign Coonleeintrlligrnce

Cotmtnrrrrorisos

Criminal Investigations

Enpionogo

Ecooomin Espionage

Sabotage

Bombings etc

Few Definitions

Intelligence

Intelligence Service

Foreign Intelligence Service

Intelligence Officer 10
Counterintelligence

Terrorism

Terrorist

How Did The FBI Get Into the Spy

Catching Business

ACLURM043504



b7E

b7E

b7E

The Old Threat

Criteria Countries Soviet Bloc was

the main enemy the Cold War

The Old Threat

Criteria Cduntries Soviet Bloc was

the main enemy the Cold War

With the fall of the Wall the world

changed

The New Threat

Wió1s ta tiIg Uie V.3
Which countries orgroups

.Whlch U.S Govt entitles are targets

.Wlilch private
IndustrIes are targets

What mllitarydefense Industries are

targets

FB1042405
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b7E

Terrorism

International Terrorism

committed by Terrorist Groups

andlor State Sponsors of Terrorism

b7E

FB1042406
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b7E

b7E

b7E

FB1042407

Espionage

Foreign power-sponsored intelligence

activity directed at the U.S

Government or U.S

corporations which involves

the identification targeting

and collection of

U.S national

defense

information

Economic Espionage

Foreign power.sponsored intelligence

activity directed at the U.S

Government or U.S corporations

which Involves the unlswfui or

clandestine targeting or

acquisition of sensitive financial

trade or economic policy or proprietary

Information or critical technologies or

influencing of sensitive economic policy

decisions
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b7EForeign nteliigence Activities

Active gathering of information

through the use of various

techniques to obtain classified

nationalsecudtyinfomation

FB1042408
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FBIs Ten-Point List of Priorities

Counterterrortsm

c000terlntIIlnotg

CyberAttantro

Publin ComrO

Civil Rights tnVo

FBIs Ten-Point List of Priorities

continued

Transnatlonai ltitidalhle1 Organizations

Major White cnttlBir

SIgniticant\
Support
Partners

Upgrade the Capabilities

EREt

Counterintelligence

Divis ion

Operational Training

Unit

The FBIs

Counterintelligence

Program

Everything you wanted

to know and nore..

Tue FBI is Not

The National Police

An Intelligence Service

The FBI Is..

Law Enforcement Agency

Counterintelligence and

Counterterrorism Service

What Do We Do

As Law Enforcement Agency with

broad federal criminal jurisdiction the

FBI is directed against ggjonal criminal

activity criminal enterprises public

integrity etc

What Do We Do

As Counterintelligence and

Countertesrorism Service the FBI is

authorized to prevent and defeat

intellieence and terrorist activities

conducted by individuals and

organizations adversarial to U.S

interests

WhatDoWeDo

FBI is the lead Counterintelligence

and Counterterrorism Agency in U.S

EO 12333

FB1042409

ACLURM043509



b7E

b7E

b7E

FB104241

Types of Tnvestigations

Intelligence Gathering

Foreign Conotcaintelligence

Conntcstennsinn

Criminal investigations

Enpionspo

Economic Espionage

Sabotage

Bombings ets

The New Threat..

Who Is targeting the U.S
Which countries or groups

Which U.S Govt entities are targets

Which private industries are targets

What miiitary/deIense industries are

targeis

ACLURM043510



b7E

Terrorism

International Terrorism committed by

Terrorist Groups and/or State

Sponsors of Terrorism

b7E

FB104241
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Espionage

gpo
activity directed at the U.S Government

or U.S corporations which involves the

identification targeting and collection

of U.S national

defense

information

Economic Espionage

Fcc ord IoteiTcwnce activity

directed at the U.S Government or U.S

corporations which involves the unlawful or

clandestine targeting or ___________

acquisition of sensitive

financial trade or

economic policy or

proprietary information 10

or critical technologies

or influencing of sensitive

economic poilcy decisions

b7E

b7E
Foreign Intelligence Activities

Active gathering of information

through the use of various

techniques to obtain..

classified

national secuilty

infomatio

FB104241
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Counterintelligence

Division

Operational Training

Unit

The FBI Is..

Law Enforcement Agency

Counterintelligence and

Counterterrorism Service

FBIs Ten-Point List of Priorities

Cotmterrorrorl.m

COtrIflteItIge

CybOrAttClu

Pubs
COrOspt

Civil Rights lnv

FBIs Ten-Point List of Priorities

continued

Transuational

MajorWhite

Significant

Support FedmatIonal
Partners

Upgrade the

The FBIs

Counterintelligence

Program

Everything you wanted

to know andnore..

The FBI is Not..

The National Police

An Intelligence Service

What Do We Do

As Law Enforcement Agency with

broad federal criminal jurisdiction the

FBI is directed against onal criminal

activity criminal enterprises public

integrity etc

What Do We Do

As Counterintelligence and

Counterterrsrism Service the FBI is

authorized to prevent and defeat

intelligence and terrorist activities

conductedby individuals and

organizations adversarial to U.S

interests

WhatDoWeDo

FBI is lead Counterintelligence and

Counterterrorism Agency in U.S

FB104241

ACLURM043513
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b7E

b7E

FB1042414

National Security Programs

Foreign Counterintelligence

InternatIonal Terrorism

Domestic Terrorism

Types of NSP Investigations

Intelligence Gathering

Fog Comtcthvllignc

Ctcodm
Criminal Investigations

Espiog

Sconomic Espionogo

sobotagc

-Bombings.ctc

The Old Threat

Criteria Countries Soviet Bloc was

the main enemy the Cold War

The New Threat

Who Is targeting the U.S
Which countries or groups

Whlch U.S Govt entitles are targets

Which private Industries are targets

What military/defense
industries are

targets

ACLURM043514



b7E

b7E

Terrorism

International Terrorism

committed by Terrorist Groups

and/or State Sponsors of Terrorism

FB104241

ACLURM043515



Espionage

.Foreign power-sponsored intelligence

activity directed at the U.S

Government or U.S

corporations which involves

the identification targeting

and collection of

U.S nstionai

defense

information

b7E

Economic Espionage

Foreign power.sponsore iflteWgutco

activity directed at the U.S

Government or U.S corporations

which involves the unlawfui or

ciandestine targeting or

acquisition of sensitive financial

trade or economic policy or proprietary

information or critlcªi technologies or

Influencing olsensitive economic policy

decisions

b7E

Foreign intelligence Activities

Active gathering of information

through the use of various

techniques to obtain classified

national security information

FB104241
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The Old Threat..

With the

fall of

the Wall

the world

changed

FB104241
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BOREt

ESPIONAGE

Espionage The act or

practice of pying or

using spies to obtain

EIILIiL
secret intel igence

...nnoo..w

----

ED USC s783 Unauthorized Disclosure

Filier Statute

U.S Government Employee

Who Knowingly Transmits

Classified Information

To Foreign National

Within two yearn of their employment

EeREt

Counterintelligence

Division

Counterintelligence

Training Center

ESPIONAGE

Since fall of wall sources of Information

have improved

ESPIONAGE

Since fall of wall sources of Information

have improved

ESPIONAGE

EQ 12333 COUNTERINTELLIGENCE

The activities of foreign intelligence setvicos

and their officers is the U.S

b7E

ESPIONAGEESPIONAGE

Statutes Generally Used to Prosecute

Espionage

-18 USC 5794

-5OUSCs783

ESPIONAGE

18 USC 3794Espionage Statute

No statute of lImitations

Death or life Imprisonment

Criminal forfeiture provisions

Son of Sam provision

FB104241
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ESPIONAGE

AGENT OF FOREIGN POWER

Hostile Intelligence Service

intelligence Officer orAgent

ESPIONAGE

WORST CASE SCENARIO IN ESPIONAGE

No Physical Evidence

Documents In Moscow or Beijing before

anyone knows they are gone

No witnesses

Sensitive Cl sources arid techniques to proiect

Learn about viol allan sometimes years later

Unsure crtmo has been committed

ESPIONAGE______________
18 USC s794 Espionage Statute

Whoever may be foreign national or

USPER government employee or non-

government employee I.e ANYONE

ESPIONAGE

18050 s7E4

Transmittal

National Defense Information

Teen Agent of Foreign Power

With Intent to Injure U.S orAid Foreign Power

Aft elements mast be melter prosecatorial

consideration unhihe some other criminal

vioialionsDOJ

ESPIONAGE

l1Ol
Must be information relating to the national

defense that Is appropriately acuaily arid

accurately classified

ESPIONAGE

NATIONAL DEFENSE INFORMATION NDI

Mast be Information relating to the national

defense that is appropriately actually and

accurately classified

ESPIONAGE

NATIONAL DEFENSE INFORMATION NDI

Mast be Information relating to the national

defense that is appruprialely actually and

accurately classified

ESPIONAGE

WITH THE INTENT TO INJURE THE U.S OR
AID THE FOREIGN POWER

ESPIONAGE

WITH THE INTENT TO INJURE THE U.S OR
AID THE FOREIGN POWER

POLLARD CASE 1885

Intelligence Analyst wilh Naval Investigative Servlc

Soid Classified Documents to Israeli Intelligence

NI I.rsed operational In DC

Life lmprlsonmeut

b7E

b7E
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ESPIONAGE

ESPIONAGE PROSECUTIONS

Authorized by Depattrnrent of Justice Counter

EspIonage Sectlon.-Wash D.C

Willing to drop investigation If not 100% sure

How Is national Interest best served Not

prosecution at all costs

ESPIONAGE

EXTRATERRlTORIALJUIttSDlCTtOi

INTE WGENCE AUTHORIZATION ACT OF 1990

Gives FBI Jurisdiction over espionage

Investigations In all U.S diplomatic missions

abroad

This is the oeiy time the FBI has

primary jurisdiction over uniformed

military personnel

ESPIONAGE

EXT TCTIQM
INTELUGENCE AUTHORIZATION ACT OF 1990

Gives FBI Jurisdiction over espionage

Investigations in all U.S diplomatic missIons

abroad

This is the only time tile FBI has

primary jurisdiction over uniformed

military personnel

-EO 123331FBI1C11U.S

EO l2333lClilICUouIsIde U.S

ESPIONAGE

EXTRATERRITORIAL INVESTIGATIONS

ESPIONAGEESPIONAGE

PSYCHOLOGICAL ASSESSMENT

ESPIONAGEESPIONAGE

b7E

ESPIONAGE
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ESPIONAGE

Since fall of wall sources of Information

have Improved

50 USC $783 Unauthorized Disclosure

FllIeY Statute

U.S Government Employee

Who Knowingly Tranumito

Classified irfonnation

To Foreign National

Counterintelligence

Division

Counterintelligence

Training Center

ESPIONAGE

Espionage The act or

practice of pying or of

using spies obtain

secret intel

ESPIONAGE

Since fall of wail sources of information

have improved

ESPIONAGE

Since fall of wait sources of InformatIon

have Improved

bE

ESPIONAGEESPIONAGE

EO 12333 COUNTORINTELLIGENCE

The aclivities of foreign intelligence services

and their officers in the u.s

ESPIONAGE

Statutes Generally Used to Prosecute

EspIonage

-18 USC s794

50 USC s783
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.18 USC $794 Espionage Statute

ESPIONAGE

18 usc s794 Espionage Statute

No statute of limitations

Death er life imprisonment

CrIminal forfeiture provisions

ESPIONAGE

18 USC s794 ELEMENTS OF THE CRIME

-Transmittal

National Defense lofomiation

To an Agent of Foreign Power

With Intent to Injure U.S orAld Foreign Power

All elements mast be met for proseculorial

consideration unlike some other criminal

vlotations_DOJj

ESPIONAGE

18 USC s794 Esp1onae Statlita

No statute of limItations

ESPIONAGE

18 USC $794 Eepionage Statute

No statute of limitations

Death or life imprisonment

CrimInal forfeiture provisions

Son of Sam provlelon

b7E

ESPIONAGE

18 USC s794 EspIonage Statute

Whoever may be foreign national or

USPER government employee or nun-

government employee i.e ANYONEI

ESPIONAGE

NATIONAL DEFENSE INFORMATION ND1

Meet be Information relating to the notional

defense that inappropriately acteally and

accnrately classified
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NATIONAL DEFENSE INFORMATION NDI

Must be information relating to the national

defense that is appropriately actually and

accurately classified
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ESPIONAGE

NATIONAL bEE NFRMATIO4 NOl

Must be Information relating to the national

defense halls appropriately actually and

accurately classified

ESPIONAGE

CESE PMATCIN lNflll

Most be infornnalion relating to the natinnal

defense that Is approprialely actually and

accurately classified

ESPIONAGE

AGENT OF FOREIGN POWER

Hostile Intelligence Service

Intelligence Officer or Agent

ESPIONAGE

WITH THE INTENT TO INJURE THE U.S OR
AID THE FOREIGN POWER

ESPIONAGE

WITH THE INTENT TO INJURE THE U.S OR
AID THE FOREIGN POWER

POLLARD CASE 195

Intelligence Analyst with Naval Investigalive Sersico

Sold Classified Documents to Israeli lulolligence

Nd dsed operational In DC

Life Imprisonment

b7E

b7E

b7E

ESPIONAGE

WORST CASE SCENARIO IN ESPIONAGE

No Physical Evidence

Documents in Mascow or Beijing befnre

anyone knows they are gone

No witnesses

Sensitive CI sources and technIques to protect

Learn about violalian somelimes yearn later

Unsure or me has been committed

ESPIONAGE

ESPIONAGE PROSECUTIONS

Authorized by Department of Justice Internal

Security SectianWash D.C

Willing to drop investigation If not 100% sure

Howls nalinnal Interest best served Not

prosecuiiun at all costs
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ESPIONAGE

PROTECTION OF CLASSIFIED

INFORMATION AT TRIAL

ESPIONAGE

EXTRATERRITORIAL JURISDICTION

INTELUGENCE AUTHORIZATION ACT OF 1990

ESPIONAGE

EXTTCiTTT1OI

ESPIONAGE

EXTRATERRITORIAL JURISDICTION

INTELUGENCE AUTHORIZATION ACT OF 1990

Gives FBI jurisdicllon over espionage

Investigations In all U.S diplomatic missions

abroad

This is the only time the FBI has

primary jorisdiclion over uniformed

military personnel

b7E
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ESPIONAGE

PROTECTION OF CLASSIFIED

INFORMATION AT TRIAL

Classified In onnallon Procedures Act

Security clearances given to necessary court

personnel so that classified information my be

reviewed in an in camera proceeding with

thejodge

ESPIONAGE

EXTRATERRITORIAL JURISDICTION

INTELUGENCE AUTHORIZATION ACT OF 1900

Gives FBI jurisdiction ever espionage

investigations In all U.S diplomatic missions

abroad

ESPIONAGE

EXTRATERRITORIAL JURISDICTION

INTELUGENCE AUTHORIZATION ACT OF 1900

Gives FBI jorisdicllon over espionage

Investigations In all U.S diplomalic missions

abroad

This Is the only time the FBI has

primary jorisdiction over uniformed

military personnel

EO 12333FBIICIIU.S

ESPIONAGE

EXTRATERRITORIAL JURISDICTION

INTBLUGENCE AUTHORIZAtiON ACT OF 1090

Gives FBI jurisdiction over espionage

Investigalions In all U.S diplomatic missions

abroad

This Is the only time the FBI has

primary jorisdiction ever uniformed

military personnel

EO 12333FBIJCIJU.S

_EO l2333IClAlC000tsIde U.S

ESPIONAGE

EXTRATERRITORIAL INVESTIGATIONS
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PSYCHOLOGICAL ASSESSMENT

ESPIONAGE
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7/18/2011

THE RECRUITMENT PROCESS

The
process by which Foreign Intelligence

Officer PlO recruits an Americsn..or.

the process by which we recruit Foreign

Intelligence Officer

THERECRUIThIENTPROCESS

\Vhyisitimportanttoknow

THE RECR UI TMENT PROCESS

bi

b7E

Counterintelligence

Division

Counterintelligence

Training Center

THE RECRUITMENT PROCESS THE RECRUITMENT PROCESS

Recruitment..

complicated flew of interrelated events

directed toward the establishment of

clsndestine relationship
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THE RECRUITMENT PROCESS THE RECRUITMENT PROCESS
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THE RECRUITMENT PROCESS THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS
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THE RECR UI TMENT PROCESS
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THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS THE RECRUITMENT PROcESS
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QUESTIONS
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Counterintelligence

Division
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Training Center
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