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’ Brian Regan
bL7E
Communicate!
Communicate!! .
Surveillance
Communicatel!!!
| C il Surveilt Night .
} Countersurveillance ountersurvetllance urveitlance Nightmare
Trip to San Diego L

Burying things on the side of the cxpressway
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Regan Buried Top Secret documents
in State Parks

Surveillance

Communicate!
Communicate!!
Communicate!!!

“The Plan”
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Communicate!

Communicate!!

Communicate!!!
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Surveillance
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HEIGHBORHDOD RTCH |

Apartment Complexces

What Else?

Parks

Seneca Park, 6300 acres, dit roads andbike paths.
Also, one of the Russian Embasy 'cm.plo) ces favorite
c
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Reporting Results of Surveillance

How will you document
observations that may be
part of the subjeies

espionage activitje

Espionage cases can go to tridg

(oo

-1 Oy
@]

Pieces of the Puzzle
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ALL INFORMATION CONTAINED 7/18/2011
HEREIN I3 UNCLASSIFIED
DATE 01-25-2012 BY 65179/DMH/BAV/STP/bls

. Parks
Pieces of the Puzzle Sencca Park, 6300 acres, dirt roads and bike paths.
Also, one of the Ry Em! ployecs favorite
b7E
Espionage Surveillances
Subject goes into )
the woods b7E
Brian Regan Countersurveillance

ACLURMO043419

FBI042319



7/18/2011

Surveillance Nightmare Regan Buried Top Secret documents
in State Parks Apartment Complexes

Elaborate scheme that included codes &
burying things on the side of the expressway

Public Venues

Reporting Results of Surveillance

How will you document
observations that may be

part of the subjeli
espionage activit]

Espionage cases can go to tri:

be
b7C

ks

ACLURMO043420

FBI1042320




302 PONY:: Observation of activity
FD-302 (Rev. 10-6-95) : & collection of evidence

-1-

FEDERAL BUREAU OF INVESTIGATION

ALL INFORMATION CONTATNED
HEREIN I3 TNCLASSIFIED

DATE 01-25-2012 BY e5179/DMH/EAW/3TEP/bls .
Date of transcription

06/24/2001

Investigation on at

65- X
File # XX Date dictated

IA James Bond: Jb
by IA Tan Flemming

it and its contents are not to be distributed outside your agency.

This document contains neither recommendations nor conclusions A€ |tiyRRRI434is the property of the FBI and is loaned to your agency;

FBI1042321




FD-302a (Rev. 10-6-95)

65-

Continuation of FD-302 of b ,0n X , Page 2

ACLURMO043422
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FD-302 (Rev. 10-6-95)

Some facts about 302s;

not all inclusive
ALL INFOEMATION CONTATHED
HERETIN I35 TMCLASSIFIED
-1- DATE 01-25-2012 BY 6L l79/DHMH/BAN /5T /hls

FEDERAL BUREAU OF INVESTIGATION

Date of transcription  00/00/0000

Investigation on

File # 65-XX-000000

at Gotham City, State

Date dictated date

by IS Bruce Wayne

This document contains neither recommendations nor conclusions f theRRRI43ibis the property of the FBI and is loaned to your agency;

it and, its contents are not to be distributed outside your agency.

b7E

FBI042323




FD-302a (Rev. 10-6-95)

65-XX-000000

Continuation of FD-302 of IS Bruce Wavne

,on date , Page 2

ACLURMO043424
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- 302 PONY: Observation of activity
FD-302 (Rev. 10-6-95) & collection of evidence

-1-
FEDERAL BUREAU OF INVESTIGATION

ALL INFORMATION CONTAINEI
HEFEIN I3 UNCLAZSIFIED

DATE 01-25-201%2 BY 65l?9;’DI'!I-I;"BAId_.f'STP,Ihls Date of transéription 06/26 /2008

b7E
Investigation on date a Gotham City, State
File # 65-XX-000000 . Date dictated date

by IS Bruce Wayne

This document contains neither recommendations nor conclusions AEtiRERI43425 the property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency. FBI042325
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FD-302a (Rev. 10-6-95)

65-XX-000000

Continuation of FD-302 of IS Bruce Wavne

,on date , Page 2
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DATE: 01-25-2012
CLASSIFIED BY 65179/DMH/BAW/STE /bls

REASON:

1.4 [c}

DECLASSIFY OM: 01-25-203%

oo

ALL INFOPMATION CONTAINED
HEFEIN I3 UNCLAZSIFIED EXCEPT
WHEFE 3HOWH OTHEEWIZE

-1 O

oo

ESPIONAGE ...

Espionage:
practice of spjyi

Pieces of the Puzzle

Elements of the Crime

18 USC 794
Espionage Statute

¢ Transmittal of
« National Defense Information

Transmittal

ESPIONAGE STA E « To a Foreign Power or Agent of
a Foreign Power '
* With Intent to Injure U.S. or
Aid Foreign Power
National Deﬂ.mse To an'Agent ofa With Intent to -Iniure the U.S.
Information Foreign Power or
Aid Foreign Power
Any country or

recognized terrorist group

ACLURNR) FT

FBI1042327




sERgET

Espionage: Basic Surveillance Specialist Group (1-hour block)

FBI1042328
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Brian Patrick Regan

Espionage

Some of the Other

used by kegan?
+GPS

+ San Deigo
« Travel
* Crossing boarders
« recorders

Regan lived in Bowie, Md. & worked
in Chantilly, Va.

Left on the Bus

+The Gs Recovered pieces of a torn
up map
+Country in Europe

+ Foreign embassies marked on the
map

An Avid User of Public Libraries
& library Internets

Crofton Public Library (Maryland)

« On the Internet at the Library near his .
residence. Internet searches:

+ “Embassies of the Arab World”

k1
b7E

FBI1042329
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Espionage: Basic Surveillance Specialist Group (1-hour block)

FBI1042330




Crofton Library cont,

»“Foreign Embassies in Paris”; “Foreign
. Lmbasiea {o Switserland™; “Likyan

| , Embassies and C lates of Libya @

| . Embassy World”

»... addresses and telephone numbers of
other Arab countries Embassies in
‘Washington, DC

Jo

Hid stolen documents in suitcases

<

Hovw did Pollard get documents
out of his work place?

Where did Pollard & his handler meet?

First “Safe ouses”

« Transmittal

» Nat’] Defense Info

» To a Foreign Power or Agent of a
Foreign Power

« Intentto Injure U.S. or Aid
Foreign Power

Chi Mak — Los Angeles

+ Chinese immigrant

+ 1985 - became a
U.S. citizen

+ Charge -~ Illegally
exporting
restricted defense
technology
information

« Sentence ~ 24
years

SR T

bl
b7E

FBI1042331




SERRET

Espionage: Basic Surveillance Specialist Group (1-hour block)

_3a_
sepel
ACLURM043.

FBI1042332




SQ{ET

How do you document
chservations that moy be part of
the subject’s qgpionagg

Day in the life of 2 G:

be
b7cC

FBI042333




Espionage: Basic Surveillance Specialist Group {1-hour block)

ALL INFORMATION CONTAINED
HEREIN I3 UNCLAZSZTIFIED
DATE 01-25-2012 BY 65179 /DMH/BAN/3TP/bla

ACLURMO043434
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DATE: D1-25-2012
CLASSIFIED BY £5179/DMH/BAW/STF/bls ?}@ET

FEASON: 1.4 (o)
DECLAZSTIFY OH: 01-25-2037

Espionage Questions for Basic Surveillance Training Course

() 5) |

S T

ACLURW043435

ALL INFORMATION CONTAINED
HEFEIN I3 UNCLASSIFIED EXCEPT
WHEFE SHOWH OTHEEWIZE

b7E

bl
b7E

FBI042335




DECLASSIFIED EY &5179/DHH/BEAW/ 3T /bls=
O 0l-25-Z01Z

Counterintelligence
Division
Counterintelligence
Training Center

ESPIONAGE

Espionage:| The act or
practice of spying or of
using spiesito obtain
secret intelligence.

O beter's T Dictbomsey)

« Since the fall of the wall, sources of
information have improved

ESPIONAGE

= Since the fall of the wall, sources of
information have improved _

ESPIONAGE

« EO 12333 = COUNTERINTELLIGENCE

- The activities of foreign intelligence setvices
and thelr officers in the U.S.

ESPIONAGE

» Statutes Ily Used to Pr t
Esplonage

-18 USC 5794

-50USC s783

ESPIONAGE

» 50 USC s783 - Unauthorized Disclosure

= "Filler” Statute

- U.S. Government Employee
- Who Knowingly Transmits
- Classified Information

- To a Foreign National

ESPIONAGE

= §0 USC s783 ~ Unauthorized Disclosure

- Statute of limitations...two years of U.S.G,
employment

- Maximum ten year sentence

- Maximum ten thousand dollar fine

ACLURMO043436

~1
O

FBI042336




|
: ESPIONAGE

ESPIONAGE

« 18 USG 5754 - Esplonags Statuis

"

r* may be foreig fonal or
USPER, govemment employee or non-
government employee (i.e. ANYONE!)

« 18 UEC 3724 (2} FLEMENTS OF THE CRIME
~ Transmittal
- National Defense Information
-~ To a Foreign Power or Agent thereof
- With Intent to Injure LLS. or Aid Foreign Power

- (All elements must be met for prosecution)

ESPIONAGE

- 18 USC 5794 — Espionage Statute

- No statute of limitations

- Death or life Imprisonment
~ Criminal ot

-"Son of Sam" provI';Ion

ESPIONAGE

« NATIONAL DEFENSE INFORMATION {NDI)

- lJWu‘st be information rel_atlng to the national

at is appi ly and
accurately classified.
A"
TOP
Confidential SECRET SECRET

ESPIONAGE
« NATIONAL DEFENSE INFORMATION (NDI)

- Must be information relating to the national

defense that is appropriately, actually and
accurately classified.

ESPIONAGE

« AGENT OF A FOREIGN POWER

— Hostile Intelfigence Service b7E

- Intelligence Officer or Agent

_ ESPIONAGE

= WITH THE INTENT TO INJURE THE U.S. OR
AID THE FOREIGN POWER

ESPIONAGE

» WITH THE INTENT TO INJURE THE U.S. OR
AID THE FOREIGN POWER

~ POLLARD CASE (1985) =

- Intelligence Analyst with Naval Investigative Service
- Sold Classified Documents to Israeli Intelligence

- ND:sed, operational in DC

- Life Imprisonment

ESPIONAGE

« “WORST CASE SCENARIO” IN ESPIONAGE b7E
- No Physical Evidence

~Documents in Moscow or Beljing before
anyone knows they are gone

- No witnesses

- Sensitive Cl sources and techniques to protect
- Learn about violation sometimes years later

- Unsure crime has been committed

ACLURMO043437

FBI042337




ESPIONAGE

ESPIONAGE

« ESPIGNAGE PROSECUTIONS

- Authorized by Department of Justice Counter
Espionage Section~Wash., D.C.

- Willing to drop investigation if not 100% sure

- How s national interest best served? (Not
prosecution at all costs.)

+ EXTRATCRRITCRAL JURISDIOTION

- INTELLIGENCE AUTHORIZATION ACT OF 1990

-Gives FBl jurisdiction over espionage
investigations in all U.S. diplomatic missions
abroad.

-This is the only time the FB] has
primary jurisdiction over uniformed
military personnel.

ESPIONAGE

= EXTRATERRITORIAL JURISDICTION

- INTELLIGENCE AUTHORIZATION ACT OF 1350

-Gives FBl jurisdiction over espionage
i igations in all U.S. dij ic missi

abroad.

-Thisis the only time the FBl has
primary jurisdiction over uniformed
military personnel.

-EO 12333/FBlCIU.S. .
-EQ 12333/CIA/Cloutside U.S.

ESPIONAGE

ESPIONAGE ESPIONAGE

= EXTRATERRITORIAL INVESTIGATIONS = PSYCHOLOGICAL ASSESSMENT

ESPIONAGE ESPIONAGE ESPIONAGE
ACLURMO043438

b7E

FBI042338




ESPIONAGE

Questions?

ESPIONAGE

ACLURMO043439

FBI042339




“DECLASSIFIED BY 65175 /DHH/BAW/STP/bls

O 0l-25-201=2

Counterinteliigence

Division

Counterintelligence

Training Center

7/18/2011

ESPIONAGE

N

Espionage:

_practice of s

using spies
secret intelli

1IN ., S

(W

L — X

The act or
pying or of
0 obtain
oence.

bster’s 1T Dlctionary)

ESPIONAGE STATUTES %

18 USC 794 — Espionage Statute
1 Transmittal
2 National Defense Information
3 To an Agent of 2 Foreign Power
4 With Intent to Injure U.S. or Aid Foreign Power

50 USC 783 -- Unauthorized Disclosure
- A "Filler" Statute
1 U.S. Government Employce
2 Who Knowingly Transmits
3 Classified Information
4 To a Foreign National

Differences in the statutes

CER,

it

A

= 18 USC 794 - Espionage Statute

- No statute of limitations
- Death or life imprisonment

- Criminal forfeiture provisions
- "Son of Sam" provision

BRIAN PATRICK REGAN

“We are here today to tell the full story of Brian Patrick Regan's
betrayal of his country. We want you to see the magnitude

of the damage this man was willing to inflict

on his country and fellow citizens.” us attormey Paut McNutty

Former Air
Force
Intelligence
Officer;

. Lifein

) prison

20,000 pa;ges of classified docur}\enls
Buried in 19 locations in Virginia and Maryland

ACLURMO043440

FBI1042340




Bom 1957, single (never
marind na childran)

Oldest of four, siblings FBI
employees

US Citizen, Puerto Rican
descent

BS University of Virginia (1979)
MS Johns Hopkins, SAIS
(1984)

\é\fl’z))med at DOJ, FOIPA (1979-

Hired by Defense Intelligence
Agency (DIA) in 1985

B PRESSRELEASE. Februay 20, 2001

Atomey Gereral John Asteroft, FBI DixctorLouss |
¥, Froch ard Urited Strtes Attorrey Fekn Fafey
amounced tody that avekmn P 1
camtednedboenoe Agert was moested Sy by the
FE ard chrgd with conmitung epiorge by
| provdighigtychssfcdmonisority
: b . AT
Axucmeomcmaapﬂmwxmwgm

y chssificd
n{onnmlsapm@ior'dmdnp,'stcfaj
pdapbyls&m!ndas}hmhﬂ

provisly

Package recovered at the Lewis
drop sde containing $50,000 cash e = A e
feft by Russians for Hanssen,

DAVID SHELDON BOONE

David Sheldon Boone

Spied from 1988 to 1991 for the Soviet Union
Former Army Signal Intelligence Officer
Paid: $60,000

1889: Pleaded guilty to conspiracy;
sentenced to 24 years, 4 months

SSA-WE-2CH948

7/18/2011

m SPIES AND FOREIGN SERVICES

N Robert Hanssen

AR7 year old veteran FBI employee
who received more than $1.4 million
in cash and jewels while spying for 17
years for the KGB/SVR. He pled
guilty to 15 counts of espionage-
related charges Sentence: life

Package diopped by Hanssen at
the EXs drop ste on 2/18/01,

“ELUS" Drop Site under afootbridge
near Vienna, Virginla

SPIES AND THEIR IDEOLOGY

5 Jonathan Jay Pollard

Naval Intelligence Teresa Squillacote

Service officer who Pentagon Attorney
spied for Israel. Spied for East
- Spiedfortwoyears  germans and Russia

1987: sentenced to life.  gentence: 22 years

Motivation: ideology

Kurt Stand Husband to Squillacote.
1999: Sentenced to 17 years in prison
Convicted with wife of conspiracy to commit §
espionage, attempted espionage and illegally
obtaining national defense information

EDWIN EARL PITTS

Edwin Earl Pitts

Spied for Russians
from 1987 - 1992

Sentence: 27 years

Among the things
he gave up: a list of
individuals spying
against the
Russians for the
United States

__JOLWIS 12mcs

ACLURMO043441

FBI1042341
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m SPIES AND FOREIGN SERVICES

!’) ! IMK‘EAL:y W MERT

‘?* AT B o~ 1T,

PR PPV
NORTH  13-12 SEPT,

XF Jov L
fEer AT 3 'me,::'.hyl oet
i P03 S1enAt_NORTH

Rosario Ames P :.oéssfr SoRTH 1
Aldrich_Ames No MESSASE AT P:PE
and wife :oarzsn}'ms'; pery m;n

{ CIA Veteran 27, 5!’7‘ ! MEsae A

KGB-Soviet spy from

e] 1985 to 1994

Paid upto $2.5 million

Sentenced to life

Anote fromAmes’ trash

The first evidence of espionage
Ames signal to KGB that plonag

the drop was ready

SPIES AGAINST THEIR COUNTRY

FAMILY or John Walker

onn
i I SPIES {1 Navy Veterar US Navy Veteran
KGB Spy - i1968-1555 E
Provided Crypto Information |3
John Walker Paid Approximately $1 million
Sentenced to Life In Prison  John Walker Demos

Whitworth a Minox B Camera
J itwol FIR—— v

A Rk =N/

\ A = 4

Arthur Walker

Michael Walker

KGB Photo of Walker's Drop Site

Economic Espionage Act

* The Economic Espionage Act of 1996
(18 USC section 1832): any person or
organization who knowingly steals or
destroys any trade secrets with intent
to (a) economically benefit anyone
other than the owner; and (b) injure
the owner of the trade secret.

* - civil relief and forfeiture too

Types of Spies

py — Ronald Pelton
spy - Jonathan Pollard
Spy —

obert Hanssen

= Brian Regan

Spy -
Richard Miller

* Peter H. Lee
« John D. Charlton « Hou Desheng
¢ Aluru J. Prasad « Zang Weichu
* Subrahmanyam . .
Kota Mikhail Katkov

Other Spies

* Douglas Tsou

There is but one
evil

I dread,

and that is,

— George

NP W ashington

Jeedd  therore
the most alferdive

ACLURMO043442

FBI1042342




DATE: 01-25-2012 7/18/2011

CLASSIFIED BY o5fl73/DMH/BAW/STF/bls
FEAZON: 1.4 (o)
DECLASSIFY OH:

ALL INFORMATION CONTAINED
HEFEIN I3 UNCLASSIFIED EXCEPT
WHEFE SHOWH OTHERWIZE

SEMT

0l-25-2037

"""""""""""" dentification of ,
b
Counterintelligence b7E
Division
Counterintelligence |
- Fraining Center
‘‘‘‘‘ Types of Foreign Nationals
Assigned to the United States
Foreign S
Embassy bl
..... b7E
,,,,,,,,,,,,,,,,, Legitimate
| Diplomat
Indicators of a Sugpe,cte&i | Indicators of a Suspécted
bl
b7E
1

ACLURMO043443

FBI1042343




> ‘ fET 7/18/2011

....... bl
b6

b7C
b7E

Hmmﬁ.m.f”saé&g

Indicators of a Suspectec Indicators of a Suspécted bl

TR E—

Identification o e — }dentlﬁcatlon of Known b1
,,,,, - |

I:S:I 7777777 7 1‘ 2. Fore|gn

Government
Agencies

= >

2

ACLURM043444 W .
FBI042344
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(51

Identification of Kno 1

2. Forelgn Government Agencles

3.0ther U.S, Government
Agencies

sﬁnﬁr
ACLURMO04344

7/18/2011

FBI1042345




DATE: 0l-25-Z01Z
CLASSIFIED BEY

FEAZON: 1.4 (o)
DECLASRTIFY 0OMN: 01-25-2037

Counterintelligence
Division
Counterintelligence
Training Center

=4

THE RECRUITMENT PROCESS

Whatis it...
and

Why is it important?

>

THE RECRUITMENT PROCESS

* Recruitment...

e [ «A 1

directed toward the establishment of a

clandestine relationship”

e

a5178 /DMH/BAW/STE /bl

E 5 . ALL INFORMATION CONTALINED

7/18/2011

HERFEIN I5 UNCLAZSIFIED EXCEFT
WHERE SHOWN OTHERWISE

b7E
Recruitment
THE RECRUITMENT
FRoCLSSTITLD
THE RECRUITMENT PROCESS THE RECRUITMENT PROCESS
* Whatis it?
“The process by which a Foreign Intelligence b7E
Officer (FIO) recruits an American... or...
the process by which we recruit a Foreign
Intelligence 0ﬂ'1c§’<
THE RECRUITMENT PROCESS THE RECRUITMENT PROCESS
* Whylsit important to The Recruitment Process
know? L
bl
b7E
>

ACLURMO043446

FBI1042346




SEPRET

7/18/2011

THE RECRUITMENT PROCESS THE RECRUITMENT PROCESS

_

b7E

THE RECRUITMENT PROCESS.

> >
THE RECRUITMENT PROCESS THE RECRUITMENT PROCESS
> P

T

ACLURMO04344

b7E
>
THE RECRUITMENT PROCESS
b7E
><
2

FBI1042347




THE RECRUITMENT PROCESS

>
THE RECRUITMENT PROCESS
>
(5] THE RECRUITMENT PROCESS
HE
><

7/18/2011

THE RECRUITMENT PROCESS THE RECRUITMENT PROCESS
b7E
THE RECRUITMENT PROCESS I |
b7E

THE RECRUITMENT PROCESS THE RECRUITMENT PROCESS

b1

b7E

>

ACLURMO043448 SE 'EET

FBI1042348




7/18/2011
THE RECRUITMENT PROCESS THE RECRUITMENT PROCESS THE RECRUITMENT PROCESS
a3
b7E
»< Fos v,
THE RECRUITMENT PROCESS
QUESTIONS?

MT 4
ACLURMO043249

FBI1042349
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DECLASSTIFIED EY a5l79/DMH/BAW/ZTF/bls

0N 01-25

-2012

=Since fail of wall, sources of information
have improved

Nattonal Security
National Security Programs,
Programs, Operational
Operational Training Unit,
Training Unit, College of
NewAgent Analytical Studies
Training Team Training Team
ESPIONAGE ESPIONAGE @5 ESPIONAGE

«Since fall of wall, sources of information
have Improved

«Since fall of wall, sources of information
have improved

ESPIONAGE A5y ESPIONAGE &5 ESPIONAGE 53
. l -EO 12333 = COUNTERINTELLIGENCE - Statutes G lly Used to Pr t

Espionage:| The act or 0 ) v ) ] ) Esplonage 4

practice of Spying or of =The acli_vihes of h':relgn intelligence services

. R . d their offi the U.S.
using spies|to obtain andfelroticersn e -18USC 5794
secret intelligence. -50USC 5783
O beter’s I Dictionary)

~ ACLURMO43450

FBI1042350
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ESPIONAGE

ESPIONAGE

«50 USC s783 — Unauthorized Disclosure

= "Filler" Statute

-U.S. Government Employee
- Who Knowingly Transmits
- Classified Information

- To a Foreign National

ESPIONAGE

o

«18 USC s794 — Espionage Statute

~No statute of limitations

ESPIONAGE K8y

«18 USC s794 - Espionage Statute

- No statute of Imltations
- Death or life Imprisonment

ESPIONAGE

»18 USC s794 ~ Espionage Statute

-No statute of limitations
- Death or life imprisonment
- Criminal forfeiture provisions

ESPIONAGE

o

=18 USC s794 -- Esplonage Statute

- No statute of limitations

- Death or life imprisonment

- Criminal forfeiture provisions
-"Son of Sam" provision

ESPIONAGE

«18 USC s794 - Esplonage Statute

-"Whoever" may be foreign national or
USPER, government employee or non-
government employee (i.e. ANYONE!)

ESPIONAGE £

=18 USC s794 (a) ELEMENTS OF THE CRIME
- Transmittal
- National Defense Information
-Toan Agent of a Foreign Power
~With Intent to Injure U.S. or Aid Foreign Power
-{All elements must be met fcu; prosecutorial

consideration, unlike some other criminal
violations~-DOJ)

ESPIONAGE

b7E

ACLURMO043451

FBI1042351

|
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ESPIONAGE
«NATIONAL DEFENSE INFORMATION (NDI)

- Must be information relating to the national
defense that is appropriately, actually and
accurately classified,

ESPIONAGE

-NATIONAL DEFENSE INFORMATION {NDij

- Must be information relating to the national
defense that Is appropriately, actually and
accurately classified.

ESPIONAGE

aliAnicnAL DEFENSE INFORMATION (NDH

- Must be Information relating to the national
defense thatis appropriately, actually and
accurately classified,

Ic«aﬂdmul | sm;l TOP
ESPIONAGE i«’{‘?:‘v“ ESPIONAGE ESPIONAGE
=NATIONAL DEFENSE INFORMATION {NDI) «AGENT OF A FOREIGN POWER «WITH THE INTENT TO INJURE THE U.S. OR
AID THE FOREIGN POWER
= Must be mfonnatlon relating to the natlonal - Hostile Intelligence Service
a
accurately classmed. - Intelligence Officer or Agent
- Canbe proven to jury by expert witness testimony.
ESPIONAGE A i; ESPIONAGE ESPIONAGE
«WITH THE INTENT TO INJURE THE U.S. OR «“WORST CASE SCENARIO” IN ESPIONAGE «ESPIONAGE PROSECUTIONS

AID THE FOREIGN POWER
- POLLARD CASE (1985) ; ‘

- Intelligence Analyst with Naval Investigative Service|

- Sold Classified Documents to Israeli Intelligence

- NDused, operational in DC

- Life Imprisonment

-No Physlcal Evidence
~Documents in Moscow or Beljing before
anyone knows they are gone
- No witnesses
- Sensitive Cl sources and techniques to protect
- Leam about violation sometimes years later

- Unsure crime has been committed

- Authorized by Department of Justice Internal
Security Section~Wash., D.C.

- Willing to drop investigation if not 100% sure

- How s national interest best served? (Not
prosecution at all costs.}

ACLURMO043452

b7E

b7E

FBI1042352
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ESPIONAGE ESPIONAGE ESPIONAGE a5y
SRRCTECTICNLOF CLASSIFIED «PROTECTION OF CLASSIFIED
INFORMATION AT TRIAL INFORMATION AT TRIAL b7E
- Classified Information Procedures Act

(s ity cl iven to y court
personne] so that classified information my be
reviewed in an “in camera” proceeding with
thejudge.)

ESPIONAGE {5 ESPIONAGE & ESPIONAGE

«EXTRATERRITORIAL JURISDICTION

«EXTRATERRITORIAL JURISDICTION
- INTELLIGENCE AUTHORIZATION ACT OF 1990

«EXTRATERRITORIAL JURISDICTION
- INTELLIGENCE AUTHORIZATION ACT OF 1980

-Gives FBI jurisdiction over esplonage
i in all U.S. dij ic missl

abroad.

ESPIONAGE N

+EXTRATERRITORIAL JURISDICTION
- INTELLIGENCE AUTHORIZATION ACT OF 1930

-Gives fBI Jurisdiction over espionage

inall U.s.
abroad.,

-This is the only time the FBI has
primary jurisdiction over uniformed
military personnel.

ESPIONAGE

«EXTRATERRITORIAL JURISDICTION
- INTELLIGENCE AUTHORIZATION ACT OF 1930

-Gives FBI Jurisdiction over espionage
i igations in all U.S. dij

abroad.

-This is the only time the FBI has
primary jurisdiction over uniformed
wmilitary personnel.

-EO 12333/FBICUU.S,

ESPIONAGE S

« EXTRATERRITORIAL JURISDICTION
- INTELLIGENCE AUTHORIZATION ACT OF 1890

~Gives FBl jurisdiction over espionage
igati in all U.S. di] ic mi

abroad,

~This is the only time the FBI has
primary jurisdiction over uniformed
military personnet,

-EO 12333/FBUCIU.S,
-EO 12333/CIA/Cl/outside U.S.
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ESPIONAGE 5 ESPIONAGE Ay ESPIONAGE 5
«EXTRATERRITORIAL INVESTIGATIGNS <FSYCHOLGGICAL ACSECSMENT
b7E
ESPIONAGE {8 ESPIONAGE &% ESPIONAGE S5y
b7E
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National Security
Programs,

Operational
Training Unit,

New Agent
Training Team

METHOUS

ACTIVITY

+ SPECIALIZED TECHNIQUES AND
+USED IN THE ORGANIZATIONAND

+ OF INTELLIGENCE OPERATIONS. ]

Jr

b7E
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Leadership and Instructor Development Schedule

Meeting 1: September 9
8:00 am-5:00 pm

Leadership and Instructor Development Workshop

Record a team briefing and debriefing during a bTE
Watch recording and complete a self-evaluation.

Meeting 2:

8:00 am - 8:30 am Group Meeting
8:30 am - 11:30 am Individual Conferences

Bring DVD, self-evaluation, lesson plan,
list of stories

b7E

Record a team briefing and debriefing during a
" Watch recording and complete a self-evaluation.

Meeting 3:

8:00 —8:30 am Final Group Meeting
8:30 am — 11:30 am Individual Conferences

Bring DVD and self-evaluation

ACLURMO043458
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Leadership is a choice, not a position.
Leaders lead people; managers manage things.
Leadership empowers others
to realize the worth within themselves. 1

To Leaders:

"Treat people as if they were X
what they ought to be 5

and you help them to become .
what they are capable of being.”

Johann Wolfgang Von Goethe, German poet

FBI1042359




i
Stories (specific examples to enhance learning)

Stories Learning Points

ACLURMO043460
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Leadership and Instructor Development

Self Evaluation

1. What is your greatest strength as a Team Leader for this course?

2. What is your greatest strength as an instructor?

3. In what areas could you use improvement as a leader.or instructor?

ACLURMO043461
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' Leadership and Instructor Development Workshop

1. Who Am I? Self-Assessment -
2. How Do | Communicate? Nonverbal

Verbal

Vocal

3. Why Am | Here? “It's all about them.”

4. How Do Students Learn? Three Types of Learners

5. How Can 1 Be Most Effective?
Instructor Competencies

Classroom Tips

6. How Am 1 Doing?
Videotaping Partners

Videotape Review and Self-Evaluation

ACLURMO043462
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Visual Learners

Kinesthetic Learners

-1-
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[k

- You Have No Idea How Much You Know — and How Much the Students Don’t Know

Don’t take it for granted that students have any knowledge of surveillance techniques. Somie
may have no experience in using radios, may have never read a road map, and may not even
recognize differences in car models. Start from the beginning and teach through a gradual
progression, defining any unfamiliar surveillance terms and FBI acronyms.

>

It’s All About Them
“They don’t care how much you know until they know how much you care.”
You were chosen as a Team Leader because of what you know. Therefore, there’s no need
to tell the students how much you know, as they will learn this continually throughout
the training. Focus instead on their learning success.

SHOW and Tell
To reinforce verbal instructions, let students see them. Give handouts, write important points
on the board, list new words, have students gather around a map, etc. Be creative.

Let Them DO It

Whenever possible, let the students do it. Let them answer questions, practice radio calls,
place their model cars in position on maps, etc. They will stay engaged if they are involved
in their learning.

“Does it Help the Learning or Hinder the Learning?”
Ask this question constantly, to guide you during briefings. If the briefing approach hinders
the learning (talking too fast, showing favoritism, giving complicated directions), change it.

Model the Meaning of “Team”
Students learn through examples. If the Team Leaders work as a team (both in pairs and
among the entire group of Team Leaders) students will likely work as a team as well.

Develop the Team

Treat the students as a team while on the street and in the classroom. During briefings, use
inclusive words like “we,” “us,” and “our.” (Today, we’re going to...” “Let’s work on the
basic skills...” “Qur objective is...”)

ACLURMO043464
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. Self-Evaluation of Briefings and Debriefings

’ ns tl’ (/] Cti on check all that apply

Nonverbal
___ Profes<ional posture. dress, gestures

____ Good eye contact with all students

___ Continually faced the students

____Avoided nonverbal distractions (swaying, playmg with pen, chewing gum)

Verbal

____ Professional choice of words

___. Respectful, nonjudgmental comments

___ Listened to questions and adequately addressed them
___ Used students’ names

____ Avoided verbal distractions (OKs, ums, etc.)

Vocal

____ Volume loud enough for back row
____ Clear enunciation, varied inflection
. Effective pace

Class Involvement
___ Frequent class involvement through questions and demonstrations

Audio Visual Aids
____ Use of diagrams, maps, videos, etc.

Conten t ( Br iEfi"g ) check all that apply

Introduction Effective use of first minute
Body ____Well organized
Summary ____ Summarized main points for retention

Con ten t ( Debrief ing ) check all that apply

Introduction Effective use of first minute
Body ___ Identified skills that were performed well
____ Identified areas for improvement

Summary Summarized main points for retention-

ACLURMO043465
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Lesson Plan

Title:
Objective:
Materials:
Time Topics Activities
ACLURM043466
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Tips for Debriefings

1. Involve the Learner
Ask the students how they think they did. Often, they will be harsher critics than
the instructor. Let them know where you agree or disagres and lead them thirouglh
constructive suggestions for improvement.

2. Ask About the Thought Process

If a student did particularly well, ask, “What was your thought process here?”
This way, all the students will hear the reasoning behind the informed decision and
will develop the habit of thinking through situations instead of responding by rote.

If a student did not perform well, ask the same question. Perhaps the reasoning was
sound but the performance was lacking. Conversely, the student might have misunderstood

" akey concept. This is the time to correct the information, for both the student and the group.
If an individual makes an egregious error, meet in private to hear the thought process.

3. Give Frequent Encouragement

Be alert for improvements in performance and provide frequent, personal encouragement
to reinforce progress.

“Great job on the write-up, Mark. Your paper was very thorough.”

4. Use Feedback for Instruction
Students expect to learn from training. An instructor who constantly says,
“Everything’s fine” doesn’t help students to improve. Watch for learning moments
in order to specifically explain how performance can be immediately improved.
“When photographing in minimal lighting like this, open up the f-stop.”

5. Provide Specific Feedback.
General comments such as “That was excellent” or “That could be much better” do not
help the learner to improve. Instead, provide specific examples like the following:
“Your radio communication was excellent because it was brief and clear.”
“The teamwork could be much better if you each give your locations.”

6. Give Positive Feedback before Negative Feedback
Most people respond positively to praise. Therefore, provide a positive comment
before addressing areas that need improvement.
“You have great perseverance ~ you never gave up. What needs the most work now
are the safely issues such as...”

7. Work as a Team
If the Team Leader treats the students as a team, students will be more likely to
respond as a team. During briefings, use inclusive words like “we,” “us,” and “our.”
“Today, we’re going to...” “Let’s work on the basic skills...” “Our objective is...”

ACLURMO043467
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‘ From the Student’s Seat...

1.

2.

3.

6.

7.

9-

Team Leader has depth of knowledge of surveillance techniques.

Team Leader clearly conveys surveillance technique progressions.

Team Leader states the objectives of the briefings.
Team Leader presents organized briefings.
Team Leader presents organized debriefings.

Team Leader uses varied teaching aids to ensure successful leaming.

Team Leader provides opportunity for student participation.

. Team Leader is enthusiastic about this job.

Team Leader conducts professional evaluations.

10. Team Leader is truly interested in the students’ learning.

ACLURMO043468
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o Nonverbal Commuiication Nonverbal Communnication
Nonverbal
Communication L&
b7cC
] A‘I,If::n';,’:: i::t,':: Weat % of commurication is nonverbal?
- Proxemics = Spacif Zores
Nonverbal Communication . Fubis Gvefe] Femsswe  (aieeds
Proxemics
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ClI Interview and Interrogation

Lesson Plan

Title of Presentation: Statement Analysis in Espionage Cases

Length: 2 hours

Prepared by: SA

Date Prepared: December 12, 2007

Handouts: Hansson Quotes

Materials Needed: PowerPoint presentation

Internet capability for

Instructional Methods Used: Class discussion, demonstrations, small group work

Optional Handouts: 3 LEB Statement Analysis Articles

IDVD: Basketball (close programs to play DVD)
index cards — name, number of passes (anything unusual)
[DVD: “I don’t think it happened”

Ames magazine article — “treason”

Equipment Needed: Laptop computer, projector, remote control

site

bé
bic
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The FBI’s
Counterintelligence

This Presentation is
Classified

The FBI Is...

“REERFI- « A Counterintelligence and

P ¥, Og ram Counterterrorism Service
Everything you wanted De ro) « A Law Enforcement Agency
to know, and more... Deglassily 1

FBI’s Ten-Point List of Priorities
= Counterterrorlsm %\\

=

EBI’s Ten-Point List of Priorities

(continued)

What Do We Do?

(Criminal)

* As a Law Enforcement Agency with broad
federal criminal jurisdiction, the FBI is
directed against national criminal activity
(criminal enterprises, public integrity, etc.)

‘What Do We Do?
(CI/CT)

U.S. interests.

CI/CT Investigations

» Intelligence Gathering

- Forcign Counterintelligence
As the lead Counterintelligence and - Counterterrorism
Counterterrorism Agency in United States » Criminal Investigations
(as authorized by EO 12333), the FBLis - Espionage
mandated to prevent and defeat intelligence -~ Economic Espionage
" and terrorist activities conducted by - Sabotage
individuals and organizations adversarial to - Bombings, cte.

The Old Threat...

“Criteria Countries” SovletBloc was
the main enemy (the Cold War)
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FBI042376




The New Threat...

Loz largoing G2 LS.

= Which countries or groups?

«Which U.S. Gov't entities are targets?

= Which private industries are targets?

=What military/defense industries are
targetfs?

1. Terrorism

International Terrorism committed by
Terrorist Groups and/or State
Sponsors of Terrorism

ACLURMO043477
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4. Espionage

Foreign power sponsored intelligence
activity directed at the U.S. Government
or U.5. corporations wiiicii iivaives s
identification, targeting and collection
of U.S. nationat
defense
information.

5. Economic Espionage

Forelgn power sponsored intelligence activity
directed at the U.S. Government or U.S.
corporations which involves the unlawful or
clandestine targeting or
acquisition of senslitive
financial, trade or
economic policy or
proprietary information
or critical technologies;
orinfluencing of sensitive
ic pollcy di

6. Targeting the U.S. Government

8. Foreign Intelligence Activities

Active gathering of information
through the use of various
techniques to obtain...

- classified
- national securily information

ACLURMO043478
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The New Threat...

=Who s targeting the U.8.?

«Which countries or groups?

«Which U.S. Gov't entities are targets?

= Which private industries are targets?

»What military/defense industries are
targets?

b7E
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1. Terrorism

International Terrorism committed by
Terrorist Groups and/or State
Sponsors of Terrorism

4. Espionage

Foreign power sponsored intelligence
activity directed at the U.S. Government
or U.S. corporations which involves the
identification, targeting and collection

5. Economic Espionage

Foreign power sponsored intelligence activity
directed at the U.S. Government or U.S.
tions which invelves the lor
I; ine targeting or

of U.S. national
defense @
information.

ACLURMO043480

acquislition of sensitive
financial, trade or
economic policy or
proprietary Information

or critlcal technologles;

or Influencing of sensitive
economic policy declslons.

b7E
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6. Targeting the U.S. Government 8. Foreign Intelligence Activities

Active gatiierng of informaticn b7E

through the use of various
techniques to obtain...

- classified
- national security information
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Recruitment Methodology

What is it...and

Why is it important?

/

bl

B - Whatis it?

b7E

MBS © Recruitment...

“A complicated flow of interrelated events
directed toward the establishment of a

clandestine relationship”

’ C“(a(/.(— /&/7 M’é’_ ,.,,//ouj hen~ e /e—ceg) ‘ué ‘//éwi’»d uu/7 f
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A e
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bl
b7E
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ALL INFORMATION CONTAINED

HEREIN I3 TNCLAZSIFIED EXCEPT
WHERE SHOWH OTHERIWIZE

T b =

DATE: 0Ol-Z5-Z01Z

CLASSIFIED EY o5179/DMH/BAW/STE /bl
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DECLASEIFY OH:

01-25-2037
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S%ET

ALL INFORMATION CONTAINED

‘ Y REASON: 1.4 {ao,d) HEREIN IS UNCLASSIFIED EXCERT
DECLASSTIFY 0M: 01-25-2037 WHERE SHOWH OTHERWISE
¥ PEcir hr U-s Rass Pracomgl ¥
OPERATIONS bIE
AND WORKING OVERSEAS
“...my friend?”
Operation: bl
|: 5 :' """""""""""""""" ~ an operation copducted b7E

1
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“...my friend?”

) o7s
<« FBI

« FBI|
« FB]|

v =)

“...my friend?”

« “Nations don’t have friends, they have

interests.”
= What’s an interest?
b1
b7E
AN ‘)’/
KR
i :I ____________________ bl
............. - b7E
“...my friend?” .
b7E -
« There is alwavys a
operations.
— This is true whether or not the second
agenda is obvious.
/‘/r—\._‘_\
é‘\"@: )\’;/)3
UV,
Y
_
SIS
SEQRET )
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(&)

“...my friend?”

« Elements in the Second Agenda:
— To assess the FBI as an organization
(Linis i3 ol ficuaasaiily evil)
~ To assess you
+ Ve 222

+Yes, vou !!!

b7E

“...my friend?”

« Assessing the FBI

“...my friend?”

« Assessing the FBI (con’t)

ACLURMO04%486
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b7E
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+ Assessing you (cops ain’t cops)

“...my friend?”

S%({ET

bl
b7E

“...my friend?”

o What do you do?
— Don’t be offended

— Don’t be offensive
+ Know where to draw the line but do so

! rofessionally - 4 . ‘;;.}7
] —\:" '\[\\2&\) [

“...my friend?”

« Should we get involved with
- Yes...

-« Butgo into them with your eyes open

@~ Report your concerns without|
nt /
ARy

@ [the preceeding also applies to joi
conferences and liaison relationships

b7E

.,fflnmm{/ /A 7"00;.}/5 Wogs)

b7E
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“...my friend?”

« WORKING OVERSEAS

1t’s their neishborhood

(51

bl
b7E

_“...my friend?”

o When overseas unilaterally... |

bl
b7E

FINALLY...

« QUESTIONS ?

ACLURMO043488 SMT
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WHERE SHOWH OTHERWIAE

(3)
(8]

Pecrnitmant Mathadalogy

/E
isit? IR t.'

“A complicated flow of interrelated events

(8 -

directed toward the establishment of a
Why is it important?

clandestine relationship”
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Questions?
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ALL INFORMATION CONTAINED
HEFEIN IS UNCLASSIFIED EXCEPT
WHERE SHOWH OTHEEWIZE

FEDERAL BUREAU OF
INVESTIGATION

COUNTERINTELLIGENCE
DIVISION

Who we are...
What we do...
‘Where you’ll find us...

Who We Are...
The FBI Is...

o A Counterintelligence Service

o A Law Enforcement Agency @
{/

"FBI’s Ten-Point List of Priorities

=« Public Corrup

« Civll Rights Inves

FBI’s Ten-Point List of Priorities

(continued)

=S

Organizations

= Transnational &

What We Do...
o As a Law Enforcement Agency with...

w.broad federal criminal jurisdiction the
FBI is directed against national criminal

activity (criminal enterprises, public
Y

integrity, etc.).

What We Do...

= As a Counterintelligence Service the FBI
is authorized under E.O. 12333 (et al) to
prevent and defeat...

...intelligence and terrorist activities
conducted by adversarial organizatjgtis
against U.S, interests.

A,

FBINATIONAL SECURITY

FBI NATIONAL SECURITY

ACLURMO043492
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FBINATIONAL SECURITY

FBI NATIONAL SECURITY

FBINATIONAL SECURITY

FBINATIONAL SECURITY

FBI NATIONAL SECURITY

T

FBI NATIONAL SECURITY

o Counterterrorism Distinction

International Terrorism
= Forelgn threat (though I¢ may occur in U.S.)

Domestic Terrorism

-U.S. threat (though ¢t may go abroad)

=U.S. Persons with 1st Amendment Rights

- Criminal acts

=Law Enforcement resolution onlv... A
(tbe FBI is not the thought police) 2,

Who We Are (again)...
o 28,000 + employees

o FBI Dircctor is a political appointee
- 10 year term

@ Two categories of personnel
- Special Agent 2
¥

- Support

A M043493
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Special Agent Personnel

o Average age on entry is 29

=+ S d career professional

< Diverse backgrounds
o Principal quality is skill in handling people

< Mandatory retirement at age 57
&,

Support Personnel

<+ General

o Professional
- Analytical
- Technical & Scientific

- Surveillance Specialists
- Language Specialists £
,

Organizational Structure
= FBIHQ
- 17 Divisions?

= Field Offices
- 56 Offices

o Legal Attaches (LEGATS) @
-44 U.S. Embassies Y

‘Where You’ll Find Us...

= Investigations
-CL, CT,0C, wCC

< Operations

- Ours
. - Yours
= Overseas :5 ( E‘Q,
-FBILEGATS

Where You’ll Find Us (cont)

5

Where Are We Going?

o Stay tuned...

[oe)
-1 =
s}

Questions ?

&4
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Counterintelligence

The FBI’s
Counterintelligence

The FBI is Net...

Division PI‘O ram
Operational Training 8 » The National Police
Unit
f)v;;}:)t}l;irﬁzo;zznted » An Intelligence Service
@ FBI’s Ten-Point List of Priorities FBI’s Ten-Point List of Priorities
B - (continued)
The FBI s...

* A Law Enforcement Agency

» A Counterintelligence and
Counterterrorism Service

+ Counterterrorism %\\\

~ What Do We Do?

« As a Law Enforcement Agency with
broad federal criminal jurisdiction, the
FBI is directed against national criminal
activity (criminal enterprises, public
integrity, etc.)

il What Do We Do?

« As a Counterintelligence and
Counterterrorism Service the FBI is
authorizedto prevent and defeat
intelligence and terrorist activities
conducted by individuals and
organizations adversarial to U.S.
interests.

E ! What Do We Do?

« FBI is the lead Counterintelligence
and Counterterrorism Agency in U.S.
(EO 12333)
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@ The OId Threat...

SO Types af Investigations “Criteria Countries” Soviet Bloc was ;
e maiiv snevay {tie Cotd War), b7E
= Intelligence Gathering
- Forcign Counterintelligence
= Counterterrorism
» Criminal Investigations
- Espionage
- Economic Espionage
- Sabotage
- Bombings, cte.

The Old Threat... The New Threat...

«Who Is targeting the U.S.?
«Which countries or groups?

Wi «Which U.S. Gov't entitles are targets?
ofl::;'::lafﬁ" « Which private industries are targets?
the world ’ «What military/defense industries are bIE
changed. targets?
b7E
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1. Terrorism

International Terrorism committed by
Terrorist Groups and/or State b
Sponsors of Terrorism -

-]
za]
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4. Espionage

FOrEign power spoiisured Intciigence

5. Economic Espionage

foreign poweranonsornd intelligenca activity

6. Targeting the U.S. Government

activity directed at the U.S. Government directed at the U.S. Govemment or U.S.
or U.S. corporations which involves the corporations which involves the or
identification, targeting and collection clandestine targeting or -
- of U.S. national acquisition of sensitive b7E
defense financial, trade or
information. economic policy or
proprietary Information
or critical technologies;
or influencing of sensitive
economic policy decisions.
8. Foreign Intelligence Activities
b7E

Active gathering of information
through the use of various
techniquesto obtain...

- classified
- national security information

ACLURMO043498
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DATE: 01-26-2012 ALL INFORMATION CONTAINED
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DECLASSIFY ON: 01-26-2037
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| b7E
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bl
b7E

SERET
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P f® o ml N L.
Natoiia STaur ny

National Security Programs, National Security

Programs, Operational Progra{ns

Operational Training Unit, Operational

C . Training Uni

Training Unit, College of raining Unit

New Agent Analytical Studies

Training Team Training Team

.!E! Secret . e
This presentation “
is classified NSP Investigations

Who,
why, N .
what for, Everything you
and how N~ want to know,
we do what we do.... and more......

The FBI is NOT...

« The National Police

* An Intelligence Service

The FBI Is...
« A Law Enforcement Agency

« A Counterintelligence/ Counterterrorism

Service

FBI’s Ten-Point List of Priorities

u  Counterterrorism
« Counterintelligence / Espionage

Cyber Attacks / High Technology Crimes

Public Corruption Investigations

Civil Rights Investigaticns

ACLURMO043503
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|

|

|

|

\

|

|
Ten-Point List of Priorities

(Continued) What Do We Do? What Do We Do?
= Transnational & NabtrEtyiatal Organizations * As a Law Enforcement Agency with broad « As a Countenintelligences Lountertetrofnisis
« Major White Cliicain o) federal criminal jurisdiction, the FBI is Service the FBI is authorized to prevent
= X directed against national criminal activity and defeat intelligence and terrorist
« Significant Vigiere2 x (criminal enterprises, public integrity, etc.) activities conducted by individuals and
. Support (V/fé‘_\\\:\ :‘ Nmational organizations adversarial to U.S. interests.
(\\-\ apabilities
N
What Do We Do? National Security Programs Types of NSP Investigations

« FBI s lead Counterintelligence and
Counterterrorism Agency in U.S.

= Intelligence Gathering
- Forcign Counterintelligence
~ Counterterrorism

1. Foreign Counterintelligence » Criminal Investigations

- Espionage

- Economic Espionage

- Sabotage

~ Bombings, etc.

2. International Terrorism

3. Domestic Terrorism

How Did The FBI Get Into the Spy

A Few Definitions: Catching Business?

= Intelligence
« Intelligence Service

. . . b7E
= Foreign Intelligence Service
= Intelligence Officer (10)
» Counterintelligence
= Terrorism
« Terrorist
2

ACLURMO043504
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The New Threat?

The OId Threat? The Old Threat?
« “Criteria Countries”: Soviet Bloc was «“Criteria Countries”: SovietBloc was »Who is taFgéling wis U.S.7

the main enemy (the Cold War). the main enemy (the Cold War). =« Which countries or groups?
«Which U.S. Gov't entities are targets?

« Which private industries are targets?
«What military/defense industries are
targets?

= With the fall of the Wall, the world
changed.

b7E

b7E

b7E

ACLURMO043505
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1. Terrorism
«International Terrorism ;
committed by Terrorist Groups b7E
and/or State Sponsors of Terrorism
b7E

ACLURMO043506
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4. Espionage
«Foreign power-sponsored intelligence
activity directed at the U.S.

Government or U.S.
corporations which involves
the identification, targeting
and collection of g~
U.S. national |

5. Economic Espionage

=Foreign power-sponsored intelligence
actlvity directed at the U.S.
Gov orU.S. corp
whichinvolves the unlawful or
clandestine targeting or
acquisition of sensitive financial, \k;/ V)2
trade or economic policy or proprietary

defense Information or critical technologies; or
information. Infl ing of it ic policy
decisions.
ACLURMO043507
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8. Foreign Intelligence Activities

.......................

Active gathering of information
through the use of various
techniques to obtain classified
national security information.

ACLURMO043508
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The FBI’s @

1ol Tite FBI is Not.
Counterintelligence Counter mtelllgence lie FBX is Not
Division P ram
Operational Training rog. » The National Police
Unit
Everything you wanted + An Intelligence Service
to know, and more...
@ FBI’s Ten-Point List of Priorities FBI’s Ten-Point List of Priorities
TR ’ (continued)
The FBI Is...

» Transnational 3JERIDR i Organizations
=
« Major White ColAEEOTITRTNR
» A Law Enforcement Agency
« Significant ViGH4 %‘_\
. . Support Fed -K"//-/v(/f;\“\h e mational
+ A Counterintelligence and Partners i \

o

N

Counterterrorism Service

o What Do We Do? Nl What Do We Do? Dl What Do We Do?

* AsaLaw Enforcement Agency with * Asa Counterintelligenceand . A
broad federal criminat jurisdiction, the Counterterrorism Service the FBLis » FBlisthelead Cormtcnntelhg?nce
FBI is directed against national criminal authorized to prevent and defeat and Counterterrorism Agency in U.S.
activity (criminal enterprises, public intelligence and terrorist activities (EO 12333)
integrity, etc.) conducted by individuals and
organizations adversarial to U.S.
interests.

ACLURMO043509
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@ The Old Threat...
Y Tvpes of Investigations “Criteria Countries” Soviet Bloc was
e maii engmy (i STU W),
» Intelligence Gathering b7E
- Forcign Counterintelligence
- Counterterrotism
» Criminal Investigations
~ Espionage
~ Economic Espionage
- Sabotage
- Bombings, ete.
The Old Threat... The New Threat...
«Who is targeting the U.S.?
»Which countries or groups?
»Which U.S. Gov't entities are targets? Y-
‘g‘:ﬁ;ﬁ;aln «Which private industries are targets? b7E
the world - What military/defense industries are
changed: targets?
b7E

ACLURMO043510
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1. Terrorism

International Terrorism committed by
Terrorist Groups and/or State
Sponsors of Terrorism

ACLURMO043511

FBI1042411
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4, Espionage

Forsigin powet sponscrcd miciiigenzo
activity directed at the U.S. Government
or U.S. corporations which involves the
identification, targeting and collection
of U.S. national
defense
information.

[
5. Economic E‘?Sioriage

Farelnn prwarsnongorad intelligence activity
directed at the U.S. Government or U.S.
corporations which lves the unlawfui or
clandestine targeting or
acquisition of sensitive
financial, trade or
economic policy or
proprietary information
or critical technologies;
or influencing of sensitive

%)

economlc policy decisions.

b7E

- >

8. Foreign Intelligence Activities

Active gathering of information
through the use of various
techniques to obtain...

- classified
- national security information

FBI’s Ten-Point List of Priorities

ACLURMO043512
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O 0l-2e-2012

Counterintelligence
Division

Operational Training

The FBI’s
Counterintelligence
Program

Tiie FBI is Not...
» The National Police

Unit
iﬁg’;ﬁi’gg’;:ﬁ:ﬁm » An Intelligence Service
] ] FBI’s Ten-Point List of Priorities FBI’s Ten-Point List of Priorities
X el (continued)
The FBI Is...

» A Law Enforcement Agency

* A Counterintelligence and
Counterterrorism Service

~ What Do We Do?

» As a Law Enforcement Agency with
broad federal criminal jurisdiction, the
FBl is directed against national criminal
activity (criminal enterprises, public
integrity, etc.)

Rl What Do We Do?

« As a Counterintelligence and
Counterterrorism Service the FBI is
authorized to prevent and defeat
intelligence and terrorist activities
conducted by individuals and
organizations adversarial to U.S.
interests.

What Do We Do?

« FBIis lead Counterintelligence and
Counterterrorism Agency in U.S.

ACLURMO043513

FBI1042413



National Security Programs Types of NSP Investigations
= Intelligence Gathering
- Forcign Counterintelligence
- Counterterrorism
1. Forelgn Counterintelligence « Criminal Investigations
- Espionage
. - Economic Espionage
2. International Terrorism ~ Sabotage
~ Bombings, etc.
3. Domestic Terrorism
The OId Threat? The New Threat?
« “Criteria Countries”: SovietBloc was «Who is targeting the U.S.?
the main enemy (the Cold War). « Which countries or groups?
«Which U.S. Gov't entitles are targets?
« Which private industries are targets?
» What milltary/defense industries are
targets?
b7E
ACLURMO043514

. FB1042414
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b7E

b7E

«International Terrorism
committed by Terrorist Groups
and/or State Sponsors of Terrorism

1%

ACLURMO043515
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4. Espionage

»Foreign power-sponsored intelligence
activity directed at the U.S.
Government or U.S.
corporations which involves 2
the identification, targeting
and collection of P~
U.S. national r -—-’—q i
defense ! :
information,

5. Economic Espionage

«Forelgn power-sponsoréd inteiiigeiics
activity directed at the U.S.
Gov orU.S, corp 1
which involves the unfawful or
clandestine targeting or
acquisition of sensitive financlal, \
trade or economic policy or proprietary
I tion or critical technologles; or

of it ic policy

decislons.

EERERE

8. Foreign Intelligence Activities

s es 0 e 0 e s 00000 o

Active gathering of information
through the use of various
techniques to obtain classified
national security information.

FBI’s Ten-Point List of Priorities

ACLURMO043516
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7/19/2011
ALL INFORMATION CONTAINED

HERETN I5 THCLASITIFIED
DATE 0l-2&6-2012 BY ebl72/DHH/BAW /TP /bla

With the
fall of
the Wall,
the world
changed
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08 0l-Z6-2012

Counterintelligence
Division
Counterintelligence
Training Center

ESPIONAGE

Espionage:| The act or
practice of 5pying or of

using spies|to obtain
secret intelligence.

O ebrter’s I Dictrasey)

ESPIONAGE B

» Since fall of wall, sources of information
have Improved

ESPIONAGE K

» Since fall of wall, sources of information
have Improved

ESPIONAGE

« £O0 12333 = COUNTERINTELLIGENCE b7F

- The activities of foreign intelligence services

and their officers in the U.S.

ESPIONAGE Oy
= Statutes G lly Used to P t
Esplonage
-18USC s794
-5§0USC s783

ESPIONAGE Y

= 50 USC s783 -- Unauthorized Disclosure

- “Filler” Statute

- U.S. Government Employee

- Who Knowingly Transmits

- Classified Information

-~ To a Foreign National .
- Within two years of their employment

ESPIONAGE

<P

= 18 USC 5794 — Esplonage Statute

- No statute of limitations

- Death or life imprisonment

- Criminal forfeiture provisions
-"Son of Sam" provision

ACLURMO043519

FBI1042419
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ESPIONAGE )

ESPIONAGE

= 18 USC s794 - Espionage Statute

-"Whoever” may be foreign national or
USPER, government employee or non-

« 18 USC 5754 (a) ELEMENTS OF THE CRimE
- Transmittal

- National Defense Information

ESPIONAGE

- BATISNAL DEFENSE INEORMATION (NOT)

- Must be information relating to the national
defense that is appropriately, actually and

accurately classified,
government employee (i.e. ANYONE!) .
-To an Agent of a Foreign Power
~With Intent to Injure U.S. or Aid Foreign Power =
Contidental SECRET Top

- (All elements must be met for prosecutorial
consideration, unlike some other criminal
violations~D0OJ)

ESPIONAGE ESPIONAGE ESPIONAGE 5

= NATIONAL DEFENSE INFORMATION {ND!)

- Must be infermation relating to the nationat

defense that is appropriately, actually and
accurately classified.

= NATIONAL DEFENSE INFORMATION (NDI}

- Must be information relating to the national
defense that is appropriately, actually and
accurately classified.

» AGENT OF A FOREIGN POWER
= Hostile Intelligence Service

- Intelligence Officer or Agent

ESPIONAGE o
= WITH THE INTENT TO INJURE THE U.S. OR
AID THE FOREIGN POWER

ESPIONAGE

« WITH THE INTENT TO INJURE THE U.S. OR
AID THE FOREIGN POWER

- POLLARD CASE (1985)
-Intelligence Analyst with Naval Investigative Service

- Sold Classified D to Israeli Intell

- Nzi:llsed, operational in DC

- Life Imprisonment

ESPIONAGE

« “WORST CASE SCENARIO” IN ESPIONAGE
- No Physical Evidence

-Documents in Moscow or Beijing before
anyone knows they are gone

- Nowitnesses

- itive CI and techni to protect
~ Leamn about violation sometimes years later

= Unsure crime has been committed

ACLURMO043520
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FBI1042420
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ESPIONAGE
’ . ESPIONAGE PROSECUTIONS

- Authorized by Department of Justice Counter
Espionage Section-Wash,, D.C.

- Wiiling to drop investigation if not 100% sure

~ How s national interest best served? (Not
prosecution at all costs.)

ESPIONAGE Y

« EXTRATERRITORIAL JURISDICTION
- INTELLIGENCE AUTHORIZATION ACT OF 1530
-Gives FBI jurisdiction over espionage

investigations in all U.S. diplomatic missions
abroad,

~This is the only time the FB] has
primary jurisdiction over uniformed
military personnel.

ESPIONAGE

- EXTRATERRITORIAL JURISDICTION

- INTELLIGENCE AUTHORIZATION ACT OF 1390

-Gives FBI jurisdiction over espionage
i igations in all U.S. di ic missi

abroad.

~This is the only time the FBI has
primary jurisdiction over uniformed
military personnel.

-EQ 12333/FBYCIU.S.
~EQ 12333/CIA/CVoutside U.S.

ESPIONAGE

« EXTRATERRITORIAL INVESTIGATIONS

ESPIONAGE
» PSYCHOLOGICAL ASSESSMENT

ESPIONAGE /5%

ESPIONAGE

ESPIONAGE

ESPIONAGE

ACLURMO043521
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Questions?
ACLURM043522

ESPIONAGE

ESPIONAGE




DECLASSIFIED EY &5179/DHH/EAW/STF/blz
O 0l-28-201Z

ESPIONAGE &Y

Counterintelligence
Division

Espionage:] The act or
practice of spying or of
using spiesjto obtain

Counterintelligence

Training Center . .
9 secret intelligence.

O] rbater’s T Dictivesry)

ESPIONAGE {‘}) ESPIONAGE ESPIONAGE
= Since fall of wall, sources of information « Since fall of wall, sources of Information » Since fall of wall, sources of information
have improved . have improved have improved
ESPIONAGE ESPIONAGE L5y ESPIONAGE
= EO 12333 = COUNTERINTELLIGENCE | « statutes Generally Used to Prosecut . « 50 USC 783 — Unauthorized Disclosure
Esplonage .
- The activities of foreign intelligence setvices plonag - quleg Statute t Employee
= U5, Government employe:
and their officers in the U.S. 18 USC s794 ~ Who Knowingly Transmits
- Classified Information
-50USC s783 - To a Foreign National

ACLURMO043523

FBI1042423
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ESPIONAGE

ESPIONAGE

«18 USC 5794 — Esplonage Statute

« 18 USC s794 ~ Espionage Statute

ESPIONAGE L5y

- 13LISE 5784 - Fspionage Statute

- No statute of limitations - No statute of limitations
~Death or life Imprisonment
ESPIONAGE &8 ESPIONAGE L ESPIONAGE &

» 18 USC s794 -- Espionage Statute

- No statute of limitations
- Death or life imprisonment
- Criminal forfeiture provisions

= 18 USC s794 — Espionage Statute

- No statute of limitations.

- Death or life imprisonment

- Criminal forfeiture provisions
-"Son of Sam" provision

» 18 USC s794 — Esplonage Statute
_"h £ may be foreign national or
USPER, govemment employee or non-
government employee (l.e. ANYONEI)

ESPIONAGE i

ESPIONAGE 8y

= 18 USC 5794 (a) ELEMENTS OF THE CRIME
- Transmittal
- National Defense Information
- To an Agent of a Foreign Power
- With Intent to Injure U.S, or Aid Foreign Power
- {All elements must be met for prosecutorial

consideration, unlike some other criminal
violations~D0OJ)

ESPIONAGE

« NATIONAL DEFENSE INFORMATION (NDI)

-Mustbe ion relating to the
defense that is appropriately, actually and
accurately classified.

r— = Y psnna S8

‘TOP
Confidential SECRET SECRET

ACLURMO043524

FBI1042424
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ESPIONAGE

« NATIONAL DEFENSE INFORMATION (NDI)

= Must be information relating to the national

defense that Is appropriately, actually and
accurately classified.

ESPIONAGE oy

» NATIONAL DEFENSE INFORMATION {NGij

- Must be Information relating to the national
defense that is appropriately, actually and
accurately classified.

ESPIONAGE &/ET

3 JATICHAL DEFENSE INFQPMATION (NDH

- Must be information relating to the national
defense that is appropriately, actually and
accurately classified.

ESPIONAGE 25y ESPIONAGE ESPIONAGE 45y
= AGENT OF A FOREIGN POWER = WITH THE INTENT TO INJURE THE U.S. OR « WITH THE INTENT TO INJURE THE U.S. OR
AID THE FOREIGN POWER AID THE FOREIGN POWER
- Hostile Intelligence Service
~ POLLARD CASE (1985) P
- Intelligence Officer or Agent ~a
- Intelfigence Analyst with Naval Investigative Service,
- Sold Classitied Documents to Israeli Intelligence
- NDsed, operational in DC
- Life Imprisonment
ESPIONAGE ESPIONAGE

= “WORST CASE SCENARIO” IN ESPIONAGE
- No Physical Evidence

-Documents in Moscow or Beljing before
anyone knows they are gone

- No witnesses

- Sensitive Cl sources and techniques to protect
- Learn about violation sometimes years later

- Unsu{e crime has beefl committed

= ESPIONAGE PROSECUTIONS

- Authorized by Department of Justice Internal
Security Section~Wash., D.C.

- Willing to drop investigation if not 100% sure

- How s national interest best served? (Not
prosecution at all costs.)

ESPIONAGE ]

ACLURMO043525
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ESPIONAGE

= PROTECTION OF CLASSIFIED
INFORMATION AT TRIAL

\Jr

ESPIONAGE

« PROTECTION OF CLASSIFIED
INFORMATION AT TRIAL

- Classified Information Procedures Act

( Y givento y court
personnel so that classified information my be
reviewed in an “in camera® proceeding with

ESPIONAGE

XTRATCRRUTONIAL JURISDIQTION

the judge.)
ESPIONAGE Ry ESPIONAGE A ESPIONAGE

» EXTRATERRITORIAL JURISDICTION
~INTELLIGENCE AUTHORIZATION ACT OF 1990

« EXTRATERRITORIAL JURISDICTION
- INTELLIGENCE AUTHORIZATION ACT OF 1930

« EXTRATERRITORIAL JURISDICTION
- INTELUGENCE AUTHORIZATION'ACT OF 1990

-Gives FBI jurisdiction over espionage ~Gives FBI jurisdiction over espionage
i ions in all U.S. dip! i i igations in alt U.S. issl
abroad. abroad.
~This is the only time the FBI has
primary jurisdiction over uniformed
military personnel.
ESPIONAGE & ESPIONAGE ESPIONAGE &%

= EXTRATERRITORIAL JURISDICTION
- INTELLIGENCE AUTHORIZATION ACT OF 1930

-Gives FBI jurisdiction over espionage
L i Tn all u.s. dip! i

abroad.

~This is the only time the FBI has
primary Jurisdiction over uniformed
military personnel.

-EO 12333/FBICLU.S.

= EXTRATERRITORIAL JURISDICTION
- INTELLIGENCE AUTHORIZATION ACT OF 1990

~Gives FBI jurisdiction over espionage

ions In all U.S. dip

abroad.

~This is the only time the FBI has
primary jurisdiction over uniformed
military personnel.

-EO 12333/FBUCIIU.S.
-EOQ 12333/CIA/Cloutside U.S.

ACLURMO043526
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ESPIONAGE & ESPIONAGE K% ESPIONAGE R
« PSYCHOLOGICAL ASSESSMENT Bl
bTE
ESPIONAGE R ESPIONAGE s
b7E
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Counterintelligence
Division
Counterintelligence
Training Center

Assigned to the United States

Foreign
Embassy

Legitimate
Diplomat

7/18/2011
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;X< | 7/18/2011

« Identification gf,a,Knowd' ificationof 3.

tion of |

2. Foreign
Government
Agencies

Indicators of a Suspected
Terrorist

.......................

bl
bL7E

2
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TR Jdentification 9'.|_T‘E’f°.'i.5ts b1
_.Idéhtification of a K nl ;
entification o %"r‘;?ivsvt b7E
3
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7/18/2011

DATE: O1-26-2012 ALL INFORMATION CONTAINED
CLAZS T BELTR/ /BAW/ETE /bls = T :
;ié&;ﬁ?f?,f LISIDHREASTR L HEREIN 15 UNCLAS3IFIED EXCERT
Ul s " =y ) 217 - IS
DECLASSIFY ON: 0l-26-20%7 WHERE SHOWH OTHERWI

THE RECRUITMENT PROCESS
THE RECRUITMENT
PRNCECS/IOVEOTE
Counterintelligence Whatis it...
Division
Counterintelligence and
Training Center
Why is it important?
THE RECRUI TMENT PROCESS THE RECRUITMENT PROCESS THE RECRUITMENT PROCESS
* What is {t? * Recruitment... ]
b7E
“The process by which a Foreign InteRligence “A complicated flow of interrelated events
OII{cer (FIO) recruits an American,..of... directed toward the establishment of a
the process by which we recruit a Foreign clandestine relationship”
Intelligence Officer”
Ll
THE RECRUITMENT PROCESS THE RECRUITMENT PROCESS - THE RECRUITMENT PROCESS
* Why is it important to know?
bl
b7E
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THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS

7/18/2011

THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS

ACLURMO&SE3 T
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THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS

SPCRET

THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS

7/18/2011
THE RECRUITMENT PROCESS
b7E
THE RECRUITMENT PROCESS
b7E

THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS

bl
b7E

ACLURMO04353

SBCRET




THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS

THE RECRUITMENT PROCESS THE RECRUITMENT PROCESS
bl
b7E
THE RECRUITMENT PROCESS
b7E
QUESTIONS?
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Counterintelligence
Division
Counterintelligence
Training Center

@
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/AN
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b7E

b7E
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