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(December 14-18, 2009)

Monday 12/14

8:00am - 12:00pm Elements of the Crime
Satisfying the Elements of the Crime

1:00pm - 5:00pm

pase Presentation 26 o
. Tuésday 12/15
8:00am - 5:00pm Building an Espionage Case "A-Z"
(Case Presentation b6
b7cC
{31 Wednesday 12/16
8:00am - 12:00pm
1:00pm - 5:00pm . Statement Analysis iié
Case Presentation b7cC
b7E
Thursday 12/17
8:00am - 12:00pm
b6
1:00pm - 5:00pm Case Presentation bic

Friday 12/18
8:00am - 10:00pm (FBIHQ) Presentation
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Helpful Hints

(Rules)

1) We are on the Quantico Marine Base: their rules apply (creds don’t work)
a. obey the speed limit (46mph in a 4Smph zone gets you a ticket)
b. seatbelts are required
¢. no cell phone use while driving...pull over if you must talk
d. be careful of deer...they will dart out and ruin your day

2) CITC Space

a. classified materials in classroom only, not in dorm rooms

. please leave cell phones/pagers, etc, in dorm room or on plastic chair in lobby

red trash cans are for classified trash only

. books and tapes are for your use while here...please do not take them with you

. men’s and women’s restrooms are on the second floor (main lobby) in the hall

towards the dorm rooms

f. smoking is allowed on the second floor deck...no smoking is allowed in the Academy

g I:lare available in the CITC office space

h. computer access is in the CBT classroom...internet computers are in the library...do
not try to hook laptops up to your dorm room phone line

i. your badge will allow you access to the CITC space

j. DO NOT discuss classified information outside the CITC space

o e T

3) Academy Rules

~a. amenities: library (open 24/7); dining hall; board room; main side PX (w/student ID)

b. no alcohol outside the boardroom
I |
. no smoking inside the Academy
display Academy badge at all times
dress code: business casual, no blue jeans, shorts, sandals, halter tops, etc
. gym attire ok if going directly from room to gym (men’s locker room is closed)
. linen exchange is just past the gun cleaning room on the left
please be courteous to the FBI police and follow their directions

oEge O o

4) Friday Departure

a. please vacate your room by 7:45am and do not return; prop the door open (cleaning)

b. you may use the restrooms in the hallway

¢. you may put your luggage in your vehicle or the CITC lobby area

d. please strip your bed and put the sheets, pillow case and towels in the bin by the
elevator outside the CITC space on the third floor
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(as of 12/01/2009)

Robert Anderson, Jr.. Section Chief

FBIHQ Room 43825; 202-324-4552

Assistant Section Chief

b6
FBIHQ Room 4825 | : o7C
o M Mission .
To establish a strong interactive relationship with each field office working espionage investigations and
provide them with strategic direction and operational guidance in order to prevent the loss or
compromise of classified or sensitive information related to National Security, National Defense, or
. Critical Infrastructure of the United States.
T ’ : 7 b7E
L - K&j Priorities . :
}SXSection Structure
is currently organized which deals with
specific espionage threats and concerns: ’
(3] ) _
|: E :| L 2) bl
3) b7E
4)
®
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Title 18, U.S.C. § 794

Gathering or delivering defense information to aid foreign government

(a) Whoever, with intent or reason to believe that it is to be used to the injury of the United States or
to the advantage of a foreign nation, communicates, delivers, or transmits, or attempts to
communicate, deliver, or transmit, to any foreign government, or to any faction or party or
military or naval force within a foreign country, whether recognized or unrecognized by the
United States, or to any representative, officer, agent, employee, subject, or citizen thereof, either
directly or indirectly, any document, writing, code book, signal book, sketch, photograph,
photographic negative, blueprint, plan, map, model, note, instrument, appliance, or information
relating to the national defense, shall be punished by death or by imprisonment for any term of
years or for life, except that the sentence of death shall not be imposed unless the jury or, if there
is no jury, the court, further finds that the offense resulted in the identification by a foreign power
(as defined in section 101(a) of the Foreign Intelligence Surveillance Act of 1978) of an individual
acting as an agent of the United States and consequently in the death of that individual, or directly
concerned nuclear weaponry, military spacecraft or satellites, early warning systems, or other
means of defense or retaliation against large-scale attack; war plans; communications intelligence
or cryptographic information; or any other major weapons system or major element of defense
strategy.

(b) Whoever, in time of war, with intent that the same shall be communicated to the enemy, collects,
records, publishes, or communicates, or attempts to elicit any information with respect to the
movement, numbers, description, condition, or disposition of any of the Armed Forces, ships,
aircraft, or war materials of the United States, or with respect to the plans or conduct, or supposed
plans or conduct of any naval or military operations, or with respect to any works or measures
undertaken for or connected with, or intended for the fortification or defense of any place, or any
other information relating to the public defense, which might be useful to the enemy, shall be
punished by death or by imprisonment for any term of years or for life.

() Iftwo or more persons conspire to violate this section, and one or more of such persons do any act
to effect the object of the conspiracy, each of the parties to such conspiracy shall be subject to the
punishment provided for the offense which is the object of such conspiracy. ‘

@
(1) Any person convicted of a violation of this section shall forfeit to the United States irrespective
of any provision of State law—
(A) any property constituting, or derived from, any proceeds the person obtained, directly
or indirectly, as the result of such violation, and
(B) any of the person’s property used, or intended to be used, in any manner or part, to
commit, or to facilitate the commission of, such violation.
For the purposes of this subsection, the term “State” includes a State of the United States, the
District of Columbia, and any commonwealth, territory, or possession of the United States.

(2) The court, in imposing sentence on a defendant for a conviction of a violation of this section,
shall order that the defendant forfeit to the United States all property described in paragraph (1) of
this subsection.

(3) The provisions of subsections (b), (c) and (e) through (p) of section 413 of the Comprehensive
Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 853 (b), (c), and (e)—(p)) shall apply
to—

(A) property subject to forfeiture under this subsection;

(B) any seizure or disposition of such property; and

(C) any administrative or judicial proceeding in relation to such property,

if not inconsistent with this subsection.

(4) Notwithstanding section 524 (c) of title 28, there shall be deposited in the Crime Victims Fund
in the Treasury all amounts from the forfeiture of property under this subsection remaining after
the payment of expenses for forfeiture and sale authorized by law.
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Title 18, U.S.C. — 794 (a)

Whoever with intent or reason to believe that it is to be used to the injury of the
United States or advantage of a foreign nation, communicates, delivers, or transmits,
or attempts to communicate...to any foreign government or to any faction, or party
or military or naval force within a foreign country, whether recognized or
unrecognized by the United States, or to any representative, officer, agent, employee,
subject, or citizen thereof, either directly or indirectly, any document...or

information relating to the national defense...

Elements of the Espionage Statute

1) Traﬁsmittal...of
2) National defense information...to
3) A foreign nation or agent of a foreign nation...with

4) Intent to harm the U.S. or aid a foreign pation
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Title 18, U.S.C. — 794(a)

WHOEVER
Anyone, anywhere

WITH INTENT

Mental element, not just physical act

Must prove that it is knowing conduct and a higher mental element (conscious purpose)
Mental state ordinarily cannot be proven by direct evidence

All facts and circumstances in evidence which indicate state of mind will be considered
A persons actions speak to their intent (court rulings)

OR REASON TO BELIEVE (“or” = either, not both)

“Reason to believe” means that an ordinary person knowing the facts would have
concluded, or should have concluded, that the information provided could be used
for one of two specific reasons (see next paragraph) -

THATIT IS TOBE USED
Not “has been” or “was used” but “could be used” by any nation

TO THE INJURY OF THE UNITED STATES
Proof of injury (actual damage is not required)

OR ADVANTAGE OF A FOREIGN NATION
By any nation; proof of value (statistical advantage) is not required

COMMUNICATES, DELIVERS, TRANSMITS...OR ATTEMPTS
The physical act; attempted espionage is also covered

TO ANY FOREIGN GOVERNMENT OR FACTION, PARTY, MILITARY OR
NAVAL FORCE WITHIN A FOREIGN COUNTRY WHETHER RECOGNIZED
OR UNRECOGNIZED ,
Knowledge that information is going to a specific foreign nation must be proven from a
legal, criminal law perspective

OR TO ANY REPRESENTATIVE, OFFICER, AGENT, EMPLOYEE, SUBJECT
OR CITIZEN THEREOF ‘
The transmitter/recipient must be shown as acting on behalf of the foreign government

EITHER DIRECTLY OR INDIRECTLY
One who acts either directly or indirectly for the benefit of a foreign government is an
“agent or representative of a foreign government” within the meaning of the statute

INFORMATION RELATING TO THE NATIONAL DEFENSE

National Defense Information — a generic concept of broad connotation. The information
need only be directly and reasonably related to the defense of our nation. It'is not
necessary that the information be vitally important
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ESPIONAGE

ELEMENTS OF THE CRIME
“CLOSING THE GAPS”
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Title 50, U.S.C. — 783

783(b) Communication of classified information by Government officer or employee

It shall be unlawful for any officer or employee of the United States or of any department
or agency thereof, or of any corporation the stock of which is owned in whole or in major
part by the United States or any department or agency thereof, to communicate in any
manner or by any means, to any other person whom such officer or employee knows or
has reason to believe to be an agent or representative of any foreign government or an
officer or member of any Communist organization as defined in paragraph (5) of section
782 of this title, any information of a kind which shall have been classified by.the
President (or by the head of any such department, agency, or corporation with the
approval of the President) as affecting the security of the United States, knowing or
having reason to know that such information has been so classified, unless such officer or
employee shall have been specifically authorized by the President, or by the head of the
department, agency, or corporation by which this officer or employee is employed, to
make such disclosure of such information.

What It Means

IT SHALL BE UNLAWFUL FOR ANY OFFICER OR EMPLOYEE OF THE U.S. OR OF
ANY DEPARMENT OR AGENCY THEREOF..
Applies only to U.S. Government employees.

TO COMMUNICATE IN ANY MANNER OR BY ANY MEANS...
The law prohibits the knowing transmittal per se.

ANY INFORMATION OF A KIND CLASSIFIED BY THE PRESIDENT (OR BY THE
HEAD OF ANY U.S. DEPARMENT, AGENCY...) AS AFFECTING THE SECURITY OF
THE UNITED STATES...

The individual communicating the information must know it to be classified. Classified
information in the meaning of the Statute means at the time of the communication, the
information was for reasons of national security, specifically designated by a U.S.
Government Agency, and person authorized to do so, for limited or restricted
dissemination or distribution. National security information includes certain
protected/restricted information concerning the national defense, foreign relations and a
variety of other areas.

UNLESS SPECIFIC AUTHORIZATION FOR SUCH COMMUNICATION SHALL
FIRST HAVE BEEN OBTAINED FROM THE HEAD OF THE DEPARMENT,
AGENCY...HAVING CUSTODY OF OR CONTROL OVER SUCH INORMATION.
Tlie communication of the information has not been specifically authorized and the
person receiving is not authorized to receive it.

TO ANY OTHER PERSON WHOM SUCH OFFICER OR EMPLOYEE KNOWS OR
HAS REASON TO BELIEVE TO BE AN AGENT OR REPRESENTATIVE OF ANY
FOREIGN GOVERNMENT...

Must prove the person communicating the information knows or has reason to believe the

recipient is an agent or representative of a foreign nation and acting on that nations behalf.
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ESPIONAGE INVESTIGATION

Investigation, data base checks & leads to consider
' Note - this list is not all inclusive

Preliminary & Full Investigations -
ACS
General Indices (WFO card files)
Confidential Indices
Elsur Indices -

DMV check for auto information
NCIC, WALES, NLETS -
*see data base check list for additional databases to con51dermg checkmg

Internet sites - residential addresses and telephone #S
Public Library resources

| Fexus-Nexus

. Savannah (FD-809a), Pocafellor or Butte (FD- 809) records checkS‘ ' R

b7E

Military Records - St. Louis Federal Records Center

Former Federal Employees - St. Louis

Current Federal Employees - US Govt. Agency or Boyer, PA
Local Police Checks - DC, PG County, Park Police, etc.....

Professional Organizations

L7E

Trash Cover- .

" FBI042450.
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_SErseT

ther US Govt. Agencies i in many cases records checks:.
Name check :

review personnel file

review "soft" personnel file . °

review security files
- review polygraph files : : :
identifv anv other tvpes of "files" or records which pertain to subiect

— Teview medical 1l (usually oily Dy designated FBI specialisty -

_review special activities files
- determine any alias identities of subject

review travel vonchers travel fiinds advances

obtain Inancial discIOSure Statements
determine where checks are deposited

Sick and Annual leave records

- badge records - ins/outs

badge photo (include dated photos)

determine if they have an assigned parking place or how they get to work

[JS Govt employment of other family members -
|[SPJN is the name of the search. It can provzde
copies of documents written by or to subject. SPINs are conducted wzth parameters
which narrow the field of information to the needs of your case ]

Identify co-workers, friends, associates, nelghbors, etc.... for.posmble future interview. =
Vehicle identification information ' : : o
Descriptive data from records or surveillance

. CCTV .
Computer audits ‘
[Full investigations: consider audit Sublect 's usage of and-
S " other classified systems.] ISPIN' searches.] ‘

Normally does not need renewed, especially on a PI.. In 120-days will cover a full billing cycle
so you will be'able to determine financial institutions, credit card. companies being used by

: subject, phone services, etc| - :

I | -

(many of these records are retained for limited time 'frame’,' tﬁer&or‘e,,’ reél}lest ASAP)

2
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bl
-Physical Surveillance - : : B7E
Full Investigations:
bl
b7E
OTHER ISSUES:
Chronologies of investigation; adrmmstratwe act1v1t1es, other
Evidence submission
FD-302s copies (5) All interviews in 65 cases should be written as 3025
Subfiles - list
Briefing acknowledgment forms (bigot list)
bL7E

PERSONNEL TASKING:-

o . FBI042452




- Liaison with other agency (subject employer?) (badges, badge swipes, floor plans, commo,
records, personnel records, security records, telephone records, assets) ‘
- Covert entries of office (operational plan/approval| |

- Covert entries of residence (operational plan/approval

- Covert entry of vehicle(s) (operational plan/approval, acquisition of similar vehicle, -

- Corroboration of Source Information

- Select interviews of co-workers

- Telephone records (residential, cell, beeper - add to chrono)
Trash Cover - renewal and chronology

Mail Cover

Laboratory Coordination if necessary

-HQ approval to interview 65 subject, to include pretect

: Coordmatm and Field Offices
(&) - (trave tc..)

Admmlstratwe (coordinate with FBII—IQ, Legats, budget eqmpment supphes, space, undercover

4
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bl
b7E

bl
b7E
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proposal, bigot list, ACS, review FD-3 02 for leads and quality control)

Other investigative options:
Identify/locate documents to which subject had access

Document/corroborate method subject volunteered

Handwriting samples - original communications drafted by subject, etc...

DNA samples . m : i%E
Fingerprints | o -
Case budget
Legal issues - ELSUR, fisa, leases, purchases, court documents, forfe1ture searches of ma11
property, DOJ coordination
Sensitive sources tasking = FBIHQ Etc...

. 5%

'FBI042454 .-




ACLURMO043555

FBI1042455



(3]
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* Superceded by 28 USC §433 if the subject is “employed by or assigned to a U.S. diplomatic misssion abroad.”
This statute requires that.the FBI supervise all espionage investigations involving U.S. diplomatic missions abroad.

Note: The MOU may be superceded by 50 USC §402a, granting jurisdiction to the FBI with respect to all persons
except persons-subject to the UCMI. This statute requires, inter alia, all.Executive Branch departments and .
agencies to report espionage leads to the FBL

ALL INFORMATION CONTAINED
HEREIN I3 UNCLAZSIFIED EXCEPFT
DATE: 01-27-201% WHERE SHOWN OTHERWISE
CL&SSIFIED BY 65179/ /DMH/EAW/STE/bls
REAZON: 1.4 (c)
DECLASSIFY ON: 01-27-2037
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. . DECLASZIFIED BEY &5179/DMH/ E.HTIT.*:!TP fhla :
O 01-27-Z012 — ‘

Section 20-17: (U) Damage Assessments
A.(U)The NFIPM Glossary (No. 63) defines Damage Assessment as:
“An evaluation of a compromise in terms of lost intelligence z'nforindiion, sources,

- and/or methods, which may describe and/or recommend measures to minimize damage
and to prevent future compromises.” :

(U) The Natlonal Countermtelhgence Executlve s CI defines bTE
Damage Assessment as: ‘ ‘

: “.Systematrzc analysis that determines the impact ofa compromzse of classified -
.mformatzon on the National. Securzty of the Unzted States.”

b7E

41
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. 0). Agencies affected by espionage or unéuthorized disclosres should be cautioned

not to prematurely conduct or document assessments of damage caused by compromlses
or disclosures that are under mvestlgatlon.

;
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’ ALL INFORMATION CONTAINED
‘ HERETH I3 UHCLASEIFIED
DATE 01-27-2012 BY ebl72/DHMH/BAW/ TP /bls

TESTIMONIAL CONSIDERATIONS
(Prepared by SA

Law enforcement officers are typically the star witnesses for the government in a criminal trial.
As such, aggressive defensive counsel will typically subject law enforcement officers through withering
cross examinations designed to diminish their credibility in the eye of the jury. To do this, defense
counsel will accuse, exploit seemingly irrelevant details, bait, raise their voice, huff, scoff, squint, roll
their eyes, approach and crowd the witness, demand yes/no answers, wave exhibits around, pose
compound or hypothetical questions, interrupt and cut off answers to questions, and generally look to
anger, confuse, tire, or humiliate the witness.

The law enforcement officer should also contemplate the atmospherics of a trial. The majesty
of the courtroom. The looming and all powerful judge. The solemn taking of the oath. The restrictive
confines of the witness box. Speaking into a microphone and hearing your voice oddly amplified by its
tinny speakers. The court reporter typing every word you say. The attentive glare of listening jurors.
The presence of the defendant. The crowded gallery. The sometimes melodramatic movements of
defense counsel. The conspicuous presence of the media. Persons entering and exiting the courtroom.
Reactions from the defendant or their counsel, family, or friends to testimony demonstrating their guilt.
Giving extended testimony before being accorded a break. Interrupting objections from defense
counsel, or the absence of objections from the government when the law enforcement officer is being
cross examined and wants help. Periodic instructions from the judge. All of these events and more --
the atmospherics of trial -- can conspire to distract an unprepared witness.

Of course, pre-trial preparation is important. Review all the appropriate 302s and evidentiary
material relating to your testimony. Defense counsel will often exploit indecision on even trivial facts.
Excessive equivocation will diminish jurors' impression of the law enforcement officer. Interact with
other agents who have testified. Consult with your CDC, particularly if you are concerned about some
legal issues surrounding your testimony. Set up a moot court session or structured role playing,
especially when testifying in a prominent case. The heat and light of cross examination is difficult to
prepare for without such preparation.

Earnest and confident, poised and helpful, likeable and professional, these are the
characteristics that make a law enforcement officer into an effective witness. An introduction to some
of the testimonial considerations that will produce effective testimony follows:

1. Meet with the AUSA before you testify. We are a team with the AUSAs. To make the
team work, we must know each other's expectations, and reach a comfort level with each other about
what is expected to occur at trial. Do not wait for others to arrange it -- reach out to the AUSA
yourself and request a meeting, because when you are on the stand it is your reputation for
professionalism that is on the line. Make sure you understand exactly what aréas the AUSA will cover
with you at trial. Make sure the AUSA is aware of the important information you hold so that
information is not inadvertently omitted from trial. A mesting assures that the AUSA knows everything
that you know and can properly plan to ask you about it at trial. Lastly, if practicable, surveil the actual
courtroom you will be testifying in so that you are familiar with your surroundings and know where to

go when you are called as a witness.
1
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2. Be earnest. In most jurisdictions, jurors respect law enforcement officers, none more so
than FBI agents. Effecting an earnest air only enhances our credibility with jurors, promoting a "just the
facts" credo that makes the testimony objectively credible and without prejudice. When defense
counsel gets mad and makes some points, be earnest. When the questions drone on, and the
government does not object to badgering or inappropriate questions, be earnest. When the judge
admonishes you, be earnest.

Practically, this means maintaining a steady, helpful tone of voice. Maintain good eye contact
with counsel and, during your answer, with jurors. Listen attentively to the entirety of the lawyers'
questions. Be polite to everyone in court. For the prepared agent; being earnest is the most important
characteristic to successful testimony.

3. Be deferential and polite to counsel and the judge. When the judge or counsel start to
talk, stop what you are saying and then respond. Crosstalk and raising one's voice only detracts from a
professional presentation. If you are cut off, trust the AUSA to object or to get your full answer out on
re-direct examination. Being polite, deferential, and earnest will help the credibility of the agent with
jurors. Avoid being argumentative for it may offend jurors and the judge. Be strong, be confident, and
endeavor to answer fully, but always do so in a way that is deferential and polite to the judge and
counsel.

4. Take short pauses before answering questions. A short pause before answering allows
you to gather your thoughts before answering. The extra moment helps the witness marshal all the
important information. The short pause promotes answers with an economy of words that are not
rambling. Consistent use of the short pause, on direct and cross examination, will help to take some of
the fire out of machine gun cross examination questions.

5. Avoid shows of anger or frustration when testifying. Often defense counsel will
attempt merely to anger or frustrate the agent. This diminishes the credibility of the agent in the eyes of
the jurors. It tends to make the agent seem like a partisan with an agenda, instead of an objective
investigator. Trust the AUSA to protect or rehabilitate you on re-direct examination. No matter what
happens, save any anger or frustration for outside the courtroom.

6. Be professional. Of course we are all professional in our conduct as agents, but
professionalism in trial turns on small matters and requires projecting a confident air from the moment
you enter the courtroom. When entering, avoid a tentative approach -- walk assuredly to where you
are sworn in. Acknowledge the jurors with a nod of your head or a smile as you approach or get
settled in to the witness box. Offer the judge a similar acknowledgment, or a good morning type
greeting if appropriate. Do not be a microphone mouse -- speak clearly into the microphone. Get
seated and move the microphone to accommodate a professional posture. Many a tentative witness
does not move the microphone or their seat appropriately, effecting a contorted or hunched position
when talking into the microphone that appears weak and less effective. Avoid the furrowed brow, the
pursed lips, the arms folded across your chest, which are perceived as defensive and stand-offish. Sit
straight and maintain good eye contact with the attorneys and the jurors as you answer. Avoid verbal
tics such as "uhh," "umm," and "like."
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Lastly, recall that you are a Special Agent of the FBI. You carry an honorable badge of office
and you have worked hard to be in this position of service to the country. You are Lady Justice's
balance and you are her sword. We are the key witnesses. A trial is a forum of truth where we out
wrongdoers -- it is our time. Welcome the trial, and let your professionalism, your confidence, and
your service to country shine.

7. Be responsive to questions. Avoid long and rambling answers -~ they distract and
confuse jurors, and jurors will eventually stop listening to you. After a question is posed, take a short
pause, and endeavor if possible to say yes or no at the outset of your answer and then explain. Give
the answer first whenever you can and then support it with the accompanying explanation. If you sense
that you are giving a string of long answers, be mindful to convey new information without going in
circles. Some open ended questions from the AUSA may require longer narrative answers,.and in
those instances make sure you are conveying information in an orderly, chronological fashion, and that
you are moving forward and not repeating yourself.

8. Freely make elegant concessions. Good defense counsel will work for an "A-hah!"
moment where they challenge you with something that was not done or that was done inéorrectly.
Often these moments are on points that we would perceive as irrelevant. When asked, admit a mistake
or an inaction. Then explain why it was not important, was inadvertent, or was not part of investigative
protocol. Do not strike a defensive posture or be unwilling to concede a mistake or an inaction,
otherwise you will seem evasive and will empower the defense to cast it as a bigger deal than it is.
Remember that the AUSA will get a chance to let you explain yourself on re-direct examination. And
remember to keep your poise and open body language after making your elegant concession.

9. If you don't know, say "I don't know." We are smart seasoned law enforcement -
officers with formidable resumes. So'it is little wonder that law enforcement officers often hate to say
"I don't know." Part of being honest and earnest when you testify, of being human, is simply answering
"I don't know," to some questions. Do not make up cute answers, and do not engage in a rambling
obfuscation. Simply say "I don't know."

10. "What makes you so special, Special Agent?" Some defense counsel like to ask this
silly question right out of the box to punch you in the nose and get a cheap snicker out of the jury.
Think about your answer ahead of trial so you are not hit off stride. Director Mueller recently made
mention of a Special Agent's response to such a question, it went: "It's special to me." Other possible
answers include: "That's the title we are given." "When President Theodore Roosevelt created the FBI
we were enacted under a special law of Congress, and, therefore, were titled Special Agents by law."

- 11. Don't believe the hype. Trials can often have a bounty of pomp and circumstance. The
wood and marble courtroom, the raised bench of the judge, the ornate tables of counsel, the grandiose
light fixtures, the plush earpeting, and the cov look of play-it-close-to-the-vest jurors, the combined
majesty of the law can distract a witness from the task at hand. Let all the atmospherics melt away, be
smooth, and focus on the conversation you are having with the lawyers and jurors. You are simply
relating true facts so that the jury and judge can do their part. This approach will help eliminate any
pre-game jitters.
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WIFE ANSWERS

LECLAZZIFIED EY &5179/DMH/BAW/STE/hls

O 0l-27-201%

WIFE ASKS WHO'S CALLING

HE IS NOT HOME- -

' IE_HE CANNOT TALK NOW

UK _TELEPHONE NUMBER
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. Prologue:

"""""""""""""" ~ ¥ Thisig kalling on behalf of the FBI. Iam about to call
at telephone] | The time is approximately 3 20 am. and the dateis -

7

September 5, 1998.

DECLASSIFIED BY 65179/ DHH/BAW/ZTP /bla
N 0l=-27-2012

Women answers phone and says something unintelligible.

" D-Hello

UNSUB Woman - yé-

UNSUB Woman - Yes um wait a minute and I
‘D- OK thank you. -

SP- Hello

. D - Heu-0>

SP-Yes

:,Dr" 4 .

. SP-Ves

F———
~1 Oy
@

D4

SP

D -

SP - ahbh

SP-

D-

ACLURMO043564

-
e = ] Y
(@]

-1- }
FBI042464




ALL INFORMATION CONTATIHEL
HERETIHN IS5 UNCLASSIFIED
DATE 01-27-Z012 BY eLl78/DMH/BAW/STE /bl

A Four-Domain Model

for Detecting Deception
An Alternative Paradigm for Interviewing

By JOE NAVARRO, M.A.

or 30 years, the literature on

interviewing has empha-

sized the use of both verbal
and nonverbal cues in detecting de-
ception during the interview pro-
cess.! Much of that emphasis paral-
leled the immense amount of
research during that same time pe-
riod in the area of psychology and
the study of nonverbal behavior.
Unfortunately, many people siill
misinterpret a significant amount of
nonverbal behavior as indicative of

deception when, in fact, it just may
be nervousness or such behavior as
face touching that also can indicate
honesty.?

Repeated studies have shown
that traditional methods of detect-
ing deception during interviews
succeed only 50 percent of the time,
even for experienced law enforce-
ment officers.? In spite of this, in-
vestigaters otill need the ability to
test the veracity of those they inter-
view.To do so, investigators require

a model that incorporates research
with empirical experience to differ-
entiate honesty from deception.
They can use an alternative para-
digm for detecting deception based
on four critical domains: comfort/
discomfort, emphasis, synchrony,
and perception management.

Comfort/Discomfort

Comfort is readily apparent in
conversations with family mem-
bers and friends. People sense when

June 2003/19
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Special Agent Navarro is assignéd to the FBI's. Tampa gfﬁc‘é' and also .
serves in the'FBI's National Security Division’s Behavioral Analysis Prograrm.

others have a good time and when
they feel comfortable in their pres-
ence. Experiencing comfort in the
presence of strangers becomes
more difficult, especially in stress-
ful situations, such as during an in-
terview. A person’s level of com-
fort or discomfort is one of the most
important clues interviewers should
focus on when trying to establish
veracity. Tension and distress most
often manifest upon guilty people
who must carry the knowledge of
their crimes with them. Attempting
to disguise their guilt places a dis-
tressing cognitive load on them as
they struggle to fabricate answers to
what otherwise would be simple
questions.*

When comfortable, an individ-
ual’s nonverbal behavior tends to
mirror the other person present.’
For example, if one person leans
forward, the other tends to do so as
well. Or, if one leans to the side
with .hands in pockets and feet
crossed, the other person may do
the same. Subconsciously, people
demonstrate their comfort with
whom they are talking. When

20 / FBI Law Enforcement Bulletin
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Ininterviewing - - -
-and detecting.: =
. .deception,, .. -
-synchrony plays . -
an important role. ;. . -

touched, people may touch back to
emphasize a point. Some may dis-
play their comfort more openly,
such as showing more of their torso
and the insides of their arms and
legs. People who speak the truth
more often display comfort because
they have no stress to conceal nor
do they have guilty knowledge to
make them feel uncomfortable.®

While seated at a table, people
comfortable with each other will
move objects aside so that nothing
blocks their view. Over time, they
may draw closer so that they do not
have to tdlk as loud, and their
breathing rhythm, tone of speech,
pitch, and general demeanor will
become similar.

Subtleties of comfort contrast
with discomfort. People show dis-
comfort when they do not like what
is happening to them, what they are
seeing or hearing, or when others
compel them to talk about things
that they would prefer to keep
hidden. People first display discom-
fort physiologically—heart rates
quicken, hairs stand up, perspira-
tion increases, and breathing

becomes faster. Beyond the physi-
ological responses, which are auto-
nomic and require very little think-
ing, people primarily manifest
discomfort nonverbally instead
of vocally. They tend to move
their bodies by rearranging them-
selves, jiggling their feet, fidgeting,
or drumming their fingers when
scared, nervous, or significantly
uncomfortable.’

‘If, while the interviewer re-
mains relaxed and poised, the
interviewee continually looks at the
clock, sits tensely, or does not
move (“flash frozen™), the inter-
viewer may discern a lack of com-
fort even though everything may
appear normal to the untrained
eye.® Interviewees show discomfort
when they repeatedly talk about
finalizing the interview or when
disruptions appeal to them.

People tend to distance them-
selves from those with whom they
feel uncomfortable. Even while
sitting side by side, people will
lean away from those with whom
they feel uncomfortable, often mov-
ing either their torsos or their feet
away or toward an exit, which
nonverbally exhibits displeasure.’
These actions can occur in inter-
views due to the subject matter dis-
cussed. Likewise, people create ar-
tificial barriers with either their
shoulders and arms or with inani-
mate objects in front of them. For
example, by the end of one inter-
view, a very uncomfortable and dis-
honest interviewee had built a little
barrier in front of himself using
soda cans, pencil holders, and vari-
ous documents, ultimately planting
a backpack on the table between
himself and the interviewer. At
the time, the interviewer did not
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recognize the subject’s obvious in-
tent of creating a barrier.

Other clear signs of discomfort
include rubbing the forehead near
the temple region, squeezing the
face, rubbing the neck, or stroking
the back of the head with the hand.!®
Interviewees often will show their
displeasure by rolling their eyes out
of disrespect; picking lint off them-
selves (preening); talking down to
the interviewer; giving short an-
swers; becoming resistant, hostile,
or sarcastic; or displaying “micro
gestures” with indecent connota-
tions, such as “giving the finger.”"!

Eyes also serve as formidable
communicators of discomfort, yet
investigators often ignore them dur-
ing interviews. People use their
eyes as a blocking mechanism simi-
lar to folding their arms across their
chest or turning away from those
with whom they disagree. In a simi-
lar response, when people do not
like something they hear, they usu-
ally close their eyes as if to block
out what they just heard. They do
this subconsciously and so often
that others do not pay attention to it
in day-to-day affairs. People may
close their eyes before touching or
rubbing them as if to further block
or relieve themselves of what they
just heard. Interviewers can capital-
ize on this behavior by noting when
interviewees block with their eyes.
This may point to questions that
trouble the subject or to issues with
which they are struggling. In most
cases, eye blocking proves ex-
tremely accurate in highlighting is-
sues problematic to the interviewee.
Additiocnally, when people feel
troubled or frustrated or they have
a subdued temper tantrum, their

eyelids may close or flutter rapidly
as an expression of their senti-
ment.!? Research also has shown
that when people are nervous or
troubled, their blink rate increases,
a phenomenon often seen with liars
under stress.”® In one case where
investigators closely videotaped the
interviewee, observers in another
room catalogued the subject’s blink
rate increase from 27 times per
minute to 84 times a minute during
stressful questions. Investigators
should consider all of the eye mani-
festations that fall under the com-
fort/discomfort domain as powerful
clues to how subjects register infor-
mation or what questions prove
problematic.

(“

Subtleties of
comfort contrast
with discomfort.

When interpreting eye contact,
however, many misconceptions still
exist. Little or no eye contact is per-
ceived erroneously by some as a
classic sign of deception, especially
during questioning, while the truth-
ful should “lock eyes.” This may be
accurate for some but not for all.
For instance, research shows that
Machiavellian people actually
will increase eye contact during de-
ception.!” This may occur because
they know that many interviewers
look for this feature. Also, some

people learned to look down or
away from parental authority as a
form of respect when questioned or
scolded. Investigators should re-
main aware of changes in eye con-
tact and eye behavior during inter-
views. They should establish the
interviewee’s default pattern of eye
behavior during benign questioning
then look for changes or indicators
of discomfort as the interview
progresses, which often gives clues
to deception.

Emphasis

When people speak, they natu-
rally incorporaté various parts of
their body, such as the eyebrows,
head, hands, arms, torso, legs,
and feet, to emphasize a point for
which they feel deeply or emotion-
ally. This movement proves impor-
tant to investigators because, as a
rule, people emphasize when genu-
ine. Liars, for the most part, do
not emphasize with nonverbals.!6
They will think of what to say and
how to deceive, but rarely do they
think about the presentation of the
lie. When compelled to lie, most
people do not realize how much
emphasis or accentuation enters
into everyday conversations. For
the interviewer, emphasis accu-
rately reflects reality or the truth.!”
When liars attempt to fabricate an
answer, their emphasis looks un-
natural or is delayed; they rarely
emphasize where appropriate, or
they choose to do so only on unim-
portant matters.

People accentuate both verbally
and nonverbally in their interac-
tions. They emphasize verbally
througli voice, pitch, tonc, or repe-
tition. On the other hand, they
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emphasize nonverbally, which can
prove even more accurate and use-

- ful to investigators. People who

typically use their hands while
speaking punctuate their remarks
with hand gestures that emphati-
cally illustrate or exclaim. They
also may thrust forward, point, or
pound the desk as they emphasize.
Others accentuate with the tips of
their fingers, either touching things

~ or gesturing with them. Hand

behaviors compliment speech,
thoughts, and true sentiments.!®
Raising eyebrows (eyebrow flash)
or widening eyes also emphasizes a
point."”

When interested, people lean
their torsos forward and, often, em-
ploy gravity-defying gestures, such
as raising up on the balls of their
feet as they make a significant or
emotionally charged point. While
sitting down, some emphasize by
raising the knee to highlight impor-
tant points. Occasionally, people
will add emphasis by slapping their
knee as it comes up, indicative of
emotional exuberance. Gravity-de-
fying gestures symbolize emphasis
and true sentiment, both of which
liars rarely possess.

In contrast, people de-empha-
size or show lack of commitment by
speaking behind their hands or
showing limited facial expression
as if to control their countenance
because they are not committed to
what they are saying.?® Deceptive
people often show deliberative,
pensive displays, such as touching
fingers to their chin or stroking their
cheeks, as though they still are
thinking about something, rather
than emphasizing the point they are
making. They are evaluating what

they said and how it is being re-
ceived, which is inconsistent with
honest behavior.

Synchrony

In interviewing and detecting
deception, synchrony plays an im-
portant role. Ideally, synchrony
(e.g., harmony, congruence, and
concordance) should occur between
the interviewer and the interviewee;
between what is said vocally and
nonverbally; between the circum-
stances of the moment and what the
subject is saying; and between
events and emotions, including syn-
chrony of time and space.

In an interview setting, the tone
of both parties should mirror each
other over time if synchrony ex-
ists.2! A certain amount of harmony
occurs in speech patterns, sitting
styles, touching frequency, and gen-
eral expressions. An interviewer
and subject “out of sync” become
subtly palpable because each will
sit differently, talk in a manner
or tone dissimilar from the other,
and possibly have expressions at

odds, if not totally disparate, with
each other. These circumstances
prohibit effective communication,
an element pertinent to successful
interviewing.

When interviewed, people who
answer in the affirmative should
have congruent head movement
supporting what they say. Lack of
synchrony often occurs when
people say, “I did not do it,” while
nodding their heads up and down as
if to say, “yes, I did.” Or, when
asked, “Would you lie about this?”
their heads again bob up and down.
Upon catching themselves in this
faux pas, they then reverse their
head movement. When observed,
these instances are almost comical
and amateurish. More often, a men-
dacious statement, such as “I did
not do it,” precedes a noticeably de-
layed and less emphatic negative
head movement. These behaviors
are not synchronous and, therefore,
more likely to be equated with a lie.

Synchrony should occur be-
tween what is being said and the
events of the moment. During a
street interview, if the subject inter-
jects with superfluous information
or facts totally irrelevant, the officer
should note the disharmony. The
information and facts should re-
main pertinent to the issue at hand,
the circumstances, and the ques-
tions. When the answers are asyn-
chronous with the event and ques-
tions, officers may assume that
something likely is wrong or the
person is stalling for time to fabri-
cate a story.

For instance, when parents re-
port the alleged kidnapping of their
infant, synchrony should occur be-
tween the event (kidnapping) and
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their emotions. The complainant
should be clamoring for law en-
forcement assistance, emphasizing
every detail, feeling the depth of
despair, showing an eagerness to
help, and willing to retell the story,
even at personal risk. When placid
individuals make such reports, they
appear more concerned with fur-
nishing one particular version of the
story, lacking consistent emotional
displays or seem more concerned
about their well-being and how
they are perceived vis-a-vis the
egregious event (alleged kidnap-
ping of a loved one). These ex-
amples do not exhibit synchrony
with circumstances and prove in-
consistent with honesty.

Last, synchrony should exist
between events, time, and space. A
person who delays reporting a sig-
nificant event, such as the drowning
of a fellow passenger, or one who
travels to another jurisdiction to re-
port the event rightfully should
come under suspicion. Addition-
ally, interviewers should remain
cognizant of subjects who report
events that would have been impos-
sible for them to observe from the
vantage point from which théy tell
the story. People who lie do not
think of how synchrony fits into the
equation; yet, it plays a major role
during interviews and the reporting
of crimes.

Perception Management

Perception management occurs
both verbally and nonverbally. Dur-
ing interviews, liars often use per-
ception management, a concept
witlh whick psychopaths are well
acquainted, to influence their in-
tended targets of deception.? For

instance, nonverbally, subjects will
yawn excessively as if to show that
they feel bored. If the person is sit-
ting, they may slouch or splay out
on a couch, stretch their arms, and
cover more territory as if to demon-
strate their comfort.

Verbally, liars will try to vocal-
ize their honesty, integrity, and the
implausibility of their involvement
in committing a crime. They will try
to “look good” to the interviewer.

...investigators require
a model that
incorporates research
with empirical
experience to
differentiate honesty
from deception.

They may use perception manage-
ment statements, such as “I could
never hurt someone,” “Lying is
below me,” “I have never lied,” “I
would never lie,” or “I would never
do such a thing,” all of which
should alert investigators to the pos-
sibility of deception. Other state-
ments, such as “to be perfectly
frank,” “to be honest,” “to be per-
fectly truthful,” or “I was always
taught to tell the truth,” are solely
intended to influence the perception
of the interviewer.?

Other forms of perception man-
agement include attending the inter-
view with someone of prominence
in the community or a retinue of

so-called close friends. Further,
subjects may -self-medicate through
the use of alcohol or prescription
drugs.to appear placid and content.
They may change their clothing or
hair styles to appear more genuine
or more socially conventional.

In all of these examples, sub-
jects attempt to manage the per-
ception of the interviewer. People
practice perception management
every day, such as getting dressed
for a date. However, when it mani-
fests itself in an interview setting,
investigators should recognize such
efforts and question the intent.

Conclusion

The detection of deception re-
mains a difficult task. Interviewers
can enhance their ability to detect
deception by focusing on four do-
mains—comfort/discomfort, em-
phasis, synchrony, and perception
management—rather than merely
trying to detect traditional signs of
deception, which, in some cases,
may be misleading.?* The research
in this area over the last 20 years is
unequivocal. Nonverbal behaviors,
in and of themselves, do not clearly
indicate deception.?® However,
when interviewers notice a display
of discomfort and a lack of comfort,
-emphasis, synchrony, and percep-
tion management, a greater certi-
tude for assessing deception exists.

Investigators can expect sub-
jects to react poorly in one or two
areas. But, to do so in all four
domains indicates communication
problems, which may originate
from the interviewee’s antipathy
toward the interviewer or law
enforcement or result from cul-
pability, guilty knowledge, or
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dishonesty. Regardless, in these
cases, information likely did not
flow freely from the interviewee,
which rendered an interview of
limited value or, worse, a complete
fabrication. 4
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Example

Non-Disclosure Agreement

The undersigned acknowledges having been informed by Special gents of the Federal Bureau of
Investigation (FBI) that the nature of the investigation to be discussed is a national security matter, of

interest to the FBI, and has been designated NEED-TO-KNOW.

The undersigned understands any discussion of this matter beyond the confines of this interview may
possibly jeopardize the investigation, and could be grounds for the undesigned's loss of security

clearances and /or denial of future contracts.

Printed Name Social Security Number
Signature Date
Witness Date
Witness Date
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United States District Court
( EASTERN _ DISTRICT OF VIRGINIA.
UNITED STATES OF AMERICA. UNDER SEAL
V. CRIMINAL COMPLAINT
EARL EDWIN PITTS CASE NUMBER: .
' *ALL IHNFOFMATION CONTATHNED
(Nam.e and Addr%_S of Defendany ;EPEII-I I5 UHNCLASSIFIED

DATE 01-27-201z2 BY 65179/DMH/BAN/3TF/bls

1, the undersigned complainant being duly sworn state the following is true and co:rrect to the best of my

wledge and belief. From on or about _July, 1987 - December, 1996 in _Arlington and
‘ ’ ) - ¢ ‘ . .
Eastern District of __ Virginia defendant(s) did, (track statutory Lxnguage of Offsnso) *

Stafford Counties in the

nlt a violation of Tltle 18, U.S.C. Section 794 (c), that is, with reason to believe that it would be used to the injury of the
:d States and the advantage of a foreign nation, Earl Edwin Pitts did unlawfully and kmowingly conspire with others to
unleate, fransmit and deliver to representatives of a foreign government, specifically the U.S.S.R. and the Russian
ratlon, Information relating to the national defense of the United Stafes, and did overt acts to'effect the object of said -
olracy, Including but not limited to the following: Earl Edwin Pitts did travel on March 24,1992 from National

t In the Eastern District of Virginiz, to New York City; and did .
a violatlon of Title 18, U.S.C. Section 794(a), that is,

with reason to believe that it would be used o the injury of the

arc and the ndvantage of a forelgn nation, Earl E

dwin Pitts did unlawfully and lmowingly attempt to

e 8 , transmit and deliver to representatives of a fo

relgn government,

ipecifically the Russian Federation, *© .

=atlon relating to the natlonal defense of the United States; and did

<!t & violation of Title 50, U.S.C. Section 783(a), that is,
r or employee; and did :

1it a violation of Title 18, U.S.C. Section 641,

communication of classified Information by Government

that is, conveyance without authority of prc;perty of the U_nite-d States,
ation of Title ___18 _ United Stales Code, Section(s)__ 794 (a) and {c), and 641, and Title 50, U.S.C. § 783(z) .

-er state that { am a(n) _Speclal Agent, FBI
* Officlal Title

and that this complaint is based on the following facts: , '

’

‘ued on the attached sheetand made a part hereof: @ Yes

[-:INO

Signature of Complalnant
David G. Lambert, Speclal Agent

Kederal Burcau of Iuvestigation

- Randy L Bellows .
 to before me and subscribed in my presence,

~mber 17, 199‘6

les Joner, Jr,
. Maglstrate Judpe
‘le of Judlclal Offlcer

Sy Slgnature of Judiclal Officer
_ —SEGRET

r_ .-
-J(
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el for Arrest R A
wm@ﬂr4mw'""ﬂ = } T RV LRT

s

S | Unlﬁed Sﬁaées Dls{rmo{: Cour{:

4.

EASTERN - DISTRICT OF VIRGINIA

UNDER SEAL

UNITED STATES OF AMERICA o WARRANT FOR-ARREST

v CASE NUMBER:

ALL INFORMATION CONTATNELD

EARL EDWIN PITTS HFRETN IS UNCLASSTFIED

[o: The United States Marshal
and any Authorized United States Officer

DATE 01-27-2012 BEY 651758/ /DMH/DAW/3TE/bBls

YOU ARE HEREBY COMMANDED fo arrest- . EARL EDWIN' PITI‘S

nd bnng him orher forthwrm to the nearest magnstrate to answer a(n)

Indlctment -a lnformab'on & Complaint o Orderof court O Violation Notice 'D.Pro'bah'on Violation Pefition

1arg|ng hlm or b herWrth (bdeldesmpbono(oﬂm) ' .. R

violatlon of Title 18, U S.C. Section 794 (c), that is, with resson fo behch that xtwou.ld be used to the injury of the United States

1d the advantage of a foreign nation, Ear] Edwin Prttx did unlawfully and Jmowingly conspire with others to communicate, -
‘smit and deliver to representatives of a foreign government, specifically the U.S.S.R. and the Russian Federation,
mation relating to the natlonnl defense of the United States, and dzd overt acts to effect the object of sa.xd conspxracy, and

. ietion of Title 18, U.S.C: Secﬁou 794 (a),that Is, with reason to behcve that it wonld be used to the inj ury of the Umtcd Statcs:;

T N e S S /‘\..."\,_/\__. PN e T N, L N —

d the advmtage of & forelgn nation, Earl Edwin Pitts did unlawfully and knowingly attempt to communicate, trinsmit and (

liver to representatives of 2 forelgn govemmcut, specifically the Russian Federation, informafmn relating to the national -

fense of the Unitcd States; and

>

d .
folation of Title 18, U.S.C. Section 641, that is, conveyance without authonty of property of the United States.

Jfolation of Titie 18 United States Code, Section(s) 794 (c) and (), and- 641, and Title 50 U.S.C. § 783(&)

folation of T.xtle 50, U.S_.C. Section 783(&), that ie, communjchtioﬁof classified information b y Govern.mcnt oﬂ‘icgr or employée;

iomas Rawles Jones, Jr. : ‘ United States Maz{stmte Judge

me of Issuing Officer - ' S Tide of Issulng Officer
. December 17, 1996

nalure of Issulng Officer ’ Date and Location

[ fixed at $ : by

Name of Judiclal Officer

RETURN

TN T N T e T eSS S

. s warrant was received and executed with the arrest of the above-named defendant at

—

“E RECEIVED NAME AND TITLE OF ARRESTIN SIGNATURE OF ARREST!NG' OFFICER

TE OF ARREST

2 (Rov. 1285 Wamnt lor Aret
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THE FOLLOWING IS FURNISHED FOR INFORMHON ONLY:

-

" e, cNDANT'S NAME: __EARL EDWIN PITTS

ALIAS: 3 ' :
LAST KNOWN RESIDENGE: _
LAST KNOWN EMPLOYMENT: __ FEDERAL BUREAU OF INVESTIGATION, FBI ACADEMY. QUANTICO, VIRGINIA

PLACE OF BIRTH: _UNITED STATES .
' - , eyle

DATE OF BIRTH: _| | _ ‘ .

SOGIAL SECURITY NUMBER: ' S -

EIGHT: - I " WEIGHT: :

SEX: __MALE ' : : "RACE: ___WHITE '

{AIR: _BROWN ' - : EYES: . . : -

CARS, TATTOOS,N OTHER DISTINGUISHING MARKS:

' ER:.
OMPLETE DESCRIPTION OF AUTO: 1892 CHEVROLET S-10 PICK-UP TRUCK, VA: NVI-582, . L

{: 1GCCS13RTN2148561; 1386 HONDA ACCORD~.SEDAN’LVA: OXK-347, VIN: THGCD5636TAT12428

/ESTIGATIVE AGENCY AND ADDRESS: ___DAVID G. LAMBERT, SPECIAL AGENT
FEDERAL BUREAU OF INVESTIGATION
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A&LL INFORMATION CONTAIHED
HEREIN I3 UNCLASSIFIED
DATE 01-27-2012 BY o5179/DMH/EBAW/3TF/bl=s

UNITED STATES V. EARI, EDWIN PITTS UNDER SEAL

Magistrate No. 96— . ~M

AFFIDAVIT IN SUPPORT OF CRIMINAL COMPLAINT,

ARREST WARRANT, AND SEARCH WARRANTS

I, pavid G. Lambert, being duly sworn, depose and state
as ﬁoi;ows:_ 7 '

1. I am presently employed as a SPEClal Agent of the

'-.Federal Bureau of Investlgatlon (FBI), and am aSSLgned to the .

Washlngton Fléid Office ln .the Dlstrlct of Columbla. I have been;r

-employed as an FBI SpeCLal.Agent for approx1mately 9 years. I

have been assigned to forelgn counterlntelllgence (FCI)

'1nvestlgatlons for approxxmately 7 years. As a result of my
“training and experlence, ‘I am famlllar with the tactics, méthods,

“and technlques of foreign lntelllgence services and thelr agents.

2. Thls affldaVlt is in support of the follow1ng-

a. ,Complalnt and. Arrest Warrant’ for. :
- b6

EARL EDWIN PITTS . ~ bIC
DOB: | | . )
. SSAN‘l |

for the follow1ng vmolatlons of federal crlmlnal
law. . .

. Consplracy ‘to Commit Espionage
(‘Title ‘18, United States Code,’ Sectlon

794(¢)); and

- b. ;Attempted Espionage - ‘ '
(Title 18; United States Code, Sectlon
794(a)); and . A

c. Communlcation of Cla551fled Informatlon by
: Government Officer or Employee
(Title 50, United States Code, Section
783(a)); and -
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d.

Conveyance Without Authority of Government

Properxty
(Title 18, United States Code, Section 641).

Application for Search Warrants for:

1)

C2).

3)

Premises known and descrlbed as a single

family residence lacated at [ |
as moxre

fully described in Attachment'a), which is
within the Easterm District of Virginia; and

Premises known and- described as Room -B-103,

‘Building #9, Behavioral Science Unit, FBI

Academy, Quantlco Marine Base, Quantlco,
Virginia (as moreé fully described in

‘Kttachment B), which is. -within the Eastern

" District of Virginia; and

One 1992 Chevrolet S— 10 Plck—up Truck,
bearing Virginia registration NVI~582, :
VIN:1GCCSI19R7N2148561, which based on recent
observation by FBI Specral Agents and :
surveillance personnel is presently located

‘at] |

5)°

. 6')

|and

- Opne 1996 Honda’ Accord bearrng Vlrglnla

reglstratlon OXK-347, VIN:1HGCDS5636TA112429;

" which based" on recent observation by FBI

Special Agents and sTrze;;lance personnel ig
presently. located at

and

'.One storage unit, numbered A425, located at

Public Storage,.7400 Alban Station ‘Boulevard,
Springfleld Virginia, 22150 (as more fully
descrrbed ln Attachment C), and

One storage unlt, numbered D13 located at U~

Stor-It Mini Storage, 3662 1/2' Jefferson
Davis .Highway, Freédericksburg, Virginia,

22408 (as moreé fully described in Attachment .
. D); and . )

One safety deposrt box, numbered 114, located
at the Central Fidelity Bank, 4230. Plaﬁk — -
Road, -Fredericksburg, Virginia, 22407. -
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3. The information stated below is based on personal
knowledge, training and experience; including training and
experlence I have gained while assigned to FCI lnvestlgatlons,

- and lnformatlon provided to me by others as noted herein.

- SUMMARY,

4. This affidavit concerns an investigation by the

" FBI into. the compromise of FBI,intelligenee operations.and

inrormation. During-thie inveetigationrrI"and otnere hare
conducted lnterV1ews, physrcal and electronlc survelllance,
financ1al analysrs, and other forms of 1nvest1gatlon.
5. Tne results of’ thls anestlgatlon to date indioate
there is.Qrobable cause to believe tﬁet: - '
.. EARL EDWIN PITTS (hereafter, UPITTS"), a United

States c1tlzen, rs an agent of the Sluzhba Vneshney Rasvedl

ROSSll (hereafter, "SVRR"), which is the lntelllgence servrce of 7

the Ru551an Federatlon The SVRR lS the dlrect ‘successor of the
Unlon of Sovret Soc1alrst Republlcs‘ Commlttee for State

Securrty, known hereafter as the “KGB“ An agent of a. forelgn

tlntelllgence service lS one, other than an lntellrgence offlcer

or employee, who clandestrnely and lllegally acts on. behalf of

- that service. Prior. to. belng an agent of the SVRR, there 1s

probable cause to believe PITTS was ‘an. agent of the- KGB.

b. From in or about July, 1987, through the present,

PITTS conspired with officers of the .KGB and SVRR to commit

.espionage. This included numerous trips which PITTS made from

3
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~the Eastern District of Viréinia to the New York area in

anection with his espicnage activities. PFrom in or about
October, 1992, to the present, to the hest of my knowledge and
belief, fITTS_remained an agent‘of the SVRR'in a dormant
capacity. J

. c.” During pITES ! espionage activities between 1987
and'1992, PITTS recelved from the KGB -and SVRR in excess of
5224,000 lncludlng over $100,000 set aside for PITTS in a
nreserve’ account (accordlng to PITTS) .

d.. From ln or about August 1995, through the

. present, PITTS attempted to commlt esplonage and commltted
_numerous other violations of" federal crlmlnal law in connectien
with hlS contact with certain lhlelduals who he believed were
‘gents of .the SVRR but who were, in fact undercover personnel
g syed by, or operatlng_on the.lnstructlons of, the'FBI.
During this'"false flag" operation, descrihedlin greater‘detail
belov, PITTS gave persons he“%élieved to be SVRR offlcers
'senSLtlve ‘and SECRET ClaSSlfled documents related to the natlonal
defense, gave hls "SVRR [FBI]“ handlers personal, medlcal and
'ﬁamily lnformatlon about fellow FBI spec1al agents, proposed
strategles by which’ the SVRR mlght recrult addltlonal agents,
made plans to smuggle lnto the FBI Academy an’ SVRR technlcal
expert, provided hlS "SVRR [FBI]n handlers an FBI crpher lock
~ombination, an FBL key and his own FBI ldentlflcatlon badge in
'order to facilitate the smuggling operation, stole trom the FBI &

1andset to -a telecommunications device used to transmit

4
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classified informetion, and divulged a variety of clessified
information to his "SVRR [FBIJ" handlers. PITTS did this for
money. During the "false flag" operation, PITTS aceepted $65,000
for his espionage activities and 'his attempt to.comﬁromise FBI

intelligence activities.

- BACKGROUND ON. EARL, EDWIN- PITTS, .

6. EARL EDWIN PITTS is a United States citizen,

:preseﬂtly*e@p;oyed.ae'a Supervisory Special Agent of themFBI:

PITTS is 43 years old and is an attorney. . PITTS and his wife,
' b7

(@

Maryp-were married in 198S5. PITTS resides with his wife at a

single family'dwelling located at

7. On September 18, 1983 PITTS entered on duty. with

ehe FBI and, on September 19, 1983, took the followxng Oath of .

Offlce:

I will support -and defend-the Censtitution of
the United States against’.all enermies,

forelgn and domestic; that I will bear tiue
faith and .allegiance .to the same; -that I take
this obllgatlon freely, without'any mental
reservation.or purpose of evasion; and that I
will. well, and. faithfully - dlscharge the duties .
‘of the.office -on which.I am about to enter:

" So- help me God. ’

7

8. On September 20, 1983, PI‘I’TS s:.gned an FBI

Employment Agreement, whlch lncluded ‘the, follow1ng prOVlSlODS.
That I am hereby advised and I understand that Federal
law such as Title 18, United States Code, Sections 793,

794, and-798 ... prohlblt loss, misuse, or unauthorlzed
disclosure or production of. national security

2
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information, other classified information and other
nonclassified information in the files of the FBI;

® ok %

" I understand that unauthorized disclosure of
-information in the files of the FBI or information I
may acquire as an employee of the FBI could result in
J.mpaq_:r:ment of national'.security, place human Iife in
jebpardy, or result in the denial of due process: to a
person or persons who are subjects of an FBI
:anestlgatlon  oxr prevent the FBI from effectively
:discharging its respons:!_bJ_lJ_tJ_es.’ I understand the .
need for this secrecy agreement, therefore, as
consideration for employment I agree that I will never .
divulge, publish, or reveal either by word or conduct .
or by other means disclose to any unauthorized
-reCJ.pJ.ent without official written authorization by the
Director of the FBI or his delegate, any information
from the investigatory files of the FBI or any
information relating to material contained in’ the
.files, or disclose-any information or \produce any
material acquired as a part of the performa_uce of my
OfflClal duties or because of my offJ.CJ_al status."

* K %

_'That I -understand unauthor:.zed d_u.sclosure may be a
violation of Federal law and prosecuted as a. cr:uu;.nal

offense. “ e

o d RS S
. 9.  On October 22, 1984, PITTS signed the Classified

-Information Nondisclosure' Agreementu," -whi'ch 'readsf in part:

I have been- adva.sed a.nd am ayare that d_Lrect or
;Lndz.rect unauthorized d.l.sclosure, unauthorized.
‘reténtion, or ‘negligent’ hand_l:_ng of - class:.fled
. information by me. could cause irreparable :Lnjury to. the
United States or, cotild be. used to advantage by a
foreign nationm. I hereby agree that I will never
divulge such information unless T have officially ..
verified that the recipient- has-been properly
.authorized by the United States Government.to receJ_ve
it. or 'T have been givén prior  written nofice of o
authorization .from-thé :United States Government - ~ :
Depaxtment or hgnnmr-(harenne{-‘f-er T\ep::-ﬁ-mnnf o R-Xa1 nn})
last granting me a securlty clearance that such

(o))
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disclosure is éermitted. I further understand that T
am obligated to comply with laws and regulations that
prohibit the unauthorized- disclosure of classified

information.
I have been advised and am aware that any breach of
this Agreement may result in. the termination of any
security clearances I hold; removal from any position
of special confidence and trust regquiring.such
clearances; and the termination of my employment or.
other relationships. with the Departments or Agencies
‘that granted my security clearance or clearances. In
addition, I have been adviséd and am aware that any
unauthorized disclosure of classified information by me
may constitute & violation of United States-criminal
laws, - 1ncludlng the prov181ons of Sections 641, 793,
794, 798, and ... ‘the provisions of. Section 783(b),
Title 50, United States.Code, and .the provisions of the
. Intelligence Identltles Protection Act of" 1982 .

10. PITTS'currently'holdé;a'"Top Seqret"‘seCUrity;
clearance; From November 15 1989 until*November'18, i996, PITTS
held certaln addltlonal icode word" clearances for access, to '

.;ensrtlve compartmented 1nformatlon.

11. Upon gradu§rlon from the FBI Academy, he was,
assrgned to the FBI's Alexandrla Fleld Offlce where he worked
fappllcant, white collar crlme, ‘and narcotlcs lnvestlgatlons.
PITTS was assrgned to: the Frederlcksburg Resrdent Agency wrthln
.the:Alexapdrla Ele;d Office from_Marqh 18, 1985 through January
2 To87. N .. | . . .

. léu PITTS was assrgned to the- New York Fleld Offlce
from January 3, 1987 to August 13, 1989: He Worked FCI .
inveséigaﬁionsﬁ including inveerigarions cqnqernihg KGB officiaié
assigned to the- (then) Soviet Mission to the Unired-Natibne.

13. TIn August; 1989 PITTS was: promoted té Supervisory
Speciai Agent “and traﬁsrerred to the DoGument Classificaéidn'

YA
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Authority Affidavit Unit within the 0perations Section of the

acords Management Division at FBT Headquarters, in ﬁ&Shington,
D.C. Upon assignment to the Records Management Diuision, PITTS
was granted access to Semsitive Compartmented Information. 1Ip
;991,'he was reassigned to the' Security Programs Section, where.
he was responsibie for supervising personnel security
investigations.: ’ | ]

114. On or about'October 18, 1992, PITTS. was
transferred to the Legal Counsel Ditvisiomn. at—FBI Headquarters, )
where he worked in DNA Legal As515tance and ’ was then assrgned to
01v11 lltlgatlon matters., PITTS worked ln FBI Offlce space

1ocated Wlthln a bUlldlng at 601 Pennsylvanla Avenue, N.W. r Suite

750 Washlngton, D.C.

J

15. On or- about January 23 1995 PITTS began worklng

the Behavroral Scrence Unlt, FBI Academy in Quantlco,

VlrngLa, where he remalns at present. Among his

~ reSpODSlbllltles - at the FBI AcademY.ls to conduct security.

brleflngs for FBI personnel

16, Slnce PITTS’ assrgnment to the FBI Academy, PITTS

'had no duty or. responsrbillty that would have requlred or

-nece551tated ongoing contact w;th Russran c1tlzens in.a forelgn
.counterintelligence capacrty. PITTS wasg not authorlzed in 1995

_or 1996 to meet wath -agents of forelgn counterlntelllgence

services. In. additlon, PITTS was required by FBI pOllCY and

procedure to accurately and- fully report such contacts, Whlch he

‘did not do.

o

ACLURMO043582

FBI1042482




17. This affidavit refers to information obtained from
electrenic surveillance, video surveillance and searches of

various places and things. In each instance, the searches and

surveillance described in this affidavit were authorized by court .

order, or by consensual monitoring.

ESPIONAGE~RELATED ACTIVITIES (1987-1992)

18. In Januasy, 1987, PITTS began his duties withithe
New York Division, assigned to a squad responsible for various
FCI*investigations. Between'January,’1987'and August, 1989,
PITTS had access'to a wide range of sensitive and highly
clas51fled operatlons. . These lncluded the follow;ng' recrultment'
operatlons involving Ru851an lntelllgence offlcers, double agent
speratlons, operatlons targetlng RuSSLan lntelllgence offlcers,
-true-ldentltles of human assets; operatlons agalnst Russlan
lllegals, true ldentltles of defector sources, survelllance
schedules of known meet sltes:.lnternal p01101es, documents, and
procedures concernlng survelllance of Russian. lntelllgence
offlcers, and- the ldentlflcatlon, targetlng and reportlng on
known and suspected KGB lntelllgence offlcers ln the New York
area. l

19+ In 1988, fITTéwdescribed his-duties .in New York -as
follost . : . ;

My current duties in NY include 1nvestigations

concerning Séviet intelllgence officexrs, Soviet

- establishments, Soviet .emigres; espionage matters and
developing assets. These duties have -afforded me an
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opportunity to investigate some highly complex ang
sensitive cases, including identification of Soviet
lntelllgence offlcers, identifying Soviet efforts
directed at the emigre community and partLCLPatlon in

recrulitment efforts.

The Julvr:1987 Letter

- 20. In or about late July, 1987, a cooperating wltness
(hereafter, “CWh), who is known to be rellable and’ credlble, .
recelved a letter addressed to the CW at the - (then) Sov;et
Mlssron to the Unlted Natlons. At the .time, the CvY . was a Cltlzen
'of the Sovret Union assigned to the Soviet Mission to the United -

'Natlons. The letter provrded survelllance lnformatlon concerning

‘the CW's recent acthltles. .
21. SpeCLflcally, CW recalled. £hat the'letter‘received'
f£rom the wrlter contalned reference to a trip which CH had made
:o~a}New Vork Clty alrport to meet two hlgh—ranklng KGB OfflClalS
,eral days earller Revrew of FBI records lndlcates that on

'July 15, 1987 — one week beipre lt is belleved the letter was
sent to cW:—— PITTS conducted surVElllance on -the C¥’ at another
:New York CltY alrport and later reported the survelllance ln a

memorandum classrfled SECRET.
22. Based on the foregorng, the CW concluded that the

.W'riter.was an FBI~ emol-oyee. ’ -In-.the- letter‘, -the wrn_ter requested .

a meetlng wrth the CW or, ‘if the CW was. not a. KGB offlcer, wrth

-an, actual KGB officer. (Durlng the summer of 1987,‘several

" Special Aqents on the counterlntelllgence squad to which PITTS

was assigned wrongly concluded the CW was a genior KGB officer.

DIT‘I’S himself told the C%W in December, 1995, that he had chosen
;g
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the CW to meet with because the CW had been "misidentified" [as a
AGB officer].)
23. The CW provided the letter to the Mission Security

Officer, Vadim Voytenko (hereaftey, "Voytenko"). Later, the 'CW

. met with Voyténko and aleksandr Vasilyevich Karpov (hereafter,

"Karpov!t) .

. 24. Based upon 1nvestlgatlon and analYSlS, Aleksandr
VaSllYEVlCh Karpov has been 1dentlfled by the FBI- as an offlcer ‘
of the SVRR and formerly, the KGB. From 1987 .through 1990, he
was the New York Chief of Line KR. Line'KRIVthe:

coﬁbteriﬁtelligence component. of the KGB, wae respodsible for

- . penetrating the 1ntelllgence and securlty services of forelgn

natlons, lncludlng those of the United States, by human and

'techndcal means.' The' FBI was one of the lntelllgence/securlty

'serv1ces targeted by Llne KR.

The Meetlnq at the New York Publlc lerarv

2511 The CW was 1nstructed by Voytenko to meet with the

erter of the letter at the New York: Publlc lerery, located at

Fifth’ Avenue and 42nd Street in New York City. he CW brlefLy

met. the writer lnSlde the llbrary, and then- introduced the wrlter

to Karpov.-

26J Based upon stetements made by PITTS. during the

"false flag" operation, information prOVlded by the’ CW, and based

. upon PITTS' subsequent conduct and on other investigative ..

activities, I believe that the.writer of the letter to the CW was

11
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PITTS and that PITTS was the  U.S. intelligence officer who met

¥ith the CW and Karpov -at the New York Public Library.

Diselosﬁte ofuclassified Material

.27. The meeting between Karpov and PITTS at the New
York Public Library was the beginning of five years of active
espionage activity by PITTS on behalf of the KGB and SVRR.

28. I‘believe that‘among.the classified documents and
informatlon whlch PITTS conveyed'to tne*KGBtln the course of his
esplonage acthLty in return for money were the follow1ng

__a. p:} document known as the "SOVLEt '
Administratlve Listh. The "Sov;et Adminlstrative List" Was, the
nFBI's computerized, alphabetical compilatlon of-all Sov1et -

OfflClalS posted .or aSSLgned to the United States.' It lS

assmfied “SECRET" and is related to the national defense..'The
sECRET" class1fication is applled to 1nformation whose

'unauthorlzed dlsclosure reasonably could ‘be expected to cause
.serious damage to the national security. ~ The llst contalns the
‘names, dates of birth, postlng, 1n—country/travel/out—country
status, file'numher, FBI office.of Orlglﬂf FBI’ squad FBI case.
agent, .and the known or suspected intelligence affiliation of
.each - SOVlet OfflCl&l ass1gned ‘“to Sov1et legations in- the United ]
:States, lncluding the Soviet Embassy in Washington, D. C., and the
Soviet Mission to the United Nations in New York, NeW'York. ‘
PITT3 was not authorized to deliver the "Soviet

Administrative List" to any persoh not employed by the FBI nor. to

12
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an& person within the FBI who did not have an official need to
know - the information contained in the list.

b. A letter to Cw, then suspected by.the FéI of
"‘being a KGB officer, containing surveillance information
concerning CW. Specifically, PITTS disclosed classified SECRET
inforﬁation concerning FBI surueillahce of CW. |

c. SECRET informatiou conceruing an.EBI aSseh

who reported covertly on Russian intelligence. matters.

Information Obtalned in the ®"False Flag". Operation

'Concernlnq PITTS! 1987~ 1992 Espionage Activity

29. The EBI conducted an;analysis'of PITTS' financial

affairs and'travel records and conducted additional

' lnvestlgatlon, lncludlng the debrleflng of .CwW by the FBI. -Inuo:'

about August, 1995, a “false flag” operatlon was lnltlatEd A

"false flag" operatlon lS an operatlon lntended to persuade a

.target of ‘the operatlon that he lS worklng for one country when,"‘

.ln .fact, he is worklng for another The purpose of this “false

flag“ operatlon was to conflrm PITTS' 1987 1992 suspected

.esplonage act1v1t1es and most-lmportantly, to determlne what FBX

.

lnformatlon, progects and operatlons PITTS had compromlsed by

:;dlvulglng them o the KGB and SVRR durlng the. course of his

Zesplonage act1VLt1es.

' 30. Specifically, the "false flag" operatlon was,

deSLgned to persuade PITTS through the use of the CV, and through

the use of U.S. government personnel posing as SVRR officers,
that he was being contacted again by the SVRR and then, in the

13
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course of -conducting current espionage-type activities, ascertain
the scope and content of his past-espionage actlvities. In fact,
during the course of the "false flag" oEeration, PITTS made
NUMerous incriminating statements concerning hls prior espionage
activities, including the following: - .

Va.:'“On or about'September 8, .1995, PITTS wrote a.
letter tO‘the‘person he believed bo be his new SVRR handler ip
which he apologized for.missing a meeting with his‘old SVRR
r”handlerfih"ﬁew Yorkrand snated‘that he—vas."verv‘pleased'to hear
: from:yon again."’ | ' .

_ "b. " In the same Septeiber 8, 1995 letter
descrlbed above, PITTS 1nd1cated that he did not have lnformatlon
»concernlng a certaln RKGB OfflClal ‘and stated: "Shortly after I
last met Wlth Alea, I left the operatlonal s1de of the buSLness
and became more Of an admlnlstrator and researcher. . The a
:reference to "Alex“ ls belleved to be a reference to one of.

PITTS' SVRR handlers, Aleksandr Karpov.
e, In the Same September 8, 1995 letter

descrlbed above, PITTS stated. uI have no addltlonal materlal to

-pass alOng-as collectlons.ceased when I.mlssed-your friend in- New .

York:®
d. On or about November 2, 1995 PITTS wrote a

letter to the person he believed to be his SVRR- handler. In this -

letter, PITTS made reference to “previous exchanges. (This
letter was not in fact sent .due to PI‘.‘I?‘I’S-t discovery of a

surveillance device.)
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e. ° In the same November 2, 1995 letter, PITTS
asked for $35,000 to $40;OOO from *my .account" to fund an'escape
plan. It is believed that this reference to. "my account" ig a

reference to an account set up in Russia on PITTS! behalf.

£. - .On December 17, 1995, a telephone call took
place between PITTS and the person he believed to be his SVRR

handler. In that.call, the "SVRR [FBI]" handler told PITTS that

PITTS needed to have a face—to-face méeting with PITTS' Mfriend

from Moscow." THe "SVRR [FBI]" handler told PITTS.that "you must

comé to' the place where you first requested tolmeetrin51987.“
PITTS acknowledged that he-remembered ‘the place [the: New York

PUbllC lerary] and the sectlon in the place where the 1987

'meetlng had occurred

4 _ g-- On December 28, 1995 a telephone call took

place between PITTS and the person he believed. to be hlS SVRR "

:handler. The call concerned the fact that the meetlng scheduled

for earller that day in New York had not taken place as planned.

.After the “SVRR [FBI]“ handler told PITTS. that his- friend had

‘-been waltlng in one section of the library for PITTS, PITTS'

stated that thls sectlon was '"not where we flrst met" and -that

fitheir first meeting ‘had been ln a. dlfferent section: of the

‘llbrary I belleve .this 15 a reference to PITTS! flrst meetlng

Wlth the CW in or about July, 1987.

B h. In & December 29, 1995 meetlng with a person
he believed to be his SVRR handler, PITTS was asked if he had

brought anything for the handler. PITTS ‘said he had not because

- 15
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tbefore" we were "pever supposed to'exchange two things.uv T
“elieve this is a reference to the procedures PITTE used during

his espionage activity between 1987 and 1992.

i. In 'the same December 29, 1995 meeting, PITTS.

said:. "I feel very uneasy compared to last time, it's, ubh, I'm,
I'm much more out of, out of touch with what's going on." I
belleve this is a reference to PITTS' 'espionage activity between

1987 and 1992. '
j.'. .. In tHe same December 29, 1995 meetlng, the

‘follow1ng exchange took place between an Undercover Offlcer

'["UCO"J, who was . pOSLng as an SVRR offlcer, and PITTS.

Uco: ' Edwin, does your wife know any about our
present project?

. PITTS: No, No. She doesn't know about any - of the
: Progects, but she..._‘ )

‘UCOo: Did she know anythlng about the pro;ect when
i you worked with Alex ln the old days in.New
- York? .. .
PITTS: No, unless ehe'suspected.- She*haS'great

’deals of suspLCLOns.

uéo: - You had no problem with that then in New York
at the time? . .

PITTS: " No.
k. In the same becember 29,. 1995 meeting,.the

foilow;né exchange took place:

gco: ~ T Do you remember the last date when you met
' Alex [Rarpov]?

_PITTS: No.

0CO: You don't? The year?

16

ACLURMO043590

FBI1042490




PITTS: Oh, the year? The yvear would have been, umn,
uh, .1988.

T T T

1. In the same December 29, 1995 meeting, the

following exchange took piace:

—_—

0Cco: ... the money you got in the past...there was
' some doubt that you perhaps did not get all
the money which was comlng to you, to your -

—_—

account.
PITTS: No, I didn't. No... but, §
UCo:, No. You... ) J
"PITTS: But, I mean, I understand, we had to break 8
: contact. ] A
. . : - . . (
“OCO: Yeah, but I undérstaﬁd those people who.did 6
o brlng vou money .at the time- or that money" [
which was ‘passed to'you... g
PITTS: - Um Hum. (&.
oco: They, well, tried to reach us,. establish to {
' i
(

see- 1f your-account is up .to date.. We have
an account, you know thls? . |

PITTS:  Unm Hum. -Yes.

-

Uco: Aré you é@are_of the account?

)

PITTS: Well, Yeah, I've beén told about it.

-

e

UCO: Yeah, aid ever mentlon how much it is, in the
. account? . .

— e~

TN

‘PITTS: Alexfdid, but I, I don't remember the amount.'

TCO: You don't remember? (
) . ] . o ) {

PITTS: No. 'Ifve tried to put those things.out of .my (
.head. ’ ’ ;

: ‘ (

«

m. On July 9, 1886, PITTS wrote a letter to the

—

person he believed to be hlS .SVRR handler, which reads ig part' {.

'lz_ .
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If it is possible, please make payment for my most
recent deliveries (or withdraw from my reserve
.account).... '

n. On or about August 14,.1996, PITTS wrote a
letter to the person he believed to be his SVRR handlexr, which
reads in part:

Regarding my reserve, I do not know the amount
-and it is my understanding that you, do not.: When
I last met with Alex, it was over 100,000.

fQ: In the same Aﬁgﬁét 14, 1996, letter, PITTS

stated that it might be appropriate for the SVRR to pay hinm out .

" of his_“reserves"'bepause ﬂmﬁch of. the ipformatiqﬁ.I have
';ecentiy pfdvided isﬁnot,of the quéiity.I:haVe prQQidéd in'fhé
pasf.-t." R | . | |
| p; on or about Septeﬁberhlsc 1996, PITTS made

additional statements in a lettéf'to the person he Believed to bé

3 SVRR handler concern;hg moneys_he'had feceived in.tﬁe cdursé

of his espionage activities -during the 1987 ‘to 1992.time period.
‘In this excerpt, PITTS_made refe#eﬁbe to an SVRR officer who -
handled PITTS after Aleksandr Karpov: . -

During the time I knew him, .two payments were
made but I can not remember if they were in
round .numbers. He never spoke of the size of
the reserve fund ‘or how much I was to expect
-in payment. * % % The greatest difficulty.
was the distance between our locations and
the absence of an alternate means of
communicating meeting .dates and alternate
dates. The distance and time, between - _
meetings made it jmpossibie to plan for
‘unforeseen circumstances. The nature of the
information changed bécause of the type of
work I was assigned. - ¥ *-%* I only met him
two, or maybe three, times after my posting
to. Washington [in 1989].

18
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g. On December 13, 1996, in a communication to
che persons he believed to be his SVRR handlers, PITTS stated
that he no longer had "direct access" to the files from his New
York assmgnment (1987-1989) but “I belleve I have provxded you
with everything that I was aware“of."

r. - In the seme'December 13, 19896 communlcatlon,
PITTS stated that he wished "to draw on reserve funds" on Januvary
6, 1997 and February 6, 1997. T believe this to be ‘a reference

to the RuSSLan—account set—up_on behalf of PITTS, as descrlbed

.above.

Trips to New York City in 1990-1992 _ ‘

'3i, In August 1989, PITTS was transferred from the
New York Field Offlce of the FBI to FBI Headquarters. ‘Beginning
in. February, 1990, and contlnulng to October, 1992, PITTS made a‘
E;serles of nine brlef trips’ to RNew York Clty, most of whlch were
one day trlps, all such trlps ‘taken’ to or from National Alrport

-

in. .the Eastern Dlstrlct of Vlrglnla.. Flnanc1al analysxs

lndlcates a pattern of unusual monetary deposrts followrng these .

’ trlps.. I belleVe that PITTS made all or most of these trlps for

the purpose of continuing hls'esplonaqe actrvrtles.

Financial Anal?sis_
= ='32. The FBI has conducted a financial analysis of
PITTS for the time period in which it is believed PITTS was

actively involved in espionage activities on behalf of the RGB
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and SVRR. This financial analysis indicates that PITTS acquired
substantial money. during this périod of time which cannot be

traced to.legitimate sources of funds.

33. PITTS! only'known source of substantial income

during the period from 1987 to 1992 was from his employment and

his wife's .employment Wlth the FBI. PITTS made frequent dep081ts ‘

~of cash and/or money orders, not explaired by his known income,

into various accounts or as payments on credit card accounts.
Thls activity was unusual'as compared to” PITTS' normal financial
banklng actLVlty prlor to July, 1987 and subsequent to June,

1992. ‘lurthermore, examrnatlon of when money orders were.

' purchased ahd.when grouplngs of dapOSltB were made, reVealed &’

pattern linking such deposits to the dates of PITTS' New York

trips.

34. From 1987 to 1992, these unexplained.deposits and

.oredlt card payments resulted ln an enhancement of PITTIS! wealth

by over one hundred. thousand dollars, as follows:

YEAR . - . TOTAL VALUE OF DEPOSITS
1987 . $ 2,775.00
1988 k 5,024.48
1989 23,414.31
11990 . 35,520.00

. 1991 _ 29,115.21

- 1992 28,375.66
"TOTAL $ 124,224.66

= - -

This sum o money does not include any fundc

received which were not deposited into one of his accounts or
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Unmﬁ@dl States [istrict C@urlﬁ

For The District of Columbia

UNITED STATES OF AMERICA ,
‘ CRIMINAL COMPLAINT

V. :
: ALL INFORMATION CONTAINEL
; HEEETN I3 UMCLASSZIFIED
. ANA BELEN MONTES : DATE 01-30-2012 EY e51l75/DMH/EAW/STE/bls
DOB: 228/57 . _ " CASENUMBER: ¢ wps

{Name and Address of Defendant) ) )
I, the undersigned complainant being duly sworn state the following is true and comect o the best of my

1owledge and beliefl. On or about from Oclober 5, 1996 lo the present ' :n Washington, D.C.

sunty, in the _District _of _ Columbia ___ defendant(s) did, (track Statulory Languaga of Ofiense)

snspired, confederated and agreed with persons known and unknown to violale 18 U .S.C. § 794(a), that is, o
amunicate, deliver and transmit lo the government of Cuba and its representatives, officers and agents,
smation relating {o the national defense of the United States, with the intent and reason to believe that the

"an was to be used to the injury of the United States and to the advanlage of Cuba, and that Montes
3 acts to efiect the objecls of this conspiracy in the D:stnct of Co]umbza and elsewhere, all in violation
.Bu.S.C. § 794(c) :

Jolation of Title ___18 _ United States Code, Section(s) ?94(c)

riher state that lam__Steven A. McCoy, Special Agent with lhe Federal Bureau of Investigation , and that
s complaint.is based on the following facts:

See Attached Affidavit

:ntinued on the attached sheet and

e a part hereof: %\ L No
S Ao
'Qﬂa

.SA, Ronald L. Walutes, Jr. (2 )514 6966 nA. McCoy Speual Agent ' :

-om o before- me and subscribéd in my presence, : Federal Bureau of Investigation
Gl /v al Washington, D.C.
: Ty and Stzie
' ot ol ey B
1.t Of Judidal Otficer i Signalure of Judicial Officer . ’ g

John M. Facciola

).S. Magistrate Judgae &L—}f,ﬂ!
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UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF COLUMBIA

, {
I e { ereres e ALL THFORMATTON CONTATNED -
UNITED STATES OFF AMERICA : HPRELH T5 UNCLASSTFIED i
V. DATE 01-30-2012 BY 65179/DMH/BAW/STP/bls
ANABELEN MONTES WARRANT FOR ARREST

DOB: 2/28/57
CASENUMBER: Cf 4%

To: The United States Marshal
and any Authorized United States Officer

"YOU ARE HEREBY C'OMMANDED to arrest ANA BELEN MONTES

Name
and bring hint or her ('orth\mh to the ncarest nmusu'n(c to answer a(n)

O Indictment O lnl'om'ulion & Complaint O Orderof Court, O Violation Noﬁc:& O Probation Violation Pctition

charging hint or her with (brief description of oflinsc)

conspired, confederated and agreed with pcrsons known and unknown to vxolatc 18 U.S.C. § 794(a), that is, o cornmunicate, dcliver and
rransmit to the government of Cuba and its representatives, ofTicers and agenis, mformanon rclntm;, to the national defense of the United
States, with the intent and reason to belicve that the information was to be uscd to the injury of the United States and to the advantage of

“tha, and (hal Mantes committed acts to effect the objects of this conspiracy in the. District ofC'qumbla and c!scwhcrc all in violation

IS U.S.C. § 794(c).

in violation of Title _1§_ United States Codc, Scction(s)_§ 794(c) . 10hn M. Facciola
: U.S. Magistrate Judge

!

{

!

{

Nanwe of [gsuing Officer ) Title of Issuing OfYfecr i » ) . ‘5
’ Washing

J@Z 9/20 /o ashington, D.C. ({

. !

{

i

$imdie of Issuing Oficer Daie and Location
t
i
{
3ail fixed at ’ by : AR
: ’ Namc of Judicial Officer L
{r
RETURN {

This warrant was received and execuled with the arrest of the abave-panied defesdant at

DATE RECEIVED NAME AND TITLE OF ARRES'T]NG OFFICER SIGNATURE OF ARRESTING OFFICER ) ,

*TE OF ARREST
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—_— ..-..u.cux,zmxl..‘; JULUE

LS. DISTRICT COURT BUILDING
VASHINGTON, D.C. _ ALL INFORMATION CONTAINED

HERETHN I UNCLASSIFIED
- ) | DATE 01-30-2012 BY 65179/DMH/BAW/STP/bls
1(' SEISSUE: [ N] Amest [ ] Search [ ] Scizure '
warranl for: ANA BELEN MONTES”
Violation: [ JD.C.C.  [NJUS.C. Title 18

Scetion(s):  § 794 (c)

c:::.,"——;-—s—;/

Ronald L. Walutes, Jr. R September 20, 2001
Assistant United States Atty/y : Date

:202) 514-6966

Bond: Hold \\’it_h ouf Bond

OMPLETE FOR ALL ARREST WARRANTS:

( owing information must be provided for ALL arrest warrants and an original and duplicate of this form
- submiticd to the Clerk's Office with the warrant papers. ‘
MTicer / Agent Name: Special Agent -
}adge Number:
.gency / Unit: Fedéral Bureau of Investigation - ) ' p7C

4 Hour Telephone Number:
For officer/agent)

ceper Number:
For officer/agent)
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ALL THFORNATION CONTATZED

HEREIN I3 UNCLASSIFIED

_ DATE 01-30-2012 BY 65179/DMH/BAW/STF/bls

AFFIDAVIT IN SUPPORT OF CRIMINAL COMPLAINT,
ARREST WARRANT, AND SEARCH WARRANTS

[, Stephen A. McCoy, being duty s“'orr{,.bcrcby state the following L;'ndcr penaltyofperjury: . }
I. I am a Special Agent of the, F\cdc.ral Burean of Investigation ('FiBI) and have been so :
employed for approximately 20 .years. [ am currently assigned to the Washington Field Office to a )
squad responsible for c_ountcr-inlclligcncc relating to Cuba. [ have worked in the counter-
intelligmcg field for approximalely 15 years and have workc;:i specifically on.countcr-intclli'gcncc
-. mallers involving Cuba for the last iZ ycafs. As aresult of my »cxpcrlcncc in counter-intelligence
im’cstiga'tiops and foreign counter-intelligence training, 1 am familjar with the snat;:gy, tactics,
methods, tradccr.aﬁ and techniques of the Cuban foreign iniclligcncc .SchiCé and its agents.

2. This affidavit is subrtitted in support ol an application for a complaml and arrest warrant

charging ANA BELEN MONTES with conspiracy to COIYU'D).l cspsonagc in violation of 18 U.S.C.
§ 794(c), and for applications [or four.(4) search warrants to search the followmg items and
' 1ocationﬁs: ' _ : ‘ (
(1) the residence of ANA BELEN MONJES, such pfemfgcs known and described | |
as a cooperative apartment located at 3039 Macomb Street, N.W.,'apa.ftmcnt 20; Washington, D.C. (
20008, and further c.Icscn'bcd in Attachment A to this éfﬁd_avi(; i
(2)-a ted 2000 Toyota Echo, bearing vehicle identification number {
JTDT1231Y0007841 and District o,f Columbia liccnsc-platc numbcrl99‘3 190, which is rcgistcrcd .
to ANA BELEN MONTES and a;nicipa!ed to be within the District of Columbia; .
3) room.C6-146A_, 200 MacDill Boulevard, Washington, D.C. 20340, which is the ‘
office/work space assigned to ANA BELEN MONTES at the Dcfcr;se:: [ntelligence Analysis Center |

localed on Bolling Air Force Base;

ACLURMO043598

FBI042498




(4) safe deposit box #526 leascd by ANA BELEN MONTES at Riggs Bank, N.A_,

Fricndship Branch, 4249 Wisconsin Avenue, N.W., Washington, D.C.
3. Information iln this affidavit is based on my personal knowledge and on informati;m
provided to me by other com{tcr-in(cllig';'cncc investigators and ]:;w enforcement officers during the

course of this investigation. Scarches and various forms. of surveillance have been conducted

pumuant lo the Foreign Lntclligcnéc Survcillancc Actof 1978, as amended (FiSA) and orders of the -

_ Foreign Intelligence Surveillance Court (FISC).
| L Backgmund :
4. ANA BELEN MONTES is a United States citizen bom on Fcbruary 28 1957, on aU.S.

mxhlary installation in Numbcrg, Gcrmany She gradualed from the Umvcrsxty of Virginia in 1979

and obtained a maslers dcg;roc from the Johns Hopkms Umvcrslly School of Advanced International

Sludics in 1988 She is single and lives alone al 3039 Macomb Strcct N.W., apartment 20,

Vashmglon D.C. 20008 which rcsxdcncms furtherdescribed in AtiachmcntA Shehasregistered

in her name a rcd 2000 Toyota Echo), bcanng vehicle 1dcntxﬁcatton numbcr JTDT1231Y0007841
and District of Columbia license plate number 993 190, whxch is rcgularly parked in the vicinity of

her rcsxdcnce and whlch she rcgularly uses (o commutc to hcr placc ofemployment

5. MONTES is currently employed by the Defense Intelligence Agency (DIA) as a senior

intelligence analyst. Her current office is at 200 MacDill Boulevard, located on Bolling Air Force
Base, Washington, D.C. 20340. Her assigned office space is C6-146A. She has been employed by
DIA as an analyst since September 1985. Since 1992, she has specialized in Cuba matters. Sheis

currenlly the semor analyst respensible for matiers pertaining to Cuba. During the course of her
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employment, MONTES has had direct and authorized access ta classified information relating to the
national defense.
6. Rr:cordsroblaincd from Riggs Bank reveal that MONTES has continually lcased sa.fc
deposit box number 526 at Riggs B:mk,.N.’A.., Friendship Branch, 4249 Wisc.onsin Avenue, N.W.,
Washington, D.C. sin:cc Scptcmb_cr 2, 1993.
7, Classified information is dcﬁ'ncd by Executive Order No. 12;958, 60 Fed. Reg.19,825
"(1995), 2s follows: _inf'onmtion in any form‘that (1) is owned by, proéuccd by'or for, or under the
 control of Lhc United States government; (2) falls within one or more of the categories set forth in
~ section 1.5 of the order (i‘nc‘ludjng intelligence sources and }ncthods; cnyptology,-militmy plans, and
vulncrabi[_i.tics or capabilitic§ of syslems, inslallati.ons, projects, or plans rélalingv to the national
s:ccurity), and (3) is ‘classiﬁc:t’i by an original clas.:siﬁ_fcation autﬁority wﬁo d_ctermincsl lhat_‘ its
unaulhqrizcd‘disclosurc rcasc.matﬂy cbuld be expected to rcsmvﬂt in damagé.to'lhc national security.
Under the c.\:éculive order, l.he_dcsigna(ion ”Conﬁc;cn(ial" shall be applied to informati'on, the
unauthorizc.d disclosure of which rq_asorlxably could be expected tc; catise damagc to the na;tional
sccurity'. The designation "Secret” shall be applied to information, the unauthorized disclosure of
whxzch reasonably could bc'. cxp‘cctcd’lo cause serious démagc to the national security. The
designation "Top Secret"” sHa[I be applied to information, the unauthorized 'disclosm‘c of which
reasonably could be expected to cause cxccétionally grave damage té' the national security.
8.In addilion, Executive Ordc,rNo. 12,958 provides that the secretaries of State, Defense and
Energy are authorized to create "sp;ccial access programs” upon certain specific findings including

that the vulnerability of, or threat to, specific classified information is exceptional. Under such a
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program, Lhe safeguarding and access requirements to informalion covered by the program exceed
those normally required for information at the same classification level. .

9. Under 32 C.ER. § 1592.9, Sensitive C.onipamémed Information* (SCI) refers lo
information and malcrial that requires special controls for restricted ha.ndling.

10, Duning her cmp!oymcntlat bIA, MONTES has conlinuously held a security cIc;Lrancc and
has had regular, amhoriz‘.cd access to classified informatx:on. [ know that a person who receives such
, clenrzinccs is required to be briefed on the procedures {or properly handling classif.ied information
and the penallies for failing to do so, and that sucha pcrsén must sign certifications ofmdemtmding
and agrccméi;t in conncction‘vl/ith those br.icﬁ.ngs. I have rcvic:wc;d a “Clvassiﬁcd. Ihfc?rmatioh
Nondiscloslifc Agreement” (Standard Fo.rm 18.9) thal MONTES sig-:ned on ScptcmbchO,. 1985. In
that doéumcnl MONTES aclgxowlcd.gcd. that she was av.va.rc thal unauthorized disclosure ofclassified
informatio.n could cause irreparable Eﬁjgry to the United States or could be used to advéntzigc bya
f'oreigﬁ nation, that she would ‘ne‘vcr Qi{mlgc such informatioh to an unauthorized pcr?on,.zmd that
she undcr.stodd that she was oblig:;tcd to c‘omp!y with laws and rcgulalions that p.rohib'it the
unauthorized disclosure of gla.ssi'ﬁcd information, aﬁd that she further imdcrstoqd such av’disclo's;lrc;
| could constitute a violation of United States criminal law including 18 U.S..'C. § 794. I have also
reviewed a “Secuirity Bricﬁng/DcBricﬁng Acknowledgment” form éig:ucd by MONTES on'May'IS‘,
1997, briefing her into a Special Access Program (SAP). On this date, specifically in coni;cction
with this SAP, MONTES signed a Scr;sitivc Compartmented Information Nondi'sclosurc Agreement,
in which she acknéwledgcd that the unamthorized disclosgrc ofSClmay violate federal criminal law,

including 1§ 11.S.C. § 794, and that such disclosure could cause irreparable injury to the United

States or be used to the advantage of a foreign nation.

4.
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II. MONTES's Toshiba Laplop Computer and Shottwave Radio

A. Communication From the Cuban Intelligence Service (CulS) to MONTES via

Shortwave Radio
[ 1. Based on my khowlc':d‘gc and}[afmilian’ly with the methodology of the Cuéan in’tclligcncc
service, I am aware that the CulS often .communicalcs with c]a}]dcstinc CuIS’ agents opcr;ating
outside Culba‘by broadcasting encrypled messages at certain high frequencies. Under this method,
the CulS broadcasts on a particular frcquéncy a series of numbers. The clandestine agent,
mor?iloring the message on a shortwave radio, keys in the numbers on.;o a computer ar_ld‘ {hen uses

a diskette containing a dccryption program to convert thc ééemingly'rgmdom series of numbeérs into

'Spanish-language text. This was the mcthodology cmploycd by some ofthc dcfcndants convicted

last June in the Southcm District of Florida of csplonagc on bchalf of Cuba and acling as

Lmrcgistcrcd agents of Cuba, in the case ofUnitcd States of America v. Gerardo Hernandez, et al.,
Cr. No. 98-721-CR-Lenard(s)(s). Although it is very di(ficult to decrypt a message without access

to the relevant decryption program, once decrypted on the agent's compuler the decrypied message

resides on the computer's hard drive unless the agent takgs careful steps to cleanse the hard drive of

the message. Slmply “dclctmg" the file is not sufficient.
12 Bascd on the evidence dcscnbod below, I havc conciuded that MONTES was a

clandestine CulS agent who commumcatcd with her handling CulS officer in thc manner described

.abovc.

13. A receipt obtained from a CompUSA store located in Alexandria, Virginia indicated that
on October 5, 1996, one "Ana B. Montes” purchased a refurbished Toshiba laptop computer, model

405CS, serial number 10568512,
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14. During a court-authorized surreptitious entry into MONTES's residence, conductca by
the FBlon May 25, 2001, FBI agents observed ii her rgsidcncc a Toshiba Iapiop compuler with the
sental number sef oul above. Dunng the scﬁrch,. the agents clc__clroniczi‘lly c;qpicd the laplop’s ha;"d
drive. During subscquent analysis of?(gc' copied hard drive, lhc. FBI recovered sﬁbsmnlial text ghéi

had been deleted from the laptop's hard drive.

15. The recovered text from the laptop's hard drive included significant portions of a Spanish-

. language message, which when printed ou'l_ with standard font comes to approximately 11 pages of -

text. The recovered portion of the message does not expressly indicale '_whcn it was composed.

However, it instructs the message recipicnt to travel to "the Friendship Heights station* on 'S aturday,

November 23rd." My review of a' calendar indicates thal Novembcré.’i fell on a Saturday in 1996;

the next time thereafler November 23 falls on a Saturday is in 2002. Aécdrdingly, this mcssag'c_: was
composed somelime before November 23, 1996, and entered onto MONTES's laptop sometime after
Oclober 5, 1996, the date she purchased it. Based on its content, I h’a\;c concluded that it is a

message from a CulS officer to MONTES.

16. Poniéns of the recovered message included the following: “Youshould go to the WIPE
program and destroy that file according to the steps which we discussed during the contact. ’[fhis 1s

a basic step to take every time you receive a radio message or some disk.”

17. During this same search, the agents also observed a Sony shortwave radio stored in a

previously opened box on the floor of the bedroom. The agents turned on the radio to confirm that
it was operable.—Also found was an earpiece that could be utilized with this shortwave radio,
allswing the radic to be listened to more privately. Similar earpieces were found in the residences

of the defendants in the Hemandez case, as described above in paragraph 1.

6-
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[8. The recovercd portion of the message begins with the following passagé:

Nevertheless, [ learned that you entered the code communicaling thal
you were having problems with ridio reception. The code alone
covers a lot, micaning that we do not know specifically what types of
difTiculty you are having. ;ﬁG:iven that it's only been a few days since
we began the usc of new systems, let's not rule out that the problem
might be related to them. In thal case, 'm going to repeal the
necessary steps to take in order to retrieve a message.

The message then describes how the person reading the mcsségc shduld "write the information you
send 10 us and the numbers of the.radio messages which you receive.” "I'bc message laler refers to
éoing "toa ﬁcx\' lir}e when you get to the group 10 of the d@bcm that you receive via r;dio," aqd
still later gives as an "example” a series of groups ofnmnbc[s:h"2233:3 1;4444 77645 77647 90909
13425 76490 78399 7865498534." After some further instruction, 1hc- message states: "Here the
program deciphers the message.dnd it retrieves the text onﬁ; the screen, aSicing you ifthe text is okay
ornot." Near the conclusion of the message, there is the statement "In this shipment you will rccci\‘/c
the following disks:-. . . 2) Disk "R1" to decipher our mailings and radio." |

A _ ,
19. Further analysis of MONTES's copied Toshiba hard drive identified text consisting of

»

a serics of 150 S-number groups. The text begins, "30107 24624, and continues until 150 such

groups are listed. The FBI has determined that the precise same numbers, in the precise same order,

-~ Were broadcast on Fcbn.{ary 6, 1999, at AM frequency 7887 kifz, by a woman speaking Spanish, ~

who introduced the broadcast with the words "Attencion! Attencion!" The frequency used in that
February 1999 broadcast is within the frequency range of the shortwave radio observed in

MONTES's residence on May 25, 2001.

B. Communication Between the CulS and MONTES via Computer Diskette
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20. Based on my knowledge of the methodology employed by the CulS, [ am aware.lhat a
clandestine CulS ageat oflen communicates with his or her handling CulS officer by typxng a
message onto a computer, and then mcryptmg und saving il lo a dlskettc “The agent thercafter
physically delivers the diskette, cu;l}cr directly or indirectly, to the officer. Ln'adfiiti'pn, as an
altemative (o sending an encrypled shom_vavc rad‘io broadca‘st, a CulS officer often will similarly
place an encrypted mcssaéc onto a dir'skcrrtc zin'd again. simply physically deliver the diskette,
cl.andcstincly. to thc agent. Upon receipt of the encrypted message, either by the CulS officer or the
agcnl the recipient cmploys a decryption program contamcd on a separate diskette lo decrypt the
mcssagc The-exchange of disketles contammg cncrypted messages; and Lhc use of decryption
programs contained on separate disk‘c-:uc's was om; (;f the clandestine conimunication technjqucs-
. utilized by lhc dcfcndants in the Hemnandez case described abovc bm paragraph It Although it is

difficult to dccrypt a mcssagc wuhout the dccryptlon program, the vcry proccss of encrypting or,

mcryp(mg a messagc on a compuler causes a dccryplcd copy of'thc message to be placed on the

compuler's hard drive. Unlcss afﬁrmativc sleps are ta.kcn to 'clcansc the hard driyc, beyond simply

“deleting" the message, the mcssage can be retrieved from the hard drive.

21. Based on thc evidence dcscnbcd below, I have concluded that MONTES was a CuIS
agcnt who communicated with her CulS handling officer by passing and receiving compuler

diskettes containing encrypled messages.

22. The message described abave that was contained on the hard drive of MONTES's laptop

computer contained the following passage:

Conlinue wiiting along the same lines you have so far, but cipher the
informatian cvery time you do, so that you do not leave prepared -
information that is not ciphered in the bouse. This is the most
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sensitive and compromising information that yoi hold. We realize : (
that this entails the difficulty of not being able to revise or consult

. what was written previously before each shipiment, but we think it is (
worth taking this provisional measure. It is not a problem for us if -
some intelligence element comes repeated or with another’defect {
which obviously cannothelp, we understand this perfectly.-- Give S
“E” only the ciphered disks. Do not give, for the time being, printed ,
or photographed material. Keep the materials which you can justify ;
keeping until we agree that you can deliver them.-- Keep up the ,
measure of formatting the disks we send you with couriers or letters {
as soon as-possible, leaving conventional notes as reminders only of , (-
those things to reply to or report. “ (

"The message gocs.on to refer to a "shipment" that contains "D.Esk 'SI'-to ciphcrtbc ir;f‘orma'tion you = ,
send," a'nd, as indicaled in the previous scct'ion-, to "Disk '.Rl’ to dc"ciéhcrour mailings and'radio,"
VEarIicr in the message, there is a I'Bf;Cl;CRCC to "information you receive ciLhcx.- via. r.at-jic; or disk.”
23. During the court-authorized search <;f the. residence hon May 25, 2001, two boxes
containing a total of 16.dis'k.cttcs were obscn‘/cd., During a subsequent such search on August 8,
2001, a box containing 41-disketles, later determined io be blank, were observed. Finally, records :
.obtaincd from a Radio Shack s.tore‘*1ocatcd near MON’[‘ES‘S residence indicate that MON’f‘ES |
| purchased 160 floppy diskétlesl during the period May 171993, to November 2, 1997. | | :

ITf. Communication from MONTES to the CulS by Pager ‘ ’ (

24. Based on my knowledge of the methodology employed.by the CulS, I am aware that a o
" clandestine CulS agent ofien communicates with his or her handling CulS officer by making calls |
{o a pager number from a pay telephone booth and entering a pre-assigned code to convey a ' !

particular message. This methodology was utilized by the defendants in the Hernandez case ’

described above in paragraph | 1. .
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25. Based on the evidence described below, I belicve that MONTES hasbeen communiéating

with her handling CulS ofTicer in this fashion.

26. In the same message copied from MONTES's hard drive that has been described earlier

in this affidavit, there is a passage that states:

C) Beepers that you have. The only beepers in use at present are the
following: 1) (917) [first seven-digit telephone number omitted from
this application], use it with identification code 635. 2) (917) [second
seven-digit lelephone number omitied from this application]. Use it
with identification code 937. 3) (917) [third seven-digit telephone
number omitted from this application] Use it onlyw:th identification
code 2900 . . . because this beeper is public, in other'words it is
known to bclong to the Cuban Mission al the UN and we assume
there is some control over it. You may use this bcepcr only in the
. event you cannot communicate with those mentioned in 1) and. 2),

which are secure.
Based on my experience and knowlcdéc, Iv have concl'ud,cd‘ that thé rc(crt_:n;:c lo “control over it” in
the above imssagc refers to the CulS ofﬁcer;s suspicion that the E:BI {s aware that this bcépcrnumt;cr
is associated with the Cuban government and is monitoring it in some fashion.
27.In addili;)n as descn’bcd'prcv-iously, the méssagc on‘ the laptop’s hard drive includes a
pomon statmg that the message recipient "entered the codc commumcatmg that you wcrc:havmg

problems wxlh radio reception.” Based on the CVldchc described above, I have concludcd_ this

~portion of thc message indicatc§ that MONTES atsorne point shortly prior to: receiving the rii€ssage’
sent a page to her CulS officer h.andlcr consisting of a pre-assigned series of numbers to indicate she
was having commum'calic;n problcrﬁ;. '
28. Bascd.ion evidence obtained during the FBI's physical surveillance of MONTES

conducted between May and September 2001, [ have concluded that MONTES continues to send

coded pages to the CulS. This evidence is describad below in paragraphs 38 to 45.
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11l. MONTES's Transmission ol Classified Information Lo the CL\KS‘

o m —— s
. N S

29. The same message described above, as well as other messagesrecovered from the laplop's (
hard drive, contained the following information in'dicating that MONTES had been tasked to provide

and did provide classified information to’the CulS.

it et = P mor

30. In one portion of the message discussed above, the CulS officer states: .

-What *** said during the meeling . . . was very interesting. Surely
you remember well his plans and expectations when he was coming
here. If T remember right, on that occasion, we- told you how’
tremendously useful the information you gave us from the meetings
with him resulted, and how we were wailing here for him with open
arms.

31. I have replaced in this épblicalion ‘with "***" 2 word that begins with 2 capital letter,

which was not translated, and is in fac! the true last name of a U.S. intelligence officer who was

present in an undercover ca'p'acity, in Cuba, during a period that began prior to October 1996. The

above quoted portion of the message indicates that MONTES disclosed the U.S. officer's intelligence
ageney affiliation and anticipated p}gécncc in Cuba to the CulS, which information is classified
i'Sccrct.", As éresﬁlt, the Cuban government was able tp direct its counter-intelligence resources

against the U.S. officer ("we were w:;i(ing here for him with open arm.s").

32. The very next section in the message states:
We think the opportunity you will have to participate in the ACOM
exercise in December is very good. Practically, everything that takes
place there will be of intelligence value, Let's see if it deals with . 3
contingency plans and specific targets in Cuba, which are to ' &
prioritized interests forus. - ' 1

33. [ have concluded that the "ACOM cx;rcisc in December” is a reference to 2 December

1996 war games excrcise conducted by the U.S. Atlantic Command, a U.S. Department of Defense
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unified command, in Norfolk, \_’irg_inia. Delails about the excreisc's "contingency plans and specit';c
‘arpets” is classified “Secret™ and relates to the national defensc of the United States.

34. DIA has advised thal MONTES attended the anvc exercise in Norfolk, as part off{cr
oflicial DIA duties.

35. In & separate message partially recovered from the hard drive of MONTES’s Toshiba
laptop, the message rcvcals.dctailsrabout a pa;ticular Special Access Pro gram (SAR) related to the
national défcnsc of the Uniled States, and states: “In additio'n, just today the agency made me enter

into a prorgram, ‘special access top secret. [First name, last name omitted from this application] and

I are the only ones in my office who know about the program.” The details related aBput this SAP

in lhlS mcssagc are classified “Top Secret™ / SCI

36. DIA has confirmed Lhat MONTES and a colleague wnth the same name as that related in
thc portion of[hc message dcscnbcd above werc briefed into this SAP, togcthcr on May 15, 1997.

ccordmg{y, I have concluded Lhat the above message from MONTES to a CulS ofﬁccr.

37. [nryet another message recovred from the laptop, thérc i; astatement revealing that “‘we
have notliced” the location, numbcr and type of certain C:uban military weapons in Cuba.- This
information is precisely the type ofinfon'naltion that is within MONTES's ar?a ofcﬁcbcftisc, and is,
in fact, an accurate statement of ﬁc U.S. intelligence community’s-knowledge on this particu[a;t'
issue. The information is classified “Secret.” Accordingly, Iha\;'c concluded that this mcséagc also
is a message from MONTES to a CulS ;fﬁccr. .

EBI Physical Surveillance of MONTES and Telephone Records for May to Seplember 2001

38. FBI physical surveillance of MONTES has shown a recent patterni of pay telephone calls

by her to a pager number, a communication method that, as described above in paragraph 24, is
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consistent with known CulS communications plans and operalions. In each pardgraph below that
refers to MONTES driving, she was utilizing the Toyola described abové in paragraph 2.
39. The FBI maintained periodic physical surveillance of MONTES during the period May

to Septemiber 2001, On May 20, 2001. MONTES lelU her residence and drove (o the Hecht's on

Wisconsin Avenue, in Chevy Chase, Maryland. She cmcrcd the store at 1:07 p.m. and exited by the

rear entrance at 1:27 p.m. She then sat'down on a stone wall outsxdc the rear cntrancc and waltcd ,

- for approximately two minutes. At 1:30 p.m the FBI observed her walk to a pay phonc
) apprommatcly 20 fcct from-where shc was sitting. She placcd a one minute call to a pager number
using a pre-paid calling card. Al 45 p m. she drove out oflhc I:Ic-c‘ht_s lot and headed north on
Wisconsin Avenue loward Bethesda, Maryland At 1:52 p.m, she parkcd hercarina Iot and went

into Modell's Spomng Goods store. She quickly exited the store camrying a bag and crosscd

Wisconsin Avenue to an Exxon station. She was observed lookmg overherright and left shoulders

as; she crossed the Exxon I6. /.M 2:00 p.m. she placed a one minute call from a pay phonc. at the
Exxon station to the same pager nurnber uéing the .samc' prc-.paid calling card. By 2:08' p-m.,
MONTES had.walked back to her vehicle and was driving back to her residence where she arrivﬂ‘cd
at 2:30 p.m.

== 40, On June 3, 200 1, MONTES engaged in ;imilar communi-catiéns activity. She lefl her
residence at approximately 2:30 p.m. and drove to a bank parking lot at the co_mér of Harmison Street,
N.W. and Wisconsin Avcnuc, N.W. She exited her car at approximately 2:37 pm and entered a
Borders Book Store on Wisconsin Avenue. She lefi the store approximalely 40 minutes later. She
then crossed Wisconsin Avenue to the vicinity of three public pay phones near the southern exit of

the Friendship Heights Metro Station. At3:28 p_m. she placed a one-minute call using the same pre-
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paid calling cqx:d lo the same pager number she had called on May 20, éOOI. Afiter a [ew minutes,
she walked back to her car and drove to a grocery store,

41. Pursuant to court authorization, on August 16, 2001, the FBI searched MONTES“S L
pocketbook. Ina scpax;alc compartmcn.l. of MONTES’s wallet, the FBI found the pre-paid calling
card used to place the calls on May 20, 2001 and June 3, 2001. In the same small compartment, the
FBI located a slip of paper on which wids written the pager number she had called. Written above

“this p;\gcr nun:"abcr was a set of digits that I believe comprise one or more codes for MONTES to use
afier calling lhcipagcr number, L.e., after conta;:ting the paécr, ghc kcyg in a code to be sent to the
© pager which.c;);nmunicatcs a particular pre-established rﬁéssagc. '

42, On August 26, 2001, at approximatc;ly I’O’:OO am., the FBI obscrvc& MONTES rria_k'ing
ébl_jicf pay tclcphonc’ call io the same pager number from a‘gas staﬁon/convcﬁicncc store located at
the intersection of Connecticut and Ncbra;ka Avenues, N.W., in W a.é_hinéon, D.C.

243. On Se[?(cmbcr 14, 2001, MONTES lefl work.and drove directly to her residence. ‘She
then walkti:d to Connecticut Av.cnuc,:;‘l.w., m Washington, D.C., still wearing her business clothes,
and made a stop at a dry cleaning sHop. She then entered the Naliohal Zbo_thmugh the Connecticut
Avenue entrance. She proceeded to the “Prairie Land” overlook where she stayed for oply‘JO

‘seconds. She then walked further into the zoo éompound and basically re-traced her route out of the
zoo. Atapproximately 6:30 p.m. MONTES removed a small piécc of paperor card ﬁ'on.l her wallet
and walked to a public phone booth located just outside the pedestrian-entrance to the zoo.
MONTES then made what telephone records confirmed to be two calls io the same pager number
she had called in May, June and August, as described above. The records- reflect that t.hc first call

was unsuccessful, i e., the call lasted zero seconds. According lo the records, she made a second call
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one minute later that lasted 33 seconds. Shortly afler making Lhcsc. calls, MONTES looked at her
watch and then proceeded to walk back (o her residence.
43.On September 15, 206? . tclephone records pertaining to the pre-paid calling card number
on the card observed in her pockctboqk"c;n August 16, 2001, show that MONTES made a call to the
© same pager number at 11:12 a.m. that lasted one minute,
44, On September 16, 2001, MONTES left her residence in thc‘carly afternoon and took the

. Metro (Red Line) to the Van Ness - UDC station in Washington, D.C.- She made a brief telephone

call from a payphone in the Metro station at approximately 1:50 p.m., again to the same pager

F

number,

745: MONTES is known to possess a cell phonc.. A c.cll phoné was obscrv'cd during a court-
authorized search of her tote bag on August ,1 6,2001. ‘In"addi(ion, dun'ng surveillance on September
16, 2001, MONTES was observed speaking on a cell phone. Furthermore, telephone records
obtained in May-2001 confirm that she has subsc‘:rmjbed to cell t_clepfmnc service continually from
October26, 1996 to May 14, 2001. KZ‘ONTI"ES'S use of publicpay phones notwithstanding heraccess-
to a cell phone suppoﬁs my conclusion that the pay phone calls described in this s';cclion v;/g:re in
furtherance OfMONTES s espionage.

Probable Cause to Seize Documents Materials and—éamnufcr Media

46. My experience has shown that indi,viduals involved in espionage very ofien maintain
copies of correspondence, draﬁ‘ documents and even classified government documents which are
themselves of evidentiary value, along with evidence of cn'n;inal and other associations. Thxs
evidence includes directories, lists, news articles, ;?ho.tographs, travel and similar material. The

ems and materials utilized by persons engaged in espionage is further described in Attachment B.
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- 47. MONTES is known to have b&_)th a laptop and a desktop computer in her residence. In

addition, she utilizes a desktop computer in her office in the DIAC. Thcse computers may be

attached to penpherals such as printers when the search warrants are executed. Scarching these

compulcr systems may require a range of data analysis lechniques. In some cases, it is possible for

the agents 1o conduct carefully targeted searches that can locate evidence without requiring a time-
consuming manual search through unrelated materials that may be commingled with criminal
evidence. Similarly, agents may be able lo locate the materials-covered in the warrant by looking

for particular direclory or file namies. In other casics;‘howcycr, such techniques may not yield the

' * ¢ . . : .
evidence described in the warrant. Criminals can mislabel or hide files and directories; encode

‘communications to avoid using key words; atternpt to delete files to evade detection; or take other

steps dcsi'gncd to frustrate l'aw enforcement searches for information. These steps all are anticipated

to be applicable in this case. These steps may require agents to conduct more extensive searches,

| shich can more casii.y be accorﬁplishcd with equipmient that cannot be b;—bught to the sc.a.rch. sites,
such as scanning areas of the dislg not allocated to listed files, or opening every file and scanning its
conlents briefly to determine whether it falls within the scope of the .warrant. In light of these
difficulties, your afﬁz.u{t requests permission to use whatever data analysis techniques appear
necessary {o Ioc.a(c"and retrieve the evidence in the computers, diskettés, ind peripherals that are
located within the places and items to be searched, and to remove these items from thcrplaCcs to be
searched so that the items may be scar'chcd more thoroughly, .
Conclusion
48. Based on the evidence described above, [ believe probable cause exists that from on or

about Oclober 5, 1996, to Lthe date of this affidavit, in the District of Columbia and elsewherc, ANA
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BELEN MONTES, conspired, confederated and agreed with persons known and unknown to violate

-

1-8 U.S.C. § 794(a), that is, to communicate, deliver and transmit to the govemment of Cuba and its
rcprescg(u(ivcs_, oflicers and agents, in fommlion relating to the national defense ofthe United Stalt;s,
with the intent and reason to believe that the information was Lo be used Lo thp injury of the United ;
States and (o the advantage of Cuba, and that MONTES commilted acts 6 effect the object of this
éonspiracy in the District of Columbia and clscthrq, all'in violation of 18 U.S.C. § 794(c). |

49, fuﬂhcr believe that probable cause exists tha.t the itcmg and iqcation;_dcscribcd in
Attachment A conlain evidence, fruits, and instrumentalities relaling to the above violation, which

evidence fruils and instrumentalities are further deécﬁbcd in Attachment B.

S'I‘,,E;Hg A, McCOY, Spccialzgcq[

Federal Bureau of Investigation

SWORN TO AND SUBS(iRlBED BEFORE ME THIS .o DAY OF SEPTEMBER, 2001.

}oz/rfwfc—

. UNITED STATES MAGISTRATE JUDGE . :
John M. Facciala | |
U.S. Magistrale Tudge
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ATTACHMENT A ‘
The rcsidcnoc.ofANA BELEN MONTES is located at 3039 Macomb Street, N.W.,
apartment 20, Washinglon, D.C. 20008.«8039 Macomb Stree N.W., is titled “The Cleveland
Apartments,” and is'a three stor.y, red brick building. Apartment 20 is on the sesond floor and is

the first door on the feﬂ.
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