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ESPIONAGE

December 14-18 2009

Monday 12/14

800am 1200pm

100pm 500pm

Tuesday 12/15

800am 500pm

Friday 12/18

800am 1000pm

Elements of the Crime

Satisfying the Elements of the Crime

_________FFBIHQ Presentation

lb

b7E

lb

b7C

b7E

ase Presentation

Building an Espionage Case A-Z

ase Presentation

lb

b7C

lb

lb

_______________

8OOam-12OOpm

1OOpm-5OOpm

Thursday 12/17

800am 1200pm

100pm 500pm

Statement Analysis

ICa5e
Presentation
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Helpful Hints

Rules

We are on the Quantico Marine Base their rules apply creds dont work

obey the speed limit 46mph in 45mph zone gets you ticket

seatbelts are required

no cell phone use while driving...pull over if you must talk

be careful of deer...they will dart out and ruin your day

CITC Space

classified materials in classroom only not in dorm rooms

please leave cell phones/pagers etc in dorm room or on plastic chair in lobby

red trash cans are for classified trash only

books and tapes are for your use while here...please do not thke them with you

mens and womens restrooms are on the second floor main lobby in the hall

towards the dorm rooms

smoking is allowed on the second floor deck...no smoking is allowed in the Academy

lare available in the CITC office space

computer access is in the CBT classroom...internet computers are in the library...do

try to hook laptops up to your dorm room phone line

your badge will allow you access to the CITC space

DO NOT discuss classified information outside the CITC space

Academy Rules

amenities library open 24/7 dining hall board room main side PX w/student ID
no alcohol outside the boardroom

no smoking inside the Academy

display Academy badge at all times

dress code business casual no blue jeans shorts sandals halter tops etc

gym attire ok if going directly from room to gym mens locker room is closed

linen exchange is just past the gun cleaning room on the left

please be courteous to the FBI police and follow their directions

Friday Departure

please vacate your room by 745am and do not return prop the door open cleaning

you may use the restrooms in the hallway

you may put your luggage in your vehicle or the CITC lobby area

please strip your bed and put the sheets pillow case and towels in the bin by the

elevator outside the CITC space on the third floor
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Mission

JER
as of 12/01/2009

Robert Anderson Jr. Section Chief

FBIHQ Room 425 202-324-4552

lAssistant Section Chief
FBIHQ Room 48251

To establish strong interactive relationship with each field office working espionage investigations and

provide them with strategic direction and operational guidance in order to prevent the loss or

compromise of classified or sensitive information related to National Security National Defense or

Critical Infrastructure of the United States

rn
Priorities

SSection Structure

b7E

us currently organized lwhich deals with

specific espionage threats and concerns

b7E

b6
lb
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Title 18 U.S.C 794

Gathering or delivering defense information to aid foreign government

Whoever with intent or reason to believe that it is to be used to the injury of the United States or

to the advantage of foreign nation communicates delivers or transmits or attempts to

communicate deliver or transmit to any foreign government or to any faction or party or

military or naval force within foreign country whether recognized or unrecognized by the

United States or to any representative officer agent employee subject or citizen thereof either

directly or indirectly any document writing code book signal book sketch photograph

photographic negative blueprint plan map model note instrument appliance or information

relating to the national defense shall be punished by death or by imprisonment for any term of

years or for life except that the sentence of death shall not be imposed unless the jury or if there

is no jury the court further finds that the offense resulted in the identification by foreign power

as defined in section 101a of the Foreign Intelligence Surveillance Act of 1978 of an individual

acting as an agent of the United States and consequently in the death of that individual or directly

concerned nuclear weaponry military spacecraft or satellites early warning systems or other

means of defense or retaliation against large-scale attack war plans communications intelligence

or cryptographic information or any other maj or weapons system or major element of defense

strategy

Whoever in time of war with intent that the same shall be communicated to the enemy collects

records publishes or communicates or attempts to elicit any information with respect to the

movement numbers description condition or disposition of any of the Armed Forces ships

aircraft or war materials of the United States or with respect to the plans or conduct or supposed

plans or conduct of any naval or military operations or with respect to any works or measures

undertaken for or connected with or intended for the fortification or defense of any place or any
other information relating to the public defense which might be useful to the enemy shall be

punished by death or by imprisonment for any term of years or for life

If two or more persons conspire to violate this section and one or more of such persons do any act

to effect the object of the conspiracy each of the parties to such conspiracy shall be subject to the

punishment provided for the offense which is the object of such conspiracy

Any person convicted of violation of this section shall forfeit to the United States irrespective

of any provision of State law
any property constituting or derived from any proceeds the person obtained directly

or indirectly as the result of such violation and

any of the persons property used or intended to be used in any manner or part to

commit or to facilitate the commission of such violation

For the purposes of this subsection the term State includes State of the United States the

District of Columbia and any commonwealth territory or possession of the United States

The court in imposing sentence on defendant for conviction of violation of this section

shall order that the defendant forfeit to the United States all property described in paragraph of

this subsection

The provisions of subsections and through of section 413 of the Comprehensive

Drug Abuse Prevention and Control Act of 1970 21 U.S.C 853 and ep shall apply

property subject to forfeiture under this subsection

any seizure or disposition of such property and

any administrative or judicial proceeding in relation to such property

if not inconsistent with this subsection

Notwithstanding section 524 of title 28 there shall be deposited in the Crime Victims Fund

in the Treasury all amounts from the forfeiture of property under this subsection remaining after

the payment of expenses for forfeiture and sale authorized by law
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Title 18 U.S.C 794

Whoever with intent or reason to believe that it is to be used to the injury of the

United States or advantage of foreign nation communicates delivers or transmits

or attempts to communicate. .to any foreign government or to any faction or party

or military or naval force within foreign country whether recognized or

unrecognized by the United States or to any representative officer agent employee

subject or citizen thereof either directly or indirectly any document. .or

information relating to the national defense..

Elements of the Espionage Statute

Transmittal...of

National defense information...to

foreign nation agent of foreign nation. .with

Intent to harm the U.S or aid foreign nation

-2-
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Title 18 U.S.C 794a

WHOEVER
Anyone anywhere

WITH INTENT
Mental element not just physical act

Must prove that it is knowing conduct higher mental element conscious purpose

Mental state ordinarily cannot be proven by direct evidence

All facts and circumstances in evidence which indicate state of mind will be considered

persons actions speak to their intent court rulings

OR REASON TO BELIEVE or either not both

Reason to believe means that an ordinary person knowing the facts would have

concluded or should have concluded that the information provided could be used

for one of two specific reasons see next paragraph

THAT IT IS TO BE USED
Not has been or was used but could be used by nation

TO THE INJURY OF THE UNITED STATES
Proof of injury actual damage is not required

OR ADVANTAGE OF FOREIGN NATION

By nation proof of value statistical advantage is not required

COMMUNICATES DELIVERS TRANSMITS.. OR ATTEMPTS
The physical act attempted espionage is also covered

TO ANY FOREIGN GOVERNMENT OR FACTION PARTY MILITARY OR
NAVAL FORCE WITHIN FOREIGN COUNTRY WHETHER RECOGNIZED
OR UNRECOGNIZED
Knowledge that information is going to specific foreign nation must be proven from

legal criminal law perspective

OR TO ANY REPRESENTATIVE OFFICER AGENT EMPLOYEE SUBJECT
OR CITIZEN THEREOF
The transmitter/recipient must be shown as acting on behalf of the foreign government

EITHER DIRECTLY OR INDIRECTLY
One who acts either directly or indirectly for the benefit of foreign government is an

agent or representative of foreign government within the meaning of the statute

INFORMATION RELATING TO THE NATIONAL DEFENSE
National Defense Information generic concept of broad connotation The information

need only be directly and reasonably related to the defense of our nation Itis not

necessary that the information be vitally important
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ESPIONAGE

ELEMENTS OF THE CRIME
CLOSING THE GAPS

-4-
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Title 50 U.S.C 783

783b Communication of classified information by Government officer or employee

It shall be unlawful for any officer or employee of the United States or of any department

or agency thereof or of any corporation the stock of which is owned in whole or in major

part by the United States or any department or agency thereof to communicate in any

manner or by any means to any other person whom such officer or employee knows or

has reason to believe to be an agent or representative of any foreign government or an

officer or member of any Communist organization as defined in paragraph of section

782 of this title any information of kind which shall have been classified by the

President or by the head of any such department agency or corporation with the

approval of the President as affecting the security of the United States knowing or

having reason to know that such information has been so classified unless such officer or

employee shall have been specifically authorized by the President or by the head of the

department agency or corporation by which this officer or employee is employed to

make such disclosure of such informatioh

What It Means

IT SHALL BE UNLAWFUL FOR ANY OFFICER OR EMPLOYEE OF THE U.S OR OF
ANY DEPARMENT OR AGENCY THEREOF..

Applies only to U.S Government employees

TO COMMUNICATE IN ANY MANNER OR BY ANY MEANS..
The law prohibits the knowing transmittal per Se

ANY INFORMATION OF KllCLASSIFIED BY THE PRESIDENT OR BY THE
HEAD OF ANY U.S DEPARMENT AGENCY.. AS AFFECTING THE SECURITY OF
THE UNITED STATES..

The individual communicating the information must know it to be classified Classified

information in the meaning of the Statute means at the time of the communication the

information was for reasons of national security specifically designated by U.S
Government Agency and person authorized to do so for limited or restricted

dissemination or distribution National security information includes certain

protectedlrestricted information concerning the national defense foreign relations and

variety of other areas

UNLESS SPECIFIC AUTHORIZATION FOR SUCH COMMUNICATION SHALL
FIRST HAVE BEEN OBTAINED FROM THE HEAD OF THE DEPARMENT
AGENCY. .HAVING CUSTODY OF OR CONTROL OVER SUCH INORMATION
Th communication of the information has not been specifically authorized the

person receiving is not authorized to receive it

TO ANY OTHER PERSON WHOM SUCH OFFICER OR EMPLOYEE KNOWS OR
HAS REASON TO BELIEVE TO BE AN AGENT OR REPRESENTATIVE OF ANY
FOREIGN GOVERNMENT..
Must prove the person communicating the information knows or has reason to believe the

recipient is an agent or representative of foreign nation and acting on that nations behalf

-5-
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ACS

General Indices WFO card files

Confidential Indices

Elsur Indices

Internet sites residential addresses and telephone

Public Library resources

Lexus-Nexus

Savannah FD-8O9a Pocatello or Butte FD-809 records checks

Military Records St Louis Federal Records Center

Former Federal Employees St Louis

Current Federal Employees US Govt Agency or Boyer PA

Local Police Checks DC PG County Park Police etc

Prnfession1 Or1ni72fiflns

RE

ESPIONAGE INVESTIGATION
Investigation data base Łhecks leads to consider

Note this list is not all inclusive

Preliminary Full Investigations

I.

Ii I_I ii

DMV check for auto information

NCIC WALES NLBTS

see data base check list for additional databases to considering checking

bi

b7E

.I

Trash Cover

FB1042450
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1111

Ill_Ill

__________ther US Govt Agencies in many cases records checks

Name check

review personnel file

review SOft personnel file

review security files

review polygraph files

identify any other tvnes of files or records which nertain to subject

IIII

review mecncai rile usuauy omy Dy aesignatect iiiispeciaust

review special activities files hi

determine any alias identities of subject

rvtw irvp1 vom4wrs thvp1 fluids dvnres

Ltam Imancial cflsclosure smiements

determine where checks are deposited

Sick and Annual leave records

badge records ins/outs

badge photo include dated photos

dthrmipe ifthey have an assigned parking place or how they get to work

US Govt employment of other family members

________________________________________I is the name of the search It can provide

copies of documents written by or to subject SPiNs are conducted with parameters

which narrow the field of information to the needs ofyour case

Identity co-workers friends associates neighbors etc... for possible future interview

Vehicle identification information

Descriptive data from records or surveillance

CCTV

Computer audits _____________________

investigations consider audit subiect usage o4 kind

other classified systems FSPIN searches.j

hi

h7E

Normally does not need renewed especially on P1. Tn 120-days will cover full billing cycle

so you will beable to determine financial institutions credit card companies being used by

subject phone services etcj

many of these records are retained for limited time frame thereforerequest ASAP

-2
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b7E

Full Investigations

bi

b7E

OTHER ISSUES

Chronologies of investigation administrative activities other..

Evidence submission

FD-302s copies Jj interviews in 65 cases should be written as 302s

Subfiles list

Briefing acknowledgment forms bigot list

b7E

PERSONNEL TASKING-

FB1042452
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Liaison with other agency subject employer badges badge swipes floor plans comnio

records personnel records security records telephone reqoräs assets

Covert entries of office operational planlapproval

Covert entries of residence operational plan/approval

Covert entry of vehicles operational plan/approval acquisition of similarvehicle

hI

Corroboration of Source Information

Select interviews of co-workers

Telephone records residential cell beeper add to chrono

Trash Cover renewal and chronology

Mail Cover

Laboratory Coordination if necessary

b7E

hi

HQ approval to interview 65 subject to include pretect

Coordinatioi with other srniads and Field Offices

travell ktc.

Administrative coordinate with FBJBQ Legats budget equipment supplies space undercover

1042453
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proposal bigot list ACS review FD-302 for leads and quality control

Other investigative options

Identifr/locate documents to which subject had access

Document/corroborate method subject volunteered

Handwriting samples original communications drafted by subject eta..

DNA samples

Fingerprints

Case budget

Legal issues ELSUR fisa leases purchases court documents forfeiture searches of mail

property DOJ coordination

Sensitivesourcestasldng-FB1HQ tc..

bi

b7E
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Prnn.ihftitv

hi

b7E

Superceded by 28 Usc 433 if the subject is employed by or assigned to U.S diplomatic misssion abroad

This statute requires thatthe FBI supervise all espionage investigations involving U.S diplomatic missions abroad

Note The MOU may be superceded by 50 USC 402a granting jurisdiction to the FBI with respect to all persons

except persons.subject to the UCMJ This statute requires inter alia all-Executive Branch departments and

agencies to report espionage leads to the FBI

DATE O127-2O1$

CLAZIFIED 3Y 65179/D1JBAJ/TPJb1s

PEAON 1.4

DEcLAiiIrz ON Ui272O37

ALL IJFOP1IATIO COITAINED

PIJ 1JNCLASIFIEL EXCEPT

bJHERE HOTN OTIPJJIZE
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Section 20-17 Damage Assessments

The NFIPM Glossary No 63 defines Damage Assessment as

An evaluation of compromise in terms of lost intelligence informaiion sources

and/or methods which may describe and/or recommend measures to minimize damage

and to prevent future compromises

The National Counterintelligence Executives ci
Damage Assessment as

Idefines

3ystematric analysis that determines the impact of comprQise of classfled

information on the National Security of the United States

41
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Agencies affected by espionage or unauthorized disclosUres should be cautioned

not to prematurely conduct or document assessments of damage caused by compromises

or disclosures that are under investigation

FB1042458
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TESTIMONIAL CONSI11R ATIONS
b6

Prepared by SAl

Law enforcement officers are typically the star witnesses for the government in criminal trial

As such aggressive defensive counsel will typically subject law enforcement officers through withering

cross examinations designed to diminish their credibility in the eye of the jury To do this defense

counsel will accuse exploit seemingly irrelevant details bait raise their voice huff scoff squint roll

their eyes approach and crowd the witness demand yes/no answers wave exhibits around pose

compound or hypothetical questions interrupt and cut off answers to questions and generally look to

anger confuse tire or humiliate the witness

The law enforcement officer should also contemplate the atmospherics of trial The majesty

of the courtroom The looming and all powerful judge The solemn taking ofthe oath The restrictive

confines of the witness box Speaking into microphone and hearing your voice oddly amplified by its

tinny speakers The court reporter typing every word you say The attentive glare of listening jurors

The presence of the defendant The crowded gallery The sometimes melodramatic movements of

defense counsel The conspicuous presence of the media Persons entering and exiting the courtroom

Reactions from the defendant or their counsel family or friends to testimony demonstrating their guilt

Giving extended testimony before being accorded break Interrupting objections from defense

counsel or the absence of objections from the government when the law enforcemelit officer is being

cross examined and wants help Periodic instructions from the judge All of these events and more --

the atmospherics of trial -- can conspire to distract an unprepared witness

Of course pre-trial preparation is important Review all the appropriate 302s and evidentiary

material relating to your testimony Defense counsel will often exploit indecision on even trivial facts

Excessive equivocation will diminish jurors impression of the law enforcement officer Interact with

other agents who have testified Consult with your CDC particularly if you are concerned about some

legal issues surrounding your testimony Set up moot court session or structured role playing

especially when testifying in prominent case The heat and light of cross examination is difficult to

prepare for without such preparation

Eamest and confident poised and helpful likeable and professional these are the

characteristics that make law enforcement officer into an effective witness An introduction to some

of the testimonial considerations that will produce effective testimony follows

Meet with the AUSA before you testify We are team with the AUSAs To make the

team work we must know each others expectations and reach comfort level with each other about

what is expected to occur at trial Do not wait for others to arrange it -- reach out to the AUSA
yourself and request meeting because when you are on the stand it is your reputation for

professionalism that is on the line Make sure you understand exactly what areas the AUSA will cover

with you at trial Make sure the AUSA is aware of the important information you hold so that

information is not inadvrtntly omitt3d from trial mceting azzure that thc AUSA knows evcrything

that you know and can properly plan to ask you about it at trial Lastly if practicable surveil the actual

courtroom you will be testifying in so that you are familiarwith your surroundings and know where to

go when you are called as witness

FB1042459
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Be earnest In most jurisdictions jurors respect law enforcement officers none more so

than FBI agents Effecting an earnest air only enhances our credibility with jurors promoting just the

facts credo that makes the testimony objectively credible and without prejudice When defense

counsel gets mad and makes some points be earnest When the questions drone on and the

government does not object to badgering or inappropriate questions be earnest When the judge

admonishes you be earnest

Practically this means maintaining steady helpful tone of voice Maintain good eye contact

with counsel and during your answer with jurors Listen attentively to the entirety of the lawyers

questions Be polite to everyone in court For the prepared agent being earnest is the most important

characteristic to successful testimony

Be deferential and polite to counsel and the judge When the judge or counsel start to

talk stop what you are saying and then respond Crosstalk and raising ones voice only detracts from

professional presentation If you are cut off trust the AUSA to object or to get your full answer out on

re-direct examination Being polite deferential and earnest will help the credibility of the agent with

jurors Avoid being argumentative for it may offend jurors and the judge Be strong be confident and

endeavor to answer fully but always do so in way that is deferential and polite to the judge and

counsel

Take short pauses before answering questions short pause before answering allows

you to gather your thoughts before answering The extra moment helps the witness marshal all the

important information The short pause promotes answers with an economy of words that are not

rambling Consistent use of the short pause on direct and cross examination will help to take some of

the fire out of machine gun cross examination questions

Avoid shows of anger or frustration when testifying Often defense counsel will

attempt merely to anger or frustrate the agent This diminishes the credibility of the agent in the eyes of

the jurors It tends to make the agent seem like partisan with an agenda instead of an objective

investigator Trust the AUSA to protect or rehabilitate you on re-direct examination No matter what

happens save any anger or frustration for outside the courtroom

Be professional Of course we are all professional in our conduct as agents but

professionalism in trial turns on small matters and requires projecting confident air from the moment

you enter the courtroom When entering avoid tentative approach -- walk assuredly to where you

are sworn in Acknowledge the jurors with nod of your head or smile as you approach or get

settled in to the witness box Offer the judge similaracknowledgment or good morning type

greeting if appropriate Do not be microphone mouse -- speak clearly into the microphone Get

seated and move the microphone to accommodate professional posture Many tentative witness

does not move the microphone or their seat appropriately effecting contorted or hunched position

when talking into the microphone that appears weak and less effective Avoid the furrowed brow the

pursed lips the arms folded across your chest which are perceived as defensive and stand-offish Sit

straight and maintain good eye contact with the attorneys and the jurors as you answer Avoid verbal

tics such as uhh ummand like

FB1042460
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Lastly recall that you are Special Agent of the FBI You carry an honorable badge of office

and you have worked hard to be in this position of service to the country You are Lady Justices

balance and you are her sword We are the key witnesses trial is forum of truth where we out

wrongdoers -- it is our time Welcome the trial and let your professionalism your confidence and

your service to country shine

Be responsive to questions Avoid long and rambling answers -- they distract and

confuse jurors and jurors will eventually stop listening to you After question is posed take short

pause and endeavor ifpossible to say yes or no at the outset of your answer and then explain Give

the answer first whenever you can and then support it with the accompanying explanation If you sense

that you are giving string of long answers be mindful to convey new infonnation without going in

circles Some open ended questions from the AUSA may require longer narrative answers and in

those instances make sure you are conveying information in an orderly chronological fashion and that

you are moving forward and not repeating yourself

Freely make elegant concessions Good defense counsel will work for an A-hah
moment where they challenge you with something that was hot done or that was done incorrectly

Often these moments are on points that we would perceive as irrelevant When asked admit mistake

or an inaction Then explain why it was not important was inadvertent or was not part of investigative

protocol Do not strike defensive posture or be unwilling to concede mistake or an inaction

otherwise you will seem evasive and will empower the defense to cast it as bigger deal than it is

Remember that the AUSA will get chance to let you explain yourself on re-direct examination And

remember to keep your poise and open body language after making your elegant concession

If you dont know say dont know We are smart seasoned law enforcement

officers with formidable resumes So it is little wonder that law enforcement officers often hate to say

tJ dont know Part of being honest and earnest when you testify of being human is simply answering

dont know to some questions Do not make up cute answers and do not engage in rambling

obfuscation Simply say dont know

10 What makes you so special Special Agent Some defense counsel like to ask this

silly question right out of the box to punch you in the nose and get cheap snicker out of the jury

Think about your answer ahead of trial so you are not hit off stride Director Mueller recently made

mention of Special Agents response to such question it went Its special to me Other possible

answers include Thats the title we are given When President Theodore Roosevelt created the FBI

we were enacted under special law of Congress and therefore were titled Special Agents by law

11 Dont believe the hype Trials can often have bounty of pomp and circumstance The

wood and marble courtroom the raised bench of the judge the ornate tables of counsel the grandiose

light fixtures the plush carp cting and the coy look of p1.y-it-close-to-the-vest jurors the combined

majesty of the law can distract witness from the task at hand Let all the atmospherics melt away be

smooth and focus on the conversation you are having with the lawyers and jurors You are simply

relating true facts so that the jury and judge can do their part This approach will help eliminate any

pre-game jitters
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WIFE ASKS bs CALLING

HE IS NOT HOME -f

tJK TELEPHONE NUMBER

B1b42462

WIFE A1SWERS

TELEP

IF HE CAOT TALB NOW
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SUBJECT ANSWERS OR COMES TO THE PHONE

b6
b7C

b7E

b7C
bE

-2-
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LA

Prologue b7E

________ This isi Ialling on behalf of the FBI am about to caill

lat telephonel IThe time is approximately 320 am and the date is

Septembet5 1998

Women answers phone and says something unintelligible

b6
fl-Hello

LJNSUB Woman ya

UNSTJB Woman Yes urn vait minute and

D-0Kthyo13

SP- Hello

D-HeioI

SP-Yes

b7C

SPYes

sP

SP-ahlih

sP

-1-
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or 30 years the literature on

interviewing has empha
sized the use of both verbal

and nonverbal cues in detecting de

ception during the interview pro
cess.1 Much ofthat emphasis paral

leled the immense amount of

research during that same time pe
riod in the area of psychology and

the study of nonverbal behavior

Unfortunately many .peopl iill

misinterpret significant amount of

nonverbal behavior as indicative of

deception when in fact it just may
be nervousness or such behavior as

face touching that also can indicate

honesty.2

Repeated studies have shown

that traditional methods of detect

ing deception during interviews

succeed only 50 percent of the time

even for experienced law enforce

ment officers.3 In spite of this in

tigatcr still need the ability to

test the veracity of those they inter

view.To do so investigators require

model that incorporates research

with empirical experience to differ

entiate honesty from deception

They can use an alternative para
digm for detecting deception based

on four critical domains comfort

discomfort emphasis synchrony

and perception management

Comfort/Discomfort

Comfort is readily apparent in

conversations with family mem
bers and friends People sense when

June 2003 19

RE

TE

Four-DomainModel
for Detecting Deception
An Alternative Paradigm for Interviewing
By JOE NAVARRO M.A
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others have good time and when

they feel comfortable in their pres

ence Experiencing comfort in the

presence of strangers becomes

more difficult especially in stress

ful situations such as during an in

terview persons level of com
fort or discomfort is one of the most

important clues interviewers should

focus on when trying to establish

veracity Tension and distress most

often manifest upon guilty people

who must carry the knowledge of

their crimes with them Attempting

to disguise their guilt places dis

tressing cognitive load on them as

they struggle to fabricate answers to

what otherwise would be simple

questions.4

When comfortable an individ

uals nonverbal behavior tends to

mirror the other person present.5

For example if one person leans

forward the other tends to do so as

well Or if one leans to the side

with hands in pockets and feet

crossed the other person may do

the same Subconsciously people

demonstrate their comfort with

whom they are talking When

touched people may touch back to

emphasize point Some may dis

play their comfort more openly
such as showing more of their torso

and the insides of their arms and

legs People who speak the truth

more often display comfort because

they have no stress to conceal nor

do they have guilty knowledge to

make them feel uncomfortable.6

While seated at table people

comfortable with each other will

move objects aside so that nothing

blocks their view Over time they

may draw closer so that they do not

have to talk as loud and their

breathing rhythm tone of speech

pitch and general demeanor will

become similar

Subtleties of comfort contrast

with discomfort People show dis

comfort when they do not like what

is happening to them what they are

seeing or hearing or when others

compel them to talk about things

that they would prefer to keep

hidden People first display discom

fort physiologicallyheart rates

quicken hairs stand up perspira

tion increases and breathing

becomes faster Beyond the physi

ological responses which are auto

nomic and require very little think

ing people primarily manifest

discomfort nonverbally instead

of vocally They tend to move
their bodies by rearranging them

selves jiggling their feet fidgeting

or drumming their fingers when

scared nervous or significantly

uncomfortable.7

1f while the interviewer re

mains relaxed and poised the

interviewee continually looks at the

clock sits tensely or does not

move flash frozen the inter

viewer may discern lack of com
fort even though everything may

appear normal to the untrained

eye.8 Interviewees show discomfort

when they repeatedly talk about

finalizing the interview or when

disruptions appeal to them

People tend to distance them

selves from those with whom they

feel uncomfortable Even while

sitting side by side people will

lean away from those with whom

they feel uncomfortable often mov
ing either their torsos or their feet

away or toward an exit which

nonverbally exhibits displeasure.9

These actions can occur in inter

views due to the subject matter dis

cussed Likewise people create ar

tificial barriers with either their

shoulders and arms or with inani

mate objects in front of them For

example by the end of one inter

view very uncomfortable and dis

honest interviewee had built little

barrier in front of himself using

soda cans pencil holders and vari

ous documents ultimately planting

backpack on the table between

himself and the interviewer At

the time the interviewer did not

20 FBI Law Enforcement Bulletin

In interviewing
and detectihg

deception
synchrony plays

an impOrtant role
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recognize the subjects obvious in

tent of creating barrier

Other clear signs of discomfort

include rubbing the forehead near

the temple region squeezing the

face rubbing the neck or stroking

the back of the head with the hand
Interviewees often will show their

displeasure by rolling their eyes out

of disrespect picking lint off them

selves preening talking down to

the interviewer giving short an

swers becoming resistant hostile

or sarcastic or displaying micro

gestures with indecent connota

tions such as giving the finger

Eyes also serve as formidable

communicators of discomfort yet

investigators often ignore them dur

ing interviews People use their

eyes as blocking mechanism simi

lar to folding their arms across their

chest or turning away from those

with whom they disagree In simi

lar response when people do not

like something they hear they usu

ally close their eyes as if to block

out what they just heard They do

this subconsciously and so often

that others do not pay attention to it

in day-to-day affairs People may
close their eyes before touching or

rubbing them as if to further block

or relieve themselves of what they

just heard Interviewers can capital

ize on this behavior by noting when

interviewees block with their eyes

This may point to questions that

trouble the subject or to issues with

which they are struggling In most

cases eye blocking proves ex

tremely accurate in highlighting is

sues problematic to the interviewee

Additionally when pecpl fe1

troubled or frustrated or they have

subdued temper tantrum their

eyelids may close or flutter rapidly

as an expression of their senti

ment.2 Research also has shown

that when people are nervous or

troubled their blink rate increases

phenomenon often seen with liars

under stress.3 In one case where

investigators closely yideotaped the

interviewee observers in another

room catalogued the subjects blink

rate increase from 27 times per

minute to 84 times minute during

stressful questions Investigators

should consider all of the eye mani
festations that fall under the com
fort/discomfort domain as powerful

clues to how subjects register infor

mation or what questions prove

problematic

Subtleties of

comfort contrast

with discomfort

When interpreting eye contact

however many misconceptions still

exist Little or no eye contact is per
ceived erroneously by some as

classic sign of deception especially

during questioning while the truth

ful should lock eyes This may be

accurate for some but not for all

For instance research shows that

Machiavellian4 people actually

will increase eye contact during de

ception.5 This may occur because

they know that many interviewers

look for this feature Also some

people learned to look down or

away from parental authority as

form of respect when questioned or

scolded Investigators should re
main aware of changes in eye con
tact and eye behavior during inter

views They should establish the

interviewees default pattern of eye

behavior during benign questioning

then look for changes or indicators

of discomfort as the interview

progresses which often gives clues

to deception

Emphasis

When people speak they natu

rally incorporate various parts of

their body such as the eyebrows

head hands arms torso legs

and feet to emphasize point for

which they feel deeply or emotion

ally This movement proves impor
tant to investigators because as

rule people emphasize when genu
ine Liars for the most part do

not emphasize with nonverbals.6

They will think of what to say and

how to deceive but rarely do they

think about the presentation of the

lie When compelled to lie most

people do not realize how much

emphasis or accentuation enters

into everyday conversations For

the interviewer emphasis accu

rately reflects reality or the truth.7

When liars attempt to fabricate an

answer their emphasis looks un
natural or is delayed they rarely

emphasize where appropriate or

they choose to do so only on unim

portant matters

People accentuate both verbally

and nonverbally in their interac

tions They emphasize verbally

through vuIcc pitli tonc or repe
tition On the other hand they

June 2003 21
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emphasize nonverbally which can

prove even more accurate and use

ful to investigators People who

typically use their hands while

speaking punctuate their remarks

with hand gestures that emphati

cally illustrate or exclaim They
also may thrust forward point or

pound the desk as they emphasize

Others accentuate with the tips of

their fmgers either touching things

or gesturing with them Hand

behaviors compliment speech

thoughts and true sentiments.8

Raising eyebrows eyebrow flash

or widening eyes also emphasizes

point
When interested people lean

their torsos forward and often em
ploy gravity-defying gestures such

as raising up on the balls of their

feet as they make significant or

emotionally charged point While

sitting down some emphasize by

raising the knee to highlight impor
tant points Occasionally people

will add emphasis by slapping their

knee as it comes up indicative of

emotional exuberance Gravity-de

fying gestures symbolize emphasis

and true sentiment both of which

liars rarely possess

In contrast people de-empha
size or show lack of commitmentby

speaking behind their hands or

showing limited facial expression

as if to control their countenance

because they are not committed to

what they are saying.2 Deceptive

people often show deliberative

pensive displays such as touching

fingers to their chin or stroking their

cheeks as though they still are

thinking about something rather

than emphasizing the point they are

making They are evaluating what

they said and how it is being re

ceived which is inconsistent with

honest behavior

Synchrony

In interviewing and detecting

deception synchrony plays an im
portant role Ideally synchrony

e.g harmony congruence and

concordance should occur between

the interviewer and the interviewee

between what is said vocally and

nonverbally between the circum

stances of the moment and what the

subject is saying and between

events and emotions including syn

chrony of time and space

In an interview setting the tone

of both parties should mirror each

other over time if synchrony ex
ists.2 certain amount of harmony

occurs in speech patterns sitting

styles touching frequency and gen
eral expressions An interviewer

and subject out of sync become

subtly palpable because each will

sit differently talk in manner

or tone dissimilar from the other

and possibly have expressions at

odds if not totally disparate with

each other These circumstances

prohibit effective communication

an element pertinent to successful

interviewing

When interviewed people who

answer in the affirmative should

have congruent head movement

supporting what they say Lack of

synchrony often occurs when

people say did not do it while

nodding their heads up and down as

if to say yes did Or when

asked Would you lie about this

their heads again bob up and down

Upon catching themselves in this

faux pas they then reverse their

head movement When observed

these instances are almost comical

and amateurish More often men
dacious statement such as did

not do it precedes noticeably de

layed and less emphatic negative

head movement These behaviors

are not synchronous and therefore

more likely to be equated with lie

Synchrony should occur be
tween what is being said and the

events of the moment During

street interview if the subject inter

jects with superfluous information

or facts totally irrelevant the officer

should note the disharmony The

information and facts should re

main pertinent to the issue at hand

the circumstances and the ques
tions When the answers are asyn
chronous with the event and ques

tions officers may assume that

something likely is wrong or the

person is stalling for time to fabri

cate story

For instance when parents re

port the alleged kidnapping of their

infant synchrony should occur be

tween the event kidnapping and

22 FBI Law Enforcment Bulletin
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their emotions The complainant

should be clamoring for law en
forcement assistance emphasizing

every detail feeling the depth of

despair showing an eagerness to

help and willing to retell the story

even at personal risk When placid

individuals make such reports they

appear more concerned with fur

nishing one particular version of the

story lacking consistent emotional

displays or seem more concerned

about their well-being and how

they are perceived vis-a-vis the

egregious event alleged kidnap

ping of loved one These ex

amples do not exhibit synchrony

with circumstances and prove in

consistent with honesty

Last synchrony should exist

between events time and space

person who delays reporting sig

nificant event such as the drowning

of fellow passenger or one who

travels to another jurisdiction to re

port the event rightfully should

come under suspicion Addition

ally interviewers should remain

cognizant of subjects who report

events that wcu1d have been impos
sible for them to observe from the

vantage point from which they tell

the story People who lie do not

think of how synchrony fits into the

equation yet it plays major role

during interviews and the reporting

of crimes

Perception Management

Perception management occurs

both verbally and nonverbally Dur

ing interviews liars often use per

ception management concept

with which pychcpath are well

acquainted to influence their in

tended targets of deception.22 For

instance nonverbally subjects will

yawn excessively as if to show that

they feel bored If the person is sit

ting they may slouch or splay out

on couch stretch their arms and

cover more territory as if to demon
strate their comfort

Verbally liars will try to vocal

ize their honesty integrity and the

implausibility of their involvement

in committing crime They will try

to look good to the interviewer

....investigators require
mode that

incorporates research
with empirical

experience to

differentiate honesty
from deception

They may use perception manage
ment statements such as could

never hurt someone Lying is

below me have never lied

would never lie or would never

do such thing all of which

should alert investigators to the pos
sibility of deception Other state

ments such as to be perfectly

frank to be honest to be per

fectly truthful or was always

taught to tell the truth are solely

intended to influence the perception

of the interviewer.23

Other forms of perception man
agement inlnde attending the inter

view with someone of prominence

in the community or retinue of

so-called close friends Further

subjects may self-medicate through

the use of alcohol or prescription

drugs.to appear placid and content

They may change their clothing or

hair styles to appear more genuine

or more socially conventional

In all of these examples sub

jects attempt to manage the per
ception of the interviewer People

practice perception management

every day such as getting dressed

for date However when it mani
fests itself in an interview setting

investigators should recognize such

efforts and question the intent

Conclusion

The detection of deception re

mains difficult task Interviewers

can enhance their ability to detect

deception by focusing on four do
mainscomfort/discomfort em
phasis synchrony and perception

managementrather than merely

trying to detect traditional signs of

deception which in some cases

may be misleading.24 The research

in this area over the last 20 years is

unequivocal Nonverbal behaviors

in and of themselves do not clearly

indicate deception.25 However
when interviewers notice display

of discomfort and lack of comfort

emphasis synchrony and percep
tion management grçater certi

tude for assessing deception exists

Investigators can expect sub

jects to react poorly in one or two

areas But to do so in all four

domains indicates communication

problems which may originate

from the interviewees antipathy

toward the interviewer or law

enforcement or result from cul

pability guilty knowledge or

June 2003/23
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dishonesty Regardless in these

cases information likely did not

flow freely from the interviewee

which rendered an interview of

limited value or worse complete

fabrication
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Example

Non-Disclosure Agreement

The undersigned acknowledges having been informed by Special gents of the Federal Bureau of

Investigation FBI that the nature of the investigation to be discussed is national security matter of

interest to the FBI and has been designated NEED-TO-KNOW

The Undersigned understands any discussion of this matter beyond the confines of this interview may

possibly jeopardize the investigation and could be grounds for the undesigneds loss of security

clearances and br denial of future contracts

Printed Name Social Security Number

Signature Date

Witncss Date

Witness Date
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TorcnEr
IJnjeJ Saes C6uir

EASTER DISTRXCT OP VrRGTNIA

UNITED STATES OF AEPJCA UTDE SEAL

CRIMTNAL COMPLAINT

EARL EDWIN PIUS CASUMBER

Name and Address of De1endart ALL IMFOP1ATI ON CONTAINED

NEREIN IS UNCLASSIFIED

DATh O1272Ol2 SY 65179/DI/SAN/STP/b1s
the undersigned complainant being duly sworn state the following is true and correct to the best of my

4edge and belief From on or about July 1987 Deeeber 1996 in Ar-line-ton and Stafford dounijes in the

Eastern District of Vireinia defendants did

nlt violation ôI-TItIe 18 U.S.C Section 794 that is with reason to bclieye that it would be used to the Injury of theStates and the advantage of foreign nation Earl Edwin Pitts did unlawfully aiid larowingly conspire with others tolunicate transmit and deliver to
representatives of foreign gOYernmerxt specificaliy the U.S.S.R and the Xtuxsiarz

ration Information relating to the nationli defense of the tlnlted Staies and did overt acts to effect the
object of saidlracy including but not limited to the following Earl Edwin Pitt did trgvel on March 24 1992 from National

In the Eastern District of Virginia to New York City and did

Iolatlon of Title 18 U.S.C $ectiou 794a that is with reason to believe that it would be used to the injury of theand the advantage of foreign nation Earl Edwin Iitts did unlawfully and knowingly attempt to
transmit and deliver to

representatives of foreign government pecLficaUy the Russian Federation-at1on relating to the national defense of th United States and did

violation of Title 50 U.S.C Section 783a that is comninunicaijon of classified Ix1forulation by Governrriexit
or employee and did

violation of Title 18 U.S.C Section 641 that is conveyance without authority of property of th United States

ation of Title 18 United States Code1 Sections 794 and and 641 and Title SO U.SC 7S3a
er state that am an Special AEent FBI and that this complaint is based on the following facts

flcLITdI

tued on the attached sheet and made part hereof Yes LII No

Signature of Complainant
Randy Bellows

DavId Làmnbert Special Agent
to before me and subscribed In my presence kedcrglBurca oft estigtkzi

4E.I
Signature of JUCIa Otflce
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UNITED STATES OF AMERICA

EARL EDWIN PITS

ro The United States Marshal

and anyAulhorlzed United States Officer

YOU ARE HEREBY COMMANDED to arrest ____

nd bring him orher for iwith tO the nearest magistrate to answer an

WARRANT FORARREST

CASE NUMBER

ALL INFuP1TIflN rONTAINED

IThPEIN 11 LAIfIED

indtment .0 information COmplaint Order of court Violation Notice Probation Violation Petition

arginghim or her with ipo.oiic

violatIon of Title 18 U.S.C Section 794 that is with reason to believe liat it would be used to the injury of the United States

the advantage of fbreign nation Earl Edwin Pith did unlawfully and.knowingly conspire with others to com.xnunicate

smjt and deliver to representatives of foreign government specifically the U.S.S.R and the Russiaa Federation
niatton relating to the national defense of the United States and did overt acts to effect tile object of said conspiracy and

zatiorx of Title IS U.S.C Section 794athat with rea.sou to believe that it would be used to the injury of the United Stae
the advautage of foreign nationEârI Edwin Pith did unlawfully and loxowingly attempt to cOmmunicate trnsmuit and

iver to iepresentatives of foreign government specifieailythe ussfan Federation Information relating to the xiationa

tense of the United States and

iolation of Title 50 U.S.C Section 783a that is comnmnunkatithx of classified information by Governmcnt officer or empLoyee

jolation of Title 18 U.S.C Section 641 that
is conveyance without authority of property of the United States

4oiation of Title 18 United States Code Sections 794 and and 641 and Title SC U.S.C 783a

torn as Rawles Jones Jr
me of Issilng Ofijeer

nature or Issuing Ofl3cer

United States MafstrateJude
Teof Issuing Otficer

December 17 1996

Date and Location

us warrant was received and executed with the arrest of theabove-nameddefendant at

RECEIVED NAME AND TiTLE OFARRESTNGEEJC SIGNATURE OF ARRESTING OFFICER

TE OF ARREST

1255 Nn-.r4 foe ATo

FB042473

United SIaes Diic Court
EASTERN DISTRICT OF VIRGINIA

UNDER SEAL

EARL ED WINPITTS

ifixedat$ by

Name of Judicial Officer

RETURN
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THE FOLLOWiNG IS FURNISHED FOR INFORMATION ONLY

ut NDANTS NAME EARL EDWiN PIUS

ALIAS

LAST KNOWN RESIDENCE

LAST KNOWN EMPLOYMENT FEDERAL BUREAU OF INVESTIGATION FBI ACADEMY QUANTICO VIR

PLACE OF BIRTH UNITED STATES

DATEOFBIRTh

SOC SECURlNUMBER
-IEIGHT__________________________________ E1GHT________________________

EX MALE RACE WHITE

-AIR BROWN EYES__________________________

CARS TATTOOS OTHER DISTiNGUISHING MARKS_________________________________________

ER

LMPLETE DESCRIP1 ON OF AUTO 1992 CHEVROLET S-jO PICK-UP TRUCK VA NVI-582

IGCCSI 9R7N21 48561 99 HONDA ACCORD SEDAN VA OXK347 yIN HGCD566TA1 12429

AGENCY AND ADDRESS DAVID LAMBERT SPECLAL AGENT

FEDERAL BUREAU OF INVESTIGATION

FB1042474
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ALL I1JFRWTIflN rrNTIIJED

HEREIN TJNV IFIED

DATE Li Ji i.9rIm.EA..jTR.bi

mITED STATES EkRL EDWIN PITTS DER SEAL

Nagistrate No 96

AFFIDAVIT INStTPPORT OF CRIMINAL COMPLAINT
JtRESP WARRAITT AIW SEkRCII WARRNTS

David Lambert being duly sworn depose and state

as o11ows

am presently-employed as Special Agent of the

-Federal Bureai of Invesigation FBI and assigned to the

sngtoh Office in the District of Columbia .1 have bee
employed as an FBI -Special .Agent- for approxImately yeath

have been assigned to foreign- cbaæterinte1lience FCI

investigations for approximately years As relt of my

.traiaing and experience am faitliar with the tactics methods

and tecbnignes of foreign intellignnce sarvices and their agents

Th1 affidavit is support of the fol-lowing

Complaint ªnd-Arrest Warrant for
-- b6

EARL EDWIN PITTS b7C

DOBI

SSANI

for the following violations of faderal criminal
law

Conspiracy to Commit Es.pIdnge
-Title 1.8 1rnited Stated .Coc3.e section
794ö and

ttpted Espionage
Title 18 United States Code SeOtion
794a and

Connnwiication of Classified Information by-
Government Officer or Employee
Title 50 united States Code Section
783a and
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Conveyance Without Authority of Government

Property
Title 18 United States Code Section 641

b. Application fo Search Warrants for

Premises known and described as single
fmir c1-r 1M-cr b6

Ia.s more b7C

fully described in Attacthnent which is

within the Eastern District of Virginia and

Premises known and decribed as Room .B103
Building Behavioral Science Unit FBI
Academy QuantiÆo .Marine Base Quantico
Virginia asmorØ fully described in

tdhmØnt whidh i.s within the Eastern
District of Virginiaj and

Onel992ChevTolet 310 Pickup Truck
barin Virginia regist2ation NVI582
yIN 1GCCS19R7N2148561 which basedon rcent
observation by FBI Special Agents and
surveillance personnel is presently located b6

ati b7C

land
0n 1996 lionda Accord bearing Virginia
registration 021347 VIN1GCD5636TAl12429
which based on recent observation by FBI
Special Agenis and syrveillance personnel h6

presently...located a.tI b7C

.1 land

.One storage unit numbered A425 located at
Public Storage 7400 Albaæ StationBoulevard
Springfield Virginia 22150 as rnore fully
described in Attachment ad

One storag unit numbered D13 loca1ed at
Stor-.It Mini Storages 366 1/2 Jefferson
Davis .Highway Frdeicksbur VJrgiia
22408 xàorŁ fully dscrbed in Aitachnent

One safety deposit.box u.bered114 lcated
at the Central Fidelity Bank 4230.Plac
Road Fredericksburg Virginia 22407
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The information stated below is based on person.al

icnowledge training and ezpeience including traiiiing and

experience have gained while assigned to PCI investigations

and information provided to me by others as noted herein

StMR
This affidavit concerns an investigation by the

FBI intp the compromise of FBI intelligence operations.and

informatibn. During this investigation- and others have

conducted interviews physical ad electrn.ic suxveillanbe

financial analysis and other fqrms bf investig.tion

The results ofthis invesigation to date indicatE

there iprobable cause to believe that

EARL EDWIN PITTS hereafter UPI.TTSH anJ..ted

States citizen is an agento the Sli.zbba V.eshne Rasvedi

Rossii hereafter USVRR which is intelligence serviceof

he ussian Federation The SVRR is the direct succesor of the

Union of Soviet Socialist.epubLics Committee fo StateS

Secuiity known hereafter as theGB An agent.of fdregn

ntiligence service is bne othr than intelUgenqe offjce

or eiployee who clandestinely and ilega1iy acts .onbehalf of

that service Prior .to.bein agent of the SVRR there is

probable cause to believ.e .PIS was an.agent of theKGB

Fxii in or abçut July 1987 throuh the present

PITT conspired with of fibers of the .KGB and SVRR to ommit

espionage This includd nameous trips which PITTS made from

FB1042477

ACLURM043577



the Eastern District of Virginia to the New York area in

anection with his espionage activities From in or abo.it

October 1992 to the present to tLe 1est of my knowledge and

belief PITTS remained an agent of the SVRR in dormant

capacity

During PITTS espionage activities between 1987

and 1992 PITTS received from the KG -and SVRR in excess of

$224 000 including over $100OQO set aside for PITS in

egervet account according to PITTS-

d. From in or about August 1995 thoiigh the

present PITTS attempted to commit espionage and committed

numerous other violations 6f federal criminal law in connection

with his contact with certain indiiduals who he believed were

gentsof.the SVRR but whowere in pact undercover personnel

yed by or operating on the instructions of the FBI

During this false flag operation described in greater detail

below PITTS gave persons heelievedto be SVRR officers

seflsitive and SECRET classified documenEs related to the à.tjonj

defense gave his StR .handlers personal edical .and

ami1r information about fellOw FBI speàial agents proposed

strategies by which the .SVRR plight recruit .dcLLtiona1 agents

made plans to smuggle iath-the FBI AcadesLr an SVRR teOhnicai

Xpert provided.hLs SVRR hand1th an FBI cipher lock

oxnbInation an FBI key and his own FBI identification badge in

rderto facilitate the smuggling operatIon stole from the FBI

àndset to -a te1ecoiumuuicatIoiis device used to transmit
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classified information and divulged variety of classified

information to his SVRR It handlers PITTS did this for

money During th false flag operation PITTS accepted $651.ooo

his espionage activities and his attempt to comproniise FBI

intelligence activities

BACKGROIThID ON EARL EDWIN .j5
EARL EDWIN PITTS is tTnited States citizen

prØsentlyethpioyed as Supervisory Special Agent of teFBI

PITTSis 43 years old and is an attorney PITTS and his wife

Mary were narried in 1985 PI.TT.S esides with his wife at

single family dwelling located ati

OnSetaniber 18 1983 PITTS enterea on.duty with

he FBI and on September .19 1983 took the.fo1lowing Oath of

Office

will supor-t -and defend- the donstitütioa of
ha Dnited States against.all enemies
fOreigà and doniestic that will bear tu.e
faith and .llegiance .to the seine that .1 take
this ob1iga1ion.free1y without any mental
reseriatiou.or purpose of evasion and that
will .we11 ad fi.thfully .disóharge duties
of the.office on wbich.i aniabout toe.iter
Soiaeip xae God

On Septeni1er 20 1983 PITTS signed an BI

Employmep Agreenent wbich included the. .foowing provisions

That am hereby advied and uaäerstand that Federal
law such as Title 18 trnited States Code Sections 793

.794 and798 prohibit loss misuse or unauthorized

disclosuxe or production of national security

b6

b7C
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information dther classified information arid other
nonclassified information in the files of the FBI

understand that unauthorized disclosure of
information in the files o.f the FBI or information
may acquire as an employee of the FBI could res.ult in
impairment of natioua.1 security place hwxan life in

eôpardy or result in the denial of due process to

person or persons who are subjects of an FBI
inv.estigation or prevent the FBI from effctively

.dischargng it responsibilities understand the
need for this secrec agreenlent therefore as

consideation fo employment agree that will never
divulge publish or reveal either by word or conduct
or by oiiae means disclose to any unauthorized

recipient without official written authorization by the
Director of the FBI or bia delegate any information
fron the investigatory files of the FBI or any
information relating to material contined iri the
files or dis.closeany infothationpr\produce any
material acquired as part of th performance of my
official duties or because of official status

T.hat understand unauthorized disclosure may be
violation of Federal law and prosecuted a.s criniinal
Offense.

On October 22 1984 PITTS signed the Classified

Iriforation 1Tondisclosure Agreement wbich rØad in part

hÆv benadvisad and am awa.jze that direct or
indirect unauthorized disclosure unaiithorizŁd
retØation or negligent hahdl1ng of cassified
informatIon br me could cause irreparable inju-y to the
traited States or could be .used to advatage by
foreign nation hreby agree that will ever
ciiviiiçe such informatión unless ha.ye officially
.verIfied that the recipint has been .properly
aüthorized by the Uaied States Government to receive
it have been given pior writen .notice of
authorizatioa .from thØ tfnited States Governnient

Departnon.t or gncy hereinafter Deprtnt kgeoy
last granting me security cleaiance that sudh
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disclosure is permitted further understand that
am obligated to comply with laws and regulations that
çirohibit the unauthorized- disclosure of classified
information

have been advised and am aware that anybreach of
thi Agreement may result in- the termination of any
security clearances hold removal from an positiorL
of special confidence and trust requiring.such
clearances and the termination of my employment or
other relationships with the iYepartents or Agencles
that granted -my security clearance or clearances tn

addition have been advisd and am aware that any
unauthorized disclosure of classified information by me
may constitute violation of Uited States-.criminal

laws including the provisions-of Sedtions 641 793
794 798 and .. the- provisions of.Section 783b
Title 50 United States-Code and.the provisions of the
Inlligence Idehtities Protection Act of .1982. ci

10. PITTS currently holds ttTop -Secret security

clearance From Novemet 1989 unti1-ovember18 1996 PITTS

held ceta.in additional code word clearances for access to

senSitive compartmentc1 information

11.- upon graduation rqmhePBI.Acaemy.hewas

assigned to the FIs Alexandia FieldOfficewhere heworked

appicant white collar crime and arcotLc .investigatiçns

PITTS ws assigned to Ithe Fredericksburg Resideht Agency iia

the .Alexandria Field Office from March 18 1985 throuh anuary

2- 1987

12.- PITTS as assigned to tbe New York- Field Office

iron January 1987 to August 13 1989 -workecL PCI

investigations iiLcluding investigations cqnc.eraiæg KGB officials

assig-ned to the- then Soviet MissIon to the United-Nations

13 In Augus1 1989 PITTS was- prorpoted tç Supervisory

Special Agent and transferred to the Docu.ent Classification
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Authority Afidavjt Unit within the Operations Section of the

cords Management DIvision at FBI Eeaers in Washinon
D.C Upon assignment to the .ecords Management Division PIs
was granted access to Sensitive Compar-tmen.ted Information In

1991 he was reassigned tp the Security Programs Section wherel

he was responsible for supervising personnel security

.nvestigations

14 On or about October 18 1992 PITTS was

transferred to th Legal Coumgel Diision- atFBIHeadq-uarters

whee he worked in DNA Legal Assistance and wath then assigned to
cIvil lItigation mattrsworked in FBI office space

làcàtied within thiilding at 601 Pennsylvania Avenu .LLW Ulte

.750 Washing-ton D.C

15 bn oraiDout Jnuaxy 23 1995 PITS began 1orking
the .Behavioraj Scienc Unit FBI Acadey in Quantico

irini.a whre .e remins at present .Among his

responsibiljtjes.at the FBI Ademy 1s to couduct security

briefings or FBI peonne1.

16 Since PITS ssignment ..to the FBI Academy PITTS

hd no dity or resonsibi ty hat iould have required or

necessita.ted ongoing contact with Russiancitjzºns in.a foreign

.counterinteiligence capacity PTS wa not authorized iU 1995

or 1996 to meet with agents of fdteign counteinta1ljgenc
services In addition PITS was required by FBI policy and

procedure to accurately Ænd fully report such contaàts which he

did not do
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17 This affidavit refers to information obtained froni

electronic surreil1ance video surveillance and searches of

various places and things In each instance the searches and

surveillance described in this affidavit were authorized cou-f

o-der or by consensual monitoring

ESPIONAGERELATED ACTIVITIES 19871992

18 In January 1987 PITTS began his duties with the

New York Division assined to squad respobsible for var-iou

FCI.investigations Between Januaty 1987 and August1989

PITTS had accessto wide range of sensitive and highly

classified .operations .These iniuded the foilowip.g iecraitment

operations involving Russian intelligence officer double agent

perations operations targeting Russian intelligence o.fficer

true identities of human assets operations against Russian

illegals true identities of defector sources surveillance

schedules of knon meet sites internal policies documents and

prOcedure concerning surveillÆncŁ .of Russian intelligexc

officers and the identifidation .targeng and rebring

known ad suspected KGB ntell-igence officers -in the New Yok

area

19 In 1988 PITS -described bis.duties .in New York -as

follois -.

My durrent dies in 1Y include invsti.tions
concrning Soviet intelligence officers Soviet
establishments Soviet .emigs espionage matters nd
developing assets These.duties have -afforded me an
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Opportunity to investigate some highly complex and
sensitive cases including identification of Soviet
intelligence officers identifying Soviet efforts
directed at the emigre community and participation in
recruitment efforts

The July 1987 Letter

20 In or about late July 1987 cooperating witness

hereafter 11cwU who is known to be reliable and credible

received-a letter addressed to the CW at the then Soviet

Mission to the United Nations .At the .time the was citizen

of the Soviet Union assigned to the Soviet Nission to the United

Nations The letter provided surveillance information cdncerning

the CWs recent activities

.21 SpØqifically recalled that the letter received

from th writer contained reference to trip which .CW had made

-0 New Yark City airport meet two highrcing KGB officials

eral days earlier Review of FBI records indicates that on

July 15 1987 oneweek iepre it is believed the letter was

geflt to cW PITTS conductd thurI11ance on -the cW at another

New York City airport and later reported the surveillance in

themorandum classified SECRET

22 Based on the or.goi-ng the cW concluded .that the

.jriter.was an FBI empioyŁe .Inthe letter the writer requested

metinwIth the or.if the wasnot KGB officer with

an actual KGBofficer During the sue of 197 evea
Special Aqents on the counterintelligence squad to which PITTS

was assigned wrongly concluded the CW was senior KGB officer

ITTS himself told the CW inDecembr 1995 that he had chosen
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the CW to meet with because the CW had been misidentifiedu

KGB officer

23 The CW provided the letter to the Mission Security

Officer Vadim Voytenko hereafter tVoytenkott Later the .cw

met withVoytnko and Aleksandr Vasilyevich Karpov hereafter

UKarpovtf

24 Based upon investiga.tion and analysis Aleksandr

Vasilyevich Karpov has been iden-tif led by the FBI as an officer Ii

of the SVRR and formerly the KGB Frbm 1987 .through 1990 he

was the New York Chief of Line KR Line KR the

cotthterin.telllg-ence component of the KGB was respbnsible for

penetrating- the intelligence and ecurity serces of foeign

nations Including those of the United States by human and

tchn-ical rneas Te FBI was one of the intelligenc/security

seivlces trgted byLiæeKR

II

The Meeting atthe New York Public Librar-v

25 The CW as instructed by Voytenico to meet with the

rit-er of the 1ettr at the New York Public Library loc.ted ai

Fifth Avenu and 42nd Steet in tew York .City The CW briefly

met the writer inside the library ad then- introduced thewriter

to Karpov

215 Based ôn statments made br PITTS durIng .the

fa1se flag .peration information .rovided by the CW and based

uponPITTS.t subseguent conduct and on other investigative

activities believe that the .writer of the letter to the CW was
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PITTS and that PITTS was the U.S intelligence officer who met

dth the cw and Karpov at the ew York Pi.thlic Library

Disclosure of Classified Material

27 The meeting between Karpo and PITTS at the New

York Public Library was the beginning of five years of active

espionage activity by PITTS on behalf of the KGB ad SVIRR

28 believe that among .th classified documents aid

information which PITTS conveye to theBinthe course of his

espionage actvitr in return formoney.were the .following

document known as the Soviet

Administrative Listt The Soviet Administrative List was the

.FBIs contp4terized alphabetical compilation of all ovit

officials posed.or assied tthe Un edStts. ..Itis

thsified SECRET and related to the natidnal defense. The

SECRET classification is applied to information whose

uuauthprized dIsclà.sue reasably could be epŁcted to cause

srious damage to the national.security The list conais the

names dates of birh posting in-country/trvel/outcountry

status filnumb.er FBI office of oigin FBI pquad FBI case

agent nd the known or supected intelligence affiliation of

.ach.Soviet official asigiaed to Soviet legations in the United

States indluing the Soviet .Embasy Wasbi.ngton and the

Soviet MissIon to tiUnited Nations in New York New York

PITT wa nat authoriznd to deliver t1 Soviet

Administrative List to any persoh no employed by the FBI nor to
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any person within the FBI who did n.t have an official need to

jcnotqthe information contained in the list

letter to CW then suspected by the FBI of

being KGB officer containing surveillance information ..

concerning OW Specifically PITTS disclosed classified SECRET

information concerning FBI surveillance of CW.

SECRET information conc.erning an BI asset

who reported covertly on Russian intelligence matters

Information Obtained in the False Flag operation
Conceg PITTS 19871992 Espionage Activity

29 The FBI conducted an analysis of PITTS financial

affairs .and travel records and .conducted additional

invetig.tion including .the dbriefin of.qWby tFBI In.ot

thout August 195 ttfalse flagu operation was initiated.

t1.false flag .opeation is an oeratio intnde to pr.suÆde

target of the operation thªte .is workiflg for one counry when

.in.fact lie is workin for anotJier The purpose of this ttfalsØ

flag operation was to cof.irmPITTSJ 19871992 spected

.espionage acticities and most -importantly to deeriaine what FI

informbion ptojects and opØr.tions PITTS lad compromised- by

-divulging then to the KdB a.d SVRR during the couse of

espionage acIvities.

30 Specifically the fals flag operatio ias_

deigued to persuade PITTS through the use of the OW and through

the use of U.S government personnel posing as SVRR officers

that he as being contacted again by the SVRR and then in the
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càurse of conducting curret espionagetype activities ascer-j

the scope and content of his past- espionage activities In act
during the course of the 1false flag operation PITTS made

numerous incriminating statements concerning his prior espionage

activities including the following

-- On or about September .1995 PITTS wrot

letter tothe person he believed to be his uewSVRR handler in

which he apologized for missing meeting with is old SVRR

hand1er1ntecq York and stated that ewas.very-pleasedto hear

from you again

In the dame Septeber 195 letter

d.esribed above PITS indicated that he did nbt have inforiatian

concerning certain KGB official and st-ated Shortly after

last met iith Alex eft the .operational side- of the business

in beàame rnor administrator and t.eeardher.t1.

reference .to Alex isblived.to he ateferene to dne of

PITTS SVFR handles Aleksandr Karpov

in the same Septeker8 1995 leteP

despribed abbv PITTS- statd have no additional material to

.pàs a.Jng àollections ceased when 5sYiin- Nei

York
On .or tovember.2 1995 PITTS qrote

letter to the person he believed to be bis SyRR handler.- In this

lejiter.PITTS made reference to previous exchanges This

letter was not in fact sent .due to PITTS.t discovery of

survillance device
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In the same November 1995 letter PITTS

asked for $35000 to $40000 Lroxn.trmy.accountI to Lund an escape

plan It is believed that this reference to my account is

reference to an account set up in Russia on PITTS behalf

On December 17 1995 telephone call took

place between PITTS and the .peron he believed to be his 7p
handler In that call th SR hendle told PITTS that

PITTS needed to have ace.to-ace meeting with ITTS .tfriend

from Moscow TŁSVRR handler told .PITTS.that you must

com to he place where you first requested to .meet in.1987.tt

PITS aknowledged .that he ..remembered the place E.he New York

Public Library and the sectio in the place where the .1987

meetiflg had occurre.d

.g. On Decemer 2$ 1995 tlphone call took

place etwen 2ITTS a.dhe person he .bieved -o .be hi SVR.R

handler. Th call cOncered the fadt that the etig schduled

Lo earlier that day in New York ad nt taken place as planned.

.ter the USVP handler told PIPTS that is friend had

.beenqating one section of .the library for PITTS PITTS

statedthat this sec.tjon was not where we first metu and .that

thir firstmeeting had ben in different sctionof

library believe this is refrence to PITTSt first meeting

wit the CW in or abou.t July 198.7

In .Decemer 29 1995 meeting with person

he believed to be his SVRR handler PITTS was asked if he had

brought anything for te handler PITTS saLd he had not because
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Itbeforeir we were never supposed to exchange two things

e1ieve this is reference to the proedures PITTS used during

hi espionage activity between 1987 and 1992

In the same December 29 1995 meeting PITig

said feel very uneasy compared to last time its ub Im
Im niucli more out of out of touch with whats going on
believe this is reference to PITTS espionage activity between

1987 and 1992

In tha same December29 1995 meeting the

following exchange took place between an Undercover Officer

-WCO wao was osing an SVR officer ad PITTS

OCO Edwin does your wife know any about our
present poject

PITTS No No She doesnt know about any.ô the
Proj eci.s but

UCO Did se know .anyliing about .thÆproject w.en
you .Worked with A1e in the old darsmn.New
York

PITTS No unless shsuspected She-has great
deals of supicions

tJO You had no problem with that hen in New York
at the time

PITS No

In the same December 29 .1995 iueeting..the

following exchange took .place

UCO Do you remem1er the last date when you
Alex

PITTS No

tTCO You dont The year
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PITTS oh the year The year would have been mu
u.h.1988

In the same December 29 1995 meeting the

following exchange took place

ETCO .. the money you got in the pa.st...there was
sothe doubt that you perhaps did not get all
the money which was .coniing to you to your
account

PITTS No dnt so. but

tJCO No You

PITTS But mean understand we had .to break
contact

UCO Yeah but understa.d those people who -did
bring yOu money .at the tima or hªt monet
which was passed to.you..

PITTS tim um
UCO They well tried .to reabh us. establish to

seeif youaöcount up.to date We have
an account óu know this

PITTS UmEum es
UCO Are you aware the account

PITTS Well Yeah Ive beØ told about

UCO Yeah did ever mention how much it is in the
account

PITTS Jezdid but dont remember the aiuount

UCO You dont reØmber

PITTS No Ive tried to put those things out .y
.head

mu On July 1986 PITT wrote letter to the

persQn he believed to be his .SVRR handler which reads in part
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If it is possible please make payment fo my mostrecent deliveries or withdraw from my resexve
account...

On or about August 14 1996 PITTS wrote

letter to the person he believed to be his SVRR handler which

reads in part

Regarding my reserve d.o not know the amount
and it is my understanding that you do æ.ot When

last met with Alex it was over lOOQOO

In the s.ame August 14 1996 letter PITTS

stated that ii might be appropriate for the SVRR to pay hi out

of his Ureservet because much of the informatiofl .1 have

recently provided is not of the quaiity .1 haVe prQvided in the

past.. 1I

Onor about September18 196 PITTS made

additional statemeat in letter to the person he believed to be

SVRR hahdler conceaing rnoneys he had received in the cdurs

of his espionage activities ring the 1987 to 1992.time period

this excerpt PITTS made referebe to an SVRR officer who

handled PITTS after AleksancLr Karpov.

Duriiig the time knew him .two payments were
made but I- can not reiiiember if they were in
round .numbers He never spoke of the size of
the reserve fund or how much was to expect
in ayiuent The greatest difficulty
was the distance between our locations and
the absence of an alternate means of
communicating meeting .dates and alternate
dates The distance and time between
meetings made it impossible to plan for
unforeseea circumstances The nature of the
inoniitior changed boauc of the typ of
work was assigned only met him
two or maybe three times after my posting
to Washing-ton 1989

18
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On December 13 1996 in coiumanication to

he persons he believed to he his SVRR handlers PITTS stated

that he no longer had direct accesstt to the files from his New

York assigmnent 19871989 but believe haye provided you

with everything that was .aare of

In the same- December 13 1996 communication

PITTS stated that he wished ttto draw on reserve funds on January

1997 and February .1997. believe this to bea reference

to the Russianaccouxi .seup_on beha.f of PITTS as describecl

above-
ci

Trips to New Ydrk City in 19901992

31 .In August 1989 PITTS w.s trmsferred from the

New York ie1d Office of the FBI to FBI Eeadquar-ters Beginning-

in February i990 and cóntnuig to October 1992 ITTS made

series of nine brief trips to Lew York City most of which were

one clay trips all such tripstaJen to from ationa1 .Airport

.tbe Eatern District of Virgiia -Financial analysis

indicates pattern of ui1usuaI-rnonetax deposits following these

trips. -I beliØv-e that PITTS made all pr most of these tripsfor

the purpose of continuing hIs espionaqe activities.

Financial- naLysis

32 The FBI has öonducted financial analysis of

PITTS for the time period which it is believed ITTS was

actively involved ía espionage activities-on behalf of the KGB

FB1042493

ACLURM043593



and SVRR This financial analysis indicates that PITTS acquired

ubstantia1 money during this period of time which cannot be

traced to-legitimate sources of funds

33 PITTS only known source of substantial income

during the period from 1987 -to 1q92 was from his employment and

his wifers -employment with the FBI PITTS made frequent deposits

of dash and/or money orders not explained by hs .known income

into various a.cdounts or as payments on credit card accounts

This activity was unusiiar as corn dto PITTS normal financial

banking activity .prior to iuly 1987 and su.bsequent- to Tune

1992 Furtermoe examination 6f when money orders were

purchased ad.when groupings of deposits were-made revealed

pattern linking such deposits the dates of PITTS New york

trips

From 1987 to 1992 these uneplaied deposits .a.d

.redit card payments -resulted in -an enhancement .of .PITTS wealth

over one hundred- thouandollars as follows

YEA.R TOTAL VALtJE oF DEPOSITS

1987 2-775.00

1988 5024.48

1989 23414.31

1990 35520 .00

1991 29115.21

1992 28r375.66

TOTAL 124224.66

This sum of money doeb noL 1aC1L1d ny func PITTS Tnr rp
received .wliich were not deposited into one of his accounts or

FB1042494

ACLURM043594



...Ji.fl_aIOItII

lLJniiIed Sies Distbric Court
For The District of Columbia

UNITED STATES OF AM RI CA

ANA BELEN MONIES
008 2/28/57

Name and Mdress or Defendanl

CRIMINAL COMPLAINT

ALL INFOPHATIUN CONTAINED

IN TJNCT ASST FT El

DATE Ol3O2O12 DY 65179/DIffl/DA1S/STP/bls

CASE NUMBER

the undersigned complainant being duly sworn state the following is true and correct to the best of my

owledge and belief On or about from October 1996 to the present in Washington D.C

iunty in fre District of Columbia defendants did

nspired confederated and agreed with persons known and unknown to violate 18 U.S.C 794a that is to

irnunicate deliver and transmit to the government of Cuba and its representatives officers and agents
rrnÆtion relating to the national defense of the United States with the intent and reason to believe that the

was to be used to the injury of the United States and to the advantage of Cuba and that Mon tes

acts to effect the objects of this conspiracy in the District of Columbia and elsewhere alt in violation

.d u.S.C 794c

.iolation of Title 18 United States Code Sectiors 74c

rther state that am Steven McCoy Special Agent with the Federal Bureau of Investigation and that

complaint.is based on the following facts

See Attached Affidavit

St Ronald WalutesJi

orn to before me and

LIt/ 3Th1 11e

.. or Judicial Officer

ohn Fccioja

J.S Maitrtc Sudcc

ntinued on the attached sheet and DNohereof

A2-

c3/ //\

514-6966

in my presence

SiQn1çLainant
Stn McCoy Special Agent

Federal Bureau of Investigation

at Washinaton D.C

Siiature of Judicial Officer

FB1042495

ACLURM043595



UNITED STATES DISTRICT COURT
FOR TUE DISTRICT OF COLUMBIA

UNIIID ST.kIE OF .i\tERIC.4

\.NA I3ELEN MONThS
DOt 2/257

To The United States MarhaI

and any Authorized Linuted Stales Officer

rTN

IHA

WARRANT FOR ARREST

CASE NUMBER

YOU ARE HEREBY COMMANDED to arrest ANA DELEN MONThS
lJ2TC

and bring hint or her forthwith to the ucarest magistrate to answer an

Indicnett Infom\ation Complaint Order of Court Violation Nocice Probation Violation Petition

charging him or her with dptiun tfoflnsr

c.inspired contdcrated arid agrcd with persons known and unknown to violate IS U.S.C 794a that is to communicate dclivcr and

transmit to the government olCuha and its representatives ofliccrs and agenis in1omition relating to thc national defense olthe United

Stttes with thc intent arid teasonto believe that the information va to be used to the injury of the United Slaics and to thc advantage ol

iba arid that Montcs committed acts to effect the objects of this conspiracy in thc.District of Columbia and elsewhere all in violation

IS U.S.C 794c

4..

ri violation of Title IS United Staics Codc Scctins 794c

uing Ofliccr ThIc of Iuing Olcr

D.C
/ao/ci/

Date and Location

John FccioIa

U.S Magistrate Judge

in4c oftuuingOlicer

aihfjxcdatS by

DATE RECEIVED

This wal-rant v.s rcccivcd and executed with the arrest of the bovc-narucd cndaot

Name ouiudicial Orncer

RETURN

TE OF ARREST

NAME AND TITLE OF ARRESTING OFFICER SIGNATURE OF ARRESTIllG OFFICER
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.-J21LJUVJL
US DISTRTCT COURT BUILDING

4SHIiVGTOIV

\V.UT1fl1 br AN.\ I3ELEN MONTES

TE

\iolation D.C.C U.S.C Title 18

Sections 794

Ronald Walutes Jr

Assistant United States At

.2O2 514-6966

Scpte 2001

Date

Bond Hold Without Bond

MPLETE FOR ALL AftREST WARRANTS

2iting utforincition jjst he j.wovtcfcc/ for arrest warrants and an original and duplicate oft/ifs form
szibinittcd to 1/Ic Ckrks Office with the warrant papers

fficer Agent Name Spcia1 Agent

gcncy/ Unit

Hour Telephone Number

For officer/agent

ceper Number

For officer/agent

Federal Bureau ollnvestigation b7C

SE ISSUE Arrest Search Seizure

adge Number
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A.FFIDAVJT EN SUPPORT OF CRIMINAL COMPLAINT
ARREST WARRANT AND SEARCHWARRANTS

Sephen McCoy being duty sworn berebystate the following under penalty o1perury

am Special Agent of the. cdcral Bureau of Incstigation FBI and have been so

cmploycd for approximately 20 years am currently assigned to the Washington Field Office to

squad responsible for counter-intelligcnce relating to Cuba have w9rked in the counter-

intelligencc field for approximately IS years and have worked specifically on counter-intelligence

matters involving Cuba for the last 12 years As result of my experience in counter-intelligence

investigtions and foreign counter-intelligence ti-aining am familjar with the strategy tactics

methods tradccraf and techniques of the Cuban foreign intelligence service and its agents

This affidavit is subrritted in support ofan application for complaint and arrest warrant

charging ANA BELEN MONTES with conspiracy to commit espionage in violation oilS U.S.C

794c and for applications for four search warrants to search the following items and

locations

the residende of ANA BELEN MOlFES such premises known and described

as cooperative apartment located at 3039 Macomnb Street N.W apartment 20 Washington D.C

20008 and further described in Attachment to this affidavit

red 2000 Toyota Echo bearing vehicle identification number

3TDT1231Y0007841 and District of Columbia license plate number 993 190 which is registered

to ANA BELEN MONTES and anticipated to be within the District of Columbia

room C6-146A 200 MacDill Boulevard Washington D.C 20340 which is the

office/work space assigned to ANA BELEN MONTES at the Defense Intelligence Analysis Center

located on Boiling AJr Force Base
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safe deposit box 11526 leased by ANA BELEN MONTES at Riggs Bank NA

Friendship Branch 4249 Wisconsin Avenue N.W Washington D.C

Information in this affidavit is basedon my personal laowledge and on information

pro vidcd to rue by other counter-in tcllicnce investigators and law enforcement officers during the

course of this investigation Searches and various forms of surveillance have been condicted

pursuant to the Foreign Intelligence Surveillance Act of 1978 as amended FJSA and orders of the

Foreign Intelligence Surveillance Court FISC

Background

ANA BELEN MONTES is United States citizen born on ebruary 28 1957 on U.S

military installation in Nurnberg Germany She gradiiated from the University of Virginia in 1979

and obtained masters degree from the Johns Hopkins UriversitySchool of Advanced International

Studies in 1988 She is single and lives alone at 3039 Macomb Strcet N.W apartment 20

i\Tashington D.C 20008 which residence is further described in Attachment She has registered

in her name red 2000 Toyota Echobearing vehicle identification number JTDTI23 1YtOO784l

and District of Columbia license plate number 993 190 Zhich is regularly parked in the vicinity of

her residence and which she regularly uses to commute to her place olernployment

MONTES is currently employed by the Defense Intelligence Agency DIA as senior

intelligence analyst Her current office is at 200 MacDill Boulevard located on BoIling Air Force

Base Washington D.C 20340 Her assignedoffice space is C6-146A She has been employed by

DLA as an analyst since September 1985 Since 1992 she has specialized in Cuba matters She is

CWTcLLLIy th enur anaytt responsible ibr rna1er prtaning Cuba During the course of her
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employment MONTES has had direct and authbrized access to classified information rdating to the

natioal defense

Records obtained from Riggs Bank reveal that MONTES has continually lcased safe

deposit box number 526 at Riggs BankJLA Friendship Branch 4249 Wisconsin Avenue N.W

Washington D.C sincc September 1993

Classified information is defined by Executive Order No 12958 60 Fed Rcg.19825

1995 as fllows information in any form that is owned by produced by or for or under the

control of the United States government falls within one or more of the categories set forth in

section 1.5 of the order including intelligence sources and methods crpto1ogy military plans and

vulnerabilities or capabilities of systems installations projects or plns relating to the national

security and is classified by an original classification authority who determines that it

unauthorized disclosure reasonably could be expected to result in damage.to the national security

Llndcr the executive order the designation Confidential shall be applied to information the

unauthorized disclosure of which reasonably could be expected to caUse damage to the national

security The designation Secet shall be applied to information the unauthorized disclosure of

which reasonably could be exjecEed to cause serious damage to the national security The

designation Top Secret shall be applied to information the unauthorized disclosure of which

reasonably could be epected to cause exceptionally grave damage to the national security

In addition Executive Order No 12958 provides that the secretaries ofState Defense and

Energy are authorized to create special access programs upon certain specific findings including

that the vulnerability of or threat to specific classified information is exceptional Under such
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program the safeguarding and access requirements to infçrrnation covered by the program exceed

those nornially rcquircd for information at the same classification level

Under 32 C.F.R lS9a.9 Sensitie Conipartrnented InformationSCI refers to

information and material that requircs special controls Tor restricted handling

10 During her emp Joynient at D1A MONTES has continuously held secu.rity clea.rance and

has had regular au.Lhorized access to cfassified information know that persoæ who receives such

clearahces is required to be briefed on the procedures for properly handling classified information

and the penalties for failing to do so and that such person must sign certifibations ofunderstanding

and agreement in connection ith those briefings have revicwd Classified Infbrmation

Nondisclosure AgreeTnent Standard Form 189 that MONTES signed on September301 1985 In

that document MONTES acknowledged that she was aware that u.naiithorized disclosure ofclassifled

information could cause irreparable injury to the United States or could be used to advantage by

foreign nation that she would nevcr divulge such information to an unauthorized person and that

she understood that she was obliged to comply with laws and regulations that prohibit the

unauthorized disclosure ofclassiiied information arid Lht she fu.rther understood such disclosure

could constitute violation of United States criminal law including 18 U.S.C 794 have also

reviewed Security Briefirig1Debrifing Acknowledgment form signed by MONTES on May 15

1997 briefing her into Special Access Program SAP On this date specifically in connection

with this SAP MONTES signed Sensitive Compartinented Information Nondisclosure Agreement

inwhich she acknowledged that thcunaithorized disclosure ofSCl may violate.fedcral criminal law

nch.uding U.S.C 794 and that such disclosure could cause irreparable injury to the United

States or be used to the advantage of foreign nation
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A. Commurikatfon From the Cuban Intelligence Service tCuIS Co MONTES via

Shortwave Radio

II Based on my knowledge and .üiiniliarity with the methodology olthe Cuban intelligence

service am aware that the CutS dften communicates with clandestine CuIS agents operating

outside Cubaby broadcasting encrypted messages at certain high frequencies Under this method

the CuIS broadcasts on particular equency series of numbers The c1ndestine agent

monitoring the message on shortwave radio keys in the numbers onto computer arid then uses

diskette containing decryption prgram to convert the scerning series of numbers into

Spanish-language text This was the methodology employed by somc of the defendants convicted

la.st June in the Southern District of Florida of espionage on behalf of Cuba and acting as

unregistered agents of Cuba in the case of United States of Asnerica erardo Hemandez et aL

Cr No 98-721-CR-Lenardss Although it is very dilficult to decrypt message without access

to the relevant decryption prograrri çpce decrypted on the agents computer the decrypted message

resides on the computers hard drive unless the agent taks carefu1
steps to cleanse the hard drive of

the message Simply deletings the file is not sufficient

12 Based on the evidence described below have concluded that MONTES was

clandestine CuIS agent who communicated with her handling CuIS officer in the manner described

above

13 receipt obtained from CompUSA store located in Alexa.ndria Virginia indicated that

on October 1996 one Aria Monies purchased refurbished Toshiba laptop computer model

405CS serial number 10568512
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14 Daring court-authorized surreptitious entry into MONTESs residence conducted by

the FBI on May 25 2001 FBI agents observed ih her residence Toshiba laptop computer with the

serial number set out above During the search the agents electronically CQpCd the laptops hard

drive Daring subscquent analysis of thd copied hard drive the FBI recovcrcd substantial text thai

had been delcicd from the laptops hard drive

IS Thc recovered text From the laptops hard drive included significant portions ofa Spanish

language message which whcn printed out with standard font comes to approximately II pages of

text The recovered portion of the message does not expressly indicate when it was composed

However it instructs the message recipient to travel to the Friendship Heights stationt On Sabirday

November 23rd My rvjew ala calendar indicates that November 23 fell on Saturday in 1996

the next time thereafter November falls on Saturday is in 2002 Accàrdingly this message was

composed sometime beforeNovember23 996 and eiitcred onto MONTESs laptopsometime after

October 1996 the date she purchased it Based on its coptent have concluded that it is

message from CuIS officer to MONTES

16 Portions of the recovered message included the following You should go tO the WIPE

program and destroy that file accotding to the steps
which we discussed durirg the contact This is

basic step to take every time you receive i-adio message or some disk

17 During this same search the agents also observed Sony shortwave radio stored in

previously opened box on the floorof the bedroom The agents turned on the radio to con.fiim that

it was operable.AIso found was an earpiece that could be utilized with this shortwave radio

allowing the rado to be listened to more privately Similar earpieces were found in the reidence

1iJ defergLanis in the Hcmandez caw as esoribed above in paragraph 11.
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The ecovercdpoction olihe rncssage begins with the following passage

Nevertheless learned that you entered the code communicating that

you were having problems with radio reception The code alone

covers rucaning that w1o not know spccifici1y what types of

difficulty you are having that its only been fewdays since

we began the USC of new systems lets not rule out that the problem

might be related to them In that case Pm going to repeat the

necessary steps to take in order to retrieve message

The message then describes how the person reacUng the message should write he information you

send to us and thc numbers of the.radio messages which you receive The message later refers to

goin to new line when you get to the group IQ of the numbers that you receive via radio and

still later gives as an example series of groups of nurnbers22333 44114 7764577647 90909

13425 76490 78399 7865498534 After some further instruction the message states Here the

program deciphers the mcssage.artd it retrieves the text ontb the screen askingyou if the text is okay

or not Near the conclusion of the message there is the statement In this shipment you will receive

the following disks. .2 Disk RI to decipher our mailings arid radio

19 Further analysis of M9NTESs copied Toshiba haid drive identified text consisting of

series of ISO 5-numberups The text begins 3010724624 and continues til ISO such

groups are listed The FBi has determined that the precise same nuibers in the precise same order

were broadcast on February 1999 at AM frequency 7887 kHz by woman speaking Spanish

who introduced the broadcast with the words Attencion Attencion The frequency used in that

February 1999 broadcast is within the frequency range of the shortwave radio observed in

MONTESs residence on May 25 2001

Communication Between the CutS and MONTE.S via Computer Diskette
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20 Based on my knowledge of the methodology employed by the CuIS am aware hat

clandestine CuIS zgcn often cornnuulicates with his or her handling CuIS officer by typing

nicssgc onto computer and thcn encrypting and.saving it to diskette The agent thereafter

physically delivers the diskette cithcrdirectly or indirectly to thc officer Ii addition as an

alternative to sending an encrypted shortwave radio broadcast CuTS officer often will similarly

.placc an encrypted message onto dikette and again simply physically deliver the diskette

clandestinely to the agent Upon receipt of the encrypted message either by the CuIS officer or the

agent the
recipient employs decryption program contained on separate diskette to decrypt the

message The exchange of diskettes containing enbrypted rnessages and th use of decryption

progi-a.rns contained on cparate disketts was one of the clandestine communication techniques

utilized by the defendants in the Hernandez case describd above in paragraph II Although it is

difficult to decrypt message without the decryption program the very process of encrypting or

iecrypting message on computer causes decrypted copy olthe message to be placed on the

computers hard drive Unless affirmative
steps are taken to cleanse the hard drive beyond simply

deleting the message the message can be retrieved from the hard drive

21 Based on the evidence described below have concluded that MONTES was CuIS

agent who communicated with her CuIS handling officer by passing and receiving cornpute

diskettes contairüng encrypted messages

22 The message described above that was contained on the hard drive ofMONTESs laptop

computer contained the following passage

Coiliiue dloz thsiilriycu havc f2.r but cipher the

information every time you do so that you do not leave prepared

information that is not ciphered in Lh.e house This is the most
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sensitive and compromising infot-rnation that
yoli

hold We realize

that this entails the difficulty of not being able to revise pr consult

what was written previously before each shipncnt but we thiiik it is

worth taking this provisional mesurc It is not prob tern for us if

some intelligence eleme1 comes repeated orwiEh anothedefect

which obviously cannot9elp we understand this perfectly.-- Give

only the ciphered disks Do not give for the time being printed

or photographed material Keep the materials which you can justif

kceping until we agree that you can delIver them.-- Keep up the

measure of formatting the disks we send you with couriers or letters

as span as possible leaving conventional notes as reminders only of

those things to reply to or report

The message goes on to refer to ttshipmentH that contains DiSk SI to cipher the inforrnation you

send and as indicated in the previous section to Disk RI to dcijher our mailings and radio

Earlier in the message there is reference to information you receive ejther via radio or disk

23 Daring the court-authorized search of the residence on May 25 .2001 two boxes

containing total of 16diskettes were observed During subsequent such search on August

2001 box containing 41diskettes later deterrnined to be blank were observed Finally records

obtained from Radio Shack storiocated near MONTESs residence indicate that MONTES

purchased 160 floppy diskettes during the period May 1993 to November 1997

ff1 Communication Li-am MONTES to the CUSS by ager

24 Based on my knowledge of the methodology crnployed.by the CUSS am aware that

clandestine CUSS agent often communicates with his or her handling CUSS officer by making calls

to pager number from pay telephone booth and entering pre-assigned code to convey

particular mes.sage This methodology was utilized by the defendants in the Hemandez case

described above in paragraph II
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25 Based on the evidence described below believe that MONTES has been communicating

with her handling CutS officer in this fashion

26 In the same message copied from MONTESs hard drive that has been described earlier

in ibis affidavit there is passage that tates

Beepers that jou have The only beepers in use at present are the

following 91 seven-digit telephone number omitted from

this app licationj use it with identification code 635 917
seven-digit telephone number omitted from this application Use it

with identification code 937 917 seven-digit telephone

numnberornitted from this pplication Use it onlywith identification

code 2900 because this beeper is public in otherwords it is

known to belong to the Cuban Mission at the UN and we assume

there is some control over it You may use this beeper only in the

event ou cannot corruriunicate with those mentioned in and.2
which are secure

Based on myexperience and knowledge have conclud.ed that the reference to control over it in

the above passage reFers to the CuES officers suspicion that the FBI is aware that this beepernumnber

is associated with the Cuban government and is monitoring it in some Fashion

27 In addition as describedpreviously the message on the laptops hard drive includes

portion stating that the message recipient entered the cde communicating that you were having

problems .with radio reception Based on the evidence described above have concEuded this

portion ofthe message indicates that MONTES at some point shortly prior to receiving the thsage

sent page to her CuES ofliŁer handler consisting ofa pre-assigned series ofnambers to indicate she

was having communication problems

28 Based on evidence obtained during the FBIs physical surveillance of MONTES

conducted between May and September 200 have concluded that MONTES continues to send

cod
page.s to the Cul Thsevic1ri is describ.ed below in p2.ragraphs 38 to 45
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III MONTESs Transmission ofClassified Information to thc CuES

29 Thc same mcssagc described above as well as othcr messages rccovcrcd from thc laptops

hard drive corttaincd the following information indicating that MONTES had been tasked to provide

and did provide classified information tothe CuSS

30 In one portion olthc message discussed thove the CuIS pflicer states

What said during the meeting was very interesting Surely

you rememberwell his plans and expectations when he was coming

here If remember right on that occasion we told you how

trcmendous1y i.iseful the information you gave us from the meetings

with him resulted and how we were waiting here for him with open

arms

31 have replaced in this pplication with word that begins with capita letter

which was not translated and is in fact the true last name of U.S intelligence officer who was

prcsent in an undercover capacity in Cuba during period that began prior to October l996 The

above quOted portion of the message indicates that MONTES discloed the U.S officers Intel1 igence

agcncy affiliation and anticipated psence in Cuba to the CuIS which infbrmation is classified

Secret As result the Cuban government was able to direct its counter-intelligence resources

against the U.S officer we were waiting here for him with open arms

32 The very next section in the message states

We think the opportunity you will have to participate in the ACOM
exercise in December is very good Practically everything that takes

place there will be of intelligence value Lets see if it deals with

contingency plans and specific targets in Cuba which are to

prioritized interests for us

33 have concluded that the ACOM exercise in December is reference to December

1996 war games exercise conducted by the U.S Atlantic Command U.S Department ofDefense
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unified command in Norfolk Virginia Details about the exercises contingency plans and specific

anets is classified Sccrct and rciates to the national dclcnsc of the United States

34 DIA has advised that MONTES attended the above exercise in NorfQlk as part of her

officia DIA duties

35 in separate message partially recovered from the harddrive of MONTESs Toshiba

laptop the message reveals details about particular Special Access Program SAP related to the

national defense of the Unied States and states In additionjust today the agency made me enter

into program special access top secret nani last name omitted Erorn this application and

are the only ones in my office who krtow about the program The dtàLs related about this SAP

in this massage are classified iop Secret scr

36 DIA has confirmed that MONTES anda colleague will1 the same name as that related in

the portion of the message described above werc briefed into this SAP together on May 15 1997

cordirigTy have concluded that the above message from MONThS to CuIS officer

37 In yet another message recovered from the laptop there is statement revealing that we

have noticed the location number and type of certain Cuban military weapons in Cuba. This

information is precisely the type of information that is within MONTESs area of expertise and is

in fact an accurate statement oflhc U.S intelligence cotnmunitysknowledge on this particutar

issue The information is classified Secret Accordingly have concluded that this message also

is message fi-orn MONTE.S to CuIS officer

FBI Physical Surveillance oIMONTES and Telephone Records for May to September2001

38 FBI physical surveillance ofMONTES has shown recent pattern of pay telephone calls

by her to pager number communication method that as described above in paragraph 24 iS
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consistent with knowii Cu1S communications plans and operations In each pargraph below that

refers to MONTES driving she was utilizing the Toyota described above in paragraph

39 The FBI maintained periodic hysica1 surveillanccQrMONTES duxing the period May

to September 2001 On May 20 20Q1 MONTES le her residcncc and droveto the r-Iechts on

Wisconsin Avenue in Chcvy Chase Maryland She entered the store at 107 p.m and exited by the

rear clitrance at 227 p.m She then sadown on stone wall outside the rear entrance and waited

for approximately two minutes At 130 p.m the FBI observed her walk to pay phone

approximately 20 feet frornwhere she was sitting She placed one minute call to pager number

using pi-e-paid calling card At 145 p.rn she drove out of the Hechts lot and heded north on

Wisconsin Avenue toward Bethesda Maryland At 152 p.m she parked her car in lot and went

into Modells Spoting Goods store She quickly exited the stor carrying bag and crossed

\Visconsin Avenue to an Exxon station She was observed looking overher right and lefi shoulders

as she crossed thc Exxon lot At 200 p.m she placed one minute call from pay phone at the

Exxon station to the same pager number using the same pre-paid calling card By 208 p.m

MONTES hadwalked back to her vehicle and was driving back to her residence where she arrived

at 230 p.m

40.0n June 32001 MONTES engaged in similar communications activity She lefi hei

residence at approximately 230 p.m and drove to bank parking tot at the corner of Harrison Street

N.W and Wisconsin Avenue N.W She exited her car at approximately 237 pm and entered

Borders Book Store on Wisconsin Avenue She left the store approximately 40 minutes later She

then crossed Wisconsin Avenue to the vicinify of three public pay phones near the southern exit of

the FriencLship Heighis Metro Statin At3.28 p.im she placeda one-minute c.all using Lhcsarne pre
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paid calling card to the same pager number she had called on May 20 2001 A1er few minutc

she walked back to her car and drove to grocery store

$1 Pursuant to court authorization7 on August 16 2001 the FBI searched MONTESs

jocketbook In separate compartment of MONTESs wallet the FBI found the pre-paid calling

card used to plac the calls on May 20 2001 and June 2001 In the same small compartment the

FBI located slip of paper on which ws written the pager number she had called Written above

this pager number was set of digits that believe comprise one or more codes for MONTES to use

after caning the pager number7 i.e aller contacting the pager she keys in code to be sent to the

pager which communicates paiticular pre-established message

42 On August 26 2001 at approximately 1000 a.rn te FBI observed MONTES rraking

brief pay telephone call to the same pager number from agas stationlconveniencc store located at

the intersection of Connecticut and Nebraska Avenues N.W in Wash.IflgtOfl D.C

43 On September 14 2001 MONTES lefi workand drQve directly to her residence She

then walked to Connecticut AvenucN.W in Washington D.C still vearing her business clothes

and madeastop atadry cleaning shop She then entered the National Zoo through the Connecticut

Avenue entrance She proceeded to the Prairie L.and overlook where she stayed for only 30

seconds She then walked fttrther into the zoo compound arid basiciIyre-traced her route out ofthe

zoo At approximately630 p.m MONTES removed asmailpiece ofpaperor card from herwallet

and walked to public phone booth located just outside the pedestrian entrance to the zoo

MONTES then made what telephone records confirmed to be two calls to the same pager number

she had called in May June and August as described above The records reflect that the first call

was unsuccerfj1 Le the call lasted.ze.ro r.ecords According to the iecords shcni.ade asecond call
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one minute later that lasted 33 seconds Shortly aIer making these calls MONTES looked at her

vatch and then proceeded to walk back to her residence

43 On September 152001 tclep1one recàrds pertaining to the pre-paid calling card number

on the card observed in her pocketbool on August 16 2001 show that MONTES made call to the

same pager number at 1112 a.rn that lasted one minute

44 On Seprember 16 2001 MONTES left her residence in the early afternoon and took the

Metro Red Line to the Van Ness tJDC station in Washington D.C She made brief telephone

call from payphone in the Metro station at apprôxiniately 150 p.m again to the same pager

number

45 MONTES is known to possess cell phone cell phone was observed during court-

authorized search ofher tote bag on August 162001 Tnaddition during surveillance on September

162001 MONTES was observed speaking on cell phone Furthermore telephone records

obtained in May.2Q01 confirm that she has subsOnibed to ccli telephone service continually from

October26 1996 to May 14 2001 MONTES use ofpublicpay phones notwithstanding her access

to cell phone supports my conclusion that the pay phone calls described in this section were in

furthrance of MONTESs espionage

Probable Cause to Seize Documents Materials and Computer Media

46 My experience has shown that individuals involved in espionage very often maintain

copies of correspondence draft documents arid even classified government documents which are

themselves of evidentiary value along with evidence of criminal and other associations This

evidence includes directories lists news articles photographs travel and similar material The

kerrts and maeria utilizcd bypersoits engaged in espionage is further described in Attacluiicit 13
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47 MONTES is known to have both laptop and desktop computer in her residence In

addition she utilizes desktop computer in her office in the DIAC These computers may be

attached to pcripherals such as printers when the search warrans are ee.cuLcd Scarching these

compc.flcr systems niiy require range oldata analysis techniques some cases it is possible for

the agents to conduct carefully taigeted.scarches that can locate evidence without requiring time-

consuming manuai search through unrelated materials that may be commingled with crithinal

eyidcnce Similarly agents may be able to locate the materials covered in the warrant by looking

for pzirticular directory or file names In other cases however such techniques may riot yield the

evidence dcseribcd in the warrant Criminals can mislabel or hide files and directories encode

communications to avoid using key words attempt to delete files to evade detection or take other

steps designed to frtistratc law enforcement searches for informaUon These steps all are anticipated

to be applicable in this casc These steps may require agents to conduct more extensive searches

hich can more easily be accomplished with equipment that cannot he brbught to the search sites

such as scanning areas of the disk not allocated to listed files Or opening every file and scanning its

contents briefly to determine whether it falls within the scope of the warrant In light of these

difficulties your affiant requests permission to use whatever data analysis techniques appear

necessary to locate and retrieve the evidence in the computers disketles nd peripherals that are

located within the places and items to be searched and to remove these items from the places to be

searched so that the items may be searched more thoroughly

Conclusion

48 Based on the evidence described above believe probable cause exists that from on or

about October 1996 to die date of this affidavit in the District ofColurnbia and elscwherc A.NA
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BELEN MONTES conspired confederated and agreed with persons known and unknown to violate

18 U.S.C 794a that is to communicate deliver and ftansmit to the go.vcrnnient olCuba and its

representatives ofliers and aients in formation relating to the national defense ofihe United States

with the intent and reason to believe thI the information was to be used to the injury of the United

States and to the advantage of Cuba and that MONTES committed acts to effect the object of this

ionspiracy in the District ofCoIumbia and elsewhere all in violation oil U.S.C 794c

49 further believe that probable dause exists that the items and locations described in

Attachment contain evidence fruits and instrumentalities relating to the above violation which

evidence Fruits and instrumentalities are further described in Attacltrnnt

STEH McCOY Special cnt
Federal Bureau of Investigation

SWORN TO AND SUBSCRIBED BEFORE ME THIS 2.c DAY OF SEPTEMBER 2001

.UNflED STATES MAGISTRATE JUDGE

John M.FC10
U.S Magistrate

.ludge
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ATTACHN4ENTA

The residence of A.NA BELEN MONTES is located at 3039 Macomb SLrcet N.W

apail.nient 20 Washington D.C 2OO0S.O39 Macornb Strce N.W is tilled The Cleveland

Apartments and isa three story red brick building Apartrnent20 is on the second floor and is

the first door on tEe jell
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