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Welcome To

Espionage A-Z
Inspire me that Imay this treason

find .. That we may know the

traitors and the truth

William Shakespeare

InAndkn At iv mm

OBJECTIVES

OFTHE

ESPIONA GE IN VESTI GATION

WHATDO WE NEED

TO
PROVE

ELEMENTS OF THE CRIME

THE

ESPIONAGE STATUTE

18 U.S.C s794a or

18 US.C s794a

EInmO

Transmitlsl...or

National Defense Information NDI...to

Foreign Power or Agent thereof ...noh

The latest to injure the U.S aid the FP

elements of the ststnte mast be met
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18 U.S.C s794a

Penalty

No statute of limitations myba

Death or life imprisonment

Criminal forfeiture provisions

Son of Sam provision

SATISFYING THE

ELEMENTS OF THE CRIME

whal do we need to do
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LEGAL ISSUES rISSCOfl
b7E

PHASES OFANESPIONA GE1
INVESTIGATION

SENT

PHASES OFAN ESPIONAGE1

INVESTIGATION

b7E
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II I_I ii

PHASES OFAN ESPIONAGE

INVESTIGATION
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PHASES OFAN ESPIONAGE PHASES OFAN ESPIONAGE PHASES OFAN ESPIONAGE

INVESTIGATION INVESTIGATION INVESTIGATION

lb

PHASES OFAN ESPIONAGE PHASES OFAN ESPIONAGE PHASES OFANESPIONAGE

INVESTIGATION INVESTIGATION INVESTIGATION

b7E

PHASES OFAN ESPIONAGE PHASES OFAN ESPIONAGE PHASES OFAN ESPIONAGE

INVESTIGATION INVESTIGATION INVESTIGATION

II II

\z
FT
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Building an Espionage Case

to

While much of the daily work of

counterintelligence is laborious and humdrum

its complex and cubcie operations are very much

like gigantic chess game that uses the whole

worldfor its boareL

Allen Duties fonnerflci

The Cnft of Intelligenor

Assessment

Preliminary Investigation

Full Investigation
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inomc..

do soknm ly swear thailwill support and defend the

Constitution of the United States against at/enemies

foreign and domestic that will bear truefaith and

allegiance to the same that tahe this obligation

freely without
any

mental reservation orpurpase of

eras/on andthatlwill well andfaithfully discharge

the duties of the office an which Jam about to enter

So help me COD

Now .. Investigate
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___________________________________________________ lb7E

Travel yours

b7E

b7E

E2U\E
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Other Databases

bi

b7E

FB1042526

ACLURM043626



Planning the Search
Implementing the Search

bi

lb

What To Search

lb

b7E

Things to Watch Out For
All Logical Investigation

Complete

No Outstanding Leads

NowWhatfl

Can We should we Arrest
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Things To
consider_____________

IbI

II

Ii I_I
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SE

WhatDo We Wish ToAccomplish

QUESTIONS
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Motives for Committing Espionage
primary motives

Clayton Lonetree

Loneliness and caught in honey trap The Russians exploited his loneliness and

disassociation in the American Embassy in Moscow and facilitated sexual relationship between

Lonetree and Soviet asset

Earl Pitts

Revenge/Anger and Money Pitts was angry at the FBI FBIHQ for not addressing the cost of

living problems agents were experiencing in New York at the time he was assigned there 1987
This was before COLAs were established Pitts saw the revolving door that the New York

office was unable to retain agents due to the high cost of living in New York PiUs was angry at

FBIHQ because in his view HQ knew what the problems were but they were unwilling to do

anything about it HQ was in the process of establishing COLAs but Pitts was unaware of this

Pitts acknowledges he was better off in New York than many as he had no children He stated

that the reason he committed espionage was because in his opinion the two things the Bureau

held most dear were its secrets and its people Therefore Pitts could embarrass the Bureau by

betraying both its secrets and its people When asked how his espionage would embarrass the

Bureau had he not been caught his answer was it was good enough that he PiUs knew

PiUs also had the perception he needed money to survive in New York At one point he was

forced to borrow money from his father which he states was extremely humiliating for him

Aldrich Ames

Money Ames maintained lifestyle far above his means e.g expensive home and car etc

Ames was also pushed by his wife co-conspirator to keep her in manner he could not afford

Robert Hanssen

Ego/Money/Psychological Factors Hanssen had tremendous ego believing he was smarter

than most other people especially Bureau people He also felt his knowledge and abilities were

not utilized properly in the Bureau He put six kids through parochial school and some through

private universities He could not afford this on his salary thus needed money to support his

family in the manner in which he chose to do Hanssen was psychologically abused by his father

never being able to live up to his fathers expectations This was deep seeded issue for Hanssen

Through committing espionage he was able to stroke his own ego feel like he one upped his

father and provide financially for his family. .Hanssen case is extremely complicated. .this is

simplistic overview

Anna Montes

Ideology Montes while having no particular tie to Cuba believed that the U.S was bully in

many of its foreign policies and did not have the right to dictate policy to other countries There

are psychological issues here as well as her father was bully in her family and she deeply

resented it This was not so much ideology toward particular country or government but more

against the bully the U.S
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b7E

ESPIONAGE

SUBJECT

INTER VIEWS

SUBJECT iNTERVIEWS

Coals of the interview

SUBJECT INTERVIEWS

Goals of the Interview

SUBJECT INTER VIEWS

Goals of the Interview

SUBJECT INTERVIEWS SUBJECT INTERVIEWS

Goals of the Interview Goals of the Interview

SUBJECT INTER VIEWS SUBJECT INTERVIEWS

Coals of the Interview

SUBJECT INTERVIEWS

Condndllngtlze interview..

Not so fast there bucico..

l7at basis ibee done yet
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SUBJECT INTERVIEWS

Interview Preparation

Planning the interview

SUBJECT INTERVIEWS

Interview Preparation

Planning the interview

SUBJECT INTERVIEWS

Interview Preparation

Planning the interview

SUBJECT INTERVIEWS

Interview Preparation
.b

Planning the interview

SUBJECT INTERVIEWS

The Interview Process

Truisms

7/20/2011

SUBJECT INTERVIEWS

Interview Preparation

When and Who

b7E

SUBJECT INTERVIEWS

Interview Preparation

Planning the interview

And now..

THE

INTERVIEW

PROCESS

SUBJECT INTERVIEWS

The Interview Process

b7E

FB1042533

ACLURM043633



SUBJECT INTERVIEWS

The Interview Process

SUBJECT INTER VIEWS

The Interview Process

SUBJECT INTERVIEWS SUBJECT INTERVIEWS

The Interview Process The Interview Process

SUBJECT INTERVIEWS SUBJECT INTERVIEWS SUBJECT INTERVIEWS

The Interrogation Process The Interrogation Process

b7E

7/20/2011

SUBJECT INTERVIEWS

The Interview Process

Truisms ennt

And now similar bat different..

THE

INTERROGATION

PROCESS

lb
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7/20/2011

SUBJECT iNTERVIEWS SUBJECT INTER VIEWS SUBJECT INTERVIEWS

The Interrogation Process The Interrogation Process The Interrogation
Process

b7E

__________________________

SUBJECT INTERVIEWS SUBJECT INTERVIEWS

The Interrogatisa Process Strategic Mistakes

STRATEGIC MISTAKES

IN

ESPIONA GE INTER VIE WS
b7E

SUBJECT INTERVIEWS SUBJECT INTERVIEWS

Strategic Mistakes Strategic Mistakes

TACTICAL MISTAKES

IN

ESPIONA GE IN TER VIE WS

b7E

ST FB1042
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7/20/2011

SUBJECT INTERVIEWS SUBJECT INTERVIEWS SUBJECT INTERVIEWS

Tactical Mistakes Tactical Mistakes Tactical Mistakes

lb

SUBJECT INTERVIEWS SUBJECT INTERVIEWS SUBJECT INTERVIEWS

Tactical Mistakes Tactical Mistakes Tactical Mistakes

b7E

Questions

SET
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b7E

b7E

Espionage Interviews

Goals

Preparation

When and Who

Planning

Strategic Mistakes The Interview Process
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The

Interrogation

Process

lb7F

_____H H_____

h7E
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Tactical Mistakes

..since Ill be doing my
time in federal prison

Key Questions will it count toward my
From the Subject retirement

April 30 1993
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BaORET

Counterintelligence

Division

Counterintelligence

Training Center

ESPIONAGE STATUTES

18 USC 794Espionage Statute

Tsnntmlttst

National Defense Information

3Ilaan Agent of Foreign Power

WIth Intent to Injure U.S OrAtd Foreign Power

50 Usc 783 Unautborferd Disclosure

AFilter Statute

tLS Government Employee

2WbaKnoelngIylhannnttn
CleanlIled Informetlon

4To Foreign National

BRIAN PATRICK REGAN
0Ve are here roeay 101011 tIre lull story of Brian PatrIck Reganu

betrayal of his country We want yOU to see the magnitude

cithe damage this man was willing to InGot

on his country and foltowgitizeos leorswwer.sssaae

undo is
100500 in 00101 nod90nd

HANSSEN FBI

Robert Hanssen

A57 year old veteran FBI employee

who receIved more than $1.4 million

In cash and jewels while spying for 17

years for the KGBISVR He pled

gully to 15 counts of espionage-

related charges Sentence life

ROBERT HANSSEN FBI

0wdldtotimi900010n

uhnleodO.doosdawunioolom

a.o.o0150150n.waOU

selonm90snoemdOdeho
tnndd.wtnmanaasei

.tt.OO.nd6hon0uaan

no000nonemseR1.04.a/
tenpd50m5rdo/ua00
oOwaoa.eeemoslnt1.050o0

5.5.elvlnundviatinaed01

en0_nto5nrIoSa1iOoiOt0

dn0a.aeutoVQn0a0O0.n

-A__ESPIONAGE
INVESTIGATIONS

ESPIONAGE

1ogcto11
of 3ying orof

using spies
lb obtain

secret intei4gence

olLn.anns.o...otLJI

ANNA BELAN MONIES DIA

Bum 9957 niagln seven

eemeied no

Oldest of lose nihtagn FBI

employees

US Ceoee Preota Reuse

denoenl

Os Uotvursey 01 Wahoo 1970
MS Johns Hoyhios Odin

1904

Washed Cl OOJ FOIPA1979
ant

Heed by Defense lnte5gneoo

AaevoySLStfrtlavO

WERE THEY BELIEVERS

Jonathan Jay Pollard

Naval Intelligence

Service otllcerwho Teresa Squillacote

spied far Israel PentagonAttumey

Sptndfaruwuyoam SpledferEosl

.hoi 1987 sentenced is life Germans and R050la

Sentence 22 yeam

Motesatlon ideology

Kurt Stand RecrudedSqoillacote.Clark

Sentonced In 18991017 years In prison

Coristctnd with vote of conspiracy to commit

espionage attempted espionage and illegally

oblalning national defense information
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Aldrich Hazen Ames CIA

___ Idrtch Arson Iw

and Wife con

CtAVeteran ________________
_______

KGB So tOt npyfr005

1055ta1054

Pnld op to $25lStsn

Sentn00d to Ba

Coot tonMtn

Ponns.un.iro that

Tb.totrM.noootnpionau

th.dceo....000r

b6

b7C
lb

b6
lb

FB1042541

DAVID SHELDON BOONE NSA EDWIN EARL PIUS FBI

Earl Edwin Pills

from 1987 -1992

_____________
Seotence27 years

Mrong tare things

_____________ he gave up hOtel

Indstduals spying

against the

Russians for the

United Slates

_______ TYPES OF SPIESThe WALKER Spy Ring USN

FAMILY or

US Na Veteran

SPIES John Walker

KGB Spy 1968-1985

ProstdedcPto

Information

JoeaWasr PaidApprssimutety $1 million

.t.S000 BCam.a

SeotescedtaLlfetnPrtson Jrwa.oeoo

ew.HJ
M000SW.Soc

KOBProt001WaWeesWopnO

AFEWOTHER SPIES

1py

Ronald Pelton

spy Jonathan Pollard

xo srI Hanssen

py Brian Regan

ppy

rclctraru sitter

Where are spies found

Everywhere

Peter Lee

.1

Aluru Prasad

______
AFEWOTHER SPIES

Where are spies found

Everywhere

Douglas Tsou

Hou Desheng

ECONOMIC ESPIONAGE ACT

The Economic Espionage Act of 1996

18 USC section 1832 any person or

organization who knowingly steals or

destroys any trade secrets with intent to

economically benefit anyone other

than the owner and injure the

owner of the trade secret

includes civil relief and forfeiture

Fcreuampte

WHYANEW LAW

The cost to the US its corporatioas

and its resideats

market share

trade balance

ACLURM043641



STATUTE SPECIFICS ______ FOUR PILLARS and OTHER CASE

Extends the definition of goods wares or

merchandise to include proprietary

economic information owned by company

Allows intelligence investigations when

foreign intelligence services are using tradition

methods to gather proprietary information not

just classified government information

Dr Ten Hong Lee Pin Yen Yang and his

daughter Sally lwei Chen Yang and Four

Pillars Enterprises of Texas and Taiwan

Three arrested in September 1997 and

cliaiged with stealing trade secrets

Avery-Dennisons estimated its

damages at $50 to 60 million

_____ WHY NEW LAW

Lets revisit thin question of why new law

and look to the words of what

is considered friendly country

There is but one

evill dread
and that is

their spies

George

Washington

FB1042542
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This ssntstion is clsssifled

Threat Assessment
Intelligence Goals

Whvarewe here

lb

lb

b7C

b7E

in
lb

lb

bl

b7F
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THE

lb

b7E

Montesl From CuIS

gton Field provided results of

this ineiation to FBIHQ and

DOJ OW --h immediately

turned weak rto promising

espionage -on

Ii I_I ii

sMi
.1
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b7E

TN

Building an Espionage Case

From to

Threat Assessment

or

Preliminary Investigation

Thrçat Assessment

b7E
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b7E

b7E

Now Investigate
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II 1.1 ii

Travel yours

Investigation

lb

b7E

b7E

b7E

Identif
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Tssue.. b7E
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b7E
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What To Search Planning the Search
Implementing the Search

Things to Watch Out For

lb

lb

b7E

ri

Ii
I_I

ii

Tomorros

All Logical Investigation

Complete

No Outstanding Leads

Now What

IL

SET
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Means of Effecting Various Forms of Electronic Surveillance and Physical Searches

Thece descriptions were filed with the FISA Court on June 13 2005 and will be incorporated by reference in

applications filed after June 15 2005

Electronic surveillances

.b7E

II I_I ii

iomiedXlIII
SEC/OQ NN

-1-
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b7E

Electronic surveillance in conjunction with physical search

ST//Ok NWRN
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Tuesday 6/24

Espionage A-Z

June 24 272003

800am- 1130am Welcome

Administrative matters secure space and Quantico rules

Objectives of Espionage Investigations

Elements of the Crime

Satisfying the Elements of the Crime

Intelligence Authorization Acts where cases come from

Reporting Requirements on Espionage Cases

1130am- 100pm Lunch

100pm- 500pm

Wednesday 6/25

800am- 1130am

Building an Espionage Case Practicum to

Building an Esjionage Case Practicum to cont

1130am- 100pm

1130am- 100pm

Lunch

Lunch

100pm 500pm

Friday 6/27

800am 1200pm

PiUs Presentation

DOJ OIPR CES NSLU roundtable

Discussion and wrap-up

100pm- 500pm

Thursday 6/26

800am- 1130am

Robert Hanssen Presentation

1spionage subject interviews

____IReport presentation

bi
b6

lb

lb

13A1

FB1042554
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ESPIONAGE A-Z

September 22-26 2003

Monday 9/22

Welcome/Administrative Matters secure space/Quantico rules

We1com tissues

Objectives of Espionage Investigations

Elements of the Crime

Satisfying the Elements of the Crime

100pm 500pm Intelligence Authorization Acts where cases come from

Reporting Requirements on Espionage Cases

Behavioral Analysis Program BAP
Brian Regan Espionage Case Presentation

Tuesday 9/23

800am 500pm Building an Espionage Case Practicum tA

Wednesday 9/24

800am 1200pm

100pm 500pm

Thursday 9/25

Economic Espionage

800am 1200pm Espionage Subject Interviews

100pm 500pm 1Report Findings on thel Investigation

Earl Pitts Espionage Case Presentation

Friday 9/26

TE

REIN TTNrLAIFIEtj ECEPT

800am 1200pm
b7E

bi

b7E

Robert Hanssen Espionage Case Presentation

800am 945am

945am

b6

b7C

DOJ CES/OIPR and NSLB
Dismissal

FB1042555
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ESPIONAGE A-Z

November 17 212003

Welcom/Admi1nistrative Matters secure space/Quantico rules

Welcom issues

Objectives of Espionage Investigations

Elements of the Crime

Satisfying the Elements of the Crime

Ma Montes Espionage Case Presentation Case Agenti

Building an Espionage Case Practicum tA

lb

b6

b7C

lb

Thursday 11/20

800am 1200pm

100pm 500pm

Friday 11/21

800am 945am

945am

Espionage Subject Interviews

Earl Pitts Espionage Case Presentation Case Agent

DOJ CES/OIPR and NSLB
Dismissal

.b6

lb

LLA IFIEI EATJ TP b1

Monday 11/17

800am- 1200pm

100pm 500pm

Tuesday 11/18

800am 500pm

Wednesday 11/19

800am 1200pm

100pm 500pm

Pluta

lb

lb

b7C
b7E

Economic Espionage

Robert Hanssen Espionage Case Presentation Case Agent

FB1042556
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THE

Monday 3/8

ESPIONAGE A-Vt

March 8-12 2004

800am- 1200pm Welcome/Administrative Matters

Objectives of Espionage Investigations

Elements of the Crime

Satisfying the Elements of the Crime

Phases of an Espionage Investigation

Thursday 3/11

800am 1200pm

100pm- 500pm

Friday 3/12

800am 930am

945am

bi

lb

land thel IReport

Economic Espionage

1OOpm-5OOpm

Tuesday 3/9

Ana Montes Espionage Case Presentation Case Agen

800am 500pm Building an Espionage Case Practicum

Wednesday 3/10

800am- 1200pm

100pm 500pm

Pluta

b7C

b7E

lb

b6
b7C

lb

b6

b7C

Robert Hanssen Espionage Case Presentation Case Agenil

Espionage Subject Interviews

Earl PiUs Espionage Case Presentation Case Agent

Counterespionage
Issuel

Dismissal

FB1042557
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Monday 9/13

EIH TTrLA IFIEL EiEPT

ESPIONAGE

September 13 172004

II I_I ii

800am 1200pm

100pm- 500pm

Tuesday 9/14

800am- 900pm
900am 500pm

Welcome/Administrative Matters

Objectives of Espionage Investigations

Elements of the Crime

Satisfying the Elements of thern Crime

Psychology of Espionage what were they thinking

Brian Regan Case Presentation

Building an Espionage Case A-Z

lb

b7E

Wednesday 9/15

II I_I ii

800am 1200pm

100pm 500pm

nd thel Report

Ana Montes Case Presentation

bi

lb

b7C
b7E

Thursday 9/16

800am 1200pm Espionage Subject Interviews

100pm 500pm Earl Pitts Espionage Case Presentation

Friday 9/17

800am 900am

900am- 1030am

Administrative Issues __________

Counterespionage Issues Acting Section Chiefl

SET

b7E
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ESPIONAGE

IPEIN TL IFIED LEPT

Tuesday 3/29

March 29 April 2005

II I_I ii

800am 1200pm

100pm 500pm

Welcome/Administrative Matters

Objectives of Espionage Investigations

Elements of the Crime

Satisfying the Elements of the Crime

Building an Espionage Case A-ipart

IL

lb

Wednesday 3/30

800am 1200pm Building an Esnionae Case part II

100pm 500pm

Thursday 3/31

8OOam-12OOpm
100pm 500pm

Friday 4/1

Ana Montes Case Presentation

Espionage Subject Interviews

Earl Pitts Case Presentation

800am 1200pm Current Espionage Matters

Administrative Matters

5$T

b7E

II
I_I

ii

bi

FB1042559
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Monday 5/23

ESPIONAGE

May 23-27 2005

800am- 1200pm

100pm 500pm

Welcome/Administrative Matters

Objectives of Espionage Investigations

Elements of the Crime

Satisfying the Elements of the Crime

Psychology of Espionage what were they thinking

Robert Hanssen Case Presentation

Tuesday 5/24

11h1

Ill-Il 80Oam-5OOpm
...

Building an Espionage Case A-ZTT

bi

lb

Wednesday 5/25

Thursday 5/26

800am 1200pm

100pm 500pm

Friday 5/27

800am 930am

930am 500pm

Counterespionage Issue

Administrative Issues

II
I_I

ii

800am 1200pm

100pm- 500pm

DOJ Counteresnionae Section

Ana Montes Case Presentation

Espionage Subject Interviews

Earl PiUs Case Presentation

lb

lb

FB1042560
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ESPIONAGE

September 26-30 2005

800am- 1145am

1245pm 500pm

Tuesday 9/27

800am 500pm

Welcome/Administrative Matters

Objectives of Espionage Investigations

Elements of the Crime

Satisfying the Elements of the Crime

Psychology of Espionage what were they thinking

Ana Montes Case Presentation

Building an Espionage Case A-ZT

lb

lb

Wednesday 9/28

DOJ Counterespionage Section

I3rian Kegan Case 1-resentation

lb

b7E

Thursday 9/29

800am- 1200pm

100pm 500pm

Friday 9/30

800am 930am

930am 500pm

Espionage Subject Interviews

Earl PiUs Case Presentation

Counterespionag Issuesi

Administrative Issues

Monday 9/26

800am- 1200pm

100pm- 500pm

b7E

FB1042561
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TE THE

Monday 10/31

800am- 1200pm

100pm 500pm

Tuesday 11/01

800am 500pm

Welcome/Administrative Matters

Objectives of Espionage Investigations

Elements of the Crime

Satisfying the Elements of the Crime

Psychology of Espionage what were they thinking

Building an Espionage Case A-Z
Robert Hanssen Case Presentation

lb

lb

Wednesday 11/02

800am 1200pm

100pm- 500pm

DOJ Cnnnteresninnace Section

Ana Montes Case Presentation

b1

b7E

Thursday 11/03

800am .12OOpm

100pm 500pm

Friday 11/04

800am 930am

930am 500pm

Espionage Subject Interviews

Earl PiUs Case Presentation

Counterespionage Issues

Administrative Issues __________

ESPIONAGE

October 31 November 2005

FB1042562
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ESPIONAGE

March 13 172006

Welcome/Administrative Matters

Elements of the Crime

Satisfying the Elements of the Crime

Ana Montes Case Presentation

Psychology of Espionage What were they thinking

Counterespionage Section DOJ
Building an Espionage Case A-Z

Wednesday 3/15

800am 1200pm

100pm 500pm

Thursday 3/16

800am 1200pm

100pm 500pm

Friday 3/17

800am 930am

930am 500pm

Report of Contact/Statement Analysis Practicum

Espionage Subject Interviews

Earl PiUs Case Presentation

Counterespionage Issues

Administrative Issues

bi

b7E

b7E

FB1042563

LAIFIED

Monday 3/13

800am 1200pm

100pm 500pm

Tuesday 3/14

800am 500pm

ACLURM043663



CLAIFIED E19 B1J/TP L1

ESPIONAGE

November 13 17 2006

Monday 11/13

800am 1200pm

100pm 500pm

Tuesday 11/14

800am 300pm

300pm 500pm

Welcome

Elements of the Crime

Satisfying the Elements of the Crime

Administrative Matters

Clayton Lonetree Recruitment Case Study

Brian Regan Case Presentation

Building an Espionage Case tA-Z

Ronald Montaperto Case Presentation

Wednesday 11/15

800am 1200pm

100pm 500pm

lb

b7E

William Kampiles Statement Analysis Practicum

Ana Montes Case Presentation

Thursday 11/16

800am 500pm Espionage Subject Interviews

Earl Pitts Case Study

Friday 11/17

800am 500pm Finale

FB1042564

ACLURM043664



rL IFIED 517w THE TiTT TP b1 SE IPEIN U1rLAIFIEL ELET

ESPIONAGE

February 2007

Monday 2/5

800am 1200pm

100pm 500pm

Tuesday 2/6

800am 3OOpm

300pm 500pm

Welcome

Elements of the Crime

Satisfying the Elements of the Crime

Brian Regan Case Presentation

Clayton Lonetree Recruitment Case Study

Building an Espionage Case A-Z

Ronald Montaperto Case Presentation

Wednesday 2/7

800am 1200pm

100pm 500pm

Thursday 2/8

800am 1200pm

100pm 500pm

bi

Ana Montes Case Presentation

William Kampiles StatementAnalysis Practicum

Espionage Subject Interviews

Earl Pitts Case Study

Friday 2/9

800am 500pm Finale

5E FB1042565

ACLURM043665



rr

SET

ESPIONAGE

October 22-26 2007

Monday 10/22

800am- 1200pm

100pm 500pm

Tuesday 10/23

800am 300pm

300pm 500pm

Welcome

Elements of the Crime

Satisfing the Elements of the Crime

Psychology of Espionage

Ann Montes Case Presentation

Building an Espionage Case A-Zfl

Ronald Montaperto Case Presentation

II I_I ii Wednesday 10/24

800am 1200pm

100pm 500pm Brian Regan Case Presentation

Statement Analysis

Thursday 10/25

Closing Remarks by Clayt Lemmel ection Chief

Finale

800am 1200pm Espionage Subject Interviews

100pm 500pm Earl Pitts Case Study

Friday 10/26

800am 500pm

lb

FB1042566

ACLURM043666



SET

ESPIONAGE

December 10-14 2007

Welcome

Elements of the Crime

Satisfring the Elements of the Crime

100pm 500pm

Tuesday 12/li

800am 300pm

300pm 500pm

Psychology of Espionage

Ann Montes Case Presentation

Building an Espionage Case A-Z

Robert Hanssen Case Presentation

Wednesday 12/12

800am- 1200pm

100pm 500pm Brian Regan Case Presentation

Statement Analysis

bi

b7E

Thursday 12/13

800am 1200pm

100pm 500pm

Friday 12/14

800am 500pm

Espionage Subject Interviews

Earl Pitts Case Study

Closing Remarks
bi

Finale

DTh 01 rj1

RE TN

Monday 12/10

800am 1200pm

lb

SEET
FB1042567

ACLURM043667



FT IBEII TTNrLA IFIEL ETEPT

ESPIONAGE

March 31 2008 April 2008

II I_I ii

Monday 3/31

900am 1200pm

130pm 500pm

Tuesday 4/1

900am 500pm

Wednesday 4/2

900am 1200pm

130pm- 500pm

Thursday 4/3

900am 1200pm

130pm 500pm

Friday 414

800am 1200pm

b6

Elements of the Crime

Satisfying the Elements of the Crime

ICase Presentation

Psychology of Espionage

Building an Espionage Case A-Zfl

Brian Regan Case Presentation

Espionage Subject Interviews

Earl PiUs Case Presentation

I5e Presentation

EXT

lb

b6

lb

FB1042568

ACLURM043668



LATh Lv 01

Tuesday 4/28

900am 1200pm

ALL INFOPfAII ON LVffIIL

ME

Wednesday 4/29

II I_I ii

900am 300pm

300pm 500pm

Thursday 4/30

900am 1200pm

100pm 500pm

Friday 5/1

900am -1200pm

100pm 500pm

Building an Espionage Case A-Z

Ronald Montaperto Case Presentation

Statement Analysis

Espionage Subject Interviews

Earl PiUs Case Presentation

bi

b7E

ESPIONAGE

April28 2009 May 2009

Elements of the Crime

Satisfying the Elements of the Crime

Psychology of Espionage

Brian Regan Case Presentation

130pm 500pm

FB1042569

ACLURM043669



ESPIONAGE

July 13-162009

Monday 7/13

900am 1200pm

130pm 500pm

Tuesday 7/14

9OOam-2OOpm

200pm 500pm

Elements of the Crime

Satisfring the Elements of the Crime

Psychology of Espionage

Brian Regan Case Presentation

Building an Espionage Case A-Z

Case Presentation

II I_I ii

Wednesday 7/15

9OOam-2OOpm

200pm 500pm

Thursday 7/16

900am 1200pm

100pm 500pm

Ana Montes Case Presentation

Espionage Subject Interviews

Earl Pitts Case Presentation

bi

b7E

FB1042570

ACLURM043670



RE

ESPIONAGE

August 3- 72009

Monday 8/3

800am- 1200pm

100pm 500pm

Tuesday 8/4

800am 500pm

Elements of the Crime

Satisfying the Elements of the Crime

Statement Analysis

Robert Hanssen Case Presentation

Building an Espionage Case A-Zfl

Brian Regan Case Presentation

Psychology of Espionage

Economic Espionage

Ana Montes Case Presentation

Thursday 8/6

800am 1200pm

100pm 500pm

Friday 8/7

800am- 1000pm

Espionage Subject Interviews

Earl Puffs Case Presentation

II I_I ii

Wednesday 815

800am- 1200pm

100pm 500pm

lb

b7E

lb

_____FBIHQ

FB1042571

ACLURM043671



ESPIONAGE

December 14-18 2009

Monday 12/14

800am- 1200pm

lOQpm 500pm

Tuesday 12/15

800am 500pm

Elements of the Crime

Satisfying the Elements of the Crime

Psychology of Espionage

Economic Espionage

Ana Montes Case Presentation

Building an Espionage Case A-Zt

Briaii Regan Case Presentation

Wednesday 12/16

800am 1200pm

100pm 500pm

bi

b7E

Thursday 12/17

800am 1200pm

100pm 500pm

Friday 12/18

800am 1000pm

Espionage Subject Interviews

Earl Pitts Case Presentation

BIHQ Presentation

b7E

II
I_I

ii

Statement Analysis

Jean-Philippe Wispelaere Case Presentation

FB1042572

ACLURM043672



ALL IUFCtRnATILDN flUIJTAIFEL

HE

iF

ESPIONAGE

February 22-262010

Ti

Monday 2/22

800am 1200pm

100pm 500pm

Tuesday 2/23

800am 500pm

Elements of the Crime

Satisfying the Elements of the Crime

Psychology of Espionage

JeanPhi1ippe Wispelaere Case Presentation

Building an Espionage Case A-Z
Brian Regan Case Presentation

Wednesday 2/24

800am 1200pm

100pm 500pm

Thursday 2/25

800am 1200pm

100pm- 500pm

Friday 2/26

800am- 1000pm

Economic Espionage

Ana Montes Case Presentation

Espionage Subject Interviews

Earl PiUs Case Presentation

_______FFBIHQ
Presentation

lb

FB1042573

ACLURM043673



rr 7/20/2011

b6

b7C

1II.IuI

FB1042574

ACLURM043674



DATE 01 3U 01
Ii

PEA0 L4

8304T

EARL
EDWIN
FITTS

$IiSeptember23 1953

Urbana Missouri

7/20/2011

EIN LAIFID E/IEPT

11

EARL

ED WIN

FITTS

Gradualedfrom Central Missouri Stale University..

BA in Criminal Justiee...Masiers in Law Enforcement

lb

b7C

G1BI1I to Attend Kansas State Law Sc/tool

ReceivedLaw Degree

PassedBar Exam

ST
FB1042575

ACLURM043675



Is

New York opened investigation
EARL PITTS

bi

b7E

bi

b7E

SE

7/20/2011

Earls Bureau Postings

-AIevandrtnDivi1en 1/843/85

FrekricksburgRA 3/8512/86

-New Yorkflivtsion 1/87 8/89

FBJIIQ three positions...8/89 1/95

FBlAcademy 1/9512/18/96

Federal Prison System .12/1 8196 6/26/2020

Small three bedroom home in Fredericksburg

PREL9ICA TI ON FOR INVESTIGATION

ALDRICH
JL4ZEJf

AMES

Born Jnne21941

Arrested Feb 211994

Sentence Life

AMES DEBBIEFINGS

FB1042576

ACLURM043676



7/20/2011

Ii
I..I

ii

II I_I ii

INVESTIGATION

lb

b6

lb

lb

b7E

lb

Full investigation opened on Earl Edwin

Fitte April29 1594

FB1042577

ACLURM043677



7/20/2011

lb

_______________
b6

_______________ b7C
lb

Firstmect

New York F1ffSWUSI

Public
from 1987-1989

Library

ca.811987

lb

b6

b7C
b7E

b6

b7C
lb

FB1042578

ACLURM043678



7/20/2011

INVESTIGATIONINVESTIGATION

J1zat did we learn

Io7E

Where do we go from here

INVESTIGATION INVESTIGATION
INVESTIGATION

b7C
lb

b7E

SONOWWIIAT
DO WE INTER VIE WPITTS

bi

b7E

FB104279

ACLURM043679



7/20/2011

INITIAL CONTACT

Cl

b6

lb

NOWWFIATDO WE DO

Cl

o7E

lb

FB1042580

ACLURM043680



ATTHEBAITLEFIELD

P/tO agrana to vork

C/ira an enwiope

.ilh a/P/or

S15000 oath

Iaatriaa/oiafor/ho

net/drop

b6

lb

FB1042581

7/20/2011

CHRONOLOGY

no/good

good

bad

very good

very bad

excellent

horrendousit

REMEMBER

b6
b7C

b7E

b7E

FITESLETrER TO THESVR

Iir

NO BA IL FOR EARL

j.0 0c

ACLURM043681



7/20/2011

Pisy

lb

lb

\O Mk 55Y%O4

WHAT WOULD YOUDO

BA CK IN THE GAME

Ckangedo Dead Letter Box

Earito NY

Earl at Reagan NationalAirport

FB1042582

ACLURM043682



II I_I ii

7/20/2011

NATIONALAIRPORT

An. At SAht hs.r..t

EARL LEA YES WITHA PAYMENT

Ii I_I ii

1J

II

I_I
ii

II

I_I
ii

II I_I ii

b7E

.b

bI
EARL EDWIN

PITTS

Arrested 12/18/1996

Sentence 27years

Release date 06/26/2020

SET
FB1042583

ACLURM043683



7/20/2011

EARL

ED WIN

PITTS

PREDICATIONFOR INVESTIGATION SOURCE INFORMATION

EARL PITTS

THE IN VESTIGA TION IS OPENED

Full investigation opened on Earl Ethvin

Flits April29 1994

EARL
EDWIN
PITTS

September23 1953

Urbana Missouri

lb

b7E

bI

b7E

b6
b7C

Graduateafroni Central Missouri State University..

BA in Crininaljustice...Mastersin Low Enforcement

Six years Army

Captain

Military Police

FB1042584

ACLURM043684



7/20/2011

bi

b7E

GIBiII to Attend Kansas State Law School

Received Law Degree

PassedBar Exam

Earls Bureau Postings

-Akeandriclivision 1/843/85

FredericsburgRA 3/8512/86

-Nee York Diricion 1/878/89

FBIHQ three poaltions .8/891/95

FBlAcadeny 1/9512/18/96

Federal Prison System...1211 8/966/2 6/2 020

Smalltbree bedroom home in Frederic/tsburg

Tvo older model ears 18 U.S.C s794a

Trannmittal...q

National/I efense Information NDJ...

Foreign Jower or .4 gent thereof....tn

The Intent to injure the U.S or aidthe FP

All elements of the statute must be met

FB1042585

ACLURM043685



Puts Sent

Leilci

7/20/2011

lb

b7E

bl

INVESTIGATION

Ii
i_i

ii

First ueet

New Font

Public

Library

Ca 8/1987

Pills waSI_____

from 1987-1989

bI

b6
lb

b7E

FB1042586

ACLURM043686



INVESTIGATION INVESTIGATION INVESTIGATION

7/20/2011

b6
lb

lb

b6

b7C

b7E

bi
b6

lb

lb

SI

INVESTIGATION

SEAT
FB1042587

ACLURM043687



INVESTIGATION

SENT

SO NOW WHAT

7/20/2011

lb

DO WE INTER VIEWFITTS

bi
NOWWHATDO HTDO

___I

lb

b6

b7C
lb

SEXI FB1042588

ACLURM043688



7/20/2011

ATTHEBATTLEFIELD

b6

lb

b7E

lb

b6
lb

lb

Pills agrees to work

Given on envelope

.ilh tells

$1$OOOnh

lntlraollonnfo Ike

strop

NO BAIL FOR EARLFIITSLETTER TO THE SVR

FB1042589

ACLURM043689



bi

lb

lb

b7E

ST 7/20/2011

WHAT WOULD YOUDO
OK NOW WHAT

lb

PI

bi

lb

SENT
FB1042590

ACLURM043690



SE FT
7/20/2011

EARL EDWIN
PITTS

Arrested 12/18/199

Sentence 27.yeaas

Release dale O./26/2O2O

FT

FB1042591

ACLURM043691



IRTN ILLILiSIYIED
CI interview and Interrogation

TE

Lesson Plan

Title of Presentation Statement Analysis in Espionage Cases

Goal

b7E

Objectives

FB1042592

ACLURM043692



CI Interview and Interrogation

Content Notes

b7E

Definition

FB1042593

ACLURM043693



7/20/2011

111

HE

b7E

b7E

lb

ESPIONAGE

SUBJECT

INTER VIEWS

Whatever iv only almost true iv quite false

andanzongthe most dangerous of errors

because being so near truth it is the niore

likely to lead astray

Hny Ward Brhr

Goals of the Interview

Conducting the interview..

What hasnt been done yet

FB1042594

ACLURM043694



7/20/2011

lb

Izterview Preparation
Interview Preparation

Who and When Planning the interview

THE

iNTER VIEW

PROCESS

lb

Truisms

FB1042595

ACLURM043695



7/20/2011

And now similar hot different..

THE

INTERROGATION

PROCESS

lb

b7F

FB1042596

ACLURM043696



lb

\/ .4
FT

FB1042597

7/20/201

ST.RATEGICMISTAKES

IN

ESPIONA GE INTER VIE WS

Strategic
Mistakes

Strategic Mistakes coni

bi

b7E

b7E
TACTICAL MISTAKES

IN

ESPIONAE INTERVIEWS

JI

Tactical Mistakes cootTactical Mistakes Ta ctical Mistakes coot

ACLURM043697



SEAT 7/20/2011

Tactica1Makes coni Tactical Mistakes coot TaclicalMakes ott

b7E

____

FB1042598

ACLURM043698



The Espionage Investigation

-ofna Belen Montes

1TE

Classification of

Presentation

Portions ol -tion have

been classiflec where

appropriaL

Its the Crime of

Espion

TIck 18 Us Cod SostIou 794

Tramnission atltnpldtransmission

conspkracylofransmu

Nadonalflef rose Jnfonostion

8fnst.soe.s ehsrged

odthpsr75roph

Mon Biography

1znnner

BSuoinrrsilyef

1974

MSThhooHopkin
1984

WnrhrdotJO FOIP

1979-85Ill

lb

b7C

b7D
lb

b6

b7C

lb7E

idrCasios Reaction to

Montes t...

FB1042599

ACLURM043699



SE

o---1

lb

b7D

b7E

bl

b7E

SMT

The Toshiba

res1lt of investigalion the FBI identified

COM1
US4ore

in Alexanthia Vs

bl

b7E

SE
Radio ack

During starch ofMonIess space In

Febessasy 2001 lbs FBI located Mo notatIon to

call Radio Shock on hrrDrocmbcs sock

cuirodar npeolllcatly Drcrmbrr6 2001

sI

FB1042600

ACLURM043700



FBI providel

resnlIbQHQ and DOS OXPR
which ly turned weak

case into ig espisnsge

inveati

Montesl From CuIS

b7D

lb

b7E

b7E

FB1042601

ACLURM043701



lb

b7C

b7E

bi

b6

b7C

b7E

cosiijiæicdifriii Plan

FB1042602

ACLURM043702



b6

b7C

b7E

lb

lb

b7E

bi

lb

FB1042603

ACLURM043703



iFofrofjntes
Purse

b7C

Rcruitment

IL

lb

FB1042604

MrThnHrin hrnMnThfr

ACLURM043704



eIeQMonfes Arrested

Septem1er12OO1

DIADveo 44154 FBI naIh

F4dJBi.SIsIqy

.Ahhh 5sSd 55.4 IfS ls4s
ssf

IRQIygraph ficionado

THE CUBAN SPY SCANOAL

5T FB1042605

ACLURM043705



Motivational Factors

Psychology
b7E

of

Espionage

b7E

b7E

SER1
FB1042606

ACLURM043706



LLA -IFIED Dx ni DEEATJ-TP ii SEAT FEIN T11LAIFIE EVEPT

SUBJECT INTER VIEWS

b7E

b7E

ESPIONA GE

SUBJECT

INTER VIEWS

SUBJECT INTER VIEW

Goals of the Interview

FB1042607

ACLURM043707



-45

os

b7E

lb

b7E

SUBJECT INTERVIEWS

b6

b7C
lb

SUBJECT INTER VIEWS

SUBJECT INTER VIEWS

FB1042608

ACLURM043708



SUBJECT INTER VIEWS

b7E

lb

lb

b7E

SUBJECT INTER VIEWS

Interview Preparation

Who and When

FB1042609

ACLURM043709



SUBJECT INTER VIEWS

The Interview Process

lb

lb

b7E

FB104261

SUBJECT INTER VIEWS

Planning the interview

SUBJECT INTER VIEWS

ACLURM043710



lb

And now simUar but different..

THE

INTERROGATION

PROCESS

SUBJECT INTER VIEWS

FB104261

ACLURM043711



SUBJECT INTER VIEWS

b7E

lb

_____ lb

FB104261

SUBJECT INTER VIEWS

The Interrogation Process

SUBJECT INTER VIEWS

ACLURM043712



-p 7E

IJ

b7E

ST
FB104261

ACLURM043713



SUBJECT INTER VIEWS

SUBJECT INTER VIEWS

b7E

b7E

b7E

FB104261

ACLURM043714



Ii I..I iiIi

I..I
ii

bi

lb

lb

FB104261

STRATEGIC MISTAKES

IN

ESPIONAGE INTER VIEWS

SUBJECT INTER VIEWS

ACLURM043715



SUBJECT INTER VIEWS

b7E

FB104261

TACTICAL MISTAKES

IN

ESPIONAGE INTER VIEWS

SUBJECT INTER VIEWS

ACLURM043716



b7E

SUBJECT INTER VIEWS

10

b7E

SUBJECT INTER VIEWS

SUBJECT INTER VIEWS

FB104261

ACLURM043717



11

Questions

FB104261

ACLURM043718



lb

BACK OF LAST PAGE OF DOCUMENT

FB104261

ACLURM043719



DATE
ALL IThFOP1ATION ruyfl

lb

b7E

Statement Analysis

Statement Analysis

StatementAnalysis

FB1042620

ACLURM043720



b7E

b7E

Statement Analysis

WILLIAM KAMPILES

DOB December 21 1951

MARITAL STATUS Single never married

EDUCATION University of Indiana BS

RESIDENCE Chicago IL

FB1042621

ACLURM043721



b7E

WILLIAM KAMPILES

TERMINATION Nov 1977

Failed to perform duties

follow orders

and correct deficiencies

WILLIAM KAMPILES

Unemployed Nov 1977

Vacationed in Greece

February March 1978

FB1042622

ACLURM043722



SE

lb

_____________________________________ b7E

August 11 1978 ______________________________________

b7E

SEAT

.1 IrnnIrFc FRT

FB1042623

ACLURM043723



Analysis of Envelope

b6

lb

b7E

Piece of paper stapled to Letter

b6

______________________________________
b7E

Actual size 2.5

Letter from ________________________________________

William Kampiles .b6

lb7C

b7E

May 23 1978

.5
FB1042624

ACLURM043724



lb

Analysis
__________________________________

lb

Analysis ___________________________________

b7E

FB1042625

ACLURM043725



ET

SET

lb
Analysis

Analysis

FB1042626

ACLURM043726



FB104227

ACLURM043727



EE

Analysis

11
Ib7E

12
________________________________________________________________________________________

13

14

Analysis
__________________________________

11

12
b7E

13

14

Analysis __________________________________

11

12

13

14 _____________________________________ b7E

FB1042628

ACLURM043728



ST

Analysis
______

________________________________________ lb

11

12

13

14
________________________________________________________________________________

Analysis __________________________________

b7E

11

12

13

14
____________________________________________________________________

SET FB1042629

ACLURM043729



Assault Report

lb

Assault Report

______________________________________ b7E

Assault Report

lb

11

FB1042630

ACLURM043730



b/

b7E

b7E

12

Analysis

Statement Analysis

FB1042631

ACLURM043731



SET

ST
13

lb

b7E

FB1042632

ACLURM043732



14

FB1042633

ACLURM043733



15

FB1042634

ACLURM043734



16

Analysis

17

18

19

20

Analysis

17

18

19

20

FB1042635

ACLURM043735



Analysis

ST

lb

______________________________
Ibi

b7E

_____________________________________

bi

b7E

SEkT 17

FB1042636

Analysis

ACLURM043736



In groups of three look at the letter again.. _______________

Rows do

b7E

-Rows34doa____________________

And everyon

b7E

b7E

18

FB1042637

ACLURM043737



Ii I_I ii

Keys to Assessing Statements

19

b7E

b7E

Suggestions for Assessing Statements

FB1042638

ACLURM043738



20

FB1042639

...NgE1Lfl14
11W4 IU1it4NkW
NEcErVA\2IP

11tiNGA L-I

So Now What

What Happened to Kampiles

ACLURM043739



.b

_____________________________________
b7C

b7D

lb

UNSUB _________________________________
Espionage

Investigation

b7E

Initial Investigation
__________________________________________

lb

FB1042640

ACLURM043740



_____________________________________ b7E

lb

22

What agencies are involved

In groups of five..

FB1042641

ACLURM043741



Planning the Interview

_____________________________________ b7E

Counterintelligence Issues __________________________________________

lb

23

FB1042642

ACLURM043742



Motivation

lb

b7E

Interview 8/14/78

lb

b7C

b7E

24

William Kampiles

Espionage Case

Chronology

August 11 Kampiles letter to FBI

August14- Kampiles interviewed by FBI

August 15 Kampiles interviewed/polygraphed by FBI

August17 Kampiles arrested

FB1042643

ACLURM043743



b7E

b6
lb

b7E

25

FB1042644

Interview 8/15/78

Kampiles Confesses

Case Summary Original Contact

February 22 1978 evening

Case Summary Second Contact

F.hri 07R

ACLURM043744



Case Summary March 1978 Contact

___________________________________ b6

b7C

___________________________________ Ib7E

b7E

\/ 26

Theft of Document

Theft of Document

FB1042645

ACLURM043745



27

Confession Recanted

First Plea Bargain Offer l5yrs

Counter Offer yrs

Second Plea Bargain Offer 6-13 yrs

Trial

November 17 1978 Kampiles convicted of ESP/TGP

December 22 1978- Sentenced to 40 years

Released December 1996

FB1042646

ACLURM043746



The Fish Dies

Because It Opens Its Mouth

-Spanish Proverb

Truth
_________

Truth is that which conforms to fact or reality

that which is or is characterized

as being in accord with

what is has been or must be

Truth

lb

28

ACLURM043747



29

FB1042648

ACLURM043748



811E0-REr
7/14/2011

7/i.C Zey

tL -L.cy We wa

ThoLilisofKw

the Ffth

by William ShakcsN

Quote was displayed in MonIes work cnbicleand located

during Februaty 21 2001 search of her office Quote from

the play referred to the characters spying for another

country

iites-$iography
1957 single never

marn no children

employees

saFBI
b6

US Citizen .b

descent

BS University
of

1979

MS Johns Hopkins

1984
Worked at DOJ
1979-85 __________________________

Hired by Defense
Intellige

Agency DIA in 1985
_______________________

________________________________________________

Mnt at DIA

Hired by Defense 1ntelligensgencv DIM as an

intelligence analyst focusing oil

Begpn workino Cuba issues in 1992
afaccented

intol

b7E

Investigation determined that Monies was an exceIle

analyst and proficient worker at DIA who lacked in

interpersonal
skills

Access to Intelligence Communitys most sensitive
sourci

targeting
Cuba

REtI

FB1042649
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CJionriIoy of the Montes

lnvetigion

.1

Full Field
Investigation was approved vember 30

2000

7/14/2011

FiiJiriastios Reaction to

Mon tesAirest

Search of MonIes
purse

while at work on August It

2001

Montes arrested on September 212001 and charged

conspiracy to commit espionage

Montes convicted in
guilty plea on March 192002

sentenced on October 16 2002 25 year sentence

From CuIS

lb

lb

b7E

b7E

lb
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IToCuiS

7/14/2011

b7E

b7E

Cannnunication Plan
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lb

b7C

b7E

7/14/2011

bi

lb

itrof14ontes Purse
FBI searched Mactea curse on let at DIA on Aooust 16 2001

b7E
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iitºs-f47otivation eTheMotivation

lb

1W

b6

b7E

b6
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ST
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AniIŒn-MQntes September 21
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WORKING PAPERS

Note Copies of course evaluations can be obtained by contacting NSP/OTU lOS

Overall Average of Scores based on 1-5 scale with being the highest rating 4.60

Overview

The very high overall average score for this course reflects that it was well-received by

attendees Agents advised that the coursepresentations were extremely comprehensive in

content well-organized and presented in an effective manner Many indicated they received

valuable informative concerning investigative tools that they could employ in espionage cases

Review of Attendee Feedback Each Feedback entry is followed by related student

comments

The Pitts segment was very well-received by attendees Students advised that the

presentation enhanced their understanding of how to conduct an espionage investigation Agents

added thai

Some suggested that additional time be allocafed

to this presentation at future Espionage courses

Well done Allowed clas

Would have liked instructor to have more time to go into case

and what worked and didnt work

...the most valuable and well-done presentation of the course

Segment was hurried due to lack of time

The Building an Espionage Case segment included valuable information that Agents

WORKING PAPERS

SUMMARY OF EVALUATIONS
Introduction to Espionage Investigations 02-01

06/10/2002 06/14/2002

b6

__________ b7C

lb

FB1042655
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WORKING PAPERS

could use in their own investigations

Great nuts and bolts Truly the heart of the course that was anticipating

The FBIHQ perspective was extremely helpful.. now have better understanding of.. why

certain reporting is time sensitive to FBIHQ

WORKING PAPERS
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UNSUB Investigation

JNSUB provided number of Classified U.S

Government documents to foreiga country

ninofdoume5sareI

Acurreni

Pages froml

Cover page and individual pages from other

TUpeern4docume and table of eonteuu

from the

Two photographs classified 4a and

b7D

b7E

Decoded Message

lb

kIy
II

uirMidst
Brian PakIegan

esred55A

Phases of the Investigation

Investigation of Unknown Subject

Unsub

Investigation of Brian Regan

Prosecution Sentencing

Debriefings Document Recover

Spy in Our Midst..

In late November 2000 the FBI received

information indicating that person of

unknown identity UNSUB sought to

establish clandestine relationship

with Hostile Intelligence Service

Based on Reliable Source Information

FALL 2000

Based on Reliable Source Information

Adocumentrelatingtsl

Youve studied the letter provided by the

UNSUB..

FB1042657
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Various investigative techniques used to

identify UNSUB

Contact Email account

lb

lb

lb

Top Secret Teasers

Purpose

Joint Investigative Effort
UNSUB Profile

Analysis of Reliable Sonrco Information

UNSUB Profile

Analysis of Reliable Source Information

UNSUB Investigation UNSUB Investigation
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UNSUB Investigation

Brian Patrick Regan

Son of Irish irnrnigrnnto born in

Entered USAF in 1980 retired in

DetailcdtoNROfrorn 1995102000

SIGINT npccialist vith

Cvetoaphynsinen

Lived in Bowir

Father offoor

Coonoutcs to Chnotilly

Working for TRW pending cleorarcen to renewed

access In NRO

rnnooeoo

UNSUB is Identified

b6

b7C

b7E

lb

UNSUB Investigation

Regan Investigation
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lb

b7E

Regan Investigation

Regan Investigation Reagan Investigation

Reagan investigation Investigative Goals Fox in the Hen House

FB1042660

ACLURM043760



R1GAN Prepares to Travel ii

b7E

lb

Found in his Pocket
REGANs Carry-on

Found in Accordion Folder

in REGANs carry-on bad

b7E

August 23 2001 The Arrest

505pm REGAN

approached onboard

DulIcs mobile lounge

535pm REGAN invoked

right to Attorney arrested

FB1042661
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Aiso found in the

Accordion Folder Li
Breaking the Code

Fubmrny 14 2002 Grand Jury Alexandria .4rginia

returned true btl charging Regan as totlows

-Count Attempted EspIonage Iraq

18 U.S.C 794a
Count 2r Attempted Espionage Libya

18 U.S.C 794a

Count Attempted EnplorigeChina

18 U.S.C

Count Gathering NatIonal Defense

Information

18 U.S.C 793b

April 30 2002 The Attorney GØWeraIdecides to qk
the death penalty ruodn

August 23 2001 The Arrest

505pm GAN approache

onboard Dulles mobile bang

535pm REGAN invoked

right to Attorney arrested oaiN.imMl 1000150

sOS 10nt31140
usa or am

ion ecu OS2S.2O0I

The Prosecution of Regan

xi
usa OF 3214i

Inn era 0S-23-1atl

is

Regan Prosecution

Indicted en October232001

Auempted Espionage

CeunlryA-B-C

Investigation continued

Superceding Indictment

lb

b6
b7C

b7E
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Verdict and Sentence

REGAN found guiltyFebruary 202003

counts attempted espionage

One count gathering

Accepts life sentence March 202003

Agrees to give full cooperation

Govtwont proseeutospouse

Govt to limil

Debriefings

lb

b7E

FB1042663

Trial

Court proceedings begun on January

032003 with Jury selection

Extensive use of classified information

200 classified exhibits for jury only

Md IOJSAF

-I IpartnerMicrosoft

Numerous experts
01

collection

h6
b7C

b7E

Discussion

If youre called to assist on case where do

ACLURM043763
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Calendars

Auaust 2OO

28 .7 28

28 3__
______

Analysis in the Reagan Case

b7E

FB1042664

Analysis in the Reagan Case

b6
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b7E
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EARL

ED WIN

PITTS

Six
years Army.

Captain

Military Police

ALL INFJRHATILIJ LJflAIIJED

EARL

EDWIN
PITTS

Scptrmber23 1953

Urbana Missouri

b6

b7C

Cirsduatcd lam Centrat MIssouTi Ssste Untrersisy..

BA in Criminal Justicc...MsatcrsinlawEnfbrecmcot

CI Bill to attend Kansas State Law School

Received law degree

Passed Bar exam

Earls Bureau postings

Atcxaadris Dtvisioo /943/85

Fredericksburg BA 3/85 12187

New York Division 1/67 8/89

FBIIIQ three positioos.. 8/89 1/95

-FBI Academy /9512118/96

Small three bedroom home in Fredericksburg

Federal Prison System 121I8/966/26/2020
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NtIs sent

letter1

bi

lb

lb

b7E

lb

b76

bi

b6
lb

lb

PREDICATION FOR INVESTIGATION.. ALDRICH
HA ZEN
AMES eA

.1 nne2 t94t

Arrested Feb 211994

Sentence Life

ci

INFORMATION OBTAINED

1993/1994.

..
Earl Pius
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b6

lb

lb

lb

b7C

b7E

II
II

II

First arcs

New York

Public

Library

to 8/1987

Pitts was handled byl

from 1987-1989..

INVESTIGATION..
INVESTIGATION..

b7F

\q\
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SONOWWHAT

We have.

NOW WHATDO WEDO

lb

bi
lb

lb

b7E

TO THE DOOR.. ATTHE DOOR..

Front door

Firm off guard

AT THE BA 7TLEFJELD..

lb

b7C

b7E
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PITTS LETTER TO THESVR..

lb

b7C

b7E

lb

1b6

b7E

WHAT WOULD YOUDO
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Six years Army

Captain..

Military Police

EARL

ED WIN

PITTS

There is nothing so

powerful as the truth and

often nothing so strange

Daniel Webster

Argument on the Murder of Captain White

EARL
EDWIN

PITTS

Scptnober23 1953

tirbaoa Missouri

01 Bill to attend Kansas State Law School

Received law degree

Passed Bar exam

b6

b7C
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PREDICATION FOR INVESTIGATION..
ALDRICH

HAZEN
AMES

Born J0ne261941

Arrested Feb 21 1904

Sentence Life

b7E

Small three bedroom home in Fredericksburg

Earls Bureau postings

Alexandria Division /84 3/85

Fmdeeieksbarg ISA 3/es 12/06

-Nosy Yasir Division 197 0/09

FBIHQ three pasiriesu.. 0/89 1/95

FBI Academy /95 12110196

Federal Prioon Syslem.. 12/t0/966/26/2020

AMES DEBRIEFINGS..

Ames debrietings.. didnt account for all

the eases gone bud

lb

b7E

Nosy York
opens ravosrieatios
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ACLURM043771



II I_I ii

IIIII

bi

_______________________________________________________
Fall InvestIgatIon opened on Earl Edwin Pitta

EARL PITTS April 29 1994

.i

II I_I ii

bi
II

lb

.i

II I_I ii

INVESTIGATION..
Pigs seI

lb

b6
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First meet

New Yor

Fubik

Librmy

ea 8/19t

bi
b7E

lb

b6

b7C

b7E

lb
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INVESTIGATION.. 1NT1Tb0
lb

INVESTIGATION.. INVESTIGATION..
INVESTIGATION..

What did we learn

Where do we go from here

INVESTIGATION.. INVESTIGATION..
INVESTIGATION..

b7E

SET
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SO NOW WHAT

We have..

DO WE INTER VIEW PITTS

bl
711

II I_I ii

Ii I_I ii

II I_I ii

INITIAL CONTACT..

lb

lb

b7C

711

AT THE DOOR..

_____I

SE
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J./2Q fJk

lb

ST

CHRONOLOGY..

bad

good

bad

very good

very bad

excellent

horrendous

lb

b7C

b7E

b6

lb

b7EAT THE BATTLEFIELD..

REMEMBEII
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b7E

lb

lb

FB1042677

PITTSLE7TER To THESVR.. NO BA IL FOR EARL

VtLvt Ac

c4

WHAT WOULD YOU DO WHAT WE DID..

.Vss

ACLURM043777



pl

et
cci..a4..t.ft

Earl UT1OCS

early

Shopping tin

Back in gain

again

5T

OK NOW WHAT

JJJo Fc-

BACK IN THE GAME..

Changed to dead letter box

Earl to NY

Earl at Reagan National Airport

lb

NATIONAL AIRPORT..

bi

lb

__________

bi

b7E

EARL LEAYES WITH PA YMENT
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10

At.c..OfOtckao of
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EARL

ED WIN

PITTS

EARL

EDWIN
PITTS

September23 1953

Urbana Missouri

Graduated from Central Missouri State University..

BA in Criminal Justice...Mosters in Law Enforcement

GI Bill to attend Kansas Stole Low School

Received law degree

Passed Ban exam

FBI Academy...September 181983

________
Zó ir

lb

b7C

Earls Bureau postings

Atoxandnia Division..... 1/143115

Fmdenicksburg RA 3/85 12/87

-NewYork Division 1/878/89

FBIFIQ three positions.. 8/89 1/95

FBI Academy 1/95 12118/96

Federal Prison System 12/18/96 612612020

FB1042680
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Pills sentii

lb

b7D

b7E

lb

b6

b7C

lb

bI

b6

lb

lb

Small three bedroom home in Prodorekoborg

PREDICATION FOR INVESTIGATION..

Ii

ALDRICH
HA ZEN
AMES

Born June 26 1941

Arrested Feb 211994

Sentence Life

Af

INFORMATION OBTAINED

1993/1994..

Ear Pitts

FB1042681
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CORR080RATFO

Evidence

of

travel

S$T

INVESTIGATION..

lb

FB1042682

First meet

New Ynd

Public

Library

en 8/1987

CORROBORATION.

Pills wa
from 1987-1989.. lb

b6

b7C

lb

lb

lb

ACLURM043782



SO NOW WHAT
INVESTIGATION..

b7E

bi

b6

lb

b7E

NOW WHATDO WEDO

Front door TIJEDOORjj1

ATTHE DOOR..

b6

lb
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AT THE BA 1TLEFIELD..

P117S LETTER TO THE SVR..

WHAT WOULD YOU DO

FB1042684
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b6
b7C

lb

lb

b7F

EARL LEA VES WITH PA PAtENT
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Ii I_I ii

TjI

CsbjJ bf

ç\00ª

What Do We Wish To Accomplish
What we need to do

bi

hi

lb

Understand the subject

FB1042686
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Prepare an Operational Plan

-- --

bi

lb

---------------

Legal Issues Legal Issues COO

bi

b7E
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SE
DATE

PEAflM TrnrLAIFIErj E1EPT

Espionage A-Z

Day

Start by showing spy composite tape not intro myself or say good morning. .just start tape

At end of tape say...Good morning And if by chance anyone was wondering why we are here

this week. .that is it We are going to talk about how to. .prevent .investigate .and

prosecute.. those people to screen and the ones that will inevitably come after them

Combating espionage is serious business. .it is the essence of what the FBI is about It is not

just job it has repercussions for the stability and survival of the United States for the

world...but far more important...it has direct influence for the future of your family and love

ones Your kids and mine

mushroom cloud poster...This is not just poster...it is reality...it is what were about

This week we will look at the espionage statutes the psychology of espionage why people

commit espionage well discuss investigative tools rules and procedures give vol Ithe
________ bi

worksil han we did in

We will revisit statement analysis and look at espionage subject interviews At the end

of each day we will have an espionage case presentation presented by the case agents so you can

hear from the horses mouth how things worked and didnt work during the investigations

_______________________________________
.b7E

This is an advanced course ..youve all hadi so

you know the basics of espionage want to take this course to higher level and when you leave

here want you to be able to go back to your office Monday and have the confidence and

knowledge to work an espionage case expect each of you to participate in the course especially

in sharing your knowledge and experience with the class If or some other instructor stands up

here and says this is how something works and you have had the same thing fail...I want you to

bring it up THERE IS NO RIGHT OR WRONG WAY TO CONDUCT AN INVESTIGATION

There is legal and illegal but not right and wrong If at anytime you have something you think

would contribute to the class want you to bring it up...in class

Also lets have some fun We can joke and play around as we learn Otherwise it is no fun

for you or for me. .and if dont have fun get cranky. .and you dont want that

Before we get started lets take quick look at the class book Please turn to the back of the

book in the folder section In there you will find the following information

SET FBIO4288
ACLURM043788



Course Agenda. .you can see looking at the agenda that it simply says that this

morning for instance that we will cover the introduction elements of the crime and satisfying the

elements of the crime from 8-l2p Each morning and afternoon are like that This means that if

we are on topic and there is lively discussion about it and we are not finished we will continue

and make up the time somewhere else will not limit what you want to talk about by an artificial

time constraint We ffl go.off on tangents as they come up...if that is the appropriate time to

discuss topic. .so someone must be designated to recall where was when we deviate. .and that

would be. .volunteers volunteers Buehler Buhler anyone OK ________ since you chose to sit

in front you are it

Next is the Roster and seating chart so you know who everyone is and where they are

from...we wont go around the room and introduce ourselves...unless you just want to...no

thought not It is important however to know who is in the class. .maybe not right now but

networking in the Bureau will become important as your careers progress ..it helps to know

someone who has already done FISA if you are starting your first one...ask for advice It will

also help when people you know start going to HQ .you will have an in for getting what you

need And dont even think that doesnt happen

And now the infamous critique form You can see it is not grade by numbers form

it just lists each block of instruction and gives you space to write critique if you would like

What am looking for is any constructive criticism that would help me make the course better for

the next class If there is something you would have liked to have covered in an espionage class

please list that or if there is something you would like covered more in depth. .however this you

should ask for while youre here and maybe we can do it now Then there is place at the end for

an overall course critique and number grading for the overall course If you would try to keep

up with the critique at least at the end of each day that would be helpful as you will forget if you

wait until the last day Just turn the whole critique in at the end Thanks

Then we come to the Registration Form know you sent your info
tol Ialready

b7C

but this will be our official record of who attended the course So please pull that out now and

not now but before you go to the first break please fill that out and put it in the box on the end of

the back table near the door Thank you

Now if you would turn to the front of the book...you will see the first page is entitled Helpful

Hints These are the rules to follow so you dont get your butt in trouble You have all heard

them before so unless there is something specific you would like to discuss it is on you to read and

follow the rules...There are just couple however

The speed limit...strictly enforced...dont speed

CITC Space...classified in room only...if you want to study the materials in your

room or view tapes from our tape library while you are here...its ok...do not take

them or talk about classified information outside our space

SE FBIO4289
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Friday...Out of the rooms by 745 luggage in lobby dont go back in because they

b7E

start cleaning

Bus list. .for anyone who needs the bus to the airport please sign up for the bus

you need...either lOam or 12noon We will be done by 930am Friday

Continuing through the book you will see the tab
fol It latest off their website

Next is Elements/Objectives You have power point which is there as information for you...I

may or may not follow it totally but it is there as an outline for you to refer to later. .1 will not read

from power points

Then there is salmon colored sheet separating the next item in this section this holds for all the

sections Next is circular chart we will be discussing

Then you will find two sections on espionage and espionage related statutes You may not be able

to convict someone of espionage per say Title 18 USC 794a
but there are many related crimes so many of those are listed

ST FBIO426O
ACLURM043790



ounterinte11igence Espionag _________________________
Thel Lourse will provide hands on in depth approach to conducting espionage

investigations selectee to this course will be required to complete four blocks of instruction

within designated time period An IMIS course prior to formal instruction one week

intensive block of classroom instruction on the nuts and bolts of espionage investigations

nd one month after that with course on

espionage subject interviews All blocks will include practical exercises and are designed to

instruct the attendees on what they need to do in their investigations as well as how to do it

Upon successful completion of this course attendees will possess thorough knowledge of all

aspects of espionage investigations

HOTTN flTIRTJI5E

FB1042691

ACLURM043791



Espionage Training

The Counterintelligence Training Center CITC formally the Operational Training Center

has two espionage investigation courses scheduled for the remainder of FY04 The courses

entitled Espionage A-Z provide hands on approach to espionage investigations Blocks of

instruction include the objectives of espionage investigations elements of the crime how

espionage cases are generated Isubiect lb

interviews economic espionage legal ramitications and case presentations Ihe course also

details an espionage case from start to finish thus providing comprehensive understanding of

how espionage investigations are conducted

Espionage A-Z will be offered to the field on the following dates March -12 2004 and

September 13-17 2004 Class slot allocations are based on office need agent experience and

current espionage investigations within the field division Prerequisites for attending these

courses areI b6

IThe CITC coordinator for these lb

classes is SSiI b7E

ST
FB1042692
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LAIFIED b517 TAIl TP bis
ALL IUFOP.IIATXON CUITINED

Federal Bureau of Investigation

Espionage Investigations

Course Objectives This course provides knowledge in the following areas of espionage

investigations

Objectives of espionage investigations

Elements of the crime espionage statutes and legal issues

Satisfying the elements of the crime

41

How to conduct an espionage investigation from start to finish investigative tools and

case management lb

Economic esnionae

71

Espionage subject interviews

Course Description This in-service provides hands on how to approach to espionage

investigations All aspects of espionage investigations are covered in this course They include

but are not limited to distinctive objectives and problems which arise in espionage investigations

such as issues with evidence interview/interrogation other agency equities and coordination

with the Counter Espionage Section DOJ OIPR and local U.S Attorneys offices

Who Should Attend FBI personnel currently assigned to CI matters who have completed

Course Activities and Faculty Classroom instruction and practical exercises presented by

instructors from the FBIs CI Divisions Counterintelligence Training Center CITC as well as

FBIHQ and DOJ personnel involved in the oversight of espionage investigations

b7E Course Length and Location Currently one week held in the CITC secure training

facility FBI Academy Quantico Virginia and regionally This course will be expanded to ten

days in FY05

Class Size students

Open to Other Agencies Not at this time

Security Clearance Required Top Secret

Point of Contact and Registration Information CITC FBI Academy 703 632-1732

FB1042693
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ALL INFOPflATIO1 ruIflAIE

BORET

National Foreign Intelligence Program Manual

NFIPM

REuN

Section 20 Espionage Investigations

Section 20-01 Espionage Investigations

lb

Preamble

Investigations within this section fall into two general categories espionage

and unauthorized disclosures Espionage is defined in theNFIPM Glossary No 88 as

Intelligence activity directed toward the acquisition of intelligence through clandestine

means

Espionage investigations cover range of conduct and activity generally

associated with the clandestine collection and transmittal of National Security or National

Defense information by individuals with access to such information acting on behalf of or

to aid foreign power Unauthorized disclosure investigations cover range of conduct

and activity generally associated with the misuse or mishandling of National Security or

National Defense information that may rise to the level of criminal conduct Espionage

cases can go to trial therefore careful documentation and collection of information

which may be used as evidence must be considered from the very beginning of the case

As part of the FBIs strategic objective to protect U.S National Security

investigations falling within the espionage classification are among the most important

jurisdictional responsibilities Espionage investigations

FB1042694

ACLURM043794



ST

involve the development of facts the collection of foreign intelligence and

counterintelligence information the acciuisition of evidence
b7E

_____________________________________ Compromises of such information can

seriously degrade U.S military diplomatic intelligence economic and technological

capabilities and advantage Compromises of such information may also endanger the

lives of individuals

Foreign intelligence services and other foreign entities conduct activities to

identif contact assess develop and clandestinely recruit those with access to classified

and/or sensitivç information that is generally protected and not available in the public

domain Some individuals with access to such information also continue to volunteer to

provide information to foreign entities based upon variety of motives

UI
b7E

_______________ Because of the serious consequences of compromises of classified

and/or sensitive U.S information and the direct impact such compromises have on the

personnel and capabilities of the U.S Government the FBI considers it to be of

paramount importance that jjmatters initiated within the espionage classification receive

timely and thorough investigation

b7E

Governing Authorities

i.5 Espionage and uriauthoxized disclosure investigations are generally

considered to be National Security investigations as defined in the October 31 2003

Attorney Generals Guidelines for FBI National Security Investigations and Foreign

Intelligence Collection NSIG and as such are governed by and conducted within those

guidelines In espionage investigations there is usually substantial foreign intelligence

and/or counterintelligence information collection objective in addition to determination

of whether any espionage-related statutes may have been violatedi

SERET
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SKET

Espionage and unauthorized disclosure investigations are conducted under

the policies procedures and requirements of the National Foreign Intelligence Program as

set forth in this manual NFIPM Espionage and unauthorized disclosure investigations

have some unique requirements that are set forth throughout this section of the NFIPM

Espionage investigations are considered counterintelligence activities for

definitional purposes pursuant to Executive Order EO 12333 and are governed by that

order and all related interagency agreements in terms of FBI coordination requirements in

counterintelligence matters

Espionage investigations should also comply with general investigative

requirements Sections through supra general and specific country threat

investigative requirements see Sections throu.h supra and general Issue Threat

investigative requirements Section 18 supra as appropriate

Section 20-02 Initiating Espionage Investigations

Espionage Classification
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IlIl

II I_I ii

In the Attorney General Guidelines for FBI National Security Investigations and

Foreign Intelligence Collection NSIG Introduction-Part it states that threats to the

National Security including espionage almost invariably involve possible violations of

criminal statutes It further states Detecting solving and preventing these crimes

and in many cases arresting and prosecuting the perpetrators are crucial objectives of

National Security investiations under these Guide1inesI

Prior to the issuance of the NSIG on October 31 2003 FBI policy

consideration

-------- should be made for what techniques should be used during the course of the investigation

bi
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Because espionage and espionage-related investigations are considered to

be National Security investiationI

ljnvestigations

within the espionage classification are initiated and conducted under the NSIG.I

lb

Espionage Case Predication and Referrals
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If an investigation is predicated on referral from another agency

indicating that classified information is being or may have been disclosed in an

unauthorized manner to foreign power or an agent of foreign power the referral and

coordination requirements of Section 811 of the Intelligence Authorization Act for 1995

codified at 50 USC 402a apply to NFIP Appendix A-28 and to Section 20-24
Section 811 requires agencies to immediately report to the FBI if classified information is

being or may have been disclosed in an unauthorized manner to foreign power or an

agent of foreign power Section 811 resulted in an increase in referrals of information

to the FBII

The FBI encourages agencies to report information if it is

at all questionable if it meets the 811 reporting threshold or may warrant FBI

investiaation

bi

II I_I ii

SEC

FB1042699

ACLURM043799



SE

Threat Assessments Preliminary Investigations and Full Investigations

The NSIG case predication standards authorized techniques and

reporting requirements for these three levels of investigation apply to espionage and

espionage-related investigations and are addressed in the NSIG Introduction Sub-Part

and in Part II National Security Investigations of those guidelines Authorization levels

for opening preliminary and full investigations within the espionage classification are the

same as those set forth in NFIPA4 Sections 2-04 and 2-05

Threat Assessments

Threat Assessments may be used in espionage and espionage-related

matters consistent with the NSIG

b7E

The NSIG state that The FBI may without opening preliminary or full

investigation engage in the following activities to investigate or collect information

relating to threats to the National Security including information on individuals

groupsand organizations of possible investigative interestand information concerning

possible targets of international terrorism espionage foreign computer intrusion or other

threats to the National Security

Obtain publicly available information

Access and examine FBI and other Department of Justice recordsand obtain

information from any FBI or other Department of Justice personnel Note If the

individual is an FBI employee no action should be taken without prior

coordination with FBIHQ

SE1T
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Check records maintained by and request information from other federal

state and local government entities 3S

Use online services and resources whether non-profit or commercial

Interview previously established assets informants and cooperating witnesses

not including new tasking of such persons

Interview or request information from members of the public and private

entities other than pretext interviews or requests

Accept information voluntarily provided by government or private citizens

dSPursuant to the NSIG the foregoing methods may also be used without

opening preliminary or full investigation to identify potential assets or to collect

information to maintain the cover or credibility of an asset or employee in connection

with activities related to threat to the National Security

Preliminary and Full Investigations

The NSIG Part ILB.l set forth seven circumstances on which the

initiation of PT or full investigation may be based and refer to these as common

provisions for preliminary and full investigations Five of these predicating

circumstances relate directly to espionage or espionage-related matters These are

An individual is or may be an international terrorist or an agent of foreign

power

An individual group or organization is or may be engaging or has or may
have engaged in activities constituting threat to the National Security or related

preparatory or support activities for or on behalf of foreign power

crime involved in or related to threat to the National Security has or may
have occurred is or may be occurring or will or may occur

An individual group or organization is or may be the target of recruitment

or infiltration effort by an international terrorist foreign power or agent of

foreign power under circumstances related to threat to the National Security

An individual group organization entity information property or activity is

13

or may be target of international terrorism espionage foreign computer

intrusion or other threat to the National Security
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The NSIG distinguishes between PT and full investigation by stating

that PT is authorized when there is information or an allegation indicating that threat

to the National Security may exist and full investigation is authorized when there are

specific and articulable facts giving reason to believe that threat to the National Security

may exist

In addition to this distinction the NSIG states that nonconsensual mail

opening physical searches and electronic surveillance that require judicial orders or

warrants are only authorized in full investigations

Whether an espionage or espionage-related investigation is conducted as

ureliminary or full investigation will be determined by the facts of each case.I
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II I_I ii
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Case Opening Notification Requirements

Pursuant to the NSIG when an authorized investigation under the

guidelines is initiated the field office will notify FBIHQ within ten 10 working days

of the initiation The NSIG state that such notification shall identify the grounds for the

onA Apcrribg otyti nartnant ctcr Nlntnnnl Qrn1rtxT nncttAr

bi

b7E

12

FB1042703

ACLURM043803



lb

h7E

FBI Internal Investigations

TJ Espionage cases involving FBI personnel are unique and present special

concerns _____________________________________________

lb
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When conducting subject interviews and/or subject polygraphs of FBI

employees or contractors it is critical that attorneys for the field offices Chief Division

Counsels CDC office FBIHQ National Security Law Branch NSLB and DOJs

Counterespionage Section CES be consulted prior to the interview to avoid any

potential Garrity implications Garritv is US Supreme Court decision The

Supreme Court held in Garrity that when an employer gives an employee the choice of

answering questions or loosing their job any statements the employee makes are

compelled and thus inadmissible in court of law during prosecution The employer

does not have to expressly state that the employee would lose his/her job for failure to

answer The Garritv test has an objective component from the employeri perspective

as well as subjective component based on how the employee felt and/or interpreted the

interview Because of this reason it is imperative that the interviewer consult lawyer

prior to conducting the interview Under most circumstances such statements may be

used to take administrative sanctions against the employee

SE 15
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Section 20-03 Espionage Investigation Goals and Obiectives

Goals General goals for espionage and espionage-related investigations include

the following

To prevent the loss or compromise of classified or sensitive information

related to National Security National Defense or critical infrastructure

To detect espionage at the earliest possible stage and to develop relevant

facts and obtain evidence pertaining to such activity

To neutralize or mitigate espionage and espionage-related activity through

criminal prosecutions administrative actions and other means

To identifr espionag Ifor applying and/or adapting defensive

measures training and awareness throughout the government its

contractors and scientific research facilities

To effectively and expeditiously resolve allegations of espionage and

espionage-related activity

Objectives Specific investigative objectives will depend on the allegations and

facts of each case There are certain general objectives that should be considered in

espionage and espionage-related investigations The following objectives are furnished

for general reference and are not intended to be all-inclusive or equally applicable in all

investigations

II I_Ill

lb
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AG Guidelines for FBI National Security Investigations and Foreign

Intelligence Collection NSIG

Techniques authorized for use in espionage and espionage-related

investigations initiated pursuant to the NSIG are set forth in NSIG Part II and Part

The use of authorized techniques and the use and dissemination of the

information obtained from there must comply with all NSIG requirements

AG Guidelines on General Crimes Part II

Criminal investigative techniques may be used in espionage and espionage-

related investigations but their use in these matters must also comply with the

requirements set forth in this section of the NFIPM

Absent emergency circumstances DOJ approval is required prior to

consultations between field offices and U.S Attorneys offices concerning espionage and

espionage-related cases refer to Section 20-02 and Section 20-12

Section 20-05 Interviews

Subject Interviews

FBIHQ approval is required for Jj interviews of the subjects of espionage

.and espionage-related investigations In certain instances FBIHQ may have to notify and

coordinate issues with other agencies and coordination with DOJ may also be required

This also applies to pretext interviews or any contacts with subject via email telephone

or other operational means

To obtain FBIHQ approval for subject interview the field office will send

an EC to the Counterespionage Section setting forth the request to interview and

providing pertinent details concerning the planned interview Details about the interview

should include information about whether or not the interview will be custodial Garrity

20
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issues may arise and should be reviewed with the field offices Division Counsel prior to

subject interview

FBIHQ approvals for subject interviews will be granted for 90-day period

If the interview is not conducted during the authorized 90-day period another EC must

be sent in by the field office advising of the reasons the interview was not conducted and

requesting another approval and authorization period

Subject interviews will always be documented on an FD-302 to

M4OP 10-13.3 Recording Results of Information on Report Form FD-302
Consideration should also be given to obtaining signed statements from subjects when

feasible necessary and beneficial

5.lJJ

lire

assigned to most major field offices Program points of contactcan also be secured

through CDs Operational Training Unit at FBI Headquarters NFIPM Section 2-35

supra

bi
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b7E

After subject interview is conducted the field office should send cover

EC to the Counterespionage Section at FBIHQ with copy of the FD-302s of the

interview enclosed FD-302s can be classified but must be appropriately portion marked

The inclusion of the subjects name in paragraph is not reason alone to require

classification of the paragraph FBIHQ will consider the issue of further dissemination

of the FD-302 outside of the FBI and DOJ on case-by-case basis

Non-Subject Interviews
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deflned in the

Part V111U

Interviews of non-subjects in espionae investigations will be documented

on an FD-302 if substantive information is reported

to MAOP 10-

1.10 Insert
b7E

Depending on the circumstances and sensitivity of the case field offices

should consider the use of non-disclosure form in non-subject interview The primary

purpose of such forms is to reinforce to the interviewee that he/she agrees not to discuss

with anyone the fact that an investigation is onoin or that they have been interviewed

__________________IFormats and contents of such forms vary and FBIHQ can assist in

providing suggestions if necessary

LI In situations where classified information is to be divulged to an interviewee as

result of the interview formal non-disclosure agreement may be required and

depending on the nature of the information and/or the clearance level of the interviewee

additional authorizations for disclosure may be required FBIHQ and DOJ will be

consulted on these issues prior to the interview

In cases the interview
oil frequire lb

Iappr0

If classification of anFD-302 insert or signed statement is necessary the

document should be properly classified and portion-marked with the classification by

paragraph The inclusion of the subjects name in paragraph is not reason alone to

classify the paragraph This will clearly indicate what portions of an interview report are

classified and what portions may be unclassified

Section 20-06 Polygraph Examinations

Polygraph examinations are often used to substantiate admissions or denials of

espionage or unauthorized disclosure activity polygraph examination may be an
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important aspect of case referred to the FBI by another government agency where there

may be indicators but not proof of espionage or unauthorized disclosure activity by an

applicant employee or contractor of the referring agency

Polygraph examinations in espionage matters must comply with all FBIpolicies

and procedures governing their use NFIPM Section 2-12 Pursuant to the NSIG
Part V.11 polygraph examinations may be conducted in preliminary or full investigations

Once FBIHQ approval has been obtained for an espionage subject interview

pursuant to NFIPM Section 20-05 the SAC may approve polygraph examination of the

subject Once polygraph examination has been approved by the SAC the field office

will advise FBIHQ of the approval and the offices plans for conducting the polygraph

Note polygraph is an interview of subject and therefore requires FBIHQ
authorization before obtaining SAC approval for polygraph

If polygraph is being considered for use with U.S Government employee or

U.S Government contractor this will raise certain legal issues that need to be considered

In coordination with the FBIHQ substantive desk the field office must consult its Chief

Division Counsel and/or the Office of the General Counsel/National Security Law

Branch NSLB at FBIHQ prior to conducting the polygraph examination

After polygraph examination has been conducted and the field office has

received the final approved polygraph report of the polygrapher reviewed and approved

by the Polygraph Unit the field office will forward copy of the polygraph report to the

Counterespionage Section at FBIHQ

Section 20-07 Forensic Financial Examinations

IS
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Section 20-10 Mail Covers

TJ AXMail covers may be sought under the NSIG in either preliminary or full

investigations To request mail cover in an espionage case field office should send

SET 27
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the requesting EC to the Counterespionage Section at FBIHQ which will facilitate the

necessary approvals NFIPIvJ Section 2-2lfor general policies and procedures

Also refer to National Security Law Branch website for additional information pertaining

to mail covers

rn
Mail covers should be considered when seeking lead information pertaining to an

espionage subjects

provide information pertaining to_________________

may provide data that will facilitate the acquisition of

b7E

Mail covers do not need to be routinely sought in all espionage or espionage-

related investigations They are appropriate and useful in many investigations but in

some they may add little or no value Requests for mail covers should be evaluated based

on the facts allegations and/or investigative objectives in each specific case In many

cases mail covers once obtained do not need to be maintained on subject for the

duration of the investigation Once sufficient lead information is obtained from the mail

cover field offices should evaluate whether additional coverage is likely to yield positive

results

Section 20-11 Reporting Requirements

Espionage and epionage-related investigations conducted under the NSIG must

comply with all NSIG reporting requirements for preliminary and full investigations

Because of the interagency coordination and notification requirements imposed on

the FBI by statute and interagency agreements and FBIHQs need for timely information

about ongoing espionage investigations there are certain reporting requirements within

this classification set forth below that exceed the basic reporting and notifications

required by the NSIG

Notification of Case Opening

28
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Within 10 working days of the initiation of an investigation the field office

should forward cover EC with enclosed LHM copies to the pertinent unit in the

the Counterintelligence Division at FBIHQ Field

offices should refer to separate guidance or instruction from the Counterespionage

Section pertaining to any prescribed format for an initial case-opening notification LHM
NFIPIvJ Section 20-09 A.5.c Notfl cation Requirements Also refer to NSIG Part

Ii 2a

IT

Pursuant to NSIG Part II.B.2.b FBIHQ will provide the LHM to DOJs

Office of Intelligence Policy and Review and to the DOJ National Security Division

Counterespionage Section within 10 working days of receipt of the LHM

lb
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If any espionage or related matter is deemed to be of such sensitive nature

that modified reporting and dissemination standard is necessary FBII-IQ will discuss

this with the field office Deviations from these general reporting and dissemination

procedures must be approved at the Assistant Director level at FBIHQ

lb
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Annual Summaries of Investigation

The NSIG Part II.D.4 requires the FBI to provide DOJ with summary of

pending full investigation at the end of each year the full investigation continues This

summary LHM is due at FBIHQ on each annual anniversary date of the initiation of the

investigation The annual LHM should summarize the investigation conducted over the

entire previous yeai

Submission of this required annual summary of full investination

eliminates the need for the field to provide FBIHd

________that would otherwise be due on the same date Dissemination of the annual

summary outside of DOJ to another agency will be determined on case-by-case basis by

FBIHQ If the annual summary LHM is suitable for further dissemination FBIHQ may
disseminate the LHM to another agency that has equity in the investigation and the field

office will be so advised

lb

b7ll
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The NSIG does not require tjiat
nfl_I he nrnvided an annual summary of

investigation in preliminary investigations

rSee

Section 20-1 1.D.J

The format for the annual summary may change from time to time and

field offices should be familiarwith the current format as prescribed by FBIHQ If there

are questions about format consult FBIHQ

Case Closing LHM

The closing LHMs for both preliminary and full investigations will be sent

to FBIHQ for approval prior to closing case The cover EC will advise all logical

investigation as been conducted and set lead to FBIHQ requesting concurrence to close

the case FBIHQ will respond to the field as soon as possible but no later than 30 days

upon receipt of the LHM

The LHM will provide detailed summary of the entire investigation The

closing LHM is one of the most important documents produced in espionage or

espionage-related investigations especially when the investigation does not result in

criminal charges against the subject The closing LHM should contain sufficient

information about the investigation conducted and the results obtained In particular it

should address the resolution or non-resolution of the pertinent issues that predicated the

investigation

Closing LHMs will be routinely provided to DOJ however DOJ is not

intended to be the only recipient of these reports Closing LHMs will also be provided to

other agencies that have equities in the investigation Usually this will be the same

agency or agencies that have been Iuring the course of the

investigation It is important to note that recipient agencies especially those that employ

or contract with the subjects of these investigations will often use and rely on this

product to take any appropriate action they deem necessary Such actions may include

personnel actions or administrative sanctions changes in work assignments security

clearance actions terminations and so forth These cases are often briefed at high levels

within those agencies after the FBI has concluded its investigation and reported its

findings An FBI investigation of government employee or contractor based on

referral or some type of espionage allegation is given high degree of scrutiny within

other government agencies This is due to the overall seriousness of espionage and

espionage-related allegations the impact of such activity on these agencies and the fact

that the FBI is the primary agency within the U.S Government that has the expertise and

responsibility for these types of investigations

If the subject of the investigation is not interviewed an explanation

concerning the decision1reasoi not to interview will be addressed in the cover BC
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If the subject is

interviewed but not furnished polygraph examination the cover BC should also address

why the subject was not polygraphed This information may or may not be suitable for

inclusion in the closing LHM depending on the facts

Closure of full espionage investigations will be reviewed by the Section

Chief or designee closure of preliminary investigations will be reviewed by the Unit

Chief or designee Field offices can set leads for dissemination by FBIETQ if specific

agencies request notification of closing in the cover BC FBIHQ will disseminate closing

LHMs to DOJ the victim agencys and appropriate CI partners FBIHQ will apprise the

Office of Origin of any dissemination other than DOJ and employing agency

Section 20-12 Contacts with U.S Attorneys Offices

DOJ authority is required for the prosecution ofespionage or espionage-related

violations

The NSIG at Part VII.B.2.g states as follows

In espionage cases dissemination of information to United States Attorneys offices and

consultations between the FBI and United States Attorneys offices are subject to

authorization by the DOJs National Security Division In an emergency the FBI may

disseminate information to and consult with United States Attorneys office

concerning an espionage investigation without the approval of DOJs National Security

Division but shall not5 the DOJ National Security Division as soon as possible

thereafter

In non-emergency situations field office should not initiate contact with U.S
Attorneys office concerning an espionage matter without first contacting the

FBIHQ Pursuant to the NSIG requirement as set
.b7

forth in paragraph above FBII-1Q will contact the DOJ National Security Divisions

Counterespionage Section to obtain authorization

If emergency circumstances exist involving subject or the protection of National

Security information the field should consult with FBIHQ as soon as possible so that the

matter can be coordinated with DOJ If National Security interests are reasonably

believed to require immediate FBI interdiction in situation in order to protect

information or for some other purpose the situation should be handled pursuant to the

orders of the SAC and FBIHQ should be promptly notified

National Security interests may sometimes require detention or arrest of

individuals in order to prevent transmission or loss of National Security information or
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the escape of subject FBIHQ must be apprised as soon as possible of any detention

and/or arrest of any diplomatic personnel or United Nations Security Council LJNSEC
employees or before seizing any items in their possession FBIHQ will make

appropriate notification to the U.S Department of State et al

Section 20-13 Extraterritorial Espionage Investigations Liaison

and Coordination Issues

Espionage and espionage-related investigations may require FBI personnel to

travel outside the United States for investigative operational and/or foreign liaison

purposes Pursuant to Public Law 101-193 Section 603 of the Intelligence Authorization

Act of 1990 the FBI has jurisdiction to supervise the conduct of all investigations of

violations of the espionage laws of the United States by persons employed by or assigned

to US diplomatic missions abroad including allegations involving foreign service

nationals FSNs employed at U.S diplomatic missions abroad to Section 20-23
In espionage investigations there may also be occasions when subject resides or travels

outside the United States and these situations may also necessitate foreign travel by FBI

personnel

The Office of International Operations 010 has established the general policies

approval procedures and coordination requirements for international travel by FBI

employees that must be complied with whenever authority for such travel is requested

General policies governing international travel and extraterritorial investigation are set

forth in MIOG Part II 23-4.10 Extraterritorial Investigative Activity and MIOG Part II

23-8.2 Foreign Travel of FBI Personnel on Official Business and in other policy

documents that can be reviewed at the 010 website on the FBI intranet refer to

NFIPM Sections 2-22 and 2-23 and MEMORANDUMTOALL SACs dated July11

2002 captioned CONDUCTING FBIINVESTIGATIONS OVERSEAS and

MEMORANDUM OF UNDERSTANDING CONCERNING OVERSEAS AND
DOMESTIC ACTIVITIE lAND THE

FEDERAL UREA OFINVESTIGATION 2005

There are specific procedures to be followed when requesting approval for

international travel in connection with an espionage or espionage-related investigation

Strict adherence to these procedures is necessary due to the interagency coordination

requirements

Espionage investigations meet the definition of counterintelligence in

Executive Order EO 12333 As such the FBI is authorized by the order to conduct

these activities outside the United StatesI

lb
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Travel Authorities The authorities required pjr to international travel in all

ii

attersinciudingespionage-i---atter4-- kind

Attorney General authority In matters involving FBI investigations of espionage of U.S

Ii I..I ii
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to MEMORANDUM OF UNDERSTANDING CONCERNING OVERSEAS AND
DOMESTIC ACTI VITIES IIND THE

FEDERAL UREA OF INVESTIGATION PART OVERSEAS INTELLIGENCE

ACTIViTIES July 2005

bi
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Aft rncy GeneralA uthority Thiswil beobtainedby FB1HQI

Ii
1.1

ii

field office should anticipate the need for international travel in espionage

matters If international travel is anticipated it is stronlv recommended that the field

office discuss this as early as possible with thel at

FBTH before ding- --a--foal--reques4
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Formal requests should reach FBIHQ with sufficient time for the necessary

authorizations to be obtained Routine requests should reach FBIHQ minimum of 45

days before the anticipated travel dates Emergency requests based only on exigent

operational circumstances will be handled as expeditiously as possible given the

requirements of the authorization process

To request approval for international travel in connection with an espionage

investigation field office should send an EC to thI lat

FBIHQ setting forth the details of the travel request and lead for FBIHQI Ito

land AG authority for the travel The

requesting EC must be approved by the SAC No copy of this BC should be designated

for or sent to the Legat and no lead should be set in this BC for the Legat to obtain

connetion with the travel FBIHd Iwill handle notification

to the pertinent Legat and

___________________________________________________ to Section 20-13.D

above

Ibi

b7E

Field offices should note that even in situations whe1e an investigative lead is to be

setforaLegatinanespionagematterthisiikeiyrequiresl bursuant to

EO 12333 If field office needs to set an investigative or liaison lead for Legat in

connection with an espionage matter the field office will first consult FBIHQ in order for

FBIHQ to assess any interagency issues presented by the proposed activity This

consultation between the field office and FBIHQ should occur prior to any level of

communication e.g telephone email etc between the fieldoffice and the pertinent

Legats office pertaining to the proposed lead activity Once FBIHQ approval has been

obtained for espionage investigative leads to be set for Legat via formal BC from the

field office any subsequent communications about the lead activity between the Legats

office and the field office including email should include an informational copy to the

pertinent FBIHQ supervisor

lb
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Section 20-15 Missing Documents Computers and Other Classified

Data or Storage Media

Other U.S Government agencies occasionally report that items such as documents

computers or other data storage media containing classified information are missing If

such report is received field office should initially conduct threat assessment

pursuant to NSIG Part II.A in order to determine whether preliminary or full

investigation by the FBI is warranted Initial steps undertaken should include the

following
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Acquisition of the above information in paragraph is permissible utilizing the

techniques authorized under threat assessment and does not require opening either

preliminary or full investigation Refer to Section 20-02 D.2 of this manual for

instruction on documenting threat assessments

FBIHQ must be immediately notified if field office receives report of this

nature

These situations may require an FBI investigation if there is reason to believe that

the items were taken in an unauthorized nanner may have been comnromised or may

have been lost through gross negligencel
b7E

Imay be factor in determining whether an FBI investigation is warranted

It is important to note that the FBI is not responsible for locating the missing items

especially if the facts suggest the likelihood that the items were merely misplaced The

reporting agency should continue its efforts to locate the missing items and the field

office should maintain close contact with the agency to monitor the search activities for

any indications of possible criminal or counterintelligence interests to the FBI

Section 20-16 Reports of Improper Storage or Possession of

Classified Information and Other Security-Related Issues

In addition to reports of missing classified documents or data other government

agencies may report that an employee has stored transmitted or possesses classified

information in an unauthorized manner The most common scenario is that the employee

has classified information at home or has placed it on an unclassified computer or

network although no information may yet be known that suggests the information has

been otherwise compromised

As with reports of missing items if such report is received field office should

initially conduct threat assessment pursuant to NSIG Part II.A in order to determine

whether preliminary or full investigation by the FBI is warranted Initial steps

undertaken should include the following
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FBIHQ must be immediately notified if field office receives report of this

nature

Acquisition of the above information in paragraph is permissible utilizing the

techniques authorized under threat assessment and does not require opening either

preliminary or full investigation Refer to Section 20-02 D.2 of this manual for

instruction on documenting threat assessments

As with missing classified documents or storage media these situations may

require FBI investigation in order to determine if classified information has been

compromised is being unlawfully retained has been or is being communicated in an

unauthorized manner or has been lost through gross negligence

In many of these situations the reporting agency may have already conducted some

level of investigation under its personnel and information security authorities and

procedures U.S Government agencies have the authority as well as duty to protect

classified information and to conduct related internal security investigations In most

cases however investigations or inquiries by other agencies are not conducted pursuant

to any criminal law enforcement or counterintelligence investigative authority but

instead are conducted by the agency pursuant to their security or other administrative

authorities

When an agency reports such situation to the FBI the FBI may initiate its own

investigation and any further actions by the reporting agency should be coordinated in

advance with the FBI The overriding goal should be protection of the classified

information although in some cases the conduct of the subject may rise to the level of

criminal conduct

Fl In these situations the field should be cognizant of any investigative activity that

the reporting agency has already conducted or plans to conduct since actions undertaken

by the subjects employer may preclude or hinder future prosecution of the subject Once

advised of the facts FBIHQ will consult with the DOJ National Security Division in
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these situations to ensure that actions taken do not infringe on the subjects rights or

create unnecessary obstacles to friture prosecution DOJ will be consulted with prior to

field office contacting an Assistant United States Attorney AUSA
b7E

Section 20-17
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Bribery Graft and Conflicts of Interest

Title 18 U.S Code Section 219 and Section 951

Officers and Employees Acting as Agents of Foreign Principals Illegal for

public official to act as an agent of foreign principal in such manner as to

require Ms/her registration under the Foreign Agents Registration Act FARA
see Title 22 U.S Code Section 611 et seq for FARA registration

requirements

Conspiracy

Title 18 U.S Code Section 793g
Title 18 U.S Code Section 794c
Title 18 U.S Code Section 371

Conspiracy to Commit Offense or Defraud United States This offense may

also be applied to all espionage related offenses

42

Embezzlement and Theft

Title 18 U.S Code Section 641

Public money property or records

Espionage and Censorship

see Section 20-20 for specific statutory elements and NFIPM
Appendix A-7

Title 18 U.S Code Section 792

Harboring or Concealing Persons involved in Violation of Title 18 U.S

Code Section 793 and/or 794

Title 18 U.S Code Section 793

Gathering Transmitting or Losing Defense Information

Title 18 U.S Code Section 794

Gathering or Delivering Defense Information to Aid

Foreign Government

sEyT

Section 20-18 Espionage and Related Crimes
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Title 18 U.S Code Section 795

Photographing and Sketching Defense Installations

Title 18 U.S Code Section 796

Use of Aircraft for Photographing Defense Installations

Title 18 U.S Code Section 797

Publication and Sale of Photographs of Defense Installations

Title 18 U.S Code Section 798

Disclosure of Classified Information Pertaining to Codes Ciphers

Cryptographic Systems or Communications Intelligence Activities

Title 18 U.S Code Section 799

Violation of Regulations of National Aeronautics and Space

Administration NASA

Title 18 U.S Code Section 3239

Optional Venue for Espionage and Related Offenses

Fraud and False Statements

see NFIPM Appendix A- 10

Title 18 U.S Code Section 1030

Fraud and Related Activity in Connection with Computers

Title 18 U.S Code Section 1001

Making False Statements

Protection of Trade Secrets Economic Espionage Act

see NFIPM Appendix A-15

Title 18 U.S Code Section 1831

Economic Espionage

Title 18 U.S Code Section 1832

Theft of Trade Secrets

Public Officers and Employees

Title 18 U.S Code Section 1924

Unauthorized Removal and Retention of Classified

Documents or Material
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Sabotage

see NFIPM Appendix A-17

Title 18 U.S Code Section 2152

Fortifications Harbor Defenses or Defensive Sea Areas

Title 18 U.S Code Section 2153

Destruction of War Material War Premises or War Utilities

Title 18 U.S Code Section 2154

Production of Defective War Material War Premises or War Utilities

Title 18 U.S Code Section 2155

Destruction of National Defense Materials National Defense Premises or

National Defense Utilities

Title 18 U.S Code Section 2156

Production of Defective National Defense Material National Defense

Premises or National Defense Utilities

Treason Sedition and Subversive Activities

Title 18 U.S Code Section 2381

Treason

Title 18 U.S Code Section 2382

Misprision of Treason

Title 18 U.S Code Section 2383

Rebellion or Insurrection

Title 18 U.S Code Section 2384

Seditious Conspiracy

Title 18 U.S Code Section 2385

Advocating Overthrow of Government

UTitle 18 U.S Code Section 2386

Registration of Certain Organizations

Title 18 U.S Code Section 2387

Activities Affecting Armed Forces Generally

Title 18 U.S Code Section 2388
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Activities Affecting Armed Forces During War

Title 18 U.S Code Section 2389

Recruiting for Service Against the United States

10 Title 18 U.S Code Section 2390

Enlistment to Serve Against the United States

Foreign Agents and Propaganda

see NFIPM Appendix A-25

Title 22 U.S Code Sections 612613614615

Foreign Agents Registration Act FARA of 1938

Title 22 U.S Code Section 618

Enforcement and Penalties under FARA

Title 18 U.S Code Section 951

Agents of Foreign Governments

Development and Control of Atomic Energy Atomic Energy Act

see NFIPM Appendix A-26

UTitle 42 U.S Code Section 2272

Violations of Specific Sections 2077 Unauthorized Dealings in Special

Nuclear Material 2122 Prohibitions Governing Atomic Weapons or

2131 Atomic Energy Licenses

Title 42 U.S Code Section 2273

Violations of Chapter 23 Development and Control of Atomic Energy

Title 42 U.S Code Section 2274

Communication of Restricted Data

Title 42 U.S Code Section 2275

Receipt of Restricted Data

Title 42 U.S Code Section 2276

Tampering with Restricted Data

Title 42 U.S Code Section 2277

Disclosure of Restricted Data

Title 42 U.S Code Section 2278a
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Trespass upon Commission Installations

Title 42 U.S Code Section 2278b

Photographing etc of Commission Installations

Title 42 U.S Code Section 2284

Sabotage of Nuclear Facilities etc

Protection of Certain National Security Information

see NFIPM Appendix A-28

Title 50 U.S Code Section 421

Protection of Identities of Certain United States Undercover Intelligence

Officers Agents Informants and Sources Intelligence Identities Protection

Actof 1982

Title 18 U.S Code Section 952

Diplomatic Codes and Correspondence Prohibition against U.S

Government employees publishing or furnishing official diplomatic code or

matter prepared in such code or matter obtained in the process of

transmission between any foreign government and its diplomatic mission in

the U.S Title 50 U.S Code Section 422 Defenses and Exceptions

Internal Security Control of Subversive Activities

see NFIPM Appendix A-29

Title 50 U.S Code Section 783

Offenses aCommuthcation of Classified Infonnation by Government

Officer or Employee bReceipt of or Attempt to Receive Classified

Information by Foreign Agent cPenalties for Violation

Registration of Certain Persons Trained in Foreign Espionage Systems

see NFIPM Appendix A-29

Title 50 U.S Code Section 851

Registration of Certain Persons Filing Statement Regulations

Title 50 U.S Code Section 852

Exemption from Registration

Title 50 U.S Code Section 853

Retention of Registration Statements Public Examination Withdrawal

Title 50 U.S Code Section 854
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Rules Regulations and Forms

Title 50 U.S Code Section 855

Violations Penalties Deportation

Title 50 U.S Code Section 856

Continuing Offense

Title 50 U.S Code Section 857

Compliance with other Registration Statutes

Rewards for Information Concerning Espionage

Title 18 U.S Code Section 3071 3077

Sec 803 Intelligence Authorization Act for 1995

Section 20-19 The Espionage and Censorship Statute

18 USC Chapter 37 Espionage and Censorship Sections 792-799 National Defense

Information Vital Installations and Equipment Codes and Intelligence Gathering

Activities Military Installations and Classified Arms Manufacturing Establishments and

Media Leak Cases

Federal law prohibits

Any person from obtaining or attempting to obtain National Defense

information with the intent or reason tQ believe that the information is to be used to the

injury of the United States or to the advantage of foreign power

person guilty of this offense shall be fined and/or imprisoned for

term of not more than ten ycars See Title 18 US Code Section 793a

Any person from obtaining or attempting to obtain copies sketches

photographs photographic negative blueprint plan map model instrument appliance

document writing or note of National Defense information with the same intent

person guilty of this offense shall be fined and/or imprisoned for

term of not more than ten years .4 Section 793b

Any person from receiving National Defense information with the same intent

and with the knowledge or reason to believe that it will be used contrary to espionage

laws
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person guilty of this offense shall be fined and/or imprisoned for

term of not more than ten years See Id Section 793c

Any person having lawful possession of access to or control over National

Defense information willfully communicating or attempting to communicate such

information to unauthorized persons with the same intent or retaining same after

demand made by person authorized to receive it

person guilty of this offense shall be fined and/or imprisoned for

term of not more than ten years Id Section 793d

Any person having unauthorized possession of access to or control over

National Defense information or copies sketches photographs etc thereof from

willfully communicating or attempting to communicate such information with the reason

to believe that the information could be used to the injury of the United States or to the

advantage of foreign power

person guilty of this offense shall be fined and/or imprisoned for

term of not more than ten years Id Section 793e

Any person having lawful possession of or control over National Defense

information permitting its removal loss theft abstraction destruction through gross

negligence or having knowledge that such has taken place failing to make prompt

report of that fact

person guilty of this offense shall be fined and/or imprisoned for

term of not more than ten years Id at Section 793f

Any person from communicating delivering or transmitting to foreign power

or agent of foreign power any document writing code book signal book sketch

photograph photographic negative blueprint plan map model note instrument

appliance or information relating to the National Security with the intent that it be used

to the injury of the United States or the benefit of foreign power

person guilty of this offense may be sentenced to death or

imprisonment for any term of years up to life Section 794a

Any person who in time of war collects attempts to collect records publishes

or communicates information respecting the movement numbers description condition

or disposition of U.S Armed Forces ships aircraft or war materials plans conduct or

supposed plans or conduct of naval or military operations or works or measures relating

to the fortification or defense of any place or the public defense with the intent of

communicating same to the enemy
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person guilty of this offense may be sentenced to death or

iniprisonment for any term of years up to life Section 794b

Any person from photographing or making graphical representations of

military installations naval installations or equipment which the President has defined as

vital and requiring protection against general dissemination

Vital installations and equipment are military naval and air force

installations and equipment which are classified as Top Secret Secret

Confidential or Restricted and which are located within

Military naval or air force reservations posts arsenals proving

grounds ranges mine fields camps bases airfields forts yards

stations districts or areas

Defensive areas

Airspace reservations

Naval harbors closed to foreign vessels

Areas required for fleet purposes and

Commercial establishments engaged in the development or manufacture

of classified military or naval arms munitions equipment designs

ships aircraft or vessels for the U.S Army Navy or Air Force

Executive Order 10104

person guilty of this offense shall be fined and/or imprisoned for

term of not more than one year See Title 18 US Code Section 795

10 Any person from harboring or concealing any other person who he knows or

reasonably knows has committed or is about to commit one of the foregoing offenses

person guilty of this offense shall be fined and/or imprisoned for

term of not more than ten years jç Section 792

11 Any person from using any contrivance which is used or designed for

navigation or flight in the air in photographing or making graphical representations of

military installations naval installations or equipment which the President has defined as

vital and requiring protection against general dissemination

Vital installations and equipment are military naval and air force

installations and equipment which are classified as Top Secret Secret

Comfidential or Restricted and which are located within

Military naval or air force reservations posts arsenals proving grounds

ranges mine fields camps bases airfields forts yards stations districts

or areas
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Defensive areas

Airspace reservations

Naval harbors closed to foreign vessels

Areas required for fleet purposes and

Commercial establishments engaged in the development or manufacture

of classified military or naval arms munitions equipment designs ships

aircraft or vessels for the U.S Army Navy orAir Force Executive

Order 10104

person guilty of this offense shall be fined and/or imprisoned for

term of not more than one year See Title 18 US Code Section 796

12 Any person from reproducing publishing selling or giving away photographs

or graphical representations of military installations naval installations or equipment

which the President has defined as vital and requiring protection against general

dissemination unless such items clearly indicate that they have been censored by proper

military or naval authorities

Vital installations and equipment are military naval and air force

installations and equipment which are classified as Top Secret Secret

Confidential or Restricted and which are located within

Military naval or air force reservations posts arsenals proving grounds

ranges mine fields camps bases airfields forts yards stations districts

or areas

Defensive areas

Airspace reservations

Naval haibors closed to foreign vessels

Areas required for fleet purposes and

Commercial establishments engaged in the development or manufacture

of classified military or naval arms munitions equipment designs ships

aircraft or vessels for the U.S Army Navy or Air Force Executive

Order 10104

person guilty of this offense shall be fined and/or imprisoned for

term of not more than one year Title 18 US Code Section 797

13 Any person from knowingly and willfully obtaining and using classified

information concerning U.S or foreign code cipher or cryptographic systems and/or

communication intelligence activities in any manner which is prejudicial to the safety or

interests of the United States or for the benefit of any foreign government to the

detriment of the United States

person guilty of this offense shall be fined and/or imprisoned for
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term of not more than ten years Section 798a

The statute of limitations for Section 792 and 793 is ten years The statute of

limitations for Sectioxis 795-798 is five years If the individual is charged with passing

the type of information that would make the case death eligible there is no statute of

limitations for Section 794 For other types of National Security information the statute

would probably be 10-years

Photographing and making graphical representations outside military installations

naval installations and commercial establishments engaged in the manufacture of

classified arms and munitions for the U.S Army Navy or Air Force does not violate Title

18 U.S Code Section 795 796 or 797 unless classified equipment or material appears

in the photograph or graphical representation

Subjects who have taken suspect photographs or made suspect graphical

representations should be requested to voluntarily relinquish them receipt should be

given and signed statement obtained documenting that the action taken was voluntary

Should they refuse to relinquish the materials agents should immediately consult with

their CDC If film taken is unprocessed it should be submitted to the FBIs Laboratory

for processing Photographs and graphical representations should be submitted to the

commanding officer of the appropriate military post or other installation for censorship

Photographs and graphical representations considered to be violations of Sections

795 796 or 797 may be provided to an AUSA either by the commanding officer or the

FBI

Section 20-20 The Internal Security Act of 1950 Disclosure of

Classified Information to Foreign Powers and Agents of Foreign Powers

Federal law also prohibits

Any Federal officer or employee from communicating unless appropriately

authorized to do so classified National Security information to person known to be or

concerning whom there is reason to believe is an agent or representative of foreign

power See Title 50 US Code Section 783b

Any agent or representative of foreign power from obtaining or attempting to

obtain unless appropriately authorized to do so classified National Security information

from any Federal officer or employee Section 783c

Any persons found guilty of the foregoing offenses is liable to fine of not

more than $10000 and/or term of imprisonment of not more than ten years

Section 783d
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Section 20-21 The Counterfeit Access and Computer Fraud and

Abuse Act Unauthorized Activities Respecting Computers

Federal law also prohibits

Persons from accessing computers in an unauthorized manner obtaining

information that has been determined to require protection against unauthorized

disclosure for reasons of National Defense or foreign relations by virtue of Executive

Order or Federal statute doing so with reason to believe that the information could be

used to the injury of the United States or to the advantage of foreign power and

delivering or attempting to deliver that information to another who is not entitled to

receive it or failing to deliver it to U.S Government officer or employee who is

entitled to receive it see Title 18 US Code Section 1030a

Persons from accessing computers in an unauthorized manner and obtaining

financial institution or card issuer financial records U.S Government department or

agency information or protected interstate or foreign communications information

Id Section 030a

Persons from accessing nonpublic U.S Government department or agency

computers which are exclusivly for the use of the U.S Government or accessing U.S

Government computers in such ways that though the computers are not exclusively for

the use of the U.S Government affects their use see fri Section 1030a

Persons from accessing protected computers without authorization and with

the intent to defraud using the computer or obtaining things of value Section

030a

Persons from damaging protected computers through the unauthorized

transmission of programs information codes or commands recklessly causing damage

to protected computers through unauthorized access or causing damage to protected

computers through unauthorized access Section 030a

Persons from trafficking in computer passwords or similar information if such

traffic affects interstate or foreign commerce or the affected computers are used by or for

the U.S Government see Id Section 1030a6

Persons from threatening to cause damage to protected computers with the

intent to extort see fri Section 1030a7

Persons guilty of these offenses shall be depending upon the specific nature of

the offenses
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Fined and/or imprisoned for period of not more than one year

Fined and/or imprisoned for period of not more than five years

Fined and/or imprisoned for period of not more than ten years

Fined andlor imprisoned for period of twenty years see Section

1030c
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Section 20-22 The Electronic Communications Privacy Act of 1986

Unauthorized Access to Electronic Communications Services

Federal law also prohibits

Persons from accessing without authorization electronic communications

services or accessing such facilities without authorization and thereby obtaining altering

or preventing authorized access to communications while in electronic storage Title

18 USC Section 2701

Persons guilty of these offenses shall be depending upon the specific

nature of the offenses fined and/or imprisoned for six months fined

and/or imprisoned for period of not more than one year or fined and/or

imprisoned for period of not more than two years Section

2701b

Section 20-23 The Intelligence Authorization Act of 1990 FBI

Jurisdiction Over Espionage Investigations of U.S Diplomatic Missions

Personnel Abroad

Federal law also provides that subject to the authority of the Attorney General

the FBI shall supervise the conduct of all investigations of violations of U.S espionage

laws by persons employed by or assigned to U.S diplomatic missions abroad All

departments and agencies shall report immediately to the FBI any information concerning

such violations All departments and agencies shall provide appropriate assistance to the

FBI in the conduct of such investigations Public Law 101-193 Section 603

lb
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Section 20-24 The National Security Act of 1947 FBI Jurisdiction

Regarding Unauthorized Disclosures of Classified Information

Federal law also provides that the head of each department or agency within the

Executive Branch shall ensure that

The FBI is advised immediately of any information regardless of its origin

which indicates that classified information is being or may have been disclosed in an

unauthorized manner to foreign power or an agent of foreign power

Following report the FBI is consulted with respect to all subsequent actions

which may be undertaken by the department or agency concerning actions to determine

the source of such loss or compromise and

Where after appropriate consultation with the department or agency concerned

the FBI undertakes investigative activities to determine the source of the loss or

compromise the FBI is to be given complete and timely access to the employees and

records of the department or agency Immediate access is to be given when information

indicates that classified information is being or may have been disclosed in an

unauthorized manner to foreign power or agent of foreign power

The Director of the FBI shall ensure that espionage information obtained by the

FBI pertaining to the personnel operations or information of departments or agencies of

the Executive Branch is provided through appropriate channels to the dejartment or

agency concerned and such departments or agencies shall be consulted with respect to

espionage investigations undertaken by the FBI which involve the personnel operations

or information of such department or agency

The Director of the FBI shall submit to the head of the department or agency

concerned written assessment of the potential impact of the actions of the department or

agency on counterintelligence investigation The head of the department or agency

concerned shall use the assessment as an aid in determining whether and under what

circumstances the subject of an investigation should be left in place for investigative

purposes and notify in writing the Director of the FBI of such determination

The Director of the FBI and the head of the department or agency concerned shall

continue to consult as appropriate to review the status of an investigation and to reassess

as appropriate determination of the head of the department or agency concerned to

leave subject in place for investigative purposes

The FBI shall notify appropriate officials within the Executive Branch including

the head of the department or agency concerned of the commencement of full field

espionage investigation with respect to an employee within the Executive Branch
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department or agency may not conduct polygraph examination interrogate or

otherwise take any action that is likely to alert an employee covered by such notice of

an investigation without prior coordination and consultation with the FBI

Where essential to meet extraordinary circumstances affecting vital National

Security interests the President may on case-by-case basis waive the foregoing

requirements as they apply to the head of particular department or agency or the

Director of the FBI Such waiver shall be in writing and shall fully state the

justification for such waiver Within thirty days the President shall notify the Select

Committee on Intelligence of the Senate and the Permanent Select Committee on

Intelligence of the House of Representatives that such waiver has been issued and at that

time or as soon as National Security considerations permit provide these committees

with complete explanation of the circumstances which necessitated such waiver

See Title 50 US Code Section 402ac1-3 Also refer to Sec 811 Intelligence

Authorization Act for 1995
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Section 20-25 Alpha Designations
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Espionage Subject Interviews Lesson Outline

Pass Out Goals of the Interview sheet

Ask class what the goals of an espionage subject are

b7E

Discuss elements of the crime

Pass Out 21

I________________________________________ Divide up questions

Discuss with class

Pass Out 31 Isheet. .discuss steps

FB1042743

ACLURM043843



b7E

aftel_______________________________
discuss

b7E

aftel Idiscussi

Pass Out and
51 Isht

Pass Out Strategic and Tactical Mistakes sheets

Discuss strategic mistakes sheet

Discuss tactical mistakes sheet

Pass Out

Pass Out Instruction Sheet for assignment

Pittd Iassignment

Divide class into rows. .give them approximately 60 mm to meet

-I Ifor Pitts to include..

Video ofi linterview

Discus______________________ F..pause
at each stage to discuss
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Goals of the Espionage Subject Interview

and the elements of the espionage statute Title 18 Usc 794 ac

b7E

Elements of the Crime Title 18 Usc 794 ac

Transmittal. .of

National Defense Information NDI .to

Foreign Power an Agent of Foreign Power ..with

Intent to Harm the United States Qj Aid the Foreign Power
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Name ___________________________
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FEDERAL BUREAU OF INVESTIGATION

Date of transcription 12 12 1994
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assifi xxxx

ST
Investigation on 12 94 at Quanticn
File XXXXXXXXX __________________Date dictated 12/12/94

xxxxxxxxx

by XXXXXXXXX

This document contains neither recommendations nor conclusions of the FBI It is the property of the FBI and is loaned to your agency

it and its contents are not to be distributed outside your agency
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Anticipatedi

For The Earl Pitts Espionage Subject Interview
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Pitts Interview Assignment

Based on the Pitts presentation and handouts you received your group is to

b7E

Topics to be addressed
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JJf44-.t4A-i /tr4A4

The following information is being recorded for
possible use in interview of subject

On 5/10/95 Unit Chief during discussions
concerning captioned matter made the following observations
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Subject Interview

Scenario 1- Instructor Notes
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Subject Interview

Scenario

Case Predication
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Subject Interview

Scenario 2- Instructor Notes
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JJNCLASSIFIED//FOR OFFICIAL USE ONLY

Administrative vs Criminal Jnvetigatious

IEDJ L1N
8.1 Administrative Investigations

TE

An administrative investigation consists of an allegationthe employee violated

Bureau policy procedure U.S government rule or regulation or criminal offense

investigated by uS or DOJ OIG in which prosecution was declined criminal

investigation may be opened and then converted to an administrative investigation due to

declination of proecution or out of 1iecessity to compel testimony from an employee

An administrative
investigation may also be opened in the event the employee is

being criminally prosecuted by local state or other fderal law enforcement entity for

violations such as DWI/DUI Assault Theft etc The employee is notified of the opening
of the internal administrative iævestigatibn however the administrative

investigation is

held in abeyance until the criminal matter is adjudicated The employee may still incur

an administrative disciplinary action regardless of the outcome of the criminal

prosecution

All dministrative investigaions are forwarded to OPR AU AU II for

adjudication or adjudication review in DIA matter

8.2 Legal Precedent that Guides Administrative Investigations

All Bureu supervisors both agent.and support hould be aware of the legal

precedents established by Garrity New Jersey 1967 and Kalkines United States

1973 in regard to the FBIs internal administrative investigation process

8.2.1 ___________________

Garrity Nev Jersey 1967 and its.progenyestablished tbee interrelated

principles

Compelled testimony .through the threat df the loss of livelihood cannot be

usd in criminal proceedings against the interviewee

Unless the interviewee isgiven at least use immunity the interyiewee

cannot be fired for invoking their Fifth Amendment privilege The

execution of the FD-645 grants the limited use immunity

The interviewee may be fired if they continue to invoke their Fifth

Amendment privilege after being granted use immunity

The interviewee may be criminally prosecuted for knowingly and willfully

providing false statements during the interview

-9.-

FOR OFFICIAL FBI INTERNAL USE ONLYDO NOT DISSEMINATE
UNCLASSIFIED//FOR OFFICIAL USE ONLY
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conduct Izen Catalina 256 F.3d 324 329 5th Cir 2001 buSt see Plati 258 F.3d at

1176 holding that defendants adverse actions must be substantially motivated

against the plaintiffs exercise of constitutionally protected conduct Accordingly

retaliation need not be the sole motive for prosecuting Izen 256 F.3d at 329

III BIVENS CLAIMS CHALLENGING FAILURES TO DISCLOSE

EXCULPATORY INFORMATION DURING CRIMINAL

PROSECUTION

It has long been established that in criminal proceeding prosecutor has

the obligation to provide to the defense any evidence within the states possession

that is favorable to the accused and material to guilt or punishment See Brady

Maryland 373 U.S 83 1963 Giglio United States 405 U.S 150 1972 The

obligation extends to impeachment evidence as well See Youngblood West

Virginia 547 U.S 867 869 2006 United States Bagley 473 U.S 667 676 1985

Violation of this duty is denial of due process to the accused and will result in

reversal of the defendants conviction See Brady 373 U.S at 83 Giglio 405 U.S at

150 Kyles TA/hitley 514 U.S 419 1995

It is less clear whether and in what circumstances the failure of government

officials to disclose excuilpatory or impeachment information to the accused can

give rise to civil suit under Bivens Six Unknown Named Agents of the Fed Bureau

of Narcotics 403 U.S 388 1971 or 42 U.S.C 1983 As the following section

elaborates it is fairly clear that while prosecutors are entirely immune from
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liability for failing to make so-called Brady disclosures to the accused investigating

agents can be held liable for failures to disclose material exculpatory or

impeachment information to the prosecutor Many more questions are still

terms such

as bad faith and material exculpatory information the threshold requirements

for bringing Bivens action for failure to make exculpatory disclosures when

officials other than investigating.agents may be held liable and whether bad faith

is necessary to establish liability

The Brady Duty to Disclose Exculpatory and Impeachment Information

In criminal proceeding the accused is entitled to obtain all evidence within

the states possession that is favorable to the accused and material to guilt or

punishment See Brady v.Maryl and 373 U.S 83 Giglio United States 405 U.S 150

Allexculpatory or impeachment evidence is considered Brady material including

evidence known only to police investigators but not the prosecutor but Brady

violation can only be made out if its suppression would undermine confidence in

the conviction See Youngblood West Virginia 547 U.S 867 870 2006 Kyles 514

U.S at 434-37 United States Bagley 473 U.S 667 682 1985 The Brady duty is

imposed directly by the due process clauses of the Fifth and Fourteenth

Amendments It is not merely prophylactic rule designed to effect the purposes

of the clauses See Carter Harrison 612 Supp 749 E.D.N.Y 1985

For the purposes of assessing whether the criminal Brady duty is transferable

to the civil context one of the most important questions is What government
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official or officials are charged with carrying out the duty The consensus is that

the Brady duty belongs to the prosecutor alone see Jean Collins 221 F.3d 656 4th

Cir 2000 Ky/es 514 U.s at 437 the prosecution which alone can know what is

undisclosed mustbe assigned the consequent responsibility to gauge the likely net

effect of all such evidence and make disclosure....1 and most cases appear to

presume that the duty belongs to the prosecutor see e.g United States Bhutani

175 F.3d 572 577 7th Cir 1999 agencys knowledge is imputed to the

prosecutor for Brady purposes United States Avellino 136 L3d 249 55 2d Cir

1998 discussing duty from prosecutors perspective United States Sanchez 50

F.3d 1448 1453 9th Cir1995 The prosecutor will be deemed to have knowledge

of and access to anything in the possession custody or control of any federal

agency participating in the same investigation of the defendant. There are

however indications that the duty may belong as well to officers or agencies

closely aligned with the prosecution See United States Wood 57 F.3d 733737 9th

Cir 1995 where FDA was agency charged with administration of statute and had

consulted with prosecution on the case for Brady purposes the FDA and the

prosecutor were one Jean 221 F.3d at 664 Murnaghan dissenting arguing

that lead investigators who communicated with prosecution were subject to Brady

duty see also United States Pelullo 399 F.3d 197 218 n.22 3d Cir 2005 since it

could not be shown that the civil investigators in Pelullo had similar level of

involvement in the criminal prosecution as compared to the agency officials in

Wood and Bhutani the limited holdings of Wood and Bhutani did not apply
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The case law gives very little guidance as to who may be sufficiently

connected to the prosecution to assume an independent duty for civil liability

purposes or under what

the courts tend to presume that the Brady duty belongs to the prosecutor alone the

role of third parties in the process of Brady disclosure generally arises in the context

of the prosecutorial duty The prosecutors duty is no fault duty which is

violated even by unintentional failures to disclose See Jean 221 F.3d at 663 Thus

the prosecution can violate the Brady duty even if it is unaware of the exculpatory

material as long as the material is in the possession of someone sufficiently

connected ith the prosecution to impute that third partys knowledge to the

prosecution See Kyles 514 U.s at 437 Bhutani 175 F.3d at 577 There is rich ease

law addressing the question of whether the prosecution is responsible for

knowledge possessed by third party Compare Wood 57 F.3d at 737 where FDA

was agency charged with administration of statute and had consulted with

prosecution on the case Brady purposes the FDA and the prosecutor were

one United States Gale 314 F.3d D.C Cirrhrg denied on other grounds 326

F.3d 228 D.C Cir 2003 for Brady purposes assumed prosecution was aware of

prior false testimonyby police officer witness who was not part of the investigation

team United Statesv Wilson 237 F.3d 827 832 7th Cir 2001 where U.S Marshal

Service knew witness had tested positive for drugs while in witness protection and

did not convey that information to the prosecution it is impossible to say in good

conscience that the U.S Marshals service was not part of the team that was
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participating in the prosecution even if the role of the Marshals Service was to

keep the defendants in custody rather than to go out on the streets and collect

evidence with United States Morris 80 F.3d 1151 1169 7th Cir 1996 where

prosecution had no knowledge of documents possessed by agencies which were not

involved in the investigation or prosecution of the case court would not impute

those agencies knowledge to the prosecution United States Locascio F.3d 924

949 2d Cir1993 refusing to infer knowledge to prosecutor of agents not assigned

to the investigation or prosecution United States Gambino 835 Supp 74

E.D.N.Y 1993 affd 59 F.3d 353 2d Cir 1995 same Shakur United States 32

Supp 2d 651 665 .D.N.Y 1999 information known to undercover NYPD

officer not imputed to prosecution team even though other NYPD officers

exchanged information with FBI task force investigating the case People Beard

620 N.Y.S.2d 242247 Sup Ct 1994 when information concerning misconduct of

arresting officer is unknown to prosecution and investigating officers no Brady

violation

The general rule that may be gleaned from the above sampling of cases is that

courts will impute knowledge to the prosecution where third party or agency is

sufficiently connected to the prosecution to warrant the presumption that the third

party or agency communicated with or should have communicated with the

prosecution Unfortunately however as the cases tend to view the Brady duty from

the prosecutors perspective and as that duty is irrespective of fault the cases

generally provide very little useful information about when an official other than
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the prosecutor might be culpable in some sense for failing to disclose

information Defendants in civil damages cases may take advantage of this fact to

assert that their obligation to disclose exculpatory inf ormation unclear such

that they are entitled to qualified immunity from liability

Although it appears that the prosecutor has the duty to disclose Brady

material within the possession of agencies with which it has contact during the

course of the investigation imposing on the prosecution limited duty to search for

exculpatory matrial the prosecution does not have the obligation to search for

exculpatory information among agencies not sufficiently connected to the

prosecution to rarrant imputation of their knowledge to the prosecution See

e.g United States Bender 304 F.3d 161 163 1st Cir 2002 United States Earnest

129 F3d 906 910 7th Cir 1997 Sanchez United States 50 F.3d 1448 1453 9th Cir

1995 Whether third parties who are not sufficiently connected to the prosecution

to warrant imputation of their knowledge to the prosecution can ever be civilly

liable for failing to disclose information to the prosecution has never been

addressed

Civil Liability For Failing to Disclose Exculpatory

or Impeachment Information

Although the prosecutor clearly has duty imposed directly by the due

process clause to disclose exculpatory or impeachment information to the accused

the only remedy the accused has for prosecutors violation of that duty is reversal

of his conviction the prosecutor is absolutely immune from civil liability for

violating his Brady duty un bier Pachtman 424 U.s 409 1976 extended absolute
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