
HE

b7E
ITU Blocks 14 15 ICS 7A

Curriculum Map

Block Description

Ths two 2-hour hloks of instrtjotior nrovid ovrviw qf thel

prograrri In drlition the overview terms

are defined and the concept lare introduced The b7E

Attorney General Guidelines and FI reference manuals Detaining to the operation lare

vrIor1
A1ditionally the concetl Iwill be discussed

las /lI 2S thI Itht sistl

Furthermore th Ito not only provide case-related information

but to also provide information that will
assisi

Supplemental Materials

PowerPoint note taking Guide

b7D

b7E

10

11

Assignments Review next ITU PowerPoint and read supplemental materials for next class

Learning Objectives
h7E

At the end of this four-hour block of instruction students should be able to

Instructional Platform

FB1042772

ACLURM043872



_______ During part II disseminate resuitsi

Discussi__________________________

Facilitate role playing exercis __________

During cours __________
___________________lof investigative interest

Key Points for Instructors

Revised 09/07/2006

b7E

lb

b7C
b7E

Emphasize and reinforce the imoortance and necessity1

Emphasize the need to think ahead and the need to focus from an early point on identifying

means/methods/manners of communications

FB1042773

ACLURM043873



ITU Block 49 b7E

lS

Curriculum Map

Block Description

Tiis four-hour block is devoted to having learners role-playl___________________________________

Several National Security scenarios have been developed During each of the different

roles the role player presents different issue question or problem for the learners to resolve applying

FBI policies and procedures b7E

Supplemental Materials

11 role-play
scenarios

Assignments None

Learning Objectives

At the conclusion of this block of instruction students should be able to

Discuss which approach and techniques are appropriate in given fact situation b7E

Apply concepts learnedi

Instructional Platform

FBI Academy instructors play the role of the interviewee Students are grouped in two-Agent

teams to conduct the interviews This provides for active participation by up to sixteen New Agent

Trainees

Key Points for Instructors

After each role-play it is important to discuss what worked what did not and to offer alternative

approaches and solicit same from student observers

Revised 09/08/2006

FB1042774

ACLURM043874



NTI

t1TE 11 PIHi

ITU Blocks 47 48 ICS 3B

Curriculum Map

Block Description

This fgur-hour block is devoted to how Agents develoi

Topics

Supplemental Materials

PowerPoint note taking guide

Assignments None

Learning Objectives

Classroom discussion continuation of

Key Points for Instructors

In addition to discussing

opportunity to talkl_________________________

reporting requirements and papeiwork involved

ipractical exercise

this block affords the instructor the

ito include the various authority levels to operate

Revised 09/08/2006

II IJIU.1I

AI istiss

instruction

At the conclusion of this block of

b7E

bE

bE

bE

At the conclusion of this block of instruction students should be able to

Instructional Platform

FBI042775

ACLURM043875



TE

1-2 pm

2-3 pm

3-4 pm

5-6 pm

WEEK DAY WEEK DAY2 WEEK DAY3 WEEK DAY4 WEEK DAY5

6-7 pm

7-8 pm

8-9 pm

9-10 pm

1st Quarter FY07

Starting 07-01

7-8 am

8-9 am

9-10 am

10-11 ami

LEGAL

Constitution

Bill of Rights

INVESTIGATIVE

TRAINING

Course Overview

12-1 pm

LEGAL

Agent Arrest

Authority/Use of

Force Intro

4-5 pm

LEGAL

Bill of Rig hts/

Probably Cause

FIREARMS LEGAL

Deadly Force

Policy

FB1042776

ACLURM043876



7-8 am

8-9 am

9-10 am

10-11 aml

WEEK2 DAY WEEK2 DAY2 WFK2DAY3

LEGAL

Deadly Force

Policy

WEEK2 DAY4 WEEK2 DAY5

LEGAL

Deadly Force/

Non-Deadly Force

Scenarios

LEGAL

Federal Judicial

Investigative

Trin.ing

Role of theSA

LEGAL

Fed Crimin Law

Defenses/Entrapment

FIREARMS

11-12 pmi

12-1 pm

1-2 pm

2-3 pm

3-4 pm

4-5 pm

5-6 pm

6-7 pm

7-8 pm

8-9 pm

9-10 pm

b7E

br

bC
b7E

FB1042777

ACLURM043877



111

WEEK3 DAY WEEK DAY2 WEEK WEEK DAY4 WEEK DAY5

7-8 am

10-11 aml

11-l2pmu

bC
b7E

12-1 pm

1-2 pm

2-3 pm

3-4 pm

b6

4-5pm

5-6 pm

6-7 pm

7-8 pm

8-9 pm

9-10 pm

INVEST1GATJVE

tAAIFN

ITU

Cs SUPERVISOR

LEGAL

Federal Judicial

Ssystem

FB1042778

ACLURM043878



WEEK DAY WEEK4DAY2 WEEK4DAY3 WEEK4DAY4 WEEK4 DAY5

LEGAL

11

7-8 am

8-9 am

9-10

10-Il

11-12

12-1 pm

3-4 pm

4-5 pm

5-6 pm

b6

bC
b7E

b3

bC
b7E

6-7 pm

7-8 pm

8-9 pm

9-10 pm

SURVEILLANCE SURVEILLANCE

Night Surveillance Night Surveillance

GROUP GROUP

FB1042779

ACLURM043879



7-8 am

8-9 am

9-10 am

10-11 am

11-12 pm

12-1 pm

1-2 pm

2-3 pm

3-4 pm

4-5 pm

5-6 pm

6-7 pm

7-8 pm

8-9 pm

9-10 pm

WEEK5 DAYI WEEK DAY2 WEEKS DAY3 WEEKS DAY4 WEEKS DAYS

FIREARMS

b7E

FB1042780

INvEaTIGATIVE

10

Case Study

LEGAL

12 FIREARMS

Federal Rules of

Evidence

1TU

11

ACLURM043880



iT

WEEK6DAY1 WEEK6 DAY2 WEEK6DAY3 WEEK DAY4 WEEK6 DAY5

LEGAL

15
Intro to Fourth

Ammendrnent
b7E

7-8 am

8-9 am

9-10 am

10-11 aml

11-12 pml

12-1 pm

1-2 pm

2-3 pm

3-4 pm

4-5 pm

5-6 pm

6-7 pm

7-8 pm

8-9 pm

9-10 pm

LEGAL II

14
Exam Review

Intro to Fourth

Ammendment

CONCEPTS AND

TACTICS FOR

SURVIVAL

CATS II

Intro to Tactics

Room Clearing

Alt To Entry

Visual Clearing

Approaching Entry

CONCEPTS AND

TACTICS FOR

SURVIVAL

CATS II

FIREARMS

ib
INTELLIGENCE

LECU

______________________ Identifying Intelligence

Writing Text

INTELLIGENCE Writing Subject Lines INTELLIGENCE

LECU LECU
Dissemination Methods Writing an HR

Environments/Concepts

CLASS HELD MOOT

_______________
COURT CLASSROOM

________________
BUT RESERVE

_______________ CBT2 ALSO

FB1042781

ACLURM043881



WEEK 7DAY WEEK7DAY2 WEEK7DAY3 WEEK7DAY4 WEEK7 DAY5

LEGAL II

18
Search Warrant

Exceptions

FiARftLEGAL II

19
Search Warrant

Exceptions

CONCEPTS AND

TACTICS FOR

SURVIVAL

CATS III

Felony Car Stops

Building Clearing

7-8 am

8-9 am

9-10 am

10-11 am

11-12 pm

12-1 pm

1-2 pm

2-3 pm

3-4 pm

4-5 pm

5-6 pm

6-7 pm

7-8 pm

8-9 pm

9-10 pm

LEGAL

20
Criminal Evidence and

Intelligence Gathering

Elsur and Phys Surv

INVESTIGATIVE

iRAiNING

LEGAL II

17
Criminal Evidence

Gathering Search

Warrant Exceptions

INVESTIGATIVE

TRAININQ

14
Ii

INVESTIGATIVE

TRAINING

13
__-j
ICS6A

___________ ___________ CONCEPTS AND

____________ TACTICS FOR

_____ ICS7A SURVIVAL

INTELLIGENCE

LECU CATS III

WritinganllRl

Revisions and Recalls
_______

CLASS HELD MOOT ________________

COURT CLASSROOM

BUT RESERVE

CBT2ALSO

ICS7

LEGAL II

21

Intelligence

Gatheringi

bE

FB1042782

ACLURM043882



7-8 am

WEEK DAYI WEEK DAY2 WEEK DAY WEEK DAY4 WEEK DAY

lTL

16
lC$upervjsor

BT

LEGAL II

23
Investigative

Detention

FM i7AThL
TRAIMNO

___
__JMhrnnt

LEGAL

22
Investigative

Detention

ising1 tin

LEGAL II

25
Interrogations

LEGAL II

26
Interrogations

ITU

17

8-9 am

9-10 am

10-11 am

11-12 pm

12-1 pm

1-2 pm

2-3 pm

3-4 pm

4-5 pm

5-6 pm

6-7 pm

7-8 pm

8-9 pm

9-10 pm

________ ICS9

ETHICAL

LEADERSHIP

Sevefl Habits of

Highly Effective Leader

INVESTIGATIVE

INI

ical

LEGAL

24
OPERATIONAL

TECHNOLOGY

Tech Trained Agents

Transmitters Etc

O.T.D

Interrogations

b7E

FB1042783

ACLURM043883



FB1042784

WEEK9 DAY

1E

WEEK DAY3

LEGAL II

27
Eyewitness ID

WEEK DAY4 WEEK DAY5WEEK DAY

tRJN

IS
TRAIMN

21
ConsensiaiMonitoring

IN VESTI

25

LEGAL II

29

EXAM

bE

IJVESTIATJVE

inäiiªPlhVtig

PÆrti

7-8 am

8-9 am

9-1 Oam

10-11 am

11-12 pmi

12-1 pm

1-2 pm

2-3 pm

3-4 pm

4-5 pm

5-6 pm

6-7 pm

7-8 pm

8-9 pm

9-10 pm

INVESTIGATIVE

TRAIN IN
22

Consensua Monitoring

LEGAL II

28
Civil Liability

FIEA$
INVES1GATIVE

TRAINING

FinÆnciälIævØstig

hniques

INVESTIGATIVE

TRAINING

24
Ttitle Ill OlD

ACLURM043884



WEEKIODAYI WEEKIODAY2 WEEKIODAY3 WEEKIODAY4 WEEKIODAY5

Ft REAR MS

19

JNYEStIGATIVE

TRING

naiJInVesti

fopIsTecInkUes

âit3

INVE1GA11VE

TRAIN

FihanoaIJivt

Tools Techhfques

Pärt4

1RMS

iNVESTIGATKE

TRAItNG

30

nariciaJ Investig

TpôisTechniques

Part

FIREARMS

8-9 am

9-10 am

10-11 am

11-12 pr

12-1 pm

1-2 pm

2-3 pm

3-4 pm

4-5 pm

5-6 pm

6-7 pm

7-8 pm

8-9 pm

9-10 pm

ftJVTATIVE

Practical

Exercise

NVESTIGA1VE

TRAINING

.32
Liaison

INVESTIGATIVE

TRAINING

33
PractiOàl

___________

Exercise ICS 9C

FB1042785

ACLURM043885



JTA

FE

WEEKIIDAYI WEEKIIDAY2 WEEKIIDAY3 WEEKIIDAY4 WEEKIIDAY5

30

FB1042786

LEGAL

Exam Review/

Legal Aspects of

Practical Exercises

Deadly Force Review

INVTIGATIVE

TFAINNG

JNLE$TIG11VE

ININ

ETHICAL

LEADERSHIP

UWStJGAFIVE

TRAINING

Part

I1IVEStIGAtIVE

TRAINING VINYEtIATI
TRAINING

42
lntemationÆlTerrorisrn

Part

1-RAINING

44
International Terrorism

tævestfinæs

7-8 am

8-9 am

9-10 am

10-11 am

1-12pm

12-1 pm

1-2 pm

2-3 pm

3-4 pm

4-5 pm

5-6 pm

6-7 pm

7-8 pm

8-9 pm

9-10 pm

INVESTIGATIVE

ThANIN

b7E

b7E

PRACTICAL

EXERCISE

NON-COMPLIANT

ARREST SCENARIOS

INVESTIGATIVE

TRAINING

35

Take Home Days

EXAM

ACLURM043886



FB1042787

WEEKI2DAYI WEEKI2DAY2 WEEKI2DAY3 WEEKI2DAY4 12 flAY5

7-8 am

8-9 am

9-10 am

10-11 am

11-12 rm

12-1 pm

1-2 pm

HMS

INVTIGATIVE

TRAINING

INVYE N/TrITh

48

______________

ICS13 BTflW

2-3 pm

b7E

bEINVESTIGATIVE

TRAINING

J\IETIGATIVE

N1N
49

_______Iractical
3-4 pm

4-5 pm

5-6 pm

6-7 pm

7-8 pm

8-9 pm

9-10 pm

LEGAL II

31

Drafting

ICS 13C

ACLURM043887



HEREIN 11110 IflIED

7-8 am

WEEK 13 DAY WEEK 13 DAY2 WEEK 13 DAY3 WEEKI3DAY4 WEEKI3DAY5

FB1042788

INVESTIGATIVE

TRAN

iinciI ieI

______
Practical

PRACTICAL

EXERCISE

Source Contact

ICS 13D Buy Bust Operation

CCTV/Elsur

FORENSIC

SCIENCE

Photography

.2

INVESTIGATIVE

RNING
sa

8-9 am

9-10 am

10-11 am

11-12 pm

12-1 pm

1-2 pm

2-3 pm

3-4 pm

4-5 pm

5-6 pm

6-7 pm

7-8 pm

8-9 pm

9-10 pm

iSupŒrvisor

rJY11GATIVE

TRAIMNO

52

b7E

bc

b7C

b7E

ACLURM043888



7-8 am

WEEK 14 DAY WEEKI4DAY2 WEEKI4DAY3 WEEK14DAY4 WEEK 14 DAY

8-9 am

9-10 am

10-11 am

11-12 pm

12-1 pm

1-2 pm

2-3 pm

3-4 pm

4-5 pm

5-6 pm

6-7 pm

7-8 pm

8-9 pm

9-10 pm

FREARMS

FB1042789

INVE$TIQATI\/E

.TRAINNG

54

ACLURM043889



rE

7-8 am

WEEKI5DAYI WEEKI5DAY2 WEEK 15 DAY3

IVEflAtIvE
TRAINING

WEEKI5DAY4 WEEKI5DAY5

iTTCase Study

12-1 pm

ETHICAL

LEADERSHI

EXAM

LEGAL

32
Attorney General

Guidelines /Protect

of Civil Liberties

INVESTIGATI

FARM

1-2 pm

2-3 pm

3-4 pm

4-5 pm i.iUi58

Classified

ICS SUP

5-6pm

6-7 pm

7-8 pm

8-9 pm

9-10 pm

INVESTIGATIVE

TRAINING

59

OPERATIONAL

TECHNOLOGY

_____________
FBI FM Radio System

Video Enhancement

OPERATIONAL Data Intercept

TECHNOLOGY Technology

Surveillance Using

Tracking Technology

OTD OTD

FB1042790

ACLURM043890



WEEKI6DAYI WEEKI6DAY2 WEEKI6DAY3 WEEKI6DAY4 WEEKI6DAY5

FHEARMS

QUALS

FB1042791

FJERMS FIgARS

7-8 am

8-9 am

9-10 am

10-11 arr

11-12 pm

12-1 pm

1-2 pm

2-3 pm

3-4 pm

4-5 pm

5-6 pm

6-7 pm

7-8 pm

8-9 pm

9-10 pm

LEGAL

34

restifying in Court

rrial Preparation

FORENSIC SCIENCE

FORENSIC SAFE FORENSIC SAFE 13

SCIENCE TACTICS SCIENCE TACTICS Review

12 AND 12AND
REMED REMED

TRAINING TRAINING

GROUP START GROUP START II

JOINTLY JOINTLY

TAUGHT TAUGHT

FSTUAND FSTU AND

ICTU ICTU

ICS19 ICS19

GROUP GROUP

ACLURM043891



1-2 pm

2-3 pm

3-4 pm

4-5 pm

WEEKI7DAYI VEK17rAY2 WEEKI7DAY3 WEEKI7DAY4 WEEKI7DAY5

INVES1IGMIVE

TiNJN

Em RŁviW

LEGAL

35

MOOT COURT

12-1 pm

FIREARMS

LECT

INVESTIGATIVE

TRAINING

62
FILE REVIEW

CSSupØrvisor

Flying Airm.e

MonW Safety

Hôlstºrs

MOOT COURT

FB1042792

ACLURM043892



7-8 am

8-9 am

9-10

10-11

11-12

12-1 pm

HE

NT

WEEKI8DAYI WEEKI8DAY2

CBT COMPUTER BASED TRAINING CLASSROOM

1-2 pm CBT SCHEDULE SHOULD IDENTIFY LOCATION AS

HOMEROOM BUT RESERVE CBT AS CLASS WILL

RELOCATE TO CBT DURING THE SECOND HOUR

2-3 pm CBT COMPUTER BASED TRAINING CLASSROOM
CBT SCHEDULE SHOULD IDENTIFY LOCATION AS

HOMEROOM BUT RESERVE CBT AS CLASS WILL

3-4 pm RELOCATE TO CBT DURING THE SECOND HOUR

CTU COMPUTER BASED TRAINING

CTU SCHEDULE SHOULD IDENTIFY LOCATION AS HOMEROOM BUT RESERVE CTU AS

4-5 pm AS CLASS WILL RELOCATE THERE

SCHEDULE CLASS IN 309 310 311 OR 312

FB1042793

ACLURM043893



ITEJ Schedule for New Agent Classes 06-06 and Beyond

.Jl 21L
iL

.. iLc_
lU JJL1wjL..LfpManp4

ii

JLityv ftLEcU
Interviewing

ii LECU1H
II çSfi4 çu

.l no dy II1L
ITU1IICS5A

it

1.1

i.._
I1

Ti L. i-li

.JL...
rftTi5ICS7A

jJç.pervisor
..

içs
jI

19 nagement
SJB

ITrJ 20 Tg r4-SJ
oingPart

ConsensuaIMonitoiingp2 DC
ITIJ 23

11

ITU 24 Title ffl MT KM
1TU25 terpiiseTheoiy

ITU 26 Financial Investigative Tools and PD SD
Techniques Part

r11u27ICs 9A jFinancial Investigative Tools and
Techniques Part

FB1042794

ALL IJFJflATILI TAIUEL

TE tTOL

bC

b7E

bE

ACLURM043894



lb 77

b7E

ITU 28 Financial Investigative Tools and PD SD

JTEJ 29 Financial Investigative Tools and PD SD__.JL
ITtJ 30 Financial Investigative Tools and PD SDecuesPart5

JLgc1 JL PD

I.

1TU35 Testl PD/All KMJAII

i___________
VS/DB

jITU38ICS11 JVS/DBpG/DB
rIP3.... l1

....
ysq

L_K4cQLcL.JI ICS.Supehiisor
....iL

ruj._J F. JL. js.L.Scse 1I DB/SJ
L.ITU .jvTechniques

ru.44 Interna tional .Terroiism Pr cal DBPSJ
.jTU ..JI

flu _.
I.

I...

tJ ç1ç
jnu 50ç1cs13D FinancialCrim esExercise

...HI PD
içs

.Liki jlcSsupervisor

1T1J52 VS
i.. W53.Hf

ICS 15 Practical OSU
ITU54Jcs 15A DBJSJ DB/ SJ

ICS 16 Interviewing 19 LECU

flsii75JiSupervisor .YW
J5 18

Interviewing 21 LECU
flU56

..I DEV

FB1042795

ACLURM043895



..

BJtth from Integrated Case Scenario ICS taught by unit other than ITLJ

Revised 12108105

Sequence of instruction may vary slightly from one New Agents class to another

Team

TP2m

ream Leader

hE

kTeam Leader

Floaters Teach aB NA classes

L.
..

1TU 58 ICS 1.8A ICS Supervisàr

21

VW LP

Ej
ICS 19

ij
Forensics LAB.________._j._ ._____

JIEç Supervisor iL_II
Supervisor JL_ YYiJ.4

L... .ILxsij
JCS22 MootCourt JL

FB1042796

ACLURM043896



ITU Block 39

Curriculum Map

Block Description

This wo-hour block of instruction introduces le2rners to the nolicv nuidelinesi

Supplemental Materials

PowerPoint note taking guide

Assignments None

Learning Objectives

At the conclusion of this block of instruction students should be able to

Instructional Platform

Students will discuss

Key Points for Instructors

Executive Order 12333 1981 designates the FBI as the lead counterintelligence agency in the

United States

The key components of National Security investigations are to Identify Penetrate and Neutralize

vital to protecting U.S national security interests

Revised 09/08/2006

TE

Leerners will be exoosed tol

b7E

b7E

b7E

b7E

FB1O42797

ACLURM043897



ITU Block 38
ICS 11

Curriculum Map

Block Description

This two-hour block of instruction provided

b7E

An overview of

Supplemental Materials

PowerPoint note taking guide

Assignments None

Learning Objectives

Students will conduct database checks in accordance with the investigative rulesi__________________

IStudents will watch video of case

agent from the Quantico JTTF discussincil Iwith the FBI NYO case acient

This information willi

Learners are also exoosed tcl

b7E

At the conclusion of this block of instruction students should be able to

Instructional Platform

Students will be reminded

FB1042798

ACLURM043898



Key Points for Instructors

b7E

Revised 09/08/2006

FB1042799

ACLURM043899



Block Description

ITU Block 37

Curriculum Map

bF

This two-hour block explains the FB role as law enforcement and

counterintelligencefcounterterrorism aqencv_____________________________

Supplemental Materials

PowerPoint note taking guide

Assignments None

Learning Objectives

At the conclusion of this two-hour block of instruction students should be able to

__________________________________

Instructional Platform Class discussion

Learners are exposed tol

The learners are further Drovided with an overview of information

FB1042800

ACLURM043900



Key Points for Instructors

Counterterrorismis the Bureaus priority and the FBI is the lead Agency in the US for both CT

and Cl

There are twr fvn of NSP ItfriHrnc
III V._JCi4_1I_I I_J

The three components of the National Security Branch are bE
Counterterrorism Division

Counterintelligence Division

Directorate of Intelligence

The priority of thel is to share intelligence in order to prevent disrupt and defeat terrorist

operations and planning berore hey occur

Revised 09/08/2006

FB1042801

ACLURM043901



ITU Block 46

eurriculum iviap

b7E

Block Description

Thic hnn_hniir hlnrk iddraczcac dcscfinc3 nnmrniunir2tinnl

Supplemental Materials

PowerPoint note taking guide

21

Assignments None

Learning Objectives

At the conclusion of this block of instruction students should be able to

Instructional Platform

Revised 09/08/2006

bTh

b6

bC
b7E

Classroom
discussiol

Key Points for Instructors

FB1042802

ACLURM043902



ITt Rlnrk il.9

Curriculum Map

This block of instruction also addresses thel

The block is concluded with the presentatiod

Supplemental Materials

PowerPoint note taking guide

Assignments None

Learning Objectives

At the conclusion of this block of instruction students should be able to

sç

bi

b7E

b7E

FB1042803

ACLURM043903



Instructional Platform Classroom
discussiol b7E

Key Points for Instructors

Revised 09/08/2006

SET

FB1042804

ACLURM043904



if

II

ITLI Rlnrk tRO

uurricuium Map

Block Description ____________ b7E

This two-hour block of instruction is used to administer th 1exam The test is

open-book but done in class

Supplemental Materials

Exam

Student envelopes

Assignments None

Learning Objectives

At the conclusion of this block of instruction students should be able to

Demonstrate their knowledgeof various
concepts

Successfully apply various concepts learnedi____________________

Instructional Platform

Revised 09/08/2006

Written exam

Key Points for Instructors

Infrufnr m.ct rmmh -r to disseminate student
material

FB1042805

ACLURM043905



ITLI Rlnrk iR
b7E

Curriculum Map

Block Description

This two-hour block begins with review of the material from the Cl/CT exam and concludes with
bE

the 63 blocks of ITU instruction

Supplemental Materials

PowerPoint note taking guide

Assignments None

Learning Objectives

At the conclusion of this block of instruction students should be able to

Successfully apply basic and advanced investigative techniques to FBI investigations

Instructional Platform

Class discussion

Key Points for Instructors

Re-emphasize key points from previous 62 blocks of ITU instruction

Revised 09/08/2006

FB1042806

ACLURM043906



rr

New Agent CI Training Enhancement

iJ Icourses

Basic CI 15 hours

15 hours b7E

15 hours

l5hours

60 hours total

21 Imethods/interviewing

4hours

hours
b7E

2hours

3hours

lhour

12 hours total

31 hours total

b7E

hours total

Total CI addition to NAT 80 hours total

FBIO42807

ACLURM043907



-New Agents Training Curriculum Committee

Meeting Agenda
December 2007

Discussion of Curriculum Assessments status/ukdate

Update by Instructional Systems Specialists

Recommendations for Schedule lay-out

Admin Areas meeting on 11/30/2007 summary

Week Introduction to the FBI

Discussions regarding the indoctrination of New

Agents/Analysts into the FBI

What should Week 1ook like ideas

Next Steps
Units/ISSs begin lesson plan construction

Operational divisions meet to discuss
transition training areas
Schedule lay-out meeting

Initiative Progress Deadlines

12/03/2007 units submit reports documenting
assessment and review of existing irricn1iim bo

12/17/2007 official Audit report
bC

01/07/2008 Initial review of new lesson plans

rough drafts
01/07/2008 provide new schedule plan to TSU for

scheduling
01/25/2008 progress review of all units

02/08/2008 second progress review majority of

curriculum should be completed
02/29/2008 curriculum finalized for initial

implementation
04/01/2008 implementation of new NATP

curriculum

FB1042808
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ALL IFORXATIO5 CONTAINED

HEPAIN 10 TJNC1AIFIED

DATE 10012011 BY 05179 D2O/ tp/

New Agents Training Program Proposed Curriculum Layout

_____________

h7

Intro the FBI

eek

Intelligence-Collection

Core Skills Training Transitional Phase

Basic skills essential to the Special Agent Modern Trends

Safety and Survival Contemporary Topics

Investigative Tools and Techniques Program-centric topics

Interview and Interrogation

Legal Procedures

Issues for consideration

How are new NATS and Analysts introduced to the FBI As an organization Their roles

Will NAT/IBC be combines at certain points If so where

How will the transition phase look

How is the intelligence-collection continuum integrated in all areas/programs

Where should the CTC presentation be placed in the schedule

FB1042809
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New Agents Training Program

I11IIN Division/Unit Name

Subject Title

Block

Curriculum Map

SAMPLE
Block Description The New Agent Trainees NATs are introduced to the team of instructors and

provided an outhne of the expectations goals and objectives format and time-line of the entire ITU

curriculum and learning strategies including classroom presentations practical exercises joint training b7E

ooDortunities and supervision over the Integrated Case Scenario ICS The concept ofi

us also introduced.

Block time Hours

Instructional Goal New Agent Trainees NAT5 are introduced to the team of instructors and provided an

outline of the expectations goals and objectives format and time-line of the entire ITU curriculum

Instructional Objectives After this two-hour block of instruction learners will be able to

Describe in general terms the ITU curriculum and the method in which they as learnerswill be

evaluated

List the core capabilities of the FBI to include investigative intelligence strategic partnerships

investigative technologies and forensic.capabilities

Instructional Strategies describe in detail

Lecture

Group exercise New Agents will identify the techniques appropriate to specific investigations

given various situations/descriptions

Icebreaker exercise

Supplemental Materials

ITU binder with NAC cover sheet prepared by SPPU
PowerPoint for Block prepared by SPPU
Course Outline prepared by SPPU
CD-Rom prepared by ITU--see Program Manager

Assignments b7E

Review CD for organization and content

Review PowerPoint and supplemental materials on CD for next ITU class

Key Points for Instructors Discuss how the course focuses on investigative techniques as applied in

criminal and national security investigations and has moved away from the program specific approach to

New Agent Training Introduce the intelligence cycle and exolain the critical role that intelligence plays in

FBI investigations Introduce and explain the concept of Discuss how the students

will learn how to manaae criminal and national security cases vi

FB104281
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Day
hours

cQ IL9

Counterintelligence in the FBI History

ITU Block 37

Block Description

This two-hour block explains the FBI role as law enforcement and

counterintelligence/counterterrorism agencyI

The learners are further provided with an overview of informatior

b7E

hours Early and contemporary

ITU Block 46

Block Description

This two-hour block addressesl Icommunicationl

Day2
hours The Adversaries

ITt Rlnrk

Curriculum Map
Block Description

This two-hour block of instruction providesi

Learners are

Learners are eYnnseri fri

b7E

b7E

also exposed

FB104281
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Day
hours CI Tools

hours
_____

ITLI Rlncks4L7

Block Description

These two 2-hour blocks of instruction provide cienerall b7E

IAdclitionally students will learn how to apply these techniques in logical

order working from east to most intrusive as well as discuss tactic2l 2nd sftv rnnsithr2tinns

for each technique

Investigative techniques are compared to

tools in toolbox with the FBI using criminal and foreign intelligence tools

ITt Rlnr.k

Block Description

This two-hour block of.instruction introduces learners to the policy quidelinesl

Learners will be exoosed to b7E

Day3
hours CI Case Studies The Reagan Case

4hours

ITU Block 52

FB1042812
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The block is concludedwith the oresentationi

Day
hours Culture

DayS
hours Traditional versus NoæTraditionall

ITt IPInrkA1

Block Descriptipn

Thi twn-hnir hlnr.k MrIrss cInær1sfine nnmmllnin2tinnl

This block of instruction also addresses the usei
b7E

bi
b7E

b7E

FB104281
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Day
hours CI Interviews

ITU Blocks 47 48 ICS 3B

Block Description

This four-hour block is devoted to how Agents develo

ITopics includ_____________________
.1

b7E

ITt Rlnrk 49

BlOck Description

This four-hour block is devoted to having learners role-pla1___________________________

Several National Security scenarios have been developed During each

of the different blesT the role player presents different issue uestion or problem for the

learners to resolve applying FBI policies and procedures

Day
hours Anatomy of CI Case

ITtJ Block 52

Block Description

This two-hour block utilizin lecture and practical jroblem demonstratesi

ITU Block 39

Block Description

This two-hour block of instruction introduces leaners to the policy guideline

b7E

Also discussed 2reI

At the conclusion of this block of instructioni

Learners will be expOsed to

FB104281
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hours Surveillance

Day
hours Cyber Threat and CI Operations

hours Counter proliferation

AD Required additions

Practical Exercise

ITU Block 56

Block Description

The New Agent/Analysts joint-training exercise is four-hour simulatedl b7E

scenario

FB104281
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ALL IWFOPATION CCIETAIEED

I-I9EIN IS TJIICLASSIFIED

DATE 12O62O11 BY 65179 DSBI /1

Training Division

New Agent Training Curriculum Crosswalk

Enhanced and Added Content

Division Hours

Counterterrorism 62

Intelligence

Laboratory

Training 72

Counterintelligence 36

Total Additional Hours

NOTE The additional hours do not equate to approximately weeks added to the NAT To

maximize the time new Agents are in training it is expected that various tactics will be evaluated to

include different delivery methods extending the
training day from 40 to 44 hours per week and

including mandatory events in the evening and/or weekends

Counterterrorism Division

Recommended Topics

LAwareness

Revised DRAFT

October 26 2006

Page of

b7E

Combined Learning Objectives

Suggested Outcomes

tives

36 62 TOTAL HOURS DEDICATED TO CT 98
Let

TD 2hrs

ITU 41

CIC

List at least two resources available to learn mor

Define
termsl

List and describe at least three issues to consider When
interviewin

Describe three important conceptsl

ldentifr the four oarN

2hrs

FB104281
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CTC 4hrs

CTC 4hrs

CT Technology Communications Owner CurrentTime Added Time Objectives

NICIC TD hr List and describe six databases commonly used in FBI investigations

ITU and PAU Explain how to access the databases described above

Describe in general termsl

Understand the differences between

IndrtnrII

Bulk Data Process for intelligence FTTTF 12 hr Content is in development

investigation

Telephone Link-Chaining TD hr Describe how to conduct basici

ITU 10 List and describe the three-part process
for telephone information

gathering

Combined Learning Objectives
Differentiate between the functions of aen reaisters awl trap and traces

Describe how to conduct basici
Describe how to conduct basin

CTD 2hrs

LI mu ujscribe the three-part process
for

telephone information gathering

Describe the methodology of
link-chaining

Revised DRAFT

October 26 2006

Page of

FB104281
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Revised DRAFT

October 26 2006

Page of

Describe how to interpret link-chain diagram

Understand how link-chain can be used as an

invesgative_tool

CT Operations Owner CurrentTime Added Time Objectives

AQ Strategy New conteni

CTC 4hrs

CTD 2hrs

TD 2hrs

New coni
CTC 4hrs

2hrs

ITU 53

3hrs

FB104281
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Directorate_of_Intelligence
_______________________________________________________________________________

Recommended Topics

Reflective of new lecture time only

lime

.5 hr

What Do You Need to Know About Your Dl 1.5 hrs Explain the requirements process

Territory to Protect It Identify requirement sets and how they can be found and serve as logical starting point in the

frocess

construct strategic process to understand what you need to know about
specific threat in your

territory

Describd bnd how
they can be used to better understand

threats and vulnerabilities in territory

What Do You Know About the Problem Dl 1.25 hrs Describe the relevance of
caseI land

liaison contact data in
thi

process

Critically evaluate casel nd liaison contact data and determine its overall
quality within

the larger context of the
pronieni being covered

Apply evaluated
casej

and liaison contact information to constructed strategic process

ASF.SS

r..TeI

land liaison contact information relative to the problem being covered using

Describe method to obtain access hI llata at the field office for
successfull

What Dont You Know About the Problem Dl .25 hrs Describe
process of strategic analysis in idenfifying knowledge gap with

regards to threats and

vulnerabilities in their territory

Describe the role otfn identifying knowledge gaps with
regards to threats and vulnerabilities in

their territory

What Are You Going to Do to Address Threats DI hrs Descdbe the use of the application of strategic analysis an addressing threats and

and Vulnerabilities vulnerabilifies that have been identified in other stages of th brocess

Identify critical factors that are considered when prioritizing cases and requirements affected by

the threat and
vulnerability

Describe how the application of strategic analysis can be incorporated in addressing threats and

vulnerabilities within field office

Revised DRAFT

October 26 2006

Page of

loverview Dl

Suaaested Outcomes

-Ublectives

FB1042820
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DI .5hrs

Laboratory Division

Recommended Topics Suggested Outcomes

Owner

Practical Exercise LD Conduct crime scene and search warrant execution locations in an ræanner affording increasing

evidence collection proficiency for the new agent trainees

Nole Teaching such concepts in the course of an Engage in hands on forensictechniques evidence recognition practices and collection and

evidence collection scenario would be critical value preservation techniques focusing on investigative case scenarios utilized by other components of

added to the forensic science curriculum that directly
the new agent training process supporting FBI and Naonal Security Branch investigative

supports current FBI invesgative priorities These priorities

scenarios Would of course also be woven into the Incorporate concepts
in

intelligence related aspects of crime scene and search warrant executions

broad invesgative case scenarios utilized by other emphasizing on the real time value of recognizing the actionable intelligence of items of

components of the New Agent Training process evidentiary value

Understand the importance of expeditiously forwarding such aconable intelligence items to

relevant invesgative entities for exploitation purposes ensuring suchitems are not simply

packaged for later review

ENHANCED LESSON CONTENT

Iilie as

Revised DRAFT

October 26 2006

Page of
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Training Division

Recommended Topics

Owner Time Ob ectives

TO 2Ohrs

Defensive Tactics Confined Area Arrests
TD his

ries scan

Legal Issues TD hrs Extraterritorial
Operations

DOJ Policies regarding Online Investigative Principles

Long gun retention/protection 223 range time hrs

CIADay 8hrs

Career Day hrs

Final Exercise TO 20 his
Incorporate as much of the entire curriculum in one final exercise that includes involvement of the

Investigative Analysts

Recommended Topics

me
unjectives

Introduction to Counterintelligence CD hrs

Introduction to Espionage CO hrs

CounterinteIIigenc CO his

Uounterintelligence Interviewing CO his

CD Bhrs

Practical CO hrs

uaaested outcomes

Criminal and Cyber Division have been invited to review the current content to ensure it remains contemporary

Revised DRAFT

October 26 2006

Page of

ouyyeed Outcomes

Counterintelligence Division

36 ENHANCED LESSON CONTENT 28

207
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Block Description

IlL NE

DATh u5 011 b51 LJ /tp

ITII RInk t7 itR

urricuium iviap

bE

These two 2-hour blocks of intruction Drovide general1

commonly used in FBI investiqations

investigative tecriniques are comparea
to tools in toolbox with the FBI using criminal and foreign intelligence tools

Supplemental Materials

11

PowerPoint note taking guide

Assignments Review PowerPoint and supplemental materials on CD for next ITU class

Learning Objectives

By the end of this twb-hour block of instruction students should be able to

these techniques in logical order workin

safet considerations for each techni ue

b7E

b7E

Instructional Platform

FB1042823
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Key Points for Instructors

b7E

Revised 09/07/2006
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ITU11
1IcsicAi

Curriculum Map

Block Description

This two-hour.block of instruction is held in CBT2 and focuses

b7E

Supplemental Materials

Instructional PowerPoint

b7E

ITU Homework

Assignments

Complete ITU homework by designated date and time one week

Learning Objectives

After this two-hour block of instruction NATs will be able to

b7E

Key Points for Instructors

Instructors should show NA Ts how to accessl

In the second Dart

of the class the instructor should focus on recent development____________________________________
NA T.c will rviw .cvrl frninina intllirwnc oroductsl

b7E

Results should be reviewed with hard copy provided Students will then be asked to

FB1042825
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b7E
complete the homework assignmentl .tudents

should be advised that in the future they will

Revised 09/07/2006
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DATh ii

UNCLASSIFIED

Learning Objectives

At the conclusion of this block NATs should be able to

Select appropriate investigative techniques for National

Security investigations and apply those techniques to fact

pattern

Distinguish between authority levels and approval

procedures for National Security investigations

Determine which investigative techniques accomplish the

intelligence mission in fact situation

UNCLASSIFIED

FB1042828
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National Security Programs

This briefing is classified

in its entirety

UNCLASSIFIED

Counterintelligence Solutions

b7E

UNCLASSIFIED

FB1042829
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UNCLASSIFIED

Criminal Solutions

b7E

UNCLASSIFIED

UNCLASSIFIEL

THE ATTORNEY GENERALS
GUIDELINES FOR DOMESTIC FBI

OPERATIONS AGG-DOM

The AGG-DOM governs the FBIs

Federal Crimes investigations

Threats to the National Security

Foreign Intelligence collection

UNCLASSIFIED

FB1042830
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UNCLASSIFIED

AGG-DOM

Three Types of Investigative Activity

Assessment Investigations

Predicated Investigations

Preliminary Investigations

Full Investigations

Enterprise Investigations

UNCLASSIFIED-

UNCLASSIFIED

AGG-DOM
ASSESSMENTS

Purpose Must have an authorized purpose and

may be carried out to detect obtain information

about or prevent or protect against federal crimes

or threats to the national security or to collect

foreign intelligence

UNCLASSIFIED

FB1042831
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Assessments

Circumstances Warranting Investigation

Activities constituting violations of federal

criminal law or threats to the national security

The involvement or role of individuals groups

or organizations in such activities

Determiningl Iof/vulnerabilities

to federal criminal activities or threats to the

national security

Assessment

Circumstances continued

Obtaining information to inform or

facilitate intelligence analysis and planning

Efforts to identif assess validate or b7E

maintain the cover or credibility of

Matters of Foreign Intelligence F1
interest responsive to Fl requirements

FB1042832
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Assessments

Lacking any more specific investigative

predication. .utilizing least intrusive investigative

techniques

Investigative methods available

Examine publicly available information

Examine FBI records

Examine Federal State and Local records

Utilize online resources
b7E

interview memoers 01 PUDI1C and private entities

Accept information voluntarily provided

Engage in observation or surveillance not requiring court order

Federal Grand Jury subpoenas for telephone and electronic mail subscriber

records

UNCLASSIFIED

AGG-DOM

If threat assessment indicates further investigation is

warranted you can open..

Preliminary Investigation

Information or an allegation indicating the

existence of one of the following two

circumstances

UNCLASSIFIED

FB1042833
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UNCLASSIFIED

AGG-DOM
Circumstances for opening Preliminary

Investigation P1

An activity constituting federal crime or threat to

national security has or may have occurred is or may be

occurring or will or may occur and the investigation may
obtain information relating to the activity or the

involvement or role of an individual group or

organization in such activity

An individual group organization entity information

property or activity is or may be target
ttk

victimization acquisition infiltration on in

connection with criminal activity in violation of federal

law or threat to national security and the investigation

may obtain information that would help to protect against

such activity or threat

UNCLASSIFIED

Circumstances for opening Preliminary Investigation

bi

b7E

FB1042834
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Circumstances for opening Preliminary Investigation

.b

b7E

PRELIMINARY INVESTIGATION

Investigative Methods

All available in Assessments plus

Federal Grand Jury and other subpoenas and NSLs

Accessing stored wire and electronic communications

Pen registers and trap and trace devices

Mail covers

Physical searches not requiring warrant or court order

Consensual monitoring of communications including computer

CCTV direction finders and other monitoring devices

Polygraph

b7E

FB1042835
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AGG-DOM
PRELIMINARY INVESTIGATION

PIs are initially authorized by SSA for period of

months

SAC may authorize month extension up to one

year

Further PT extensions MUST be approved by

FBIHQ

Reporting Requirements

FBTHQ unit as dictated by program guidance

Full Investigation

Full investigation may be initiated when

there is an articuable factual basis for the

investigation that reasonably indicates that

one of the following three circumstances

exist

FB1042836
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Full Investigation

Circumstances Warranting

Investigation
An activity constituting fec1ral crime or threat to the

national security has or may have occurred is or may be

occurring or will or may occur and the investigation may
obtain info relating to the activity or the involvement of an

individual group or organization

An individual group organization entity information

property or activity is or may be target of attack

victimization acquisition infiltration un

connection with federal criminal activity or threat to the

national security and the investigation may obtain info that

would help to protect against such activity or threat

Full InvestigationCircumstance

Warranting Investigationcontinued

The investigation may obtain foreign

intelligence that is responsive to United

States Intelligence Community USIC
derived foreign intelligence requirement

FB1042837
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Circumstances for opening Full Investigation

bi

b7E

AGG-DOM

INVESTIGATION

Investigative Techniques

All available in Assessment and PIs

Electronic Surveillance

Physical searches including mail openings where

warrant or court order is legally required

FB1042838
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AGG-DOM FULL

INVESTIGATION

FTs are authorized by SSA

Unlimited Duration

Reporting Requirements

FBIHQ substantive unit

DOJ/NSD for USPER national security cases

Annual EC/LBM

USPER US Person

US citizen

Permanent Resident Alien PRA
Unincorporated association substantially composed of

US citizens or PRAs

Corporation incorporated in the US except for

corporation directed and controlled by foreign

government or governments

If you dont know presumption is USPER

FB1042839
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USPER US Person

bi

b7E

Foreign Power

Defined in FISA Title 50 Usc 1801

Foreign Power

foreign government or any component thereof whether

or not recognized by the United States

faction of foreign natIon or nations not substantially

composed of United States persons

an entity that is openly acknowledged by foreign

government or governments to be directed and controlled by

such foreign government or governments

group engaged in international terrorism or activities in

preparation therefor

foreign-based political organization not substantially

composed of United States persons or

an entity that is directed and controlled by foreign

government or governments

FB1042840
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Agent of Foreign Power

Defined in FISA Title 50 Usc 1801

any person other than United States person who
acts in the United States as an officer or employee of

foreign power or as member of foreign power as defined

in subsection a4 of this section

acts for or on behalf of foreign power which engages
in clandestine intelligence activities in the United States

contrary to the interests of the United States when the

circumstances of such persons presence in the United States

indicate that such person may engage in such activities in the

United States or when such person knowingly aids or abets

any person in the conduct of such activities or knowingly

conspires with any person to engage in such activities or

Agent of Foreign Power cont

any person who--

knowingly engages in clandestine intelligence gathering

activities for or on behalf of foreign power which activities

involve or may involve violation of the criminal statutes of the

United States

pursuant to the direction of an intelligence service or

network of foreign power knowingly engages in any other

clandestine intelligence activities for or on behalf of such foreign

power which activities involve or are about to involve violation

of the criminal statutes of the United States

knowingly engages in sabotage or international terrorism or

activities that are in preparation therefore or on behalf of foreign

power or

knowingly aids or abets any person in the conduct of

activities described in subparagraph or or knowingly

conspires with any person to engage in activities described

FB1042841
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EITh T1NLAIFIE EVEPT

UNCLASSIFIED

This Presentation is classified

in its entirety

UNCLASSIFIED
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UNCLASSIFIED

Classification Levels

Unclassified

Confidential Information that could

Damage US National Security

Secret Information that could Seriously

Damage US National Security

Top Secret Information could Gravely

Damage US National Security

SC.I Sensitive Compartmentalized
Information

UNCLASSIFIED

UNCLASSIFIED

Learning Objectives

At the conclusion of this block NATs should be able to

Describe the types of National Security Investigations

conducted by the FBI

Employ correct FBI terminology for FBI National Security

investigations

Articulate the FBI Counterintelligence Strategic Plan

Relate current and historic National Security investigations

UNCLASSIFIED
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UNCLASSIFED

Intelligence Services

Internal Security service

External Security Service

Military Intelligence Service

UNCLASSIFIED
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UNCLASSIFIED

INTELLIGENCE and

COUNTERINTELLIGENCE

b7E

Intelligence

Collectionlcompilation and analysis of data

provided by any or al Iwhich

provides picture of intentions capabilities

or activities

UNCLASSIFIED

UNCLASSIFIED

INTELLIGENCE and

COUNTERINTELLIGENCE

Counterintelligence

Information gathered and activities

conducted to protect against espionage

sabotage and other intelligence activities

conducted on behalf of foreign powers or by

international terrorists

UNCLASSIFIED
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UNCLASSIFIED

Foreign Intelligence

Information relating to the capabilities

intentions and activities of foreign powers

organizations or persons that does not include

counterintelligence except for information on

international terrorist matters

UNCLASSIFIED

Executive Order 12333 Revised 2008

The FBI is authorized pursuant to EO 12333

1.7g to

Collect including through clandestine

means analyze produce and

disseminate foreign intelligence and

counterintelligence to support national

and departmental missions in accordance

with procedural guidelines approved by

the Attorney General after consultation

with the Director

Conduct counterintelligence activities and

Conduct foreign intelli9ence and

counterintelligence liaison relationships

with intelligence security and law

enforcement services of foreign

governments or international

organizations in accordance with sections

1.3b4 and 1.7a6 of this order 1.3b

FB1042846
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UNCLASSIFIED
Intelligence

lb

b7C
lb

UNCLASSIflEThunterintelligence

UNCLASSIFIED

The FBI Role

UPerPDD39.2and
reaffirmed by PDD 66

PDD-62 reaffirms PDD-39

and identifies the FBI as the

Lead Agency in investigating

terrorism in the United States

and acts of terrorism against

U.S citizens and interests
b7E

around the world

ft FBI Lead intelligence

crisis management hostage

rescue and counterterrorism

UNCLASSIFIED
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National Security Branch

Operations Investigative and Intelligence

Anticipate Identify and respond to the prevailing U.S
threat environment by building national

awareness that leads to the detection of threats in

sufficient time to permit their disruption and in

manner that is consistent with the law and protects

civil liberties

National Security Branch

Operations Investigative and Intelligence

Knowing the Domain and Recognizing Threats

Develop national awareness that permits prompt identification of

vulnerabilities threats and knowledge gaps to the extent permitted by U.S b7E

laws ahd mindful of civil liberties

Collecting Information

technical and other collection capabilities that close

icnowieage gaps ano meet national intelligence priorities and investigative

needs

Producing Strategic and Tactical Intelligence

Develop integrate and manage strategic and tactical processes that produce

high-quality intelligence products for internal and external customers

Disruption of Operational Planning

Pursue strategies to identify and disrupt those engaged in WMD terrorist

plots intelligence operations or espionage and be prepared to effectively

respond to NS attacks

FB1042848
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UNCLASSIFIED

National Security Branch

Counter Terrorism Division CTD
Counterintelligence Division CD
Directorate of Intelligence DI
Weapons of Mass Destruction Division WMDD
Terrorism Screening Center TSC

UNCLASSIFIED

National Security Branch

yDPM
______________

I-i
sro

_______ ______ CI JT

Un
_______________

..eu

_____________ AssocItte
CJIS LO

euo EAD _____________

Retntjon

Q.rtl$

______________
_____________I

__________
__________

________ ________I ________

DM flo.nois.ton

plrectQrate

hiteUI9enve DIectorIe StnIn CenXer
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UNCLASSIFIED

Types of NS Investigations

Counterintelligence

Counterterrorism

Intelligence

WMD

UNCLASSIFIED

UNCLASSIFIED

FEI National Security Speak

bi

See Definitions Handout

UNCLASSIFIED
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UNCLASSIFIED

National Security InvestigationTheory

lb

b7C
b7E

UNCLASSIFIED

UNCLASSIFIED

lb

UNCLASSIFIED
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UNCLASSIFIED

bi

b7E

b7E

National Security

UNCLASSIFIED
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lb

Terrorism

International

Vs

Domestic Terrorism

FB1042853
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Espionage

Foreign power sponsored

activity
directed at the US

Government or US

corporations which

involves the identification

targeting and collection of

US national defense

information

UNC lED

4M4

John Walker

Nthi H3zen Ames

Febflmry
1994

Aldrich Ames

HaroldNicholson

Earl Pitts

LI Robert Hanssen

LI Jonathan Pollard

UNCLASSIFIED
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Economic Espionage

Foreign power sponsored intelligence

activity
directed at the US Government

or US corporations which involves the

unlawful or clandestine targeting or

acquisition of sensitive financial trade or

economic policy or proprietary

information or critical technologies or

influencing of sensitive economic policy

decisions

SET

Targeting the US Government

Foreign Affairs

Economic Policy

Financial Matters

Defense

Establishment

National

Preparedness

Intelligence

Community

ACLURM043955



Perception Management

Use of propaganda by __________
foreign power to

effect public

perception through

manipulating the

information or

communicating false

and or deceptive

information

Easy on the Internet

II 1.1 ii
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ME

Ca

00

This briefing is classified

in its entirety
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What
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QUESTIONS
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Questions

Why isa _________________
______________________

important to FBI
____________________

SA _________________

Building and
DeveloPinf

________________________

Key Points to Remember for any _____________________________

____
16
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flIE

-I Contributionsi_______________

welcome have had these in past lectures and it has made the presentation better for

everybody..

SLIDE TWO
Perception is Realityl

proud people and history

lare

bi

bo

b7C

h7E

program many see it as peaceful

b7E

b7E

SLIDE ONE ______________
is professorl

at University of Texas at Austini

___________ieculiaritiesl

Bargainers

Unclear intentionsi people what they want to hear

and sanctioned lyingi

Social Network Isimilar to us in some ways but this is bigger

________ deal _________________________________________________

Idenial and deceptioni

SLIDE THREE

Not going to beat you over the head with this but it is important to know your

adversarys history culture and view of reality

History SWITCH TO MAP ON BULLET TWO

FBI042864
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switch back

______________________________________________________
b7E

SLIDE FOUR
Strategic location

ProblemT

b7E

SLIDE FIVE

Population

Discuss slide..

__
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DATE 07 011

NSLBs role

We are about 50 national security lawyers for

the FBI

We support FBIHQ the field office and the

Legats in national security matters

We also assist in communication regarding

national security matters with other

agencies including DOJ NSD and 01

ufir000

nnnrmII rntfsrnn rrrtew frrr rrtmtnml

nrtional

security and

AGG-DOM Circumstances warranting PT

or Full T1.B.3

An actraty cunstitoling federal come ma threette tIre national necnntvhaa or

may have occult-ed is or may
be occuning Of wilt or may occur end the

investigation may obtain totormation relating lathe actvity or the involvement or

role elan tndwiduat group or organization In such actwity

An indruiduel group organnation ently intutmation property or actrvty is or may

be target of attack victimization anouisrtion urfitratlen or recruitment in

connection with ceinaieatectiwtyin hrotetton of edoral law era threat te the nationa/

aecoirty and rho invesogation may obtain intonoat00 that would help ro protect

against such actIvity or threat

The irvesrigation may obraiu toretgn totellig000e that is renponsws to toreign

intnthgence req000manr aba positIve loteign nteffigence

Preliminory intonnation or ategotion

Fulti atticutabte tactaat basis

Legal

By AGCI

This document contains material

b6

bC

Outline

AGG-DOM

Types of investigations

Techniques available

What can you do without an assessm ent

AGG-DOM Highlights

Effective December 2008

UIIFOUO with classified annex

Implementing policyalso u/iFouo with classified

annex

Each HO Division will have its own PGs

The SAC in ago Dienu worm to mow it there is problnm within their AOR regardng

iltegat
euportsi

They have taraj

There are cnupfe orrarge s000ritic nnrvrrsoies in the area

Aportctty

ohould they

open toll rnvestigatioo on the unworaities

mmn.nm nOD 4/noon

b7E
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The SAC in Sqn Diana wants In 1100w It there Is oroblem within their AOR regarding

illegal ennortul

Larg lopulahon

couple at large scientific unWersrtes In the area

purr city

Should they..

Open lull Invesligetron on the urrrversilios NO

Open an Assessment

or/noun

AGG-DOM Assessments and Collection

Requirements DIOG Section 5.11

types of cnllection requirements may overlap

Finid nthcn generated renuvemenlr on assessment can NOT be opened solely

basod on these 0100 Seolron 12

P61CC generated reguirem.ntc an assessment can NOT be opened solely

based as these 0100 Sectrurr 5.11

Positive Forelnn Intelligence Requirements eelatnd lathe capabilities intentIons

or octrvrtios at foreign goveriunents or elements thereat turefrn orge020lions

rorerge persons or ntarnstiuoal trirrurlsts which ore eat wIthIn Ihe FBIS care

narlasat securIty mIssIng 0100 Section 9.1

Issued to rhe FBI by the Presidenr the 051 or other USIC office designated

by tha ONI the AG the DAG or other designated DOJottclat

MUST BE RUN UNDER SECTION Oaf rha 0100

AGG-DOM Assessment background

DIOG Section 5.1

No particular foctuat predication but requires an authoniced purpose

To detect obtain inlutroation about or proveot or protect agaiaut federal

crimes or threats tS the national security or to collect foreign tutelligecce

An FBI employee should be able to explain the purpose alas assessment

and the census tsr the methods used tn conduct the asuesamoot

Are not pernund for frivolous or improper purposes Sod are not boned solely

on First Azrnendmect activity ares the race ethnicity nadooat ongin or

religion of the subject of the assessment

Otis still drafting their PG

ittngat eaports

They bane larg Inoputatroe

There are coupin or large sonntulio uqfversdies In the area

port city

FB1042867

b7E

AGG-DQM Assessment types DIOG
Section 5.6.A

Type prompt checlong 01 loads on indwiduals or
aotrvrty

that may violate federal

criminal tower baa threat tanaftanal security

Type prompt checlong ot Cads as groups 01 orgaroutions thet may violate

federal crmnirial law or bee threat to national securey

Type patontiat targets ot orneloenabilitras to federal criminal adMires or

threats to the naliunat securcy

Type Obtain lotormahos to Intorm or facilitate lntelrgence analysis end

planning

Type
51

Type posirrve foreign rntelignnce

Should they..

Open I/dr Investigehon an the unlverselns

Assessment Yes Type

seys Ills respanstys toe FBIl-IQ generated cotoclion requirement

b7E

b7E

The SAC In Sea Diego wants to know It there Is problem v.rlhls thorn AOR regarding

illegal onportsl

They Irene lerg apuluioO

There era couple ottarga sctentitro unlvensitrns in the area

port city

ntrouldthny..

Opens till Invesligulros on the urevarsrlieu

Assessment

says ills responsIve toe Fail-Ia genonaled enlecilon requirement

San Diego opens Type Assessment

Miat paperwurti da tlmy need

irn/puwi

ACLURM043967



AGG-DOM Assessment administrative

requirements DIOG Section 5.6.A

Documentation

Type or2 P0-71 orGuarao

Types 12 34 and SC to document

Opening assessment

Use and approval of Investigalnue methods

Folow AGGI lobs icr TypeS

File reviews ore reqired 30l60/S000yo

AGG-DOM Assessment Authorized

Techniques AGG-DOM Section II.A.4

Publicly available information

FSIIOOJ records or personneL

Records of other agencies Including foreign anverrunents

Online services and resources whether nonproti or cnmlrnarcwl

Use andi

Interview or request rsforrnatron bum members of the public and prinate entities

Can use aloe name atltlielinn purpoee of request in
timilodamumelancen

DIOG Section 5.9.F.4

Accept information vuluntaoly provided by govelmnental or prnuate entitles

Engage or cbxervatnn on sorvoClanco not rogoireng court order

Cog not exceed 72 hours per approval DIOG Section 5.9.6.2

Grand iury subpoenas fm telephone or eleotrnncc mail subsonber in ormotign

NO OSLO

ii/enrin Is

AGG-DOM types of investigations

Non-prndicaied

Asnesnmnnts NSL5 can NOT be issued in Assessments

Precicated

Pretminorv investigations

months in duration with eldengi000 permItted

Perrotted techniques

all lawful methods etsur and physical
searchef

or P911715 permitted

Foil invest gallons

vi Entorprise investigations

Ia Positrve Foreign tntebgence Investigations Secbao 901 DIOG

Pertnilted techniques all towfd methods

AGG-DOM Sensitive Investigative Matter

Silvi

Domeslic publio utlbolal

Political candidale

Religious or
political nrgunblatron Include prominent rnembets

1I
Unyersitlus and those elsllotod web srwerslbos DIGS eeouirementl

While conducting lhe assessment the IA deterrrinns that anUOPER Jane Doe

residing in San Diego Ca

eons an impnitleopnrr business from her house

travels Intereationally 0101

has PhD ins eleciricol engineering lronn Unrversity 01 Calitornia San Diego

COP stopped her once when returning to the U.S with $12000 cash which she

had nut repolted

Commerce says Ihat shes lied on couple 010005 going to taolitles

known by the USIC lobe alulisled with Indias WMD proararo

Should San Diego

Close the osseosment and open Wedioated invesbgatiun preliminary or tall on

Jane DOE

AGG-DOM Reporting to DOJ

Opening LHM5

Preliminary or toll Investigation lnvoMng SIM

Full national s0000ty investigalions 01 USPER5

Full invosligstion to obtain foreign lntelhgence

Ally enterprne invosligatlun

/iornuatLHMs

Cmcerning FBI foreign intetligonce collection ptogram

Closing Lt-lMs

NOT required to DOJ

Hopefully mduced PiOBst

NOTE Each PG may request omuol LHM0

0/reel ra

FB1042868

ISI

SIMS higher approval levels

lb

lb

b7E

Irnooo

b7E
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AGG-DOM What can be done outside an

investigation Assessment/PT or full DJOG
Section 5.1

Search histnncat Information already contained wiltilni

FBI dale systems

day USO dalobases and systems to which an FBI employee already has

Open-source Internet searches that do eolraquee pahnnnent

aftnrm

During the tul rnvesligallon San Diego has unload various invesllgal100 techniques

starting wrlh the least Introswe and moving to mare tntrusrve

SD wanto EISA no hnr mall account Ignednn00vahoo.comt end her cell phnnn

What do they aced to show

FB1042869

Mrilo conducting the asseosmenl the IA delerrnines that air USPER Jane Duo

residing in San Diego CE

runs an imporOexpud business truer her house

travels internalianalcy tot

has PhD ne elecirical engineering from University at California San Diego

in CBP stopped her acne wtran returning lathe US n-nIh $12000 cash which had

nut been repaded

to Commerce says thut shes lied one couple at SED5 goog to tacalilies

known by Iho USICI0 be allliuled wilh Indias WMD program

Should nan Dingo

Close the assessment and cpen yredicated investigation preliminary or full on

Jane DOS

They keep the asaeasraest apes and epee fall lovestigatlas en Jane DOE

b7E

bi

b7E

in
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lb

b7E

Export control laws ECLs

Generally speaking violations occur only if

Item is covered by the regttation

item is exported outof the U.S or attempt

license is reqtired

no license was obined

cdmtnsl votsbon needed for FtSAs

NOTE two types of EOL vtotdionx

Administrstive strict Iisblity NOT sufficient fore EISA

criminal Wilfulneas standard tie govemmart must prove that

the acted with Knowledge thst his conduct wee unlawful

rT
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Questions
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rE

Objectives

The National Security Threat

FBI Role in Export Enforcement

Defense Articles

Material

Technical Data

Services

Brokering

Regulations State vs Commerce

International Traffucin Arms RegulatIons IV\R

United States Munitons List USML

UNCLASSIIF000

FEDERAL ERR EAU OF YALSSTICAIION WMD DIRECTORATE

The Threat to U.S National Security

The U.S has some of the most advanced military in the world

Agents of foreign powers and others are aggressively

attempting to acquire sensitive U.S military technologies

and information to steal our edge

Asymmetric vs Symmetric threat

PRESENTATION FOR

COUNTERINTELLIGENCE

INVESTIGATIONS AND OPERATIONS

COURSE

csAI

ThIS BRIEFING IS UNCLASSIFIED

FOR OFFICLM USE ONLY

b6

b7

EDERAI ERR EAU OF INVEST IGATION WELD DIRECTORATS

Objectives

Export Laws

Arms Export Control Act

Export AdministrationAct

Tradlngwlth the Enemy Act

International Emergency EconomlcPowers Act

Directorate of Defense Trade Controls

MIssIon

Responsibilites

CapabIlIties

UNCI.ASSIIF000

ThCflS Of U.S technology Chinas weaponry

The Threat to U.S National Security

The U.S government has identified 21 countries of

which Iran North Korea and China are of the greatest

concern with the capability to either develop WMD
systems or acquire export -controlled WMD and dual-

use items and sensitive technologies

...stealin9
and compromising of classified and

non-classified technologies are occurring at love Is

previously unknown

RobertS MacEec Ill

Jasoaryll2Sel

Statement bUfOFU the Senate Select commrttoe en InteSgeece

The FBIs Role

On 11105/2004 the Attorney General signed an order

granting
the FBI concurrent criminal jurisdiction in export

matters with counterintelligence nexus

As written the order designates the FBI to take charge of

investigative work in matters relating to espionage

sabotage subversive activities and related matters

including investigating any potential violations of the ggg
Export Control Act the Export Administration Act the

Trading with the Enemy Act orthe International

Emeroencv Economic Powers Act relating to any foreign

counterintelligence matter

UNCLASSIIFOUS

FB1042872
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FEDERAL RUR MU UI

Reasons for Illegal Acquisition

Advance RD efforts

Maintain aging aircraft and other platforms

Exploit U.S vulnerabilities

Reverse engineering

Iranian I014

UOCIAOUIIF000

EDERAI OUR MU OF INVEST IGA110N WMO DIRECTORATE

TECHNICAL DATA

Information required for the design development

production manufacture assembly operation repair

testing mainte nance or modification of defense articles

Includes information in the form of blueprints drawings

photographs plans instructions or documentation

Tech Data is detailed enough to allow adversary to

independently produce items

UIICLASS II FOOD

DEFENSE ARTICLES

An article or service may be designated as defense

article or service if it

Is speciticaly designed devaIod configured adapted or

modified for mlitary application and

Doea not have predorrinant civil applications
aid

Does not have performance eqiivalent to those of an aiticle or

service usedfor civil applications

Includes materiwi tech data services and brokerng activities

FEDERAL ROD tAD UI lOVED IDA lION

DEFENSE SERVICE

Furnishing assistance to foreign persons whether in the

United States or abroad in the design development

engineering manufacture production assembly

testing repair maintenance modification ope ration

demilitarization destruction processing or use of

defense article

Furnishing to foreign persons of any technical data

whether in United States or abroad or

Training whether in United States or abroad

BROKERING

Broker any person who acts as an agent for others in

negotiating or arranging contracts purchases sales or

transfers of defense articles or defense services in return

for fee commission or other consideration

Brokering Activity includes financing transportation

freight forwarding or taking Of any other action that

facilitates the manufacture export or import of

defense article or defense service 319T-ItQ.A1487677-79

Includes activities of U.S persons located inside or

outside the United States

EXPORT CONTROL LAWS
Arms Export Control Act AECA

prohibits unauthorized export of defense erOdes And anrFtCOS

ITAR/rJ5Mt contented material and services

Export Administration Act

prohibits unauthorized eoport otduat use erfJipment

International Emergency Economic Powers Act

Federal tow allowing President to identity any unusual extraordinary threats that

originates outside the l.lnited states arid to prohibit transactions to renpanne

Trading Wtth The Enemy Act

prohibits corrorierco with any nations tsr whIch the USia or oar

Usd1155

FB1042873

ACLURM043973



FEDERAL OUR ECU Ci

MUNITIONS LIST CATEGORIES
Firearms.CIoss Assault UIMI Iitaryatlsctronius

W.spnns Combat Shotguns

XII Fl Ce Eonbol Range Findst Optio at and

II Guns and Armament Continue and Control Equipment

UiArnrnorritIorCOtdnanu XlIlAooiIlaty Military Eqiiipnoent

lv LatvnohVshluiss Missiles Ballistio XIVTosloologioal Agents Chonrislo

Missiles R000sls Torpedoes Bombs

and Mines XV sparse call Systems and Equipment

V-Eoplos lees sndEestgsiio Materials XVlIlunleaeWooponsandRelalsdltenns

AT Vessels ot Watlopnoiat Naval Equipment XVII Classilled ArtioIssuIsgjl 2Mg/ServIces Not

Other/ole Enumerated

A/I Tanks and Military Vebloles

XVIII
-Directed En.tgy Weapons

Vlulrotatt and Assoolatsd Equipment

XIX RIO erved

tXMi litaryl/alning EquipenonbTealnlng

XX Submersible Vessels end Eq/lipnrens

11 Protsurlu Personnel Equipment lsbsl etc 11111Mi soeTarreous 0flk1e5

UtiCLASS

FEDERAL CUR EAU OF IIIVDST dAT/ON WMO DIRECTORATE

Export Federal Agencies

Reyulatorv Law Enforcement

DDTC

Defense Dual-use

Commerce

--S

FBI

II1iCLASSI1F000

FB1042874

The ITAR

The Department of Stater Directorate of Defense Trade

Controls DDTC is responsible for administering the

Arms Export Control Act AECA and its regulations the

International Traffic in Arms Regulations ITAR

The TAR regulates the export of defense articles

defense services and brokering activities

Defense articles including tech data and defense

services are designated as such by the DOS with the

concurrence of the DOD and constitute the USML

Export Controls

Broad\ As ExDod Control

Title 22 Judicial Review

Direction/Guidanc lIli

Specifi 1tf.L

TAR-Section 121

FEDERAL OUR ECU 01

THE UNITED STATES MUNITIONS LIST

lIAR Section 121

The United States Munitions List USML contains 21

categories of defense articles services and related tech

data for which an export license is required

Additions/Changes are made via the Federal Register

Commodity Jurisdiction confirms DDTC regulatory

authority May also in dicate item is non-ITAR control

EDERAL CUR ECU OF 1IWEST GAllON WMD DIRECTORATE

Liaison with Regulatory Agencies

To accomplish our goals we must have

effective liaison with those agencies

who regulate the export of dual-use

items and defense articles

The Department of Commerce

The Department of State

C1JCLASSI/Fouo
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Who Controls What

Regulating Agency

investigative

Agencies

Statute

Implementing

Regulations

Control List

Defense Articles

DOS Directorate of Detense

Trude Controls

PSl ICE

Arms Export Control Act

20U.S 2751.2794

International Traffic in Arms

Regulations ITAR
22CF.R PaIls 120.130

U.S Monitions List

22 C.F.R Pail 121

Dual-use items

DOC Bureau xl Industry and

Se000ty

FBI ICE DEE

Export AdmInistration Act

Internalionul Eineroncy

Economic Powers Act

00 U.S 2401.2420

Export Administration

Regulations EAR
t5C.F.R Pore 760.799

Commerce Control List

EDERAL 500 EAU OF IlVEST IGAflON WIlD DIRECTORATE

DDTC Compliance Office

DDTCC
Direcfnr

Dop Director

FE Liaison

ICE Liaisso

Research Eofcrcement
_________ Registraltoo/

Analysis Division DivIsIon Compliance Division

-Blue Lantern -Criminal Reterrels -RegIstration

-isielligenco Analysts -Holds -Company Visit Pmegrum

-Ucense Deterni5050ns -Pines

-UCO Support -Undercover Restmation

-Disclosures

-Debarment

UilcLAssiiF000

Ollcl.A5SrlF000

FB1042875

DDTC Mission

The U.S Government views the sale export andre-

transfer of defense articles and defense services as an

integral part of safeguarding U.S national security and

furthering U.S foreign policy objectives The Directorate

of Defense Trade Controls DDTC in accordance with

22 U.S.C 2778-2 780 of the Arms Export ControlAct

AECA and the International Traffic in Arms

Regulations ITAR 22 CFR Parts 120-130 is charged

with controlling the export and temporary import of

defense articles and defense services covered by the

United States Munitions List USML

EDERAt nun EAU OP INVEsT 1051106 WOO DIRECTORATE

Commodity Jurisdiction

IS MY ITEM lIAR CONTOLLED

MANUFACTURER

DOD

Outcome

Outcome

COMMERCE

11am falls under jolt sdiCliOfl of the Doparimost of State

horn dons not fail within jurisdiction of the Departmonl of

State possible regulation by Depattmunt Commerce

RlictASOli F050

Registration

Any person who engages in the U.S in the business of

either manufacturing or exporting defense articles or

furnishing defense services is required to register

with DDTC .iiTARf 122.1

Brokers Any U.S person wherever located..

$2250 initial registration annual renewal fees vary

Registration data is available Names DOB FOB SSN etc

FEDERAL OUR EAU OP IISYOST iGATION WOO DIRECTORATE

DDTC Licenses

DSP 85 Permanentltemporaty export fmmport of ciassified

defense articles and classified technical data

D5P 73 Temporaty export of unclassified dafense article

DSP El Temporary Import of unclassified dufaose article

DSP 19 Amendment for of export fimporl of dafesso articles

DSP 05 Permanent export of unclassified dafense articles and

technical data

TA Technical Assistance Agreerriest

BA Brokertng Agreement

uNcLAssoF000
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FEDERAL OUR EAUOF INVEST IGATION

FB1042876

Prohibited Countries

The U.S currently prohibits to some degree the export

and sale of defense articles to 26 countries see TAR Sec 126.1

Afghanistan -Cyprus Lebanon- Srt Lanka

Buena congo Liboria Sudan

Detains Eritrea Libya Syria

China Haitt Nnrth Korea -Venezuela

Cola diveire Iran Rwanda -Vietnam

Cuba Iraq Sierra Leone Yemen

-Somalia -Zimbabwe

DDTC wdsite www.pmddtc.state.gov

ONC LA

Policy Denial

It is the policy of the United Sates to deny licenses and

other approvals for exports and imports of defense articles

and defense services destined for or originating in see ITAR

Sec 126.1

Betarus

Cuba

Iran

Libya

North Korea

Syria

VIetnam

ONCL555

Arms Embargo

Embargos prohibit exports of defense articles and defense

services destined for see TAR Sec 126.1

Burma

ChIna

HaIti

Liberia

Somalia

Sudan

Venezuela

use-Ass

Supplemental Considerations

China

Tiananmen Squaru

Russia

Georgian Invasion

CCC LA

License Determinations

DDTC conducts levels of determinations

Level prerimirtary reAiew to delernine if an

item is defense aficle or service and if sothe

correspondng categoiy under the ITAR

-Agent must provide Country Destinaton

Technical Spacifcationa

Is manufacture also exporter

-Can DDIC contact

manufacturer

Internet searches Request via Bureau emo

License Determinations

Pro-TrIal Cart more indepth anal/ala of the item that

may involve seeking Input from the Department

of Defense orthe manufadurer Also used to

verify if compary or irxiividual has registered

with DDIC as manufacturerexporter or

broker and if they have obtainal previous

licenses for exports Generaly repuired prior to

any criminal prosecution or search warrant

Agent must provide LHM

prerorence or unclassified document

indicate if DDTC cart contact manufacturer

Technical Specilcationa

Completed DDTC Manufacturer Form

ACLURM043976



DDTC Blue Lantern end-use monitoring program

Pro-license or post-shipment checks to verify

legitimacy of transaction

Indicators triggering end-use check

Unfamiliar end-user

Reluctance by applicant to provide end-user IsIs

Payment in cash or above value

Inconsistent end.use

End-user declines product support

Law enforcement referral valuable tooll

FB1042877

ixceptions

ubject

Other exposure

investigalion

License Determinations

Trial Certificatioro Obtained from the DDTC pior to trid Signed

by the Secretary of Sate

Requirements .Request from AUSA

Copy of Signed IndIctment

Request for ExpertWltness

Must specltywhat is to be certiled

Technlc speciflcaons

Generallyno adcitlonal Technlc Review

UNCLASSAF000

Disclosures

EDERw awl EAU OF IwlEST iGAflON WMD DIRECTORATE

__
uecLAssI

tCtiSPaNACtflA UrISANA IUNIIUN WMALCJ%ALdUMJUN

Blue Lantern

Voluntary Disclosure Self reporting or inforniatlon to DDTC by

persons firms or any organization that

believe they may have violated any

provisions of the AECA

AdmInIstrative penalties

Sources Law Enforcement Investigations

Current employees

Formeremployees

Competitors

Directed Disclosure Semi-mandatory reporting to ODTC
regarding specific concerning related

to possible violations of the AECA

Non-Compliance

UNCLASS1IF000

EDERAL EUR EAU OF IRAEST DIAT1ON WMD DIRECTORATE

Fines Penalties

Civil Violations of the AECA TAR

$500000 for each violation

Extra compliance measures

Debarment

Criminal Violations of the AECA ITAR

$1 million for each violalion

10 years imprisonment

Debarment lRAndtOy upon cunvicilonI

0NCLASS11F000

b7E

1719 lnftlated

Comjnlated

82 Unfavorabla

UNCLASSiFF000
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Summary

FEDERAL OUR EAtI OF INVEST IGATlOW WED DIRECTORATE

Closing Thoughts

Export Control laws are complicated

Dont try
and be an expert

There are people out there to help

UNCLA5SAFOUO

Counterintelligence Nexus

Defense Article

Material

Tech Data

Services

Brokerig

Arms Export Control Act

Prohibits unauthorized exports

DDTC
Level Determinabon

Pro-blot CerEficAlos

Trial Certilicalion

eocI-oss 110000

-EOERAL 015 EMOF INVEST GAllON WED DIRECTORAIE

Questions

----
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Legal

By AGcI

This document contains8 material

Iroie

1w2

We support

We alsol

2V1F0U0

Outline

b6

b7C

b7E

bi

b7E
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Export control laws ECLs

Generally speaking violations occur only if

Item is covered by the regdahon

item is exported outóf the U.S or attempt

license is requrect

no license was obtained

Criminsl viotahon needed for FISAs

NOTE two types of CCL viotwions

Administrative strict liablity NOT sufficient for FISAI

Criminal Wilfulness standard ttw govemmmt must prove that

the acted with knowledge that his conduct was unlawful

bi

_______ ____________
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b6

b7C
bF

b7F

TIME

bTF

Lessons Learned Practical Guide for

Case Agents

For OMCiI OnIUU.ow Enforcement UenIUv

USA PATRIOTACT

Section 218

aPumos nificantPumose

Displaced the primary purpose standard

INhen significant

purpose of the surveillance was to obtain foreign

intelligence information

Case Evolution

PloalCoiwlctlon

Trii PepJTIoI

Dic000ecy

TckdoWn
____________

AUthomIZUot

Evfdence Prep

nvectlgaUon
Technique Betretioni

Legel Authomity

AUSAS.leoUon

Pmdlc.Uon

AUSA 8elnoUon

Lessons Learned

HOW DO IFND ANAUSA

AUSAs in National Security casesi

are selected by either DOJ Counterespionage

Section ES or Counterterrorian Section CTS
Make request through your HO SSA

AUSA must be cleared

Prior experience is helpful but not necessary

AUUAUeleotton

Lessons Learned

WHAT VENUE OPTIONS ARE AVAILABLE

Consider the Distrbt of Columbia

Courts have upheld that DC is the appropriate

venue for

Arms trafficking/technology transfer ITAR/IEEPA

FARA 951 Illegal Agent of Foreign Government

Transnational Crime kidnapping terrorism etc

The National Security Section at the DC/LSAO

has cadre of experienced aggessive AUSAs

LegeIAuUorItyj

Lessons Learned

WHATLEGAL AUTHOR TY SHOULD USE

Understand the dtinction

FB1042882
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bE
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FaA tovosseotfon

Lessons Learned

HOW SHOULD ORGANIZE MY CASE FILE

Utilize sub-files to segment SECRET material

from UNCLASSIFIED

Consider sources and methods

Only classify ECs and 302 if necessary declassification can

fake time can get verbal authodty from an OCA in pinch

Consider using GJ Subpoena rather than NSL

If using GJ subpoena before formally charging subjects

Ensure no FISA denied material in affidavit withonit authority

Prepare for the defame to challenga significant pispose Issue

regarding the use of FISA

Tochnlqu osneoson

Lessons Learned

For Ottlole 5.0 OnIylLow Enforeer0001 OenoI000

FISA lnee.Ueotlon

Lessons Learned coot

WHATARE MY SUB FILES

UNCLASSIFIED

TC

MC

802

SBP

ELA4

RSA IovotIstIon

Lessons Learned

HOW AM SUPPOSED TO REVIEW ALL

THIS DATA

n2rI mprvfhinci intri nd utilize the

Work
closely

with CART even if you are still in the

monitoring phase pick point to start loading up data

Allow sufficient time for translation and

certified transcriptions

COO UOIOJM 050
tJflIyJL.OW enr0000leori oonslovo

Document what is pertinent vs non-pertinent

lEvtd0000prop

Lessons Learned

HOW DO ORGANIZE MY EWDENCE

PERtiNENT

NON.PCRI1NENT

For Offlolol 550 OnlyfLow Enforooreonl sonoltivo

Authootestino

Lessons Learned

HOW CAN USE MYFISA EVIDENCE

5TEPI 5TEP2

DeclassIfication Use Authority

GoTol

Fill-out USE APPROVAL REQUEST FORM

Submit to Substantive Desk at HQ wI Division DC/SAC

sign-off

Prepare for the NSLB AuditJOlPR affidavit audit

FB1042883
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Lessons Learned Lesson Learned

HOW DO PRESENT EWDENCE TO THE

DEFENSE FOR DISCOVER

Prepare and submit CIPA motions ex psrte in camera and get them

to the judge ASAP

CIPA MUSTALWAYS BE FILEDREGARDLESS OF THE

NATURE OF EVIDENCE

Once ruling have been made contact RMD Document Exploitation

Unit

Consider any CIPA provision that have been granted under CIPA

section two then start the bate stamp/scanning process

If the evidence is voluminous consider organizing it in way that is

helpful to the defense This will make you look good with the judge

For omoI LJe OnlyILow Entor000ront SentItiVt

b7E

Thai Prepirriat

ssn rnrI1fl
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This presentation is classified

In its entirety
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Recent Case May 2008 Unclassified

Former Defense Dept official Gregg Bergersen Defense

Security Coopation Agency

New Orleans Businessman Tai Kuo 58
Kuo led Bergersen to believe that after Bergersen retired

from the government he would make Bergersen part-

owner of company Kuo was establishing to sell US
defense technology

Kuo also gave Bergersen gifts cash dinners

Met over past years in Alexandria South Carolina and

Las Vegas

Unbeknownst to Bergersen Kuo passed the information to

PRC official

bi

b7E

Ii1
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Recent Case

Material included all projected military sales

to Taiwan for the next years

Kuo paid $50000 to pass material to Chinese

contact through e-mail and telephone calls

Kuo pleaded guilty May 13 2008

Conspiracy to deliver national defense

information to foreign government

Kuo faces up to life in prison sentencing

Aug 2008

Bergersen faces up to 10 years in prison

EO 12333 As Counterintelligence Service the

FBI is authorized under E.0 12333 et alto

prevent and defeat..

intelligence activities and terrorist activities

conducted by adversarial organizations against U.S

interests

FBI responsibility to conduct and coordinate all CI

activity in US

Activities of FIS and their officers in the US

CIA conducts and coordinates all CI activities

outside the US

FBI Authorities

rJ

.r

FB1042887
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Authorities Extraterritorial

Intelligence Authorization Act

of 1990

Gives the FBI jurisdiction over

espionage investigations in all

US diplomatic missions abroad

Including active duty military

Foreign nationals

State Department

CIA personnel

USG employees including

military

Section 811 Referrals

Intelligence Authorization Act of 1995

S8iireferrals

3jJ Head of each agency in the Executive

Branch shall ensure FBI is advised

immediately of any information indicating

classified information has/is being disclosed

to foreign government without

authorization

FB1042888
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UNCLASSIFIED

Brian Regan If commit esponage sic

will be putting my self and family at great risk

If am caught will be enprisioned sic for the

rest of my life if not executed for this deed

Working as an analyst at National Recon

Office NRO

Browsing on Intelink looking for information

he could sell Iraq Libya or China

Letters to Saddam Hussein and Muammar

Gaddafi offering to provide satellite intelligence

about Iraq or Libya for $13 million

In letters stated he was angry
about pension

amount was in debt

2000 Retired and returned as contractor

Arrested boarding flight to Switzerland where

he intended to make contact with embassy

personnel UNCLASSIFIED

UNCLASSIFIED

ESPIONAGE

tho post CU Vat ran
RgD 5009t4 tho

dcmd be du
eubee CteLd Lby

Statutes/Violations

Economic Espionage Statutes

Title 18 Sections 1831 and 1832

18USC793-798

793 Gathering transmitting or losing defense

information

794 Gathering or delivering defense information

798 Disclosure of Classified information

UNCLASSIFIED

FB1042889

ACLURM043989



Economic Espionage Act of 1996

Act amended Title 18 Added the following

Section 1831 Economic Espionage

Whoever

Knowingly performs targeting or acquisition of

trade secrets to

Knowingly benefit any foreign government

foreign instrumentality or foreign agent

Shall be fined up to 500000 or

Irnprisoned up to 15 years

Orboth

Economic Espionage Act of 1996

Added to title 18 among other sections

Section 1832 Theft of Trade Secrets

Similar to 1831 but no requirement to

prove information is given to foreign

power

Trade Secrets All forms of financial

business scientific technical engineering

or economic information

Fine only no prison time

FB1042890
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UNCLASSIFIED

ESPIONAGE

Title 18 Usc 793 Gathering transmitting or losing defense

information

obtaining information respecting the national defense with

intent or reason to believe that the information is to be used to the

injury of the United States or to the advantage of any foreign power

copying national defense information with the above intent

receives or agrees or attempts to receive or obtain national defense

information with the above intent

whoever with lawful access knoiingly gives this material to another

with intent or reason to believe that the information is or could be used

to injury..

whoever without authorization possesses maintains or transmits to

another with the with intent or reason to believe that the information is

or could be used to injury

whoever with lawful access loses this material

Sentence up to 10 years and $250000 fine and forfeiture of proceeds

UNCLASSIFIED

UNCLASSIFIED

ESPIONAGE

Title 18 Usc 793 Gathering transmitting

or losing defense information

Intentionally providing national defense

information which could injure the United

States to any unauthorized person who

would be expected to use it against the

United States

UNCLASSIFIED

FB1042891

ACLURM043991



UNCLASSIFIED

ESPIONAGE

Title 18 Usc 794 Gathering or delivering national defense information to

aid foreign government

Intentionally providing defense information to foreign

government

When this passage results relates to nuclear weapons the

death of an agent or occurs in war time the crime cries the

death penalty

UNCLASSIFIED

ESPIONAGE

Title 18 usc 794 Gathering or delivering national defense information to

aid foreign government

Whoever with intent or reason to believe that it is to be used to the

injury of the United States or to the advantage of foreign nation

communicates. information relating to national defense...

Sentence Life

-exception if information results in the identification and death of an

individual acting as an agent of the United States or relating to nuclear

weapons

Sentence Death

In time of war any of the above is punishable up to the Death

if conspiracy all subject to same penalty

All carry forfeiture

UNCLASSIFIED

UNCLASSIFIED

FB1042892
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Title 18 Section 798 Disclosure of

classified information

Whoever knowingly and willfully communicates or uses in any

manner prejudicial. ..any classified information

Sentence 10 years

$250000 fine

Some information which could be considered related to the

National Defense i.e water treatment plant facility

information on airline operations may not be classified

jr1w
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UNCLASSIFIED

ESPIONAGE

National Defense Information

Information that is appropriately actually and

accurately classified

Confidential

Secret

Top Secret

And relates to the National Defense

UNCLASSIFIED

UNCLASSIFIED

NATIONAL DEFENSE INFORMATION

Examples of NDI

Statute provides death penalty only if

ID by foreign power of

Of individual acting as US agent and consequently in the death

of that individual

Directly concerned nuclear weaponry

Military spacecraft or satellites

Early warning systems

Other means of defense or retaliation against large-scale attack

War plans

Communication intelligence or cryptographic information

Any other major weapon systems or major element of the defense

strategy

UNCLASSIFIED

FB1042894
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UNCLASSIFIED

ESPIONAGE

With intent the injure the US or aid the

foreign power

Delivery to Agent of Foreign Power

Foreign Intelligence Service

Intelligence Officer

or Agent

ESPIONAGE

Espionage and espionage-related

investigations differ fromother criminal

investigations conducted by the FBI in that

prosecution is not and cannot always be the

ultimate goal

UNCLASSIFIED

UNCLASSIFIED

iVHY

UNCLASSIFIED

FB1042895
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UNCLASSIFIED

ESPIONAGE

Worst Case Scenario

No physical evidence

No witnesses

Sources and techniques to protect

Learn of violation years later

Unsure crime has been committed

UNCLASSIFIED

UNCLASSIFIED

ESPIONAGE

urn
The short-range benefits of prosecution

must always be weighed against the

potential danger to the long-range CI efforts

of the U.S Government

UNCLASSIFIED

FB1042896
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ESPIONAGE INVESTIGATION

ISSUES
Evidence

Classified information passed is seldom if ever

returned to the agent

Duration of activity

Activity undetected for years

Activity have may ceased prior to investigation

USIC may be unaware of activity

UNCLASSIFIED

UNCLASSIFIED

ESPIONAGE

Prosecutions

Department of Justice Internal Security Section

authorization

Will drop investigation ifnot certain

Will not prosecute if national interests are best

served by other course of action

UNCLASSIFIED
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ESPIONAGE

Prosecutorial Chain of Command

FBI Field Office

FBIHQ Desk

FBIHQ NSLU

DOJ OIPR

DOJ Internal Security Section ISS

Local US Attorney

Local Aggrieved Agency

ESPIONAGE

Protection of Classified Information at Trial

Classified Information Procedures Act

Security clearances for necessary court personnel for

review of classified information in camera with the

judge

UNCLASSIFIED

p1I1

UNCLASSIFIED

FB1042898

ACLURM043998



UNCLASSIFIED

ESPIONAGE MOTIVATORS

Can be one or combination of several factors

Money

Richard Miller FBI

Aldrich Ames CIA
Brian Regan NRO USAF retired

George Von Trofimoff USA retired

Ideology

Kurt Stand and Theresa Squillicoate Pentagon

Ana Montes DIA
Jonathan Pollard NCIS analyst

UNCLASSIFIED

UNCLASSIFIED

ESPIONAGE MUTT VATORS

Compromise/Blackmail

z1i Roy Rhoades USA
Philip Raymonville USA

Ego

Robert Hanssen FBI
Primarily money

Ingratiation

Sharon Scranage CIA

UNCLASSIFIED
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ESPIONAGE MOTIVATORS

Changes since 1990

Defense Personnel Security Research Center

PERSEREC

Database on 173 individuals

Looks at trends in espionage

Groups

1947 1979 pre 1980s

19801989 1980s

19902007 Post 1990

UNCLASSIFIED

Changes since 1990

Since 1990 83% 30 years or older and 46% over 40

Previously native born offenders were 80% of the pooi

now 65%

ft 58% American spies had personal foreign attachments

50% American spies had business related foreign

connections

57% were motivated solely by divided loyalties

Asian and Southeast Asian countries are 26% previously

5% and then 12% in the 1980s

Although greed figured less often roughly 1/3 of group in

each time period committed espionage because of debt

Recent espionage by Americans relies more often on the

internet and sophisticated use of information retrieval and

storage

FB1042900
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Hanssen

Results

Valery Mertynov-exposed
and executed

Sergi Motorin- exposed
and executed

Boris Yuzhin-exposed

Ames

Results

Valery Mertynov-exposed
and executed

Sergi Motorin- exposed
and executed

Dmitri Polyakov-exposed
and executed

Oleg Gordievsky-exposed

Leonid Polishchuk

exposed

SergeyFedorenko-exposed

Hanssen and Ames

Robert Phillip l-Ianssen

Agency FBI

Dates ofservice 1/12/76 to 2/18/01

Espionage Period

GRU79-81

KGB 85-91

SVR91-Ol

Methodology

Dead Drops

signal Sites

NO meetings with handlers

Compensation

.6 million in direct payment

.8 million in escrow

lb

Aldrich Ames

Agency CIA

Dates of service 6/17/62- 2/21/94

Espionage Period

KG B/S VR 85-94

Methodology

Dead Drops

Signal Sites

Meeting with handler overseas

Compensation

1.8 million USD direct payments

.9 million in escrow

Hanssen and Ames
Cont

FB1042901
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This Presentation is classified

in its entirety
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Tæere one evill clread ancltliat tæeirspies

coulclwisli tæerefore the most attentive watch 6e

lept .1 wish dozen or more honest sensiôle anti

cfiligent men were employ in order to question

cross-question etc alTpersons as are unkpown and

can not give an account of themselves in straigfit

and sat isfactoiy line .1 thiinit is matter of

importance to prevent tæemfrom ol5taining

intel4qence of our situation

General George Washington March 24 1776

UNCLASSIFIED

Counterintelligence

Information gathered and activities

conducted to protect against espionage and

other intelligence activities sabotage or

assassinations conducted by for or on

behalf of foreign powers organizations or

persons or international terrorist activities

but not including personnel physical

document or communications security

programs

UNCLASSIFIED
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UNCLASSIFIED

As Counterintelligence agency

the FBI is authorized to prevent and

defeat intelligence activities conducted

by individuals and organizations

adversarial to U.S interests

UNCLASSIFIED
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FCI Strategic Plan

Strgtonir flhinrthPQ

ix

UNCLASSIFIED

h6

b7C

b7E

UNCLASSIFIED
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b7E

ISearches

Usually conducted in coorthnation with

appropriate field and headquarters

technical laboratory language service

and surveillance elements

FB1042906
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b7E

lb

Physicall

SSG

LOs _________
Remote

Aircraftl

UNCLASSIFIED

_______Program

Programis the FBIs public

voice for awareness and threat warning

information regarding Counterintelligence

CI issues

Investigations

UNCLASSIFIED
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b7E

b7E

UNCLASSIFIED

________rogram

Objectives in the business community

Educate companies regarding their responsibility in protecting vital

US interests against the foreign intelligence threat

sharing between the FBI and industry

Advise businesses on how to assess their vulnerabilities to foreign

intelligence service exploitation and how to adapt their internal and

external behaviors to eliminate or mitigate their vulnerabilities

UNCLASSIFIED

FB1042908
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b7E

______iw

UNCLASSIFIED

_______Program

The Academic Alliance Program

The Academic Alliance Programs mission is to conduct

national outreach efforts share information and establish

dialogue with academic institutions to increase awareness

of threat and national security issues and to foster the spirit

of cooperation between academia and the FBI

UNCLASSIFIED
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UNCLASSIFIED

_____________

b7E

________
rogram

The Critical Nationall IProgram

Prevent the compromise of systems processes

technologies and/or information deemed critical

to U.S national or economic security

UNCLASSIFIED

FB1042910

ACLURM044010



x
1
Z

x
1

O
E

-

E
-
iIu

I

C
c
n

E
-Z

n
o

E
-

Q
r1

E
-

r
i
r
i

r
i
r
i

1
io

l
-H-H-
l

IT
T

T
T

T
T

T
l

IT
T

T
T

T
T

T
T

T
T

T
T

T
T

T
T

l

_
_
_
_
_
_
_
_

_
_
_
_
_
_
_
_
_

_
_
_
_
_
_
_
_

_
_
_
_
_
_
_
_

h
i

T
T

T
T

l
r
1

1
.tT

.t1
1
1
1
1
1
1
1

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

r1

.I_

r-IZ
W

W
Z

Z
Z

L
C

L
L
L

O
k

L
L
L
L
L
L
IL

L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L
L

L
L
L
L

r
-
I

U
U

U
U

U
U

U
U

U
U

U
U

U
U

U
U

U
U

U
U

U
U

U
U

U
U

U
U

U
U

U
U

U
U

U
U

U
U

U
U

4
-U

b
b
b
b
b
b
b
b
b
b

b
b
b
b
b
b
U

b
b
b
b
b
b
b
b
b
b
b
b
b
b
b
b
b
b
b
b
b
b
j

E
lO

O
O

O
O

O
O

O
O

O
O

O
O

O
O

O
flO

O
O

O
O

O
O

O
O

O
O

O
O

O
O

O
O

O
O

O
O

O
i

ACLURM044011




