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IEIIWJJUCI1UN

As the primary investigative agency of the federal government the.Federal Bureau of

Investigation FBI has the authority and tesponsibilItyto invesligaeall violations offederal law

that are not exclusively assignectto
another federal agency The FBI is ftirther vested by law and

byPresidential directives with thc..primary role in caying ot investigations within the United

States of threats to.the national security This includes the lead domestic role ininvestigating

international terrcrist threats to the United States arid in conducting counterintelligence activities

to mait Threign entities espionage and intelligence efforts directed against the United StateL

The FBI is also vested with important timctions in collecting foreign intàlligencc as member

agency of the US Intelligence Community The FBI accordinglyplays crucial roles in the

enforcement of federal law and the proper administration ofjustice in the United States in the

protection of the national security and in obtaining infortnatibn needed by the United StaS for

the conduct of its foreign affairs These roles refleót the wide range of the FBIs current

responsibilities and obligations whióhrequirc the FBI to be both an agency that effectively

dctts investigates and prccrentscriines and an agency that effectively protects the national

security and collects intplligençe

The general objective of thege Gu delines is thç Mi utilization ofall authorities an4

invtstigaliterndhods1 consistent with the Ccmstituiion and laws of the United States to protect

the United States and its peoplç from ierrorisin and other threats to the national entity to

protect the United Statsatid its people from victimization by all crimes in violation offederal

law and to Thrther the foreign intelligence objectives of the United States At the same time it is

axiomatic thatthe FBI must conduct its investigations and other activities in lawful and

reasonable mznner that respects llbertyand privacy and avoids pnnecessary intrusion intg the

lives of law-abiding people The purpose of these Guidelines therefore isto establish consisient

policy in such mt Theywili enable the FBI to perform its duties with effectivcness

certainty and confidence and will provide the Anieticth people with firm assurance that the

IBI is acting properly nit the law

The issuance of these Guidelines represents
the culmination of the historical evolution of

the FEland the policies governing its domestic operations sgbsequent to the September 11 2001

terrorist attaks on the United Statet Reflecting decisions Sd directives of the President and the

Attorney Generaj inquiries and enactments of Congress and the couclusionzof nationa4

commissions it was recognized that the FBIs functions needed to be expandedsnd better

integrated to meet contemporary realities

tCjontimthig coordination is necessary to optiunizethe FBIs performance in

both national security and criminal investigations... new reality requires first

that the FBI and other agencies do bØtwr job bfgatheringintelligence inside the United

States and second that we eliminate the reninants of the old wall between Foreign

intelligence and domestic law enforcement Both tæsks must beatb pushed without

sacrificing put domestic liberties and the nile of law anti both depend on nilding very

.5

_________________________
FB1044797

ACLURM045897



different FBI horn the one we had on September 10 2001 Report of the Commission

on the IntelligencoCapabilities of theilnited States Regarding Weapons p1 Mass

Destruction 4664522005

In line with thtse objectLves the FBI has reorganized and reorirentei its programs and

missions and the guidelines issued by the Attorney General for FBI operations have been

extensivelyrevised over the past several years Nevertheless the principal directives of the

Attorney General governing the FBIs conduct ofcriminal tigations national security

investigations and Sign intelligeneccollectign have persisted as sepaz documents Involving

different standarda and procedures for comparable activities These Guidelines effect more

complete integttion and bannonization of standards therebyproviding the FBI and other

affected Justice Department components with clearer more consistent and more accessible

guidance for their activities and maldng available to the public in single document the basic

body of rules for the Fms domestic operations

These Guidelines also incorporateeffective Overnight thedsures involving many

Department of Iustice and FBI eonponents which haye been adopted to ensure that all FBI

activities are conducted in ainatner consistent with law and policy

Thebmad operational areas addressed by these Guidelines aretheFBIs conduct of

investigative and intelligence gathering activities including cooperation and coordination with

other components and agencies in such activities and the intelligence analysis arid planning

functions ôftho FBL

BI RESPONSIBIJATIES -FEDERAL CRIMES THREATS TO TIlE

NATIONAL SECIR1TY FOREIGN INflEUGENCE

Part II of these Guidelines authorizes the PBo carry out inyestigaons to dctcc obtain

information about Or prevent or protect against federal crimes or threats to the national sernty

or to cqllect foreign intelligence fle major subjectareas of information gnthçring activities

under these Guidelines fedoral crimes threats to the nafloiffil security and foreign hitelligetice

arc not distinct but rather overlap extensively For example an.investigation relating to

intemational tetrorism will invariably crosscut these areas because international terrorism is

included under these Guidçlines definition of teat to the national security because

international terrorism subject to investigation within the United States usuallyinvolves criminal

acts that violate fedSal law ad because information relating to international terrorism iso falls

within the definition ofibreign intelligence Likewise countetinicuigeuce activities relating to

espionage are likólyto concern matters that constitute threats to the national security that

irnplicateviolations or potential violations of federal espionage laws and that involve

information falling under the definition of foreign intelligence

While some distinctions in the requirements and pmcedures for investigations are

necessary in different.subject àrqs the general design ofthese Guidelines is to take uniform

.6
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approach Wherever possibi thereby promoting certainty and consistency regarding the

applicable standard and..facilitating complianpewitir those standards Bence these Guidelines

do not require thstthe FBIs infomOiioæ thsingactMlies be differentially labeled as crintinsi

Investigajion 1nationai security nvestigtions or fÆreign intelligence collections or that

the categoris of FBI pórsoimeiwho carry out investigations be segregated.from each other based

on thesubject areas in which they operate Rather all alike FBIs legal authori lea are avajiable

for deployment in all cases tovthich they appiy to protect the public from crimes and threats to

Thetational security and to further the United States threign intelligence objectives In many

cases single investigation will be supportable as an exercise of number of these authorities

i.e ann investigaon of federal crime or crimes as an investigation of threat to the national

security and/ar as collection of Ibreign intelligence

Federal Crimes

The FBI has the authority to investigate all federal crimes that are not exclusively

assigned to other agencies In most ordinary ciitnThal investigations the immediate óbjedives

include such matters as detennining whether federal crime has ocâurred or Is occurring orif

pianthng or preparation Sr such crime Is taking placç identifying locating and apprblicnding

the
perpctrators

and obtaining the evidence needed forprosecution. Hence close cooperation

ittid coordination with federal prosecutors in theUnited States Attorney Offices and the Iustice

Department li$gting divisions are essential both to ensure that agents have the investig$ve

tools and legal advice at their disposal Sr which prosccdtnrial assistance or approval is needed

and to ensure that investigations are conducted in maimerthat will lead to successful

prosecution Provisions inmany parts of these Guidelines establish procedures frenients

for such coordination4

Threats to the National Security

flieFUPs authority to investigatctkreats to thenatiohal securi%y derives from the

executive pit concerning U.S intelligence activities from delegations of functions by the

Attoiney GenerAl And from variond statutory soutces See.e.g B.O 12333 50 US.C 401 et

seq4SOti.S.c 1$O1 etseq Tjrese Pad VIL speciflcallydeflnethrcatstq the

tmtional security to mean international teirorism espionage And other intelligence activities

sabotage and assassination condu4edbyforor onbcbalfotforcigapowcrs oiganizationsor

persons foreign cOmputer infrusiOn and other matters determined by the Attorney General

consistent with Executive Order 12333 or any successor order

ActivitieS within the definition of threat to the national security that aresubjeut to

investigation wider these Guidelines commonly involve violations orpotential violations of

federal criminal laws Hence inteatigatians of such threats mayconstitute an exercise both of

theFBIPs criminal investigation authority and of the BFs authority to investigate threats to the

nationalsurity As with criminal investigations genenilly dbtecting and solving the crinies

and eventually arresting and prosecuting the perpetrators likely to be among the objectives of

ACLURM045899



investigations relating to threats to the national security But thesö investigations also ofteti serve

important pmppses outsidethe ambit of nonnal criminal investigation and prosec$ion by

providing the basis for and infoiming decisions concerning other measures needed to pmtcct the

national security These measures may inqiude for example exciudlig or removing persons

involved in terrorism espionage from the United.States recmitnient of double agents freezing

assets of organizations that.cugage inp support tcxrorisrn securing targets oft rrorism or

espionage providing tbreat infoimation and warnings to other federal State local and private

agencies andentiies diplomatic or military actions and actions by other intelligence agencies to

countdr intethational tbUorisrn.orotheflmtioizal securitytbreats

In line with this broad range ofpuipoSca investigations of threats to the national scourity

present special needs to cooidinate with other Justice Department components including

padioularly the.iustice Depaitmezif National Secirity Divisions and tp share informatlonand

cooperate with other agencies with national security responsibilities1 indluiffi other agencies of

the U.S Intelligence Comirunity the Department ofBomeland SectS andrelevant White

House including National Security Council and Homeland Security Council agencies and

entities Various.provisions in these Guidelines establish procedures and requirements to

fhcilitati such coordination

Foreign loteffigeilee

As with the investigation of threats to the national seourity the FBIs authorttyto collect

Threigi mlellige ice darives from ntture of administrative and statutory sources See

RU 12333 50 U.C 461 etseq.4
50 U.S.C 1801 et 28 U.S.C 532 note inceiporaling

PL 108-458 r2001-2003 These Guidelines Part VILE defintforeigp intelligence to mean

Information relating to the capabilities intentions or activities of fbreign governments or

elements thereof Threign organizations or foreign persons orinterizational cniodsts

The EEls foztigiinteJigenoe collection activities have been expanded by legislative and

administrative reforms subsequent to the September 11 200l.terrorisk attacks reflectingthe

FBIs role the primary collector of foreign intelligence within theUnited Statós and the

recognized imperativethat the United States foreign Jntólligence collection activities becene

more flexlbl more proactive and more efficient in otderto protect the homeland and adequately

infbrm the United States crucial decisions in its dealings with the rest of the world

The collection of information is the foundation of everything thit the Intellignce

Community dora White succcssM collection cannot ensure good analyticØl pmduc
the failure to collect infbrmation turns analysis into guesswork And as our review

demonstra4cs the Jntólligenee Communits bumn and technicalintelligence collection

agencies have collected fartoo littleinfdnnatibn on many of the issues we care abotit

most Repast ofthc Commission on the Intelligence Capabilities of the United States

itegarding Weapons of Mass Destruction 351 20O5
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These Guldàlinea accordingly provide standtds and procedutes fgr.the FBrs fOreign intelligence

qlledion activities that meet current needs and realities and optimize the FBIs ability to

discharge its foreign intelligenóe collcdtionibhdions

The authority to collect foreign ialligence extônds the sphere of the FBIs information

gathering activities beyond federal crimes and threats to the national security and permits the

FBI to seek information regarding broader range of matters relating to foreign powers

orgapizationg or persons that may be of juterest to the conduct of the United States foreign

affairs The FBIs role is central to the effective collection offorein intelligence within the

United States because the authorized domestic activities ofother intelligcnce agencies are more

constrained than those of the FBI under plicable Statutes and Etcontive Otder 12333 In

collecting foreign intelligence theBBI wilt generally be guided by nationally-determined

intelligence requiretheUtti includin the Natibnailntelligcnce Priorities FraMework and the

National UMINT Collection Directiyes or any successor djreqtives issued under the authority

of the Director ofNational Intelligence DN1 As provided in Part VJLF of these GUidelines

foreign intelligence requiranents may also be established by the President or Intelligence

Community officials designated by the Prcsida4 and by the Attorney General the Deputy

Attàrncy General or an official designated by the Attorney General

The general guidanceof the FBFs foreign intelligence collection activities by DNI
utlwrized Sriaxts does nol hnwv limit the FBIs authority to conduct investigations

supportable on the basis of its othet authorities -to Investigate federal crimes and threats to the

national securityin areas inwhith the informtionsought also Thila under the definition of

foreign intelligence The FBI conducts investigations of Metal ozimes Mid tiueats to the

nation$security based on priorities and strategic lives set by the Department of Justice and

-thFa indqezident ofONI-establishod tbteigfl intelligence Obilection requirements

Since the authority to collect foreign intelligence enables thePBI to obtain information

pertinent to the United States conduct of its foreign attain even if that information is not related

to criminal activity or threats to the national sccurity the information so gathered may concern

lawful activities The PBI should accordingly operate openly and consensually with U.S persons

to the extent practicable cshcn collecting foreign intelligence that does not contern criminal

activities or thrca tot national sectS

THE FBI AS AN INTELLIGENCE AGENCY

The FBI is an intelligence agency as well as.a law enforcement agency Its basic

functions acconlingly extend beyond limited investigations of discrete matters and include

broader analytic and platning functions The FBIs responsibilities in this area derive from

various àdministrativeandstatutory sources See cg.E.O 12333 U.S.C 532 note

incorporating .L 10-58 20O1-2003 and 534 incorporating Pt 109-162 1107
Enhancement of thgPflhlts

intelligencoanalysis capabilities and fwxctionshas consistÆtlybeaz

recognized as key priority in the legisiatiw and administrative reform efforts following the

FB104480V
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September 112001 terrorist atfat

strategy
should4 encompass specific efforts to enhance the

depth and quality of domestic intelligence collection and analysis fTbO FBI should

strengthen and improve its domestic intelligence capabilityas fully and expeditiously as

possible by imthediat4y instituting measures to..sigiifieantiyimprovcstrateo

axlytical capabilities.. Joint Inquhy into Intelligente Conit%uaity Activities Before

and After tb Terrozist Attacks of September 11 2001 Rep No 351 Hit Rep No

792 107th Cong 2d Seas 4-7 2002 ertata print

sniart goterntntnt would integrate all sources of information to see the enemy as

whole lidegrutedall-sointe analysis should also inform andabape strategies to collect

mote intelligence... The üUportance of integrated all-source analysis Cannot be

overstated Without it it is not possible to connect the dots Final Repdrt ofthe

National Conimission On Terrorist Attacks Upon the United States 401408 2004j

Part of these Guiddlities accordingly authorizes theFflI to engage in intelligence

analysis and planning drawing on all lawful sources of irifonnatlon The functions authorized

under that Part include development oiovexvicws aid analyses concerning thiato and

vulnerabilities ofthe United States and its4nterests iiresearch and analysis to produce repOtts

and assessments concerning matters rvant to iivesilgative activities or othei authorized FBI

activities and iiithe operation of intelligence systemS that facilitate andaupport investigations

through the compilation and lysis of dataand information on an ongoing basis

OVERSIGHT

The activities authorized by these Guidelines must be conducted in manner consistent

with all applicable law regulations and policies including those protecting priaey and civil

liberties The malice Departments National Security Division and the FBIs Inspection

Division Office ofGeneral Counsel and Office of Integrity and Conlianc along with othçr

components share the responsibility to ensure that the Departxnthht meOti these goals with rspect

to national security and foreign intelligence matters In particular the National Sccprity

Divisions Oversight Section inconjuriction with theFUFa Office ofGeneralCounsel is

Tesponsible for conducting regularreviews of all aspects of FBlnati9nal security and foreign

intelligence activities These reviews conducted at FBI field offices and headquarter units1

broadly examine such activities for compliance with these Guidelines and other applicable

requfrehientt

Various features of these Guidelines facilitate the National Security Divisions oversight

functions RelevantrÆjuirements and provisions include required notificationbythe FBI to

the National SecurityDivlsion concerning full investigations that involve foreign intelliepcq

coliection or investigation of United States persons in relation to threats ofthen sSurity

ii annual reports by the FBI to the National Security Division concerning the FBIs foreign

10
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intelligence collection program including tntbrmation on the scope andnatureofforóign

intelligence collection activities ineath FBI field office and liiaccess by the National Security

Division to informAtion obtainl by the FBI through national security or foreign intelligence

actvites and general authority for the Assistant Attorney General for National Seçurityto obtain

reports fromthe FBI concerning these activities

Pursuant to these GuIdelines other Attorney General guidelines and institutional

assignments of responsibility within the Justice Department additional Department components

including the Criminal Division the United States AttomneyC OWces and the Offico of

Privacy and Civil liberties are involved in the common endeavor with the FBI of ensuring that

the activities qf all Deparbnent.componenta are .lawfiu appropriate and clbic4 as well as

effective Examples includethe involvement of both FBI and prosecutorial personnel in the

review of undercover operations involving sensitiveciretnnstances notice requirements for

investigations involving sensitive invªstigativc.nattcrs As defined in Pad VILN of these

Quide1ines and notice pdpveisight provisions for en ciprLp investigations which may involve

abrOad.erwninafion of groups inipileated hi the gravest criminal and national security threats

Ths requirements procaluresbelp to enswe that the Me of Jaw is respected in the

Departments activitiesandthatpublic confidence is Snintainedin these.actMties

51044803
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GENERAL AIJTHORIflES AND PRINCIPLES

SCOPE

These Guidelines apply to investigative activities t6nducted by the FBI within the United

States or outside the taritories of all couniries They do not apply to investigative

activities of the FBt iwforeign countries which are governed by tire Attorney Generals

Guidelines for ExtEaterritoriat FBIOpeiations

GENERAL AUTRO1UIIES

The FBI is authorized to conduct investjgationstd detect obtain information

aboul and prevent and pmtectaggins federal crimes and threats to the national

sedutit and to collect foreign intelligence aS provided in Part II of thEe

Guidelines

The FBI is authorized to provide investigative assistance to other federal agencies

state local or tribal agenties and foreign agencies as provided in Part Iii of these

Guidelines

TheFBI is authorized to conduct intelligence analysis and pisinning as provided in

PartlY of these Guidelines

The FBI is authorized.to retain and slmreiulbnnation obtained pursuantto these

Guidelines as provided inPart VI 61 these Guidelines

USE OF AIJTROBifIES AND METHODS

Protettlon of the United Stats audits People

The FBI shall folly utilize the authorities providcd and the methods authorized by

these Guidelines to protect the United States and its people from crimes in

violation of federal law and threats to the national security and to further the

foreign intelligence objectives of the United States

2. Chotceof Methods

The conduct of investigations and other activities authoited by these

Guidelines may presentehoices between iiiuse ofdifferent investigative

methods that ate each operationally sound and effeetive but that are more

or less intrusive considering such factors as the effect on the privacy and

civil liberties of individuals and potential dauiagu to reputation The least

intrusive móthod feasible is to be in such situations It is recognized

12
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howeverthat the choice ofmethods is amattcrofjudgmcnt The FBI

shall not hesitate to use any lawful niethod consistent cyith these

Guide1i4Ies even if intrusive hcre the degree of intrusiveness is

warranted in light of the seriousness of cthninrd or national security

threator the strength of the infonnatlon indicating its existence orin light

of Sc importance of foreign intelligence sought to thç Unjted States

interests This point is to bO particularly absented in investigations

relatingta terrorism

United States persons sball be dealt with openly and consensuafly to the

extent practicable when collecting foreign intelligence that does not

concern criminal activities or threats to the national seeS

kespect for Legal Rights

All activities under these Guidelines must bavea valid purpose consistent with

these Guidelines and must be carried out in ŁoMormity with the Constitution and

all applicable statutes executive orders Department afJuÆtlceregulatións and

policies Attorney General guidelines These Cii delines notauthqrizc

investigating or collecting ormthntsninginfonnatiOn onUrfited Stattapersons

solely tot the pqrpose of monitoring aptivitiesprqtected by the FirstAmendment

or the lawful exercise of other rights secured by the Constitution or laws of the

United States These Guidelines do not authorize any conduct prohibited by

the Guidance RegErding the US of Race by Federal LaW Enforcement Agencies

Undisclosed Participation In Organizations

lJndi sciosed participation in organizations in activities under these Guidelines

shall be conducted in accordance with FBI policy approved by the Attorney

GeneraL

Maintenancç of Records under the Privacy Act

The Privacy Act restricts the maintenance ofrecords relating taccrtan activities

of individuals who arellnited States persons with exceptions for circümstancos

in which the collection of such informsion is pertinent to and within the scope of

an authorized law enfoxeenient activity otis otherwis authorized by statute

U.S.C 552aôXl Activities authorized by these Guidelines are authorized law

enforcement activities or activities for with there is otherwise statutory authority

for puiposesofthePrivaeyAct Theso Guidelines howevei do not provide an

exhaustive enumeration of authorized yilaw enforcement activities or FBI

activities tbr which there is otherwise statutory authØtity arid no iesfrictlon is

implied with
respect to such activities carried out by the FBI pursuant to oilier

13

F511J44805

ACLURM045905



authorIties Further questions about the application of the Privacy Act tO

authoiized activities of the SBI shouldbe addressed to the FBI Office of the

General Counsel the FBI Privacy and CMI liberties Unit or the Department of

Justice OfficeofPrivacyand Civil liberties

NATURE AND APPLICATION OFTUE GUIDEUNES

Repealers

These Guidelinçs supersede the foiloing guidelines which are heiebyrepdaled

The Attorney Generals Guidelines on Otheral Crimes Racketeering

Bnterpriseaæd Terrorism Enterprise Investigations May 302002 and all

predecessor guidelines theteto

The Attorney Generals Guidelines for FBI National Security

Investigations and Foreign Intelligence Collection October31 20Q3 and

all pftdecessor guidelines thereto

The Attorney Generals Supplernental Guidelines for Collectio

jRetntion and Dissemination of Foreign Intelligence Novexæber 29
2006

The Attorney General rvccciure for Reporting auct Use ofInformation

Concerning Violations of Law and Authorization for Participation in

Otherwise ffiegl Activity in FBI Foreign Intçlligence Counterintelligence

or International Terrorism Intelligcnoe InvostWations Auguit 81988

The Attorney Generals Guidelines for Reporting on Civil Disorders and

Demonstrations Involving Federal Interest April 1976

Status as Internal Guidance

these Guidelines arc act forth solely Sr the purpose of internal Department of

Justice guidance They are not intended tq1 do riot and may not be relied upon to

create any rights substantive or procedural enforceable by law by any party in

any matter civil or criminil nor do they place any limitation otherwise lawfW

invesfigativeand iltigativepitrogatives of the Departinónt of Justice

Depflres from the Guidelines

Departureflom these Guidelines must be approved by the Director of the FM by
The Deputy Director of thePBZ or by an Elecutive AssistantDirector designated

14
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by the Director If departure is necessary without such prior approval because of

the immediacy or gravity of threat to the safety ofpeiEons or jvoperty or to the

national security theDIrector the Deputy Director or designated Executive

Assistant Director aball be notified as soon thereafter as pmqticable The FBI

shall previde timelywritten notice ofdçartures from these Guidelines to the

Criminal Pivision and theNitional Security Division andthose divisions shall

natify the Attcttiey 3enetai and the Deputy Attorney General Notwithstanding

this pamgraph ill activities in all circumstances must be carded out in manner

conslstentwith the Constitution and laws of the United States

Other Activities Not Limited

hese Guidelines apply to FBI activities as provided brtein and do not limit other

authorized.acttvities of the FBI such as the FBIs responsibilitiS to conduct

background checks and inquiries concerning applicants and employees under

federal personnel security progtBms the FBrsmaintenance and opationof

national criminal records systems and preparation ofi4ional crime statistics and

the forensic assistance and adniinistration functions of the FBI Laboratoq

15
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IL INVESTIa4TIONS4Nfl.ThTELLTGfl4CE GATHERING

This Part of the Guidelines authorizes the FBI to conduct investigations to detect obtain

information about and prevent anti protect against federal crimes and threats tote national

security and to collect fbreign iiitóUlgence

When an autlted purpose wSth the focus of activities authorized by this Part maybe
wbateverthecixcumstanees warrant Thesubjectofsuchanactivityrnaybefraample

pEticular crime orthróatthied crime conduct constituting threat to the national security an

individual group or organization that maybe involved in criminal or national security

threatening cottddct or topical matter of foreign intelligence interest

Investigations may also be undertaken for protective purposes initiation to individuals

groups or other cntitiçs that may be targeted for criminal victimization or acquisition or for

textorist attack or other depredations by the enemies oithc United States For examp1e the

participation ofthe JTBIm special events management relation to public events or other

activities whose character mayinake them attractive targets for terrorist aitack is an authotized

ecemiŁe of the authorities conveyed by these Guidelines Likewise PBI counterintelligence

activities directed to identifying and securing Thcilitics personnel or infonnation that maybe

targeted for infihtiation recruitment or acquisition by %rcigniriteffigeäcc services are authorized

exemises of the autho cqnveyedbytbese Guidelines

The identification and recruitment of.hunian sources who maybe able to provide or

obtain information relating to criminal aclijtIes infoimation
relating to tefrorisin espionage or

other threats to the national security or infounation relating to matters of foreign intelligence

interest- is also critical to the effectiveness of the FBPs law eafotcetnent national security and

intplligcnce programs and activities undertaken for this purpose arc authorized and encouraged

The scope of authorized activities under this Part is not limited to investigation in

narrow sens such as solving particular cases or obtaining evidence for use in particular crhninal

proscbiitiona Rather theseactivities also provide critical infónnation needed for broader

analytic and intehligenctpurposes to fadllit$e the solution and prevention of crime protect the

national security and further foróign intelligence objectives These jurpdsOs include use ofthe

Information in intelligence anÆlysis.and pinnuing under PartlV and dissemination ofthe

information to other law eàforcernent lnteuigänce Community and White House agencies under

Part fl Infonnation obtained at all stages of investigative activity is accordingly to be rctainçd

and disseminated for these pr poses as provided in these Guidelines or in FBI policy consistent

with these Guidelineg regardless qf whether it furthers investigative objectives in narrower or

more immediate sense

In the course ofactivities under these Guidelines thcFBI may incidentally obtain

blibrination relating tomatteis outside of its areasofprimaiyinvestlgativeresponsibility For

ecaznpl information relating to violations of state or local law or foreignlaw maybe

16
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incidentally obtained in the cburse of invôstigathigfederal
crimes or threats to the national

security or in collecting foreign intelligence These Guidelines do not bar the acquisition of such

inibimation in the course of authorized investigative activities the retention of such inibrination

or its dissomination.as appropriate to the responsible authorities in other agencies or

jurisdictions Fart Vt of these Guidelines includes specific authorizationsand requirements for

sharing such information with relevant agencies and qificials

This Part authorizes different lqveis ofiiformation gatheing acivity which afford the

FBItlexibility under appropdate standards and procedures to adapt the methods utilized and the

information sought to the nature of the matter under investigation and the character ofthe

information suppotling the need for investigation

Assessments authorized by Sulipart of this.P require an authorized purpose but not

any particUlar Factual predication For example to
carry

out its central mission pitventing the

commission of terrorist acts against the United States and its people the FBI must proactively

draw on available souttesof informatiOn to identify terrorist threats and activities It cannot be

content to wait for leads to come in through the actions of others but rather must be vigilant in

detecting terrorist activities to the ibli extent perniitted by law with an eye towards darly

intervention and prevention of acts ofterrorism before they occur Likewise in the exercise of

its protccfivófhnctions the FBI is tioteobstraited to wait Untilinfbrthation is rcceived indicating

th4apartict event activity or facility has drawn the attention ofthose who would threen

the national security Ratheçthe FBI must take the initiative to secure and protect activities and

entities whose character maymake them attractive targets for tçrrorism or espionagt The

proactive inve authority.onveyed in assessments lb dedgned for and may be utilized by

the FBI in the dis barge of these responsibilities For example assessments may be conductedas

parvof the Emsspeeial events managenient activities

More broadly detecting and interrupting çrinflnsl activities at their early tages and

preventing crimes from occurring in the firstplace is preferable to allowing cthninal plots and

activities to come to fruition Hence assessments may be undçrtaken proactively with such

objectives as detecting criminal activities obtaining information On individuals groups or

organizations of possible mvestigalwe interest either because they maybe involved in criminal

or national security-threatening activities or bccausó they maybe targeted for attack or

victimiz4ionby such activities aniIidenti1fing spit assessing individuals who mayhave value as

human sources For example assessment ataivities mayb volvepmabtivelysurfluig the Interndt

to 11n4 publicly accessible websites and services through wl3ich.recruilnient by terrorist

organizations anti promotion of terrorist crimes isopenlytaking place through which child

pornography is advertised and iradad through whibh efforts are made by sexual predators tote
children fbr puqioses of sexual abuse or through which fiudtilcnt schemes are peqietraS

agaInst thepublicz

The methods authorized in.assesslnents are generally those of relatively low

intrusiveness such as obtaining publicly available infonnalion cheÆking government records
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and requesting information from members of the public These Guidelines do not impose

supervisory approval requirements in.assessments given the types oftechniques that are

authorized at this stage e.g peæisihthdJirtemet for publicly availabie information However

FBI.policy will prescribe supervisory appmvat requirements fur certain assessments comsideiing

such matters as the purposeof the assessment and the nietlmds being utilized

Be3vnd tho proactive information gathering functions described above assessments may
be used when alIegaions or other information concerning crimes or threats to the nationat

security is received or obtained and the matter can be checked out or resolved tough the

relatively non-intrusive methods authorized in assessments The cheekingof investigative leads

in this.manner can avoid the need to pnxeedto more formal le elsofinvcstigativcactivity if the

results ofan assessment indicate that further investigation is not warranted

Subpart of this Part sdthorizs second lcvól ofinvestigativeactivity predicated

investigations The purposes or objectives of predicated investigations are essentially the saute

as those of assbssments but prbdicâtion as provided in these Guidelines is needed generally

al1egafions reports theta or circumstances indicative of possible crimitmi or national security-

threatening activity Urthe potentialTor acquiring ibfonnatibn reaponsiv tO foreign hitelligence

requirements and supervisory approval must be obtiredio initiate prediqatedinvestigationt

Corresponding to the stronger predication and approval requirements all lawfiul methods may be

uae4.in predicated investigations classified directive provides further specification concerning

vircuinstances supporting certain predicated investig$iSS

Predicated investigations that concern federal crimes or threats to the national security are

aubdMderl into prelimiiary investigations and frill investigations Preliminary investigations

may be initiated on the bais of any allegation or intbrmat ion indicative ofpossible criminal or

national security-threatening activity but inure sUbstantial Lictual predication iirequired fur full

investigations Whilç time limits are set for the completion ofpzeliminatyirvestig$ionsfu

Investigations may bcpursued without preset limits on their duration

The Thial investigative tategoiyumler this Pail of the Guidelines ii enteiprise

investigations authorized by Subpart which permit general eamination of the stmctprel

scop and natured certain groups and Organizations Enterprise invStigations arc atpe of full

investigations Hcnce they arc subject to the purpose1 approval and predication requirements

that apply to thU investigations and all lawful methods maybe used In Canyifl them out The

distinctive characteristic of enterprise investigations is that they concern groups or organizations

that may be involved in the rustserious criminal or national securitytbreats to the public
gonerülly patterns ofracketeering aeLivity terrorism or other threits to the national security or

the commission of offenses characteristically iavolved in terzttism as descnlied in Is U.S.C

2332bg5B broad examination ofthe charecteristics Of groups sUtisfing these criteria is

authorized in enterprise investigations including any rilalionship of the group to fureign

power its size and composition itagcographic.dimnenalons and finances its past acts and goals

and its capacity for bairn
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ASSESSMENTS

Purposes

Assessznenth inAybb carriqd otifto detect btain information about1 or pfevcnt or

protect against federal primes or threats to the national seqrity or to colleuf

foreign intelligence

Approval

the conduct bf assessments is subject to any supervisory approvaL requirements

prescribed by EEL policy

Authorized Activifies

Activities that maybe canS out for the purposes described in paragraph in an

assessment include

seeking infornmiio proactivelyor in response to investigative leads

relatirito

activities constituting violalions of federal crirninaj law or threats

to the national security

ii fl involvement or role of individuals groups or organizations in

such activities or

ill matters of foreign intelligence interest responsive to foreign

intelligence iequirements

identil3ing and obtaining ithrthation about potential large ts afar

vuhrnrabffities to criminal tivitics in violation of federal law or threats to

thenationatsccurity

seekiug information to identil potential human sources assess the

suitability credibility or value of individuals as human source validate

human sources ormaintain the cover or credibility of human sources who

maybe able to previde or obtain information relating to criminal activities

in violation of fedçral law threats to th national security or plattes

foreign intolligenc

obtaining infonnation to inform or faciiitate intelligence analysis and

planniiig as described inPartXV of these Guidelines

19

FB104481

ACLURM045911



Apthorlzed Methods

Only the ffiowing methods thayhe uscd in assessments

Obtain publicly availablelnibxmattOt

Access and examine FBI and other Department of Justice Souls and

obtain information from anyFflI or other Department of Justice perspnneL

Access and examine records maintained by and request intimation from

Other federal state local or tribal or.forcign govenniwiztai entities or

agencies

Us onUS services and resources whether nonprofit or commercial

US and recruit human sources in confonnitywith the Attorney GeneraPs

Guidelines Regarding the Use of FBI Confidçutial Human Sources

Iqterview or requestinibrmation frommtmbers ofthe public and private

entities.

Accept intbntafion voluntarily provided by gotamneutal orprivate

entities

Engagdn observation or surveillance not reqjing court order

Grand jmysubpoenas for telephone or electrenic mall subscriber

PREDtCATD INVESflGAflONS

ijrposes

Predicated investigations maybe carried out to detect obtain intrmationabout

or prevent or protect against federal crinies or threats to the national security or to

collect foreign intelligenc

Approval

The initiation of predicated investigation requires Øupervisozy approval at level

or levels specified by FBI policy predicated investigatiort hasd on paragraph

3.c relating to foreign intelligence must be approved by Special Agent in

Clrngc or lay an FBI Headquarters otflcial asprovided in such policy
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CircumztanceÆ Wartanting Investigation

pmdicatcd investigation may be initiated on the basis of any of the following

circumstances

An activity constitutinga federal crime or threat to the national security

has or may bave occurredis or maybe occurring or will or may occur and

the investigation may obtain information relating tote activity or the

involvement artek of animlivithial group ororganizatioxt in such

activity

An individual group organization mtity infomrntion property or

activityis maybea.targetofatak victimization acquisition

infiltration Dr rccruithentt connection with criniinnl activity in violation

of federal law or threat to the national sCeurity and the investigation may
obtain information that wouldhelp to protect against such activity or

UucaL

The investigation may obtain foreign intelligence that is responsive to

foreign intethgcnceEiquirernent

PrelimInary and Full Investigations

predict investigation relating Lateral edine or tlircat tq the national

security maybe conducted as aprdllniinaiyinvestigaiion ora foil investigation

predicated investigation that is based solely on the authority to collect foreign

intelligence-may be conducted only as full itwestigation

PrelImInary Investigations

Predication Required for Preliminary Iveatigations

preliminary investigation maybe inhtiated.on thflasisof

information or an aliegalion indicating the existence oft

circimatance described in paragraph 3.a.-.b

IL Duration of Preliminary Investigations

pzliminny investigation-must he concluded within six months

of its initiation which may be extended by up to six months by the

Special Agent in Charge Extensions of preliminaiy investigations

beyond year must beapproved by EBI Headquarters
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iii Methods Allowed In Preliminary InvestigationS

All lawful mcthodamaybô Used in aptelininasyinvcstigatioæ

except fbrmethods within the scope of Part V.A.l Ld3 of these

Guidelinea

Full hvntlgations

Predication Rsqutred fbrFull Investigations

ibli inyestition maybe initiated if there is an articulable

factual basis for the itwestiatioü that reasonably indicates thata

circumstance described in paragmph 3s-.b exists or if

cimumstanbedesgrthed in paragraph 3.c exist

it Methods Allowed It Full Investigations

All lawful methods mafte used in full investigation

Notice Requirements

An FBI field office shall natify FBI Ileadquaitem and the United States

Attorney or oth appropriate Depattinerit of Jpstiee official ofthe

initiation1y thefleid office of predicated investigation involving

sensitive investigative rot If till investigation is initiated byFBI

dquaters FBljicadquartera shall notify the United States Attorney or

other appropriate Department of Justi official of the initiation of such an

investigation If the investigation concus threat to the national

security an official of the National Security Division must be notified

Thcflocsballidenti5r all sensitive investigative involvedin the

investigation

The FBI shall notify the National Secinity Division of

tlw initiation of any Ibil investigation of United States person

relating to threat to the national security and

ii the initiation of any full investigation that is based on paragraph

3.c rclatingto fointhlflgence

Thenotifleations under suhparagrapbs andb shil be made as soon as

practicabl but no later than 30 days after the initiation of an

invcstlg ion
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The FBI shall notify4he Deputy Attorney Genetal ifFBI Headquarters

disapproves field offices initiation of apredibated investigation relating

to threat to the national security on the ground that the predication for the

investigation is insufficient

ENTERPRISE JNVESTIGSflONS

Definitlot

full investigation of group or organization maybe initlaIc as an enterprise

invesligalipa if there is an articulable factual basis for the investig$ion that

reaaonablyindicacs that the group or orgrniation maybat engaged or may be

engaged in or may have or maybe engaged in pinning or pitparatipnor

provision of support fot

apattemofnâketeeringactMtyasdefined.inlSiLS.C 19615

inteniatiànal tenorSi or othqr threat to the national seawiiy

domestic teirorismas delined in 18 U.S.C 23315 involving violation

of federal crhnMll law

fbrthering political or social oa1s wholly or in part through activities that

involve force or violence and ayiolation offederal criminal law or

an oflbnse described in 18 U.S.C 2332bg5XB or U.S.C 41

Scope

The information sought iii an enterprise investigation may include general

examination ofthe sipictum scope and nature of the group or organization

thcluding its relationship ifany to aloreign power thidentjty and ielationship

of its mçrnbers employees or othei persons who maybe acting in furtherance of

its objectives its finances and resouttes its geographical diznezisions and its past

and future activities and gosh

Notice and Reporting RMnlrementa

Thb responsible Department of Justice component for the pwpose of

notifleation and reports in enterprise investigations is the National Security

Divisionr except that for the pufpOsc oi notifications and reports in an

.ensrprise investigation relating to pattern of ilicketeering activity that

does not involve an offense or ofibnses described in 1.3 U.S.C

2332hg5B the responsible Department of Jutice component is the
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Organized Crime and Racketeering Section of the Criminal Divisiot

An FBI field oice shah notify FBI Ueadquarters of the initiation by the

field office of an entcrpthetveatigaiion

The FBI shall ndtif the National Security Division or the Organized

Crime and Racketeering Section otibe initialion of an enterprise

investigation whether by üeId office or by FBIReadquts and the

component so notified shall notify the Money General and the Deputy

Attorney General The FBI shall alsO.nOtifr any relevant United States

Attorneys OffieçebatanyinvcstigflipnwithinthescopeofPart

VLD.1.d of these Guidelines relating to counterintelligence

investigfttions is to be treated as provided in that provision Nàtiflcations

by the FBI under this subparagraph shall be pmvided as soon as

practicable but no laterthan3Okys after the initiatiotiof the

investigalion

The Assist wit Mprne General ibr National Security or the Chief of the

Organized Crime andRacketeering Section appmpriate may at any

time request the FBI to proviae report on the status of an enterprise

investia1ion and the FBI will provide such repotts as requested
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ASSISTANCE to OThER AOZNCWS

The FBI is authorized to provide investigative assistance to other federal stat local1 or

ttibal or foreign agencies As provided in this Part

The Investigativo assistance authorized by this Part is often concerned with the same

objectives as thgse i4entificd in Pad II fthesc Guidelines investigating federal crimes and

threats to the national setutity and collecting foreign intelligence h-acme cases howevcz

investigative agsistance to other agencies is legally ai$horizçd for puqscs other than those

identified inPart II such as assistance inertain contexts to state or local agencies lathe

investigation of crimes under state or local law1 see 281JS.C 540 540A 5403 and assistance

to foreign agencies in the investigation of foreign law violations pursuant to international

agreements Investigative assistance for such legally authorized purposes is pennitted under this

Part even ifit is not for purposes identifled as grounds for investigation under PadIL

The authorities provided by This Part are cuniulative to Part and do not limit the PErs

thvcstiative.acth4tios under Part 11 FOr examp1e Subpart 3.2 in this Rail .authorkzes

investigative activities by the Hl in certain circumstances to infonu decisions by the President

concerning the deployment oftrÆopsto deal with civil disorders and Subpart Bi authorizes

investigative activities to facilitate danonstratiqnsand.rejated public health and safety measures
The requirements and limitations in these pov Wons for conducting investigations forthe

specified purposes do not limit the mrsauthority under Part II to investigate federal crimes or

threats to the national security that occur in the context of or in connection with civil disorders or

demonstrations

tilE flfltLUCENCE COMMUNITY

The FBI mayprovide investigative assistance including operational support to

authoxiS intelligence activities of other Intelligence Community agencies

IL FEDERAL AGENCUS GEfERALLY

In General

The lBImay provide assistance tony Metal agency in the investigation of

federal crimes or threats to the national security arm the collection bfforeigui

iitelligenceand investigative assistance to any federal agency for any other

purpose thatmay be legally authorized including investigative assistante to the

Secret Service in support of its protective responsibilities

The President In Relation to Civil Disorders

At the direction of the AttOrney General the Deputy Attorney General or
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the Assistant Attorney Gencial for the Criminal Division the FBI shall

collect information relating to actual or threatened civil disorders to assist

thç Prethdeüt in detenfining pursuant to the authority of the President

under 10 U.S 331-33 whether use ofthearmed forces ormilitia is

reuiitd and how.a decision to cotnxtht Woops Ehouldbe irnplºnientecL

Tile inibrmation sought sbali concern such waiters as

The size of the actual or thtçatened disorder both in number of

people inyolvcd or sheeted and in geographic area

ii The potcntial forviolànce

iii The potential ibr expansion of the disorder in light of community

conditions and underlying causes of the disordet

iv The relationship Ofthe.actual or threat disorder to the

enforvemnt of feti ml law or court orders and the likelihood that

state or local authorities iliassist in forcing those laws or

orders

The extent of state or local resources available to ffl
disordeL

Investigations irnda this paragnpli will be authorized only for period of

30 days but the authnrzation may be renewed for subse4uent 30 day

odt

Noiwithstinding$ubpaxtE.2 ofthis Pazt the methods that may be used in

an invostigafion under This paragraph are ThuS described in subparagraphs

a-AL sbparagrapb other than pretext interviews or rcqests or

subparagraph ofPart ILA.4 of these Guitlelinea The Attorney General

the Deputy Attorney General or the Assistant Attornày General for the

Crhninsl Division may also authorize the use of other methods described

in

Public Health and Safety Authorities In Relation to Demonstrations

At the ditection of the Attorney General the Dtputy Attorney General or

jSj5n.0 Attorney General for theCriminal Division1 the FBI shall

collect inforxuationrelaiing to demonstration activities that are likely to

requirethe fe4eralgcvernmept to take action to facilitate the activities and

provide public health and.aafety measures with respect to those abtivWes

The information sought in such an investigation .511511 be that needed to

facjlltate an adequate federal response to ensure public health and safety
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and to protect the exercise of First Amendment rjghts such as

The time place and type of activities planned

ii The number of jiersbns expected to iatticitatc

ilL Theexpectedineans anthoutes oftravel for partiolpants and

expected time of arrival

iv Anyplans for lodging or bouing ofpaiiicipants in coxnection with

the demonStration

Notwithstanding Subpart E.2 ofihis Part the methods that maybe used in

an investigation under this paragraph are those described in apha

a.-.d subparagraph other than pretext intcniews or rcquests or

subparagraph of Part ILA.4 of these Guidelines The Attorney General

the Veputy Attorney General or the AzsistantMtomcy General for the

Criminal Division may also authorize the use of other methods described

in PartiLA.4

STAtE LOCAL OR TRIBAL AGENCiES

The FBI mayprovide investigative assistance to slat local or tribal agencies in the

investigation.of matters that may involve federal crimes or threats to the national sdcüiity

or for such other puiposes as maybe legally authorized

FOWGN AGENCIES

At the request of foreign law enforcóment intelligence or security agencies the

FBtmay conduct investigations or prg.vide assistance toinyestigations by uch

agencies consistent with the interEts oldie tJnited States including national

security interests and with due consideration of the effect on any United States

pers6fl Investigations or assistance under thiS paragniph must be approved as

pmvi4ed by FBI policy The FBI shaft noti4 the National Security Division

concerning investigation or sssistance mdcr this paragraph wherei FBI

Headquarters approval for the activity is required pursuant to the approval policy

adtiptedby tlwFBIfor purposes of this paragraph and iithe activityrelatesto

threat to the national sectS Notification to the National SecurijyDivisiort shi

as sopn as practicable buna later than 30 dayS after the approvaL

Provisions regarding notification to or coordination with the Central Intelligence

Agency by the FBI in memoranda of understanding or agreements with the

Central Intelligence Agency may-also apply to activities under this paragraph

The FBI maynot provide assistaftct to foreign law enforcnent intelligence ox
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secuthyofficers conducdnginvestigatibns witbiirthe United States uhless such

officea have provided prior notification to theAttorney General as required by 18

U.S.C 951

TheFBI may conduct .backgrouiid inquiries concerning consenting Individuals

when requested by Threign government agencies

The FBI may provide other material and technical assistance to foreign

goverignents to the extent not otherwise proliibfte4 bylaw

APPUCABL1 STANDARDS AND PROCEDuRES

Authorized investigative assistance by the FBI to other agencies widerts Part

includes joint operations and activities with Such agencies

All lawMmethodsinaybcused in investigative assistance attivities under this

Part

Where the methods in investigative assistance aciivities unda this artgp

be/ohd the methods authorized in flicuta under lafl ILA.4 of these

Guidelines the tbIlowing apply

Supervisory approval must be obtained for the activity at Idvet or levels

specified inFBIpoiky

Notice must be provided concerning sensitive investigative matters in the

nianfterdcscijbed laPS LBS

database or records sstern must ho maintained that pcrmits with

respect to each such activity theprompt retriev$ of the status of the

activity open or closed the dates ofopening and.dosing and the basis

for the activity Ths.database or records system maybe combined with

the database orreeords system for predicattnstigalionsrequired by

PartVLA.2
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IV INTELLIGENCE ANALYSIS AND PLANNING

The FBI is.authorized to engage in analysis andplmmiiig The mrsanalytic activities

enable the EBI to iditif3r and undetatand trends causes .anxlpotetttiai indieia.crhninal activity

and other threats to the United States thatwould not be apparent thm theinvestigatiàn of

discrete niaitersaIoud By means of intelligence analysis and $ratezic plarniin the flu can

more dtectively.discoàr crimes thteats to the national seºurity
and other matters Of tational

intelligence intcret and can providet critical support needed for the effective discharge of its

investigative tesponsibilitlØs and other authorized antMtic For cxamp analysis of threats in

jimcontext of special events Tnn1agement1 conceraingpublic events or acivitiesthat maybe

targeted for terrorist attack is an authorized activity under this Part

hi carrying out its intelligence functions under this Part theFBI is authorized to drawon

all lawM source of infortnatioin including but not limited to the results of investigative

activities undet these Guidelines Tuvestigativeactivities under thSe Guidelines and other

legally authorized activities throqgh which theThi acquires information data or inteWgexce

may properly be utilized smwtnted and prioritized so as to support and eftectuate the PBIa

intelligence mission The remainder of this Part pmvides.fiirther specification concerning

activities and fthliaauthorized as part of that mission

STRAtEGIC 1NThLLIGENCK ANALYSIS

The FBI is authorized to develop overviews and analyses of threats to and vulneiabilities

of the TJnited States and its interests in areas related to the FBIs responsibilities

including domestic and international criminal threats and activities dpmestic and

International activities cireumstakices and developments affecting the national security

and matters relevant to the conduct of the United States foreign affairt The overviews

and analyses prepared under this Subpart may entompass psent emergent and potential

threats and vulnerabilitics their contexts and causes and identification and analysis of

means of responding to them

B1 RflORTS AND ASSESSMENTS GEIMERALLY

The FBI isai$horizedto conduct rçsearch analyze information and prepare reports and

assessinetits concerning matters relevant to authorized FBI activities such as reports and

asseasruen ccnceniing types oæainhiah orcriminaj activities organized crime goup
terroristu espionag or other threats to the 1atioSsec1sit3çforthgn intelligace matters

or the scope and nature fcrhiiinal activity in
particular geographic areas or sectors of the

ecouotriy

iNTELLIGENCE SYSTEMS

The FBI is authorized to operate intelligence identification fracjin and ormation
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systcths hi support of authotized imrestigalivc actIvities or ibr such other or addilibual

purposes as maybe legally au$horized such as intelligence and tracking systcms rçlating

terivrists gangs or organized ahnb groups
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AUTHORIZED METHODS

PARflCULAR METHODS

AU lawlizI investigative methods maybe used in activities under these Guidelines as

authorized by these Guidelines Authorized methqds include1 but are not limited to those

identified in the following list The methods idthttif led in the list are in tome instances subject to

special restrictions or review or approval requfremetits as nótdd

The methods described in Part ILk4 buthege.Guidelines

Mailcoxrexs

Physical searches of personal or ES property where warrant or court order is not

legally required.because there isn reasonable expectat4on of privacy e.g trash

covets

Consensual monitoring ofcornmnnications including consensual computer

monitoring subject to legal review 1yThe Chief Division Cçunsel or the BET

Office of the General CounseL Where sensitiye.mopitoring circumstance is

involved themonitoring mustbe approved by the Criminal Division or if the

investigation concerns threat to the national security-or foreign intelligence by

the National Security Division

The of closed teledthdt direction Tht and other monitoring devices

subject to legaj reviewby timChief Division Counsel or the FBI Office ofthe

General CounseL The Encthods described in this paragraph usdally do not require

court orders or warrants unless they ipvolve physical trespass or non- onsensual

monitoring of communications but legal review is necessary to ensure

compliance with all applicable legal requirements

.6 Polygraph examinations

Undercover operations lit investigations relaliuglo activities in violalion of

federal criminal law that do not concern threatato the national security orforeign

intelligence undercover operations must be carried out in conformity with the

Attorney Genethls Guidelines on Federal Bureau of hivestigation Undercover

Operations In investigations That are tot subject to the preteding sententa

because they concern threats to the national security or foreign intelligence

undercover operations involving religious or political organizations must be

reviewed and approved by FBI Headquarters with participation by the National

Security Division in the review process

Compulsoryprocess as authorized by law including gnndjwysubppepas and
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other subpoenas National SecurityLetters l5tLS.C 1681 l6Siv 18 U.S.C

2709 12 US.C.3414a5A 50 U.S.C 436 and Foreign Intelligence

Stfrveillance Act orders for the.production of tangible things 50 U.S.C 1861-63

Accessing stored wire and electronic communications and trnnsactional records ht

confonnity with chapter 121 of title 18 UnitddStatós Code 18 U.S.C 2101

Viz

10 Use of pen registers and trap and trace devices in conformity with chapter 206 of

titli 18 United States Code 18 U.S.C 3121-3127 or the Foreign Intelligence

Surveillance Act 50 U.S.C 18414844

11 lectronic surveillance inçonformity with chapter 119 of titlç 18 United States

Co4e is USC 2510-2522 the Foreign Intelligence Surveillance Act or

Executive Order 1233$ 25

12 Physical serches including mail openings in conformity with Rule 41 ofthe

FedóralRules of Criminal Procedure the Foreign btelligence Surveillance Act or

Elecutive Order 12333 2.5 classifiÆd directive provides additional limitation

on eerjai sirches

13 Acquisition of foreign intelligenc injbirnationln conformity with title Vii of the

Foreign Intelligence Surveillance Act

SPEflkL REQUIREMENTS

Beyond the linlitations noted in thellst above relating to particular investigative methods

the following requirements are to be observcd

Contatti with Reprcsente4 Venous

Contact with represetited persons may implicate legal restrictions and affect the

athithsibility of resulting evidence Hence..if an individual is known tabe

represented by counsel in particular mattet the FBI will follow applicable law

and Department procedure boncerning contact with represented individuals in the

absence ofprior notice to counseL The Special Agent in Charge and the United

States Attorney or their designees shall .consuli perkdkally on applicable law and

Depattmentpmcedure Where issues ariae concerning the consistency of contacts

with represented persons with applicable attorney cpnduct rules the United States

Attorneys Office should consult with the Professional RespoiaIbility Advisory

Office
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Use of atismed inveidgafive Technologies

Inappropriate use of classified investigative technologies may risk the

compromiseof such technologies Hence in an investigation relating to activities

oIationoffedoralckwthatdoeuotConcertiathreattothenaticnal

security or foreign intelligence the use pf such technologies must bein

confounit9 with the Procedures for the Use of Classified Investigative

Tecbnologies.in Criminal Ca
OTHERWISE IlLEGAL ACtIVITY

Otherwise illegal activity by an FBI egent or employee in an undercover operation

Mating to activity in violation of federal crinlinul law that does itot concern

tbjtatto the national securibror foreign intelligence ntust be approved in

conformity with the Attorney Generals Guidelines on Federal Burçau of

Investigation UndereovcrOperationa Approval of otherwise Wegal activity in

conformity with those guidelines is suMpient and satisfies any approval

requirement that would otherwise apply under these Guiddinea

Otherwise illegal activityby human sOurce thirst be approved in conformity With

the Attorney Generals Gujdelines Rvgarding the Use of FBI onfi4enf fat Human

Sourtes

Otherwise illegal activity by an FBI agent or employee that is not within the scope

of paragraph must beapproved by United States Aüomeys Office or

Dçpaflmdflt of Justice Divisioe exccpt1b Special Agint in Cinrge niay

authorize the following

otherwise illegal activity that wouldnot be felony under federal stat

loca or lgj J5çy

consensual monitoring of communications even lEa crime under state

local or tubal laW

the centtollcd purthase rc.ccijit delivciy or sale of dntgs stolen property

or other contraband

the payment of bribes

the making offelse representations in conceahuent of personal identity or

the tine ownership ofa prpprietar3ç and

conducting money laundering transaction or transactions invo1vig an

aggregate amount not exceeding $1 million

33

F51044825

ACLURM045925



However in an investigation relating to threat to the national securityorföreign

intelligence colleetioti Special Agent in Charge may not authorize an activity

that may constitute violation of export control laws or laws that conqemn the

proliferation of weapolis mass destruction In such an investigation Special

Agent in Chargemay authodztan activity that mayetherwige violate prohibitions

of material support to terrorism only in accordance wIth stndards established by

the Director oldie FBI and agreed to by the Assistant Attorney General for

National Security

The folloving ativitles may.nct be mfthorie

a. Act.s ofvioienee

Activities whoscauthorikation is prohibiSby law including unlawful

investigative methods such as illegal electronic surveillance or illegal

scarobes

Subparagraph however does not limit the right FBI agents or employees to

engage in atiylawM use of force including the use of force in sell-defense or

defense of others or otherwise in the lawiW dischEge of their duties

Au agent or employee mayengage in otherwise illegal activity that could be

authorized under this Subpart without the authorizationreqlired by paragraph if

necóssarytO meet an imniediate thteat to the safety oipersons or propertyor to the

national security or to prevent the COJJIyWuLIBC of an investigation or the loss of

significant inwstigativc opportunity hr such case prior to engagingjn the

otherwise illegal activity every eff ft shguld be made by the agent orentployee to

consult with the Spsial Agent in Charge and by the Special Agent in Charge to

consult with the United States Attorneys Office ox appropriate JYepartment of

Justice DMsiOn where the authorization of that office or division would be

required under paragraph unless the chtuznstances preclude such consultation

Cases in wbith otherwiseiliegal activity occurs pursuant to this paragraph without

the authoriziiión required by paragraph shall be reported as soon as possible to

the Special Agent in Charge and.by the Special Agent in Charge to IBI

HbadquartS and to the United States Attorneys Office or appropriate

Departmait of Justice Division

Tn an invcstigation.relating to threat to the national security or foreign

intelligence collection the National Security Divithm is the approving component
for otherwise ille4activity for with paragraphi requires approval beyond
internal FBI approvaL However1 officials in othercomponcnts may approve

otheiwise illegal activity in such investigations as authorized byte Assistant

Attorney General for National Security
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VI RETENTION AND SHARING OR EWORMAUON

BETEWUON OF INRORMATION

The FBI shall retain records relating to activities under these Guidelines in

accordance with records retention plan approved by the National Archives and

Records Adnilnistration

The FBI shall maintain database or ftcgrdssystcm that permits with respect to

each predicated ivestigajion the prompt retrieval of the states of the

investigation open or closed the dates of opening and closing and the basis for

the iztveÆtigation

INFORMATION SHARING GENERALLY

Pamisclve Sharing

Consistent with law and with any applicable agcements or understandings with

other agencies concerning.the disseninlioiof information they have provided

the FBI inaydissenlinate inibrtnation obtained orproduced through activities

under these Guidelines

within the FBI and to other componentà of the Department of Justice

to other federal awe local or tribal agencies ifrelated to their

responsibilities and in relatioi to other Jhtelligence Couamrnity agencies

the determination whether the infonnation is related to the recipients

resppnsibilhtiesnray he left to the recipient

to congressional committees as authorized by the Department ofJustice

Office Of Legislative AiThirs

d. to foreign agencies lithe information is related to their responsibilities and

the dlssmination is consistent with the interests of the United States

including national security interests and the FBI has considered the effect

such dissemihation mayreasonably be expected to have on any identifiable

Unite4 States person

if the infonnationia publicly available4 doesnot idcntil United States

persons oris diSentinated with the consent of the person whom it

concerns

if the dissemination is necessaty to prätect the safety or security of persons

or property to pro tect agaiimt orprevat Sine or threat to the national
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security otto obtain information for the cOnduct of an authorized PSI

investigation or

ifdissemination of the information is otherwise permittedby the Privacy

Act U.S.C 552a

RequIred Sharing

The PBI shallshare and disseminate infQnnâtion as rcuircdbystatues treaties

ExecutivQ Orders Presidential directives National Security Council directives

Homeland Security Council directives and Attorney General-approved policies

memoranda of undentanding..or agrednicüts

INW1IMATLON REIaVIING TO CHJMINAL MAnERS

CoordInation with Pnsecutnts

In an inveatigation totaling to possible criminal activity in violation of federal law

tjie agei$ concijicliag the investigation shall maintain periodic written or oral

contact with the appropriatefederal prosecutor as oitcumstances warrant and as

requested by the prosecutor When during such an investigation matter appear

arguably to warraitt prosecution the agent shalipresent the relevant facts to the

apprapriate federalprosecutot Thfôrmalion on investigations that hAve been

closed shall be available on requost to United States Attorney or his or in

designee or an appropriate DepartSnt of Justice officiaL

Criminal Matters Outside FBI Jurisdiction

When óredible inforruatiouls received by anFBI field office concerning serious

criminal activity not within the FBFs investigative jurisdiction the field office

shall promptly tiansinit the inforniation or refer the coznplninantto law

enforcement agency having jurisdiction excq where disclosure would

jeopardize an ongoing investialion endanger thc.safety olin individual disclose

tle identity of human source interfere with human urces cooperation or

reveal legally privileged information If fall disclosure is not made for the reasons

indicated then whenever feasibl the FBI field office shall make at least limited

disclosure to law enforcement agency or agencies haying jurisdiction and 11th

disclosure shall be made as soon as the need ibr rit$cting disclosure is no longir

presenL Where full disclpsurç is not made to the appropriate law çnforcement

agencies within to days the FBI field office shullpromptly notify FBI

Hesdqyafters in svritingofljte facts and circumstances concerning the crimiflal

activity The FBI shall make periodic repotta to thó Deputy Attorney General on

such nondisclosures and incomplete disclosures in form suitable to protect the

identity ofhtpnan sources
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ReportIng of Criminal Activity

When it appears that an FBI agelit or employee has engaged in crbuiinl

activity in the course of an investigation under these Guidelines the FBI

shall notify the United States Attornef Office or an appropriate

Depazftpent of Justice Division When it appears that human source has

engaged incriniinal activity in the course ofan investigation under these

Guidçlines the FBI shall prnaed as provided iii the Attbmóy Generals

GuidelinesRegarding the Use of FBI Confidential Human Sowces When

infbünatibn coficemingpossible criminal activitiby any other person

appears in the tourse of an investigation under these Guiddlines the FBI

shall initiate an investigation oldie Oriminal activity ifwarantcd and

ihallproceedasprovidcdinparagraph1 or2

The reporting requirements under this pragraih relating to criminal

activity by FBI
agents or employees or human sources do not applyto

otherwise illegal activity that is authorized in confprrnit with these

Guidelines or other Attorney Cleheral guidelinesor to ininoriraffic

Offenses

INFORMATION RELATING TO NATIONAL SECURYfl AND FOREGN
INTElliGENCE MATTERS

The general principle ieected in nentlawstntpólicies is thatthere is responsibility

to provide iæfofinition as consistently and fully as possiblnto agencies with relevant

responsibilities to protect the.United Statqs and its people fiumtenoxisni and other threats

to the national security except as limited by specific constraints on such sharing The

EBFSresponsibilities itt this area include carrying outihercquirements ofihe

MemorandumofUnderstanding Between the Intelligence Cothmunity Federal LaW

Enforcement Agencies and the Department of Homeland Security Concerning

Information Sharing Match 4200i or any successor memorandumof understanding or

agreement Specific requiemenls also exist for jnteræal coordination and consultation

with other Department of Justice components and for pmvisionof national security and

foreign intelligence information to White Rouse agencies as provided in the ensuing

paragraphs

Department of Justite

The National Security Division shall have accesa to il information

obtained bythe FBI through activities relating to threats to the national

security or foreign intelligence The Director of theFBI and the Assistant

Attorney General for National Security shall consult concerning these

activities whenever requested by either of them1 and the PUt shall provide

such reports and.infortna4ion concerningthese activities as the Assistant
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Attorney General for National Security may reqjzest hi addition to any

reports or infonnaliqn the Asststant Attorney 3eneral for National

Security may specially request under this subparagraph the FBI shall

provide annual reports to the National Security Division conperzing its

foreign intelligence collection program including information coneSning

the scope and nature of foreign intelligence flection activities in each

FBI field office

The FBI shall keep the-National Security Division apprised of all

information obtained through activities under these Guidelines that is

necbssaiytothe ability Ofthe United States to investigate or protect

againstthreats to the national security which shall include regular

consuiwions betwewt the FBI and the National Security Division to

exchange advice and information relevant to addressing such threatä

through criminal prosecution or other means

Subject to subparagraphs and Slevant United States Attonicys

Offices shall have access to and shall reeSe ixtfcamÆtion from the FBI

relating to threats to the national security and may engage in consultations

withtbe FBI relating to Such threats1 to the same exteiit as the National

Security Division The relevant Uiitc4 States Attorneys Offices shall

receive such access and ihfonnation from the FBI fluid offices

In counterintelligence investigation Ic an investigation Slating to

matter described in Part VILS2 of these Guidelines- the Braprovision

of information to and bonsfultation with aunited States Attorneys Office

are subject to authorization by the National Se dtyDivisjon In

consultafloawith the Executive Office for United States Attorneys and-the

P31 the National Security Division shall establish policies setting forth

circumstances in which the FBI.wifl consult with the National Security

Division prior to infoniing relevant United States Attorneys Offices

about such an investigatiot The policies established bythç National

Security Division under this subparagraph shall among other things

provide -th

the National Security Division wili within 30 days authorize th
FBI to share with the United States Attorneys Offices information

relalingto cer am espionagq investigaliona as defined by the

policies unless such information is withheld because ofsubstantial

national security Iderations and

ii the FBI may consult freely with United States Attorneys Offices

concerning investigations within the scope of tiis.subparagrapb

during an emergency so lthg as theNational Security Division is
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notified of such consultation as soon as prptical after the

consultation

Information shared with United States Attpnieys Office pursuant to

subparagraph or shall be disclosed only to the United States Attorney

or any Assistant United States Attorneys designated by the United States

Attorney points of conthct to receive such information The United

States Attorn and designated Assistant United States Attorneys shall

have appropriate security clearances and shall receive training lathe

handling of classified infonnation and information derived itom the

Foreign Intelligence Survllance Act including Iraibing coticetning the

secure handling and stomgofrich inftnnation and training concerning

requirements and limitations relating to the use retentiog and

dissemin$on of such information

The disclosure and sharing of infonnation by the FBrun4cr this paragraph

is subject to any limitationsrcajzired in orders issued by the Foreign

Intelligaice Surveillance.Court controls impgsed by the originators of

sensitive material and restrictions established by the Attorney 6enerat or

the Depu Attorney General in particular cases The disclosure and

sharing of information by the FBI uS this paragraphthatmay disclose

the identity of human sour es is governed by the relevant provisions of the

Attorney PgGuidelines Regarding the Useof FBI Confidentill

Human Sources

WhIte House

In cider to carry out their responsibilities the President the ViccPftthdcE4 the

AsSistant to thePresident forNatlonal Security Aftairs the Assistinit to the

President for Homeland Security AfFairs the National Security Coimeil and its

stan the Homeland Security Council and its stag and othor White House

officials and offices require inlbrrnalion from all federal agencies including

foreign inthlligence and information relating to international terrorism and other

thivats to the national secwity The F$ accordingly may dissemitmte to the

Whiteflouse foreign intelligence and national securitfiuforination obtained

though activitiesunder these Qidelines subject to the following standards and

procedures

Requests to the FBI for such infonnation from the White House shall be

made thmugh the National Security Council staff or Homeland Security

Council staff including butnot limited to the National Security Council

Legal and Intelligence flirectorates and Office of Ctnnbathig Terrorism

or through the Prcsidentós intelligence Adiaory Board or the Counsel to

the President

39

F51044tS31

ACLURM045931



Compromisinginfonnation concerning domestic officials or political

organizations or information OnCCrniZig activities of United States

personsrntended to affect the political process in the United States may
be diasonthated to the White House only with the ajiptOval of the Attorney

Gene based on udetennination that such dissemination is needed for

foreign intelligence purposes for the purpose ofprotcting against

international teirorism or other threats to the nat onal secuzity or for the

conduct of foreign affaits Rowever auth approval is not iquired for

dissemination to ihe White Houze of infonaatioa concerning WOrth of

foreign intelligence services to pietrnte the Wbite..Jiouse or concerning

contacts by White House personnel with foreign ititelligence service

personnel

Thcaznplcs of types of information that are suitable for dissemination to the

White House on routine basisinclude but are not limited to

information concerning international terroria

IL infoiroalion concerning activities of foreign intelligence servkesin

the United States

iii information indiective of imminent hostilities involving any

foreign powe

iv infbnnation concerning potential cyber threats to theUnited States

oritsallies

infonnation indicative of policy pOsitions adopted by foreign

officials governments or powers or their reactions to United

States foreign policy initiatives

vi information.râlatingto possibie changesin leadership positions of

foreign governments parties Thotions or powers

vii iMbrmation concerning foreign economic or foreign political

matters that might have national securityramifications awL

viii information set forth tn regularly published national intelligence

Communications by the FBI to the White House that relate to national

security matter and concern litigation issue for specific pernflng case

must be made known to the Office ofthe Attorney General1 the Office of
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the Deputy Attorney General or the Office of the Associate Attorney

General White House policymay specially limit or prescribe the White

House personnel who may request infbnnation concemiig.aueh issues

fromtheFflL

The limitations on dissemination of information by the FBI to thS White

House under these Guidelines do not apply to dissemination to the White

House of Information aequited in the course of an FBI investigation

requested bytlic White House into the baókground ole potential employee

or appointee Or spouses to requestsftom the White Rouse under

Executive Order 10450

Speci1 Statutory Requirements

Dissemination of information acquired tnt the Foreigp Intelligence

Surveillance Act is tot teAt jirovided in that Atç subject to

minimization procedures and other requirements specified in that Act

Information obtained through the use of National Security Letters under 15

USC i68lvnybedisseaninatedin conformity wtththe general

standardsof this Part Information obtained tbnntgh the use of Natiànal

Security Letters under other statutes may be disseminated in copfarmity

with the general itaridards of This Part subjetit to any applicable limitations

là their governing statutgiypmvisiorn 12 tS.C 3414aX5B 15

U.SC.l68luf U.S.C 2709d 50 U.S.C 436c
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VII DEFINITIONS

CONSENSUAL MONiTORING monitoring of communications for whieb court order

or wazranth not legally required becanse of the consent of a.paxty to the communication

EMPLOYE$ an FBI employee or an employee of another agency working under the

direction and control af the FBL

FOR OR ONBEHALF OF FOREIGN P0WElt the dctenninalion that activities are

for or on behalf of treign power shall be based on consideration of the Cxtent to which

the foreign power is involved fir

control or policy direction

financial or material Support or

leadership assignment or discipline

FOREIGN COMPUTER INTRUSION the use or attomjtd use of any eybcr-activity or

other means by for or on behalf of foreigapower to scan rob or gain unauthorized

access into one or moreU.S.-büsS coniputtis

FOREIGN ThiTELU GENCE information relating to the capabffltieia intention or

activities of foreign governments or elements theitoZ foreign organizations or foreign

persons or inteinationÆl tenUrists

FOREIGN INTHLLTGBNCEREQTJ1REMENJS

national inteIigenccxequirexnents issued pursuant to authorization by the Director

of National Intelligence including the Natibnal Intelligence Priorities Framework

and the National HtJMINT Collection Ditectiyes or any succesgr directives

requests locOlleÆt foreign intelligence by the PrØsident or by Intâlligcnce

Community officials desigpatedbythelkesident 54

directions to collect foreign .intelligaiceby thQ Attorney General the Deputy

Attorney General or an official designated by the Attorney GeneraL

FOREIGN POWEIt

foreign government oranycoxItpqnent tbereo whether or not rccogred by the

United States
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fattion of foreign nation or nations not substantially composed of United

Statçs persons

an entity that is openly acknowlcdgçd by aforcign government or governments to

bedirected and controlled by such foreign government or governments

group engaged in internaiionaltenvrism or activities in preparation therefor

foreign-based political organization flot substaniiallycomposcd of United States

persons or

an entity that is directed or nfttlicd by foreign government or governtftØnts

HUMAN SOURCE Confidential ffmnnn Source as defined in the Attorney Jenends

Guidelines ReganlingteUseofvBrConfldential Hunmn Sources

JNTELLIGENCEACTIV TIES any activity condupted for intelligence purposes or to

affect political or governmental pioSsscs by1 to or on behalf ofa foreigapower

INTERNATIONAL TERRORISM

Activ ties thet

involve violent acts or acts dangerous to hnttnn lifcthat violate fderai state

local or tribal aiminl law orwould violate such law ifcommitted within the

UnitedSastatelocalortribaljurisdiction

appeartobeintende

it to intimidate or coerce civilian population

ii to influence the policy of government by intimidation or coemion or

iii to affect the conduct oh government byassasEination or kidnapping and

occur totally outside the United State or transcend national boundaries in terms

of the means by which they ate accomplished the persons they appear to be

intended to coerce or inthnidat or the locale in which thefr perpetrators operate

or seek asylum

PROPRIETARY sole proprietorship paitnership corporation or other business entity

operated on commercial basis wbichis owned controlled Oropetated wholly Or id part

on behalf of the FBI and whose relationship with the FBI isconcealed from third parties
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PUBLICLY AVAILABLE informatipit that has been published or brâadcast for public

consumption is available on request to the public isaccessible on-line or otherwise to

the public is aVailable In the public subscription or purchase could be seen or heard

by any casual observer is made available at meeting open to the public or is obtained

by visiting any pisee or attending any event thAt is optu to the public

RECORDS any records databases files indiebs ithnflation systei or other xttained

informaioit

$ENS1TWE INVESTIGATiVE MAflilIt an investigative matter involving the

attivities of domestic public official or political candidate involving corruption or

threat to the national security religious or political organization or individual prominent

in snob an.organization or news media or any other rnattet which in the judgment ofthe

official authorizing an investigation should be brought to the attentiOn of FBI

headquarters and other Depatrneut oflusticeotflcialt

SBNSflVE MON0RING CIRCUMSTANCE

inyestigalion ala member of Congress Thderaijizdge memberof the

Executive Branch at Executive Level or abov or person who has served in

sucbcapacitywithinthópreyioustwoyea

investigation of the Governor Lieutenant Governor or Attonipy General of any

state or territoy or judge or jüsticeof the highest coUrt of any state or territory

concerning an offense involving brbay conflict of interest or extortion related to

the pcLfoadance of ofllcialduties

party to the commualcationis in the custody ofthe Bureau ofPrisons or the

United Stats Marshals Service or is beins or has been afforded protection in the

Witness Sqcurity Programor

the Attdney General the Deputy Attorney General or an AasistantMtoniey

GenEral baa requested that the FBI obtain prior approval for the usc of consensual

monitoring in specific investigation

SPECIAL AGENT IN CHARGE the Special Agent in Charge ofin FBI field olilee

including an Acting Special Agent in Charge except that the.flmciions authorized for

Special Agents in Charge by these Guidelines may also be exercised by the Assistant

Ijirectorin Charge or by any Special Agent in Charge designated bytheMsistant

Director in Charge in an Flilfield office headed by an Assistant Diitctor lid by FBI

Headqutem officials desgnste4 by the Director of the BL

SPECIAL EVENTS MANAGEMENT planning and conduct of public events or

activities whose chAracter maymake them attractive
targets

fbr tcrrczist attack
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STATE LOCAl4 OR TRIBAL any state or territory of the Unitôd States or political

subdivision thereot the District of Columbia or Indian tflbe

THREAT TO THE NATIONAL SECURITY

international tenprism

espionage and othr intelligence act jvities sabotage and assassination conducted

by fOr on.behalf of foreign powers organizations or persons

3. foreign computerinttusioo and

other matters determined by the Attorney General consistent with Executive

Order 12333 or successor order

TJNfltl STATES when used in geograpbic sense means all areas under the territorial

sovereignty of tbe.tJnitcd States

UNiTED STATES PERSON

Any ofthe following but not including any association or corporation that is foreign

power as defined in Subpatt G.1.-.34

.SiitdlvidualwboiEaUnitedStateseitlzcoranallenlafuflyadmittedfor

peimanent residence

an unineorporaici association substantially composed ofindividuals who are

UnitodStates paso or

corporation incorporated in the United Statet

In applying paragraph if group or organization intheUuite4 States that is affiliated

with foreign-based iEtcrfiÆtional organization opetates diectiy nuder the control Of the

international organization and has no independent program or activities in the United

States the membershipof the entire international organization shall be considered in

determining whether it is substantially composed of United States persons Jflowever

the US.-.based group or organization hasproflnt or activities separate from or in

addition to those directed by the international organization only its memberghip in the

United States shalibe considered in determining whether it is substantiafly composed of

Thiited States persons classified directive pmvides further guidance c9ncerning the

detennination ofUnited Statçs person status

45

F51044837

ACLURM045937



USE when usd with respect tO human sources means obtaining htonnaMon horn

tasking or otherwise operating such sources.

Date tàV ________________

Attorftey General
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