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PREAMBLE

These Guidelines are issued under the authority of the Attorney General ag provided in
sectiong'509, 510, 533, and 534 of title 28, United States Code, and Executive Order 12333.
They apply to domestic investigative activities of the Federal Bureau of Investlgauon (FBD) and
other activities as provided herein,
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INTRODUCTION

As the primary investigative agency of the federal government, the Federal Bureau of
Investigation (FBI) has the authority and responsibility to investigate all violations of federal Jaw
that are.not exclusively assigned to another federal agericy. The FBI is fiirthier vested by law and
by Presidential directives with the.primary role in carrying out investigations within the United
States of threats to the national security. This includes the lead domestic role in investigating
international terrorist threats to the United States, and in condueting ecounterintellipence activities
to mect foreign entities? espionage and intelligence efforts directed against the United States,
“The FBY is also vested with importent functions in collecting foreign intelligence as a member
ageney of the U.S. Intelligence Community. ‘The FBI accordingly plays crucial roles in the
mforcement’of federal law and the proper administration of justice in the United States, in the
protection of the national security, and in obtaining information needed by the United States for
the conduct of its foreign affairs, These roles reflect the wide range of the FBI's cuirent
responsibilities and obligations, which require the FBI to be both an agency that effectively
detects, investigdtes, and prevents crimes, and an agericy that éffectively protects the national
security and collects intelligence.

"The general objective of these Guidelines is the full utilization of all authorities and
investigative methods, consistent with the Constitution and laws ‘of the United States, to protect
the United States and its people from terrorism and other threats fo the national security, to
protect the United States and its people fiom victimization by all erimes in violation of federal
law, and to fimther the foreign inte]ligence objectives of the United States, At the same time, it is
axiomatic that the FBI must conduct its mvwnganons and other activities in a Jawfal and
reasonable manner that respects liberty and privacy and avoids unnecessary intrusions into the
lives of law-abiding pesple. The purpose of these Guidelines, therefors, is-to establish consistent
policy in such mafters. They will enable the FBI to perform its duties with effectiveness,
certainty, and confidence, and will provide the American people with a firm assurance that the
FBI is acting properly under the law.

“The issuance of these Guidelines represents the eulmiiiation of the historical evolution of
the FBLand the policies governing its domestic operations subsequent to the September 11, 2001,
terrorist attacks on the United States. Reflecting decisions dnd directives of the President and the
Attorney General, inquiries and enactments of Congress, and the conclusions of national
commissions, it was recognized that the FBI's functions needed to be expanded and better
integrated to meet contemporary realities:

[Clontinuing coordination . . . is necessery to optimize the FBI’s performance in

‘both national security aind criminal investigations. . . . [The] new realify requires.first
that the FBI and other agencies do a better job of gathermg intelligence inside the United
States, and second that we eliminate the reninants of the old “wall” between foreign
intelligence and domestic law enforcenient. Both tasks must be actomplished without
sacrificing our domestic liberties and the rule of law, and both depend on building a very
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different FBI fiom the one we had oit September 10, 2001. (Repoit of the Commission
on the Intelligence Capabilities of the United States Regarding Weapons of Mass
Deéstruction 466, 452 (2005).)

In line with thése objectives, the FBI has reorganized and reoriented its programs and
missions, and the ppidelines issued by the Attorney General for FBI operations have been
extensively reviséd over the past several years. Nevertheless, the principal directives of the
Attorney General governing the FBY's conduct of criminal investigations, national security

- investiggtions, and foreign intelligence collection have persisted as separate documents invelving
different standards and procedures for comparable activities. These Guidelines effect a more
‘complete integration and harmonization of standards, thereby providing the FBI and other.
affected Justice Departiment components with clearer, mere consistent, and more accessible
guidance for their activities, and making available to the public in a single document the basic
body of rules for the FBI’s.domestic operations,

‘These Gmdehnes also incorporate-effective oversight medsures involving roany
Department of Justice and FBI components, which haye:been adopted to ensure that all FBI
activitiés are condutted it a marmer corsistent with law and policy.

The broad operationtal areas addressed by these Guidelines are the FBI's conduct of
investigative and int'elhgence gathexing activities, including cooperation and coordination with
other components and agencies in such activities, and the intellipence analysis and planning
functions of the FBL

A.  FBIRESPONSIBILITIES — FEDERAL CRIMES, THREATS TO THE
NATIONAL SECURITY, FOREIGN INTELLIGERCE

Part I of these Guidelines authorizes the FBI to carry out investigations to detect, obtain
information about, or prevent or protett agaiﬁst federal trimes or thireats to the riational secirity
or to collect forsign intelligence. The major subject areas of information gathering activities
wundér these Guidelines — fedéral criiives, threats to. the national security, and forcign intelligenice
— are niot distinct, but rather overlap extensively. For example, an investigation relating to
intermational terrorism will invariably crosscut these areas because intemational terrorism is
included wnder these Guidelines’ definition of “threat to the national secutity,” becanse
international terrorism subject to mvestigation within the United States.usually involves ctiminal
acts that violate federal law, and bécause information relating to infemational terrorism also. falls
within the definition of “foreign intelligence.” Likewise, countetintelligence activities relating to
espionage are hkelyto concern matters that constitute threats to the national security, that
implicate-violations or putential violations of federal espionage laws, and that involve
information falling under the definition of “foreign intelligerice.”

While some distinctions in the requiremeits and procedures for investigations are
necessary in different subject arcas, the general design of these Guidelines is to take a uniform
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approach wherever possible, thereby promoting certainty and consistency rejgarding the
applicable standards and facilitating compliance with those standards. Hence, these Guidelines
do not require that the FBI's information gathering-activities be differentially labeled as “criminat
investigations,” “national security investigations,” or ““foreign intelligence collections,” or that
the.categoriés of FBI pérsonnel who carry out investigations be segregated from each other based
on the subject areas in which they operate. Rather, all of the FBI's legal authorities are available
for deployment in all cases to which they apply to protect the public from crimes and threats to
the national security and to further the United States’ foreign intelligence objectives. Jn many
cases, a single investigation will be supportable as an exetcise of a number of these authorities —
i.e., as an investigation of a federal crime or crimes, as an investigation of'a threat fo the national
security, and/or as 1 collection-of foreign intelligence.

1. Federal Crimes

The FBI has the authority to investigate all federal crimes that are not exclusively
assigried to other agencies. In miost ordinary criininal invesfigations, the immediate dbjectives
include such matters as: determining whether a federal crime has occurred or is occurring, orif
planhing or preparation for such a crime is taking place; identifying, locating, and apprehending
the perpetrators; and obtaining the evidence needed for prosecution. Hence, closecooperation
aid coordindtion with federal prosecutors in the United States Attomeys® Officés and the Justice
Department litigating divisions are essential both to ensure that agents have the investigative
tools and legal advice at their disposal for which prosecutorial assistance or approval is needed,
and to ensure that investigations are conducted in a manner that will lead to successful
prosecution. Provisions in many parts of these Guidelines establish procedures and requirements
for such coordination,

2. ‘Threats to the Nationel Security

The FBY's authority to investigate threats €o the national security derives from the
executive order concemning U.S. intelligence activities, from delegations of functions by the
Attorney General, and from various statutory sources. See,e.g., E.O. 12333; 50 U.S.C. 401 ¢t
seq.; 50 UJ.S.C. 1801 et seq. These Guidelines (Past VILS) specifically define threats to the
national security to mean: interniational terrorism; espionage and other intelligeice activities,
sabotage, and assassination, conducted by, for, or on behalf of foreign powers, organizations, or
persons; foréign computer intrusion; and other matters determined by the Attornéy Genersl,
consistent with Executive Order 12333 or any suceessor order,

Activities within the definition of “threa to the national security” that are subject to
investigation under these Guidelines commonly involve violations (or potential violations) of
federal criminal laws. Hence, investigations of such threats may consfitute an exercise both of
the FBI's criminal investigation avthority and of the FBIs authority to investigate threats to the
national secutify. As with criminal investigations generally, detecting and solving the crimies,

- and eventually arresting and prosecuting the pexpetrators, are likely to be among the objectives of
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mve'shgatlons telating o fhreats to the national security, But these inveéstigations also often serve

‘Tmportant purposes outside the ambit of normal criminal mvestlgatlon and prosecution, by

providing the basis for, ad informing decisions conceming, other measures needed to protect the
pational security. These measures may include, for example: excluding or removing persons
involved in terrorism or espionage from the United States; recruitment of doitble agents; fre¢zing
assets of organizations that engage in ot support terrorism; securing targets of terrorism or
espionage; providing threat infoimation and wamings to othei federal, state; Jocal, and private
agencies and entities; diplomatic or militery actions; and actions by other intelligence agencies to
counter intefnational terrorismi or other naticnal security threats.

In line with this broad range of purposes, investigations of threats to. the national security
present special needs to eoordinate with other Justice Departmenit components, including
particularly the Justice Department’s National Security Division, and to share information-and
coopérate with other agenciés with national security responsibilities, including other agencies of
the U.S. Intelligence Community; the Department of Homeland Security, and relevant White
House. (including National Security Council and Homéeland Scéurity Council) agencies and
entities. Various provisions in these Guidelines establish procedures and requirements to
facilitate such coordination.

3. Foreign Intelligence

As with the invéstigation of threats to the national security, the FBPs authority to collect
foreign intelligence derives from a mikture of administrative and statutory sources. See,e.g.,
E.Q. 12333; 50 U.8.C, 401 et seq.; 50 U.S.C. 1801 et seq.; 28 U.S.C. 532 note (incorporating
P.L. 108-458 §§ 2001-2003). These Guideliries (Part VILE) define foreign intelligence to mean
*information relating to the capabilities, intentions, or activities of foreign governments or
¢lements thereof, foreign organizations or foreign persons, or infernational terrorists.”

The FBI'y foreigh initeltigence collection acfivifies have been expanded by legislative and
administrative reforms subsequent to the September 11, 2001, terrorist attacks, reflecting the
FBI's tole ds the primary collector of foreign intelligerice within the United Statés, and the
recognized imperative that the United States’ foreign intelligence collection activities become
mare flexible, niore proactive, and more efficient in order to proteet the homeland and adequately
inform the United States’ crucial decisions in its dealings with the rest of the world:

"The collection of information i the foundation of éverything that the Intelligence
Community does. 'While successfol collection cannot ensure a gaod analytical product,
the failure to collect information . . . tums analysis into guesswork, And as our review
demonstrates, the Intelligence Community’s human and technical intelligence collection
ageticies have collected far too little information on many of the issues we care about
most. (Report of the Commission on the Intelligence Capabilities of the United States
Regarding Weapons of Mass Destruction 351 (2005).)
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These Guidelines accordingly provide standards and procedutes for.the FBI's foreign intelligence
collection activities that meet cutrent needs and realities and optimize the FBI's ability to
discharge its foreign intelligence collection functions.

The authority to collect forcign intelligence extends the sphere of the FBI's information
-gathiering activities beyond federal crimes and threats to the national security, and permits the
EBI to seek information regarding a broader range of matters relating to foreign powers,
organizations, or persons that may be of interest to the conduct of the United States” foreign
affairs. The FBD’S role is central to the effective collection of foreign intelligence withih the
United States because the authorized domestic activities of other intelligence agencies are more
constrained than those of the FBI undet applicable statutés and Executive Order 12333, In
collecting foreign intelligence, the FBI will generally be guided by nationally-determined
intelligence requirements, including the National Intélligence Priorities Frainework and the
National HUMINT Collection Directives, or any successor directives issued under the authority
of the Director of National Intelligence (DNI). As provided in Part VILF of these Guidelines,
foreign intelligence requirements may also be established by the President or Intelligence
Community officials designated by the President, and by the Attorney General, the Deputy
Attorney General, or an officidl designated by the Attorney General.

The general guidance-of the FBI’s foreign mtelligence collection activities by DNI-
authorized requirements does not, however, limit the FBI’s authority to-conduct investigations
supportable on the basis of its othet authorities —16 investigate federal crimes.and threats to the
national security — in areas in-which the information-sought also falls under the definition of
foreign intelligence. The FBI conduits iivestigations of federal crirhes and threats to the
national security based on priorities and strategic objectives set by the Departmeit of Justice and

-thé FBY, independent of DNI-established foreign intelligence collection requirements,

Since the authority to collect foreign intelligence enables the FBI to obtain information
pertinent to the United States’ conduct of its foreign affairs, even if that information is not related
to criminal activity or threats to the national security, the information so gathered may concem
lawful activities. The FBI should accordingly operate openly and consensually with U.S. persons
to.the extent practicable when collecting foreign intelligence that does not contein criminal
activifies or threats fo the national security,

B. THE FBI AS AN INTELLIGENCE AGENCY

The FBI is an intelligence agency as well as.a law enforcement agency. Its basic
functions accordingly extend beyond limited investigations of discrete matters, and include
‘broader analytic and planning functions. The FBI's responsibilities in this atea derive from
various administrative and statutory sources. See; e.g,, E.O. 12333; 28 US.C. 532 nots
(incorporating P.L. 108-458 §§ 2001-2003) and 534:note (incorporating P.L. 109-162 § 1107).
Enhancement of the FBI's intelligence. analysis capabilifies and fumctions hag consistently been
recognized as a key priority in the legislative and administrative reform efforts following the
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September 11, 2001, terrorist attacks:

[Counterterrorism] strategy should . . . encompass specific efforts to . , . enhance the
depth and quality of domestic intelligence collection and analysis . . [’!‘]hq FBI should
strengthen and improve its domestic [intelligence] capability as fully and expéditiously as
possible by immiediately instituting measures to . , , significantly improve strategic
analytical capabilities . . ., (Joint Inquiry inte Intelligence Commimity Activitics Before
and After the Terrorist Attacks of September 11, 2001, S. Rep. No. 351 & H.R. Rep. No.
792, 107th Cong,, 2d Sess. 4-7 (2002) (errata print).)

A “smart” government would integiate all sources of information to sée the énemy as a
whole. Integrated all-source analysis should also inform and:-shape strategies to collect
more intelligence. . . . The importance of integtated, all-source analysis cannot be
overstated. Without it, it is not possible to “connect the dots.™ (Final Report of the
National Commission ¢n Terrorist Attacks Upon the United States 401, 408 (2004),)

Part IV of these Guidelines accordingly authorizes the FBI to engage in intelligence
analysis and planning, drawing on all lawful sources of information. The fiinctions authorized
under that Part include: (i) development of overviews and analyses concerning threatsto and
‘yulnerabilities of the United States and its interests, (if) research and analysis to produce reports
and assessments concerning wiatters relevant to investigative activities or other authorized FBI
activities, and (iii) the operation of intelligence systems that facilitate and support investigations
through the compilation-and analysis of data-and information on an ongoing basis.

C. OVERSIGHT

The activities authorized by these Guidelines mmst be conducted in a manner consistent
-with all applicable laws, regulations, and policies, including those protecting privacy and civil
Tliberfies. ‘The Justice Department’s National Security Division and the FBI's Inspection »
Division, Office of General Counsel, and Office of Integrity and Compliance, along with other
components, share the responsibxhty to énsure that the Department meéts these goals with respect
to national security and foreign intelligence matters, In particular, the National Security
Divigion’s Oversight Section, in conjunction with the FBI's Office of Generdl Counsel, is
responsible for conducting regular reviews of all aspects of FBI national security and forsign
imtelligence activities: These reviews, conducted at FBI field offices and heddquarter units,
broadly examine such activities for-compliance with these Guidelines and other applicable

&

Varjous features of these Guidelines facilitate the National Security Division’s oversight
functions, Relevant requirements and pnmsmns include: (i) required notification by the FBI to
the National Security Division concerning full i mvest;gatxons that involve foreign intelligence
collection or investigation of United States persons in relation to threits of the national security,
(ii) annual reports by the FBI to the National Security Division concerning the FBI's foreign

10
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intelligence collection program, including information on the scope and nature-of forcign
intelligence collection activities in-each FBI field office, and (iii) access by the National Security
Division to information obtained by thie FBI throuph national security or foreign intelligence
activities and general authority for the Assistant Aftorney General for National Security to obtain
reports from the FBI concerning these activities.

- Pursuant to thiese Guidelines, other Attorney General guidelines, and institutional
assignments of responsibility within the Justice Départment, addifional Department components
— including the Crirninal Division, the United States Attoméys™ Offices, and the Office of
Privacy and Civil Liberties — are involved in the common endeavor with the FBI of ensuring that
the activities of all Department components are lawiful, appropriate, and efhical as well as
effective. Examples include the involvement of both FBI and prosecutorial persormel in the
review of undercover operations involving sensitive circumstances, notice requirements for
investigations involving sensitive invéstigative matters (4s defined in Part VILN of these
Guidelines), and notice and oversight provisions for enterprise investigations, which may involve
a broad examination of groups implicated in the gravest criminal and national security threats.
These requirements and procedures help to ensure that the rule of law is respected in the
Department’s activities and that public confidence is rmaintained in these activities.

11
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B.

' SCOPE

These Guidelines apply to investigative activities conducted by the FBI within the United
States or outside the territories of all countries, They do not apply to investigative
activities of the FBI in foreign countries, which are governed by the Attomey General’s
Guidelines for Exfraterritorial FBI Operations.

GENERAL AUTHORITIES

1.

The FBI is authorized to conduct investigations fo detect, obtain information
about, and prevent and protect against federal crimes and threats to the national

-security and to collect foreign intelligence, as pro\uded in Part 11 of these

Guidelines.

The FBI is authorized to provide investigative assistance to other federal agencies,
state, local, or tribal agenties, and foreign agencics as provided in Part I of these:-
Guidelines.

The FBI is anthorized to conduct intelligence analysls and planning as prowded n
Part IV of these Guidelines:

The FBI is autherized. to retain and share information obtained pursuant to these
Guidelines as provided in Part VI of these Guidelines.

USE OF AUTHORITIES AND METHODS

1.

Protéction of the United States and Its People

The FBI shall fully utilize the authorities provided and the methods authorized by
these Guidelines to protect the United States and its people from eritnes in
violation of federal law and threats to the national secuirity, and to forther the
foreign intelligence objectives of the United States.

Cholce of Metheds

a The conduct of invéstigations and other activities avthoiized by these
Guidelines may present chojces between the use of different investigative
methods that are each operationally sound dnd effective, but that are more
or less intrusive, considering such factors as the effect on the privacy and
civil liberties of individuals and potential datriage to reputation. The least
intrusive method feasible is to be used in such situations, It is recognized,

12
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3.

S.

however, that the choice of methods is a matter of judgment. The FBI
shall not hesitate to use any lawful method consistent with these
Guidelines, even if intrusive, where the degree of intrusiveness is
warranted in light of the seriousness of a criminal or national gecurity
threat'or the strength of'the information indicating its existence, or in light
of the importance of foreign intelligence sought to the United States’
interests, This point is to be particulaily observed in investigations
relating to terrorism.

b, United States persons.shall be dealt with openly and consensually to the
extent practicable when collecting foreign intelligence that docs not
concem criminal activities or threats to the national security.

Respect for Legal Rights

All activities under these Guidelines must have a valid purpose consistent with
these Guidelines, and must be carried out in conformity-with the Constitution and
all applicable statutes, executive orders, Department of Justice regulations and
policies, and Attorney General guidelines. These Guidelines do not-authorize
investigating or collecting or maintaining information on Uriited Statés persons
solely for the purpose of monitoring activities protected by the First Amendment
or the lawful exercise of othier rights secured by thie Constitution or laws of the
United States. These Guidelines also do not anthorize any conduct prohibited by
the Guidance Regarding the Use of Race by Federal Law Enforcement Agencies,

Undisclosed Participation in Organizations

Undisclosed participation in organizations in activities imder these Guidelines
shall be conducted in accordance with FBI policy approved by the Attorney
General.

Maintenance of Records under the Privacy Act

The Privacy Act restricts the maintenance of records relating to-certain activities
of individuals who are United States persons, with exceptions for circtimstancés
in which the collection of such information is pertinent to and within the scope of
an anthorized law enforcement activity or is otherwise authorized by statute. 5
U.S.C. 552a(e)(7). Activities authorized by these Guidelines are authorized law
enforcement activities or activities for which there is otherwise statutory authority
for purpdses of the Privacy Act. These Guidelines, however, do not provide an
exhaystive enumeration of authorized FBI law enforcement activities or FBI
acfivities for which there is otherwise statutory authority, and no restriction is
implied with respect to such activities carried out by the FBI pursuant to other
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authorities. Further questions about the application of the Privacy Act to
authotized activities of the FBI should be addressed to the FBI Office of the
General Commsel, thie FBI Privacy and €ivil Liberties Unit, or the Departiment of

- Justice Office of Privacy and Civil Liberties,

D. NATURE AND APPLICATION OF THE GUIDELINES

L

3

Repealers
These Guidelines supersede the following guidelines, which are hereby repealed:

a  ‘The Atforney General’s Guidelines on General Crimes, Racketeerinig
‘Enterprise-and Terrorism Enterprise Investigations (May 30, 2002} and ali
predecessor guidelines thereto.

b.  The Attomey General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection (October 31, 2003) and
all predecessor guidelines thereto,

c. The Attorney General’s Supplemental Guidelines for Collection,
Retention, and Dissemination of Foreign Intelligence (November 29,
2006).

d.  The Aitomey General Procedure for Reporting and Use of Tnformation
Conceming Violations of Law and Authorization for Participation in
Otherwise Hlegal Activity in FBI Foreign Intelligence, Counterintelligence
or International Terrorism Intelligence Inveéstigations (August 8, 1988),

e.  The Atterney General’s Guidelines for Reporting on Civil Disorders and
Demonstrations Involving a Federal Interest (April 5, 1976).

Status as Internal Guidance.

Theso Guidelines aro set forth solely for the purpose of intemal Department of

Justice guidance. They are.not intended to, do nof, and may not be relied upon to

create any rights, substantive or procedural, enforceable by law by any party in

any matter, civil or criminal, nor do they place any limitation on otherwise lawful

investigative and litigative prerogatives of the Department of Justice.

Departures from the Guidelines

Departures-from these Guidelines must be approved by the Director of the FBI, by
‘the Deputy Director of the FBL, or by an Executive Assistant Director designated

14
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4.

by the Director. If a departure is necessary without such prior approval because of
the immediacy or gravity of a threat to the safety of peisons or property or to the
national security, the Director, the Deputy Director, or a désignated Executive
Assistant Diroctor shall be notified as soon thereafter as practicable. The FBI
shall provide timely written notice of departires from these Guidelines to the
Criminal Division and the National Security Division, and those divisions shall
notify the Attorney Genetal and the Deputy Attorney General. Notwithstanding
this paragraph, 4ll activities in all circumstances must be carried out in a manner
congistent with the Constitution and laws of the United States.

Other Activities Not Limited

These Guidelines apply to FBI detivities as pravided hetein and do not limit other
authorized activities of the FBI, such as the FBI’s responsibilities to conduct
background checks and inquiries conceming applicants and employees under
federal personnel security programs, the FBI’s miaintenance and operation of

national criminal records systems and preparation of national ceime statistics, and
the forensic assistance and administration functions of the. FBI Lahoratory.,

1§
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I INVE TONS LLIGENCE GATHERING

This Part of the Guidelines authorizes the FBI to conduct investigations to detect, obtain
informiation about; and prevent and protect against fedéral crimes and threats to the national
security and to collect foreign intélligence.

When an authorized purpose exists, the focus of activities authorized by this Paxt may be
whatever the circumstances warrant. The subject of such an activity may be, for example, a
particular crime or threatened crime; conduct constituting a thréat to the national security; an
individual, group, or organization that may be involved in criminal or national security-
threateiting cotiduct; or a topical matter of foreign intelligénce inferest.

Investigations may also be undertaken for protective purposes in relation to. individuals,
groups, or other entities that may be targeted for criminal victimization or acquisition, or for
terforist attack or other depredations by the enemiés of the United States. For example, the
participation of the FBI in special events management, in relation {o public events or other
activities whose chavacter may make them attractive targets for terrorist aftack; is an authoiized
exercise of the authorities conveyed by these Guidelines. Likewise, FBI counterintelligence
 activities ditected to identifying and securing facilities, personnel, or information that may be
targeted for infiltration, recruitment, or aciuisition by foreign intelligence services are authorized
axetvises of the authorities conveyed by thesa Guidelines.

The identification and recruitment of human sources — who may be able to pmvnde or
obtain information relating to' criminal ‘activities, information relating to tetrorisin, espionage, or
other threats to the national security, or information relating to matters of forcign intelligence
initerest— is also critical to the effectiveness of the FBI’s law enfofcement, national security, and
intélligence programs, and activities undertaken for this purpose are anthorized and enceuraged,

The scope of authorized activities under this Part is not limited to “investigaxion” ina
narrow scnse, such as solving particular cases or obtaining evidence for use in particular criminal
prosecutions, Rather, these activities also provide critical information needed for broader
analytic and intelligence-purposes to. facilitate the solution and prevention of crime, protect the
national secutity, and farther foréign intelligence objectives. These purpdsés include use of the
information in inteliigence anslysis.and planning under Part1V, and dissemination of the
mformation to other law. efiforcement, Intelligénce Community, and White House agenicies under
Part V1. Information obtained at all stages of investigative activity is accordingly to be retained
and disseminated for these purposes as provided in these Guidelines, or iin FBI jpolicy consistent
with these Guidelines, regardless of whether it furthers investigative objectives in a narrower or
more immediate sense.

* T the course of activities under these Guidelines, the FBI may incidentally.obtain
information relating to matfefs outside of its areas of primary investigative responsibility, For
example, information relating to violations of state or Jocal law or foreign'law may be
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incidentally obtained in the course of invéstigating federal ctimes or tlireats to the national
security or in collecting foreign intelligence. These Guidelines do not bar the acquisition of such
information in the course of authorized investigative activities, the retention of such information,
or its dissemination as appropriate to the responsible authorities in other agencies or
jurisdictions, Part VI of these Guidélines includes specific anthorizations.and requirements for
sharing such information with relevant agencies and officials.

This Part anthorizes different levels of information gathering activity, which afford the
FBI flexibility, under appropriate standards and procedures, to adapt the methods utilized and the
information sought to the nature of the matter under investigation and the character of the
information supporting the need for investigation..

Assessments, authorized by Subpart A of this Part, require an authorized putpose but not
any particolar factual predication. For example, to carry out its central mission of preventing the
commission of terrorist acts against the United Siates and its people, the FBI must proactively
draw on available sources-of information to identify terrorist threats and activities. It cannot be
content to wait for leads to come in through the actions of others, but rather must be vigilant in
detecting terrorist activities to the full extent permitted by law; with an eye towards éarly
intervention and preveation of acts of terrorism before they occur. Likewise, in the exercise of
its protectivé functionis, the FBI is riot constrained to wait until information is received indicating
that-a particular event, activity, or facility has deawn the attention of those who would threaten
the national security. Rather, the FBI must take the inifiative to secure and protect activities and
entities whose character may make them attractive targets for terrorism or espionage. The
proagtive investigative authority conveyed in assessments is designed for, and may be utilized by,
the FB] in the discharge of these respongibilities. For example, assessments may be conducted-as -
partof the FBI’s special events management activities.

More broadly, detecting and interrupting criminal activities at their early stages, and
preventing crimes from occurring in the first place, is preferable to allowing criminal plots and
activitics to come to fruition. Hence, assessments may be undertaken proactively with such
objectives as detécting criminal activities; obtaining information on individuals, groups, or
erganizations of possible investigative interest, either becanse they may be invelved in criminal
or national security-thréatening activities or becanse they may be targeted for attack or
victimization by such activities; and identifying and assessing individuals who may have value as
human sources. For example, assessment activities may involve proactively surfing the Internét
to find publicly accessible websites and services throngh which recruitment by terrorist
organizations and promotion of terrotist crimées is openly taking place; through which child
pornography is advertised and traded; through which efforts:ars made by sexnal predators to lure
children for purposes of sexual abuse; or through which fraudulent schemes are perpetrated
against the public. ‘

The methods authorized in assesaments are generally those of relatively low
intrusiveness, such as obtaining publicly available information, checking government records,
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and requestmg information from members of the puhlw These Guidelines do not impose
‘supervisory approval requirements in dssessments, given the types of techniques that are
anthorized at this stage (e.g,, perusing the Internet for publicly available information), However,
FBI policy will prescribe supervisory approval requirements for certain assessments, considering
such matters as the purpose of the assessment tnd the methods being utilized.

Beyond thé proactive information gathering fumctions described abave, assessmenits may
be used when allegations or other informstion conceming erimes or threats to the national
security is received or obtiined, and the matter can be checked out or resolved through the
relatwely non-intrusive methods suthorized in asgessments, The checking of investigative leads
in this. manner can avoid tho need to procesd to more formal levels-of investigative activity, if the
resulfs of an assessment indicate that further investigation is not warranted.

Subpirt B of this Part authorizes a second levél of investigative activity, predicated
investigations. The purposes or objectives of predicated investigations are essentially the same
45 those-of assessments, but predication as provided in these Guidelinés is needed - penerally,
allegations, reports, facts or circumstances indicative of possible ctiminal or national security-
threatening activity, ‘or'the potenitial for acquiring information responsive to foreign intelligence
requirements - and supervisory approval must be obtained, to initiate predicated investigations.
Cotresponding to the stronger predication and spproval requirements, all lawful methods may be
used in predicated investigations. A classified directive provides forther specification concerning
circumstances supporting certain predicated investigations.

Predicated investigations that concern federal crimes or threats to the national- security are
subdivided into preliminary investigations and full investigations, Preliminary investigations
may be initiated on the basis-of any allegation or information indicative of possible criminal or
national security-threatening activity, but more sibstantial fictual predication is required for full
investigations. While time limits are set for the completion of preliminary investigations, full
investigations may be pursued withont preset limits on their duration.

The final investigative category under thiis Parf of the Guidélines is enterprise
investigations, authorized by Subpart C, which permit a general examination of the structure,
scope, and nature of certain groups and organizations. Enterprise investigatioris are a type of full
investigations, Hence, they are subject to the purpose, approval, and predication requirements
that apply to full investigations, and all lawful methods msy bé used it carrying them out. The
distinctive characteristic of enterprise investigations is that they concern groups or organizations
that may be involved in the most serious.criminal or national security threats to the public —
generilly, patterns of racketeering activity, terrorism or other threats to the national security, or
the commission of offenses characteristically involved in terrorism as described in 18 U.S.C.
2332b(2)(5)(B). A broad examination of the characteristics of groups satisfying these criferia is
authorized in enterprise investigations, including any relationship of the group to a foreign
power, its size and composition, its geographic dimensions and finances, its past acts and goals,
and its capacity for harm.
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ASSESSMENTS

B Purposes.

Assessments may bé carried ot to detect, obtain information about, or pfevmt or
protect against federal crimes or threats to the national security or to collect
foreign intelligence.

2, Appxmﬂ_

The conduct of assessments is subject to any supetvisory approval requirements
prescribed by FBI policy.

3 Authorized Activities.

Activities that may be carriéd out for the purpdses desciibed in paragraph 1. in an
agsessment include:

2. seeking information, proactively or in response to investigative leads,

relating to:
i activities constituting violations of federal crimminal law or threats
to the riational security,

fi. theinvolvement or rols of fidividuals, groups, or organizations in
such activities; or

ili.  matters of foreign intelligence interest responsive to foreign
intelligence tequirernents;

b.  identifying and obtaining inforimation about potential targéts of or-
: vulnerabilities to criminal activities in violation of federal law or threats to
thé national s¢curity;

. geeking information to identify potential human sources, assess the
suitability, credibility, or value of individuals as human sources, validate
"human sources, or maintain the cover or credibility of hinman sources, who
- may be able to provide or obiain information reldting to criminal activities
in violation of federal law, threats to the national security, or matters of
foreign intelligence interest; and

d. obtaining information to inform or facilitate intelligence analysis and
planning as described in Part IV of these Guidelines.
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4.

Anthorized Methods
Only the following methods rhay bé used in-assessments;
a.  Obtain publicly available information;

b. Access and examine FBI and other Department of Justice records, and
obtain information from any FBI or other Department of Justice personnel.

c. Access and examine records maintained by, and réqucs.t information from,
other federal, state, local, or tribal, or foreign governmental entities or
agencies,

d Use online services and resources (whether nonprofit or commerciat).

e Use and recroit human sources in conformity with the Attorney General’s
Guidelines Regarding the Use of FBI Confidential Human Sources.

£ Interview or request information from members of the public and private
éntities.

g Accept information voluntarily provided by governienital or private

entities,
h. Engage in observation or surveillance not requiring a court order.

L Grand jury subpoenas for télephone or electronic mail subscriber

B. PREDICATED INVESTIGATIONS

1'

"20

Purposes.

Predicated investigations may be carried ont to detect, obtain information about,
or prevent or protect against federal criries or threats to the nationl seeirity or to
collect foreign intelligence,

Approval

The initistion of a predicated investigation requires supervisory approval at a level
or levels specified by FBI policy. A predicated investigation based on paragraph

3.c. (velating to foreign intelligence) must be approved by a Special Agentin -
Charge or by an FBI Headquarters official as provided in such policy.
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3.

Circumstances Wari-anting Investigation

A predicated investigation may be initiated on the basis of any of’ the following
circumstances:

a, An activity constituting a federal crime or a threat to the national security
_has or may have occurred, is or may be oceurring, or will or may occur and
the investigation may obtain information relating to the activity or the
imvolvement or role of an individual, group, ororganization in such
activity.

b. An individual, group, organization, entity, information, property, or
activity is or may be a target of attack, victimization, acquisttion,
infiltration, or re¢ruitment in.come¢tion with criminal activity in violation
of federal law or a threat to the national sécurity and the investigation may
obtain information that would help to protect against such activity-or

threat.
c. The investigation may obtain foreign infelligence that is responsive to a
. forcign intelligence requircment.
Preliminary and Full Investigations

A predicated investigation relating to-a federal crime or threat 1o the national
security tay be coitducted as a preliminary investigation ora full investigation. A

" predicated investigation that is based solely on the authority fo collect forcign

intelligence may be condueted only asa full investigation.
a. Preliminary investigations
L Predication Requiired for Preliniinary Investigations
A preliminary investigation may be initiated on the basis of
information or an allegation indicating the existence of'a
circumstance described in paragraph 3.a.-b.
Ii. Duration of Preliminary Investigations
A prelimindry investigation must be concluded within six months
of its initiation, which may be extended by up to six morths by the

Special Agent in Charge. Extensions of prelimirnary investigations
beyond a year must be approved by FBI Headquarters.
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iil. = Methods Allowed in Preliminary Investigations
All Tawful methods may bé vsed in a preliminary investigation
except for methods within the scope of Part V.A.11.~.13, of these.
Guidelines.

Full Investigations

L Predication Required for Full Investigations
A full investigation may be initiated if there is an articulable
Fictual basis for the investigation that reasonably indicates that-a
circurnstanee described in paragraph 3.a.-b. exists orifa
circumstance described in paragraph 3.c. exists. ‘

ii. Methods Allowed in Full Investigations

All lawful methods may be used in a full investigation.

5. Notice Requiréments

a.

An FBI field office shall notify FBI Headgquarters and the United States
Attorney or ather appropriate Department of Justice official of the
initiation by the ficld office of a predicated investigation involving a
sensifive investigative matter. If the investigation is initiated by FBI
Headquarters, FBI Headquarters shall notify the United States Attorney or
other appropriate Department of Justice official of the iriitiation of such an
investigation. If the investigation concermis a threat to the national
security, an official of the National Security Division musf be notified,
The.notice shall ulennfy all sensitive investigative matters involved:in the
investigation.

The FBI shiall notify the National Security Division of:

i the initiation of any full investigation of a United States person
relating to a threat to the national security; and

il the initiatien of any full investigation that is based on paragraph
3.c. (relating to foreign intelligence).

The notifications under subparagraphs a. and b. shall be made as soon as
practicable, but no later than 30 days after the initistion of an
investigation.

22

ACLURMO045914

FBI044814



C.

1.

2.

d.  The FBIshall notify-the Deputy Attorney General if FBI Headquarters
disapproves a ficld office’s initiation of a predicated investigation rélating
to a threat to the netional security on the ground that the predication for the
investigation is insufficient.

. ENTERPRISE INVESTIGATIONS

Definition

A full investigation of 2 group or organization may he initiated as an enterprise
investigation if there is an articulable factual basis for the investigation that
reagonably indicates that the group or organization may have éngaged or may be

engaged in, or may have or may be engaged in planning or preparation or
provision of support for:

a. a pattern of racketeering activity as defined in 18 U.S.C. 1961(5);
b. international tmoriém or other threat to the national security;

c. domestic terrorism as defined in 18 U.S.C. 2331(5) involving a violatien
- .off ] 7 l L. -, llm;

-d. furthering political or social goals wholly or in1 part through activities that

involve force or violence and a violation of federal criminal law; or
e. an offense described in 18 U.S.C. 2332b(g)(5XB) or 18 U.S.C. 43.
Scope

The inférmation sought in an enterprise investigation may include a general
examination of the structure, scope, and nature of the group or organization
including: its relationship, if any, to a foreign power; the identity and relationship
of its memibers, employees, or other persons who may be acting in furtherance of
its objectives; its finances and resources; its geographical dimensions; and its past
and future activities and goals.

Notice and Reporting Reguirements

a. The responsible Department of Justice component for the purpose of
notification and reports in enterprise investigations is the National Security
Division, except that, for the purpose of notifications and reports in an
-enterprise investigation relating to a pattern of xacketeering activity that

does not involve an offénse or offenses described in 18 U.S.C.
2332b(gX5)(B), the responsible Department of Justice component is the
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e,

Organized Crime and Racketegring Section of the Criminal Division.

An FBI field office shall notify FBI Headquarters of the initiation by the
field office of an enterprise-investigation. ‘

The FBI shall notify the National Securrity Division or the Organized
Crime and Racketesring Section of the initiation of an enterprise

‘investigation, whether by a field office or by FBI Headquarters; and the

component so notified shall notify the Attorney General and the Deputy
Attofiey General, The FBI shall also notify iy relevant United Stites
Attorney's Office, except that any investigation within the scope of Part
VLD.1.d of these Guidelines (relating to counterintelligerice.
investigations) is fo be treated as provided in that provision., Notifications
by the FBI under this subparagraph shall be provided as soon as
practicable, but no later than 30 days after the initiation of the
investigation.

‘The Assistant Aftorney General for National Security or the Chief of the

Organized Crime and Racketeering Section, as appropriate, may at any

‘time request the FBI to provide 4 report on the status of an entexprise

investigation and the FBI will provide such reports as requested.
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O1.  ASSISTANCE TQ OTHER AGENCIES

‘The FBI is authorized 6 prowde investigative assistance to other federal, state, local. or
tribal, or foreign agencies as provided in this Part.

The investigative assistance authotized by this Paxt is ofteri concérned with the same
objectives as those identified in Part TI of these Guidelines — investigating federal crimes and
threats to the national security, and collecting forcigi intelligence. Iirsome cases, however,
investigative assistance to other agencies is legally authorized for purposes other than those
idéntified in Part II, such as assistance in certain conteéxts to state or local agencics in-the
investigation of crimes under state or local law, see 28'U.S.C, 540, 540A, 540B, and assistance
" to foreign agencies in the investiation of foreign law violations putsuant to international
apreements. Investigative assistance for such legally anthorized purposes is permitted under this
Part, even if it is not for purposes identified as grounds for investigation under Part-II.

The authorities provided by this Part are cumulative to Part I and do not limit the FBI's
investigative activities under Part I For example, Subpart B.2 in this Part authorizes
investigative activities by the FBI in certain circumstances fo infonm decisions by the President
conceming the deployment of troops to deal with civil disorders, and Stibpart B.3 authorizes
investigative activities to facilitate demonstrations-and related public health and safety measures.
Theé requirements and limitations i these provisions for conducting ifvestigations for the
specified putposes-do not limit the FBI’s authority under Part II to investigate federal crimes or
threats to the national security that occur in the context of or in conmection with civil disorders or
demonstrations.

A. 'THE INTELLIGENCE COMMUNITY

The FBI may provide investigative assistance (including operational support) to
authorized intelligence activitiés of ofher Intelligence Community agencics.
B.  FEDERAL AGENCIES GENERALLY

1. Iz General
The FBImay provide assistance o any federal agency in the investigation of
federal crimes or threats to the national security or in the collection of foreign
intelligence, and investigative assistance to any federal ageney for any other
purpose thatmay be legally avthorized, including investigative assistance to the
Secret Servite in support of its protective responsibilities.

2. The President in Relation to Civil Disorders
a. At the direction of the Attomey General, the Deputy Attomey General, or
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the Assistant Aftorney General for the Criminal Division, the FBI shall
collect information relating to actual or threatened civil disorders to assist
the Presidesit in determining (pursuant to the authority of the President
under 10 U.S,C. 331-33) whether use of the-armed forces or militia is

The information sought shall concern such matters as:

i The size of the actyal or threatened disorder; both in mumber of
people involved or affected and in geographic area.

ii.  Thepotential for violence.

iti,  The potential for expansion of the disorder in light of community
conditions and underlying canses of the disorder.

iv.  Therelationship of the.actual or threaténed disorder to the.
enforcement of federal law or court orders and the likelihood that
state or local authorities will assist in enforcing those laws or
orders. .

V. The extent of state or local resources available o handle the
disorder.

Investigations under this paragraph will be autherized only for a period of
30 days, but the aufhorization may be renewed for subsequent 30 day
periods.

Notwithstanding Subpart E.2 of this Part, the methods that may be used in
an'investigation under this paragraph are those described in subparagraplis
a.-.4d., subparagraph f. (other than pretext interviews or requests), or

subparagraph g. of Part ILA. 4 of these Guidelines. The Attorney General,

. the Deputy Attomey General, or the Assistant. Attorngy General for the

Criminal Division may also authorize the use of other methods described
in Part TLA.4.

3. Public Health and Safety Aathorities in Relation to Demonstrations

a.

At the ditection of the Attomey General, the Depuity Attomney General; or
the Assistant Attorney General for the Criminal Division, the FBI shall
collect informiation relating to demonstration activities that are likely o
require the federal government to take action to facilitate the activities and
provide public health and safety measures with respect to those activities.
The information sought in such an investigation shall be that needed to
facilitate an adequate federal responsc to ensure public health and safety
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D.

and to protect the exercise of Fitst Amendment rights, such as:
i Thie timg, place, and type of activities planned.
i,  The number of persons expected to participate.

iii.  Theexpected means and routés of travel for parti¢ipants and
_ expected time of arrival,

iv.  Any-plans for lodging or housing of participants in connection with
the demonstration.

b.  Notwithstanding Subpart E.2 of this Part, the methods that may be used in
an investigation under this paragraph are those described in subparagraphs
a.-.d., subparagraph f. (other than pretext interviews or requests), or
subparagraph' g. of Part I.A.4 of these Guidelines. The Attorney General,
the Deputy Attorney General, or the Assistant Attomey General for the
Criminal Division niay also authorize the use of other thethods described
inPartILA 4.

STATE, LOCAL, OR TRIBAL AGENCIES

The FBI may provide investigative assistance to state, local, or tribal agencies in the
investigation of matters that may involve federal critiies or threats to the national seciirity,
or for such other purposes as may be legally authorized.

FOREIGN AGENCIES

1.

At the request of foreign law enforcément, intelligence, or secutity apencies, the
FBI may conduct investigations or provide 3ssistance to, investigations by such
agencies, consistent with the interests of the United States (including national
secutity interests) and with due consideration of the cffect on any United States
persoh. Inveshigations or assistance under this paragraph must be approved as
provided by FBI palicy. The FBI shall notify the National Sccurity Division
concerning investigation or assistanice under this paragraph where: (i) FBI
Headquarters approval for the activity is required pursuant to the approval policy
adopted by the FBI for purposes of this paragraph, and (ii) the activity relates to a
threat to the national security, Notification to the National Security Division shall
be.made as soon as practicable butno later than 30 days afler the approval, -
Provisionis régarding notification to or coordination with the Central Infelligence
Ageney by the FBI in memoranda of understanding or agreements with the
Central Intelligence Agency may-also apply fo acfivities under this paragraph.

The FBI may not provide assistaice to foreign law enforcement, intelligence, or
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E.

sécurity officets conducting investigations within the Uniited States unless such
officers have provided prior notification to the-Attorey General as required by 18
U.S.C. 951.

The FBI may conduct background inquiries concerning consenting individuals
when requested by foreign government agencies.

The FBI may provide other material and technical agsistance to foreign
governments to the extent not otherwise prohibited by law.

APPLICABLE STANDARDS AND PROCEDURES

1

Authorized investigative assistance by the FBI to other agencies under-this Part
includes joint apetations and activities with such agencies.

All lawful methods'may be used in imvestigative assistance activities under this
Part. ‘

Where the methods uged in investigative assistance activities under this Part go
beyond the metliods authorized in dssessments under Part ILA.4 of these
Guidelings, the following apply:

a. Supérvisory approval must be obtained for the activity at a lével or levels

specificd in FBL policy.
b, Notice must be provided concerning sensitive investigative matiers in the
maniler-described in Part ILB.5.

<. A database of records system must be maintained that permits, with
respect to each such activity, the prompt retrieval of the status of the -
activity (open of closed), the dates of opening aud closing, dnd the basis
for the activity, This database or records system may be combined with
the database or retords system for predicated inyestigations required by
Part VLA.2, . L
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IV. INTELLIGENCE ANALYSIS AND PLANNING

The FBI is anthorized to engage in analysis and plenning. The FBI's analytic activities
enable the FBI to identify and undetstand trénds, causes, and potential indicia of criminal detivity
and other threats to the United States that would not be apparent from the investigation of
discrete matters-alone. By means of intelligence analysis and strategic planning, the FBI can
more effectively discover crimes, thieats to the national security, and other majters of frational
intelligence interest and can providesthe critical support needed for the effective discharge of its
investigative responsibilitiés and othér authorized activitics. Fot example, anatysis of threats in
the context of special events management, concerning public events or activities that may be
targeted for terrorist attack, is an anthotized activity under this Part.

In carrying out ifs intelligence functions under this Part, the FBI is authorized to draw-on
all lawful sources of information, including but not limited to the results of investigative
activities under these Guidelines. Invmtiyti\ie:activiﬁw under these Guidelines and other
legally anthorized activities through which the FBI acquires information, data, or intelligence
may properly be utilized, structured, and prieritized so as to support and effectuate tlie FBI's
intelligence mission. The remainder of this Pari pmmdes further specification concerning
activities and fimctions authorized as part of that mission.

A.  STRATEGIC INTELLIGENCE ANALYSIS

The ¥BI is authorized to develop overviews and analyses of threats to and vulnerabilities
of the United States and its intérésts in sress related to the FBT's respons:bxhues,
including domestic and intemational criminal threats and activitics; domestic and
international activities, circomstances, and developinents affecting the national security;
and matters relevant to the conduet of the United States’ foréign affiirs. The overviews
and analyges preparéd under this Subpart may encortipass present, emergent, and potential
threats and vulnerabilities, their contexts and causes, and identification and analysis of
means of résponding to them.

B, REPORTS AND ASSESSMENTS GENERALLY

The FBI is authorized to conduct research, anialyze information, and prepare reports and
assessinents concerning matfers relevant to authorized FBL activities, such as reports and
assessments concemning: types of criminals oreriminal activities; organized crime groups;
terrorisin, espiohage, or other threats to thie national security; foreign intelligence matters;
or the scope and nature of criminal activity in particular geographic areas or sectors of the
economy,

C.  INTELLIGENCE SYSTEMS
VThe FBl is authorized to operate intelligence, identification, tracking, and information '
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systeins in support of authorized irivestigative activities, or for such other or additional
PUIPOSES 88 may. be legally authorized, such as intelligence and trackmg systems relating
to terrorists, gangs, or organized crime groups.
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V. AUTHORIZED METHODS

A.  PARTICULAR METEODS

All lawfiil investigative methods may be used in activities under these Guidelines as
authorized by these Guidelines, Authorized methods include, but are not limited to, those
identified in the followitig list. The methods identified in the list are in some instances subject to
special vestrictions or review or approval requiremnerits as noted; :

1.

2.

6.

The methods described in Part ILA.4 of these Guidelines.
Mail covérs.

Physical searchies of personal or real property where é warrant or couit order is not
legally required becanse there is no reasonable expectation of ptivacy (¢.g., trash
covers).

Consensual monitoring of commugjcations, including consensual computer
monitoring, subject o legal review by the Chief Division Counsel or the FBI
Office of the General Counsel. Where a sensitive monitoring circumstance is’
involved, the monitoring must be approved by the Criminal Division o, if the
investigation concems a thireat to the national security or foreign intelligence, by
the National Security Division,

Use of closed-circuit television, direction finders, and other monitoring devices,
subject to legal review by the Chief Division Counse] or the FBI Office of the
General Counsel, (The methods deseribed in fhis paragraph usually do not require
court orders or warrants unless they involve physical trespass or non-consensual
monitoring of communications, but legal review is necessary to ensyre
compliance with all applicable legal requirements.)

Polygraph examinations,

Undercover operations, In investigations relafing to activitiés in violation of
federal criminal law that do not concem threats to the national security or foreign
intelligence, undercover ¢perations must be carried out i conformity with the
Attomey General’s Guidelines on Federal Burean of Investigation Undercover
Operations. In irivestigations that are not subiject to the preceding sentence
because they concemn threats to the national security or foreign intelligence,
undercover operations involving religious or political organizations must be
reviewed and approved by FBI Headquarters, with participation by the National
Security Division in the review process.

Compulsory process as anthorized by law, including grand jury subpoenas and
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10.

11,

12,

13,

other subpoenas, National Secarity Letters (15 U.S.C. 1681u, 1681v; 18 U.S.C.
2709; 12 U.8.C. 3414(a)(5)(A); 50 U.S.C. 436), and Foreign Intelligence
Surveiliance Act orders for the production of tanglble things (50 1J.S.C. 1861-63).

Accessing stored wire and electronic communications and transactional records in
conformity with chapter 121 of title 18, United Statés Code (18 U.S.C. 2701-
2712).

Use of pen registers and trap and trace devices in conformity with chapter 206 of
title 18, United States Code (18 U.8.C. 3121-3127), or the Forsign InteHlipence
Surveillance Act (50 U.S.C. 1341-1846).

Electronic- surveillance in-conformity with chapter 119 of title 18, United States
Code (18 U.8.C. 2510-2522), the Foreign Intelligence Surveillance Act; or

+ Executive Onder 12333 § 2.5.

Physical searches, including mail openings, in conformity with Rule 41 of the
Federal Rules of Criminal Procedure, the Foreign Intelligence Surveillance Act, or
Executive Order. 12333 § 2.5, A classifiéd directive provides additional limitation
on certain searches,

Acquisition of foreign intelligence information in conformity with title VITof the
Foreiigh Intelligence Surveiltance Act,

Beyond the limitations noted in the st above relating to particular investigative methods,
the following requirements are to be observed

1.

Contacfs with Represented Persons

Contact Wwith represerited persons may implicate legal restrictions and affect the
admissibility of resnlting evidence. Hence, if an individual i3 kirown to be
represetited by counsel in a particular matter, the FBI will follow applitable Jaw
and Department procedure concerning contact with represeated individuals in the.
absence of prior ftotice to counsel, The Special Agent in Charge and the United
States Attorney or their designees shall consult poriodically on applicable law and
Department procedure. Where issues drise concemiing the consistency of contacts
with represented persons with applicable attorney conduct rules, the United States
.gggmey’s Office should consult with the Professional Responsibility Advisory
ce
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2.

Use of Classified Investigative Technologies

Inappropnate use of classified i mvesngauVe technologies may risk the
compmmwe .of such technologies. Hence, in an investigation relating to activities.
in violation of fedéral crimiinal law that does not concern a threat to the natichal
security or foreign intellipence, the use of'such techrologies must bein -
conformity with the Procedures for the Use of Classified Investigative
Technologies.in Criminal Cases.

C. OTHERWISE ILLEGAL ACTIVITY

1.

Otherwise illegal activity by an FB] agent or employee in an undercover operation
relating to activity in violation of federal criminal law that does niot concem a
threat to the national security or foreign intelligence niust be approved in
conformity with the Attorney General’s Guidelines on Federal Bureay of
Investigation Undercover Operations. -Approval of otherwise illegl activity in
conformity with those guidelines is sufficient and satisfies any approval
requirement that would otherwise apply under these Guidelines:

Otherwise illegal activity by a human source must bée approved in conformity with
the Attorney General’s Guidelines Regarding the Use of FBI Confidential Human
Sources.

Otherwise illegal activity by an FBI agent or eifiployee that i not within the scope
of paragraph 1. must be-approved by a United States Atterney’s Officeora
Department of Justice Division, except that a Special Agent in Charge tay
authorize the following:

a othierwise illegal activity.that would not be afelonymder federal, state,
loca), or tribal law;

b.  consenseal mopitoring of communications, even if 3 crime under state,
local, or tribal law;

& the contiolled purchase, receipt, delivery, or sale of drugs, stolen property,
or other contraband;

d. the payment of bribes;

e. the making of false representations in concealment of personal identity or
- the true ownership of'a proprietary; and

f. conducting a money laundering fransaction or transactions involving an
aggregate amoumt not exceeding $1 million,
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However, in an investigation relating to a threat to the national security or foreign
intelligence collection, a Special Agent in Charge may not authorize ai activity
that may constitute a violafion of export control laws or laws thaf concernthe |
proliferation of weapons of mass destruction. In such an investigation, a Special
‘Agent in Charge may authotize an activity that may otherwise violate prohibitions
of material support to terrotism only in accordance. with standards established by
the Director of the FBI and agreed to byﬂchssxstantAttomeyGencral for
National Security.

The following activitics may not be authorized:
a. Acts of violence,

b. Activities whase authorization is prohibited by law, including unlawful
investigative méethods, such as illegal electronic smrveillance or illegal
searches.

Subparagraph a., however, does not limit the right of FBI agents or employees to
engage in any lawfisl use of force, including the use of force in self-defense or
defense of others or otherwise in the lawful discharge of their duties.

An agent or employee may engage in otherwise illegal activity that could be
authorized under this Subpart without the authorization required by paragraph 3, if
necessary t6 meet an inimediate threat to the safety of persons or property or to- the
national security, or to prevent the compromise of an mvestlgatmn orthelosgofa
significant investigative opportutity. T such a case, prior to engaging in the
otherwise illegal activity, every effort should be made by the agent or employee to
consult with the Special Agent irs Charge, and by thiz Special Agent in Charge to
consult with the United States Attorney’s Offics or appropriste Department of
Justice Division where the authotization of that officé or division would be
required under paragraph 3., unless the circumstances preclude suchi consiiltation,
Cases in which otherwise illegal activity eccurs pursuant to this paragraph without
the authorization required by paragraph 3. shall be reported as soon as possible to
the Special Agent in Charge, and by the Special Agent in Charge to FBI
Headquarters and to the United States Attorney’s Office or appropriate
Department of Justice Division,

In an investigation relating to a threat to the national security or foreign
intelligence collection, the National Security Division is the approving component
for otherwise illegal activity for which paragraph 3. requires approval beyond
internial FBI approval. However, officials in other-components may approve
othefwise illegal activity in such investigations as anthiorized by ttie Assistant

" Attorney General for National Security,

34

ACLURM045926




RETENTION OF INFORMATION

1.

The FBI shall retain récords relating to activities under these Guidelines in
accordance with a records retention plan approved by the National Archives and
Records Administration.

The FBI shall maintain a database or records system that permits, with respect to
cach predicated investigation, the prompt retrieval of the stafus of the
investigation (open or closed), the dates of opening and closing; and the basis for
the irivestigation.

INFORMATION SHARING GENERALLY

1,

Permissive Sharing

Consistent with law and with any applicable agreeinents or understindings with
other agencies conceming the dissemination of information they have provided,
the FBI inay disseniinate information obtained or produced through activities.
under these Guidekines:

a within the ¥B] and to other components of the Department of Justice;

b, to other federal, state, local, or fribal agencies if related to their
-responsibilities and, in relation to other Intelligence Community agencies,
the determination whether the information is related to the recipient’s
responsibilities niay be feft to the recipient;

c. to congressional commitiees as anthorized by the Department of Justice
Office of Legislative Affairs;

d. . fo foreign sgencies if the information is related to their responsibilities and
the disgemination is consistent with the interests of the United States
(intluding national security interests) and the FBI has considered the effect
such dissemination may teasonably be expected to have on any identifidble
United States petson;

e if the information is publicly available, does not identify United States
persons, or is disseniinated with the consent of the person whom it
CONCENIS;

£ . iftbe dissemination is necessary to protect the safety or security of persons
or property, to protect against or prevent a crime or threat to the national
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security, or to obtain information for the conduct of an authorized FBI
investigation; or

g if dissemination of the information is otherwise permitted by the Privacy
Act (5 US.C. 552a).

2.  Required Sharing

The ¥BI shall share and disseminste information as reguired by statutes, treaties,
Executive Orders, Pregidential directives, National Security Council directives,
Homeland Security Council directives, and Attormey General-approved policies,
memoranda of understanding, or agreetherits,

C. INFORMATION RELATING TO CRIMINAL MATTERS
" 1. Coordination with Prosecutors

In an investigation relating to possible criminal activity in violdtion of federal law,
the agent conducting the investigation shall maintain periodic written or oral
confact with the appropriate federal prosecutor, as citcumstances warrant and as
requested by the prosecutor. When, during such an investigation, a matter appears
arpuably to wanrant prosecution, the agent shall present the relevant facts to the
appropriate federal prosecutor, Ihformation on investigations that hdve been
closed shall be available on request to a United States Attomey or his or her
designee or an appropriate Department of Justice official.

2, Criminal Matters Outside FBI Jurisdiction

When credible information is received by an FBI field office concemming sericus
criminal activity not within the FBI’s investigative jurisdiction, the field office
shall protnptly transinit the information or réfer the complainant to a law
enforcement agency haying jurisdiction, excepf where disclosure would
Jjeopardize an ongoing investigation, enidanger the safety of an individual, disclose
the identity of a human source, interfere with 2 human source's cooperation, or
reveal legally privileged information, If fall disclosure is not inade for the reasons
indicated, then, whenever feasible, the FBI field office shall make at least limited
disclosure to a law enforcement agency or ageticies having jurisdiction, and full
disclosure shall be made as 5001 a8 the need for réstricting disclosure is o longer
present. Where full disclosure is not made to the appropriate law enforcement
ageticies within 180 days, the FBI field office shall promptly nohfy FBI
Headguarters in writing of the facts.and circumstances concerning the criminal
activity. The FBI shall make periodic répotts to the Deputy Attorney General on
such nondisclosures and incomplete disclosures, in a form suitable to protect the
identity of humian soirces.
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D,

3.  Reporting of Criminal Activity

a When it appears that an FBI agent or employce has sngaged in crimhinal
activity in the course of an investigation under these Guidelines, the FBI
shall notify the United States Attorneéy*s Office or an appropriate
Depariment of Justice Division. When it appears that a hyman source has
engaged in criminal activity in the course of an investigation under these
Guidelines, the FBI ghall proceed as provided in the Attormey General’s
Guidelines Regarding the Use of FBI Confidential Human Sources. ‘When
information coticerning possible criminal activity by any. other person
appears in the course of an investigation under these Guidélines, the FBI
shall initiate an investigation of the criminal activity if watranted, and
shall proceed as-provided in paragraph 1. or 2. '

b. The reporting requirements under this paragraph relating to criminal
activity by FBI agents or employees or human sources do not apply.to
otherwise illegal activity that is authorized in conformity with these
Guidelines or other Attorney General guidelines of to minor traffic
offenses.

INFORMATION RELATING TO NATIONAL SECURITY AND FOREIGN
INTELLIGENCE MATTERS

The general principle reflected in current laws ranci'péiicies is that there is a responsibility
to p'mvide information as consistently and fully as possible to agencies with relevant
responsibilities to protect the United States and its people from terrorism and other threats

‘to the national security, except as limited by speclﬁc conitralits on such sharing. The

FBI's responsibilities in this area include carrying out the requirements of the
Memorandum of Understanding Bétween thie Intelligence Community, Federal Law
Enforcement Agencies, and the Department of Homeland Security Concerning
Informiationi Sharing (Maich 4, 2003), or any successor memofandnm of understanding or
agreement. Specific requirements also exist for interrial coordina_tion and consultation
with other Department of Justice components, dnd for pmvmlon -of national secunty and
foreign intelligence information to Whits Housc agencies, as provided in the ensuing

paragraphs.
1. Department of Justice

a. The National Security Division shall have access to all information
obtained by the FBI through activities relating to threats to the national
securify or foreign infelligence. The Director of the FBI and the Assistant
Attomey General for National Security shall consult concérning these
activities whenever requested by either of them, and the FBI shall provide
such reports and information concerning these activities as the Assistant
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-d.

Attorney General for National Security may request. In-addition to any
reports or information the Assistant Attorney General for National
Security may specially request under this subparagraph, theé FBI shall
provide annual reports to the National Security Division concerning its
foreign intelligence pollec'tion program, including information conceming
the scope and nature of foreign intelligence collection activities in each
FBI field office. |

The FBI shall keep the-National Security Division apprised of all
information obtained through activities under these Guidelines that is .
necessary to the ability of the United States to investigate or protect i
against threats to the national security, which shall include regular |
consultations between the FBI and the National Security Division to
exchange advice and information relevant to addressing such threats
through criminal prosecution or other means.

Subject to subparagraphs d. and ¢, relevant United States Attorneys’
Offices shall have access to and shall receive information from the FBI
relating to threats to the national security, and may engage in consultations
with'the FBI relating to such threats, to the same exteit as the National
Security Division.. The relevant United States Attorneys’ Offices shall
receive such access and information from the FBI field offices.

In a counterintelligence investigation — i.c., an investigation relating to a.
:matter described in Part VILS.2 of these Guidelines — the FBI's provision
of information to and ‘consultation with a United: States Attorney’s Office
are subject to authorization by the National Security Division, In
consultation with the Executive Office for United States Attomeys-and-the
FBI, the National Security Division shall establish policies sefting forth
circumstances in which the FBIwill consult with the National Security
Division prior to inforniing relevant United States Atforneys® Offices
about such an investigation. The policies established by the National
Security Division under this subparagtaphi shall (among other things)
provide that;

i. the National Security Division will, within 30 days, autharize the

g FBI t6 share with the United States Atfomeys® Offices information
relating to certain espionage investigations, as defined by the
policies, unless such information is withheld because of substantial
national security considerations; and

it the FBI may consult freely with United States Attoxneys’ Offices
conceming investigations within the scope of this subparagraph
during an ¢émergency, so long as the Nafional Security Division is

38

ACLURMO045930




notified of such consultation as soon as practical after the
consultation,

e.  Information shared with a United States Attorney’s Office pursuant to
subparagraph e, or d, shall be disclosed only to the United States Attorney
or any Assistant United States Attorneys designated by the United States
Attomey as points of contact to receive such information. The United
States Attomeys and designated Assistant United States Attorneys shall
have approptiate security clearances and shall receive training in the-
handling of classified information and information derived from the
Foreign Intelligence Surveillance Act, including traihing concerning the
secure handling and storage of such information and training concermng
requirements and limitations relating to the use, retention, and
dissemination of such information.

1. The disclosure and sharing of information by the FBI under this paragraph
is subject to any limitations reijuired in orders issued by the Foreign
Intelligence Surveillance Court, controls impased by the originators of
sensitive material, and restrictions established by the Attorney General or
the Deputy Attorney General in particular cases. The disclosure and
sharing of information by the FBI under this paragraph that may disclose
the identity of human sources is governed by the relevant provisions:of the
Attomey General’s Guidelines Regarding the Use of FBI Confidential
Hums=n Sources.

Whiti Honse

In order to carry out their regponsibilitics, the President, the Vice Presideit, the
Assistant to the President for National Security Affairs, the Assistant to the
President for Homeland Security Affairs, the Nationa) Security Council and its
staff, the Homeland Security Council and its staff, and other White House
officials and offices require information from all federal agencies, including
foreign intelligence, and information rélating to intémational terrorism and other
threats to the national security. The FBI accordingly may disseminate to the
White House for¢ign intelligence and national security information obtained
through activities under these Guidelines, subject to the following standards and
procedures:

a. Requests to-the FBI for such information from the White House shall be
made:through the National Security Council staff or Homeland Security
Councii staff including, but not limited to, the National Security Coyneil
Legdl and Intelligence Directorates and Office of Combating Terrorism,
or through the President’s Intelligenice Advisory Board or the Counsel to
the President. ‘
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Compromising information concerning domestic officials or political
organizations, or inforrhation conceming activities of United States
persons-intended to affect the political process in the United States, may
be disseminated to'the White House only with the apptoval of the Attomey
‘General, based on #.determination that such dissemination is needed for
foreign intelligence purposes, for the purpose of protecting against
international terrorism or other threats to the national secuyity, or for the
conduct of foteign affairs. However, such approval is not required for
dissemination to the White House of information concerning efforts of
foreign intelligence services to penetrate the White House, or conceming
contacts by White House personnel with forelgn intelligence service
personnel,

Examples of types of information that are sunitable for dissemination to the
White House on a routing basis include, but are-not limited to:

i information concerning international terrorisim;

. infomtation concerning activities of foreign intelligence services in

the United States;

iii.  information indicative of imminent hostilities involving any
foreign power;

iv.  information concerning potential cyber threats to the United States
or its alliés;

v.  information indicative of policy positions adopted by foreign
officials, govermments, or powers, or their reactions to United
Statés foreign policy initiatives;

s

information rélating to possible changes in leadership positions of
foreign govemments, parties, factions, or powers; '

vii, ‘information conceming foréign econemic or foreign political
matters that might have national secutity ramifications; and.

viii. information set forth in regularly published national intelligence
siremient ,
Communications by the FBI to the White House that reldte to a national
security matter and concen a lifigation issue for a spacific pending case
must be made known to the Office of the Attorney General, the Office of

40

ACLURMO045932

FBlU446452



the Deputy Atforney General, or the Office of the Associate Attomey
General. White House policy may specially limit or preseribe the White
Hause personnel who may request information concerning such issues
from the FBI.

“The limitations on dissemination of information by the FBI to the White

Housc under these Guidelines do not apply to dissemination to the White
House of information acquired in the course of an FBI investigation '
requested by the White House into the background of'a potential employee
or appointee, or responses to requests from the White House under
Execntive Onder 10450,

3.  Special Statutory Requirements

a.

Dissemination of information acquired under the Foreign Intelligence

‘Suiveillance Act is, to the exteat provided in that Act, subject to

minimization procedures and other requirements specified in that Act.

Information obtained through the use of National Secnrity Letters undér 15
U.S.C. 1681v-may be disseminated in conformity with the general
standards of this Part. Informafion obfained through the use of National
Secutity Lettars under other statutes may be disseminated in conformnity
with the general standards of this Part, subject to any. applicable limitations
i their poveming statutory provisions: 12 U.S.C. 3414(a)(5)(®B); 15
U.S:€. 1681u(f); 18 U.S.C. 2709(d); 50 U.S.C. 436(¢).
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VIL

A

DEFINITIONS

CONSENSUAL MONITORING: monitoring of communications for which a court order
or warrent is not legally required because of the consent of a party to the communication.

EMPIDY.EE. an FB! employee or an employet: of another agency working under the
direction and control of the FBL

FOR OR ON BEHALF OF A FOREIGN POWER: the defermination that activities are
for or on behalf of a foreign power shall be based on considération of the éxtent to which
the foreign power is involved in:

1 centrol or policy direction;

2. financial or material support; or

- 3, leadership, assignments, or discipline,

FOREIGN COMPUTER INTRUSION: the use or attempted use of any cyber-activity or
other means, by, for, or on behalf of a foreign power to scan, probe, or gain unauthorized
access into one or more U,S.-baséd computérs,

FOREIGN INTELLIGENCE: inforration relating to the capabilities, intentions, or
activities of foreign governments or elements thereof, foreign organizations or forsign
persons, or internationsl terrorists.

FOREIGN INTELLIGENCE REQUIREMENTS:

1. national intelligence requirements issued pursuant o suthorization by the Director
of National Intelligence, including the National Intelligence Prioritics Framework
and the National HUMINT Collection Directives, or any successor directives
thereto;

2. requests to collect foreign intelligence by the President or by Intelligence
Comrmunity officials designated by the President; and

3 directions to collect foreign intelligence by the Attorney General, the Deputy
Attorney General, or an official designated by the Aftoiney Genéral.

FOREIGN POWER:
1. a foreign government or any corponent thereof, whether or not recognized by the
United States;
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2, a faction of a foreign nation or nations, not substa:mally composed of United
States petsons;

3. an entity that is openly acknowledged by a-foreign government or governments to
be directed and controlled by suth foreign government or governments;

4. a groip engaged in interriational terrorism or activities in preparstion therefor;

5. a foreign-based political organization, not substantially-composed of United States
persons; or

6. an entity that i3 directed or controlled by a foreign government or governments.

HUMAN SOURCE: & Confidential Hintian Souree as défined in the Attoriiey General’s
Guidelines Regarding the Use.of FBI Confidential Human Sources.

INTELLIGENCE ACTIVITIES: any activity conducted for intelligence purposes or to
afféct political or govérmmental processes by, for, or on behalf ofa foreign power.

INTERNATIONAL TERRORISM:

1. involveé violent acts or aets dangerous to hmthan life that violate féderal, state,
local, or tribal criminal law or would violate such law if committed witliin the
United States or a state, local, or tribal jurisdiction;

2. appear to be intended:

i to intimidate or coerce a civilian population;
it to influence the policy of a government by intimidation or coercion; or
iii. to affect the conduct of a government by assassination or kidnapping; and

3 oceur totally outside the United States, or transcend national boundaries in terms
of the means by which they are accomplished, the persons they appear to be
intended to ceerce or intimidate, or the locale in which théir perpetrators operate
or seek asylum. .

PROPRIETARY: & sole proprietorship, partnership, corporation, or other business entity

operated on a commercizl basis, wbich is ownied, controlled, or operated wholly or in part
on behalf of the FB], and whose relationship with the FBI is concealed from third parties.
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PUBLICLY AVAILABLE: information that has been published or broadcadst for public
consump’aon, is available on request to the public, is accessible on-line or otherwise to
the public, is available to the public by subscription or purchase, could be.seen or heard
by any casual obscrver, is made available at a meeting open to the public, or is abtained
by visiting any place or attending any event thit is open to the public,

RECORDS: any records, ddtabases, files, indices, information systenis, or othet retained
information.

‘SENSITIVE INVESTIGATIVE MATTER: an investigative matter involving the
activities of a domestic public official or political candidate (involving corruption or a
threat to the national security), religious or political organization or individual prominent
in such an organization, or news media, or any ofher matter which, in the judgment of the
official anthorizing an investigation, should be brought to the attemlon of FBI
Headquarters and other Department of Justice officials.

SENSITIVE MONITORING CIRCUMSTANCE:

L investigation of a meniber of Congress, a federal judge, a member of the
Executive Branch at Executivé Level IV or above, or a pefson who has served in
such capacity within the previous two years;

2. investigation of the Governor, Lientenant Governor, or Attorney General of any
state or temtexy, or a judge or justice-of the highest court of any state or territory,
concemning an offense involving bribery, conflict of inferest, or extortion related to
the performance of official duties;

3. a party to the communication is int the custody of the Bureau of Prisons or the
United States Marshals Service or is being or has been afférded protection ir the
Witness Security Program; or

4. the Attomey General, the Deputy Attorney General, or an Assistant Attorney
Genéral has requested that the FBI obtain prior approval for the use of conaensual
monitoring in a specific investigation.

SPECIAL AGENT IN CHARGE: the Special Agent in Charge of an FBI field office
(including an Acting Special Agent in Charge), except that the functions authorized for
Special Agents in Charge by these Guidelines may also be exercised by the Assistant
Director in Charge or by any Special Agent in Charge designated by the; Assistant
Director in Charge in an FBI field office headed by an Assistant Difector, and by FBI
Headquarters officials designated by the Director of the FBL .

SPECIAL EVENTS MANAGEMENT: planningand conduct of public events or
activities whose chdracter inay make thei attractive targets for terrorist attack.
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STATE, LOCAL, OR TRIBAL: any state or territory of the United States or political
subdivision théreof, the District of Columbia, or Indian tribe.

THRYAT TO THE NATIONAL SECURITY:
1. international terrorism;

2. espionage and other intelligence activities, sabotage, and assassination, conducted
by, for, of on behalf of foréign powers, organizations, or persons;

3 foreign computer intrusion; and

4,  other matters determined by the Attomey General, consistent with Executive
Order 12333 or a successor order.

UNITED STATES: when used in a geographic sense, nieans all arcas under the territorial
sovereignty of the United Staies,

UNITED STATES PERSON:

Any of the following, but not including any association or corporation that is a foreign
power as defined in Subpait G.1.-3.;

L ahi individual who i$ a United States citizen or an alien lawfully admitted for
permanent residence;

2. an unincorporated-assoeiation substantially composed of individuals who are
Uhited States persons; or

3. - corporation incorporatéd in the United States:

In applying paragraph 2., if a group or arganization in the United States that is affiliated
with a foreign-based iinteniational organization opetates directly under the control of the
international organization and has no independent program or activitics in the United
States, the membership of the entire international organization shall be considered in
determining whether it is substantially composed of United States persons. If, however,
the U.S.-based group or ofganization has programs or activities separate from, or in
addition to, those directed by the intemational organization, only its membership in the
United States shall be considered in detertining whether it is substantially composed of.
United States persons. A classified directive provides further guidance concerning the
determination of United States person statiss.
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V.  USE: when used with respect to human sources, means obtaining information from,
tasking, or otherwise operating such sources. .

Date: 7// f/’ (4
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