National Security Investigatio
The FBI's Investigative Prior

DETE: 03-07-20.2

CLASSIFIED BT 63179 DIH/CLA
REE L4
ECLASSTRY ON: 03-07-2037

ALL INFORMATICN CONTAINED
HEREIN I3 UNCLAZRIFIED EXCEFT
WHERE SHIVW (THEERVISE

e

i
R
i

i
i
i

L
S

I e
e

G
...
=

ACLURMO050883

i

et

.

.

1 i

53

i

= 3

G
]

i

;
] e
ElEGEAES
iR
S
b
HE iR
e
=
£

.

-
o

(s

FBI1050395



B
it
R
e
S

e
e
e
i
Eaa

.
Wi
Enag

i

i -
S
e

=

o
-

o i
e MEen i
i e i

i i

L

e 0
Gamamm g i st

e
i

i
e
mE

e

1. Protect the United States from terrorist
attack.

2. Protect the United States against foreign
Intelligence operations and espionage.

. Protect the United States against cyber-based attacks and high-technology crimes.
. Combat public corruption at all levels.

. Protect civil rights.

. Combat transnational and national criminal organizations and enterprises.

. Combat major white-collar crime.

. Combat significant violent crime.

. Support federal, state, county, municipal, and international partners.

0. Upgrade technology to successfully perform the FBI's mission
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' )escribe the types of NSIs conducted by
-B

» Describe the components of the National
Security Branch

» Describe three levels of investigation
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FBI has primary jurisdiction over operations
the L

- Executive Order 12333: FBI is the primary
Clinthe US (Includes counterterrorism

- Presidential Decision Directive 39: FBI Is lead
in response to DT/WMD
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"+ Counterterrorism Division (CTD
» Counterintelligence Division (CD
+ Directorate of Intelligence (DI

+ Weapons of Mass Destruction Division
WMDD

o
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» Foreign Counterintelligence
- Foreign intelligence collection
- Espionage Criminal Investigations

o Terrorism
- Domestic Terrorism
- International Terrorism

» Foreign Intelligence Collection

SRR

b
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+ Counterintelligence - Information gathered and
activities conducted to protect against
espionage, sabotage, and other intelligence
activities conducted on behalf of foreign powers
or by international terrorists

+ Foreign Intelligence - Information related to the
capabilities, intentions, and activities of foreign
powers, organizations or persons, that does not
include counterintelligence except for
information on international terrorism matters.
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Prevent or neutralize the foreign acquisition of weapons

mass destruction (WMD) technology or equ

pmen

Prevent the penetration of the U.S.

Communi

R

Prevent the penetration of U.S. Government agencies or

contractors: and

Prevent the compromise of U.S. Critical

SE
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Section

Global Section

Section
Counterespionage Section
Administrative Section

Section

Section
Section
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* Human
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» Persona non Grata (PNG)
+ Criminal Prosecution

- Espionage Statute - Title 18, USC S79%4
- Economic Espionage Act
- Terrorism Statutes

- Any possible federal statute, including Title
18, USC S 1001

SEC
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» Volunteered to USSR
+ Long term investigation

* In 2000, a suspicious package identified |

+ 02/18/2001 |dentified making dead drop
and arrested

+ 07/06/2001 Pled guilty to 15 espionage
charges.

SE RN
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= A 56 year old veteran FBI employee

§ who received more than $1.4 million

years for the KGB/SVR. He pled
quilty to 15 counts of espionage-
related charges. Sentence: |
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v Lead law enforcement and domestic
ntelligence efforts to defeat terrorism

+ Eliminate terrorists' ability to operate so
people live without fear of terrorism
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0 detect, disrupt, and dismantle terrorist sleeper
cells in the United States before they act

» Toidentify and prevent acts of terrorism by
individuals with a terrorist agenda acting alone;

» Todetect, disrupt, and dismantle terrorist support
networks, including financial support networks;

+ To enhance our capability to quickly ascertain the
reliability, implications and details of terrorist threats
and to improve our capactty to disseminate threat-
related information to local, state, and federal
agencies, and to the private sector as needed: and

» To enhance our overall contribution to the USIC and
to senior policy makers in government by providing
timely and accurate in-depth analysis of the terroris
tbhrelat and other information of value on an on-going

asis. s
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ranking system based on the
following factors:
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Subject Matter Expert (SME
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Case Predication and Levels o

Investigation

SEC
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+ Assessments
» Preliminary Investigations
» Full Investigations

SE
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» Need to have an authorized purpose

» Cannot be based solely on First
Amendment Rights

31
FB1050421

ACLURMO050909



+ Type 1: Cover Investigative

* Type 2: Cover investigative

* Type 3: Ientify
* Type 4: Conduc
* Typed:
* Typed:

SE RN
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v Scenarios to use
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» Full Investigation = Pl + Corroboration
- CT Example:

SE ORN
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» Foreign Intelligence Collection

- Must be approved by SAC

- Conducted on the F

» Enterprise Operatio

- Investigate a Group
activity

~ Multiple subjects

G

1 Cases
for a coordinated criminal
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» Determined by MIOG (Manual of
nvestigative Operations and Guidelines)
and (NFIPM) National Foreign Intelligence
Policy Manual

b7E

Number

N\
Violation Field Office

Sub-violation

SE RN

39
FBI050429

ACLURMO050917



» Predication reviewed by SSA

» Opening Electronic Communication (EC
written

+ Assigned Case Number by SST (Support
Services Technician

» Opening communication(s) uploaded and
sent to HQ/file

SEC RN
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Mmt&. from Declagaify oo liza]

FEDERAL BUREAU OF INVESTIGATION

Fracadanca. EHOULIWE Late. 12/01/200R

Ta. 55:3;1‘55:5535;5';3;_@ Attn. Operational Zeckion/Unik

. 4333
To: Frn. otk
D|V|S|0n gi"nifn?”’ L poent, (aex] sxe-geas
| Approvad By
/ Iraftad By. Agent 't
Approval Line A Casa ID 4. 1) (Bending]
m__, Mtl (9
Case Title 2 e o
i1 Darivad fram. FBI BCG 43, Jan 1983

Daclasaify On.  [25 years fro date of BJ)

[Hote. Portion mark eqch paragreph, iocluding subperegtaphs,
baged on contant of tha porthon. The pertien maxkings showh 4o
thiz aeampla ara for Alluptrathzo enly.]

SynOpSiS: TO Open Eocleauta(s). ) Ihizg dzé twd &nclosuzes: (1) The Hoblce

' ' ' 4 Exafiple: /
investigation —— o

Fumstlir and (2) Electzonie gr thd  Junat
(oabed bl wiz amail saly

[Bpadited Raquasts: If & subiect needs taf

please call bo adwise the| Iﬁtiff; email @
completed the suppozting documentatian o
hnat mailbas at

the pezgon vow spoke o, copy the
ﬁnnd mazk the messEge wzgenkt, "Plesse Bapadifel”]
s mata tn Beclassity on 1w

ACLURMO5!

be
b7

Ly
g T~
=2 (T2

Declassification
Date

Enclosures

43
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Body of EC
Begins here

3epeC

To: Cow com:  Hew Yok
Re: (U] L2/0L/2008

Pralininary (ot Full] Iovastigaticn Initiated. 01/13/2003

Cataila. (3] MHew ¥ozk 15 opening Che capkioned Preliminazy
[Gz Full] Inweakigation . . .

[Wote: The aopening BC ghould be rich in defail, wheress the

razzabive in the Hollpg o o6 ghouid be oo wore fhan a
paragraph o1 fWs. Rriclude the followiig in Ehe

Migeellaneows figld: bhe cage agent’s name and 2477 santack

fiuibEz,
anid iﬁ}l’ tither Pﬂttiﬁﬁﬂt nformsbion. ]

Bredicakion foz Ehe [nwesbigabion

{4) Thiz geckien should deacziBe any Anwestigative aetiviky
cifduzted duzing & IMeeat Aggessnint which lad Eo the
initiation of the case and cleacly azbicelabe Che predication.

(U Pzgliminazy Inveabigations ek suthozizeéd, genezally

speaking, when theze la
indicating Ehat 3 theeat

() full Invesbigations sze subhosized, genezally apeaking.
when Ehick ack specif ; ;
believe Ehat a2 Ehreak

Iy The eireomabances on which the initiatian of & prelimdnacy
invesbigation oz full investligation may De baged are:

Options for
Predication

}(

ACLURMO050922
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Investigation
Initiated
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bR
To: Cowlgsieczondom _Brom: Hew York
He: (U L2/ 0L/ 2008

bIE

Bossihle Mexws Eo 3 Poredign Bower

(3] Thia wection @hould apecify EKhe Known or swapected fozedgn
fowiz.

Uy A& "fozelign powez” iu defined Su:

L. (Ul a fozedign goveznmenk oz any component Ehezsof,
whethez az nobt zezognized by the Unikted 3kates;

i. {1 & faction of @ foreign natlon oz nabiona. nok
aubstantially compoged of United 3kates peraon;

3. (U an enkiby Ehak is openly acknowledged by @

forelign govecamEnt - govesnmenta ba e direcked and
contzolled Dy such fozeign govksAGRnE Or govesnment;

i. Ul & growp engagiéd in intecnstional Eeccoclam oz
activities in prepacabion Ehecefoz;

3. (Ul & fozeign-baged polifieal orzganizabion. nok
aubsbantially composed of United 3tates pecson; oz

5. (U} an entify Ehat ia directed or controlled by a

foreign gowesnmient oz goveznmiknta.

Bechingnt J@nsibive Wabional Sebwcify MatLerd

(U} "Senaibive Mabianal Fecwciby Makbkbe:" o defined au:

i Ehzeat Eo ENg nabldndl S@Curziby Snwdlwing Ehd activikica of

)
1
x|

Ghould D2 Dzought L0 LRE aLLention OF FBL Aeadgquazieza and

other Depazkment of Juatice offieiala.

{UJIf theze ace nong kiown, Ehen aimply state: "There aze no
known @ensibive natianal securiby mattera.”

By

Sperc(_ 5
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To: Cownfgzbizzizdam Dgrtiz  New Yozk
He: () L2/01/2008

Frigwn Idenkificcs

fUl Tn edditson ko Ehe daks figlds i the Desccipbive Oaks
pockion of the BC nigczo, include all kaown identifiers about
the subject in Ehis seekion.

(U It i3 ordtical that &1 iofermetlon Da iodavaed

al

|Usama bin Laden"a
full name, foz esample, ia Ussma bin Mohammad bin
Ebdallah bin Ladeni

b
]
d)
€]
I)

K
i)
b7E

il
k)
1)

]
n)

Daacriptiva Data.

|

Subject identifiers

b7E

)&@
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Leads

2

Ia: CounbgzEeczizism  Promi: Hiw Yock
Re: [U]| L2/0L/2008

1BAT (3] .
Bat Laad 1. [Actisn)
COUNIE BIEREORL 234

ALl WASHINGETOW. DC

(8] [opezakional section/unit] i3 zequested to

provide notiee of Ehe dnitiabion of Ehig dnweaktigakion bo Ehe
DUJl |

Bat Laad I. [Aztizno)

COUNTERIERACRI 34

Al WASHINETOW. DC

- e

(3) [opezational secbion/uoit] Enn:din:tﬁD

D:a cegquized baged on infozmaktion in Dekbails, abowe.

Bat Laad 3. [Acztian]
COUNTERIBRRCHI 3

AL WASHINGTOW. DC

w | |

| i requested bo proce whdnh de hedni
subitabied i amall Bo the CHYETE Lo

add the suhjeck of Ehis case Eo thel

| |appropziate suppozted aystema.

Bat Laad 4. [Infa]

COUMIERIERRORL 3

AL WRSHINETOW. DC

—_—

() CI Analysis Seebion: Head and clear.

ACLURMO050925
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+Serial 1: Opening EC
Serial 2: for certain NSI cases, LHM

All other serials proceed from least to more
nvasive

All investigation must be documented to file

Each document given a serial number, written
on lower left corner.

Each document has at least one unique number.
combination of file number and serial number

SE RN
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Physical Surveillance (FISUR) log
National Security Letters (NSLs
Teletypes/Cables

Letternead Memorandums (LHMs
Mail cover (request and results

her government agencies results

A envelopes (FD-340
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Total Deleted Page{s) — 4
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