o
AGENDA

» ADMINISTRATIVE PAPERWORK

* LOGGING YOUR SESSION

* CAPTURING SCREEN SHOTS
o AVOIDING MISHAPS

* CHANGING YOUR IP ADDRESS

» DOCUMENTATION PROCESS

* ELSUR SUBMISSION

0000000000000

FBlUso0444




_SEerET

ADMINISTRATIVE PAPERWORK

~ * Prior to going operational, OCEs must complete
some administrative forms:

* FD-472: Telephone Device Consent

- * FD-473: Body Recorder/Transmitter Consent

* FD-759: Approval for Electronic Monitoring
Not Requiring a Court Order
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TELEPHONE DEVICE CONSENT

FDH72 e, 1492)
)
{Locsion) -
L OCE SYMBOL NUMBER ,
()
faddns)
autorize e Agets __a
, ofthe Federal
Busen of Tavestigztion, United States Department ofTustice, to:
X\ install a recording device o any telephone utilized by me for the purpose of
recording any telephone convessafions) I may bave with
JAME and others 2 yat unknown
(Name of Subject(s)) |
o of about and contining thereafer
(Dt o

S
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TELEPHONE DEVICE CONSENT

sttt st bea pty o any convration i over o oo et
tanversafion. I therefone agree ot o leave the recording equipment wnattended or fake any acfion which is
likely to sesulf in the recording of conversations to which [ am nof 2 party.

adlor to;

insall a Trap and Trace device in conjuncion with fhe appropiate
provider(s) of lectronic or wire communications sesviee andlor long
distance carmier for the purpose ofidentifying telephone aumbers fom

wiich inconting calls are placed fo telephone mumber TO BE DETERMINED.
Jovated 2t OCE LOCATION

which is used by me.
T hawe e this wx%ttm pemission fa the sbove-named Spectal Agents voluntanly, and
without threats or promises ofany kind,
_O_CE.SIM{;%L%LM_FMMB.EB_
Witnesses:
| CONTACT AGENT
ALTERNATE AGENT
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'BODY RECORDER/TRANSMITTER
CONSENT

D473 @, £140)
et
 fon)
1; OCE SYMBOL NUMBER |
(Rl
i) ’
hersby authorize . ad
. Specil Agents
ofthe Pedaﬁl Burea ofTnvestiation, United States Department ofTustios, o placea
X Body Recorder
on my person for thepamose of recording iy conversations
[Add:"To include electronic monitoring of e-mail, texting, instant messaging, blogging, posting, etc.”]
¥ Transmitter ' o
AT ,
Wt SUBJECT NAME 1R
‘ izt bjent)) b 1
and others 2 yet unknown which  enay bave o or about ad ».;%Q:;n:‘;@"
. L
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BODY RECORDERTRANSMITTER
CONSENT

with | SUBJECT NAME
PbaeofSubject)
and othéss 2 yet waknown which I siay have on o about ind

{ute)

contiming fheseafhes untif such time a either T revoke my pemission o the FBI teminaies the investigafion

 Thave given this writen permaiscion to the dbove pamed Special Agents voluntanly and
without threats or promises ofany kind, nderstand that [ must bea parly to any conversation in order fo
revord that convessation. I therefire agree nof o leave the recording equipment unattended or take any ofber
action whiclris Hkely to sesult in the recording of conversations to which [ am not a party.

OCE SYMBOL NUMBER
(Siguau)
Witnssses:
CONTACT AGENT
ALTERNATE AGENT
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- APPROVAL LEVEL FOR FD-759s

* The FD- 759 must be approved by
¢ SSA CDC, and ASAC

¢ Executed FD-759 must be Uploaded into case
file (sub-ELA)

* Verbal authority can be granted in emergencies
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 APPLICABILITY OF THE FD-759

» Canbe used for muttiple techhiques
* Cannot be used in multiple cases
* Each case must have its stand alone FD-759

* Special considerati'on to two-party states
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TWO-PARTY STATES

s Calfomia ~ * NewHampshire
* llinois ~ * Nevada

* Maryland * Pennsylvania

* Montana ~ * Washington State
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ELECTRONIC MONITORING NOT
REQUIRING A COURT ORDER

UNCLASSIFIED

N b b s A sl

FD-759 FEDERAL BUREAU OF INVESTIGATION
Revised Approval for Electronic Monitoring - Not Requiring a Court Order
03-07-2011 -
i . BACKGROUND INFORMATION,
TOh e e s | P L
B v (o @
M Insert tem .
From: e N
| )ML T
Add 04
Contacts o
Nama Last Namg, First Name 1 Search |

Enterﬁe Lastﬂame, Firsk Name and dlck tﬁe Seard: butten,

Phonet =

Squad: "
Maln Case Flet Cacesublle; THeleds -
A
»Case Fila 10

_CATEGORY OF ELECTRONIC HONITORING
b7E
Fﬁm‘l {ILASSIFICHIGN MARKINGS

@Unclassﬁ OConﬁdenbal OSecret.
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A
ELECTRONIC MONITORING NOT

_ FORMCIASSIFICATIONMARKINGS
{3) Undlassified. O(‘anﬂder'rﬁal (QSecret

Dismnaton ot R B s

[norora [ Jorcon [Jrouc []Ronm [7]ies [ jReLino] | Fiss

Caritral-matkings!

[Jrar[JreLTO

[ dt Classification Text {the first word. must match the overall eassificaton.)

INCLASSTFIED

Classification Authority:

Q) Perived From () Clsified By

L. Rgégch for-Propased Usé: ‘ o
Select... ;v}
Add Resson for Praposed Use

|4. Consarting Party: (1dentify GHLY on Field Office Copy)
Any required cansent form or agresment to testify will be

[unless 3 ¢onsenting padyis present,
|| Select... - v,

s S o s Sl VA v sl b SV dar b e e s 1 s s

abtained prior ty:monitoring, Monitoring will not be conducted | |

6, Duration of proposed use;’

REQUIRING A COURT ORDER

® For the duration of ifivestigation
(Including OIA for FBI employeas)
0 For 90 days
{OIA for CHS - renew every 90 days)

O Until

Bb. Check box if oral approval vas obtained,.A D ‘
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ELECTRONIC MONITORING NOT
REQUIRING A COURT ORDER

7, Lagal Review; Chiaf Division Counsal {COT)/Gffice of the General Counsel (OGC) cancurs that electranic surveillance. under
tha Facts of tha invastigation iz legal,

Check hox if oral approval was obtained, [ ]

Mameof Concuming COG/OGC: . ...
Last Name, First Name Search
 Enter the LastName, First Name and click the Search button. o

O AR L G ek MR S € A

Concurence Dates 3
id_Add Cuunsel

predjcation for which the electrnmc surveilance is requested and the qrcumihncgs in whlch the electfomc suwmllance will be

}”"’?’"’d}i " Tt T T Sl e T K RO S T S VT Tl R U s T B M sam w0 oh h z » PR S S PR Ao B PO T P{
Approval{Review:
10, 584 13. CDCOGC Concurrance
_ Date of Approvalt . Date of Concurrence: o
Signature: : . Signature: ‘ ' _
11, ASAC [If Applicabla) FBIHQ Approval ' B
Signature Dates 14, Unit Chigf {If Sensitive Circumstances Exist)
12, SAC (If Applicable) Signatura: Data; \ ;= 8
Signaturet Dates :
ACLURMO050943
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WHAT TIME IS IT?

ITIS ELSUR TIME

e
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l At
WHY ELSUR?

* MIOG 10-9.8.1

o All original medium (i.6., analog audio and video cassettes, compact
disks, and digital audio and video storage medium regardless of format),
will be placed in an FD-504a or FD-504b envelope, maintained as
evidence

* Included in he following original medium are recordings made under the
direction of the FBI, pursuant to Consent

* Ten calendar days rule

e
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_SEGRET:

ATE ELSUR SUBMISSION

* Details: ELSUR evidence on [Date], for case [Case file
number-ELA] was not submitted to the ELSUR
Operations Technician within the 10 day calendar rule,
due to [provide explanation]. The FD-504b Chain of
Custody-ELSUR Evidence/Medium Storage Envelope
was maintained in a secure location at all times.
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EVIDENCE DATA LOADING FORM

gf‘iﬁ ‘ FEDERAL BUREAU OF INVESTIGATION
QIS EVIDENCE DATA-LOADING FORM
S s s pnoty ot aelenoe e s Gt s, e o, oy it inis e e
fypes of evidence.
Type of Evidence beig sbmited: ' Waning - speci banding
X Genetal Bvidence O Freams [l Body Fhids 00 Other
01 Valuable Evidenee 0 Weapots O Whole Blood
O Bvidence Purchzee Money O Other [ Razmat
[ DruzPuidence O O Refigeration Elzm
Ocar ;\ /,
Caa I Tnlean&Chmmmeas;/\ Q
CASE FILE NUMBER f%ASE‘E \ ‘/7
Pussen Accpiing Brsdemce Dahogind - | / \ mﬁeqmd,f,"
CONTACT/ALTERNATE AGENT |  DATE REMOVE FROM,MEDIA ViMﬁ Rg ;EOEVIEHD FROM
Sourea fom whichevidense 2equired: o
{Person’s name(job fitle/company/address] ,

‘OCE SYMBOL NUMBER \,
AmidpmdDi;pasﬁion: K gde;xﬂ Taxpayer bnformation:
N/A M

Sealed By. [prived ame] /{m}c} fya{m]
foted Dol Valoe 77 oDy e Vagke
2 2, ,‘ “"ﬁ?
Cumpl&taﬁesﬂmhunn{ﬁxxﬁm& {# ‘ N
“OCE SYMB NUMBER” | W[!E COVERT SESSION DATED XX/XX/XXXX

ACLURMO050947

FBIUSU45Y




Seerel

c&mmm«amkﬁv IdenoeMediumiStoeage
FOA0b Rovdl708) BEG%Z

Encloswe: L‘lif inal [ Duplicste T Echanéed Originel
 Medium; Ma,gnamMaém IX] Czum aterigk [ Printed Material
Filed: CASEFILENUM?ER W_ | B I

| Cisehge,_ CASEAGENT m o m;amsw 1°fx )
%Sﬂmﬁmgﬁgﬂt”ﬂm@w —— COMACFAGENT e o i

. ' Cout A inmphﬁ mbﬂw‘" e e il
{1 Consensial Monitoring Intercept ﬂW{M&W)
S | wmﬁamm m mmuphmmwm o 4

0 Rmrﬂmgmfaﬁ lnmew ~ | |
[x] VolteerediSnbpoenaed ] Mediui< Mot Fsimm |
X Qs Type &f“lm‘mﬁmgﬂ%i‘fﬂ . ONUNE COVER

o Imamaptm

' MediamRenioved fmm Empmﬁssmammmw f%r?mmnmsm
Datsr wﬁwﬂmco i mjmgg s j Tm ?iMEWHEN (0 WASBURNED _—

g w— oy e

ssssmm e,

DRI ntraiil
——"

B Consensush iagsmzemengmaemw - O cowtAutorized: ziﬁtéyﬁ**?&eabug‘ Below
CTMGETUSRNAME o

MWQCEPERSONA sm—"s ”“”"”"“ M i R . i —— =

oy oot w ol

Ay T ov—— Sma———

Wtﬁdtmﬂy M e Mwwdﬂwmﬂy

R = .._v.mmm..

R MMW CONTACTAGENT_ L mmuw _comeruga
um, DATE SUBMIITED Fl"mﬁ, u L SUBMINS

WWM

: ﬂﬁﬂ%ﬂ!“ \ mm
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Mo Duplication Fees are charged for Deleted Page Information Sheet(s).

Total Deleted Page(s) ~ 37

Page
FPage
FPage
Page
FPage
Page
FPage
Fage
FPage
Page
FPage
Page
FPage
Page
FPage
FPage
Page
FPage
FPage
Page
FPage
FPage
FPage
FPage
FPage
Page
Page
Page
FPage
FPage
FPage
Page
FPage
Page
FPage
FPage
FPage

FEDERAL BEUREAT OF INWVESTIGATION
FOIP.A

DELETED PAGE INMFOEMATION SHEET

6 ~— Duplicate
13 ~bv7TE

14 ~ W7E

21 — Duplicate
22 ~ Duplicate
23 — Duplicate
24 — Duplicate
25 ~ Duplicate
2a ~ Duplicate
27 — Duplicate
28 — Duplicate
29 — Duplicate
30 ~ Duplicate
31 ~ Duplicate
32 ~ Duplicate
33 ~ Duplicate
34— Duplicate
3% ~ Duplicate
36 — Duplicate
37 — Duplicate
38 ~ Duplicate
39 — Duplicate
40 -~ Duplicate
41 ~ Duplicate
42 ~ Duplicate
43 ~ Duplicate
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45 ~ Duplicate
4a ~ Duplicate
47 ~ Duplicate
4E ~ Duplicate
49 —~ Duplicate
50 ~ Duplicate
51 ~ Duplicate
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