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IThe

following paper will lock at the FBIs use of intelligence

tn activities such asi

It hopes to help identify those elements that

are working well towards mission accomplishment and those

that could use Improvement The information used came from

discussions with analysts and agents and review at FBI

literature and database holdings
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the process of

aiticugh within the Bureau mast ci this

It responds to emerging
thr5 HHnntfFH tbrniiribl

This process has recently been imoroved with

_____________________an identity as well

as gaps in reporting that the field office is currently
and has little capability to report on and the

Identification can then be performed by the

or special agent

FBI State of Play

ci

Intelligence ts critical part cf every law enforcement

officers duties At its mast basic level Intelligence ts

us ingin rmyHn mO n1iri
TIhe

focus

Intelligence use ml

FBIs ical is to use bothi______
_jtc best use Bureau

byE

flAmcng the rcadblccks the Bureau has cverccme

tOtht5PO5lJj
the fundamental differences between

inc bureau is

prcceeding at pace tc create standard cf training
product development and operational purpose to build

culture of intelligence and cperatlcns working together to

clcse the gaps in cur national security

lb

worK is ccl

new guccecines that
lb/F
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Most recently the Bureau has further enhanced its

inteiligenoe function by creating three distinct career

paths tor intelligence Analysts IA which ailows tor

more taiiored training and deveiopmentai opportunities for

iAs It also allows the FBI to develop more IA suhjeot
matter expertise The three oareer paths Taotioal
Colleotion/Reporting and Strategio shouid aiso allow the

Bureau to identify trends in the IA workforce and

standardize the IA work roles

Organizationai and technioai challenges remain however in

achieving an efficient and manageable system oti

Fitterent

compiioated organizations/teams/initiatives are identified

below which the Bureau has stood up to help the Bureau

aohieve its goal These organizations/initiatives are also

subject to frequent name changes and reorganization which

further complicates understanding While all were developed
with some unique qualities they are unnecessarily numerous
often oontusing overlapping and time oonsuming Less may
be better What is needed is one corporate

solutton/protoool for the field and headquarters

Regional Intelligence Broup RIB
Developed to support Field Offices in their efforts to

Identify risks and threats and to develop an understanding

of how these risks and threats impact the region As
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emerging threats and trends that transcend Field Ottice

boundaries emerge the RIGs will facilitate awareness of

regional Field Ottice collection postures to identity

opportunities icr shared source expioitation

Geveioped to _____________________las single integrated

process to ensure sharing across program lines and to

enhanoe the collection evaluation production and

dissemination ci intelligence inicrmation Each iielh

office maintains hal Faohl

F.
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In addition the Bureaus IT system is not up to the task
The analyst and agent are burdened with having to acoess

numerous The Bureau oase fiie system
is not weii suited for topioa study or the discovery of

knowiedge Better data retention and sharing methods are

needed in many situations Bureau anaiyst or agent needs

training on searching technigues not to find the next

terrorist but simply to heip him/her iooate common case

information that isnTt at his/her ready disposai There is

no ready repository of institutionai knowledge from which

to draw This chaiienge is recognized and is being worked

on but again one corporate IT sniution is needed to avoid

the prcliferaticn of even mcre data bases that do not

communicate with each other

Training

B7F
exist

within the FBI and the Inteiligence Community These
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courses provide the Bureau with an excelient resource to

helm overcome some of the cha lenges outlined above The

statted and roiied out

targeting training to thi

which will be embedded in Hesdnusrters onerstionsi

divisions wili heip ensure

strategies by coilaborating with Inteiiigence Anaiysts lAs
in both the operationai divisions and the Directorate of

inteiiigences Dis Anaiysis Branch The more than two

weeks of rigorous classroom training included instruction

oni h7E

and key analytical and

technical tools

Based upon review of search of available courses for

FBI lAs the following training options may be considered

ot interest

A1 1frains

personnRl innRH1RtR1T cm Rxi sting tools and databases to

ensurel leads are missed ioE

Instructors use Cssehssed snnrnsch nd an overview of

tools databases capability

methodology for ata aggregation expioitation
B7E

Threat Identification andi__________________________ rains

personnel in advanced analytics and critical thinking to

enable analytical and operational elements of the FBI to

synthesize the sources of information taught in Data

Utilization towards operational outcomes and to educate

these elements in their defined work roles and to the

valueadded of working jointly nnrH cnn nnrnnlRtinn

Trsininn will inn1iiH FBI mdl

IBriefino Resuiti

Advanced Approaches to gritical Thinking Focuses on

the mechanics of intelligence analysis and provides hands
on practice at using the elements ot critical thinking and

tourteen specific technigues for analysis Students learn

how their biases prevent thorough analysis and the means

for compensating against those biases through structured

analytic technigues Classroom problems as well as

operation examples reinforce and help transter what is

learned into the operational environment final project
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developed by student teams completes the tormal

reguirements

ci

Inn Hili5 but Is not limited to submitting and

__________________Ifor anaiy niibmfrtnn mH tnnfrnn he

raw ntelligence tori__________________________________nlin intelligence on priority threat

tnnin RrHI mRrGPmRnt ccl to identify

tile review etc
at the squad and program levels

c-nTnrc fhn hcHnc of writing

___________________________ to inciude the identiiicaticn

cii from investigative and

land coordination ot

Fith FBIHQ counterparts

Reports Officer Training Intended for Intelligence

Analysts IA who will pertorm duties as Reports Otficer

RO Participants wiii learn about RO roles and

responsibilities the national reguirements structure and

collection requirements process what intelligence is and t7E

hcw tc discern intelligence information from uperaticnai
infer aticn receive training in Intellicerce Infcrmatinn

Repor _________________Ithe importance ci
iegai duLI1uLLb IIdL govern collection anc reporting The

course teaches students hew tc refine techniques Icr

writing various intelligence products including Division

specific Inteiiigence Infcrma inn PRnnnli T1tin Memos
Recuests for Information and liE

Frovides guidance

in
Ft dittering nationalities

Fundamentals _________________Teaches
fundamentals oj include doctrine tolls

prccesses and practicsi exercises

Sessicr1 1am at Ccliecticn

Management Teamj Rmhehdeci Ttsj Cli

IAs Inciudes understanj reading
to the development of Target Collection Plans and basic

source targeting
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lb

was devetoped to enhance cotlaboration within the lb
Through roteplay scenarios this sixweek oourse teaohes

partioipants about the cababilities and iegai authorities

of IC agenoies land the skills needed to

work together white collecting this intelligence in

domestIc environment

Teaohes Identification

of ____________________kith the placement and access to till

inteiilgence gaps when existing sources are Inadeguate
InapproprIate or nonexistent

Discusses the process of source
IHqIdentIfication Reviews hst

methodology process and

Nj Il7hIs course

introduces different_perspective and guidance in

It places emphasis on the

lof reference The ultimate

goal of this course is to illustrate how tol

and use It to prevent
terrorist attack

Communication

Good analysts can adjust their methodology and research

approach to address the needs of their customer however
the analyst must be able to communicate with the operator
to understand the operators endgoals and viceversa
Analysts and Agents should brief each other on their

capabilities lay out theIr intended analytical or

operational course of action That brief should be used as

platform for fostering communication on how the analysis
can drive the operation/investigation and what the ops
officer expects from the analytical plan operational

objectives The interaction can be conducted in formal

cc informal manner

It is Important that the agent understand what targeting

can and cannot do Targeting cannot identify sources with

FBI sponsored
six week training course designed to provide advanced

knowledge ofl
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certainty Much of the analysis on

access and vulnerability is based on individual pieces of

information identified by an analyst While an analyst may
learn thafi Folds particular position

and has contact with case subjects and therefore concludes

that the potential source has direct access this does not

mean that they definitively have that aooess That likely
can only be proven once an agent uses the tools available

to them Targeting instead narrows the field and makes

analytical judgments based on information available to an

analyst

7E

In addition to analyst/agent oommunioation both the ___________
L1hHb mrfh bmiise important elements

necessary to the1 should be involved in

hould be collaborated

and ooordinated with to ensure that threats are properly

understood and covered Anyone else with relevant

information should also be involved Furthermore
coordination with the relevant sguad should also take

piaoe Working together hr cm hccf develop plan that

will outline where and how an be developed or

where and nt tbr nmcrrnc tbcmt Thfi plan provides
baseiine fo _________________________________ hioh oan then be

performed or special

agent

Products/Results

The problems posed by the limited menu of products
available for conveying FBI analysis has been evident for

some time Intelligence Assessment and Bulletin formats

have not tent themselves to speoifio reguirements and have

been improperly adapted to host of newer products such as

Domain Assessments

hat formed early in 2009 looked at

rrriisueo noe ong its other tasks
The reoommendafion of as that the various

format and informal FBI finished produofs should be

encompassed in Five Families of products Each family

oovers broad funofional purpose while subproduots detail

specific mission reguirements with specific audiences

The new families of products are designed to provide FBI

analysts with greater range of analytio products

B7E

FBI052281

ACLURM052769



Analysts will be able to select the product type that best

suits particular requirement and particular audience
The tamily concept also lends ttsett to the adoption ot

tuture product types to address requirements unrecognized

at present

Former Products

Convey analytic conclusions based on coirgrehensive

analysis answers one main intelligence question

Intelligence Bulletins

FficthlicthL new develonrrenfts trends

Assess known or potential terrorist threats to an

event

Situational Information Reports
Disseminate relevant localized to state
local law enforcement produced

Letterhead Memoranda

Respond to official requests other case specific

77 .C .C

175

Intelligence Assessment IA
Intelligence Study

Weekly Intellicence Rencrts WIR
F._______________________________G._____
to me uciiecicn danagers disposal when confronted

with new or emerging threat identified by the Domain

Manager or threat that had not previously beer iinMratnn

It nrcvides theI Itith the ability to develop ___________
Ito report immediately on Ih7s

The Five Families ct Products

Intelligence Studies

Intelltgence Assessments

Intelligence Bulletins

Intelligence Memos

Intelligence Motes

Intelligence Studies
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comprehensive analytical works on on intelligence topic or

threat of some significance These products are mainly

intended to convey as thoroughiy as possible the FBIs
understanding ot this topic/threat to date
Subproducts

Intelligence Threat Study comprehensive analysis of

major topic/threat with an accompanying outlook for

future trends and actions Intended for dissemination to

ext rn ii

2.1 similar to the Intelligence

Threat Study but restricted to FBI internal dissemination
Contains Hf include case numbers and more

h7E
detailed well as operational measures

taken
Case Study an indepth historical analysis of select

cases whose unigue features would benefit and add to the

knowledge of FBI agents and analysts for current and future

investigations Such studi rnii1H nTRnRraliy be initiated

and would 1st so FBI sndieoce
_____________ t7E

Takes the place oi the

due to its more comprehensive nature uomain aecrion

at FBIBQ retains respons content approval
and dissemination of the

ana su pro uu see mg answer one primary

intelligence question about IMuch less

thorough than study assessments will have singular
focus and concentrate analysis on one main line
Su rrnHiicag

Iserves our external cutnnir
primarily by providing an analytic picture of some

intention for which the FBI and/or other

ageiiurea ave collected related intelligence on The

analysis in the assessment focuses on addressing what the

related reporting likely means why it is important to our

customers and what b7E
This nuanced version of the

Luuns aL aLL ationsi

through the le very
often hypothetical in nature thi Iseeks

to provide our customers with likely threat intentions
motivstinns snd ontents1 tsroets or opportunities
3.1 lexamines specific adversary

-bE

usually state actors efforts to ohtsn senstve or

protected US teuhnolopy in order

lother advanced US technology
While highlighting the technology involved and its
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importance or application the focus of the assessment is

on the threat and their efforts to obtain the technology
be produced at

laLr CJd wiiri IIFRIuiy is vailable to the

FBI the
_________________________________

will emphasize

graphic tools imagery diagrams and datalinks to convey
its analytic message to the reader This assessment will

exist principally in virtual format rather than hard
copy macer format

__________________________________generally produced in 571

the held to assess the risks posed by terrorists to hIgh-

profile popularlyattended events Such events include

college or professional sports championship games large

political rallies and major community celebrations or

festivals They are produced for event organizers local BE

and appropriate USC agencies

Intelligence Bulletins

convey briefer and generally more timely analysis to our

customers Reliant on far less source reporting than an

assessment the bulletin will seek to point more to newly

emerging trend or condition rather than analyze threat

operation in detail

Sub-products

Intelligence Bulletin provides customers with brief

analysis of recent reporting on an FBIrelevant threat or

topic Relies on little but very current reporting which

suggests new trend or change in threat behavior whose

potential importance reguires more immediate dissemination

than lengthier assessment would permit Generally
directed at external customers

PBSFBI Joint Bulletin already existing primarily to

alert tE and first responders to potential terrorist

threats Almost always unclassified due to its audience
this bulletin possesses little analysis and serves more as

warning or alert document than as an analytic

intelligence product
Technical Analysis Bulletin designed to afford the FBI

to provide relevant subject matter experts with technical

analysis of some weapon eguipment device or information

application The emphasis in the Technical Analysis

Bulletin is on the technology and its importance and

characteristics not on the threat who may be employing it
Notes and Perspectives an amalgam of short topically

related items produced for the broad awareness of the

targeted audience Each item should include brief

analysis of its meaning but fall short of that which might
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be found in an assessment or bulletin Each of the several

items relies on very little underlying reporting May be

produced by Fieid Office tor its iocai partners

Inteilioenoe Notes

used to
al Fature between

investigative and case support/case management entities
Notes are disseminated only wifhn ao OPT mH
shared with external agenoies ofes

offer he ailed information regarding specifiol

Spb-oroduots

managed under the guidance of

un the Direotorate of Intelligenoe who

is ftc nrononenf toe formaf oiiih noe and approval
21 To be used as speoiflo

vehicle for recording personal data on subjects of FBI

InvestIgatIons only This Is an infernally used and
HmH10H oduot and subjeof to all of the lImitations in

Fn collecting Informaflon on US persons

P7

Intelligenoe Memos

used as textbased briefing or Informationsharing products

generally for more senior management officials Due to the

brevity of the memo much of the underlying reporting and

analysis will have been oondensed In order to provide the

audience with an essential understanding of the threat and

aotions taken by or proposed by the FBI to oounfer the

threat

Sub-products

Presidential Decision Briefs/National Threat

Briefs/Spear Existing high-level briefing tools these

produots fall under the memo family as they are briefings
The Executive Intelligence Support Unit in the Directorate

of Inteiligenoe has proponenoy for the format approval and

Wssemirstior of all fhree of fhese or duct types

21
roduoed from

vdrIcLy LJf iIfI1L tkbLkiC ml fsurting
un the Direoforafe of Infeliigenoe has

proponency mr the format approval and dissemination of

Letterhead Memorandum used to send information to law

enforcement and intelligence community partners Unlike

assessments and bulletins LHMs do not contain

reoommendations or oonoluslons

fe

lb
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Needed Improvements

In addition to the reoommendations made above disoussions

with Subj cot Matter Experts from FFIHQS and the Field has

produoed the below list of snggested changes/improvements

that have the potential to help the Eurean towards its

goal oti

prooess to ooiieot and analyze intormation to

search tar future threats Currently need to tie it

to specifio or rumored threat to legally

colleot/analyze the information
More people of all disoiplines in every Field Offioe
Profoools to prevent or limit leadership from pulling

offioers from their assigned duties In the field
lAs espeolally suffer from lack of foous beoause

they are pulled from their operational analysis

duties Operational analysts need to be dedioated to

the same subjeot for 45 years
Improved business prooess so that analysts

routinely get feedbaok from the oonsumer of their

work as to its usefulness
Enhanoed ability to find and exploit infelligenoe
within the FBIs own databases to ensure that we know

what we know
An ability to retain pertinent oase and analytio

information inoluding finished intelligence in

collaborative environment whioh will allow finding
and using what information has already been oollected

analyzed and produoed or is in the prooess The

ability to tag and pair up related pieces of raw data

so that work doesnt have to be done again sharing
environment that contains the narrative of the

operational environment and encourages the constant

maintenance of understanding of that picture
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