
FBI054581
-~--~--- ACLURM055064



FBI054582

------------~------------~~·----~---------------

~~~0228. 
. Fundamental Elements: Technical Competencies · 

ALL FBI IlJFOPJ!ATION CONTJ;!~l'ED 

HEREm IS illiCLi!.SSIFIED 
Dil.TE Ol-lZ~20l2 BY 6.5179 DUH/STT.J 

(U) FUNDAMENTAL ELEMENTS Of THE 
COUNTERINTELLIGENCE DISCIPLINE 

VOLUME 2 

TECHNICAL COMPETENCIES FOR 
COUNTERINTELLIGENCE FUNCTIONS 

OFFICE OF THE NATIONAL COUNTERINTELLIGENCE EXECUTIVE 

NATIONAL COUNTERINTELUGENCE INSTITUTE 

August 1, 2007 

ACLURM055065



FBI054583

------------------------------~-------·~-------------

Fundamental Elements: Technical Competencies 

(U) TABLE OF CONTENTS 
{U) EXECUTIVE SUlvfiVfARY ...................................................................................................... 3 

(U) BACKGROuND .t\.t"'\ID RATIONALE ........................................................................ : ........... 6 

(lJ) ~TIIODOLOGJ -~~ ... ~ ............ ~ .......... ~~ ........ ~~.,tt• .. 1~-~~,~t ... •··~"""r1'-t .. ""''tt1••· .. ·~-······ .. ,4 ........ ~ .... ,, ....... , ..... ~, ......... , ....... 6 

(ll) OVERVIEW OF THE RESEARCH PL1\N ........................................................................ 6 
· (U) CONDUCTING T1ffi RESEARCH ..................................................................................... 7 

(1J) LITERA'TURE RE\TIE\V ........................................... , ............................................................ 10 

(U) HISTORICAL BA.CKGROUND ....................................................................................... 10 
(tJ) P1\.ST EFFORTS ................................................................................................................. 10 

(tJ) RESULTS A.ND 90NCLUSIONS ........................................................................................ 11 

(U) PREP .ARING _t\NAL YSTS VllTHIN THE CI DISCIPLINE .......... " ................................ 11 
Technical Competencies for CI Analysts .......................... ,,., ................................................ 12 

(U) PREPARING OPERATORS and COLLECTORS \\lJTHIN the CI DISCIPLINE ........... 13 
(U) Technical Competencies for CI Operators ..................................................................... 14 

(U) PREPARING INVESTIGATORS \VITHIN THE CI DISCIPLIN"E ................................. 14 
(U) Technical Competencies for CI Investigators ................................................................ 15 

(U) C0111v1ENT.<\RY ..................... " ................................................................................. :··· ........ 16 

APPENDIX 1 ................................................................... , ............................................................ 19 

(U) TECHNICAL CO:tv.IPETENCIES - CI A.t'\IAL YSTS ......................................................... 19 
(U) TECHNICAL COMPETENCIES~ CI OPERATORS Al'ID COLLECTORS .................. 21 
(U) TECI-il'·fiCAL COlvfPETENCIES- Cl INVESTIGATORS ................. , ............................ 23 

.i\P"PENDIX 2 ~~ ... J ....... ~~ ..... ,, ......... , .. , ........ , ............... ~ ............... " ...... ++••··~· ... 1 ...... - ................ r .................. ~ ................... ~ ..................... 26 

(U) TECHNICAL COMPETENCIES and Kl~OWLEDGE, SKILLS, and i\.BILITIES~ 
A...N~ YSTS ................... ; ....... '" ....................................... :. ........... .l .... ~.~--~· .......................... "''!!"·"·•t• ........ ~ ................................... 26 
(U) TECHNIC.'\L COlv1PETENCIES and KNOVlLEDGE, SKILLS~ and ABILITIES-
OPERATORS and COLLECTORS .......................................................................................... 31 
(U) TECHNICAL COI\.1PETENCIES and KNO\VLEDGE, SKILLS~ and ABILITIES~ 
TI:-.1VESTIGATORS ................................................................................................................... 36 

LIST OF SOlJ""RCES ................................................................................................ : ...................... 44 

........ -·~--~--------- -----ACLURM055066



FBI054584

~~//203 ?28 

Fundamental Elem.ents: Tech.nicPJ Competencies 

(U) EXECUTIVE SUMMARY 
(l.J) This is the second volume of the Counterintelligence (Cl) Competency Study 

prepared by the Office of the Nationa[ Counterintelligence Executive (ONCIX). The Universal 

Competencies published in volume 1 (January 2006) provided the competencies necessary for all 

CI practitioners to peribnn CI activities at the foundational level (levell) for all CI functions. 

The Technical Cornpetenciespresented in volume 2 provide the second level of core 

competencies that .are requisite for CI practitioners to perform their activities ,,.ithin specific · 

functions. The results presented in this new volume do not incorporate the co~lusions and 

competencies already p~·esented in volume 1 since they are the foundational (levell) 

competencies for all CI practitioners. For example, competencies that are covered in volume 1, 

such as Written Conmnm.ications, do not appem· in each of tbe functions presented in this 

volume. Instead~ the competencies listed in volume 2 are those suppolted by the set of 

knowledge, skills, and abilities required to peribrm specific functions of the CI discipline (level 

2). Together, voh1mes 1 and 2 rep1·esent the"core competencies for the CI mission throughout the 

CI enterprise. 

(U) In intervie•vs conducted for this si.Ttdy, the researchers determined there are four main 

CI functions among the agencies h1 the CI Community-analysis, ulVestigations7 collection,. and 

operations. Analysis of the data related to each function suggests fuat> while fue compete~cies 

for analysis, investigations, and operations were clearly different, the ccmpetencies ±br 

operations a.ti.d collection were virtually identical. Both the operations and collection functions 

collect infom1ation through human sources, whether through a low-level source operation or an 

offensive counterintelligence operation. Hmveve~·. the difference beh¥een coUection and 

operations :is in the ho\v the collected intbrmation is used (application). Smce the competencies 

related to the conduct of both ftu1ctions are identical, the two functions are presented together in 

this report. 

(U) This volume was distributed to the members of the Counterintell.igence 

Pro±essionaiization Steering Committee for their review and comment. Although not all 
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agencies r-esponded v,ith comments, all had tl1e opportunicy.· to do so. lt was apparent from the 

conlillems that differences in lexicon among CI agencies jnhi bi~ to some degree~ the 

understanping of what is meant ;,vhen nsing common CI temUn.ology. For example. wlmt one 

agency labels a cqunterespionage inve.stigation is labeled a counterintelligence investigation in 

another. A common lexicon ofkey CI ten11s is r.,eeded to limit confusion inside and outside the 

community and \Viii be addressed in the f11ture by ONCIX. 

(Ul Although lexicon issues must be addresse~ the results of the competency study 

presented in this vohune still have the· potential to influence not only improved interoperability 

among the agencies of the conmmnlty, but also to create better interaction and synergy among 

the functions of CL Specifically, it is important for CI practitioners to understand enough about 

all the functions of CI to be able to recognize the potential synergy that can be created by 

leveraging all functiom.l capabilities for the benefit of the outcome of an operation or 

investigation. For example, it.)s important for operators, .collectors) and investigators to know 

enough about analysis to recognize the hnportanee of using professional analysts to enhance 

their operation or investigation. Like..,vise, analysts need to understand enough about how 

operaLi.ons and investigations are conducted to recognize where their analytical talents ca.11 be 

ro.ost beneficial. Conunents 1n both the study interviews and the coordination process indicated a 

requirement for betrer communicy~wide apprec.iation on this point. This issue is partly addressed 

in this volume by some competencies sharing commonality across the technical functions. 

Highlighting tlus cow .. monality and interdependence across the Cl functions advances the desired 

shift to enc.ourage greater synergy among CI functions. 

(U) ONCIX: \Vilt use the nvo c.ompetency study volumes to build a set of core training 

standards fur the CI Community. These core standards \v'ill be applied across the CI Cmnmunity 

at the universal foundatio.nallevel (l.evell) and functional levels (level2) ofCI; however, they 

\•,1lluot include those actlvides.unique to an agency,s n~ission. Once the standards are 

developed. coordinated~ and published, ONCIX '"ill implement a process of peer evaluation to 

detertt'rine if the training activities within the community are meeting these core siandards. The 

universal and technical competencies \Vill also be used to design a CI career development model 
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to professionalize the CI cadre. ·nus model \vill provide ihe foundation for career tracks and 

professional development programs in the CI Commtu1ity that v.-1.11 enhance the overall capability 

of the· community. Common competencies and core training standards ?<ill provide the basis for 

h1creased interope~·ability among the agencies of the community by increasmg the flexibility and 

effectiveness of the overcJl enterprise and eliminating gaps in capabilities bet\veen agercies with 

difterent missions and constituencies. 
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(U) BACKGROUND AND RATIONALE 
(U) Tllis report reinforces and amplifies the flndi•·1gs of Volume 1, Fulldamental 

Elements of the Counterintelligence Discipline~ Janua..ry 2006. Volume 1 WllS a.'l initial 

response to the Presidential and legislative tasking of the Office ofthe National 

Counterintelligence Executive (ONCLX) to develop.policies and standards for training ar1d 

professional de·velopment of the counterintelligence (CI) ·~vor.k:f.?rce. AJthough volume 1 foct"l!led 

on those competencies required of all CI personnel in all agencies and :functional areas 

(foundationallevell), vohnne 2 reftnes the previous findings by identif~ling the technical 

-competencies (level 2) required of personnel working within each func1ional area of CI (analysis, 

investigations~ operations, and collection), tegardle.ss '.vhichagency performs tJ.1e function. As 

})revlously stated in volUJne 1 ,. each agency "?till have distinct competencies required to meet their 

specific mission requirements. This study is designed to provide the. groundwork for additional 

competency research vvithin each agency of the CI Community to identizy agenJ;:-y;-specific 

competencies. The competencies identified in the t"NO voltm1es of this study will be the 

±oundation for CI Community training st.wdards to be developed in 2007. 

(U) METHODOLOGY 
(U) OVERVlEW OF THE RESEARCH PlAN 

(U) The data used for determ:hring the co111petencies for volume 2 wel'e drav .. n from the 

same study interviews that provided the data for the contpetencies in volume 1. Also, the analytic 

methodology used to reach those conclusions was replicated to ide11tify the technical 

competencies in this second volume. Nevl spreadshe.ers we.r:e designed to perform the identical . 

mapping process as follm.ved for the Universal Core Competencies in volume 1, but interviews 

\vcre isolated by specific function m1d then collected data was ru~alyzed as previously described 

in volume l. 
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(U) CONDUCTING THE RESEARCH 

(U) No additional research or data collection was initiated for this phase of the study. In 

the initial data collection phase for volume 1, Universal Core Competencies, the interview 

records · .. vere written to allow for additional review and data extraction for examination and 

analysis of technical competencies into discl-ete CI functions. This process allowed for the best 

possible consistency in the data analysis. For complete details on the research process for the 

entire study, please refer to volume 1, page 16. 

(ll) Mapping Knowledge, Skills, and Abilities (KSA) to Tasks 

(U) The researchers reviewed each interview/focus group transcript to concentrate on 

those tasks that were specific to the interviewee's functional area of expertise. These tasks were 

listed dovv·n the 'y• axis of the spreadsheet (first column) v;hile the knowledge, skills, abilities, 

and traits 1.vere listed on the ''x"'' axis (first row). A separate \Vorksheet v,'a.S constructed for each 

agency in. which interviews were conducted .. and an aggregate/total worksheet consolidated t11e 

results from all spreedshe.ets. The results of the '"'orksheets were aggregated,. and the 25 lllOSt· 

frequent KSA responses were identified. Bach KSA Lh.en was given a ~~universality test" in 

which the re,searchers detenrrined if there were responses for that particular KSA from at least 

five different agencies. If there were, the KSA \Vas co.nsidered to support a universal 

compete.ncy for that function. 

(tJ) Mnpping Competencies to KK.\8 

(U) Next, the researchers examined the results of the "K.SA to Tasks'., spreadsheet to 

pinpoint competency categories for the l<SAs. Each cell in each individual agency spreadsheet 

was reviewed to determine the taskJKSA cells that appeared in the majority of agencies. 

Because of the small sample size, the researchers cofl_sidered responses from five of the seven 

agencies to be an .indication that a particular KSA should be considered universal across the CI 

l 
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Community. The researchers then identified potential competency categories from the following 

sources: 

• DIA Production Career Service Program; Core Competencies Guide for Analysts. May 

2000. 

• Joint Military Intelligence College, Intelligence Essentials for Everyone, Occasional 

Paper Number Six, June 1999. 

• Intelligence Community Training and Education Board, Standards Descriptions, IC 

Working Group on General Analysis Standards for Trainin& Education, and Career 

Development, 20 December 2005.j ._b_3 _ ____. 

• ODNI-developed IC Analytic Competency Framework, 2006. 

• Draft FBI National Security Branch Agent Career Path, Counterinl.elligmce Subprogram 

Developmental Plan Requirements, 4 December 2006. 

In cases where competencies \Vere not evident from these so:urces, the research.et·s developed an 

appropriate competency category and description. A complete list of competencies for each 

ihnction appears at the end of the section for each function.. and a table of competency labels and 

descriptions for each functional area appears at Appendix 1 of this rep9rt. 

(U) The reseatohers then created a new spreadsheet for each functional area that listed 

competencies across the "x,, axis and KSAs on the cy, axis. Again, each competency was 

mapped to the applicable KSA by asking the questions: 

• Is this competency requked to know ? 

• Is this competency required to have the skill to ? 

• Is this competency required to be able to ? 

~~~ 
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For each cell \vhe1·e the answer to one of the above questions Wa;:l "yes'' a wue of~~P' was 

placed in the cell. Appendix 2 provides a complete listing of each competency and the KSAs 

that support it for each functional area. 

(D) Mapping Competencies to Tasks 

(U) TI1e researchers mapped each competency to the tasks asso<;:iated with each specific 

function. Separate spreadsheets were developed for each functional area. The competencies 

were displayed across the "xn axis (first :rmv), and tlte tasks specific to the filllctional area '~vere 

listed on the «y" axis (f1rst column). Each cell was then evai.uated to detennine if each specific 

COmpetency rtlapped !0 each SpeCifiC task by asking the question: HIS thiS COmpetency required tO 

do ?'' Vlhere the ansv•er to this question was ,._yes," a value of•'l" ;,vas placed in 

tf...at ce11 to indicate the competency mappe<i to that task 
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(U) LITERATURE REVIEW 
(U} HISTORlCAL BACKGROUND 

(U) The review of historical literature from volume 1 of this study applies equally to 

volume 2. Review of human resources and human capital documents previously mentioned 

provided insight into teclmica.ll:!ompetencies for each function across various CI Community 

agencies. 

(U) PAST EFFORTS 

{U) Depending on the specific cr function~ previous efforts to identifY competencies 

within related intelligence disciplines ranged from numerous to nonexistent For example, 

several Intelligence Community (IC) and Department ofDeferi!le (DoD) efforts to identi:fy 

competencies fox analysts that we.re useful in this study. E.xample.s include the IC's report on 

analyiic competencies published by the Intelligence Community Analytic Training and 

Education Council (IC.ATEC) in Standards Descriptions -1CTEC Working Group on Standards 

for the Training, Education, and Career Development of JC Analysts. August 18, 2005 draft 

version, and Core Competencies Guide for Analysts, DL.<\ Production Career Service Program. 

Ivfay 2000. Additionally, some of the work done by t1J.e Federal Bureau oflnvestigation (FBJ) to 

build career paths for the Cmmterintelligence. S11bprobrram of the National Security Branch was 

useful in deriving investigations competencies. The Central Intelligence Agency's (CIA) 

performance standards for CI officers and CL'\ inspectors, investigators, and grleva.'~'we officers 

also provided some competency categories. Very little relevant work exists for CI operations 

competencies. T.bere were, however, .relevant perfonnance elements on the CLA. human 

resources site for DO Operations Officers and Collection Management that were adapted fo~· use 

in this study. 
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(U) RESULTS AND CONCLUSIONS 

(U) PREPARING ANALYSTS WlTHIN THE Cl DISCIPLINE 

(U) Intervie\vs with CI analysts revealed a commonly held viev.• that all proficient 

analysts share the same competencies regardkss of their discipline. The rationale ;,vas that 

mastery of conunon competencies is required to perfom1 any analytical task in a professional 

manner-whether the analyst is dealing with cr. ru.1other IC-re1ated discipline; or securities in the· 

fmancial markets. Common among the interviewed CI analysts is the vie-;,vtbat analysis is til;lir 

profession and the disciplines v.1thin the taxonomy of the analytic profession are the va..rious 

··mTs" they support. 

(U) ExawJnationofthe CI m:alyst interview,.· data across all tht;; agenc.ies suggests 

considerable agreement on these views. The competencies listed below capture the KSAs and 

tasks required to pe.rfonn CI analysis and illustr.ate the impmtance placed on the ability to 

conduct research, apply analytic techniques and tradecraft, and produce intelligence. For the 

majority of the analysis currently being per.tormed '1-v'ithin the CI Comm.unh.y, the sante 

competencies identified in previous intelligence ai<alyst competency studies also pertained to CL 

By developing the same competencies in its CI analysts as those developed in anal.ysts of other 

intellige-nce disciplines, CI vvil! benefit from the common IC language and methods and enhance 

the credibility of its intelligence prodticts. However) tills approach argues for comprehensive 

professional development of analysts f9r a discrete pro:fession as opposed to building an . 

analytical cadre from individuals who were tramed in different fields such as operations~ 

· investigations, or administration. In some agencies~ robust training and professional 

development exists for the analysts. In other agencies, considerable progress must be made to 

ensure analysts receive the traini.pg and development needed to keep pace v.rith tlteir peers in 

other agen~ies as 1.vell as ~.:vlth the threats posed by our adversaries. 
,"::' 

(U) One .aspect. of the CI mission that separates ir from 1he rest of the IC~ however~ is that 

the Cl mission supports not only the intelligence but also law enforcement. While other analysts 
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\'toithil1 the IC support human. inte~ligence operations, and these competencies ca..!l support CI 

source operations as wen, it is the support tl1at analysts cai\ and should provide to CI 

investigations .specifically~ that .sets the CI discipline. and the analytic support to it, apart :from 

the rest oftheiC. 

(1J) The researche.rs' review of previous efforts to describe analytic competencies ;,-..oithin 

the lC disclosed a g~neral focus on intelligence production with little distinction between 

strategic production and support to more tactical,. level intelligence operations and i11vestigations 

provided by CI analysis. In the course of the intervievv'S, the researchers also found a need \vithln 

the CI Community for more direct involvement of analysts in operations and, more import?JJ.t, 
' 

the investigations conducted within those agencies. For this reason, the researchers sav,r the need 

for a competency not addre~sed in previous or current competency efforts-one that v;..·otdd . 

provide the CI analyst 'iVith an understanding of techniques and perspective in CI investigations 

that would provide better direct support to CI activities. The competency ~~ct Operational 

Techniques and Perspective" requires llie analyst to know enough about how CI operations and 

investigations are conducted to tailor analytic support to those specffic activities. This 

competency suggests a need for comblne(l trai!ling \Vith investigators and operators so all 

functional experts ·v..:it.~in the CI discipline gain an. appreciation for how each function ean 

complement and support the other, thus creating a synergistic benefit not always realized in the 

past. 

(L~J The functional competencies for CI analysts are listed below. A more detailed 

description of these competencies is in Appendix 1: 

Technical Competencies for Cl Analyets 
Collection Systems and Operations 

Organizational Culture 

Target Knowledge and Expertise 

Cl Operational Tech.Diques and Perspective 

Analytic Mindset 

Information Ordering 
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Information Gathering and Assessing 

Pattem Recognition 

Analytic Tools and Methods 

Enterprise Perspective 

Customer Operations and Requirements 

Fnndantent.'il Elements; Teclmical Competenci~s 

(U) PREPARING OPERA TORS and COLLECTORS WITHIN the Cl 
DISCJPLINE 

l 
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(U) Technical Competencies for Cl Operators 
Recmitfng 

Handling and Evaluating Assets 

Reporting and Dissemination 

Intelligence Collection 

i'ui.alyzing Operational Information 

Target Knowledge 

Operational Guidelines 

Operational Art 

(U) PREPARING INVESTIGATORS WITHIN THE Cl OISClPUNE 

(U) The investigation funclion differentiate;s CI fi:orn other intelligence disciplines. 

Because ofthe law enforcement component .inherent in all counterintelligence investigations, 

there js significant overlap betv.reen CI and law enforcement. However. in exantini.ng the 

investigation function in more detail> it is. apparent that there are many KSAs a.nd tasks that, 

while similar to those of other criminal investigative KSAs, still req_uire a significant degree of 

sl)bject matter and intelligence tradecraft expertise that is not required to conduct a crimh"lal 

investigation. For that reason, it ntakes sense that investigations be considered as a function of 

CI rather than exclusively as a function of Ia·w e.r.forcement This is the single aspect of CI that 

is most misrn1derstood \\'itWn the IC. 

(U) Although the investigation ftu1ction has its own competencies, it also incorporates 

many of the competencies of the other functions ofCL A counterespionage investigation 

requires a mature understanding of investigative processes and procedures, as well as a certain 

de,&rree of subject matter expertise of the foreign intelligence service that is the target of the. 

investigation. Atso inherent in thls process is a significant amount of analysis of information 

gathered as a result of leads and intellige.nce information incorporated into the analysis, This 

analytical process acts to develop :investigattve plans fhl'fuer and provide additional leads. A 

thomugh understanding of the IC~ as vvell as the juri dictions, capabilities, and limitations of the 

~~~03n8 
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agencies comprising it, is also importa.>1t for t.l-te ability to engaf;-e those agencies to the maximwn 

extent possible \Vi thin the guidelhes oflaws suc.h as the Foreign 1'1telligence Surveilia.."lce Act of 

1979 (FISA). Since, as suggested by t.1.e FISA, some of the laws and policies governing the 

conduct of C.OU!lterintelligence. investigations differ from those that g>..ride criminal cases, the 

"Laws and Policies Competency'' is ali~ed \vitl:dlte CI discipline rather than specifically law 

enforcement. 

(U) The incon)oration of 'hll-source" analysis, along with an understanding ofhmv other 

elemen1s of the IC can support and enhance a counterespionage investigation} makes a CI 

investigation distinctly differ~nt from other criminal investigations and, at the same time, 

diftexentiates CI from otP,er inteBigence disciplines that do not have an investigation f'.l.IJ.ction 

This blending makes CIa "bridging discipline" between intelligence and 1aw enforcement. 

Because of this, it can be said that CI has suffered from a "split identity" among agencies of the 

CI Community. \Vhen asked jn the interviews, "of\vhat profession is counterintelligence a 

discipline?", most 1·esponses varied betv.reen. characterizing CI as a discipline of the intelligence 

profession or a belief that CI is a discipline of the law enforcement profession. A more 

progressive response to this question placed CJ-along "vith intelligence~ law enforcement, and 

security-as a discipline of the National Security profession. This characterization requires 

further examination. 

(U} Technical Comp·etencies for CI Investigators 

(U) Because of the unique role the investigations func'i:ion plays \Vithin the CI discipline, 

there are a number of competencies -...:vi thin this function that, ill .some ways~ duplicate those in 

volume 1 of tllis study. Although this duplication was eliminate-d in the analysis and 

operations/collection 1imctions, the same competency label -.vitl1in the investigations function 

takes on a different definition than in the other two functions. Therefore, the researchers 

determined that the labels for those competencies should appear on the list of investigations 

competencies 'Nith a definition that varies from that in volume 1 and is relevant to CI 

investigations. The definitions of the investigation competencies follow in Appendix 1: 
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Subject Matter Expertise 

Investigative Expe1tise 

Relating to Others 

Customer Interaction 

Fundamental Elements: Technical Competencie!; 

Commtmica.ting and Presenting Information 

Infonnation Collection for Investigations and Inquires 

\Vritten COJ,mn.unication 

Intervie\ving 

Analyze Information 

Problem Solving and Decisionmaking 

Orga.Ilizing, Planning> and Coordinating Work 

(U) COMMENTARY 
(U} Volume 2 concludes the first systematic study conducted to autho1·itatively define the 

competencies. KSAs, and tasks that are common throughout the CI Community. These are key 

elements of CI workforce development and ttai.cing that will provide the critical components to 

inform training and education standards for those areas \vithin the CI Comml.Ulity that are 

universal The listings of the KSAs and competencies represent data collected from extensive 

interviews and review of reference material that has been rel~ased on intelligence and Cljobs 

and functions. .Although te.rntinology varies among .agencies and organizations, the research 

results from this study do correlate with related m·eas in draft versions of the FBI 1'lational 

·security Branch Agent Cr1reer Path and Counterintelligence Subprogram Developmental Plan 

competencies and developmental opportunities; the CIA Pe;forman.ce Standards for CI Officers, 

DO Officers and Inspections, Investigatiom and Grievance Qfficets; Draft Standards 

Descr~1Jtions ~· IC Working Group on-Leadership Standards for Training. Education, and Career 

Development; the Draft Standards Descriptio'r.ls-JCTEB Working Group on Standards for the 
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Training. Educatio11, and Career Development ofiC Analyst;!)'; and the DL\ Production Career 

Service Program Core Competencies Guide of Analysts, J'v:U7y 2000. 
' . . 
(U) The most unmediate application fol' this tvvo-vohm.J.e study...,.vill be to establish a 

basel~ne of universal CI tt·ah1ing standards to be released in 2007. \~lith a set of cote 

competencies across the CI Community': regardless of job functiont the community v:ill be ab!e 

to begin training its •vork force- using a common frame of reference. The core competencies for 

the specific functions disc1~ssed m fuis volmne 'NiH overlay and build on the universal 

competencies identified in the first volume. 

(0) ln addition to the shorHerm improvements that can accrue to CI training by 

c.mmecting it to core competencies~ a long-term 1·esult ofth]s study wm be to create tiered 

training for developulg the cr 'Nark force and career paths. By providing core trallring standards 

for the CI Community that are based on these universal and functional competencies, and by 

providing the appropriate level of training at the proper rnilestones within an individual's career,. 

the CI discipline ·will be ~~professionalized," and training "'V¥ill have greater consistency across t.oo 
community. Each organizationand/or agency \.vill continue to provide 1Tai.Iung that is specific to 

its unique mission (for instance, CI supp¢rt to force protecti<m, etc.). These unique tralnin~ 

requirements are not part of this. study.. ONClX is working with th~ CI Community to acquire 

the professional development plf..ns fur cr practition"ers and leaders -~-...ithin each agency, where 

such pians exist. Many of these plans are under revision, and ONCIX stands ready to assist with · 

this development in a manner that is congruent -.,..vith the competencies in this study, leaving 

sttt"'..iicient latitude and prerogative for agency-specific modifications. To assist those agencies 

who need it, ONCIX will develop templates for professional development plans that car.'l be. 

adapted for use by CI agencies. 

(U) With standardized professional expectations, the CI Community ·will be positioned to 

.collaborate with the academic community to build the future CI work force, Academic programs 

\\'ill prepare students for careers in cr ~d '"''ill help form a basis for recruitment by providing 

cout·ses focused on developing CI competencies. Early development of the work force ;,vill 

ensute continuity fu'1d leadership succession pla:rming. ONCIX has initiated a dialogue wiili 

academia outlining the professional expectations of the CI discipline to help tl:lem develop 

~~ 
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programs to prepare their students for a more complete understanding of Cl and how it fits in the 

mosaic of national security. 
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APPENDIX 1 
(U) TECHNICAL COMPETENCIES ~ CJ ANALYSTS 

Competency Description 
Collection Systems and Understand va.rious coHection dlsclplines, capabilities, and 
Operations responsible organizations: understand the collection cycle; 

\ submit tasking requirements when necessary; ·t.rork ·with 
collection counterparts in the lr,teUigence Communlty.''l; 
Knowledge of LC collecUon·management proce$Ses, systems, 
and ~eels. Knav.•ledge of collection strategy, targeting, 
feedback, and source-validation/Vetting processes.~ 

Organizational Culture Demonstrafe sophisticated understanding of the customers' 
and IC partners' counterintelligence needs. Demonstrate 

' fle:xibi[ify supporting the mission needs of the office by pl~rying a 
leading role in corporate actfvitie.s and in an inclusive, positive 
work environment that encourages teamwork.e 

t 
I, 

Target Knowledge and Demonstrate sophisticated understanding of collectors and/or 
Expertise relevant policy issues, collection-strategy development, and 

collection and substantive issues related to the analyst's 
) account.; 

Cl Operational TE~chniques and 1 Understand operational and Investigative processes and ho•N 
Perspective analytical input to those processes can improve operational 

outcomes. Bring a profe$skmal analytic perspective to 
Investigative and operational problems and aid in consideration 
of various hypotheses by operators and investigators. 
Understand culture of adve1sar-; country a.nd geography cf area 
of operation to assist with investigative and operational decision 
making. 

.. 

Analytic Mindset Understand how to put a situation into conte>4 providing a 
frame of reference for examining the subject." 

Information Ordering ~i=ouow a rule or set at rures to arrange things or actions in a 
meaningful order. The things pr actions to be put in order can 
include operational events, activities, action/reaction, or 1ogic.al 

............. operations~{j . . . ... 

a (U) OIA Production Career Service Progrll!m; Core Competencies Guide for Analysts, .May ::woo. 
b {l)) ODNI-daveloped IC .A.naiytic Competency Framework, 2006. . 
.: (U) CtA CSM Collect1on Analy$t Performance Objectives, June 11,2004. 
~ {U) Joint Militarylntefiigence College, !ntemaence Essentraliar Ever•y<one. Occasional Paru;r Number 
Six, JfJn& 1999. 
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Information Gathering And 
:A.ssessing 

Pattern Recognition 

Analytic t 6ols and Methods 

Enterprise PerspectivB 

l. Customer Operations and 
Requirements 

Fundamental Elements: Technical Competencies 

Understand the broad framework of the information market as 
\'Jell as changes in the market and the impact of those changes 
on tne Information needs of the user community. ldenttr1 and 
fHI gaps in situations where information is organized in a. non~ 
linear, syst$:'11$-level $tructure. Make connecticms betv;een and 
ameng elements across multiple information sources. Exiract 
information from ambiguous sources by making connections to 
relevant implicattons, presuopositions, and supp!emliOotary 

i information sources. Detect anomalous patterns across 
1 information sources that a!fow the detectton of-deliberately 
I deceptive or tncomplete information. 9 

I Understand hew to identlfy or detect a known pattern $UCh as 
temporal (e.g., recurring actiViiy), spatial (e.g., repeated use of 
a location),. or subject (same individual) that is hidden or 
masked in soma manner. 
Unde(stand quantitative methods and analytic techniques, 
incluc!tng denial and dec<,=Jption detection, htgh-impactl!o•,•.r~ 
FJrobabillty anarysfs, and network/association or link analysis. 
Be able to distinguish between ihe need for additional subject
matter k.now!edge and the need to apply a different analytic 
technique, method, or approach; generate diverse, competing 
hypotheses, distinguish the indivrdual elements of each 
hypothesis, emp~oy approptiate quantitative and ::malytfcal 
methods to test hypotheses, and ran!< hypotheses in terms oi' 
plausibility and value; develop, emp!oy, and do-cument analytic 
processes and target-specific knowledge; forecast trends; 
revle•.v and avaluat.a analytic products .. online kno•.vledge bases, t 
and databases ior accuracy, clarity, conciseness, . l 
completen.;;;s$, and satisfaction of consomer.needs.<: 
Understand the lnterrelationshtps among organizations and 
components of the !C. Understand how one's. work Impacts, 
and is impacted by, the mission and operations of IC 
organizations and components and uses this information to 
maximize contribution to mission and accomelishmeJl!·;) --M~
Kno•.vledgeable of customer organfz:ations or operatlons {e.g., 
military, policymakers, State Department, Homeland Security, 
and law enforcement), including hew to translate customer 
requirements into fntelligence needs and to disseminate 
intelligence using tailored applications to meet customer 
rl;':oYirements.b 

c (U) lntelligence Community Training and Education Board, Standards Descrioiions. !C Working Group 
on General Anal•tsis Slandatrf..Eil..Q! Trafni'nq. CEduoation. and Career Development. 20 Dea 2005. 
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(U) TECHNICAL COMPETENCIES - Cl OPERA TORS AND 
COLLECTORS 

Competency 
Recruiting 

Handling and Evaluating 
Assets 

Reporting and Ol$semfnation 

lr'!telllgehce Collection 

Description 
Actively seek out and cre-ate opportunities to locate "'na spot 
targets using appropriate cover, knowledge of toea! area, and 
tar-geting data. Design «~nd Implement operational scenarios to 
gain contact with targets; manipurates operational environment 
to facilitate opportunities for contact Evaluates target's·access, 
suitability for recrui~ment, and ban a fides. CrE\ft and execute 
operational pfan culmtnating in recruitment of asset whll¢ 
minimizing blo·w-back potential.3 

Identify innovative sources whare unfqutll information can be 
obtained, routinely guide others toward the most appropri!lte 
sources, and use the furl range of strategies to fill operational 
gaps. E:xp!olt a wide range of methOdoi<Jgles and ane~tytical 

·tools to manipulate, gather, an c.! synthesize informatlon to 
provide new insights. Provide assets witll dear taskings and 
test asset's responsiv.:nass, Prepare asset for and conduct 
turnover, operational testing, and termination. Direct and 
motivate assets to obtain Information of lntelligence-value. 
Monitor activities and behavior of assets to detect changes. 
vulnerabilities, or problems that may affect the operation. 
Evaluate the productivity, veracity, values, and bona fides of 
reporting assets.a . 
Ccmprehensively and sccurately document operational activity 

1 and informatiOn coUected from it and distribute thls Information 
i to valid consumers and customers for further evaluation and 
I analysis. . ...... . 
l Evaluate current collection activities agalnst requfrements. 
· Formulate strategic direction for collection programs based em 

all-source analysis and comprehens~ve understanding of IC 1 

requirements. Apply broad expertise to anticipaee and prioritize II 

strateQlc intelligence needs.b . . . 

l Analyzing Operational 
tnformation 

I 

Define what types cif Information are relevant for even the most J

1 comptex operational .issues iacing the agency andfor JC in a . 
broad range of topic iilteas. Analyze Information to determine 1 
its clandestineness, accuracy, uniqueness, and completeness 
and wor'r<: to reconcile the information. Eval\.l:ate a growing 
volume of intelligence and counterintelligence [nformaHon for 
relevance tc customer needs. Prioritize, caveat, and 
disseminate intelligence ensuring protection of :sources and 
methods In a nam:;e of diverse situatlons.b 

a {U) CfA Operations Occupation Performance Standards, February 2005. . 
'-' (lJ) CIA Senior DO Officer ll Occupation Perfo;mance Standards, Februa~;1 2005. 

~~~ 
-~···-'·--------------· 
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l arget Knoo.vledge Thorough understanding of the modus operandi of opposition 
intelligence services. Complete familiarity with the cultures of 
both the country and intenigence service against which 
operat(ons are targeted as v.rell as the geographic location in 

l _which the operational activitt is takinaplace. I 

Operational Guidelines j Comprehensive knowledge of the US and foreign laws and US l .. Government policy govetnlng intelligence and . 
counterintelligence operational activity. Understand the I 
missions and capabHWes of agencfes of the US ln~elligence and 
Cl Communities and the vafue of collaboration with other 
agencies in accomplishfng C"le Cl mission. 

Operationai.Art Apply interpersonal sktlls, manage relationships wiih sources 
and assets, and maniptil:ate the operational environment in a 
manner that exploits t.he relationsh1ps for information that meats 
requirements. Maintain own cover and that of colleagues. 
Adhere to appropriate security procedures such as reporting 
unofficial foreign <::ontacts, maintaining a secure workspace, 

I and compartmentalization. l.,.l$!;1 alias documentation tc I establish and maintain .alias persona. Exploit and incorporate 
' knowiedge of local environment to tailor and securely conduct i operational activitr~s. 

~· -· 

~~~tn 
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(U) TECHNICAL COMPETENCIES- CIINVESTIGATORS 

Competency I Description 
Guiding Principles Und¢rstand and be able to apply laws, Executive 

Orders, guidelines, polictes, and organizational 
~ procedures to 1nvestfcrative prcceS$eS.<! 
rl -=s-u:-:bj:-e:-ct~-~:-:·.·l-at=-=-te-r-=E=-x-p-e:-rt":"is-e------1-Understand various cultures and hostile modus 

Investigative Expertise . 

Relating With Others 

Customer Interaction 

operandi as it applies to the investigation of espionage 
activities. Be completely fammar with the are;a of 
cpsratlon in which an investlgatfon is taking place." ! 
App!y tactics, techniques, and procedures for a full ' 
range of investigative tools and processes to include· 
but not be limited tc-.inteNiew and interrogation 
techniques, swveillance, countersurveiilance, and 
$UI'Veillance detection. Be able to men:pl.llate 
situations, environments, and individuals to advance an 
Investigation to a logical and complete conclusion. 
Know the Rules of Evfdence as it applles to collectton, 
storage, ar.d preservation of 1nformation and items of 
potential evidentiary value. a 

t::stablish a.nd maintain professional working 
relatroMhlp$ within ihe organi:zatlon and the farge!' IC. 
Promote ccoperatlon among individuals, teams, and 
organizations by facilitating the exchange oi candid and 
accurate fnfcrma.tion, guidance, resources, and/or 
assrstance. Negotiate $klllfully and ba occasion any 
sought by others to assist 1n negotiating difficult 
matters. Develcp and Implement constructive 
compromises during discussions and when planning 
worr<·related activates, actively advocatin!;J the positron 
of oth~;~rs when appropriate. Partlcipate in or provide 
rdgh-level support to administrative hearings, ongoin~ 
judicial actions, or the prosecution of referred cases. 

R.s:gutarly engage a broad array of customers {e.g., 
prosecutors, internal agency management, and other 
agencies of the I C), to elicit information and maintain 
an understanding of their current and evolving needs. 
Regular-ly solicit customer feedback on the utility of Cl 
initiatives and rnvestigations. Educate customers on 
more complex Cl issues/topics through training 
courses briefinas seminars off-sites etc.b 

~ {U)·D.;rived from Draft FBI National Security Branch Agent Career Path, Counterintelligence 
Subprogram Developmental Plan Requirements, 4 December 2006. 
b (U) C!A Performance Standards Counterintelligence Officer Occupation, FBbruar; 2005. 
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Communicating and Presentfng 
Information 

Information Collection for 
Investigations and Inquiries 

VVritten Communication 

Fundamental Elew..ents: Technical Competencies 

I Communicate compiex ide<':ls dearly and concisely in a 
J manner that is well organized and targeted to the 
I audience. Respond to challenging and difficult 
' quest1ons in a ctear and appropriate manner, 

thoroughly explaining related issues, concerns, and 
problems. Listen to, cfarlfy, and convey understanding 
of others' Ideas, comments, .and questions; as 
appropriate, incorporate feedback ilito ongoing wor'~~:. 
Cc-nsistently deliver articulate and effective briefings or 
presentations on complex issues to customers, agency 
rn:<::Migers, and/or IC partners. b 
Skillfully define what types of information or evidence 
are relevant for vary subtle or complex investigation. 
Develop and implement innovative $kategies for 
efr1ciently gathering information and/or evidence 
relevant to an investiga~ion or inquiry, rncluding that 
whlch might not occur to others. CreaUvely and 
comprehensively Identify and obtain valid information 
from a wide variety cf standard (e.g., interviews, policy 
manuals, criminal code, and legal ref~rences) and 
unconventional sources. Consistently verifY the 
accuracy ar.d completeness of Information against 
alternative ;;ources. -~ Understand the capabilities. that 
C! supporting specialties (Technical Surveillance 
Countermeasures, polygraph, computer forensics, 
bahav:oral sci~mce, etc.} can contribute to a Cl 
investigation. Know when to consult these specialists 
for asslstance. Hav~ basic knowledge of how to 
request specialized Cl lovestfQative support. 
Prep~re complex reports of investigation that are we!! 
organized and comprehensive, prope.rly emphasizing 
key issues, addressing customer needs, and 
consfderlng the impact and fmpllcatlons of the 
documents (e.g., policy and legal}. Communicate 
comptex concepts ot ideas effectively to C<lmmunicate 
with raaders at different levels of knowledge and 
sophistication. Produce documents that are sound, 
thorcuoh. logicar, concise, and accurate. b 

Elicit cogent Information during interviews regardless of 
the atmosphere or level of rapport. Skillfu![y utilize a 
variety of ellcitation techniques/tactics (e.g., monitoring 
key verbal and nonverbal behaviors, C51J®fully 
s-equencing questions, and asking questions Intended 

l to ellcil behaviors) during contact with subjects, 
1 witnesses, and informants; carefully match techniques 1 

J 
to. the intervie\'t.1 and sftuation and correctly apply !~ws, 
policies, and procedures. Remain neutral and 
unbiased during an inter11iew. b 

c (0) C1A Performanc-e Standards for rnspectors, Investigators and Grievance Oifice1s, February 2005. 

~n~: 24 ~ 
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Analyze Information 

· Problem Solving and Decfsionmaklng 

Organizing, Pfanning, and Coordfnatfng 
Work 

Fundamental-Elements: Tecl:wical Competencies 

Skillfutly analyze complex information to determine Jts 
significance, usefulness, ~nd/or likely impact on the 
results of an investigatfon. Skillfully separate highly 
complex, ambiguous, or unusual information into its 
underlying princ!ples, reasons, precedents, or facts. 
ActiV<;ily discuss and explore ihe legal issues related to 
investigations with peers, team members, supervisor, 
and/or staff counseL Perform thorough reviews of 
planned activities for compliance with laws and 
re ulations to rovide uidance. l} 

j Thoroughly and carefully analyze the causes complex 
problems, take steps to address them, and recognize 
related problems or situations that may occur. 
Proactively identify n1ultip!e solutions for unu::;ual ct 
dm'icult pr¢blems, considering the source of the 
problem and the mosi approprrate solution. Lead group 
problem-solving efforts and guide others in defining, 
analy;dng, :and effectively n;;solving problems. f•Aake 
deiensible, $Olid decisions on the basis of thorough 
analysis of all relevant information after seeking 
imporlant lniormation from and involving relevant 
others. t•J1ake decisions in ambiguous or ill-defined 
situations in a timely manner. b 

Effectively organite work activities, even under tight 
deadlines or rn the face of numerous competing 
priorities. Comprehensively identifJ f.he re$ources 
(e.g., time, staff, and materials) needed to accomplish 
work unit goals. Develop and implement effective 
plans for complex fnve$tl.g~tions that may require the 
coordination of multiple persons and numerous 
resources. Coordinate with all affected parties on the 
status of •,•,rork activities and projects, ensuring that they 
are well informed of problems or cf1anges and of the 
impact or consequences of changes .. Update and 
malntalil case files, records, and recordkeeplng 

i systems to ensure all fifes and records are readily 

-~~----------------------------~a~~cce~·s~s~ib~le~·-~------------------------------~ 

This appendix ls Unclassified in its entrrety. 

·----·----·------------------------------------------------------------~----------------------~ ACLURM055089



FBI054607

----··~·--·----

Fundamental Elements: Technical Competencies 

APPENDIX 2 
{U) TECHNICAL COMPETENCIES and KNOWLEDGE! SKILLS, and 

ABILITIES-ANALYSTS 

Collection Systenis arid Operations 

CI/Intelligence Community 
Broad Knowledge/\Ve11 Rounded 
Customer Base 
Analytical Tools 
Research 
Collaborate/Build Relationships 
Orga..ni?.e.iPrio:dtize Work 
Think Logically/Critically 
Problein Solving 
Multiple Disciplines (of Inte1ligenoe/CI) 

Organizational Culture 

Cillntelligence Cortllnuuity 
Olstomer Base 
Analytical Tools 
Collaborate/Build Relationships 
Organize/Prioritize Work 
Create .Methodologie.s 
Qttestion 
Multiple Disciplines (of lntelligence/CI) 
Orgwizational Procedures 

T.arget Knowledge and Exg~rtise 

Hostile Modus Operandi 
Cultural Expertise 
Research 
Reading Comprehension 
Question . 
Recognize Tre1tds/A.nomalies 
Multiple Disciplines (of Intelligence/CI) 
Academic Mastery of Some .Area 

kRP~ 26 
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Language 
Area of Operation 

CI Operational Techniques and Perspective 

Hostile Modus Operandi 
Cultu.ral E.xpextise 
Broad Knowledge/Well Rounded 
Customer Base 
Analytical Too.ls 
Ve1·bal (Oral) Communication 
Research 
Collaborate;Build Relationships 
Organize/Prioritize \Vork 
Problem Sol'ving 
Create Methodologies 
Question 
Recognize Trends/Anomalies 
Organizational Procedures 
.A.rea of Operation 
Investigative Procedures 

Analytical Mindset 

Hostile Modus Operandi 
Cultural Expertise 
Broad Knowledge/Well Rounded 
Customer Base 
Analytical Tools 
Verbal (Oral) Comr.nunication 
Write Clearly and Accurately 
Research 
Collaborate/Build Relationships 
Tilink Logically/Critically 
Reacting Comprehension 
Problem Solving 
Create Methodologies 
Questio.n , 
Recognize Trends/Anomalies 
Multiple Disciplines (ofintelligence/Cl) 
Academic Mastery of Some Area 

Fundamental Elements: Technical Competencies 
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Information Ordering 

Hostile Modus Operandi 
Cultural Expe1tise 
Broad Knoi.'llledge/Well Rounded 
0Jstomer Base 
Ana1)'iical Tools 
Research 
Organize/Prioritize Work 
Think Logically/Critically 
Problem Solving 
Create Methodologies 
Recognize Trends/ Anomalies 
1-fultiple Disciplines (ofintell:igence/CI) 

Information Gathering and Assessing 

Hostile Modus Operandi 
C1'1nteiligence Community 
.Broad Knowledge/\Vell Rounded 
Customer Base 
Analytical Tools 
Research 
Collaborate/Build Relationships 
Think Logically/Critically 
Problem Solving 
Create Methodologies 
Question 
Recognize Trends/ Anomalies 
Use Computers/Software 
Organizational Procedures 

Pattern Re,cognition 

Hostile I'vfodus Operandi 
Cultural Expertise 
Broad Knowledge/\Vell Rounded 
:\nalytical Tools 
Research 
Think Logically/Critically 
Reading Comprehension 
Problem Solving 

Fundamental Elements: .Technical Competencies 
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Create Methodologies 
Question 
Recognize Trends/Anomalies 
Use Computers/Sofuvru:e 
Academic Mastery .of Some Area 
Area of Operation 
Investigative Procedures 

Analytic Tools and Methods 

CT./Intelligence Community 
Anal;rtieal Tools 
Research 
'Organize/Prioritize 'll ork 
Create Jvfethodologies 
Use Computers/Soft\.vare 

Enterprise Perspective 

CI/Intelligence Community 
Broad Knowl~dgeJWell Rounded 
Customer Base 

. Analytical Tools 
Research 
Collaborate/Build Relationsliips 
Problem Solving 
Multiple Disciplines (ofin:telligence/CI) 
Law•s and Policy 
Organizational Procedures 
Think Strategic.ally 

Customer Operations nnd Reguirements 

CI/Intelligence Commuttity 
Broad KnowledgeN/ell Rounded 
Customer Base 
Verbal (Oral) Communication 
Write Clearly and Accurately 
Collaborate/Build Relationships 
Organize/Prioritize '\Vork 
Problem Solving 
Create Methodologies 

29 "' . 
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Question 
Recognize Trend.s/Anomalies 
l'vfultiple Disciplines ( ofinteliigence/CI) 
La\vs and Policy 
Ot·ganizational Procedures 
Area of Operation 
Investigative P1'ocedures 
Think Strategically 

Fu..'1damenta.l Elements~ Teclmical Competencies 
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Fundamental Elements: Tec:hnical Competencies 

(U) TECHNICAL COIYJPETENCIES and KNOWLEDGE, SKILLS, and 
ABJLITIES~OPERATORS and COLLECTORS 

· Recruiting 

Hostile Modus Operandi 
Cultural Expertise 
Laws and Policy 
Organizational Procedures 
Language 
Tradecraft 
Psychology 
Collection Requirements 
~Axea of Operation 
Broad Knowledge for Conversation 
Multiple Disciplines (of Intelligence/Ct) 
Verbal (Otal) Comntunication 
Inter-personal Skills 
Observation 
Nonverbal Communication 
Memorize 
Listening 
Accurate & Complete Notetaklng 
Tactics for Surveillance/Counte.rsurveillance/ Surveillance Detection 
Wotk Independently 
Question 
Role-play/ Acting 
Assess People 
Recognize Threats. 
Mw.ipulate/Exploit 
Think Logically/Cdtically 
1vfana.ge Time 
Identify Resou~:ce Needs 
Lead Profiling 

Handling and Evaluathlg Assets 

Hostile !vfodus Operandi 
Cultural Expertise 
Organizational Procedures 

~~~8 
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Customer Base 
Language 
Tradeoraft 
Psychology 
Colle-etion Requirements 
.L~.rea of Operation 
Broad Kno\vledge for Convel·sation 
Verbal (Oral) Commurrication 
Research 
Interpersonal Skills 
Observe Asset Activities 
Observation 
Nonverbal Communication 
ivfemorize 
Listening 
Accurate and Complete Notetakiug 

Fundamental Elements: Technical Competencies 

Tactics for Surveillance/Countersuxveillance/ Surveillance Detection 
Evidence Gathering 
Problem Solving 
Collaborate 
Work Independently 
Organize/Prioritize Work 
Question 
Role-play/ Acting 

· Ass,ess People 
Recognize Threats 
ManipulatefExploit 
Nonlinear Thinking 
Think Logically/Critically 
Manage Time 
Identify Resource Needs 

Reporting and Diss~mination 

Laws and Policy 
Organizational Proc-edures 
CI Com..munity 
Customer Base 
\\7here to Fin.d Infonnation 
Collection Requirements 
Analytical Tools 
Grammar 
\Vrite Clearly and AccUtately 
Reading Comprehension 

. ~T/IN 32 ~ .. 
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Research 
Use of Computers/Software 
Collaborate 
Work Independently 
Organize/Prioritize Work 
Read mld Extract Relevant Data 
Manage Time 

Intelligence Collection 

Hostile Modus Operandi 
Cultural Expertise 
Laws and Policy 
OrganiZt~tiot1al Procedures 
CI Community 
C.."ustom.er Base 
Whe:r.e to Find Infonnation 
Language 
Tradecraft 
Psychology 
Collection Requirements 
Al.'ea of Operation 

· Verbal (O:ral) Communicatioq. 
Reading Comprehension 
Research 
Interuersonal Skills 
Use of ComputersiSofb;vare 
Me:morize 
Listening 
Accurate and Complete Notetaking 
Evidence Gathering 
Collaborate 
Question 
Role-play/Acting 
Recognize Threats 
1·1anipulate/Ex.ploit 
Read and Extract Relevant Data 

Analvzing Operational Information 

Hostile Modus Operandi 
Cultural Expertise 
\\'here to Find Infonnation 

F1..mdamental Elements: Technical Competencies 

Psychology 

~-nn' 33 • 
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Collection Requirements 
Analytical Tools 
Reading Comprehension 
Research 
Observe Asset Activities 
ObservatiEJn 
Problem Solving 
Question 
Read and Extract Relevant Data 
Nonlinear TirirJdng 
'Thi:Jk Logically/Critically 

Targ~t Kll.owledge 

Hostile Modus Operandi 
Cultural Expertise · 
\Vhere to Find Inforn1~tion 
Language 
Collection Requirements 
A.rea of Operation 
Reading Comprehensiori 
Research 
Observation 
Memorize 
Listening 
Collaborate 
Question 
Recogni'le Threats 
Read and Extract Relevant Data 

Operational Guidelines · 

Hostile Modus Operandi 
Cultural Expertise 
Laws and Policy 
Orga.ry.izational Procedures 
CI Comnnmity 
Customer Base 

Fundamental Elements: Te.cbnicai Competencies 

Collection Requirements 
Area of Operation 
Reading Comprehension. 
Leverage. Technologies 
IdentifY Resotu·ce Needs 

. ~~~8 
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Qperationai Art 

Hostile Modus Operandi 
Cu.ltutal Expertise 
Laws and Policy 
Orgmuzational Procedures 
CI Community 
Customer Base 
Language 
Tradecraft 
tvfultiple Disciplines (ofiutelligence/CI) 
Psychology 
Collection Requil'ements 
_A..re.a of Operation 
Broad Kno\vledge for Con.versatio.n 
Verbal (Oral) Communication 
Write Clearly and Accurately 
Research 
Interpersonal Skills 
Observe Asset Activities 
Observation 
Nonverbal Cormuunication 
Memorize 
Listening 

Fundamental Elements: Techn.ica! Competencies 

Accurate and Complete Notetaking 
Tactics for Surveillance/Countersurveillance/ Surveillance Detection 
Collaborate · 
Question 
Problem solving 
Role-play/Acting 
Assess People 
Recognize Threats 
M~mipulate/Exploit 
Leverage Technologies 
Nonlinear Thinking 
Thin .. ~ Logically/ Critically 
Manage Time 
ldentify Res.outce Needs 
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Fundamental Elements: Technical Competencies 

(U} TECHNICAL COMPETENCIES and KNOWLEDGE~ SKILLS, and 
ABJLlTlES-INVESTlGATORS 

Guiding Principles (Laws. Policies, etc) 

Laws and Policy 
Organizational Procedures 
CI Conumwlty 
Collection Requirentents 
Investigative Procedures 
Reading Comprehension 
Memorize 
Evidence Gathering 
Orgacize/Prioriti.ze Work 
Read and Extract Relevant Data 

Subject-Matter E::q:!ertise 

Hostile Modus Operandi 
Cultural Expertise' 
CI Community 
Customer Base 
Vlhere to Find Info:rmation 
Language 
Collection Requirements 
A.rea of Operation 

'rv1ultiple Disciplines (ofb.telligence/CI) 
Verbal (Oral)' Communication 
Write Clearly and Accurately 
Reading Comprehension 
Research 
Observation 
Memorize 
Collaborate 
Orga1.1ize/Prioritize Work 
Reeognize Threats 
Manipulate/Exploit 
Read and Extract Relevant Data 
Nonlinear Thinking 
Think Logically/Critically 
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Investigative Expertise 

Laws and Policy 
Organizational Procedures 
CI Community 
\Vhere to Find Information 
Tradecraft 
Psychology 
A..rea of Operation 
Investigative Procedm:~ 
Multiple Disciplines (of Intelligence!CI) 
Reading Comprehension 
Research 
Interpersonal Skills 
Use of Computers/Sofuvare 
Observation/Spatial Recognition 
Nonverbal Communication 
.1\-femorize · 
Listening 
Accurate and Complete Notetaking 

Fundamental Elements: Teclmical Competencies 

Tactics for Surveillance/Countersurvelllance/ Surveillance Detection 
Evidence Gathering 
Problem Solving 
Collaborate 
Organize/Prioritize Work 
Question 
Role-play/ AcLing 
Assess People 
Recognize Threats 
Manipulate/Exploit 
Read and EJo..i:raCt Releva.Ylt Data 
Nonlinear Thinking 
Leverage Technologies 
Think Logically/Critically 

:Relating with Others 

. Cul}ural Expertise 
CI Community 
Customer Base 
Language 
Psychology 

37 
Investigative Procedures ~ 
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Verbal (Oral) Communication 
\Vrite Clearly and Accurately 
Interpersonal Skills . 
Nonverbal Communication 
Listening 
Collaborate 
Role-play/ Acting 
Assess People 
Ivianipulate/Exploit 

Customer Interaction 

Hostile Modus Operandi 
Cultural Expertise 
Laws and Policy 
Organizational Procedur,o;s 
CI Community 
Customer Base 
Psychology 
Area of Operation 
Investigative Procedures 
Verbal(Oral} Comntunication 
Write Clearly and Accurately 
Interpersonal Skills 
Nonverbal Conrrnunication 
Listening 
Accurate ru.1d Complete Notetaking 
Problem Solving 
CollabOl'ate 
Organize/Prioritize Work 

Communicating and Presenting Information 

Hostile Modus Operandi 
Cultural Expertise 
Orgru:rizational Procedures 
CI Community 
Customer Base 
Grami11ar 
Verbal (Oral) Communication 
Intewersonal Skills 
Nonverbal Communication 

Fundrunental El'ements: Technical Coro.petencies 

M=riu ~~~ 
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Listening 
Collaborate 
Role-play/ Acting 
Assess People 
Mani pula.te/Explo it 

Fundamental Elements: Technical Competencies 

Information Colleetiou for Investig1ttions and Inquiries 

. Hostile Modus Operandi 
Cultural Expertise 
Laws and Policy 
Organizational Procedures 
CI Comrrnm.ity 
\\-'here to Find Information 
Language 
Collection Requirements 
.A.rea of Operation 
Investigative Procedures 
Multiple Disciplines (of Inte!Hgence/CI} 
Verbal (Oral) Cornnmnication 
Write Clearly and Accurately 
Reading CompreheP..sion 
Research 
Use of Computers/Software 
Observation/Spatial Recognition 
NonveJ;bal Colro..nmnication 
Memorize 
Listening 
Accurate and Complete Notetaking 
Tactics for Surveillan~/Coun.tersurveillance/ Surveillance Detecti<m 
Evidence Gathering 
Problem Solving 
Collaborate 
Organize/Prioritize Work 
Question 
Role-:play/ Acting 
Recognize Threats 
Read and Extract Relevant Data 
Nonlinear Thinking 
Leverage Technologies 
Think Logically/Critically 
Manage Time 
Identify Resource Needs 

~'' ~6~m 
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"\oVritten Communication 

Hostile Modus Operandi 
Cultural Expertise 
La\VS and Policy 
Organizational Procedures 
Cl Community 
Customer Base 
Collection Requirements 
Area of Operation 
Investigative Procedures 
Grammar 
\Vrite Clearly and Accurately 
Research 
Use of Computers/Software 
Accurate and Complete NotetB.king 
Collaborate 
Work Independently 
Organizef.Prioritize \Vork 
Read .and Extract Relevant Data 
Thlnk Logically/Critically 
Manage Time 

Interviewing/Interrogating 

Hostile Modus Oper~.ndi 
Cultural Expertise 
Laws and Policy 
01·gan.izational Procedures 
Language 
Psychology 
Collection Requirements 
Area of Operation 
Investigative Procedures 
Gra.l1ll11ar 
Multiple Disciplines (of Intelligence/CI) 
Verbal (Oral) Comniunication 
Write Clearly and Accurately 
Interpersonal Ski.lls 
Nonverbal Corrmmnication 
Iv1emorize 
Listening 

Fu11damental Elements: Technical Competencies 

Accuraie and Complete Notetaking -

~~Ia~ 
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Evidence Gathering 
Problem Solving 
Question 
Role~playi Acting 
Assess People · 
Recognize Threats 
Manipulate/Exploit 
Think Logically/Critically 

Analvze Information 

Hostile Modus Operandi 
Cultural Expertise 
Organizational Procedures 
CICorrunwricy . 
Where to Find Information 
Collection Requirements 
Area of Operation 
Analytical Tools 
Multiple Disciplines (of IntelligenceiCI) 
Write Cleal'ly and Acm.u:ately 
Reading Comprehension 
Research 
Use of Computers/Software 
Memorize 
Problem Solving 
Collaborate 
Recognize Threats 
Read and Extract Relevant Data 
Nonlineax Thinking 
Leverage Technologies 
Think Logically/Critically 

Problem Solving and Decisionmaldng 
I 

Hostile },·fodus Operandi 
Cultural Expertise 
Lav;s and Policy 
Organizational Procedures 
CI Cor.nntunity 
Customer Base 
\Vltere to Find Infonnation 
T:radecraft 

·------··-------·-··· 

Fundamental Elements: Technical Competenci~s 
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Psychology 
Area of Op;;lration 
.A.:nalytical Tools 
Investigative Procedures 
Multiple Disciplines (ofintelligen.ce/CI) 
Verbal (Oral) Commilnication 
Research 

Fundamental Elements: Tecl:ll'!Jcal Competencies 

Tactics for Surveillance/CountersmYeillance/.Sun'eillance Detection 
Evidence Gathering 
Problem Solving 
Collaborate 
Organize/Prioritize Work 
Question 
Recognize Threats 
Read and Extract Relevant Data 
Nonlinear Thiu.'ch1g 
Think Logically/Critically 
IdentifY Resom:ce Needs 

Organizing. Pla.nning. and Coordinating \Vork; 

Hostile Modus Operandi 
Cultural Expertise 
Laws and Policy 
Organizational Procedures 
CI Community 
Customer Base 
Wnere to Find Infonnation 
iu:ea of Operation 
Analytical Tools 
Investigative Procedures 
Multiple Disciplines (ofintelligence!CI) 
Write Clearly and Accurately 
Reading Comprehension 
Research 
Use of Computers/Software 
Memorize 
Tactics for Surveillance/Countersurveillance/ Surveillance Detection 
Evidence Gathering 
Problert1 Solving 
Collaborate 
Organize/Prioritize \':1/ ork 
Question 

-------------------- ·------·. ----- --------------
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Read and Extract Relev•ant Data 
Nonlinear Thinking 
Think Logically/Critically. 
Manage Time 
Identify Resource Needs 

Fundamental Elements: Technical Competencies 

ACLURM055107



FBI054625

Fundamental Elements: Technical Competencies 
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