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(U) EXECUTIVE SUMMARY

(U) This is the second volume of the Counterintelligence (CI) Competency Study
prepared by the Office of the National Counterintelligence Executive {ONCEX}. The Universal
Competehcies published in volume 1 (January 2606) provided the competencies necessary for 2il
CI practitioners to perform CI activities a the foundationat level (level 1) for ali CI functions,
The Technical Compstencies presented in volums 2 provide the second level of core
competen.cies that are requisiie for CI practitioners to perform their activities within specific -
fonetions. The results presented in this new volume do not incorporate the corzlusions and
conmpetencies already pressnted in volume 1 since they are the foundational (level 1)
competencies for all CI practitioners. For example, competencies that are covered in volume 1,
such as Written Commumications, do not appear in each of the funetions presented in this
volume. Instead, the competencies listed in volume 2 are those supported by the seiof
'Emowiedge, skills, and abilities required to perform specific functions of the CI discipling (level
2). Together, voliznes 1 and 2 represent the core competencies for the Cl mission throughout the
Cl enterprise.

(0) In interviews conducted for this stady, the researchers determined there are four main
CI finctions among the agencies in the CI Conununity-analysis, investigations, collection, and
operations. Analysis of the daia related to each function suggests that, while the competencies
for anatvsis, investigations, and aperations were cleatly different, the competencies for
operations and collection were virtually identical. Both the operations and collection functions
collect information through human sources, whether through a low-level soutce operation or an
offensive counterintelligence operation. However, the difference between collection and
operations is in the how the collected information is used (application). Sincs the competencies
related to the conduet of both functions are identical, the two functions are presented together in
this report.

(1) This volume wasg distributed o the members of the Counterintelligence

Professionalization Steering Committee for their review and comment. Although not all
[/NOF \:ﬁzw\za
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agencies responded with coroments, all had the oppoxtuﬁity to do 50, It was apparent from the
comments that differences in lexicon among CI agencies inhibit, to some degres, the
understanding of what is meant when using common CI terminology. For example, what ons
agency labels 4 counterespionage investigation is labeled a counterinfelligence investigation in
another. A common lexison of key Cl texms is needed to limit confusion inside and outside the

conununity and will be addressed in the future by ONCIX,

(U) Although lexicon issues must be addressed, the resnlts of the competency study
presented in this volume still have the potential to influence not only improved interoperability
among the agencies of the community, but also o create better interaction and synergy among
the functions of CI. Specifically, it Is important for CI practitioners to understand enough about
all the funetions of CI to be able to recognize the potential synergy that can be created by
leveraging all functiomal capabilities for the benefit ofthe outcome of an operation or
investigation. For exampis, it is important for operators, collectors, and investigators to know
enough about analysis to recognize the importance of using professional sualysts {o enhance
their operation or investigation. Likewise, analysts need to understand enough about how
operations and investigations are conducted fo recognize where their analytical talents can ba
most beneficial. Comments in both the study interviews and the coordination process indicated a
requirement for betrer community-wide appreciation on this point. This issue is partly addressed
in this volume by some competencies sharing commonality across the fechnical functions .
Highlighting this commeonality and interdependence across the CI functions advances the desired
shift to encourage greater synergy among CI functions.

{U) ONCLX. will use the two competency study volumes to build a set of core fraining

standards fr the CI Community. These core standards will be applied across the CI Community
at the universal foundational level (lavel 1) and functional levels (level 2) of CI; however, they
will not include those activities unique to an agency’s mission. Once the standards are
developed, coordinated, and published, ONCIEX will implement a process of peer evaluation to
determine if the fraining activities within the community are meeting these core standards. The

universal and technical competencies will also be used fo design a CI career development model

4
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Fundamental Elements: Technical Competencies

10 professionalize the CI cadre. This model will provide the foundation for carser tracks and

profeésianal development programs in the CI Commumity that will enhance the overall capability
of the community. Common competencies and core training standards will provide the basis for
increased interoperability among the agencies of the communiiy by increasing the flexibility and

effectiveness of the overall enterprise and eliminating gaps in capabilities between agercies with

different missions and constituencies,

‘ 5
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(U) BACKGROUND AND RATIONALE

{U} This report reinforces and amplifies the findings of Volume 1, Fundamental
Elements of the Counterintelligence Discipline, Jannary 2006, Volume 1 was an initial
response to the Presidential and legislative tasking of the Office of the National
Counterintelligence Executive (ONCIX) to develop policies and standards for training and
professional development of the covnterintelligence (CI} workdorce. Although wolume 1 focwsed
on those competencies required of all CI personnel in all agencies and functional areas
{foundationel level 1), volume 2 refines the previous findings by identifying the fechnical
-competencies (level 2) requived of personnel working within each fonctional area of Cl (analysis,
investigations, operations, and collection), regardless whichagency performs the function. As
previcusly stated in volumne 1, each agency will have distinet competencies required to meet their
specific mission requirements. This study is designed to provide the groundwork for additional
competency research within each agency of the CI Community to identify agencyspecific
competencies. The competencies identified in the two volumes of this study will be the
foundation for CI Community iraining standards to be developed in 2007,

(U) METHODOLOGY
(U) OVERVIEW OF THE RESEARCH PLAN

(U} The data used for determining the compeiencies for volume 2 were deawn from the
same study interviews that provided the data for the competencies in volume 1. Alsq, the analytic
methodology used to reach those conclusions was replicated to idepntify the technical
competencies in this second volume. New spreadsheets were designed 1o perform the identical
mapping process as followed for the Universal Core Competencies in vohume 1, but mterviews
were isolated by specific function and then collected data was analyzed as previously deseribed

in volume 1.

6
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(U} CONDUCTING THE RESEARCH

{U) No additional research or data collection was initiated for this phase of the study. In
the initial data collection phase for volume 1, Universal Core Competencies, the inferview
recotds were written to atlow for sdditional review ard data extraction for examination and
analysis of technical competencies into discrete CI functions. This process allowed for the best
possible consistency in the data analysis, For complete details on the research process for the

entire siudy, please refer to volume 1, page 16.

(U) Mapping Knowledge, Skills, and Abilities (K8A) to Tasks

(U) The researchets reviewed each interview/focus group franscript to concentrate on
those tasks that were specific to the inferviewee's functional aren of expertise. Thess tasks were
listed down the 4™ axis of the spreadsheet (first columm) while the knowledge, skills, abilities,
and traits weze listed on the “x™ axis (first row). A separate worksheet was constructed for each
agency in which interviews were conducted, and ant aggregatefiotal workshest consolidated the
results from all spreadsheets. The results of the worksheets were aggregated, and the 25 most
frequent KSA responses were identified, Each KSA then was given a “aniversality test” in
which the researchers determined if there were responses for that particular XSA from at least
five different agencies. If there were, the KSA was considered to support a urdversal

competency for that functon.

{U) Mapping Competencies to KSAs
(L0 Next, the researchers examined the results of the “KSA to Tasks™ spreadshest to

pinpoint competency categories for the KSAs. Bach cell in each individual agency spreadsheet

- was reviewed to defermine the task/KSA cells that appeared i the majority of agenciss,

Because of the small sample size, the researchers considered responses from five of the seven

ageneies o be an indication that a particular KSA should be ¢onsidered universal across the CI

7
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Community. The researchers then ideutified potential competency categories from the following
sources:

» DIA Production Career Service Program; Core Competencies Guide for Analysts, May
2000.

o Joint Military Intelligence College, Jutelligence Essentials for Everyone, Occasional
Paper Number Six, June 1999,

s Intelligence Community Training and Education Board, Standards Descriptions, IC

Working Group on General Analysis Standards for Training, Education, and Career
Development, 20 December 2005.
» ODNI-developed IC Analytic Competency Framework, 2006.

o Draft FBI National Security Branch Agem Career Path, Caunieffk;_é?ﬁéehcé S’i{bﬁfégram

Developmental Plan Requirements, 4 December 2006.

In cases where competencies were not evident from these sowrces, the researchers developed an

appropriate competency category and description. A complete list of competencies for each
function appears at the end of the section for each function, and a table of competency labels and
descriptions for each functional area appears at Appendix 1 of this report.

(U) The researchers then created a new spreadsheet for each functional area that listed
competencies acrogs the “x” axis and KSAsg on the “y™ axis. Again, each competency was
mapped to the applicable KSA by asking the questions:

* s this competency required to know ?
» [sthis competency required to have the skill to ?
e Is this competency required to be able to 1
8 .
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For each cell where the answer 1o one of the above gquestions was “yes” a walue of #1* was
placed in the cell. Appendix 2 provides a complete listing of each competency and the KSAs

that support it for each finctional area.

{U) Mapping Competencies to Tasks

(U) The researchers mapped each competency to the tasks associated with cach specific
function. Separate spreadshects were developed for each functional area, The competencies
were displayed across the *x” axis (first row), and the tasks specific to the functional ares were
listed on the “y™ axis (first column). Bach cell wes then evatuated to determine if each specific
competency mapped to each specific task by asking the question: “Is this competency required to
do 7 Where the answer to this question was “yes,” a value of *“1” was placed in

that eell to indicate the competency mapped o that task.
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(U) LITERATURE REVIEW
{U} HISTORICAL BACKGROUND

{0} The review of historical lterature from wolume 1 of this study applies equally to
volume 2, Review of human resources and human capital documents previously mentioned
provided insight into technical competencies for each function acsoss variows CI Community

agencies,

(U) PAST EFFORTS

{10} Depending on the specific Cf functon, previous effbrts to identify competencies
within related intelligence disciplines ranged from numerous to nonexdstent. For example,
several Intelligence Community (IC) and Department of Defense {DoD) efforis to identify
competencies for analysis that were ussfil in this study. Examples include the IC™s report on
analytic compstencies published by the Intelligence Community Analytic Training and
Education Couneil QCATEC) in Standards Descriptions — ICTEC Worling Group on Standards
Jor the Training, Education, and Career Development of IC Analysts. August 18, 2003 draft
version, and Core Compeftencies Guide for Analysts, DIA Production Career Service Program.
May 2000, Additionally, some of the work done by the Federal Burean of Investigation (FBI) 1o
build career paths for the Counterintellipence Subprogram of the National Security Branch was
usefid in deriving investigations competencies, The Ceniral Intelligence Agency’s (CIA)
performance standards for CI officers and CIA inspectors, investigators, and grievance officers
algo provided some competency categories. Very little relevant work exists for CI operations
competencies. There were, howevey, relevant performance elements on the CIA human
resovrces site for DO Operations Officers and Collection Management that were adapted for use

in this study.
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(U) RESULTS AND CONCLUSIONS

(U) PREPARING ANALYSTS WITHIN THE CI DISCIPLINE

{U) Interviews with CI analysts revealed a comumonly held view that all proficient
analysts shate the same competencies regardless of their discipline, The rationale was that
mastery of cammon competencies is required to perform any analytical task in a professional
manner-—whether the analyst is desling with CI, another IC-related discipline, or sscurities in the

financial markets. Common among the interviewed C{ analysts is the view that analysis is their

profession and the disciplines within the taxonomy of the analytic profession are the various

“INTs™ they support.

(U} Examinationof the CI analyst interview data across all the agencies suggests
considerable agreement on these views. The competencies Hsted below capture the KSAs and
tasks required to perform CT analysis and illustrate the importance placed on the abjlity to
conduct research, apply analytic techniques and tradecraft, and produce intelligence. For the
majority of the analysis cusrently being pesformed within the CI Community, the same
competencies identified in previous intellizence analyst competency studies also pertained to CL
By developing the same competencies in its CI analysts as those developed in analysts of other
infelligence disciplines, CI will benefit from the common IC language and methads and enhance
the credibility of its intelligence products. However, this approach argues for comprehensive
professional development of analysts for a discrete profession as opposed to building an

analytical cadre from individuals who were trained in different fields such as operations,

investigations, or administration. In some agencies, robust traifing and professional

development exists for the analysis, In other agencies, considezable progress must be made to
ensurs analysts receive the training and development needed to keep pace with thelr peers in
otber agencies as well as with the threats posed by our adversarles.

(U One aspect. of the CI mission that separates it from the rest of the IC, however, is that

the CI mission supports not only the intelligence but also law enforcement. While other analysis

ACLURMO055075
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within the IC support human intelligence operations, and these competencies can support CI
source operations as well, it is the support that analysts can and should provide to CI
investigations specifically, that seis the CI discipline, and the analytic support to it, apart from
the rest of the IC.

{U} The reseaxchers’ review of previous efforts to deseribe analytic competencies within
the IC disclosed & general focus on intelligence production with ligtle distinction between
strategic production and support to more tactical level infeligence operations and investigations
provided by CI anatysis. In the cowrse of the interviews, the researchers also found a need within
the CI Comumunity for more dirsct involvement of analysts in operations and, more important,
the investigations conducted within those agencies. For this reason, the researchers saw the need
for a competency not addressed in previous or cwrrent competency efforts-one that would |
provide the Cl analyst with an understanding of techniques and perspective in CI investigations
that would provide better direct support to CI activities. The compstency “Cl Operational
Techniques and Perspective” requires the analyst to know enough about how CI operations and
investigations are conducted to tailor snalytic support to those speeific activities. This
competency suggests a need for combined training with investizators and operators so all
functioral experts within the CI discipling gain an appreciation for how each function can
coniplemant and support the other, thus creating a synergistic benefit not always realized in the
past, ‘

(U} The functional competencies for CI analysts are listed below. A more detailed

descsiption of these competenciss is in Appendix 1:

Téchnical Competencies for Cl Analysfs
Collection Systems and Operations
Organizatioral Culiure
Target Knowledge and Expertise
CI Operational Techniques and Perspective
Analytic Mindset

Information Ordering

12
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Information Gatheting and Assecssing
Paitern Recognition

Analytic Tools and Methods
Enterprise Perspective

Customer Operations and Requirements

(1) PREPARING OPERATORS and COLLEGTORS WITHIN the CI
DISCIPLINE

\3
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{U) Technical Competencies for Cl Qperafors
Recruiting
Handling and Evaluating Assets
Reporting and Dissemination
Intelligence Collection
Amalyzing Qperational Information
Target Knowledge
Crperational Guidelines
Operational Art

(U) PREPARING INVESTIGATORS WITHIN THE CI DISCIPLINE

{U) The investigation function differentiates Cl from other intelligence disciplinss.
Because of the law enforcement component inherent in all counterintelligence investigations,
there is significant overlap between CI and law enforcement. However, in examining the
investigation function in more detail, it is apparent that there are many KSAs and tasks that,
while similar to those of other criminal investigative KSAs, still require a significant degree of
subject matter and intelligence fradeczaft expertise that is not required fo condact a criminal
investigation, For that reason, it makes sense that investigations be considered as a fuvetion of
CI rather than exclusively as a function of law enforcement. This is the single aspect of CI that
is most misunderstood within the IC., '

(U} Although the investigation fimetion has its own competencies, it alsoe incorporates
many of the competencies of the other functions of CI. A counterespionage investiéation
requires a mature understanding of investigative processes and procedures, as well as 2 cortain
degree of subject matter-expertise of the foreign intelligence service that is the target of the
investigation. Also inherent in this process is a significant amount of analysis of information -
gathered as a result of leads and inteliigence information incorporated into the analysis, This
" analytical process acts to develop investigative plans further and provide additional leads. A

thorough understanding of the IC, as well as the jurigdictions, capabifities, and [imitstions of the

N : ACLURMO055078
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agencies comprising I, is also important for the ability to engage those agencies to the maximmumn
extent possible within the guidelines of laws such as the Foreign Intelligence Surveillance Act of
1979 (FISA). Since, as suggested by the FISA, some of the laws and policies governing the
conduct of counterintelligence investigations differ from those that guide criminat cases, the
“Laws and Policies Competency” is aligned with'the CI discipline rather than specifically law
enforcement. |

(U} The incorporation of “all-source” analysis, along with an understanding of how other
¢lements of the IC can support and enhance a counterespionage investigation, makes a ClI
investigation distinetly different from other criminal investigations and, at the same time,
differentiates CI from other intelfigence disciplines that do not have an investigation fanction
This blending makes CI a “bridging discipline” between intelligence and law enforcement.
Because of this, it can be said that CI has suffered from a “split identity” among agencies of the
CI Cornmunity. When asked in the {nterviews, “of what profession is connterintelligence a
discipline?”, maost responses varied between characterizing CI as a discipline of the intelligence
professionor a belief that CI is a discipline of the law enforcement profession. A more
progressive response to this question placed Clalong with intellipence, law enforcement, and
security-as a discipline of the National Securiiy profession. This characterization requires

further examination,
{U} Technical Competencies for Cl nvestigators

{15 Because of the unique role the investigations function plays within the CI discipline,
there are a rmmber of competencies within, this function that, in some ways, dupHeate those in
volume 1 of this study. Although this duplication was eliminated in the analysis and
operations/collection functions, the same competency label within the investigations function
takes on a different definition than in the other two functions. Therefore, the researchers
determined that the labels for those competencies should appear on the list of investigations
competencies with a definition that varies from that in volume 1 and is relevant to CI

investigations. The definitions of the investigation competencies follow in Appendix 1: ‘

It
N
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Guiding Principles

Subject Matter Expertise

Investigative Expertise

Relating to Others

Customer Interaction

Comm.lmicaﬁng and Presenting Information
Information Collection for Investigations and Inquires
Written Commumication

Interviewing

Analyze Information

Probiem Solving and Decisionmaking

QOrganizing, Planning, and Coordinating Worl

(U) COMMENTARY

(U} Volume 2 conclud es the first systernatic study conducted to anthoritatively define the
competencies, KSAs, and tasks that are common throughout the CI Community. Thess ave key
elements of CT workforee development and fraining that will provide the critical camponents to
inform training and education standards for those areas within the CI Commumity that are
universal. The listings of the X84s and competencies represent data collected from extensive
interviews and review of reference maferial that has been released on intelligence and CI jobs
and fonctions. Although terminology varles among agencies and organizations, the research
results from this stody do conelate with related aveas in draft versions of the FBI National
Security Branch Agent Caveer Pathand Counterinteiligence Subprogram Developmental Plan
competencies and developmental opportunities; the CI4 Performance Standards for CI Officers,
DO Officers and Inspections, Investigarions and Grievance Officers; Draft Standards
Descriptions —~ IC Working Group on Leadership Standards for Traiving, Education, and Career

Development; the Draft Standards Descriptions-ICTEB Working Group on Standards for the

16
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Training, Education, and Career Development of IC Analysts; and the DIA Production Career
Service Program Core Compelencies Guide of Aralysts, May 2000, '

(U} The most immediate application for this two-volume study will be to establish a
baseline of universal CI waining standards to be released in 2007, With a set of core
competencies across the CI Community, regardless of job finction, the community will be able
to begin taining Hs work force using 2 common frame of reference. The core competencies for
the specific functions discussed in this volume will overlay and buiid on the universal :
competencies identified in the fivst volums.

({1 In additior: to the shori-term Emprovernents that can accrue to CI training by
connecting it to core competencies, a long-term result of this study will be 1o creats tiered
training for develeping the CI work force and cateer paths. By providing core training standards
for the CI Community that are based on these universal and functional competencies, and by
providing the appropriate level of tralning at the proper milestones within an individual’s career,
the CI discipline will be “professionalized,” and iraining will have greater consistency across the
community, Each organizationandfor agency will continue to provide training that is specific fo
its unigue ission (for instance, CI support to foree protection, ste.). These unique training
requirements are not part of this. study. ONCIX is working with the CI Community to acquire
the professional development plans for CI practitioners and leaders within each agency, where
such plans exist. Many of these plans ars under revision, and ONCIX stands ready to assist with -
this development in a manner that is congruent with the competensies in this study, leaving
sufficient latitude and prerogative for agency-specific modifications, To assist those agencies
who need it, ONCIX will develop templates for professional development plans that can be
adapted for use by CI agengies.

(1) With standardized professional expectations, the CI Community will be positioned to
-collaborate with the academic communify to build the future CT work force. Academic programs
will prepare students for careers in CT and will help form a basis for recrvitment by providing
cowrses focused on developing Cl competencies. Barly development of the work foree will
ensuze continuity and leadership succession planning. ONCIX has initiated a dislogne with
academia outlining the professional expectations of the CI discipline 1o help them develop

i7
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programs to prepare their students for a more complete understanding of CI and how i fits in the

mosaic of national seourity.
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APPENDIX 1

(U) TECHNICAL COMPETENCIES - C1 ANALYSTS

Competency

Description

Coliection Systems and
Qperations

Understand varinus collection disciplines, capabilities, and
responsible crganizations: understand the collection cycle;
submit fasking requirements when necessary, -f.rcrkvmh
collection counterparis in the [Atelligence Community.”®
Knowledge of IC -co'ltection-management processes, systems,
and fnols. Knowledge of collection strategy, targeting,
feedback, and source-validation/vetting processes,

Urganizational Culture

Damonstrate sophisticated understanding of the cusiomers’
and IC partners' counterintelligence needs, Demansirate
flexibility supporting the mission needs of the office hy plaving a2
leading role in corporate activitiss and in an in¢lusive, positive
work environment that encourages tessmwork.”

Target Knowledgs and
Expertiss

Demonstrate sophisticated undarstanding of collecters and/or
relevant policy issues, callection-strategy development, and
collncaon and substantive issues relzted fothe analyst's
account.”

Cl Operational Techniquas and
Perspsctive

Understand ﬂperat:onal and investigative processes and how
analylicat input to those processes pan improva oparatianal

| outcomas. Bring a professional analytic parspesiive o

Investigative and operationat problems and aid In consideration
of vafious hypothases by operafors and investigators,

tnderstand cultura of adversary country and geography of area

of operation o assist with invastigative and operational decislon

L making.

Angiytic Mindset

Undarstand now to put a situation into context, providing a
frame of referance for sxamining the subject.

Information Ordaring

Foliow a rule or set of rules in arrangs things or actlons in a

meaningful order. The things or actions o be pul in order can
includs aperaticnsl events, activities, actionfreaction, or logieal
operations,

(U) DA Producuon Carser Sen.'lce Program; Core Competencies Guide for Analysts, May 2000,

{U) ODNi-daveloped IC Analytic Competency Framework, 2008,
¢ {U) CIA CSAA Goliection Analyst Performance Objectives, Juns 11, 2004,

2 {UJ) Joint Military Intslligence Coilegea,

Six, June 1099,
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Fundamental Elements: Technical Competencies

Information Gathering And Understand the broad framework of the information market as
Asgessing well as changes in the markst and he Impact of those changes
an the Information nsads of the user community, ldentify and
fifl gaps in situations where informatian is erganized in 2 non-
lingar, systems-level structure. Make connections batween and
amang elements across multiple information sources, Exdract
irformation from ambiguous scurces by making connsclions lo
relavant implications, wesuppositions, and supplementary

- ipformation saurces, Detect anomalous patterns across
infarmation sources that aifow the detection of defiberately
deceptive or incomplete information, °

Pattern Recognition Understand how o identily or delect a knowa paitern such as
temporal {a.g., recuring activily}, spatial (e.g., repeated use of
a location}, or subject {same individeal) that is hidden or
masked in some mannar,

Analytic Toels and Metheds Understand quantitetive methods and analytic techniques,
including denial and deception detection, high-impacticw-
probabilty analysis, and network/association or fink analysis,
Be able to distinguish between the need for additional subject-
matier knowledge and the need to apply a different analylic
tachnique, methed, or approach: generate diverse, competing
hypotheses, distinguish the individual elements of each
hypothesis, empioy appropriate quantitalive and analytical
mathods o test hypotheses, and rank hypothesas in terms of
plausibility and value; develop, employ, and document analytic
processes and target-specific knowledgs; forecast rends;
braview and svaluate analylic products, onling knowledge bases,
and databases for accuracy, clarity, conciseness, |
carmpletensss, and satisfaction of consumer neads.®

Enterprise Perspactive - Understand the interrelationships among organizations and
compenants of the [C. Understand how ong's work Impacts,
and is impacted by, the missicn and operations of IC
organizations and componenis and uses this information to
meximize contribution to missien and accomplishment,”

Customer Operations and Knowledgeable of customer organizations ar operations {(8.4.,
Reguirements military, policymakers, State Depariment, Homeland Securiy,
and law enforcement), including how 1o franslate customer
requiramants into iniglligance needs and to disseminzie
intelligence using tatiorad applications to meet customer

‘ recuirements.

¢ (L) Intelligence Community Training and Education Beard, Sfandards Descripiions, 1C Working Group
on Baneral Analvsis Slandards for Training, Educafion, and Carear Davelopment, 20 Dec 2005,
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Fundamental Elements: Technical Competencies

{U) TECHNICAL COMPETENCIES - CI OPERATORS AND ‘

COLLECTORS
Competency Description
Recruiting Actively sezk out and create opperiunities to locate and spot

targeis using appropriate caver, knowledge of local area, and
targeting data. Deslgn and imalement operaticnal scenarios to
gain contact with targets; manipulates opearational environment
to facilitate opportunities for contact, Evaluates farget's-access,
suitability for recrufiment, and hona fides. Graft and execute
cperational plan culminating in r:cruitment of asset while
minimizing blow-back potential.”

Handling and Evaluzsting Identiy innovative asirces whare Unigus infarmation can be
Assels abizined, routinaly guide cthers toward the most approptizie
sources, and usa the full range of sirategies io il operational
gaps. Exploit g wide range of methodologles and analytical
“e0is to manipulate, gather, and synthagize infarmation to
provida new insights. Provide assets with clear faskings and
test asset's responsivenass, Prepara asset for and conduct
turnaver, cparational testing, and termination. Diract and
motivate assats to obfain Information of indzlligence value.
Moriior activilies and behavior of asssts to detect changes,
vulnerabilities, of problems that may affect the operation
Evaluate the prcductivlty. varacily, values, and bana fides of
reporting assets,”

Reporting and Dissemination Cumprenenswaly and accuratzly documen't operafiona! activily
1 and information colfected from it and distributes this information
o valid consumers and customears for further evalustlon and
analysis,

Intelllgenca Ceollestion Evaluate current collection acthities agalnst raquiremants,
Fermulate strategic direction for collection programs hased an
all-source analysis and comprehensive undarstanding of IC
requirements. Apply broad experises 1o anticipate and prioritize
strategic intelligence needs,

Analyzing Operational Digfine what types of information are relevant for evan the most
Information complex operational issues facing the agency andforiCing
broad range of topie aress. Analyze information to determina
its clandestinaness, accuracy, uniguenass, and completensss
and work to reconcile the information. Evaluate & growing
wolume of ntelligence and counterintelligence informadian for
relevance to custormer needs, Prioritize, caveat, and
disseminate intelligence ensuring proteciion of scurces and

_methods In & range of diverse situations.”

{L,; CiA Operations Qccupation Performance Standards, February 2005.
{U’} ClA Senior DO Cfficer || Geoupation Perdormance Standards, Fabruany 2005,
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Fupdamental Elements: Technical Compelencies

Target Knowledge

Thercugh understanding ¢f the madus operandi of opposition
intalfigance ssrvices, Complete familiarty with the cultures of
kol the country and intelligence service againsi which
operations are targeted as well as the geographic location in
which the operaficnal activity is taking place,

Onerational Guidslnes

Comprehensive knowledge of the US and foreign laws and US
Government policy gavemning inteligence and
counterintellicence aperational activity, Understand the
missions and capabilities of agencies of the US Inkelligence and
1 Cemmunities and ihe value of collaboration with ather
agencies in accamplishing the Cl mission.

Qperational Art

Apoly interpersonal skills, manage relationships with sources
and assets, and manipuiate the operational environment in a
manner that exploits tha ralationships for information that meats
reqdiremeants, Maintain own cover and thaf of callaagues.
Adhere io approprieta security procedures such as reporting
unofficial foreign contacts, maintaining & secure workspace,

and compartmentalization. Use alas documentation to
astablish and maintaln allas paraona. Exploit and Meorparaie
knowisdage of jocal envirenment to tailor and securely condusi
aparational activities,

ACLLURMO55086
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Fundamental Elements: Techunical Competencies

(L) TECHNICAL COMPETENCIES - CI INVESTIGATORS

Competéncy

'Désé:ription

Guiding Principles

Uindarstand and ke sble to apply laws, Exaculive
Crdars, guidelings, policies, and organ]lzaﬁonei
procedures to investigalive processses.”

Subject-Matter Expertiss

Understand various cultures and hostile modus
operandi s it applies to the investigation of espionage
activities, Be completely famillar with the area of
aparation in which an invastigation is taking place.”

Investigative Expertise |

Apply taciics, techniques, and procedures for a full
ranga of investigative iocls and processes to include«
but not be fimited isintenview and nterrogation
techniques, survelllance, countersurveillance, and
surveillance detaclion. Be zble to menipulate
situafians, enviranments, and individuals to acvance an
Investigation to a logical and complete conclusion,
Know the Rules of Bvidence a5 it applies {o collection,
siorage, and praservation of information and tems of
potential evidentiary value.?

Refating With Others

Eslablish and maintain professional working
ralationships within the oreanizatien and the Rarger IC.

. Promele cooperation among individuals, teams, and

organizations by facifitating the exchange of candid and
accurate information, guidance, resources, andfor
assistanca, Negofiate skillfully and ba occaglonally
soughs by others {o assist in negotiating difficult
matters. Develep and implement constructive
compromises during discussions and when planaing
work-related activities, actively advocsting the position
of others wien approprigte. Paricipate i or srovide
high-level support {o adminisirative hearings, cmgoin%
judicial actions, or tha prosscution of referred cases.

LCustomer Interaction

Ragularly engage a broad array of customners {a.4.,
prosacutars, internal agancy managsmant, and other
agencies of the IC), o elicit mformation and maintain
an understanding of their current and evelving needs.
Ragularly sclicit cusfomer feedback on the utifity of Gl
initiafives and investigations. Educats customers an
more cemplex Cl issuesftapics through fraining
courses, briefings, seminars, off-siies, etc.

*{Uy-Darived from Diraft FBI National Security Branch Agent Carser Path, Counterintelligence
Subprogram Devsiopmental Plan Raquireaments, 4 Decamber 2008,
{UUy ClA Performance Standards Counterintelligence Officer Occupation, February 20035,
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Communiosting and Presenting
Information

Communicate compiex ideas clearly and concisaly in a
manner that is well organized and targsied to the
audience, Regpond to challenging and difficuit
quastions in a clear and appropriate manner,

| thoroughly expiaining related issuas, concerns, and

problerns, Listen o, dlarify, and convey undarstanding
of others’ ideas, comments, and qusstions; as
appropriate, incorporate feedback intoe ongoing work.
Consistenily deliver articulate and effective brisfings or
presentations on complex iesues to customers, agency
maragers, andlor IC parinars, ©

Information Collection for

| Investigations and Inquiries

Skillfully define what types of information or avidencs
are relevant for vary subtle or complex investigation.
Devalop and implement innovative strategies for
efficiently gatharing information andlor svidence
relevant to an investigation or inguiry, including that
which rmight not occur ta others, Creatively and
comprehansively identify and obtain valid information
from a wide variety of standard (2.9., Intervisws, policy
manuals, ciminal cods, and legal references) and
unconventicnal saurces, Consistently verify the
accuracy and completensss of Infarmation against
alternative sources, © Understand the eapabilities that
Cl supporting specizities (Technical Surveillance
Courtermeasures, polygraph, computer forensics,
bahavioral sclance, atc.) can coniribute o a Gl
investigation. Know when to consult thesa specialists
for assistance. Have basic knowladyge of how ta
request spesialized Cl Investigative support.

Wittan Communication

Prepare complex reports of invastigation that are well
organized and comprehensive, properly emphasizing
key issues, addressing customer needs, and
considering the impact and implications of the

- documanis {e.g., policy and legal). Cormmunicate

complex concapts or ideas effectively lo communicate
with readers at diffsrent levels of knowledge and
sophistication, Produce dacuments that are sound,
thorough, lagical, conclas, and accurate,

Interviewing

Elicit cogent information during inferviews regardlees of
the atmosphere or lavel of rapport. Skillfully ulflize =
variety of elicitation techniquesfactics (e.g., moniforing
key varbad and nonverbal behaviore, carefully
geguencing questions, and asking gusstions intended
i slicit behaviors) during contact with subjects,
wilnessss, and informants; carefully maich techniques
{0 the interview and situation and corrsolly apply laws,
policies, and procedures, Rermain neutral and
_unbiaged during an interview.

¢ (1) CiA Perfarmance Standards for Inspectors, Investigators and Grievanse Officers, Febrary 2005.
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Fundamental Elements: Technical Competencies

Analvze information

Skillfully analyze complex information to delermiae iis
significancs, usefulness, andfor likely impact on the
results of an investigation. Skillfully separate highly
sommplex, ambiguous, or unusual information into His
underhying principles, raasons, precedents, or facts.
Activaly discuss and explore the legal issues related to
invesiigations with peers, team membars, supervisor,
andior staif counsel, Paiform thoraugh reviews of
plannsd activitles for compliance with laws and
regulations o providas guidance.”

Prablem Selving and Decisionmaking

Thoroughty and carefully analvze the causes complex
problams, take steps to address tham, and recognize
related problems or sifuations that may cocur.
Preactively identily multiple solutions far unusual or
cifficult prablems, considering the sourcs of the
prablemt and the mest appropriate solution. Lead group
problem-solving efforts and guids others in defining,
analyzing, and effectively resalving problems. Make
defensible, solid decisions on the basis of therough
snalysis of all relevant information after sesking
important Information from and nvelving relevant
others. Make dacisions in ambigucus or ill-defined
situgtions in & timely manner.

Organizing, Planning, and Coordinating

Work

Effsctively organize work activifies, even under tight
deadlines or it the face of numerous compating
pricrities, Comprenanshvely identify the resources
fe.gq., tima, staff, and materials) needed to accomplish
work unit goals. Develop and implemant effectve
plans for complex investigations that may require the
ecordination of mulfiple pereans and numsrous
resources, Coordinate with all affecied parties on the
status of work activities and prejecte, ensuring thai thay

.| are well Informad of problems ar changes and of the

impact or consequencas of changes. Updats and
raintaln case filas, racerds, and recordkeeping
systems to ensure zll files and records ara readily
accessible,”

This appendix /s Unclassiifed in its entiraty.
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Fundamental Elements: Technicsl Competencies

APPENDIX 2

{U) TECHNICAL COMPETENGIES and KNOWLEDGE, SKILLS, and
ABILITIES-ANALYSTS

Collection Systems and Operations

Cl/Intelligence Community

Broad Knowledge/Well Rounded
Customer Base

Analytical Tools

Research

Collaborate/Build Relationships
Organize/Priozitize Work

Think Logically/Critically

Problein Solving

Multiple Disciplines {of Intelligence/CL)

Organizational Culture

Cl/Inteiligence Community

Customer Base

Analytical Tools

Collaborate/Build Refationshins
Organize/Prioritize Work

Create Methodologies

Question

Multiple Disciplines {of Intelligence/CI)
Organizational Procedures

Target Knowledge and Expertise

Hostile Modus Operandi
- Cultural Expertice
Research
Reading Comprehension
Question ‘
Recognize Trends/Anomalies .
Muliiple Disciplines (of Intelligence/CI)
Academic Mastary of Some Aren

26 )
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- Fundarmentat Elements: Technical Competencies

Language
Area of Qperation

CI Operational Technignes and Perspective

Hostile Modus Operandi
Cultural Expertise

Broad Knowledge/ Well Rounded
Customer Base

Analyiical Tools

Verbal (Oral) Communication
Research

Collaborate/Build Relationships
Crganize/Prioritize Work
Problem Solving

Create Methodologies
Question

Recognize Trends/Ancmalies
Organizational Procedures
Area of Operation

Investigative Procedures

Analyvtical Mindset

Hostile Modus Operandi
Cultural Expertise

Broad Knowledge/Well Rounded
Customer Base

Analyticat Taols

Verbal (Oral) Communication
Write Clearly and Accurately
Research

Coliaborate/Build Relationships
Think Logicaliy/Critically
Reading Comprehension
Problem Solving

Create Methodologies

Quesiion ,
Recognize Trends/Anomaliss
Multiple Disciplines (of Intelligence/Cl)
Academic Mastery of Some Area

: 27
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Information Ordering

Hostile Modus Operandi
Culiuzal Expertise

Bread Knowledge/Well Rounded
Customer Base

Analytical Tools

Research '
QOrganize/Prioritize Work
Think Logically/Critically
Problems Solving

Create Methodologies
Recognize Trends/Anomalies

Fundamental Elements: Technical Competencics

Muttiple Disciplines (of Intelligence/CI)

Information Gathering and Assessing

Hostile Modus Operandi
Clintelligence Community
Broad Knowledge/Well Rounded
Customer Base

Analytical Tools

Research

Collaborate/Build Relationships
Think Logically/Critically
Problem Bolving

Create Methodologies

Quastion

Recognize Trends/Anomalies
Use Computers/Software
Organizational Procedures

Pattern Recosnition

Hostile Modus Operandi
Cultural Expertise

Broad Knowledge/Well Rounded
Anglvtical Tools

Research

Think Logically/Criticaily
Reading Comprehension
Problem Soiving

28
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Fundamental Elements: Technical Competencies

Create Methodologies
Question

ecognize Trends/Anomalies
Use Computers/Software
Academic Mastery of Some Area
Area of Operation :
Investigative Procedures

Analytic Tools and Methods

Cliintelligence Community
Analytical Tools

Research
Organize/Prioritize Work
Create Methodologies

Use Computers/Software

Enterprise Perspective

Cl/Intelligence Community
Bread Knowledge/Well Rounded
Customer Base

- Analytical Toals
Research :
Collaborate/Build Relatonships
Problem Solving
Multiple Disciplines (of Intelligence/CI}
Laws and Policy
Organizational Procedures
Think Strategically

Customer Operations and Requiremenis

ClIntelligence Community
Broad Knowledge/Well Rounded
Cusiomer Base

Verbal {Oral) Communication
Write Clearly and Accurately
Collaborate/Build Relationships
Oreanize/Prioritize Work
Problem Solving

Create Methodologles

29 '
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Fundamental Elements: Technical Competencies

Question

Recognize Trends/Anomalies

Muldple Disciplives (of Intelligence/Cl)
Laws and Policy

Qrganizational Procedures

Area of Operation

Investigative Procedures

Think Strategically

30
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(U) TECHNICAL GOMPETENCIES and KNOWLEDGE, SKILLS, and
: ABILITIES-OPERATORS and COLLECTORS

" Recruiting

Hostile Modus Operandi

Cultaral Expertise

Laws and Policy

QOrganizational Procedures
Language

Tradecraft

Psychology

Collection Reguirements

Axea of Operation

Broad Knowledge for Conversation
Muttiple Disciplines {of Intelligence/CI)
Verbal {Oral) Communication
Inter-personal Skills

Obseyvation

Nonverbal Communication
Memorize

Listening

Accurste & Conplete Notetaking
Tactics for Swrveillanca/Countersurveillance/ Surveillance Detection
Work Independently

Question

Role-plag/Acting

Assess People

Recognize Threats.
Manipulate/Exploit

Think Logically a’CntxcalIv

Manage Time

Identify Resource Needs

Lead Profiling

Handling and Evalusting Assets

Hostile Modus Operandi
Cultural Expertise
Organizetional Procedures

ACLURMO055095
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Fundamental Elements: Technical Competencies

Custommer Base
Language

radecraft
Psychology
Collection Requirements
Area of Operation
Broad Knowledge for Conversation
Verbal (Oral) Communication
Research -
Interpersonal Skilis
Observe Asset Activities
Qbservation
Nooverbal Communieation
emorize
Listening
Accurate and Complete Notetaking
Tacties for Surveillance/Countersurveillance/ Surveillance Detection
Hvidence Gathering
Problem Solving
Collaborate
Work Independently
Organize/Prioritize Work
Queastion
Role-play/Acting

" Asgess People

Recognize Threats
Manipulate/Exploit
Nonlinear Thinking
Think Logically/Critically
Manage Time

I1dentify Resonrce Neads

Reporting and Dissemination

Laws and Policy
Organizationsl Procedures
CI Community

Customer Base

‘Where to Find Information
Collection Requirements
Analytical Tools

Grammar

Write Clearly and Accurately
Reading Comprehension

32
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Rescarch

Use of Computers/Sofiware
Collaborate

Work Independently
Organize/Prioritize Work

Read and Exiract Relevant Data
Manage Time

Intellicence Collection

Hostile Modus Operandi
Coltural Bxpertise
Laws and Pelicy
Organizational Procedares
CI Community
Custorner Base
Where to Find Information
Language '
Tradecrafi
Psychology
Collection Regquiremenis
Area of Operation

" Verbal {(Oral) Communication
Reading Comprahension
Research _

. Interpersonel Skills
Use of Computers/Softwars
Memozize
Listening
Accurate and Complete Notetaking
Evidence Gathering
Coliaborate
Question
Role-play/Acting
Recognize Threets
Manipulate/Exploit
Read and Extract Relevant Data

Aunalvring Operational Information

Hostile Modus Operandi
Cultural Expertise

Where to Find Information
Psychology

ACLURMO055097
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Collection Requivements
Analytical Tools

Reading Comprehension
Research

Observe Asset Activities
Observation

Problem Solving
Question

Read and Extract Relevant Data
MNonlinear Thinking
Think Logically/Critically

Target Knowledge

Hostile Modus Operandi
Cultwral Bxpertiss
Where to Find Information
Language

Collection Requirements
Area of Operation
Reading Comprehension
Research

COhservation

Memorize

Listening

Collaborate

Question

Recognize Threats

Read and Extract Relevant Data

Operational Guidelines -

Hostile Modus Operandi
Cultural Expertise

Laws and Policy
Crganizational Procedures
CI Community
Customer Base
Collection Requiremenis
Axea of Operation
Reading Comprehension
Leverage Technologies
Identify Resource Neads

9ix Wﬂa
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Fundamental Elements: Technical Competencies

Operational Art

Hostile Modus Operandi
- Cultural Expertise
Laws and Policy
Organizational Procedurss
I Community
Customer Base
Langiage
Tradecraf
Multiple Disciplines (of Intelligence/CI)
Psychology
Cellection Requizements
Area of Operation
Broad Knowledge for Conversation
Verbal (Oral) Communication
Write Clearly and Accurately
Research
Interpersonal Skills
Observe Asset Activities
Ohbservation
Nonverbal Communication
Memorize
Listening
Accurate and Cotnplete Notetaking _
Tactics for Swrveillance/Countersurveillance/ Surveillance Detection
Collaborate '
Quesiion
Problem solving
Role-play/Acting
Assess People
Recognize Threats
Manipulate/Exploit
Laverage Technelogies
Noulinear Thinking
Think Logically/ Critically
Manage Time
Identify Resoures Needs

' 35
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Fundamental Elements: Technical Competencies

(U} TECHNICAL COMPETENCIES and KNOWLEDGE, SKILLS, and
ABILITIES-INVESTIGATORS

Guiding Principles {L.aws, Policies, etc)

Laws and Policy
Organizational Procadures

CI Community

Collection Requirements
Investigative Procedures
Reading Comprehension
Memorize

Evidence Gathering
Orgarize/Prioritize Work

Read and Exract Relevant Data

Subiect-Matter Expertise

Hostile Modus Operandi -
Cultural Expertise '

Cl Community

Customer Base

Where to Find Information
Langnage ‘
Collection Reguirements
Area of Operation
‘Multiple Disciplines {of Intelligence/Cl)
Verbal (Oral) Communication
‘Write Clearly and Accurately
Reading Comprehension
Research

Qbservation

Memorize

Collaborate
Organize/Prioritize Work
Recognize Threats
Manipulate/Exploit

Read and Extract Relevant Daia
Nonlinear Thinking

Think Logically/Critically

36
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Fundamental Elements; Technical Competencies

Investigative Expertise

Laws and Policy

Organizational Procedurss

CI Compnunity

Where to Find Information

Tradecrait

Psychology

Area pf Operation

Investigative Procedixss

Multiple Disciplines (of Intelligence/CE)

Reading Comprehension

Research

Interpersonal Skills

Use of Computers/Software

Observation/Spatial Recognition

Nonverbal Communication
Memorize

Listening

Accurate and Complete Notetaking

Tactics for Surveillance/Countersurveitlancef Surveillance Datection

Evidence Gathering

roblem Solving

Collaborate

Organize/Prioritize Work

Question

Role-play/Acting

Assess Peopls

Recognize Threats

Manipulate/Exploit

Read and Extract Relevant Data

Wonlinear Thinking

Leverage Technologies -

Think Logically/Critically

Relating with Others

. Culiural Expertise
CI Community
Customer Base
Language
Psychology
Investigative Procedures _
37
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Verbal (Oral) Communication
Write Clearly and Accurately
Inferpersonal Skills .
Nonverbal Communication
Listening

Collaborate

Role-play/Acting

Assess People
Manjpulate/Exploit

Customer Interaction

Haostile Modus Operandi
Cultural Expertise

Laws and Policy
Organizational Procedurss

1 Communsity

Customer Base

Psychology

Area of Operation
Investigative Procedures
Verbal {Oral} Communisation
Write Clearly and Accurately
Interpersonal Skills
Nonverbal Communication
Listening

Aceurate and Complete Notetaking
Problem Solving

Collaborate
Organize/Priovitize Work

Communicating and Presenting Information

Hostile Modus Operandi
Cultural Expertise
Organizational Procedures

C1 Community

Customer Base

Craminar

Verbal (Oral) Communication
Interpersonal Skills
Nonverbal Communication
hemorize

SESRET/NOES
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Fundamental Elements: Technicel Competencies

Listening
Collaborate
Role-play/Acting
Assess People
Manipulate/Exploit

Informatien Collection for Investigations and Tnguiries

Hostile Modus Operandi
Cultural Expertise
Laws and Policy
Crganizational Procedures
CI Community
Where to Find Information
Language
Collection Requirecments
Area of Oyperation
Investigative Procedures
Maltiple Disciplines (of Intelligence/CI)

" Verbal {Oral) Commiunication
Write Clearly and Accurately
Reading Comprehension
Research
Use of Computers/Software
(Observation/Spatial Recognition
Nonverbal Communication
emorize
Listening
Accurate and Complete Notetaking

Tactics for Surveillance/Countersurveillance/ Surveillancs Detection

EBvidence Gathering

Problem Selving

Collaborate
Organize/Prioritize Work
Question

Role-play/Acting

Recognize Threats

Read and Extract Relevant Data
Nonlinear Thinking
Leverage Technologies
Think Logicaliy/Critically
Manage Time

Tdentify Resource Needs
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Fundamental Elements: Technical Competencies

Written Communieation

Hostils Modus Operandi
Cultural Expertise

Laws and Policy
Orpanizational Procedures
CI Community

Customer Base

Collection Requiremsnts
Area of Operation
Investigative Procedures
Gramunar

Write Clearly and Accurately
Research

Use of ComputersiSoftware
Accurate and Complete Notetaking
Collaborate

Work Independently
Organize/Prioritize Work

Read and Extract Relevant Data
Think Logically/Critically

Manage Time

Intexviewing/Interrogating

Hostile Modus Operandi
Caltural Expertise
Laws and Policy
Organizational Procedures
Language
Psychology
Collection Requirements
Area of Operation
Investigative Procedures
Grammar :
Multiple Disciplines (of Intelligence/CI)
Verbal (Oral) Communication
Write Clearly and Accurately
Interpersonal Skills
Nonverbal Communication
Memorize
Listening
Accurate and Complete Notetaking
40
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Fundamental Blernents: Technical Competencies

Ewvidence Gathering
Problem Solving

{Juestion
Role-play/Acting

Assess People -
Recognize Threats
Manipuiate/Exploit :
Think Logically/Criticaily

Anaivze Information

Hostile Modus Operandi
Cultoral Expertiss
Organizational Procedures
CI Community '
Whers to Find Information

* Collection Requirements
Area of Operation
Analyiical Tools
Multiple Disciplines {of Intelligence/CI)
Write Cleasly and Acourstely
Reading Comprebension
Research
Dse of Computers/Soitware
Mermorize
Problem Solving
Collaboraie
Recognize Thrsats
Read and Exiract Relevant Data
Nonlinear Thinking
Leverage Technologics
Think Logically/Critically

Problem Sﬁoiving and Decisionwaking

Hustile Modus Operandi
Cultural Expertise

Laws and Policy
Organizational Procedures
CI Commumity

Customer Base

Where to Find Information

Tradecraift .
41 .
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Fundamental Flements: Technical Competencies

Psychology

Area of Operation

Analytical Tools

Investdgative Procedures

Multiple Disciplines {of Intelligence/CL)
Verbal (Oral) Commimication
Research

Tactics for Surveillance/Countersurveillance/ Surveiliance Detection
Evidence Gathering

Problem Solving

Cellaborate

OrganizePrioritize Work

Question

Recopnize Threats

Read and Extract Relevant Data
Noulinear Thinking

Think Logically/Critically

Idertify Resource Needs

Organizing, Planning, and Coordinating Work

Hostile Modus Operandi
Cultural Expertise

Laws and Policy
Organizational Procedures

CI Community

Customer Base

Where to Find Information
Area of Operation

Anatytical Tools

Investigative Procedures
Multiple Disciplines {of Intelligence/CI)
Write Clearly and Accurately
Reading Comprehension
Research

Use of Computers/Softweare
Memorize ’
Tactics for Surveillance/Countersurveillance/ Surveillance Detection
Evidence Gathering

Problem Solving

Collaborate

Qrganize/Priozitize Work
Question

42
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Fundamental Elements: Technical Competencies

Read and Extract Relevant Data
Nonlinear Thinking

Think Logically/Critically.
Manage Time

Identify Resource Needs

43
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Fundamental Elements: Technical Competencies
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Presidential Decision Directive/NSC-24, May 3, 1954,

Presidential Decision Directive/NSC-73, December 28, 2000,

Presidential Report Directive-44.

Pragident's Commission on the Intelfigence Capabilities of the United States Regarding Weapons
of Mass Destruction Report, Chapters 10 and 11. Mareh 31, 2005,

Special Agent Career Track Model, Federal Bureau of Investigation, September 2005 draft

version,

Standards Descriptions — IC Working Group on Leadership Standards for Training, Education,
and Career Development. September 2,-2005 draft version.

Standards Descriptions — ICTEC Working Group on Standards for the Training, Education, and
Career Development of IC Analysts. August 18, 2005 draft version.

State of the Industry, ASTDVs Anrugl Review of Trends in Workplace Learning and Performance,
American Society for Training and Development (ASTD). 2004,

- State of the Industry, ASTD's Annual Review of Trends in Workplace Learning and Performance.

American Society for Training and Development (ASTD). 2005.

Supervisors in the Federal Governmen: A Wake-up Cafl. OPM, Office of Merit Systems
Oversight and Effectiveness. January 2001,

The Federal Bureau of Investigation's Efforts to Hire, Train, and Relain Intel ligence Analysts,
U.S. Department of Justice, Office of the Inspector General, Audit Division. Audit
Report 0520, May 2005.

The Federal Bureau of Investigation’s Notional Security Branch Agens Career Path,
Courderinfelligence Subprogram Developmental Plan, draft dated 12/4/2006.

45
SECRET/NORQRIN/203R(02728

ACLURMO055109

FBI054626



" ALL ¥5I INFORMATION CONTAINED
. .- HEREIH I3 UNCLAZSIFIED
(DATE 11-04~2011 BY 65173 DHE/STU

C . < - ' FBI054627





