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EXECUTIVE SUMMARY 
(U) Despite increased Investment in counterintelligence (CI) training programs since 

11 September 2001, there has been uneven emphasis across org.anizations. and 1raintng programs 

with individual agencies focusing on their needs and culture. lnconsisrency in content, quantity, 

and quality of training across the CI community persists through varied processes for developing: 

training requirements and Sl'l.Ildards. The result is costly dupHcation of effort, uneven 

perfonnanc.e In the workplace,_ and significant urunet training requirements, pa.tticularly \'lith 

regard to C1 analysis and technology lritegration. 

(U) Although some interagen.c;o,.- training takes place, it does not approa~h the amount 

necessary in an environment that demands structured intet'operabilicy and communication, along 

w-ith a worktorce capable of effe.oLivdy p~l.forming in 1hat environment. ln addition, little 

interdisciplinary training across CI sx)ecializations takes place1 for example operations and 

analysis, creating additional balTiers to effective communication and opel'ations withln the, 

\'iorkplace. 

(U) Training progTams are limited pdmat:ily to 1nitia1 skiHs ttaining ·with. a general lack of 

structured continuing education programs. FollO\'l·On training tends to the~ ad hoc and/or on-the~ 

job training with mentors of varying experience arid qualifications. Contracted personnel rarely 

receive training unless it is specifically required in the comtacting vehicle. As such, much 

training beyond the initial is at the lndividual's own initiative. This makes CI less attr:active as a 

career and creates significant know[edge Hn<l performance issue.slgaps within the •;;:orkforce. This 

is in sharp contrast to the emphasis placed on tra:ining by our enemies. 

(U) Because CI lacks the tm[ning infrastructure to stlpport long-term development of the 

individual, there is no accepted career path for the cmmterintelligence •.vorkforce and CI ls not 

\VEdely vlev ... ·ed as a discrete national security profession. As a result, cotmterintelligcnce 

assignments are generally not .seen as career enhancing and many individuals tend to move on to 

•.vhat they see as mainstream assignments in their respective organizations. This lack of 

structured professional development and transience has contributed tl) the creation of a relatively 
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inexperienced CI cadre that is less effective at responding and adapting to change in the security 

environment. A compounding factor has been a lack of Cf leadership development. 1v1any senior 

CI positions are filled with individuals vt'ho lack significant CI experience and training:. 

(l!') ln sum> there is a gap - vtith strategic implications for national secur.ity - between 

c-ounterintelligence perfommnce requirements generated by the c.onte:mporary nattona.l security 

environment and ollr curr~nt ability to train and develop a professional Cl cadre lh<it is c.apable of 

effec.tively meeting these t·equirements. 

(U) To ~1dequately fulfill the ONCIX Congressionally legislated tl'aining, education, and 

professional development mission; and to meet commun.t~; needs, &. plan 'N!l.S developed to 

conduct community-wide research to produce baseline data for author1t.'ltively describing CI in_ 

terms of its role as a profession or discipline, its functions, and the CX t:ore competencies 

requisite to performing ·the functions and tasks associated •,:vith accomplishing the CI mis~ion. 

This volume repmts on the research related t.o the knowledge, skllls, and abilities (KSAs) and the 

Cl core ccmpe.terde.s and mapped to each of the KSAs. Subsequent volumes will address the Cl 

core competencies m<1pped to tasks, competencies mf;ppcd to func.tion-specific KSAs and tasks, 

and the role. of CI as a profession or discipline. 

{U) The first phase of the research pian included structured fntervie·ws with individuals 

and focus groups. Approximateiy 150 people '.'.'ere intervic\ved either individually or as a 

n1ember of a focus group. 1ntervie\vees were selected from journeymen and supervisors (to 

include senior executive le.adcrs) across an functions reprcs~;:ntative viithin the CI community 

'Nho had at least t~vo years of Cl experience. The researchers systematically guided the 

interviewees to discuss. the KSAs and traits requisite for P'i:rforming_ Cl tasks. For consistency~ 

each interview Ol' focus group 1.va.s conducted by the same t\Vo ONC'lX staff members 

(researchers) using a standardized format for journeyman or supervisors. Each Interview/focus 

group averaged approxtrnate.ly t\"lo hours. After the intervie\vslfocus g~·oup sessions, the t\VO 

researchers wrote a transcription of each lnterviev,• or focus g"JOUp and concut:red on the content. 

The inte1view transcdptions were used as the basis for data entry ofKSAs that ptovidcd the basis 

for .identifying CI core competencies. 

{U) In the secon::l phase of1he research, spreadsheets '.>..'ere designed and used to map t~e 

KSAs to tasks that were identified in the intervie\VS for joumeyman and for sup·ervisors. After 

completing interviews/focus groups in ONICX, CIFA, AFOSl, FBI, and NCIS; the researchers 
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had idc~1tified more than 200 task categories and more than 200 knowledge areas, skills) abilities~ 

and traits for CI supervisors and journeymen. After the researchers c-onducted additional 

interviews in Am1y Intelligence and the Cli\, additional tasks, KSAs, and traits w·ere added to 

the spreadshe-ets as necessary. 

tt.J) As the spreadsheets Vlfere popu!a€ed wHb dat.a coii.ected from the interviev,;s, similar 

tasks ;,.vere combined under a descriptor that best represented a genera! task category. This 

process. eliminated repetitive and similar tasks from the spreadsheets. Competencies ·.vere 

identified frorn government son.r:ces or developed by the researchers when the required 

competency was pmticular to Cl and not evident in the sources. These competencies were then 

mapped against KSAs, a11d the same process wa..<; foHowed with mapping the competencies to 

task categories. Lastly) the competencies \Vere reviewed to determine those that •v.;ere universal 

across all CJ functions, as \Vell as those specific to each ftmction. 'l11is volume represents a 

repo1ting of the universal comp<:tenci~s. 

(U) The results of 1·efining the intervtew data produced ~~ list of 17 CI core competendes 

forjoumeymcn and 17 core competencies for sup:t::rvisors dei1ned as universa~ regardless of CI 

function _performed or organization/agency· affiliation. Although preliminary results of this 

research study are not smprising, this is the first systematic study conducted to authoritatively 

define the competencies, KSAs, and tasks tl)at ate common throughout the CI community to 

st?.ndardize critical training and education for those areas that arc universal. The listing of the 

KSAs and competencies provided in ihe report represent the ~·esu!t of data coiiected from 

extensive interviews and reviev'>' of reference material that bas been released on intelligence and 

Ci jobs/functions. Although some variation:; in tenninology appear between agencies and 

mganizations pertaining to CI, d'$ r~search results from thls study do co1Telate ;,v[th some r·;;:latcd 

work conducted by the FBl. DIA, and an intelligence analyst ';vorking gro\lp. 

(TJ) 1'he most immediate application fot' thts study will h~ its tlse in establishing a 

baseline of universal CI trai11ing s~andarc!s. \Vith a set of core competencies across ihe CI 

community, regardless of job functiol:\ the community 1vill be able to begin training Its 

workforce with a cornmon frame ofrcfere.nce. VohJme 2 will address the co1·e competencies for 

specit1c fi.1nctlon.s clnd will us'e this Volume 1 as its basis. 

(U) ln addition tt) 1he short~ term hnj)tovernents to Cl training established by connecting 

training .to c\1re competencies, ii long-term result of this study wm be the creation oftiered 
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training to develop the workforce in CI careers. The standardization of u:aining to the univorsa[ 

and furictional competencies at milestones wlthin an indiv!dtial's caree-r in CI will 

"professionalize'} the CI discipline and create consistency across the cornmnnity regardless of 

agency or organizstional aft1Hation. In addition to the CJ training comrnon across the 

comm.umty, each orgamzatior.lagency \Vtl! conlmue to _prcrvtde the trmmng requ1red ior the!r 

unique missions (fot· example~ CI support to fo~·ce protection). These agency-specific training 

requirements m·c not part of this stud}l. 

(U) The National Counterintelligence Executive (NCIX) recognizes the need for 

professional development and training standards and has estri.blished the National 

Counterintelligence Inslitute. Envisioned as an lntcgral cqmponent of the National Intelligence 

University (NIU)~ the Institute will develop CI training standards based on identified core 

competencies and ensme their impiementat[on. In addition, the Institute \Vill sponsor 

collaboration among the C1 community and acadcnuc, training, and research institutions, 

Concentrating on the professioml deve!opml.:)nt ofa dedicate-d CI •.vorkforce, the Inst£tute ..,vii] 

establish career t~acks that focus on joint strategic professional development from entry to senior 

leadership levels. An ongoing f()cus of the lnstttutc will be to encourage crossover assignments 

among the agencie.s of the Cl -community that arc caree1· enhancing. By improving existing 

training and professional developme11t within the cormnunityt the Institute will create a m.ore 

effective and interoperable CI c;~dre capable of meeting cut-ren~ and future national securii:'J 

tequirements, 
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BACKGROUND AND RATIONALE 
(U) In response to its Presidential and legislative tasking to develop po!ides and standards 

for trafning and professional development of the colmterintelligenoe (CI) workforce, l:hc Office 

ofthe National Counterintelligence Executive (ONCtX) embarked on a research study to 

deve!op an authoritative description of the Cl profession in terms of Its core disciplines and 

associated core cow.petcncies, inclusive of key skills and knm:vledge areas. Tile findings of this 

research study establish the basis for linking CI core competencies and requisite knowledge, 

skills~ and abilities to CI education. training, and professional development. 

(U) There have been some isolated attempts to do this type of research in the past, but these 

have not concluded in fonnal reports possessing community validation. This ONCIX study 

capitalizes. on all available prior \Vork in addition to new data acquired through this extensive 

study, The conclusions put forth in thfs repmt are the result of community-wide input, feedback, 

and validation. 

AUTHORITIES and RECOMMENDATIONS 

(U) The ratimlale for tbe Natiomtl Cotmterinte.lJigence Executive (i'{CIX) to coordlnate 

CI community training standards and J1rofessionat development derives from PDDiNSC~ 75, the 

Counterintelligence Enhancement Act of2002, the Intelligence Reform and Terrorism 

Prevention Act of2004 through the ONCIX as a component of the- Oft1ce of the Di~ector of 

National Intelligence (ODNI), and the President's Commission an the lnteilig<mce Capabilities of 

the United States Regarding Weapons of klass Destruction Report dated 31 March 2005 

(Chapter 11 ~ Counterintelligence). 

G (U) CI Enhancement Act of 2002~ A functlon of the ONCIX shall he to Hdeve[op 

policies and standards for training and professional development of individuals engaged 

in counterlntelligenc~; activities and to manage the conduct of joint training exercises for 

such personnel." 

o (U) Intelligence R.eform and Terrorism Prevention Act _of2004: ''The Director of 

National InteJHgcnce shall establish an integrated frame\vork that brings together the 

educational components of the intelligence community in order to promote a more 

__________________________ , _____ _ 
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~ffective and productive intelligence community through ctoss~disc!plinary education lmd 

joint trainlng.1
' The DNI shall prescrib-e in consultation \Vith the intelligence co.mmunity~ 

personnel policies and p;:og~ams applk(1ble to the intelligence community tl~at ({set 

standards for education, training, and career development ofpe.rsonncl in the Intelligence 

community :• 

,;) (U) PDD/NS(' ... .':?5, 1.2/28/2000~ The ONClX will ''develop _policies for Cl h·alnfng and 

professional development for CI investi~ators:- opcrawrs, and analysts. 1t will also 

develop nnd mmmge joint training exercises, and assess the need for a National 

CI Training Academy." 

"' (U) R\':comm~ndatlo.n ~President's Commission on tile litielligetice Capabilities of the 

United States Regarding Weapons of Mass Destruction Report, 1\-farclt 31., 2005 

(Chapter 11- CounterinteUigence): 11 that the NCIX assume the pmver and the 

responsibility to establish common training and education requirements for 

counterintelligence officers ac.ross the Community, and expand cross-agency training." 

KEY TERMS 
(li) ability: A competence to perform an observgblc'behavior or a behavtor that resl.llts in an 

observable product. (OPlvf Delegated-Er:mnining OpemUons Handbook, 2003-) 

(0) competency: A measurable pattern of knm.vle<lge., ski!!s, ;:;bili~ies) behaviors and other 

characteristics that an individual n~eds in order to perfom1 works roles or cccupati<mal functions 

successfully. (OPjvf Delegated E:carnining Opei'ations Handbook, 2003) 

(Lry counterintelligence: Counterintelligence means infbm1ation gathere-d and activities 

conducted to protect against espionage, c'tt1er intelligence activities, sabotage, or assassinations 

conducted for or O!J. b·ehalf of 1.\:we.ign powers, organizations or persons, or international terrorist 

activities, but not including personnel, physical, document or communications secmity r,m)grams. 

('E-0- 12333) 

(U) ,gisciplin.e: A discrete component. of a profession that is. characteriz,~d by the folknvlng 

attributes: 

o Identifies the branch of knO\Vledge that fom1s the fundamental basis c.ftll~ discipline 

" De.tnonstrates a historical presence and application 

~ Suggests a set of topics that the discipline addrr:-sses 

10 
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o Identifies a set of principles and standards of practice 

• Shows a significant concentration o:fkno\V'·ho"v not generally repeated in other 

disciplines 

<~' Outlines a course of study/activities that provide the practitioner v,;ith minimum K.Si!..S 

that defines a novk:e !eve! competence 

• Establishes benchmarks to gurde/judge a practitioner's gl'Owth f£om the novice tn 

journeyman to mastcr/e:..;:pert levels 

(Baseline Dr?finitfon of the &curiiy Profession September 2002. Defense Personnel Security 

Research Cent$r.) 

(Cry educat!g.n: instruction that emj)hasizes far-transfer learning objectives; trad!tionally 

knowledge-based instwction not tied to a specific job, as opposed to trah'ling. 

(ft·om "Wilson, B.G., Jonassen, D.ll.. & Cole, P. (1993). Cognfth·e Approaches to 1nsn·uctio1Jal 

Design. In G.A1. Piskurch (Ed.), The J1S'"I'D Handbook of lnsttuclional Technology. !lew YOJ·k: 

McGraw-Hill.) 

(U) function: Specific acti-vities \vith ~iSsigned responsibilities and tasks within a discipline. 

(.Baseline Definitioi1 o.l the Security Pmjession, Sept~mber 2002, D:Jjense Personnel Secw·ity 

Research Cent11.r.) 

(U) kno•.;vledge: A body of information applied directly to the performance of 2. function. 

(0Plt4 D(~legated Examining Operations Htrrutboo~~ 2003.) 

(U) profession~ A calling requiring speclalized knowledge and sometimes-Intensive academic 

preparation. (atso) A pt·incip<!t Q(;Uing~ vocation, or employment. (Webster's Dictionary) 

The five characteristics that detlne a profession: 

1. A profession rnust be fulJ:.time. 

2. Schools and curricula must be eimed spe.cttkally at teaching the bask; ideas o.fthe 

profession, and there must be a defined common body of knowledge. 

3. A profession must have a natlona! professional association. 

4. A profession must have a certification program. 

5. A profession must have a code. of ethics. 

(Human Resource Cert{ilcation Institute website: httrdlwww.hrci.org/A.bout[hlf!fSTORJ.'i) 

11 
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{U) professional develomn.e~1t: Those aspecrs of career development concerned wi~h improving 

an individual's perfonnance and abillties in given positions and specialties. (Baseline Definition 

of the Secw·ity Profession .. September 2002. Defense Personnel Security Research Center.) 

(U) skill: An observable comJ>etence to perfom1 a leame·d psychomot~r activity. {OPM 

Delegated .h."'.xamMfng Operations £1cmdbook, 2003.) 

(U) task: A work effmt that requires some skills, knO\vledge and abilit1es to p·ertbrm. (Baseline 

Definition of the Security Profession, September- 2002. Dqfimsif Per::;ormel Security Research 

Center.) 

(D) ttaining: A process that aims to impmve knowledge, skills, attitudes, and/or behaviors in a 

person to accomplish a speci:ti.o job task or goal. Training is often focused o~ business needs and 

driven by time~critical business skills and knowledge, and its goal is bften to improve 

performance. (ASTD Online Glossary} 

(U)j;rait: A characteristic way in which a person perceives; feels, believes, or acts. A ''trai.e' 

characteristic is a characteristic that tends to be stable over time in contrast fo related 

characteristics that change. (ASTD Onb'ne GlossmJ) 

THE STUDY RATIONALE 

(0) The rationale for conducting this extensive research study of the community· -..vas 

based not only on the author.ltics and recommendations previously addressed~ but also on 

community~-..virle environmental evolution, deficiencies,, and redundancies. The fOllowing 

provides a synopsis ofthc study rationale. 

(0) Changed Environment: The United States national sccmit'y enviromnent has 

changed significantly in the post cold war era anc[·par!iculady since September 11, 2001. In 

addition to the specter of global tenorisrn~ the threats to US interests have greatly diversitled and 

expanded in terms of sources and objectives. The means to carry out threats haw also diversified 

t:J.nd become more ·technically sophislicated. Consequently, the challenge to the 

counterintelligence mission and the need for coordinated consistent approaches has become . . 

greater. Yet in the face of this changing environm.ent, the counterintelligence -ivm·kforcc is 

mostly trained and deveJoped t? face outdated challenges, posing a. significant element of risk 

and vulnet·abi!ity to succ.essfui national counterintelligence mission accompiishtnent. 

12 
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(U) Uueven Emphasis! D~}Spita increased investment fn Cl training programs, It is 

uneven across organizations. Training programs are largely independent among agencies and 

focus almost exclusively on individual agency needs and culture. \Vithin programs, processes for 

developing training requirerrtents and standards var-y across agencies. Consequently, 

inconsistency In content, quantity, and quality of training across the counterintelligence 

community occurs, t'esulting in costly dupllcation of errort and translating into uneve.n 

performance- in the \Vorkplace, n al:3o re~ults in signitlcant umnet training reql.liremcnts

pat:ticulady ·with regard to c.ountedntelilgencc analysis and technology integration. Recent 

research identified thirty-six specific subject areas that are not sufficiently address!i!d in CJ 

Community t~aining prograrns. 

(D) Lack of Joint Training: \Vhile some intet'ag-ency training takes place, it is not 

suffick:nt fol' an environment that deman-ds structured in~croperability and communication along 

with a ,ivorkfol'ce capable of l);m~'.;;tively performing in that environment,~ Likewise, little 

interdisciplinary tmining across Ci. S})ecia(izations takes place in functions such as operations and 

analysis, \.vhich creates additional baniers tc effective- communication and operations within the 

vwrkplace. 

(U) Little Continuing £ducatiqn: Training programs are lirnited primarily· to initial 

skills training with a general lack of structured and formalized continuing education progrfui1S. 

FoHow-on !raining tenets to be ad hoc and/or OIHhe~job training \Vith mentors ofv.arying 

experience and qualific~tions, Much training beyond the initial is at the in<lividun.l's own 

inht?,t\ve., This H11lkl!ps GI less nth·act!ve as a career and creates significant knowledge and 

perfonnance issues tbr the workforce, This is in sharp contrast ro the emphasis placed on training 

by our adversaries. By the tirne they are assigned to operations within our countLY: the enemy has 

been prepared 'i-vith systematic tt·aini.ng !ln<l has attained an expert level. Assignments to the 

United States are rcv.rards for accomplishment; the operational equivalent of the "Super Btw,;L" 

(U) L-ack of Professional nnd Leadel"sbip Development: Because Cl lacks the tt:aining 

infrastnJCture to support !ong-terrn professional development ofthe individual, there is no 

accepted career path tb1· coumetinteHigence vractltioncrs and CI is not widely viewed as a 

discrete national security protess[on. As a result, counterintel!lgenc-e assignments are generally' 

not seen as career-enhancing, forcing many individuals to move on to what they .see as 

mainstream assignment<; in their re..;;;pectivc organizations. 1l1is lack of st;:uctur.ed professional 

13 
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development aJ1d transience has contributed to the creation of a relatively inexperienced CI cadre 

that is less effective at responding and adapting to change in the security environment. A 

compounding factor is that this situation does not foster the development of experienced CI 

· leadership. Many senior Cl positions are filled with individuals \Vho lack significant cr 

experience and tra1ning. 

(U) In sum~ there is a gap - with· strategic imp[kations for national security - bet\veen 

cou'nter!ntelligence pel'tbrmance requirements generated by the contemporary national security 

environment and the current capacity co train and develop a professional CI cad~·e tl~s.t is capable 

of effectively meeting these requh:emen.ts. 

14 
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METHODOLOGY 
OVERVIEW OF THE RESEARCH PlAN 

(U) In order to adequate[y fulfill the legislated training, education. and _professional 

development mission and to meet communit)' needs, a plan was developed to conduct 

conununity-'<vide research to produce baseline data for authoritatively describing CJ in terms of 

its role as a profession or discipline, its functions, and the cr core competencies requisite to 

performing the ftmctions and t.'l.sks associated with accomplishing the CI mission. This volume 

. rcpo1ts on the l'esearch related to the knowledge, skills, and abilities (KSAs) and the CI core 

competencies and mapped to each KSA. Suhsequent volumes ·will address the CI core 

competencies mapped to t.'lsks, competencies mP-pped to tl.m.ctlon-specific KSAs and tasks, ~nd 

the roie of CI as a profession or discip[ine. 

(U) The tirst phase of the researc:h plan included strucmrcd intervie,.vs with individuals 

and focus ~'l·oups. Interviewees were selected from journeymen and supervisors (to inch•de 

senior executive leaders) across all nmctiems representative ·within the CI community who had at 

least t\vo yem:s of CI experience. The ONCIX researchers used the "taxonomy of a. profession" 

model (Figure 1) to systematically guide the Intervie·wees to discuss the KSAs and traits requisite 

for performing CI tasks. These. KS1\s provided the ba:.is for identifYing CI core competencles. 

The tn'l~ts pr.ovided data that may assist v<ith recruiting: ~nd identifying potential CI careel'ists. 

Figure l: Taxonomy of a Profession 

r----~----~·------
I'UHCTIOti,>,L ·"-LE.M'iNT [ 

,------~--------.;__ ___ , 

- -····---··· ,...-y,----===-'"""'""""'""""'"""" ..... ______ ....., ____________ _ 
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(U) In the second phase of the research_, spreadsheet<> ~.vere designed and used to map the 

KSAs to tasks that \Vere identified in the interviews for journeyman and for supervisors. As the 

spreadsheets were populated \vith data collected from the interviews, similar tfiSks were 

combined under a descriptor that best represented a genera! task category. This process 

eliminated repetitive and similar t~isks from the spreadsheets. Competencies were identified from 

government sources or developed by the r•;searchers v:hen the required competency vv·as 

particiJlar to CI and not evident in the sources. These competencies were then mapped against 

KSAs and the same process •.vas fof!o\vcd 'Yith mapping the competencies to task categories. 

Lastly, the competencies wete re·vie•.:ved to determine those that were lJnivefsal across ali Cl 

functions~ as 'Nell as those specific to each fbnction. This volume :represents a reporting of the 

universal competencies. 

CONDUCTING THE RESEARCH 

(0) The follo\ving Cl organizations were contacted and included in the intervknv/fcctJS 

group part of the research: 

9 Office of the National-Countcrintelll,g-ence Executive (ONClX) 

e Department of Defense Counterintelligence Field Activity (C!FA) 

q Federal Bureau oflnvestigatlon (FBI) 

Headquarters 

2 large field oEGces 

1 small field oftke 

o Ait· Force Office of Speciallnvestigations (AFOSI) 

Headquarters 

Intermediate headquarters 

o Na·va[ Criminal Investigative Service (NC1S) 

Headquarters 

I t1eld office. 
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o USArmy 

Intelligence and Security Command (iNSC01'1) 

902"d Military Intelligence Group 

Foreign Counterintelligence Activity (FCA) 

o CentTal Intelligence Agency (CIA) 

Counterintelligence Center (CIC) 

(U) Ap}>roximately 15() people were in1x1rvic··.ved eithe-r individually or as a member of a 

focus gwup. For consistency) encb intervievl or focus group was conducted by the same two 

ONClX researchers using the smndardized format for a journeyman or supervisor (Appendix 1). 

Bach interview/ibcus group averaged approximately two hours, After the lntervic-.;,vs/focus group 

sessions. the r.vo researchers \;,Tote a transcription of each interview O!' focus group ~nd 

concurred on the content, The interview transcriptions •,x,·e.re used as the basis .for data entry of 

KSAs artd tasks that lead to identit1cation of the CI (;ore competencleB. 

MAPPING KSAs to TASKS 

{li) Aftel' completing intervie\vs/f{)cus groups in ON1CX, CiFA, .AFOSI, FBI, and NCIS, 

the researchers had identit1ed more than 200 task categories and more than 200 knowledge are~.s, 

skills, abilities, and traits for CI supervisors and journeymen, Spreadsheets were developed to 

record knowledge area. skill, ability, and trait c-atcgortes to relate.d tusks. T1vo spreadsheets 

Gourneymen and supervisors) were designed for each agency/organization as well as two 

cmnpl'e})ensive worksheets that ~et1ected the combined data of all agencies/organizations. The 

tasks v.··ere listed on the "y" axis of the SJ)readsheet (first column) and the knowledge; skllls, 

abilities, and traits ·were listed on the 11x'' axis (t!rst l'O\V ·heading). In the Journeyman 

spreadsheets, the second column \vas ·used to note the interviev.:e9's functkmal area - operations, 

investigations) collections~ ox analysis, As the researchers c-onducted additional intervie•.vs ln 

Army lntelligence a11d the CIA, additiomtl tld>.S, KSAs, and traits \Vcre added to the spreadsheets 

as necessaly. 

(0) Each intervie\v/tocus group transcript provided the data for the spreadshe~ts. The 

researchers reviewed each intcrvie'l"l transcription and. recorded every instance of a knowledge, 

skill, abtHty (KSA), ot trait requisite for each t~;sk. The result was .a fl'equency display for KSAs 

17 

ACLURM055128



FBI054646

~~ 
Fundamental Elements: Competencies 

and traits aecording to organization/agency and in aggregate. Some KSAs and traits appeared as 

outliers; in some cases they \vere subset~ of a !ar.ger KSA or trait C~ltCgory, and in other cases 

they were anomalous to a particular interview that. could not he generalized across CI. These . 

outliers were either combined \vith the broader category or eliminated from the KSA or trait 

listing. 

MAPPING COMPETENCIES TO KSAs 

(0) After completing the fntervie\VS, the researchers began to review the KSA categories 

listed on the nvo comprehensive spreadsheets tor journeymen and supervisors in order to 

pinpoint competency categories for the KSAs. The researchers identified potential competencies 

fi·om the: 

e Ofjlce of Personnel }vfcmagement, Delegated Examining Operations Handbook, Appendix 

F: Mult~1)Utpose Operational Systems Analysis I:•r.w.mto;); - Close~Endecl, 

tt Army Civilian Training, Education and Development System Phm, Appendix A .. Alaster 

Training Plan Competencies, 

it United States Army Military Police School Analyticallnvestfgcitive Tools, CI! 19~ 1 D, 

Version 1.0 (2001); 

~ Thinking in the classroom; A survey ofprograms(1986), by P. Chance, Ne\V York: 

Teachers Coilege, Ct-lumbla Univctslty. 

In cases where competencies were not evident fi·om these sources, the researchers developed an 

appropriate compet~mcy category an4 d.;r$cription. Appendix 2 provides a complete listing and 

description of the competencies for joumeymcn and supervisors . 

. (U) T\VO new spreadsheets -.,vere created (for journeymen and to.r. supervisors) that listed 

competencies across the "xu axis (heading xow) and KSAs in the 1'y" axis {first column). Each 
' 

competency was mapped to appHcahle KSAg listed on tl~e spl'eadshe.;,t by asking the qw;.stions; 

1:1 ls this competency required fm· tbe kno1viedge to _fxl ?; 

8 Is this cmnpetency required to have the skill to_]~)_?; or 

111 Is this competency required to be able to ____ [~]__? 

An indicator of" 1 '1 was placed in ever)\ cell on the spreadsheet v.rhere a competency mapped to a 

knowledge, skill, or ab!iity. Appendix 3 provide..<:: a complete llsting oft.he competencie~ and the 

KSAs for both journeymen and supervisors. 
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(U) At this point, traits were maintained on a separate listing; and not included in 

competency mapping. Since a prtmaty purpose of this study •.vas to identif<J CI core 

competencies for the purpose of estabiishing training standa!'ds, traits \Vere exc.luded from 

competencie-s since they are more likely to be inherent in individuals and less likely to be 

trainable (although training may enh~ncc (l particula1· trait). 'Traits will be useful tor det!ning: the 

typical ~'succ.essful'1 CI professional for recruitment and retention, however traits .are not 

·Combined with KSAs to defii1e training requirements in this study. 

MAPPING COMPETENCIES TO TASKS 

(U) The results of CI competencie$ to tasks mapping are addressed in Volume 2. In this 

phase of analysis, the task hsting was re.:fined to a manageable represerteat[OJa of tasks tor 

Journeymen and for supervisors. -rvfany of the tasks reported in the. interviews were related and 

were grouped into general task categories. After the journeymen 'tasks were grouped into general 

categories~ they \Vere organized according to universal tasks or tasks specific to a CI function. 

(U) Two ne~,v spreadsheets for journeymen and supervisors \Vere developed to map the 

competencies to the task categories, The msk categories were grouped on the 11Y" axis (first 

column) according to tasks universal to aU functions and then those unique to a specific function. 

The competencies were .f.iisplaycd across the fil''St ho<lding row ("x." axts). Each .competency was 

mapped to applicable task listed on th~ spreadsheet by asking the questlon: L: this competency 

.required t:o do rx ta.sk1 '} An indic.atm of" i" was placed in cveay cell on the spreadshe~t \Vhel'e 

a '.Vhere a cornp~tency mapped to a rask 

(U) A final spreadsheet for displaying and mapping tasks and KSAs with the 

competencies required a display of an x, y, and z axis. This phase provided a finer granularity of 

analysis that identit1ed compe-tencies requisite for spec.i:fic KSAs and tasks both universally as 

'Nell as by function. 
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LITERATURE REVIEW 
HISTORICAL BACKGROUND 

(U) Although directives, revie·ws, and commissions have cxhmted the need fur improved 

community'·\Vide CI trainir1g, education, and career development, little attention has been gtven 

to connecting job competencies to traintng, education. and professional development- a 

requisite for building a competent CI workforce. Beginning 15 years ago with the National 

Security Revie\V 13 (NSR:-18), Sirategvfor Cmmterintelligence and Security }vfeasures in the 

1990's, 20 June 1990; PDD-24, U.S. Cmmhlrintelligence EJfecUv'f.mess~ 3 May 3 1994; and the 

accompanying PRD~44, Report to the Pl'esfdent on U.S Counterintelligence Jijfectiverress, 

lmprov·ements to CI training and career development \\.'ere addressed atd. recommended as CI 

emerged from. the Cold War. 

~ NSRM 18 contains sevetal references to the improvement of CI tmining and cilreer 

development throughout the community. The reviev,; commHtce stated the follo·.,ving as 

organizational priorities; 

(U) I11 addition~ the revie\V committee discussed and made the foHowing 

recommendations to enhance Cl effectiveness tJ)rou~h tr.ainin~: ·..,; ..... 

/ 

DrSCUSSION: Ofl:ens1ve CI iTaining is an integral part of our national secmity strategy, 

equipping and motivating 'U.S. governme11t personnel to counter th·~ foreign threat. The 

cunent C1 training muong the U.S. Govemment agencies that conduct Cl operations 

varies both in quality and quantity and needs improvement. 
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RECOMME@A TION: 'The AG/CI should examine the feasibility of a coordinated and 

~entra.lizcd program fol' offensive CI !mining funded by the vadoliS Cl agencies to exploit 

fully the unique and singular expertise of individual IC agencies. 

~ Fina!ly, the committee provided the following additional CI tt·aining 

recommendations related to countenneasures and co l!~c~ctions train.lng: 

lb1, b3 

(D) Yet, once again, community Cl education, training. and professional development 

changed little over the next years. Cl training continued to be developed in knee~jerk response to 

events without consideration to c,ommunity standardl:altion, interoperability, or \VOrkforce 

competencies. Although NAClC provided some awa;·eness lrain1ng for the community, these 

efforts still dld not contribute to community t;·ain.ing standards and \Vorkforcc competenc.ies as 

called for in NSR-18. 

(U) By December 28, 2000, the President issued PDD-75, US Cotmterintelligenc~ 

Effectiveness·- Cmmterimelligencr: fo;· the 2 F1 Century, to address :.expanded and diversified 
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threats tO om national security." This PDD directed establishment of a counterintelligence 

system to include the Office of the National Counterintelligence Executive (ONCIX) and 

pl'ovided the direction to meet the c~clmllengcs of a 'threat environment made more complex by 

the global and interconnecte-d information age. The Oi'Ii.ce, under the direction of the CI 

Executive [•.vas toJ develop and deploy the !ollO'rVing capabilities lthat rnduded] national CI 

training and education functions.', Through it<: training and education oversight, the ONCIX w~s 

directed to "develop policies for CI training and. professional development for Cl investigators> 

operators, and analysts." 

fU) In 2002, Congress enacted the Counterintelligence Enhancement Aet of2002 

establishing the ONCIX in statute. In Section 904(e)(7)(D) entit1ed, ''National 

Counterintelligence Outreach, Watch~ and \V<irning" - Training a11d Protessk:mal Development/} 

ONClX: is tasked ~'to develop policies and standards for training and professional development of 

individuals engaged in coun.tednte!iigence activities and to manage the conduct of joint training 

exercise :i:br such .Personnel.)> 

_(1J) Two years late:r the Intelti'gence Reform and Terron'sm Prevention Act of 2004 

directed that the Directo1: of National Intelligence (DNl) Hshall prescribe, in ccnsult.ation 'r.rith the 

heads of other agencies or elements oftne intelHgence conununi1y, ~nd the heads oftheir 

re.spective depaltmentsj. personnel policies and programs applicable to the Intelligence 

community that. .. set standards for edt1cation, training, and career development of personnel of 

the btelligence coh1munity.', As part of the restructuring ofihe intelligen<:.e community, the 

ONCI~ was ali~Pted under the ODNL Thus, the ONCIX authority to establish CI educr;tion, 

training, and professional development .standards -..vas n~itetated once agr:in, and reinfi.)rced in the 

National Counterintelligence Strategy of the T.Jnited &ates, March 2005> in the section, 

"Building a National Counterimelligence System." The Stn;,tegy states: 

The training and education of collectors, ana1ysts~ investigators, and operators in 

the cpuntedntelligence community has not always been 

equal. to the p;;rformance '"le have demanded ofthem. The comploxlty 

ofthts subject tequire:s a mastery of many disciplines and skills. The 

countedntelligence ptofusslon needs a set of common standards across many 

counterintelligence. missions. \Ve need to reach across deparanents and agencies 
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to find centers of training exceHence, address deficiencies, and upgrade lhe 

avaHabiHty and uniformity oftraining. 

(U) tv1ost recently ilit': Presidf;ni:> Commission 011 the lnteltige)?C:e Capabilities oft he 

United States :{?.egarding Weapons ofA1ass Dest;·u()/.ionReport, 31 March2005 states in Chapter 

11 1Jl1 Counterintelligence, "\Ve recofi'lnlCnd that the NC!X assume the power and responsibility 

to .... establish common training and education requirements :for coutiterint'Clligence oftlcers 

across the Community, and expand cros~H~.gcncy training." 

(0) As evident ln these various documents, the demand fc·r cotnmon Cl education, 

training, and professional development standards has been consistently addressed over the past 

fifteen years. Although this trail of documents has included NSRs, PDDs, Acts, and a 

Presidei1:t's CommJssion Report, an authoritative source of core CI competencies identified 

through slmc.turcd research has heen absent. As a 1esult, CI ·workforce training has continued 

\•.rith lack of standardization or alignment to documem:ed core competencies. 

PAST EFFORTS 

(U) Altho~lgh this research study of CI competencies is the first detailed examination of 

its kind for the CI discij)Jiw~. in Juiy 2002 the NCIX contracted f'vlPRI to conduct An Assessment 

of Counterintelligrmce Training and PrQfossional Development. 1v:1PlU's final assessment report 

was released January 2003. Specifically,. their assessment was to acc-omplish the following; 

o Revl~w. ~n?;!Y:?Il:;, m'ld as:>ess c.mrre.nt CI training throughout the CI Community including 

the relevance of basic and advanced cr training w the needs ofthe 21st century. 

lll Make recommendations regarding fut\lr-e CI training, including establishment of a 

National CI Tl'aining Academy· and information to support a cost/benefit ana[ysis and to 

support a decision regarding outsourc-ing of training. 

il! Develop an implementatton and monitoring pian for approved recormncndations . 

.(U) The assessment te.am identified 16 potential issues 10 b~ addressed \n their work. 

These issues inducted: 

o Mission and priority of CI and CI professional training vv·ithin the organization. 
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o · Process for identification, d~veloprnent, and validation of training needs and devebpme:nt 

of related ClllTkulum. 

111 Standards for certification of training courses. 

e Availability of training to investigators, operators: analysts, linguists, .survelllance 

.personnel, ne\V cmployeesj and senior management officla1s .. 

o Relevance, effectiveness, quality, evaluation, 1md adequacy of ClliTent training. 

~ CJ Community core competenci~~s 

e Joint/interagency training a,nd coo.t:dination among US Government agendes. 

~ Actual cost of current CI professional training. 

o Adequacy of cummt resout'ces, both money and personnel. 

o The selection process for trainees and trainers. 

o The hnpact oftraining on career and professional development within the Cl Community, 

o Standards for certilkaHon of course completion by individlml students. 

~ Retontton of trained personnel in the CI discipline. 

o Future Cl professional training .needs and relevance ofCl professional training to 2f;t 

Century needs. 

o The valued of a National CI Training Academy to provide baseline CI professional 

trailiing and overc.ome parochialism v;.·lthin the CI Community. 

\) The cost eii'cctiveness, advantages, and disrtdvantages of outsourcing professional CI 

training. 

{U) According to the assessment docm11ent released in January 200:3, "the team 

coltected data. vla meetings \Vlth NCJX representatives; the NCIX CI Tra[ning Working Group; 

document reviews; questiommires and surveys; and intervlews 'Nith CI program executives, 

ope!.'ational} training, an.d J:ield managers, instructors, fie!d operational personnel, and analysts." 

The f~ctual protocols and raw data (numbers ofpe,~.sonne11nterviewed, format/protocols foHo\,cd, 

and statistical results; questionnaire and survey documents and results; and anal}<ticai 

methodology) used to (ira\V conclusions were not provided. in the assessment r-eport; therefore, it 

is not possible to 1ndependentl.y evaluate .!\.-!PRJ's assessments m:d recornmendations. However, 

theit findlngs and recommendations ~n·e \\'Otth considemtion within th:e parameters ofthis 
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ONCIX study of the Fundamental Elements of the Cl Disaiplln.es. While l\11PRl assessed~ broad 

scope of 16 CI training and professional development issues, the ONCIX study is focused on 

identifYing core Cf competencies and detlnlng CI for car,~cr de':'elopment p'Ul]Joses; thercfure 

Jyl!'R,l's most relevant t1ndings and recommendations noted in this repott are those ftssoclated 

with competencies, skills, needs asse.:;smentsj etc. 

(U) As an ~ssessment pl'Ojcct, <he l'v1PRI findings and recbmmendations do not 

authoritatively define the core competencies D)r C1 through structured research protocols. 

However, in the Annex F- Core CI Competencies section, the assessment report recommends 

that '"NC{X, in consultation with cr Community agencies, identifY coro CI competencies that can 

fonn the basis fur development of inte.ragency training." From their interviews for the 

assessment, the following items \ve;·e most often mentlon.::~d as skiUs eVljiY CI professional 

shouid possess, irrespective of agency affiliation: 

o Knowledge of national CJ. stmctme and agency missions 

c Knowledge of interagency memoranda of undetstanding and procedures 

o :Knowledge of foreign tnte.Wgcnce serv)ce or t{morist grmlp culture and tradecraft 

o Basic investigative and operational techniqu~-:s and tools 

<- Asset development Md handiing (tncluding diftbtcnce benvee:n liaison and 

clandestine sources) 

• Asset validation 

o Uaison 

(/> 1"lterviewing and debricfit1g techniq~1es 

& Surveillance and countersun·emance 

o Principles of collection and analysis 

c. Research and te~)hnology protection 

o Operational cycle for double agent op~mtions 

{}. Operations security 

o Legal aspects of investigations, including Ex0cutive Order 12333, the Attomey 

General Guidelines, and the Foreign Intelligence Surveillance Act 

o joint and interagency operations 

~ Listening, communication, and writing skills 
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o Kno'•'-'ledge of CI tem1inology 

~ Reporting procedures and rncLhods 

• Classification and dissemination rules 

(tl) ln the assessment Part II- Key Finding!J~ three }Joints specifically highlight 

the significance of the cmTent ONC!X study of Cf core competencies: 

• There is a significant shortfitll in the ;lmount of training offered to CI analysts and 

fe\v courses tailored to their specific needs; 

(J There is no rigorous process to identify and validate tra1nlng needs; 

& There is need for more interagency training and exercises, partic~1larly where 

operational intet'ests intersect or core competencies are involved. 

(tJ) These shortfalls 'Nitb[n community Cltraining directly relate to the lack of systematic 

work done to identify the core CI cornpetencies. Once the core competencies ~rc defined, they 

\Vill provide the foundf<tion from which Cl training and development offerings arise. 

(0) Part IV -An Assessmeni <~/Clli·aining and Pro./essional Development: Section C. 

C1 Professional Training iVeeds, provides more detail of these points. For example, Ml'lU notes 

that 1'there are more than three-do?.:en subjects that CI agents and operators identified (tS specific 

areas of need, many of which arc not being- sufficiently addresseq in CI Community tmining 

programs ... \Vith rare exceptions, t1·aining needs across the Cl Community arc not belng 

detenn~ned thtough any systematic process. Job task analyses are not being conducted or-used as 

a basis tbr course development and delivery." The seven categories of training reported in the 

assessment are as t.ollm.>..>·s: 

1. Basic Operational Cl Techniques and Skills 

2. Advanced or Specialized Cf. Topics 

3. Advanced L~nguage Ttaining 

.4. Training for Non-operational Cl Personnel 

5. Leadership and Management-Related Training 

6,. f.~.e,gal and Adn1h1is1rative Tra.iniitg 

7. Defensive Cl A\varen~ss Training 

(U) Specific training sub~ topics related to knmvlecige, skills, or a~ilities a_re provided 

within each category with some brief discussion irt the assessment report. H:n•,rever, the 

"training sub-topics" in the assessment are n<.1t core competencies~ but in some cas<l:; they are a 
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component of a coml)t:ltency (tor example, interrogatiGn skills, intcn··iewing skills, hJstor; of CI) 

that ha~ been identified and will be discussed in the results. .section of this report. 

(U) Finally, in Part V- .Recommenda1ions Regarding Future Cl Training 

and Pro..{essional Development) Ml?RI provides a list of ('qualities and attributes of the ideal CI 

professional that should be enlmnced or ger)crated through education and training/' These 

"qualities and attributes.'' cover a variety of knowledge, skiHs, abilities, and traits that Cll.!t be 

found in a competency. Iv1PR1 caveats its list by stating, "the qualities and attdbutes of the idea! 

Cl pro~essional, in our vic'\.v/; are: 

6 The abiHty for crt tical thinking; 

o Bxccllen·t interpersonal skills; 

t> Excellent communications skills, bo!h orally and in writing; 

a Kno\Vledge of' cr skills, from basic to advanced, ~hat is appropriate to individual's 

level ofresponsibility and dut;. .. asslgnment~ 

o Thorough familiarity \Vith adversary cu!ture, capabilit!es, and methods of 

operation; 

o Knowledge of US CI Community agencies, missions, and capabilities; 

;.. Awareness of the infom1atkm requirement<> of other Cl Community agencies; 

a Abi!ity to properly report information of v<tlue; 

o '17-/illingness and <lbility t(J operate in an fnl?~ragency environment;. 

" Knmvledge about ~tval.lable inve-stigative, operational, and analytical to()!s; 

Q Knowledge about sources of intormatim!, particularly •:)n classified and 

l.:mclassif1ed compute!' networks; 

• Knowledge ahout the legal aspecw of CI;. 

o Expertise in tbc use and vulmrabilities of infommtion tecltr:tology; 

" Sufficient knov,rledge to 'Nork with compllter forensics ;.md other Cl technical 

experts; and 

o Ability to work in a foreign operational environment. 

(U) Although MPRI does not supply supporting data m· the analyticat 

method used tor their assessment findings and i'ecommendations, lvfPRl1ndicates that the 

assessment is the result ofCl community intcrvi·e'rvs, su~veys, and questionnaires. As such, the 
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MRRI assessment findings and recommendations provide useful information in comparing 

results and conclusions in this co.rhpetent.:y study. 
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RESULTS AND CONCLUSIONS 
(lJ) As displayed in AppendL'I: 3, tJ1e results of refining the interview data produced a iist 

of 17 Cl core competencies for joumeymcn and for supervisors. These CI core competencies are 

def11t,.;.d as universal regardless of cl iunc.t!on pertonned or organizHhonlagency arti:linhon. Tbe 

documented KSAs and competencies in this apj)endix, in addition to the Task/Competency 

spreadsheets and accompanying lists discussed in Volume 2, provide the necessary dai:a to 

baseline universal CI training requirements at the joumeyman m1d supervisory levei.s. Additional 

analysis ofKSA, task, and competency data specific to Cl functional areas will provide the 

necessary foundation to build upon th•: universal competencies discussed in this volume and tl) 

map specific CI training course objectives to competencies iinked to both job tasks and K.SAs. 

(U) A to,tal·cf 192 discreet KSAs ;,vere idcntitied from the interviews. However~ since the 

interviev,rees1 cmphas~s on specific. KSAs and1asks did not necc.ssarlly represent community· 

\>v·ide ernphasis due to agency:. specific mission, intcrvle"Nees) function, level of e.xpcrienc11 and 

expertise~ the rese<lrchers did not wcighc the llnive.rsal core competencies. The rese~rchers did 

amdyze the interview·.s for repetitlve/shnilar KSAs, tasks, and cornpetem.:ies across the 

represented ag .. mcics/organizations and functions; therefore, the. final Hst!ng of competencies are 

representative of common threads across the functions; expertise levels, and 

organizations/agencies intervie\Ved and can be considered universal core competencies. 

(U) TI1e supervisor list of universal CJ core compet<:)neies represents only the 

competencies that relate dh·ectly with management <"md leadership tn CL Competencies that are 

general for any management and kadet'ship position are not included sinc,e these COrtll)etencies' 

arc addressed by the org<~I1izations/agencics through their internal rmining and leadership 

development prow:ams (~ucb as the Kellogg School, Harvard Business School, Eastern 

Management Development Center. Federal Executive lo.strhlte). 

(0) For a wmpletoe detailing of the rcsem·ch resti!ts, Appendix 3 displ~ws the CI KSAs 

that are supported by each of the universal core competencies. For example, "Reading 

Comprehension" contains 43 KSAs supported by the reading comprehcnslon competency. In 

othet· ·words, the first KSA item listed. "Law·s and Ccnstitution/t requl.res compct~ncy in rcadlng 

comprehension to understand written laws and the Constitution. However, to assist the reader, a 

quick reference to cor.e competencies follows below \Vithout the lengthy appen:lix KSA listing: 
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Journeyman Universal 0;Jrc CI Competencil!S 

111 Reading Conwrehension 

" W~dtten Communication 

o .Oral Communication 

o C1·eative Thinking 

" Analytical Thinking 

o Critical Thinking 

. a· Decision Making 

o TeambuUdlngiTeam\vork/Col!aboration 

o Interpersonal Skills 

" Planning 

0c Evaluation and Critique 

o Subject i)..1atter Expertise 

o Laws, l)olicies, Procedures rmd :Jurisdictions 

• Concept F ao ilitatlon/1 nfluenc.i nglN egotiatlng 

o Automated Data Systems 

o Risk 1vfmmgement 

~ Customer A\vareness 

L·eader.ship & Management Universal Core CJ Competencies 

0 Critkal Thinking 

0 Analytical Thinking 

I) Creative Thinking 

0 Sh<'ltegic Thinking 

til Decision Making 

e Problem Solving 

o .Collabomtion 

o Conflict Management 

o Cllstomer Service 
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i) Intelligence Av.mreness (Lavis and Policy, Technical, etc.) 

-~> Talent Ivfanagement 

>ll Team.workJTeambuildinWJJeadership 

~ Resource 1·fanagement 

~ Leading Change/Vi-sion 

o Ethks, Commitment, lntegrity and Accountability· 

~ Continuous Lcaming 

PREPARING THE NOVICE FOR THE JOURNEYMAN 

(U) fn order to align CJ training ',v!th core competencies that prepare the workforce with 

the reqt•isite KSAs to perfunn their job tasks and function, a baseline of•:;om .. \11Unit)I'.Wlde 

training requirements must be established for the novice and joumcyman levels. This w·ill ensure 

that a common fo(mda.tion of basic cr universal competencies is "trained to" and re-quir~d across 

the Cl cornmunlty. 

(!J) As each of tbe universal core competencie-s is considered with its corresponding 

KSAs, a logical hierarchy of education and training is apparent At the foundational level, there 

are- compete-ncies that should be brought to the job upon entry (entry can be jJrstjob or first job 

within Cl). These competencies can be enhanced ovet· time, however recruitment of potent!al Cf 

personnel should include identi-J)'lng the candidates .most tike-!y to suc-ceed thto\.lgh a review of 

scholastic records, past job pe1formance} interview·) writing samples, ~ritten exam~ 1-:fyers 

Briggs, Kei.esey Temperament~ etc. The universal core compctenci.es for the ent1y level arc: 

~ Reading Cornprehension 

& \Vrittcn Communication 

l) Oral Communication 

~ Creative Thinking 

0' Analytical Thinking 

• Critical Thinking 

· -& pec-ision Making 

J'> TeambuildinglTcamvtork/Collaboration 
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o Intcrpetsonal Skills 

(0) Competency in each of the domain; listed above is necessary in o~·der for the 

individual to progress with training to the journeyman level and successfully perfot·m in CI. As 

the reader reviews the KSAs mapped to these competencies in Appendix 3, it is appar!>nt: that the 

KSAs also take on a hierarchy of pdority/importancc. For example) KSAs related to laws, 

policy, procedures, how to cornmunic<it~~ with agencies of the CI community, and '~vhere to find 

data/sources of in(o.rmation ate a11 cdtlcal KSAs to have for any level of CI performance. 

However, KSAs such as interviewing skills, ilaison, and a$sessing people are KSAs that wHl be 

enhanced ove.r a period of time as the individual progresses fr0111 entry level to joume.yman. 

(0) As the individual receives training and education to progress in the KSAs supported 

by the competencies ~1bove, additional competencies are req1,.tired to gro\V \Vith!n the journeyman 

leveL This group of competenci~s includes; 

o -Planning 

"' Evaluation and Ct'itlque 

.. Subject Matter Expertist": 

o Concept Faoilitation/Int1uencing/Negotiating 

• Automated Dah~ Syslems 

Ill' Risk Management 

eo ·customer Awareness 

(U) The KSAs supjmrtcd by this g.roup can also be prioritized ~~s was done for the enhy 

level, For example, kno'i-'.'ledge of analytical methods and ~ip~.)roaches wouid be essential much 

e-arlier than the ablliv; to train/mentor others or m~n1age a team. 

(U) As each KSA in both the Jlrst and second competency lists is <.:onsitlered, there 

should be evidence in the cormmmtty that it is being trained or tnught at the appr0J)l'iate time and 

jn the sequence to provide the greatest potential for understanding and incorporation into the CI 

job function (justft in· time~ training). \Nhile some preliminary scquc:nch!g and }Jrioritization is 

possible at this juncture, a C·learor landscape fo.r documenting systematic CI training WiH be 

evident after compk:ting 1he matrix of tasks, KSAs, and competencies. together.. This prooess of 

matrixing the 192 KSAs against CI e.~sks will order the data into groupings that can he prioritized 

into a logical sequence to focus and guide CI training across th~ cc.mmunity. Although data w.ill 

be structured in this final step before sequencing training curricula, the Cl com.munlt<; will 
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benefit from the resultS of this first volume by having a baseline for evaluating training prof..'t-ams 

and education of the workforce against essential KSAs and competencies to identify gaps and 

rcdundanci es. 

PREPARING FOR A CI lEADERSHIP AND MANAGEMENT ROlE 
(U) The supervisor KSAs mapped to the competencies in Appendix 3 displays KSAs that 

are inherently related to CI. As previously noted, gene1:~llleadcrship·and management KS.As are 

not inc!.uded in this repOJ:t because r.esearch, doc.umentation, and career development already 

exists ln this general area. The purpose of this v ... •ork is to focus on the competencies and KSAs 

that are essential to CI supervision. 

(0) A.s in the previous novice..Journeyman section, Cl supervision also possesses nvo 

levels of competencfes. The first level ;;on1pctcnck:s are essential for the beginning supervisor 

and should be; addressed in training t~s the individl)al j)repares for a position of leadership and 

management Note th~it some of the competencies for supervisors are repetitive from the 

journeyman list since sup~;rvisory KSAs map to them. The essential competencies for entry-level 

supervision are: 

~> Critical Thinking 

o Analytical Thinking 

o Creative Thinking 

"' Dedsion Making 

e Problem Solving 

9 Collaboration 

o Customer Servic-e 

.:. Communications 

o Inte!ligen:co Awareness (Lavis and Policy, Teclmicn!, etc.) 

"' Team\vorktTeambtli ld Tng/L•:!adcrshlp 

o Ethics_, Commitment, Integrity and Accountability 

o Continuous Learning 
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(U) As the t1r.st- line CI supervisor gains leadership and m~mgement KSAs and prepares 

for the niid~ levei and senior levels of manag:yment ~md leadership, tmining and education should 

support the follo\ving second level of competencies: 

a Strategic Thlilking 

o Con±1 ict Management 

<> Talent Management 

<~~ Resource Management 

., Leading Change/Vision 

'(lJ) The same process of sequencing training discussed in the journeyman section ';vi!! 

fo!lo\v with the supervisor competencies, KSAs, and tasks. A hierarchy and logical sequencing 

of training and education for the competencies and KSAs wlll be establlshed upo::m completion of 

the tasks_. KSAs. and competencies mapping, Until this phase of data refim~ment is com.plete, the 

competencies and KSAs in Appe-ndix 3 provid·e the guide to baseline existing training for CI 

supervisors and to identify gaps and redundallcies. 

COMMENTARY 
(U) Although preliminary resu[ts of this research study are not unexpected, this is the first 

syst9matlc study conducted to auth<?ritativefy det1ne the competencies, KSAs, and tasks that are 

common throughmlt the CT community in order to standardize cdt!c.a! training and education. 

The listing of the KSAs and competencies represents lh~ result of data collected from extensive 

interviews and revie\V$ of refe(ence material that have been rdeased on intelligence and cr 
jobs/functions. Although some vadations in terminology appear among agencies and 

organizations, the research results from thls study conelate '.Vith related areas in draft versions 

of; 

iJ FBI Spec:ial Agent Career Track Afadel (3 le;<els) competencies and developmental 

o pportuni tics; 

"' Draft Standards Descriptions- JC Working Group on Lt?adel:r;hip Standards. for 

T-raining, Education, and Career Development; 

~ Draft Standards Descriptions -1C1'EB Working Group on Standards for the Training, 

Education, and Careet Devdopment ofJC Analysts; <md 
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G DIA Production Career Service Program Cora Competencies Guide of Analysts, lv(ay 

2000. 

(U) The results of this shtdy ... vcrc presented and discussed in a meeting of the 

Counterintelligence Professionalizatlon Steering Connn\ttcc, 6 January2006, 'Nhose n>embers 

represent executive CI leadership in the agencies/organizations used in tll!s study. TI1e Steering 

Committee identified som.e immediate appiktltions for the study rcsulis and anticipated the 

release of Volume 2 that will prese.nt core cOmJJetencies linked with CI fun.ctlons. 

(LI) The .most immediate applicatio~1 for this study will be its use in establishing a 

baseline of universal CI h·ainfng standards. \'lith a set of tletlned core competencies. across the CI 

community regardless ofjob function, rhe community will be able to begln training its vmrkforce 

with a c-ommon fn:Hne of reference .. Volume 2 \Vill address the core competencies tor. specific 

fhnctions and \Vill use U1is voiume us it basis. 

(U) ln addition to the short-tetm improvements to Cl training ·~sta.blished by alignlng 

training with core competencies, a long~ term result of this study v,oil! be the creation of t!:err;d 

training to develop the \Vorkforce in CI careers. The standardization oftt•aining to the universal 

and ftmctional COitlp(:t~1ncfes at milestones within an individual's c;areer in CI 1viil 

j'professiona!ize" the CI disc.ipline and create consistency across the community regardless of 

age.ncy or organization~l affiliation. ln addition to the cr training common across the 

community) each organization/agency •Hill continue V) provide training that is required for their 

unique missions (for example) CI support to forco protection). These tm[gue training 

requirements arc not part ofthis study. 

(U) With standardized professional expectmions, the cr conlrnunJty 'NiH be positioned to 

collaborate with the academic community to bt!Ud the _future workib.rce. Academic programs 

can be deveioped that ..,:vill prepare students fh1· careers in CI and will provide a basis for 

recnJitme.nt by oftcring cout·ses focused on dcvelo}'ing CI competcnc·ie.s. Early deve!·o.pment of 

.the Cl \\'Orkforce will ensure c.o11tinuity and leadership. 

THE NATIONAL COUNTERINTELLIGENCE INSTITUTE 

(U} 'rhe CI training stand<'lrds created as a result of this study wm be established and 

implemented through the National Cl Instimte (NCl). The. NCI, an at'm of the NCIX~ has been 

estabHshed as an Integral component ofLhc ODNI National Intell!gence University (NIU) 

- ---·-· -------------------------------- ----------~-------
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System to lead the CI corr~munity ln enbandng the pe1f01111ance: interoperability and . 

. pa-ofessionalization of the Cl cadre as pare of the larger sttategy for the imeHigence \vorkforce. 

The National Counterintelligence "Institute, will: 

o develop and establish tn~ining and professional development standards; 

o ·conduct arinual peer evahmtion of compliance and effectiveness of training programs 

against community standards; 

g. document community rcqllircmcnls and develop progl'arnmatic tesponsesj 

r:; create a joint cr professional development and leadership program with joint training and 

exercise. components; and · 

a suppmt research initiatives and develop a CI knowledge base. 

Creating the- NCI and using the results of this study offer noL ott!y the CI Comrmmity, but the 

lntcmgcnce Community long-tcnn benefits r~s follows: 

(;< Creates a national focus :fix the «profession" of counterintcHigence. 

o Establishes a community t~enter of gnwl.iy ±'or joint stra;:eglc ·workforce development. 

<I) Lends visibility to training and developmental requirements. 

o Facilitates collabomtion with academic, training, and research institutions. 

As a. vehicle for implementing CI workfon:.e profession~.! and training standards, synergy 

among the NCI functions .,:vlli provide eontimtous research and evaluation, program 

development, and pmtessiorH~l dcvolopm~;:nL f:;_:.r the CI (:ornrrnmity. 
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APPENDIX 1 

CI JOURNEYMAN INTERVIEW FORMAT 

INTERVIEW 
-~----------~·------

DATE: 
--------~----

Background: 

. #years in ex,__ ___ _ 

in iVllat primary capacity? 

in what agency/organization.? ___________ _ 

Definh~g th~ Profession 
1, According to the definitions provided, in which definition would Cmmtcrintelligence most 
apply? 
2. If Counterintelligence is ___ , '.:>.'!Htt are its core ? 

Defining tbc \Vorkforce 
3. In. \Vhat does :_your job fit? 
4. \Vithln the ~--you identltied in #3, ,,vhat are its major elements? 

Defining \Vorkfotce Cr;mpdendes 
5. Vlhat do you viesv as the major. tasks v,;ithin the r~mctionat elements of your-· '? 
6, What skills must a person possess. to successf!J!ly can}' out these tasks? 
7. \Vhat abilities and traits must a person possess to .successfull:y c<my out these ta::;ks? 
8. \Vhat knowledge must a person possess to successfully carry out these tasks? 

Tnmsforming Cour,terintclligence 
9. As you look fonvarct in the coming five yem·s, what core competencies- skills, abHitic.s, · 
tn~its, knowledge- do you envision being most cdtk-<d to CI. 
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CI SUPERVISOR INTERVIEW FORMAT 

Background: 

#years in CI ___ _ 

in \Vhat pdmary capacity? _____ ----------

in what agency/o:rganuation'? ----

Defining the Prof~ssion 
'l. Acco(dlng to the definitions provided, in which defbit[on ViO uld Countednteliigence .most 
apply? 
2. If Counterintelligence is \Vhat are its core ? 

Defining the Workfotce 
3~ In \Vhat does your job Ilt? 
4. 'Within the 'OU identit1ed in #3, >Vhar are lts major elements? 

Defini.ng Leadership and Workforce Con1petendes 
5. 'Wbat do yott vie'N as the major tasks £:Jr a supervisor/manager -.,vithin the functional elements 
ofyour ? 
6. Ylhat skills must a managel' j)Ossess to ~ucccssfu!ly crmy out these task::;? 
7. What abilities and traits .must a manager possess lo succ(:ssfully carry out these tasks? 
8. \Vbat kt1o\vledge must a mana get· possess to successfuily cany out ihese tasks'? 
9 .. As a manager, v,;he.t knowledge, skms, and aNHttes do you need yo1Jr subordinates to 
demonstt·ate? 

Transforming Counte:dnteHigence . 
10. As you look forward in the coming five years, wbat core competencies·- skills, abilities, 
h·aits, knowledge- do ycnl envi;:;ion being rnost critical to ieaders in the CI community? 
11. How can training best adapt to support the needs of C1 leaders in the next five years? 
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Reading Comprehension Understands and interprets Vl"ritten ·-m~a-te-r...,..la-:-l,-:i:'-n-cl:-u-:d-:-in-g~~J 
!echnical material, rules, regulations, instructions, reports, 
charts, graphs, or tables; applies what is learned from 

'1-:-:-:-:-:-:----::----:--:---:----+-:'•=-'J:..:.rii::.te=n~m::.'a::.:.::terial s to specific situations. * 
Written Communication Recognizes -c;ruses correct English grammar, 

Title Description 

. punctuation, and speliing; communicates information (for 
example, facts, ideas, or messages) in a succinct and 
organized manner; produces written information, Vlhich 
may include technical material that is appropriate for the 
intended audience .... 

Oral Communlcaticn Expresses information (for example, ideas or faets)to 
, indivldua Is or groups effectively, taking into accotmtihe 
i audience and nature of the information {for example, 

technical, sensitive, controversial); makes clear and 
convincing oral presentat[ons; listens to others, attends to 

f-::--,--,--...,----··-··-·· --··· _ ~f1..2_l1Y~rbal cues. and responds af?_f?T9Rriately. * 
Creative Thinking 1 Uses imagination to develop new insights into situations 

and applies 1nnovat[ve solutions to problems; designs ne'.>V 
methods 'Nhere establislied methods and procedures are 
lnappHcable or are unavailable. ·" 

AnatyticaTThinking P\pplies an organized mental process to derive meaning 
from collected information. Compare, contrast and reviev" • 
data, looking not only at what is t11ere, but what is 
missing. ~·if' 

Critical Thinking Analyzes facts, generates and organizes ideas, defends 
opinions, makes comparisons, drS'NS inferences, 

l avaluates arauments and solves PJObfems. ""'"' ! 

Decislon Making Makes sound, 1,'/elt-!nformed and objective decisions; 
; perceives t!1e impact and lmplicatfons of decisions; 

comrnits to action, even in uncertain srtuations, to 
accomplish organizational goals; causes change, 
accomplishes goals; monitors progress and evaluates 
outcomes . * . , 

T eambll ilding/Teamwork/ Encourages and facilitates cooperation, pride, trust, and 
Collaboration group identity; consistently develops and sustains 

cooperative working relationships; fosters commitment I and team spirit; works \l.,'ith ot/1ers to achieve goals; 
coaches, mentors and cJ1aUenges subordinates. **"';. 

Interpersonal Skills I Shovvs unclerstandl[l.9JJriendliness, couttesv, tact, 
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empathy, concern, and politeness to others; develops and 
maintains effective relationships viJ!th others, may include 
effectively dealing with indi'·liduals vvho are difficult, 
hostlle, or distressed; relaies well with people from varied 
backgrounds and different situations; is sensitive to 
cultural divemity, race, gender, disabilities, and other 
individual differences.* 

1-. --=-P-la_n_n-in_g ______ -+....:O:..:.r:::.:g:..:..a:.:::n:.::iz:.:::e.:..;;s '•Vo;:;.rk:::...,:..:.:s::..:e::.::ts:..:.p_t...,..·io_r_li-ie-s~, a~n-d"'":""'""":d-e...,..te-rm-. 7it-le-·s_r_e_s_Ol_lr_c_e 
' ~uiremenls; 

....... .,.,., ____ 
Evaluation and 9ritique 

Subject Matter Expertise 

1 
1--~---V• 

Lav•.rs, Policies, 
Procedures and 
Jurisdictions 

j 
.. 

......,,.~ 

Concept Facilitation/ 
lnfluencfng/ Negotiating 

Automated Data 
Systems 

~·-- --·-· 
Risk Management 

Customer Awareness 

.rateg[es io a 
determines short~ or long-term goals and 
chieve them; coordrnates ·with other 

ganrz~tion~ or parts of the organization. * 
evelops and determines quality of projects, products) or 

y comparison agalnst standards or 
ustomer requirements. ·~>·**" 

performance b 
ob1ectives or c 

he."i1istory, culture, geography,.Tan.guage Understands t 
and customs. of countries be[rng studied or targeted. 

derstands the history of, as well as curre-nt 
eratiori used by, foreign intelligence 

Thoroughly un 
methods of op 
set\lices witll1. n ih~ area of ex ertise. 
Understands US lavvs and statutes that govern 
intelligence an .d counterinielligence operations, to include 

tution, and use of the Freedom of lhe US Const[ 
Information an d Privacy Acts. Unders~ands applicable 

ers~ Federal laws and agency regulations Executive Ord 
and 8olicies. * *** 
Persuades of ners; builds consensus through give and 

operation from others to obtain information 
sh goals: facilitales "winjt\/in" situations. i<i<r-w 

and uses bas~c concepts, procedures and 

tal<e; gains co 
and_~ccorn[:l:li 
Understands 
capabilities of intelligence communications systems, 

formation systems, and supporting 1nteHigence in 
databas~s aw d networks applicable to career area, 

agency. Uses computers to satisfy specialty a11d 
; informational m~eds and to satisfy job requirements. 

omputer data to produce complex anaiysis. !v1anipulates c 
.),-*,.:;;* 

,---.,......._.-~-·-·c -·•• ..... ~ us assessment of potential threats against 
sin operat1onal situations to determine the 
eated bv executing xoposed actions. 

A.ppHes rigoro 
potential g.ain · 
level of risk cr 
Understands t he full range of customer, roles, 

, responsibilitie s, processes and needs. Knows the 
projects of each specifically supported programs and 

organiz:ation, i ts mission and functions; the processes and 
procedures b)· 
integration of i 
congygJ of th§ 

· \Nhich it fulfills its missions; and how the 
ntelligence and threat contributes to the 
mission. ""*** 

·-···----·~==============-,-...,..--- ---·-----~ 
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·« Office of Personnel :lvianagentc.nt, Delemted Examining Oneraeions Handbook, Apoendix F: 
Multiompose OQ.cratkmai Svs(ems Analysis Jnventorv - Ciose- Ended 
*:;,United States Army Jy1ilitary Police School (2001). Ana!yHcal Investigative Toots, CD 19-10, 
Version l.U 
"'~* Chance, P,(1986). Thinking ip the classroom: i'l. survev ofprogrnn1~ Ne>v York: Teachers 
College, Columbia University 
>i<*** Army Civllian Training~ Education and Development System Plan, App~;:ndix A, Master 
Training Plan Competencies 
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Fundfum:ntei Elements: Competencies 

lEADERSHIP & MANAGEMENT UNIVERSAL CI CORE 
COMPETENCIES 

.-----~~~----~-----·-·----------~~~~~--------------~-., 
1--:,-------,T-oit:.__fe:.__· ______ 

4
1_____ Desc'i'i}'ition 

Critical Thinking Analyze's facts, generates and organizes ideas, defends 

Analytical Thinking 

Creatlve 1 hinking" 

opinions, makes comparisons, drmvs inferences, 
evaluates arauments and so1v2.~ problems. ·~< ~·-----:----:1 
Applies an organized mental process to derive meaning 
from coltected tnformation. Compare, contrast and revie'.v 
data, looking not only at what ts there, but what is 
missing. k' -··· __ ,. ..,_! 
Uses imagination to develop nev·t insights into situations 
and applies innovative solutions to problems; designs nevv 
methods v.chere established methods and procedures are 

1-:::-::~-.....,:-::::::-:-~--fi....'.!iiJ.f:!.RPiicable or are unavailable. "*"' ··--:----::::--:-:--~----1 
Strategic Thinking ' Formulates effectlve strategies consistent '.1Vith the 

Decision Making 

Prob[ern Solving 

business and competitive strategy of the organization in a 
global economy•; examines policy issues and strategic 
planning with a long terrn perspective; determines 
objectives and sets priorities; anticipates potential thr·~ats 
or opportunit~es. d* 
tvlakes sotill ...... d-., -w-e......,ll--,.-in_f_o_rn_le-lan({ objective decisions; 

l perceives the iinpact and implications of decisions; 
commits to action, even in uncertain situations, to 
accomplish organizational goals; causes change, 

& accomplishes goals; n'IOnltors progress and evaluates 
l outcomes.**" 

ld.entiftes prqplgms; determines accuracy and relevance 
of Information; uses sound judgment to generate and 
evaluate alternatives, an_gJg_make recornrnengations. '~·~* 

Collaboratio~n--···-··- Encourages and facilitates cooperation, pride, trust, and 
group identity; consistently develops and sustains 
cooperative working relationships; fosters commitment 
and team spirit; vJorks 'Nfth oillers to achieve goa!s; 

1--~-·~-"-~~:?.~ches, mentors and challenges subordinate~:::_*"_" __ _, 
Conflict ; Manages and resolves conflicts, grh~vances, 
Management 

1 
confrontations, or disagreements in a constructive manner 

Customer Service 

to minimize negative personnel or organizationallmpact. 
'~<** 

\fl/orks wtth clients and customers (that is, any !ncHviduals 
'Nho use or recei1le the services or products that your ~~ 
v:ork unit produces, including tl1e general public, 
individuals, -vvho work ln the qgency, other agencies, or 

---·--·---------====~---

.j 
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Fundamental E!~ments: Com .etencies 
o'_r_g_a~n·=-,z-a...,.tiO-I-1S_O_U_t_s-:-id:-e-t-:-he Government) to assess their 

I 
needs, provide information or assistance, resolve the1r 
problems, or satisfy their expectations; knmvs about 

, available products and ser'uices; committed to providing 
guaJiiy products and services. *'"'"' 

Communlr:attons Recognizes or uses correct EHgEsh grammar, 
punctuation, and spelling; communicates information in a 
succinct and organized manner orally and in v.,rrit1ng; 
expresses information (for exampl~, ideas or-facts) to 
individuals or groups effectively, taking into account the 
audience and nature of the infQrmat1on; makes clear and 
convincing oral presentations; listens to others, attends to 
nonverbal cues, and responds appropriately; understands 
and interprets v•.rritten material, including technical 
material, rules, regulations, instructions, reports, charts1 

graphs, or tables; applies what is learned from written 
l-:---:-::-----~~l~.:..;nc,:,:;:lqterials to specific situatrons. 'or.* 
Intelligence Understands US lav•.'S and statutes thai govern 

' Awareness (Laws intelllgence and cotmterintell1gence operations (as they 
and Policy, relate to the .conduct of counierlntel!igence collections, 
Technical, etc.) analysis, operations, etc.), to include the US Constitution, 

~, and use of the Freedom of lnformation and Privacy Acts. 
Understands applicable Executive Orders, Federal laws 

~-=~--:--:-:------+..::a:.;..:n-=d-=a:::.;aL,:e:..:.:n:;:cy reguiatiory,s and policj§'ls. **"-~< _ ----1 

Talent Management · · Organizes and assigns work based on strengths and I 
weaknesses of the available workforce; sets priorities aod 
determines resource requirements; de!ermlnes short- or , 

· long·term goals and strategies to acl1ieve them; 
coordinates 'Nith other organizations or parts of the 

~---::-:::::-------:----:-:~-=-o:...rg;;.:a::.:n.:.::1z::.:a=tl,~?!J, _ .. _ -"--·------:-:--,---i 

Teamwork/Teambuil ' Works with others to coordinate and synthesize activities 
.· dlng/Le.adershlp to produce required produc~s; contributes to integr~ting 

individual team members w1U1 organizational obJectives, 
developing cohesive teams and units; manages group 
processes; encourages and facilitates cooperation, prrde, 
trust and group identtty; 1Norks v.tith others to achieve 

, goa!s; coaches,. mentors and challenges 
· juniors/subordinates; adapts leadership styie to a variety 
of situations. "'*** I ResouiCe Assess curreni and future resoUrce and siaffing needs 

.. 
Mana ge~n-1-e-n. ·-t ~--+--=:b:-:as::-e::.:·dc.:.:::.:o::.:::n:.:.o=rg::..a..::n.:_f:..;za;.;:t:.::[o.:::::n.:..::a:..:[ =go-=a=l.::.s..::a;:;.nJ:-d::.:bc.:.u..:.:d~g:.:e:..::t :.Jre:.:a~fi:-::-ti'""es:.::;=u=-·s_e_s~ ' cost-benefit thinking to set priorities, then moniiors 

ex enditures of resources to suoport those 2!}orities. ~-'~"'" 

~
eading Takes a tong-term view and acts as a catalyst for 
han~e/Vislon I organizational change; builds a shared vision with others; 
- influences others to translate visfon into act1on. w~·~w 
------------~~~~~~~s;_ ET1 ~oRN 
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Fundamental Elements: Com t~~cnc.ies 
-Ethics, Commitment, lnstil!s~n-,u-t_u_a_! -tr-Lr_-st_a_n_d_co-n"'""fidence' creates a culture that 
Integrity and fosters high standards of ethics; behaves [n a fair and 
Accountability ethical mannerio.,Nard others, and demonstrates a sense 

of corporate responsibility and commitment to public 
service. *"*"' 

Continuouo Learning Grasps th-e essence {)fnew information; ma.sters ne.w 
technical and business knowledge' recognizes own 
strengths and weaknesses; pursues self~development; 
seeks feedback from others and opoortunities to master 

· i L new k,DQy.rled e. ·k· .. ·•·* . · · ..... 
) 

*Chance, P,(l986). Thi~in1! iu. the classroom: A survey Q.fiJ.tQ.!:lrams, New York: Teachers 
College, Columbia University 
**United States Army :Military Police School(200l). Analvticalinvestigative Tools,, CD 19-!0, 
Version LO 
*** Oft1ce of Personnel :tvJ:anagement, Delegated Examininl! Operations Handbc~g:t, Appendix F: 
M~tl.tipuroose Onerational Svstems Analvsis Inventon'- Close- Ended 
****' Atmy Civi.lian Txalning, Education and Development System Plan: Appendix A, 1v1aster 
Ttain[ng Plan Cornpetenc!es 
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APPENDIX 3 
CORE COMPETENCIES/KSAs -JOURNEYMAN 

Reading Comprehension 

Lav·ts and Constitution 
Rules of evidence 
i\.G Guidelines 
Organizational policy/procedures 
Classification guidance/controls 
-1ntelligence Oversight 
Reporting requirements 
Standard cvidenc.e protocols of other agencies 
i:.Jse ofal.hource data 
Mastery of some ~ri!!a (ac.ademic achievement) 
Subjectltaa·get country area (geog1·aphy and culture) 
Case;') in target ate a 
Historv of the tar~et countrv and rrss 
.HistorY of Amerl~an Coun{e:dntelligence 
·FISS Tactics, Teohnfques and .Procedures 
Well~ rounded through experience an.d educatkn 
Foreign poHcy rdated to target eountry 
Fundamental undersmnding of renoris~n 
Content specialization in your i'unc.rJon~Ugeographic area 
Terrorist organizations being targeted 
Sources trends, acts, etc . 
.Psychological inslruments 
Reading 
· Data-1nining 
Prioritize data/information 
Recognize rmportant detafls 
Stmcture data 
Sift/sort intcrmation 
Recognize and interpret/monitor u·ends/indicators 
Recognize anomalies/trouble spots/unresolv0d isstle.s 
Validate data/int~1rmation 
Correlate- data from different sources 
Prioritize threats and targets 
Determine associations/] inks/reh::.tlonshiJJS 
Build "st01yboard" 
Rcco&,•nize collections gaps 
Recognize significance of comments and field:s in IIRs 
De-termine \Vhat is ac.donable and what is not 
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Fundamental Blernen1s: Competencies 

Ex.tmct Important information from volumes of data 
Validate research data 
Determine the re-liability of info (SIG1NT, HUMf.NT, etc) 
Use open sources 

\Vdtten Comt!mnlcation 

How to get originrHor release/do•vngrade of classified infu 
Recordukeeping 
Ef:J:ective, dear, concise, ac.::mrate, and succinct wr[ting 
Persuasive writing 
Detaited \'lritfng on key information 
Grammar 
"\Vriting style flexible to audience 
.Presentation and brief1ng 
t\.rticulate thoughts clearly 
Communi.c.ate -~vithout rcve.al[ng sour.ccs 
Cprnmunicate informat[on to other ag~n.ts 
Properly document infon11ation (e.g., for courO 
Outline !nfonnation 
Comprehensive note taking 
Publication skills 
Structure data 
.Provide perspec.tive/context to CI issues 
Build 1'storyboard" 

, Convey thoughts effectively 
Present points succim:t!y and logically - distill informaHon 
A,dvocatc a position/stand behind )'Ol!l' l'esearclv\vork 
Iv1ark.et products and services 
Develop tailtxcd testing strategies 
l)rovide direction 
Manage hmmm sources 
Collaborate with others in other agencies 
Coordinate plans 
Objective repo1ting 

~INOF RN 
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Fundamental Elements: Cmr-1petencics 

Oral Communication 

Legal rights.·\vemings 
Bo\V to get originator retease/dovvngrade of classifred info 
What information is critical to decision-makers 
\Vh:::rc to find .detrU~our.cos ~:-f irtff.mnfljfon 
Language of target country 
Content speclalization in your functional/geographic' area 
Survetllance techniques 
\Vhat other agCllcies need 
Ho\V to communicate with agencies oftl10 CI Community 
Know customer mission, equities protected and req's for CJ. 
Attentive/active listening 
Gmmmar 
Ptes~ntation and brlding 
Atticuiat::: tho~lghts dearly 
Communicate without revealing :;ources 
Negotiation 
Interviewing skills/techniqtR~S {Reid) etc) 
Interrogation skills 
Communicate information to o1h:er agents 
Neuro- Hnguistics 
Comprehensive note taking 
interpersonal skills 
Liaison 
·Networking 
Tcambuildlng/teamwork 
Contlic.t resolution 
Elicitation 
Guide a conversation 
RappCJi~t building 
Use ofcommunic.atkm systems (STU-Ilf, .md~os, etc.) 
:Provide perspective/context to CI issues 
Assess people for targeting 

.. Assess asset's motivations 
ConVey thoughts effectively 
Present pofnts succinctly and logicfllly - distiH information 
Re,:ognize ch:ceptian tbrough body tar.guage 
Advocate a positkm/st:md behind your research/work 
Market products and services 
Ask questions that dig beneath the surfi.we 
Ask the right questions 
Train/mentor/teach others 

·Protect sources 
.Manipulate/int1uenceiexploit people 

Provide direction ~ .. ~ . 

SEl~NO~ 
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Fundamental Element->: Compe"tencies 

Delegate 
Role play/act 
Motivate others 
Lead others 
!vfanage human sources 
Manage a tcu.m 
Persuade 
Build confidence in assets 
Collaborate with others in. other agencies 

·nevelop relationships 
Coordinat;; plans 
.Use and \Vork vvith interpreters 
Ability to adapt approach/personalily sltut-;tionally 
Presence/Professionalism 
Objective reporting 
Conttol your emotions 
Be diplomatic 

Creative Thinking 

Use ofalt~sour·cc data 
l~nalytical methods and approache.s 
\Vhen:: to find datu/sources of inform~'ltion 
\.Veil-rounded through experience and edl.lca!ion 
Surveillance techniques 
Effective, clear:- concise, accurate, and succinct writing 
Persuasive V·n:iting 
· Wrlting style flexible to audience 
Presentation and brlet1ng 
Negotiation 
Intervie,ving skills/techniques (Reid, etc) 
Interrogation skms 
Use of analytical tools (lin,.\ anal_ysis, etc.) 
Data-mining 
Networking 
.Elicitation 
Guide a conversation 
Rappmt building 
~<Blend into a crowd" 
Disguise 
Time mane.gcrnent 
Organize processes/muiti-task 
Predict/project 
Think analytically 
_Develop hypotheses 
Determine associations/links/relationships 

"l1N~ 

·'"----"'-- ~-·----~··· 
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BuHd "stmyboa1:d'' 
Ass0ss people for targeting 
·Market products and services 
Operational Planning 
Conceptualize 
Develop tailored testing ·stnl.legtc~ 
Inductive reasoning 

Fundamental Elements: Competencies 

Think in abstract- look for what you don't know 
Perception 
Think laterally 
Think Strategically 
·Problem solving 
Ask questions that dig beneath the smf:;;ce 
Ask the right questions 
Train/mentor/teach others 
Manipulate/infl.uence/e..xploit people. 
Role play/act 
Motivate others 
Lead others 
_i\,fanage human sources 
Manage a team 
Persuade 
:tv1anipulate the environment 
Exploit vulncrabiHtie,s, 
Capitalize on opJ)Ortunit1es 
Resourcefulness 
Plan use of manpo,ver and resources 
Ability to ada})t appro<~ch/personaiit.y ,situational!y 

A .. na!ytici!!l Thinking 

What 1nforrm~ti.on is critical to decision· makers 
Ho\v to devek'P time!ines 
Ho>v to build matrices 
Use of all-source data 
Analytical methods and approaches 
'\Vhere to find data/sources of information 
.Know baseline activities (w·hat is notmal) 
Psychology/Behavioral analysis 
Sources trends; acts, etc. 
Effeetive, clear, concise, accu:·akl, and succinct :•riling 
Persuasive v,;riting 
Detailed ',vriting on key inforrnation 
Articulate thoughts clearly 
Communic.ate without revea[(ng sOUiCes 

Negotiation 

51 

I 

I 
.I 

ACLURM055162



FBI054680

Fundamental Elements: Compeiencies 
Intetvje;l,•;ing skills/techniques (Reid, etc) 
Interrogation skills 
_Ncuro..:linguistics 
Outline information 
Comprehensive note taking 
Ddlal:h~:i.c maHipubtk"}n 
Use of analytical tools (link analysis, etc.) 
Data-mining 
Elic-itation 
.Prioritize data/infommtion 
Set priorities 
_Time management 
Recognize impmtant details 
Stmcture data 
Sift/so~t infom1ation 
Ot:ganize processes/multi~task 
Recugnizc and imerpretimonitor trends/indicators 
Recognize anomalies/trouble spots/unresolved issues 
Validate data/!nfonnation 
Draw togical conciusions 
Choose mean.s of ana!ysis 
Predict' project 
Correlate data from d[fferent scmrc.cs 
Think analytically 
D~velop hy:pothcses 
Prioritize threats and targets 
Determine associatiOI)S/links/rclt~tionships 
Build "storyboard" 
Recognize collections gaps 
Assess people for t~rgeting 
Assess asset's motivations 
Recognize signiffcance of comments and fie-lds in HRs 
Present points succinctly and logically ~ distill information 
Recognize dece.ption through body hmguage 
Op{)rationa[ Planning 
Conceptualize 
Anticipation and reaction 
Devdop tailored testing strategies 

·lndudive r!i:t~soning 
Deductive reasoning 
Dctennlnc what is actionable and what is not 
Think in abstract- look for what you don't knm:v 
Think logically 
Perception 
Problern solving 
Ask questions that dig benea(h the surface 
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~OFOhN 
Ask the right questions 

Fundamental Elements: Competencies 

Extract important infom1ation ll·om volumes of data 
Validate research data 
Determine the reliability of 1nfo (SlGiNT, HUr .. 1lNT, etc) 
:use open sources 
Assessnsks 
Read people 
.tvfanage human sources 
Manage a team 
Capit~lize on opportunities 
Resourcefuiness 
Recognize personal weaknesses and improve on them 
Ability to adapt approach/personality s!tuat.ionally 

Critical Thinking 

Vlhic.h analytical tools to u::;e 
Vlhat technology is admissible in court 
Ho'¥v to develop timeHncs 
Ho\v to buHd matrices 
Use of all-source data 
Analytical methods and approaches 
·Reading 
Effective~ clet~r, concise, accurate, and. succinct ·.vriting 
Communic-ate '\Vithout revealing sources 
Negotiation 
Interviev . .:ing skills/tectmiques (Reid) etc) 
lntetrogation skills 
Pro11edy document infbn11ation (e.g., -fat' court) 
Datab;>;se manipulation 
Data-mining 
lnterpersom:>.l skills 
Driving techniques 
Observation sklHs 
Prioritize data/lnfom1atlon 
Set priorities 
Time management 
Strn.ctme data 
Sift/sort information 
Org~mize processes/nmHi-tusk: 
Validate data/informat[on 
Dr<'nv logical conclusions 
Choose means of analysis 
Predict/project 
Think analytically 
Develop hypotheses 
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SEC~N 
Prioritize threats and targets 
Build "storyboard" 
Recognize collections gaps 
Assess people for targeting 

FundnmentaT Elements: Competencies 

ReC0!;""11ize signific.ance of comments and fields. in rms 
Opcratiolial P!annii1g 
ConceptuaHze 
Anticipation and reaction 
St~ategic planning 
Dedl:lctive tcasoning 
Determine what is actionable and w11at is not 
Think in abstract- look for ·what you don't kno·w 
Think logicaily · 
Thlnk strategically 
Problem solving 
Ask questions that dig beneath the surface 
Ask the right questions 
Validate research data 
Determine th<; reliabiliLy of info (SIGINT, HUivllNT, etc) 
Use open sources 
Protect sources 
Assess risks 
Provide direction 
Le;;d others 
· Manr~ge a temn 
Persuade 
Build contidence in assets 
Exploit vu!nerabllities 
Capitalize on opportunh:k:s 
Re.somc.efu !ness 
Leverage technology 
Plan. use of manpower and resources 
Recognize personal weak;1csses and improve_ on them 

L_------------------~-
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Pund nental Elements: Competencies · 
Decision Making 

Ho\V to manipulate a database 
\Vhich analytical toois to use 
What technology is admissible in cotut 
"\\1w ~llouiJ rc.:::Givc v;hat fnfcrm::.!.icn 
vVhat infot'mation is critical teo dc·cision·makers 
Use of all-source data 
'Analytical methods and appro~~hes 
\Vhere to find datalsources of information 
SurveH!ancc techniques 
Effective~ clear, con else, accurate, <md succinct writing 
\Vrittng style t1exible to audience 
Presentation and bdcling 
Communicate Vlithout revealing sources 
Interrogation skills 
Properly document informatio.n (e.g., for court) 
·comprehensive note taking 
Data-mining 
Use of technology 
Intel'personal skills 
L.raison 
Contlict resolution 
Elicitation 
Guide a convc•·sation 
Use \veapons 
·Driving techniques 
Read and fbllow ~t map 
Djsguisc · 
Prioritize data/information 
Set priorities 
Time tnimagement 
Structure data 
SifV.sort infonnation 

.. Organize prccesses/multl-f.ask 

-·-- ·------....... 

Recognize Hnd intetpret'monitor trendsiindicatots 
Dm.\v logical ccmcfusion:;; 
Recheck work/condusions 
Choose means of ru1alysls 
Predict./projt;:ct 
CorTelate data from different sources 
Develop hypotheses 
Prioritize threats and tat·gets 
Determine associations/links/rel~~tlonships 
Build "storyboard" 
Recognize collec.cions gaps. 

. . ~~ORN 
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Fundamental Elements: Competencies 
Assess people for targeting 
Present points succinctly and logically - distill intbrmation 
Recognize deception through body l~nguage 
0Jicrntiona1 Planning 
Develop tailor:ed testing strategies 
Stratcg,ic phmning: 
Detenninc what is actionable and '-''hat is not 
Think strategl.c.ally 
Problem solvlng 
-Ask questions that dig beneatl1 the surface 
Ask the right qtt~stlons 
Extract impor(ant information from volumes of datt~ 
Validate research di~!a 
Determine the reltabilit:; of inf.:.l (SIGiNT, HUlvHNT, etc) 
Use open sources 
Attention to detail 
Protect sourc.cs 
Assess risks 
·rvlanlpulate/influence/explo it peo pie 
Provide direction 
Delegate 
Lead others 
l:v1anage htiman sources 
Manage a team 
Persuade 
Exploit vulnerabilities 
Capitalize on opportunities 
Resourcefulness 
Leverage technology 
Plan use of manpower and resourcei> 
Recognize personal \Vcaknesses and improve on them 
Ability to adapt approacrJpersonality situationally 
Objective reporting 
Maintain objectivity 
ConLrcl your cmotfons 
Be diDlomatic 

- ' 
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Fundamental Elements: Competencies 

Teambuilding/Team\vorkl Co1l~~boration 

'Understand difference btvln CI and other intel disciplines 
Understand role/function of operators you support 
\Vho should receive what infOrmation 
Bov,r l!) get orie;fn~for n;leaseld0>\~1gJ'adc of classified info 
Ho\V collectors collect 
Where to find data/sources of lnformat[on 
Reach-hack capabilities 
Available enabling :.·e.sources 
'\Vhat other agencies need 
'How to communicate with agendes of the Cl Community 
Community roles 
Kno\V customer mission, equities pro~ected and req•s :for CI 
Negotiation 
Communicate information to othet agents 
Liaison 
Net'\.votking 
TeambU;ilding/tC<lm'l.'!v'Ork 
Conflict resolutinn 

·operational Planning 
Train/mentor/teach others 
Work in austere environments 
Motivate others 
Lead others 
Manage a team 
Collaborate \''lith others in other agencies 
Develop relatbnships 

. Coordinate plam 
Use rutd \VOrk '·"<ith interpreters 
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Fundamental Elements: Com_petencms 

Interpersonal Skills 

How to get originator releaseidowngradc of classified info 
'Wbat other agencies ;need 
How to communicate with agencies of the CI Community 
ArtcntiYe!~ctive listening 
Presentation and briefing 
Communicate v.rithout reveaHng sources 
Negotiation . 
Intenriewing skills/techniques (Reid, etc) 
Interrogation skills 
Communicate intormation to other agents 
Netu·o-linguistlcs 
l nte!'j)ersonal skWs 
Liaison 
Nev.vorking 
Tc..'lmbuilding/tearrnvork 
Conflict resolution 
Elicitation 
Guide a conversation 
Rapport bullding 
·"Blend into a cro•.vd" 
Assess people for targeting 
Convey thoughts effectively 
Present points succinctly and logk~lly - distill information 
Advocate a. positiDn/stand behind your rc.se;~rch/\vork 
Mark~t produc.ts and services 
Control body language 
1):ainlmentor/teach others 
Read people 
·Iv1anipulatc/influence/cxploit people 
Develop tm.st 
Provide direction 
Role play/act 
!vfotivate others 
Lead others 
Milnage human sourceB 
Manage a team 
Persuade 

·Build confidence in assets 
Collaborate \Vith others in other agencies 
Develop re!ationshipB 
Coordinate plans 
Use and ;,vork with inte111retcrs 
Ability to adapt approadu!)crsonaiicy situationally 
Presence/Protessional$sm 
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Fundamental Elements: Competencres 

De diplomanc 

Planning. 

-Which analytical tools to use 
\Vliat infommtiat! is ailh:al w decision· maker.:; 
Analytical methods and approaches 
Reach· back capabilities 
Available enabling reso~u:·c·:::s 
Jntervie'.ving skills/techniques (Re1d, etc) 
Interrogation skiHs 
.Liaison 
EUcHation 
·Prioritize dat~L'infommtion 
Set priorities 
Time. m.anagement 
Organize processesltnulti~task 
Build "stor::tboard'' 
Operational :Planning 
Develop tailotcd tec~ting strategks 
Strategic planning 
Delegate 
Manage human sources 
~~1anage a team 
Maniptllate the environment 
Exploit vu1nerabllities 
Capitc.1.l i.ze on opportunities 
Coordinate plans · 
Phm 1.1se of manpov,..er and resources 
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Fundamental Elements: Competencies 

Evaluation and Critique 

\'Vhat information is c.rit!cal to decision- mak~rs 
How to replicate your methodology/results 
Analytical methods and approaches 
-Kmr:.v ct::;tcmcr mi:;:;ion, cquiti;:~ prcttcted f:!!d rt.!q'o; t~:'r C'1 
Psychotog-y/Behavloral analysis 
Sources lrends, acts, etc. 
PsydlO[ogical instruments 
.Properly document infom1ation (e.g., tor court) 
N~m·o-linguistics 

Prioritize datu/information 
Set priot·ities 
Recognize Important details 
·Recognize- and interpret/monitm~ trends/indicators 
Recognize anon1alies/trouble spt)t'9hmresolved issues 
Validate dat~/information 
Draw logical c-onclusions 
Recheck workiconclusions 
Choose means of analysiR 
CerrcMe data from different sources 
Think analytically • 
Develop hypotheses 
'Prioritize threats and targets 
Determine associations/links/relationships 
Rli;cDgnize collections gaps 
Assess people tor tat'geting . 
Ass¢ss ass~t's motivations 
Recognize signit.icm1ce of c.()mmcnts and fields in IIRs 
Recognize deception thro~~gh body language 
Operational Planning 
Anticipa1:ion and reaction 
'Inclucttve reasoning 
bedtlct!vc reasoning 
Detenuinc what is actionab!e and wlul.t is not 
Think in abstrar.:c- look fm· ... vhat yr>~.l don't knov·: 
Tbink 1og1cally 
Problem solving 
Ask questions that dig beneath the surface 
Ask the right: que?tions 
Ex.tt'act important infonnatiori from volumes of d~ta 
Validate research data 
Determine the xdiabiliiy of infu (SIGfNT, HU1vfiNT, etc) 
Assess risks 
Read people 
Maniptllate/influence/exploit people: 
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~ 
Exploit vulnerabilities 
Capitalize o.n opportunities 
Plan use of manpower .and resour-ce-s 

Fundamental Elements: Competencies 

Rec.ogni::;e personal weaknesses and improve on them 

·IN hat jnfonnatlon is crirical to decision- maker.-;: 
FlSS counn1' cultures 
Where tu find datalso1.1rces of iniormation 
Dive.r:se back!: .. rrotmd kno,vledge - .,. 
Mastery of some area (academ!c achicven1ent) 
Subject/target countly mea (geogra1)hy l'm~l culh1rc) 
Cases in target area 
History of the target countly and FISS 
Language of target country 
Environment of operations area 
FlSS Tacti.c.s, Techniques a:nd .Procedmes 
'NeH~rounded through experience and education 
Foreign policy related to target. countl.'y 
Content specialization in your funci:ionallgeographic He<t 

Terrorist organizations being targeted 
Know baseline activities (1vhat is not·mal) 
Detailed vniting on key infNmation. 
A.rticu!ate thoughts clearly 
·communicate lnforme.tion to other agents 
Networking 
Conflict resolution 
Elicitation 
Guide a conversation 
Pdotitize data/intbrmution 
Recognize important details . 
Recognize and interpret/monitor tl'o;:nds/indic.ators 
Recogniz~ anomaHes/twublc spots/unresolved issues 
·Validate data/intbrmation 
Draw logical conclusions 
l)redictlproject 
Provide perspective/context to Cl tssucs 
Develop hypotheses 
Prioritize threats and targets 
Oetennine a$sociationsilinks/relatlonships 
Build "stor.yboard11 

.Recognize collections ga}ls 
Assess people for targeting 
Assess asset1s motivations 
Convey thoughts effectively 

....... ---~ 
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Fundamental Elements: Compe!encies 
l\.ecognize deception through body language 
Advocate a position/stand behind your research/work 
Conceptualize 
Anticipation and reaction 
Determine what is <ictionable m1d what is not 
Think in ab::;ttc1ct. h:Ja!"'" f~·R ··Nh«t ycu don't knm~; 
Ask questions that dig beneath the surface 
Ask the rlght questions 
·Extract lmpor:tant information from vohlmes of data 
Validate rt?-se,;1rc.h data 
Detm·mine the reliability oflnfo (SlGfNT, HUMlNT, etc) 
Trai n/mentor/tead1 others 
\Vork in austere environments 
Assess risks 
Read people 
Manipulate/influence/exploit people 
Role play/act 

-Manage human sources 
Build confidenc.e in assets 
Ivfanipulate the environment 
Collaborate 'Nith others in other agencies 
Use and WOL'k with interpt·etcrs 
Ability to adapt appronch.t)x:rsondity situationally 
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La'.¥S, Policies, 'Procedures and Jurisdictions 
'taws and Constitution 
What technology is admissible in comt 
Legal rights/warnings 
Rules of cvldcnce 
AG Guidelines 
Organizational po licy/prccedures 
Mi.ssiow'purpos-:; of :your agency 
CI Definitions <1nd terms of reference 
\Vho should receive ·what infonnation 
·Classification guidancdcontrois 

ftundamental Elements: Competencies 

HO\.v to get originator rdea.sc/dmvngn1de of classifi-ed !nfo 
Jnte!ligcnce Oversight 
Goals!strategv of vour agencvheiationship to n21.'! strategv 
'vVhat. infOl'nl~tlon' is critlcal to decision-n1akers ' 
Reporting formats 
Procedures fot· sharing infonmtion 
Reporting requirements 
_Hmv to collect and preserve evidence 
Standard evidence protocols c.f other agencies 
Ops methodology- bmv your ovm intel sen.rice works 
Ho\v collectors collect 
Accounting basics 
Record~keeping: 

Surveillance techni{1ues 
Reach-back capabilities 
A vailabk: enabling resources 
. Comniunity roles 
Knov..- cw;tomer miss[o.n, equitie-s protected and req' s for CI 
Intervie-wing skills/techniques (Reid, etc) 
Interrogation skills 
Properly doc-ument intonnation (e.g., fur court) 
Use weauons 
Use pJlOtogt'aphlc equipment 
Operational Planning 
Develop tailored testing sh·ategies 

.Strategic planning 
Train/mentor/teach others 
i'rott;!-Ct SOUt'Ces 
l)rovide direction 
Lead othe~·s 
Manage humw1 sou~ces 
Manage a te:.>.m 
Manipulr:~te the environment 
Exploit Vtllnerabilities 
-Capiu1lize on opportunitks 
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Coordinate plans 
Leverage technoiog-:v 

"mRE11N~ 
. ~ Fundamental Elements: Compe!encies 

Plan use of manpower and resources 

Conc-ept l7acilitation/ Influencing/Negotiating 

How to get originator rcleasc/do·wngr.ade of classified ln[o 
Persuasive writing 
'Presentation and briefing 
Negotiation 
Jntervicwing ski!ls/teclmiqnes (Reid, etc) 
lntcrrogation skills 
Interpersonal ski!fs 
Liaison 
Networking 
·reambui!dingiteam'l-vork 
Conflict resolution 
Elicitation 
Guide a conversation 

.Provide perspective/context to CI issues 
Convey thoughts effe.ct1vely 
Present points succinctly and logic-ally - distlll infon11ation 
Advocate a positiow'stand behind your researchl\vod< 
Market products and services 
Problem solving 
Ask questions that dig beneath the surface 
Ask the right questions 
Traln/mcntor/11;:lach others 
1vfanipulate/[nfluence/explo1t: people 
Provide direction 
Motivate -others 
Lead others 
!vfanage human sourc~s 
Manage a team 
Persuade 
Build confiderK~e in assets 
Capitalize on opportunities 
·Resotwccfulness 
Collaborate witb others in other agencie:s 
Coordinate plans 
Plan use of manpov.lcr and resources 
Ability to adapt approach/personailty situatiOnally 
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Atitornated Data Systems 

Fundamental Elem~nts: Competencies 

How to manipulate a database 
.Procedure$ for shadng infbnnation 
How to collect and preset've evidence 
How to de-velop thtLelincs 
How to build matrices 
Usc of all-source data 
Analytical methods and approaches 
Record~ keeping 
\Vhere to find datalsoul'ces o:f infonnation 
Know customer mission, eqnit[es protected and req's tor CI 

·Computers/technical know ledge 
Properly document information (e.g., for court) 
Computer/IT .skills 
Database manipulation 
Software/applications (Office suite) 
Usc. of analytical tools (link analysis, etc.) 
Data- mining 
Use of technology 
Use of comnwnication systems {STO-UI, radios~ et·;:;.) 
·Extr<~ct hnpo1iant [nfut·mation from volumes of data 
Osc open sources 
Leveragt; teclmology 
Plan use of manpm:r,··er and resources 

~-------
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Risk Management 

Whet technology is admissible in c·:mrc 
Who should receive ·what infon:nation 

Fundamental Elements: Competencies 

Hm.v to get originator release/dovmgrade of classified info 
Sw-.., cllhm.:~~ techniques 
Communical!.;J \Yithout revealing sources 
Jntel1'ogittion skUls 
Properly document information (e.g., for cowt) 
Use of technology 
Use weapons 
Driving: teci:miques 
Use of communication systems (STU-HI, radios, etc.) 
Use photographic equipment 

.. Prioritize data/infon:nation 
Set priorities 
Time management 
Recognize important details 
De·velop hypotheses · 
Prio.dtize threats and targets 
Operational Planning 
Develop tailored testing sh·ategies 
Detem1ine whc~t is actionable and wh<lt is not 
·Problem solving 
Ask questions that dig beneath the surface 
Ask the dght questions 
Protect sources 
Assess risks 
Manlpulatelinfiuence/expioit people 
Delegate 
Role play/act 
Mm1ilge hum::m sources 

· Ivianage ~ team 
Manipulate the environment 
Use and \Wxk \Vith intell:ireters 
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Fundilmental Elements; Competencies 

Custnmcr Awareness 

\Vho should receive what information 
Ho·w to get originator release/downgrade of classified info 
What inforlilation is critical to decision·makers 
AnalytkJI mcthvd:; rrnd approrrchc;:; 
What other agencies need 
"How to communicate ·with agencies of the CI Commui1ity 
K.rlo·.v cust:omel' mission, equities protected and req's tbr CI 
Persua.slvc ... vriting 
Detailed writing on key lnfom1ation 
\Vriting style tlexible to audience 
Presentation and briefing 
Negotiation y • 

Properly document informatim: (e.g., for court) 
Prioritize data/information 
-Set. pt'iorities 
Prm~ide perspective/coniex.t to CI issues 
Pdor[tizc threats and targets 
Recognize collections g;::ps 
Convey thoughts eftectlvely 
Present points succ.\nctly and logically • db till infotmt;tion 
Market products and services 
Sttategic planning 
Detcnnine 'what ls uc.tiona.bh.:. and ·1vhat is not 
Think strategically 
Problem solving 
Ask the r1ghe qucsti9ns 
Protect sotirce.s 
Assess risks 
Ocv e!o p trust 
Persuade 
Plan use. of manpower and resources 
.Presence/P t:ofes:s io nal ism 
l'v1aintain objectivlt)' 
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Fundamental Elements: Competl~ncres 

CORE COMPETENCIES/.KSAs " lEADERSHIP AND MANAGEMENT 

Critical Thiuklng 

Reqttirements/interests of other agencies tn the IC rdative to your organization 
How yot1r organization tits into the CI community 
Customer mission and equities requiring (J services 
Needs of CI collectors/operatot•s in the field 
CI prognm1 priotities 
Understand customer priorities 
Educate cQnsumer.':i on potential impllct of Cl !nt!xmation 
Proficiency with cr investlg<~tion techniques (f(Jr management credibility) 
Read people (for spotting, assessing) 
. fdcntify people \Vith CI leadership potential 
Yramtge a variety of CI skill levels 
Recruit people \Vith the right backgrounds for various CI fmrctions 
Dcvelop1 implement, and adapt sttategy based on Cl deveLopments 
A . .nticipate CI manpower needs · 
Organize l~rge amounts of datu 
CI Operational Planning 
Prioritize threats 
~'fake decision br.sed on e>:.perience 

.Create/build strategic CI partnel'ships (liaison) 
Leverage CI capabi Hties of other agencies 
Ensme Ci products me:et ctlstorncr needs 
.~·,1ake cr irtfmmation re[evant to consumer 
Sc.ope cr products to t\UStomel' requil'cments 
Carry out oversight of CI programs 

... ~- •.. _,;_ ________ """""_~~--~------------
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Analytical Thinking 

CI resource management 
CI program priorities · 

Fundamental Elements: Competencies 

Appreciation of threats coming fr01i1 technology 
Su bstatitive k.M\\o lt:ldge uf (at-gets 
Background in analysis (research and '.-Vriting) 
Some years of e~~perlence as analyst 
Determine CJ priol'ities (resource aUocntion) 

·Summarize large ammmts of CI rnateria!!tb.cts into concise reports 
Ft[oritize threats 
Sense why 'vVhat you're doing [s important (how it fits into the big picture) 
Analyze large m110unts of information 
Think analytically 
Recognize relationships between mrg9~s, grotlps, etc. 
Appreciate different perspectives ;vith!n the CI commtmlt<; 
Ensure CI products meet customer needs 

CI resource management 
Cl resources available to subordlnate.s 
Pnderstand bcnef1ts of technical collection 
\'lhere to acquire infbmuttion 
Understand human sources an.d how to recruit them 
A vailab!e tools to enhance/assist in accomplishing the CI mission. 
Educate consmners on potential impact of CI Information 

· Proflc.iency with CI investigation techniques (for management credibility) 
Liaison ·with other foreign CliinteHigence/Secmity agencies 
.interact 'Nlth and manage people from other Cf organizatlons 
:Marketing CI prod nets and services 
Manage a variety of Cl skill levels 
Justify l'lnd argue for Cl resourc·~S 
Crcateideve1op prograrns that satisfy CI requirements 
Develop> implement, and adapt strategy based on Cl developments 

. Develop an::J ·m~nage Cl budget 
Devise plans to meet Cl goals 
Anticipate CJ. manpower needs 
Detcrrn i ne CI priorities {resottr(;(\ alloc~tiun) 
CI Strategic .Planning 
CJ. Operational Planning 
Sense why what you're doing is important (how it fits into the big picture) 
Create/build ~h·atcgic CI pmtncrships (liaison) 
Lcveeage CI capabilities of other agenck;s 
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Fundamental Elements: Competencies 

St!·ategic thinking 

'-Requireme.ntc;/intercsts of other ag:encks in the IC relative to your organization 
Your agency's CI mission 
How your organiz..::1tion fits into the G! c.ontmunity 
Cu3tomcr mi:;3i011 -:J.nd eq_uit!~~ rcq•,1h-ine CT "entices 
Customer requirements for CI information 
cr resource management 
CI progmm _priodt1es 
National Intelligence Pro&,rram budget cycle/process· 
. Understand your agency's perspective and priorities 
Understand customer ~Jriorities 
Justify and argue for (;J resources 
Create/develop programs that satisfy CI requi.rl::ment~ 
Develop, iml)lement, and adapt sr.rategy based on CJ developments 
Devise plans to meet CI goals 
A .. nticipate CI manpo'<ver needs 
Determine CI priorities (resource allocation) 
CI Stt'ategic P hmning 

. Prioritize threats 
Develop Ci programs (collections, analysis, etc.) to meet consumer needs 
Make decision hesed on experience 
Sense \Vhy v;hat you're doing is important (how it fits into the big picture) 
Appreciate different perspectives within the CJ community 
Create/build strategic CI partnerships (liaison) 
CatT)i out oversight of CJ proE,>;rarns 

Decision r..--fal~ing 

Interact with and manage people H-om other CI organizations 
Identify peop ic >vith CI leadership poten1ial 
Manage a variety of CI skill levels 
Recn~it people with the right backgrounds for ~'arrous CJ functions 
Justif)• and argue for CI resources 
Devise plans to meet Cf goals 
Anticioate CI manr;ower needs .. ~ 

Deten:nfne CI priorii~;)s (resour.c~ aHccation) 
. CI Strategk Phnning 
Cl Operational Planning 
Prioritize threats 
Make dec.ision based on C!:perience 
Leverage C1 capabllities of otJ1er agencks 
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Fund~1mental Elements: Competencies 
Problem Solving 

Requiren.1ents/intercsts of othet· agencies in the IC t:elative to )DUt organization 
_CI jurisdiction of your agency and others (Identify overlaps and gaps) 
Understand benefits oftcclmical collection 
Appreciation of threats c.oining from tc:chrtolagy 
Appreciation fbr what CI field ag.:mts experience {gained thr-ough cxperierx::e) 
Profkiency 'Nith cr investigation techniques (fbr management credibility) 
Liaison vtith other domestic Cffsecurlty agencies 
Liaison with other foreign CI/Intdligence/Sec.urity agencies 
Interact ·with and manage people fi:om other CI organizat[ons 
Menage a Val'iety of CI ski!l h;vcls 

_Justify a.nd argue for CI resources 
Create/develop progr~ms th.at satisfy C1 requirements 
Develop, implement, and adapt strategy based on CI developments 
D(;:velop und m<magc Cl budget 
i\nticipate CI manpower needs 
Determine C[ priorities (resource alloc:ation) 
CI StTategic Planning 
CI Ooerational Planning 
D-evelop CI programs (~o!lectfom;, analysis, etc_) to meet consumer needs 

. '!vfake decision bused on e!~pe.d(mce 
Appreciate different perspeetives 'i'iith1n the CI. community 
Leverage Cf capab[Jitles of other agencies 
Interact with and communicate with the media on sensitive Cl issues 
Ensure CI products m~ct customer needs 
Make Cl information relevant to consumer 
Scope .CI products to customer requirements 
Carry out: oversight of cr programs 
Be <lble to force coo_pcration/coilahomtion on CI issues 
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Fundamental Elements: Comp·etencies 

Collaboration 

Requirements/interest<> of other agencies in the IC relative to yom organization 
Cl !ltructurc of other agencies in the IC · · 

· CI judsdiction of yout agency and others (identify ovedaps and gaps) 
Car)abilitks of uth;;w agendcs In the iC 
Hov,·· your organl:zntion fits into th~ CI cormmmity 
HowLE C<>mmunity operates 
Human resource process ut other agencies including military and c1vil service 
Customer mission and equities requiring Cl services 
Customer requirements for Cl infommtion 
Und~rstand customer nr!odties 
Available tools to en!{ance/assist in r.ccomplish!ng the CI mission 

.. Educate consumers on j)Otcntiallmpapt of CI information 
Liaison with othet' domestic CI/security agencies 
Liaison •.vith other foreign CI/!ntelllgence/Security agencies 
Interact with and manage people from oth~~r CI organizations 
CI Strategic Planraing 
CI Operational Planning 
Develop CI programs (coll~ctions, .analysis, etc.) to meet consumer needs 
Appreciate different perspectives within the CI community 

. Createibuild strategic CI partnerships (llaison) 
Levemge CI capabilities of other agencies 
Ensure CI products meet customer needs 
Make Cllnformation relevant to consumer 
Sc.ope Cl product'S to customer requirements 

Conflict Manage1:nent 

Rcguirements/inierests of other agencies in the IC reiativ;,~ w your organization 
_ CI structure of other agencies in the lC 
CI Definitions and terms of reference in other agencies 
CI j udsdiction of yom: agency attd others (identify overlaps and gaps) 
How Y•;)ur organization .fits into the Cl comnmniiy 
Ho\v LE community operates 
Requftcments for obtaining/justifying CI resources 
Appreciation for what CI field agents experience (gained through experience) 
Understand customer priorities 
Educate consumers ot) p<.)tential impact of Cl infunmttic.n 

" Proficiency with CI investigation t'echniques (for management credibillty)" 
Liaison with othe1· domestic Cfls·ecmity agencies 
Liaison with other foreign Cl/Intelligence/Security agencies 
fnteract vvith and manage people from other Ci organizations 
Manage a variety of CI skill levels 
Justi:!.)' and qrgue for Cl resources 
Develop and rnanage Cl budget 
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Fundamental Elements: Competencies 

Anticipate CI m:mpo\vcr needs 
Determine CI priorities (resource allocation} 
Prioritize threats 
Make decision based on experience 
Appreciate different perspe~tives •.;.rithin the CI comm\mity 
Create/build stl'atl.lgic CI p<ii'1Iii:i'Ship:; (Hai:;cn) 

-Leverage CI capabilities of other agencies 
Interact with and communicate \vith the n-cdia on sensitive CJ issues 

Customer Service 

Requiremer'lts/interests of other agencies in the IC relative to ~...-our organization 
Custom:et mission am! equities requiring CI services 1 

Customer requirements tl1r CI information 
CI program pt'iorities 

·Requirements fm· obtaining/justifying Cl resources 
Understand benefits ofteclmicitl collection 
i\ppreciation of threats coming from technology 
Understand. your agency"s })Crspectrvc and priorities 
Understand customer priorities 
Your CI functional content <lrea 
Available tools to enhance/assist in accomplishing the CI mission 
Educate c:onSllmers on potential impact ofCf info11nation 
Lhiison \vith other domestic CI/sccurity agencies 

·· L3aison \vith other foreign Cllfntelligen9e/Seourlty agencies 
Interact with fmd manage people from other CT organit:tltions 
rvl~uketing CI prodllctq and services 
Create/develop programs that satisfy CI requ[rements 
CI Strategic Planning 
CI Ope.rationa! Piann!ng 
Develop CI programs (collections) analysis, etc..) to meet consumer needs 
Sense why what you're doing is important {ho\v lt fits into the big picture) 
Appreciate different perspectives \Vithin the CI conmmnit:y 

· Ensure CI products meet customer needs 
Make CI information relevant to consumer 
Scope CI products to customer reqtlirements 

··"·-------
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Fundamentat Blcments: Competencies 

Communications 

Requirements/interests of other agencies in the IC reiative to your organizatkm 
Customer mission and equities requiring CI services 
Customer requirements for cr infomH<tion 
Needs of CI ct)ii~ctonJvp0tatc)t~ Jr, th~ tlcld 
CI resource management 

. CI program priorities 
-Nationallntelligence Program budget cycle/process 
CLtiturai awareness .and sensitivity -- international experience/exposure 
ApJ1reciation for what CI field agents experiemce (gained through experience) 
Understand custmrer priorities 
U11detstand human ·sources and how to recruit them 
Substantive kno\vledge of targets 
Background in analysis (research and w1·iting) 
Perform necessary· administrative CI processes 
Educate consumers on potential rmp:ct of CI !ntormation 

· Pl'o!lc iency with CI investigation tedmiques (for management cl'ed[bi!ity) 
Liaison with other domestic C1/security agencies 
Liaison witb othet' torcign Ciiintel!lgence/Security ?gencics 
Interact '.vith and manage people from other CI organizations 
Read people (fot' spotting, assessing) 
Marketing CI products and services 
Identify people ,;vith CI leadership potential 
Manage a variety of CI skUI levels 
Recru]t people \Yith the right backgrounds for various cr functions 

' Justif)· and argue for Cl re-sources 
Create/develop programs that satisfY CI requirements 
Develop, implement, and adapt strategy based on Cl developments 
Develop and manage CI budget 
Devise plans to meet CI goals 
Anticipate CI manpower needs 
Determine C.I priorities (resource allocation) 
Summarize large amounts of Cl material/facts into concise repor1s 

. Cl Skategic Planning 
cr Operational Planning 
Develop CI programs (collections, analysis, etc.) tc· meet consmner needs 
.Iviake decision b!'lsed on experience 
Appreciate different perspectives within the CI community 
Create/build strate-gic CI partnerships (liaison) 
Leverage Cl capabilities of other agc:ncies 
Intetact with and comrmmlcate •,vlth the tnr::!dia on sensitive CI issues 
Make CI infom1ation relevant to consumer 

.. .Be able to force cooperation/collaboration on cr issues 
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Fundamental Elements; Competencies 
·Intelligence Awareness (Laws and Po Hey. Tec-hnical, etc.) 

·Requirements/interests of other agencies in the IC r~lativ~ to your organization 
cr structurr:. .of ether agcn.;ies in th\:l rc 
C.I Definitions and terms of refel.'c:nce in other agencies 
Cl jurisdiction of your agency and others (identify overlaps and gaps) 
Capabilities of other agencies in the JC 
You;, agency's CI mission 
Hmry· your organization t1ts into the CI conununity 
Hov,, LE community operaf'.,Js 
Human re-source process at other agencies including military and civ[l sen•ice . 

·Needs of CI collectors/operators in the field 
AG Guidelines 
Legal starutcs/authortties. (FISA; NSL~ etc) 
OPSEC principles 
Organizational CJ policy 
q program priol'it1cs 
Core knov.tledge ofth~ Cl Program 
Requltements for obt~\ining<iustit}-·ing CI reso1m;es 
National1ntdllgencc Program budget cycle/process 

-Understand bene:!:1ts: of technical collection 
Appreciation of threats coming from technology 
Understand yom· agency's perspective and priorittes 
Apprcciatiori for \Vhat CI field agents r;xpcrience (gained through cxpedence) 
Knowledge of intelligence 
Your CI functional content area 
Available tools to enhance/assist: in accompli!'ihing the CI mission 
Divo(Sified back&rround across :field and <~t national level 
Perform necessary ac!ministeativc Cl proc.esses 

-Proficiency ·with Cl investigation techniques (for management credibility) 
Interact. '>Vith and manage people from other Cl organizations 
Develop, implement, and <idapt strategy based on CI developmenls 
Devise plans to meet CI goals 
Determine CI priorities {resow·ce; aHocatlon) 
CI Strategic P!anning 
CI Operational Planning 
Prioritize threats 
Make decision based on ex.pedenc.e 

·Sense why '.:V.hat you're doing is important <J1ow lt fits into the big pictu~·e) 
Appreciate different pet·spcctives .within the CI community 
Crc<~te/buHd strategic Cl partnerships (liaison) 
Leverage CI capabilities of other agencies 
Interact with and communicate with the media on sensitive CI issues 
Carry out oversight of CI programs 
Be able to force cooperation/o:}llaboration on CI issues 
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Funda.tmmta! Elements: Competencies 
Talent Management 

·Human rcsvur.;c l~lOC\:li>t> itt oihet <tgcmcic:,; incluJ.kg mi!ltary <md civillietvlcc 
Needs of Cl collectors/operators in the fidd 
Prior CI management cxoerience 
At least 5+ yrs-experlence in CI for credibHity and LTainlng:lmentoring 
CI resources available to subordinates 
Appreciation for ·what CI field agents experience (gained through experience) 
Proficiency with CI Investigation techniques (for management credibility) 
Interact \Vith and manage people from other Cl organizations 
Read people (tbr spotting, assessing) 

'Identify people \Vith CI leadership potential 
Manage a variety of CI skill levels 
Recruit people with the right backgrounds fm· various CI fwwtil)ns 
Createldeve!op programs that satisfi; cr requirements 
Anticipate CI manpower needs 
Detem1iae Ct priorities (resource allocation) 
CI Operational Planning 
:tv1ake decision based on experienc::; 
Be able to for.ce cooperntion!collaboration on Cl issues 

Teatn'NO!'kl Teambuilding/ Leadership 

Human resource process at other agencies including military and civil service 
Needs of CI co11ect-ors/opemtors ln the field 
OPSEC principles 
Organizational CI po!Jc.y 
Prim· or mamtgement experienC-1! 
At !ease 5+ yrs experience in CI fm credibility and ttaining/lnentoring 
CI prograrn priorities 
Cl resources available to subordinates 
Requirements f.;)r obtaining/justifying CI resmlrces 
N!ttionallntelligcnce Program budget cycle/process 
A1)preciation for -.;,vhat CI fie.!d agents experience (gained through experience) 
\Vhere to acquire i11fom1ation 
Understand hum~m sources and hmv to recruit them 
Background in analysis (resean:h and 'Nriting) 

.. Sonte )rears of experience as analyst 
Your CI functional content area 
.4;vailable tools to enhance/assist in accomplishing the Cl mlssio~1 
Diversified buckground across .field and at national !eve! 
Perform necessary administrative CI processes 
Proficiency with Cl investigation techniques (for management cr-edibility) 
Interact with and manage people from oilier CI organizations 
Read people (for sp{)tting, assessing) 
Identify· people with CI 1eadel'ship potential 
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Manage a variety of Cl skill ·levels 
Recruit people \Vith the right backgrounds for various Cl functions 
Justify and argue for CT resources 

_Create/develop programs that satisfy CI requirements 
Develop, implement. and adapt sh·ategy ha<;ed nn C'I de-velopments 
Devise plans to meet CI goals 
Anticipate CI manpmver needs 
Detennine CI priorities (resourc.e allocation) 
CI Strategic Pkmning 
CI Operational Phnning 
Prioritize threats 
Develop CI programs (colJectionsj analysis, etc.) to meet consumer needs 

.Make ·decision based on experience 
Leverage CI capabilitie.s of other agencies 

Re-source Management 

Your agency\) CI missiQn 
How yom· organization :fits into the Cl community 
Human resource process ;\t other agencies including military and civil service 
Needs of CI c.oilectors/operators in the field 

_ CI resoUl'ce management: 
CT program priorities 
C! resources available to subMdinates 
Requirements fur obtaining/justifying CI resources 
National Intelligence Program budget cycle/process 
Appreciation for what CI field agents experience (gained thro·ugh experience) 
Available tools to enhance/as.slst in .accompllshing the CI mission 
interact \vith and manage people from other Cl organizations 
Justify ~.nd argt.l~ for CT resomccs 

. Develop ~~nd manage CI budget 
Anticipate CI manpower ner:ds 
Determine Cl_priorities (resource allocation) 
M~tke decision based on experience 
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Fundamental El¢ments: Competencies 
Leading Change 

Requirements/interests of other agencies in the- 'IC relative to your organization· 
CI jurisdiction of your agency and others (identify overlaps and gaps) 
Custoq1er requirements tbr Ci infonnation 
'cr resource rnatmgel't1ent 
Requirements for obtaining/justifying CI tcsourccs 
Cultural awareness and sensitivlty --international expericnce/expl)sure 
Understand benefits of technical collection · 
Appreciation of threats coming from t~clmo logy 
Available tools to enhance/assist in accomplishing the CI mission 
Identify people ·with CI leadcrshi}) potential 
Recruit people with the right backgrounds fol' various Cl functions 
Justtfy and argue for CI resources 

-Create/develop programs that satisfi; CI requirements 
Develop, im})Jen,ent, and adapt s~rategy based on CI developments 
CJ Strategic Phmning 
l\·1akc decision based on experiem:e 
Sense ,,vhy what you1n:i doing is [mportant (how it fits into the big picture) 
Create/butld strategic Cl pertnerships (liaison) 
Leverage CI capabilities of other agencies 

Ethics, Commitment, Integrity, Accmm(ability 

Cljurisdiction ofyout agency and i;Jthcrs (identify overlaps and gaps) 
Custome1· mission and equities rf;lquiring Cl services 
Needs of CI collectors/operato>:s in the field 
AG Guidelines 
Legal statutes/authorities (FfSA, NSI.., etc) 
OPSEC principle-s 
Organizational CI polic.y 
Requirements for obtainiflg,·justifying Cl re,~ources 

·National Intelligence :Pt·ogram budget cycle/process 
Understand benefits oftechnlcfil collection 
Appreciation for what CI field ~~gents experience (gained through experience) 
Understand customer priorities 
Substantive knowledge of hlrgets 
Available rools to enhance/assist in 8.ccomuHshing the Cl mission 
Educate consumers on potential impac.t of"Cl inf~·rnaiion 
Proficiency with CI investigation teehniques (for management credibility) 
Lialson with other dmnestic Cllsecurity agencies 

·Liaison \Vith other foreign Cl!IntelHgcnce/Secudty agencies 
Read people (for spotting, assessing} 
rv1arketing CI products and services 
Identify people w!th Clteadershlp potential 
!Yfc'mage a V?riety of CI skill le!, ~ 
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Fundamental Element-g; Competencies 

Recruit people wiLh the dght backgrounds fer variou:s CI functions 
Justify and argue for cr resources 
Create/develop prograrns that satisfy Cl requi_rements 
Develop, implement .. and adapt strategy based on cr developments 
D::ve!cp and man,~q5,~ cr huJ~et 
Determine CI priorities (resource allocation) 

· Cl Strategic Planning 
CI Operatiom~l Planning 
Prioritize threats 
Develop CI programs (collections, anaiysis, etc.) to meet consumer needs 
Make decision based on experience 
Appreciate different perspectives •;vlthin the CJ community 
Creatertmild strategic CI partnerships (liaison) 
Interact vvith and commurdcate ii'r'ith the media on sensitive CI issues 
Ensure cr products meet customer needs 

· ?vfake Cl tnfonuation relervant to consumer 
Scope Ci pt·oducts to Cllstomcr requirements 
Carty out oversight of CI programs 
Be able to tbrce coopenl.tion/collaboration on CI issues 
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Fnndamental Elements: Competencies 

Continuous Learning 

Requirentcnts/interests of other ag;;ncies in the lC relative to ycur utg<mi:tation 
CapabiHties 0f 0thcr ng.:i1d0s iil tM IC 
How your organization fits into th~ CI community 
How LE community operates 
Human resource process at other ngencies including militmy rmd civ[! service 
Custqmer mission and equities requiring CI services 

· Customer requirements for CI information 
Needs of CI coHectol'S/operators in the field 
Legal statutes/authorities (FlSi\, NSL, etc) 
Organizational CI poHcy 
CI resourc-e rnanageme11t 
CI program priorities 
Cl resources available to subot·dinates 
Cultural av.;arcness and sensitivity-- international experience/expo.sme 
Understand benefits ofteclmical collection 

· Appreciation of threats coming from technology 
"Understand your \~gency's perspective and priorities 
Appreciation for v:hat CI i1eld agents experi>.::nce (gained through expertenct::) 
Understand customer priorities 
Where to acquire irtfonnation 
Environment in. your area of Oj)eration 
A vailabie toots to enhance/assist in accompl.i.shing the Cl mission 
DiveFslfied background across field and at national level 
.Proficiency \Vith CI investigation. techniqueS (for rna~agetnent credibility) 
Prioritize threats 

. Develop Cl progmms (collections, analysis, etc.) to meet consumer needs 
Sense why \Vhat you're doing is irnportrmt (hmv It fits into Jhe big picture) 
Think analytically 
Recognize J'eiatiortships bt:tween targets, groups, etc. 
Appreciate different p~rspectiv.es within the Cl communily 
Create/btlild sh·ateglc Ct partnerships (liaison) 
Leverage CI. capablllties of other agencies 
Ensure CI i.woducw meet customer needs 

· Make CI h~fmmation relevant to consumer 

----~----~---·~--···-- . -~-
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