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EXECUTIVE SUMMARY

(1) Despite Increased investment in counterintelligence (C1) training programs sincs
11 September 2001, there has been uneven emphasis across organizations and training programs
with individual agencies focusing on their nseds and cultuve. Inconsistency in content, quantity,
and quality of training across the CI commusity persisis through varisd processes for doveloping
fraining requirements and standards. The result is vosily duplication of effort, unaven )
performance in the workplace, and significant unmet fraining requiremerts, particularly with
regard to CI analysis and technology infegration.

{UJ) Although soms interagency fraining takes place, it does not approach the amount
necessary in an environment that demands structured interoperability and communication, along
with a workforce capable of effeclively performing in that environment. In addition, little
interdisciplinary training across CI specializations takes place, for example operations and
analysis, creating additional harriers to effective commumication and operations within the

workplace.

(U} Training programs are limited primatily to nitial skifls training with 4 general lack of

strectored continuing education programs. Followeon training fends to the ad boc and/or onethe-
Job training with mentors of varying experience and qualifications. Coniracted personnel raraly
receive training unless it is specifically required in the conteacting vehicle. As such, much
training beyond the initial is at the individual’s own initistive. This makes CI less attractive as a
caveer and creates significant knowledge and performnance issues/gaps within the workdorce. This
is in sharp contrast to the emphasis placed on training by our ensmies.

{U) Because CI lacks the training infrastructure to support Jong-term development of the
individual, there is no accepted career path for the counterinielligence workforce and CI is not
widely viewed as a discrets national security profession, As a result, counterintelligence
assigmments are generafly not seen as caresr enhancing and many individuals tend fo move on to
what they ses as mainstream assignments in their respective orgenizations. This lack of

structured professional development and transience has contributed to the creation of a relatively
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Fundamental Elements: Compstencies
inexperienced CI cadre thal is less effective at responding and adapting to change in the security

environment, A compounding factor has been a lack of Cf leadesship development. Many senior
CI positions ave filled with individuals who kick significant CI experience and teaining.

(1) In sum, there is a gap - with strategic implications for national security - between
counterintél’ligence performance requirements generated by the contemporary national security
environment and our current ability to wain and develop a professional Cl cadre that is capable of
effeciively meeting these requirements. A

{U) To adequately fuifill the ONCIX Congressionally legislated wraining, education, and
professional development mission, and to meet community nesds, & plan was developed to
conduet community-wide research to produce baselins data for anthoritatively describing CI in
terms of its role as & profession or discipline, its functions, and the CY core compstencies
requisite to performing the funetions and tasks asscciated with accomplishing the CI mission.
This volume reports on the research related 3o the knowledge, skills, and abilities (K3As) and the
CI core competencies and mapped to each of the KSAs. Subsequent volumes witl address the CI
core competencies mapped 10 tasks, competencies mepped to functionspecific KSAs and tasks,
and the role of CI as a profession or discipline.

{U) The first phase of the research plan includad structured {nterviews with individuals
and focus groups. Approximately 130 people were interviewed sither individually oras a
member of 2 focus group. Interviewees were selected from journeymen and supsrvisors (fo
include senior exceutive leaders) acroas all functions representative within the CI community
who had gt least two years of Cl experience. The researchers systematically guided the
inferviewees to discuss. the KSAs and teaits requisite for performing Cl tasks. For consisteney,
each interview or focus group was conducted by the same two ONCIX stzff members
{researchers) using a standardized format for journeyman or supervisors, Bach Inferview/focus
group averaged approximately two hours. After the intervicws/focus group sessions, the two
researchers wrote a transcription of gach intsrview or focus group aad concurrsd on the congent.
The interview franscriptions were used as the ba sis for data entty of KSAs that provided the basis
for identifying CI core compelencies. '

{U)} In the second phase of the ressarch, spreadshects were designed and used to map the
KSAs 1o tasks that wers identified in the jnterviews for joumeyman and for supsrvisors. After

cornpleting interviews/focus groups in ONICK, CIFA, AFOSY, FBI, and NCIS; the researchers
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had identifi ed more than 204 task categories and more than 200 knowledge aveas, skills, abilities,

and traits for CI supefvisors and journeymen. After the ressarchers conducted additional
interviews in Army Intelligence and the CLA, additional tasks, KSAs, and traits were added to
the spreadshests as necessary.

(Uy As the spreadsheets wers populaied with data collesied from the interviews, similar
tasks wers combined under a deseriptor that best represented & general lask category. This
precess eliminated repetitive and similar tasks fror the spreadsheets. Competenciss were
identified from government sources or developed by the researchérs when the required
competency was particular to CI and not evident in the sources, These compstencies were then
mapped against KSAs, and the same process was followed with mapping the competencies o
task categories. Lastly, the competencies were reviewed to determine those that wers universal
across all CF functions, as well as those specific to each fimetion. This volume represents 2
reporting of the universal compsatenciss,

(1) The resulis of refining the interview data produced 4 list of 17 CI core competencies
for journeymen and 17 core competencies for supervisars defined as universal regavdless of CI
function performed or organizationfagency affiliation. Although preliminary resulis of this
research study are not surprising, this is the first systematic study conducied to authoritatively
define the competencies, KSAs, and fasks that are common throughout the CI communiiy to
standardize critical training and education for thoss aveas that arc universal, The listing of the
KSAs and competencics provided in the report zepresent the sesult of data collected from
exiensive interviews and review of reference material thet bas been released on Inteliigence and
C1 jobs/functions. Although some variztions in terminology appeat between agencies and
arganizations pertaining to CT, the research results from this study do correlate with some related
work eoncucted by the FBI, DIA, and an intelligence analyst working group.

(0) The mest immediate application for this siudy will b iis use in establishing
baseline of universal C1 iraining standards. With 2 set of core comperencleq across the CI
cotrununity, regardless of job Aimetion, e community will b able to begin training its
workforce with & common frame of reference. Volume 2 will address the core competencies for
specific fanctions and will use this Volume 1 as its basis,

(U} In addition to the short-torm improvements o Cl training established by conneeting

training to core competencies, & long-lerm result of this study will be the creation of tlered
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Fundamental Elements: Competencies
training to develop the workforee in CI carsers, The standardization of training to the universal

and funstional competencies at milestonss within an individual’s career In CI wll
“professionalize” the CI discipline and create consistency across the community regardless of
agency or organizational affifiation. In additien 1 the CI training commmon across the

commumity, sach organzationsagency will conlnue to provide the tramng required tor their

unique missions {for example, CI support to fores protestion), Thess agency-specific training

‘requiremenis are not part of this study,

{U) The National Counterintelligence Executive (NCIX) recoguizes the nead for
professional development and training standards and has established the National
Counterintelligence Institute. Envisioned as an integral compenent of the National Inteltigencs
University (NIT), the Insiitute will develop CI training standards based on identified core
compefencies and en‘sure their implementation. In addition, the Instituts will sponsor
collaboration among the C community and academie, training, and research institutions,
Concenirating on the professional development of s dedicated CI workforcs, the Institute will
eslablish career tracks that focus on joint siratcgic professional development from entry to senior
leadership levels. An ongoing focus of the Institute will be to ENCAICAZE CLOSSOVEr ASsignments
among the agencies of the CT sommunity that are career ephancing. By improving existing
tratning and professional development within the community, the Institute will create a more
effective and intecoperable CI cadre capable of meeting current and future national security

requirements,
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BACKGROUND AND RATIONALE

{U) In response to its Presidential and legislative tasking to develop policies and standards
for trafning end professional development of the counterintelligance (CI) workfores, the Office
of the National Counterintelligence Bxecutive (ONCIX) embarked on & ressasch study to
develop an authoritative description of the CI profession in terms of its core disciplines and
associated core compeiencies, inclusive of key skills and knowledge areas. The findings of this
research study establish the basis for linking CI cove competencies and requisite knowledge,
skills, and abilities to CI education, training, and professiond! development,

(U There have been some isolated altempts to do this type of rescarch in the past, but these
have not concluded in formal reports posssssing community validation. This ONCIX study
capitalizes on all available prior work in addition (o new data sequired through this extensive
study, The conclusions put forth in this report ars the result of community-wide input, feedback,

and validation,

AUTHORITIES and RECOMMENDATIONS

(U) The rationale for the National Counterintelligence Executive (NCIX) to coordinate
CI community u~ain§rig standards and professional development derives from PDDNSC-75, the
Counterinteiligence Enhancement Act of 2002, the Intelligence Reform and Terrorism
Prevention Act of 2004 thiough the ONCIX as a component of the Office of the Dizuctor of
Naiional Intelligence (ODNI), and the President’s Commission on the Inteiligence Capabilities of
the United States Regarding Weapons of Muass Destruction Report dated 31 March 2003
(Chapter 11 - Counterintelligence).

o (U) CI Enhancement Act of 2002 A finctlon of the ONCIX shall be to “develop
policies and standards for training and professional developrment of individuals engaged
in counterintelligence activitiss and to manage the conduct of joint aining exercises for
such parsonnsl.”

e (U} Intelligence Reform and Terrorism Prevention Act of 2004: “The Director of
National Intelligence shall establish an integrated framewerk that brings togsther the

educational components of the intelligence community in crder 1o promote a more
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effective and productive intelligence community through cross-disciplinary education and

Joint training,” The DNI shall prescritie in consultation with the intelligence community,
personnel policies and programs applicable to the intelligence community that “set
standards for education, iraining, and career developroent of personnel in the intelligence
community,”

s {U) PDD/NECTS, 12/28/2000: The GNCIX will “develop policies for CI training and
profussional development for CI investigators, operators, and analysts. T will also
develop end manage foint fraining exercises, and asseas the need for a National

- CI Tralning Acadenmy.™

@ (EJ) Recommendation ~ President's Compmission on the Iinielligerice Capabilities of the
Usited States Regarding Weapons of Mass Destenction Repoyt, March 31, 2005 -
{Chapter 11 — Counterintellizence): "that the NCIX assume the power and the
responsibilify to establish common training and edueation requirements for '

counterintslligence officers across the Community, and expand cross-agency training.”

KEY TERMS
(L) ebility: A competencs to perform an observeble bshavior or & behavior that resnlts in an
observable product. (OPM Delegated Examining Operations Handbeok, 2003}
(U) compeiency: A measurable pattern of knowledge, skills, & hilities, behaviors and other
characteristics that an individual needs in order to peeform works roles or sooupativnal functions
suceessfully. (OPM Delegated Fxamining Operations Handbook, 2003,

(U counterintelligence: Counterintelligence means information gathsred and activities

conducted to pi'otecl against sspionage, other intelligence activities, sabotage, or assassinations
conducted for or on behalf of foreign powers, organizations or persens, or international terrorist
activities, but not including personnel, physical, documesnt or sommunications security programs.
(E.0. J2333)
(1) discipling: A diserete component of a profession that is characterized by the Tollowing
attributes:

o Identifies the branch of knowledge e, Forms the fundamental basis of the discipline

¢ Demonstrates a historical presence and applieation

e Suggests a set of topics that the discipiine addresses
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e Identifies a set of principles and standards of practice

& Bhows a significant concentration of knovshow not generally repeated in other
disciplines
¢ Outlines a course of study/activities that provide the practitioner with minimum K8As
that defines a novice fevel compeience ‘
»  Establishes benchmarks to gnidefjudge a practitionsr’s growth fiom the novice to
joumeyman to masterfexpert levels
(Baseline Definition of the Security Profession, September 2002, Defense Personnel Secirity
Research Center.)
(LD zducation: Insiruction that emphasizes far-trensfer lemning objectives; ttaditionally
knowiedge-based instriction nat tied fo & spectlic job, &8 opposad to fralning,
tfrom Wilson, B.G., Jonassen, DH, & Cole, P, {1993). Cognitive Approackes io sk wetional
Besign. In G.M Piskurch {£d), The ASTD Hendbook of Instructional Technology. New York:
MeGraw-Hill )
{U)_function: Specific activilies with assignad responsibilities and tasks within a discipling.
(Baseline Definition of the Security Prafession, September 2602, Defense Personnel Security
Research Certer.)
(U knowledge: A body of information applied divectly to the performance of a fimction.
(CPA Delegated Examining Operations Hewdbool, 2003,)
(8) Qfofession: A celling requiring specialized knowledge and somelimes- intensive acadamic
preparation. (also} A principal calling, vocation, or employment, {Webster's Dictionary)

The five characteristics that define a profession:

1. A profession must be flktime.
2. Schools and curricula must be aimed specificelly st teaching the basic ideas of the

profession, and there must be a defined common body of knowledge.

3. A profussion must have a national professionai association.
4. A profession must have a certification program. '
3. A profission must have a code of ethics,

(Fluman Resource Certification Jnstituse website: htvoffwww el ore/dbousUs/HISTORIY)

SECRETNORQRN
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Fundamenta! Elements: Compstencies
{U} professional development: Those aspects of career development concerned with improving
an individual’s performance and abilities in given positions and specialties. {Baseline Definition
of the Security Profession, September 2002, Defense Personnal Security Reseavch Center,}

(U.skill: An observable competence {o perform & leamed psychomotor activity, (OPM

Delegated Examining Operaiions Handboolk, 2003.)

() task: A work effort that reguires some skills, knowledgs and abilities to perform. (Baseling
Definition of the Security Profession, September 2002, Defense Persored Security Research
Center, y

(U training: A process that aims to improve knowledge, skills, atitudes, and/or behaviors in 4
person to accomplish a specific job task or goal, Training is often focused on business newds and
driven by time-critical business skills and ¥nowledge, and its goal is often to improve
performanee, (4STD Ouline Glossary)

{U)_trait: A characteristic way in which a person perceives, fesls, belizves, or aots. A "trait”
charactetistic is a characleristic that tends to be stable over time in contrast to related

characteristics that changs, (ASTD Online Glossary}

THE STUDY RATIONALE

(U7} 'The raticnale Tor condusting this extensive research study of the community was
based not only on the authoritics and recommendations previously addressed, but also on
cominunity-wide environmentai evolution, deficiencies, and redundancies. The following
provides a synopsis of the study raticnals.

(U) Changed Environment: The United States national seevrily environment has
changed significanily in the post cold war ora and particularly sincs September 11, 2001, In
addition to the specter of global terrovism, the threats o US interests have greatly diversified and
expanded in terms of sources and objectives. The means to carty out threats have also diversified
and becoms more technically soP}iisLic:ateé. Consequently, the challenge 1o the
counterintelligence mission aud the need for coordinated consistent approaches has become
greater. Yot in the face of this changing environment, the counterintelligence workfores is
mostly irained and developed to face ouldated challengss, posing 2 significant element of risk

and vulnerability to successiul national counterintelligence mission accomplishment,
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{U) Uneven Emphasis: Despite increassd investmeni in CI training programs, it is

uneven across crganizations. Training programs ae largely independent among agencies and
fosus almost exelusively on individual agency needs and culture. Within programs, processss for
develaping training requirements and standards vary across agencies. Consequently,
inconsistency In content, quantity, and quality of training across the counterintelligencs
community ocours, resulting in costly duplication of effort and translating iﬁto unaven
performance in the workplace, It also results in significant ummet training requirements—

I3

igence analysis and 1eclinology integration. Recent

>

particularly with regard to counterinteli
research identified thirty-six specific subject areas that are not sufficiently addressed in CI
Community training programs. |

{U) Lack of Joint Training: While some interagercy trajning takes place, it is not
sufficient for an environment that demands structured. interoperability and comemunication along
with a workforee capable of effectively performing in that envivonment, Likewise, little
interdisciplinary treining across Ck specializations takes place in functions such as operations and
analysis, which creates additional barviers to sffective communisation and operations within the
wotkplace.

{U) Little Continuning Education: Training programs are limited primarily to initial
skills training with & general lack of structured and forsmalized continuing education programs.
Feltow-on training tends to be ad hoe andfor onethe-job training with meniors of varying
experience and gualifications. Muck iraining beyaond the initial is at the individual’s own
initiative, This makes CT less attractive as a carcer and creates significant knowledge and
performance issues for the workforce, This is in shetp contrast to the emphasis placed on faining
by our adversaries. By the time they are assigned o operations within sur country, the snemy has
been prepared with systematic teaining and has altained an éxpert lovel. Assignments o the
United States are rowards for accomplishment; the operational equivalent of the "Super Bowl.”

(U} Lack of Professional and Leadership Development: Because Cl lacks the teaining
infrastructure o support long-term professional development of the individual, thers is no
accepted career path for counterintelfigence practitioners and C is not widely viewed as 2
discrete national security profession. As a result, counterintelligencs assignments are gensrally
not seen as career-enhancing, foreing many ndividuals to move on to what they s2e as

mainstream assignments in their respective organizations. This lack of structured professional
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dcveiopmcnt and transience has contributed lo the creation of a relativel y i xpeuemed CI cadre

that is less effective at rcspondmﬂr and adapting to change in the security environment. A
compounding factor is that this situation dees not foster the development of expes mncrﬂd CI
* leadership. Many senior CI positions are filled with individuals who lack significant €I
experience and tralning. '
(U} In sum, there is a gap - with strategic implications for netional security - betwean
cmihter%nteili gence performance requiremerts genersted by the contemporary national security

enviranment and the current capacity to train and develop & professional CI cadre that is capable

of effectively meeting thess requirements.
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: METHODOLOGY

OVERVIEW OF THE RESEARCH PLAN

(U3 In order to adequately fulfill the legistated training, education, and vrofessional

develepment mission and 0 meet community needs, a plan was developed to conduct

- community-wide research to produce baseline data for authoritatively descriving CI in terms of
its role ag a profession or diseipline, its functions, and the CI cors competencies requisite to
performing the functions and tasks associated with sccomptiishing the CI mission, This volume

. reports on the research related to the knowledge, skills, and abilities (K8A%) and the CT core

compatencies end mapped to cach KSA. Subsequent volumes will address the CI cors
competencies mapped o tasks, competencies mapped to function-specific KSAs and tasks, and
the rote of CI as a profession or discipline.

(U) The first phase of the research plan included siructured interviews with individuals
and focus groups. Interviewers were selected from journaymen and supervisors (fo inelude
senior executive leaders) across af] finctions represeatative within the CT community whe bad at
least two years of CI experience. The ONCIX ressarchers used the "taxonomy of a profession”
model (Figure 1} to systematically guide the interviewees to diseuss the K8As and fralts roquisite
for performing C tasks. These KSAs provided the basis for identifying CI core competencies.

The traits provided dats that may assist with receiting and identifying potential CI caresrists.

Figure 1: Taxonomy of a Profession

FROFESSION ]
! { CISGIPLIRE }
i

( FURCTO J

,_.w.[ FLNGTIONSL ELEMBNT
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Fundamental Blements: Compeiencies

(U) In the second phase of the ressarch, spreadsheets weve designed and used & map the
KBS As to tasks that were identified in the interviews for journeyman and for supervisors. As the
spreadsheets were populated with data collected from the interviews, similar tagks were
combined under a descriptor that best zepresented a genaral task category. This process
eliminated repetitive and similar tasks from the spreadsheets. Competencies were identified from
@vemment seurces ar developed by the rescarchers when the required competency was
particilar to CI and not evident in the sources. These competencics wers then mapped againiat‘
KSAs and the same process was foliowed with mapping the competencies ko task categories.
Lastly, the competencies wers reviewed to detsrmine those that were universal across all CI
functions, as weail as those specific to cach fnction. This volume represents a reporfing of the

universal competéncies.

CONDUCTING THE RESEARCH
{1 The following CI organizzéﬁuns were contacted and included in the interview/Tocus
2rougD pa,rt of the vesearch:

= Office of the National Counterintelligence Exeontive (ONCLX)
o Depariment of Defense Counterintelligence Ficld Activity {(CIFA)
s Pederal Bureau of Investigation (FBI)

Headquarters

2 large ficld offices

1 smalf fisld office
e Afr Force Office of Special fnvestigations (AFOSI)

Headguagters | A

Intermediate headquariers
e Naval Crimainal Investigative Service (NCIS)

Headquarters

I field office

SEBRET/NOMQRN ~ i6
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Fundamental Elemerds: Competencies
e US Army

Intelligence and Security Command (INSCOM)
902™ Military Intelligense Group
Foreign Counterinteliigence Activity (FCA)

o Cenral intelligence Agency (CIA)

Counterintsliigense Cenler (CIC)

(Uy Approximately 130 psople were interviewed either individually or as a member of 2
focus group. For consistency, each interview or focus group was conducted by the same two
ONCIX researchers using the standardized format for a journeyman or supervisor (Appendix 1).

fach interview/ioous group avergged approximately two hours., Affer the Interviews/focus group
sessions, the two rescarchers wrote a transcription of each interview or focus group and
concurrsd on the content, The interview transcriptions wers used as the basis for data enfry of

K84s and tasks that lead to identification of the CI core competsncies.

MAPPING KSAs to TASKS

{1} After completing interviews/Tocus groups in ONICX, CiFa, AFOSL, FBI, and NCIS,
the researchers had identified more than 200 task categories and mere than 200 kaowledge areas,
skills, abilities, and traits for CI supervisors and journeymen, Spreadshests wers developed to
record knowledge avea, skill, ability, and tralt categories to related tasks. Two spreadsheets
(jovrneymen and supervisors) were designed for each agensyiorganization as well as two
comprehensive worksheets that veflected the combined data of all agsncies/organizations. The
tasks were listed on the "y" axis of the spreadsheet (flrst column) and the knowledge, skills,
ebilities, and traits wers listed on the "x" axis {first row - heading). In the Journeyman
spreadshests, the second colurmn was used to note the interviewee's functional area — operations,
investigations, collections, or analysis. As the researchers conducted additional interviews in
Army Intelligence and the CLA, additional 1asks, KSAs, and traits were added o the spreadshesis
a3 necessaty,

(U} Each interviewfocus group transeript provided the data for the spreadshesis. The
researchers reviewed each interview transcription and recorded every instance of a knowledge,

(qu

skili, sbility (K84), or trait requisits for zach task, The result was a frequensy display for KSAs
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Fundamental Elements: Competencies _
and fraifs geeording fo organizationfagency and in aggregate. Some K8As and traits appeared us

outiiers; in some cages they were subseis of 2 larger XS4 or irait category, and in other cases
they were anomalous to a particular interview that could not be generatized across CI. These .
cutliers were sither combined with the broader category or sliminated from the X5A or trait

listing. ‘

MAPPING COMPETENCIES TO KSAs
(U} After completing the interviews, the researchers began to review the K8A categories
listed on the two comprehensive spreadsheets for journeymen and supervisors in order fo
pinpoint compstency categories for the KSAs, The researchers identified potential compstencies
from the:
s Office of Personnel Managemant, Delegated Examining Operations Handboolk, Appendix
F Multipurpose Operationed Systewss Aralysis Tmventory — Close-Fnded,
e Adrmy Civilian Training, Education and Development System Plav, Appendix 4, Masier
Training Plan Competencies,
= United States Army Military Police School Analytival investigative Tools, CD 19-10,
Yersion 1.0 (2001),
o Thinking in the classroom; 4 survey of programs (1986), by 2. Chancs, New York:
Teachers College, Celumbis University. ,

In cases where competencics were not svident from these sources, the researchers developed an
appropriate compelency category and description. Appshdix 2 provides a complete listing and
description of the competensies for journevmen and suparvisors.

. () Two new spraadsheets were ereated (for journsymen and for supervisors) thet listed
compelencies across the "x" axis (heading row) and KSAs in the "y" wxis {first colurn}. Bach
competency was mapped to applicable K8As fisted on the spreadsheet by asking the questions:

v Isthis compstency required for the knowledge to _Bd_?;

e [3this competency required to have the skill 1o _Jx] % or

» Is this competency required to be able to _{x] ¢
An indicator of "1" was placed in every cell on the spreadshest where a competency mapped 10 &
knowledge, skill, or abiiity. Appendix 3 provides a complete Tisting of the conipetencies and the
KS8As for both journeymen and sapervisars,
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. Fundamental Elements: Competencles
{U) At this point, fralis were mainisined 0n & separate listing and not included in

compeiensy mapping. Since a primary purpose of this study was to identify CI core
competencies for the purpose of establishing training standards, traits were sxcluded from
competenciss since they are more likely to Ea inherent n individuals and less fikely o be '
trainable (afthough taining may enhence & particnlar trajt). Traits will be usejol for defining ths

typical "successful” CI professional for recruitment and retention, however traits are not

-combined with K8As to define iraining reguirements in this study.

MAPPING COMPETENCIES TO TASKS

(U} The resulls of CI competencies to tasks mapping are addressed in Volume 2. In this

phese of analysis, the task listing was refined {0 a manageahle represeatation of tasks for

fourneymen and for supervisors. Mauy of the tasks reported in the interviews were related and

wore grouped into general task categories. Afier the joumneymen iasks were grouped into generel

categories, they were organized aceording to universal tasks or tasks specific 1o & Cl function.

(U} Two new spreadsheets for jowneysaen and superviscrs were developed fo map the
competencies to the task categories, The task categories were grouped on the "y axis (first
column) according to tasks universal to ali functions and then those unique to a specific function.
The compelencies were displayed across the first heading row (%" axis), Each compeiency was

mapped to applicable tagk listed on the spreadshiset by asking the question: Is this competency

required to do _[x tagkd 7 An indicator of 1" was placed in every cell on the spreadshest where

a where a competency mapped to a task.

(U) A final spreadshect for displaying and mapping tasks and KSAs with the
competencies required a display of an x, ¥, and z axis. This phase provided a finer granularity of
analysis that identified computencies requisite for spesific KSAs and tasks both universally as

well as by function.
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LITERATURE REVIEW

HISTORICAL BACKGROUND
{1 Although directives, revisws, and commissions have exhoried the need for improved
cominuniiy-wide CI training, education, and career development, little altention has been given
to connecting job competensies {o training, cducation, and professional development —2
requisite for building & competent CI workforce, Beginaing 15 years age with the National
Secuity Review 18 (NSR-18), Swategy for Counterintelligence and Security Meosures in the
1890', 20 June 1990; PDD-24, ULS. Counterinteiligence Effectiveness, 3 May 3 1994; and the
accompanying PRD-44, Report to the President on US. Counterimelligence Effectiveness,
improvemenis to CI training and caresr development were addressed and recorumended as CI
emerged from the Cold War,
\_(QLNSR-ES contains several references to the improvement of CI taining and career
development throughout the community, The review commitice stated the following as /
organizational pz'icrities:‘

(U) Iy addition, the review committee discussed and mads the following

recommendations to enhance CI effectiveness through training:

DISCUSSION: Offensive CI fraining Is an integral part of our national security sirategy,
equipping and motivating .S, govermment personnel o counter the foreign thesat. The
current CI training among the 1.S. Government agencies that conduct C¥ operations

varies both in quality and quantity and needs improvenent.
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Fundamenat Blements: Competencies
RECOMMENDATION: The AG/CI should examine the feasibility of a coordinated and

centralized program for offensive CI training funded by the various Cl agencies to exploit

fully the unique and singular expertise of individual IC agencies.

\(SH\IQ Finally, the commities provided the following additional CI training b1, b3

recommendations related o countermensures and collections training:
. =

changed little over the next years, CI training continued 1o be developed in kuee-jerk response to
gvents without consideration to community standardization, éniémpembili@’, or workioree
competencics. Although NACIC provided some awareness training for the soramunity, thess
efforts still did not contribure to community training standards and workforce competencies as
called for in NSR-18. '

(U) By December 28, 2000, the President {ssued PDD-73, US Counterintelligence

; Effectivenass ~ Counterinteliigence for the 2J* Century, to address “expanded and diversified
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A Fundamenial Blements: Competencies
threats to our national secusity.” This PDD divected eslablishment of a counterintelligence

system to includs the Office of the National Counterintelligence Executive {ONCIX) and
provided the divection to mest the “challenges of a threat environment made more complex by
the global and interconnected information age. The Office, under the direotion of the CI
Bxeeutive [was to] develop and deploy the following capabilities |ihat included] national CI
fraining and education functions.” Through jts training asd education oversight, the ONCIX was
divected to “develop policiss for CI training and. professional development for Cl investigatars,
operators, and analysts.”

fJ) In 2002, Congress enacied the Counferintelligence Enhancement det of 2002
astablishing the ONCIX in statute, Tn Section 904(2)(7(D) entitled, “National
Counterintelligence Quiraach, Watch, and Waming” - Training and Professional Development,”
ONCIX is tasked *to develop policies and standards for training and professional development of
individuals engaged in counterinteliigence activities and to manage the conduct of joint training
exerciss ibr such personnel.”

(U} Two years later the Jutelligence Reforim and Tervorism Prevention Act of 2004
divected that the Director of National Intelligence (NI ¥shall prescribe, in consuliation with the
heads of other agencies or elements of the intelligence community, and the heads of their
respective departments, perscnnel policies and brogmms applicable to the intelligence
community that...set standatds for education, training, and career development of personnel of
the infelligence coimmunity.” As part of the resteucturing of the intelligence community, the
ONCIX weas aligned under the ODNI, Thus, the ONCIX autherity to sstablish CT education,
training, and professional development standards was reiterated onee again, and reinforeed in the
National Counterintelligence Strategy of the United States, March 2008, in the Sﬁcﬁif;ll,
“Building & National Counterintelligence System.” The Strategy states:

The training and education of sollectors, analysts, mvestigators, and operators in
the counterintelligence community has not always been

equal fo the parformance we have demanded of them, The complexity

of this subject vequizes & mastery of many disciplines and skills. The
counterintelligence profession needs a set of common standards across many

counterintelligence missions. We need to reach across departments and agenciss
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_ Fundamental Elements: Competencies
to find centers of training excelfence, address deficiencies, and upgrade the

availability and uniformity of training,

f_U) Mast recendly the President's Commission on the intelligence Capabilities of the
United States Regarding Weapons of Mass Desiyuction Report, 31 March 2003 states in Chapter
11 o Countetintelligence, we recormend that the NCIX assume the power and responsibiliny
1o....astablish common training and education requicsments for counterintelligence officers
across the Community, and expand cross-agency training.”

(L) As evident in these various documents, the demand for common CI education,
training, and professional development standards has been consistently addressed over the past
fifteen years. Although this tzail of documenis has included NSRs, PDDs, Acts, and a
President’s Commission Repost, an authoritative sowce of core CJ competencies jdentified
through structured research has been absent. As a reseit, CI workforee training has continued

with lack of standardization or slignment to documented core competencies.

PAST EFFORTS
(L) Alshough this research study of C1 competencigs is the first detajled examination of
its kind for the CI discipling, in July 2002 the NCIX contracted MPRI to conduct dn Assessment
of Counterintelligence Training and Professional Development. MPRY's final assessment report

was releasad January 2003, Specifically, their assessment was to accomplish the following:

e Review, analyze, mid assess current CI training throughout the CT Commurity including
the relevance of basic and advaneed C fraining to (he nesds of the 21% century.

v Make recommendations regarding future CI fraining, including establishment of a
Natienal CI Training Academy and informalion to support a cost/eneflt analysis and o
support a decision regarding ovtsourcing of training,

- »  Devslop an implementation and monitoring plan for approved recommendations.
(U0) The assessment team identified 16 potential fssues to be addressed in their work.

These issues included:

e Mission and priority of CI and CI professional training within the organization,
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Pundamental Elements: Competencies
o Process for identification, development, and validation of walsing needs and development
of related curriculun,

s Standards for certification of trajning courses.

o Availability of training to investigators, opsralors, analysts, lingulsts, surveillance
personngl, new employees, and senlor management officisls. .

s Relevance, effectiveness, quality, evaluation, and adequacy of current fraining.

« (] Community core competencies |

o Jointinteragency training and ceordination among US Govermment agsncies,

o Actual cost of current CI professional training.

o Adequacy of curent resources, both money and personnet.

o The selsction process for trainess and trainess,

e The impact of iraining on carcer and professional development within the CI Cc;mmunéty.

= Standards for certification of course completion by individual students.

¢ Retention of trained personnel in the CI diéciplinc. ,

o Fuure C professional training needs and relevance of Cl professional training 0 21%
Century needs,

¢ The vatued of 2 National €I Training Academy to provide baselins CI professional
training and overcome parochialism within the CI Community,

s The cost effectiveness, advantages, and disadvantages of outsourcing professional CI

training,

{U) According to the assessment document released In January 2003, “the leem
coltected data via meatings with NCIX representatives; the NCIX CI Training Working Group;
document reviews; questionraires and ;nfveys; and interviews with CT program executives,
operaiional, training, and field smanagers, instructors, field operational personnel, and analysts.”
The wctual protocols and raw data {numbers of personnel interviewsd, format/protacols followed,
and stalistical Tesulls; questionnaire and survey documenis and regults; and analyiical
methodology) used to draw conclusions were not provided in the assessment report; therefore, it
is not possible o independently evaluate MPRI's assessmants and recornmendations. However,

theie findings and recommendations ars worth consideration within ihe parameters of this
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. Fundamentel Elements: Competencies
ONCIX study of the Fundamental Flements of the CI Disciplines. While MPRI assessed a broad

scope of 16 CI training and protessional development issues, the ONCIX study is focused on

identifying core CI compstenciss and defining CI for carcer development purposes; therefore
MPRY’s most relevant findings and recommendations noted in this report are those associated
with compstencies, skills, needs assessments, etc.

(1) As an assessment project, the MPRI findings and recommendstions do not
autiuaxifa,ti%iy define the core competencies for CI through structured reseurch pratocols.
However, in the dunex F— Core CI Compelencies ssetion, the assessment report recommends
that “NCI¥X, in consultation with CI Comrnunity agencies, identify cote CI competencies that can
form the basis for development of intevagency training.” From thebr infsrviews for the
asgessment, the following itenis were most often mentioned as skills every CI professional
should possess, irrespsctive of agency affiliation:

e Knowledze of national CF structure and agency missions

o Knowledge of interagency memoranda of understanding and proceduse

o  Knowledge of foreign inteliigence service or Leworist group culture and tradecraft

o Basic investigative and operational technigques and tocls |

¢ Asset development and handiing (Inchuding differcnce between liison and
clandestine sources)

»  Asset validation

e Lialson

e Interviewing and debriefing technigues

o Swrveillance and countersurveiilance :

s Principles of collection and analysis

°. B:esearch and technelogy protection

e  Operational oycle for double agent operations

¢ Operations security

o Legal sspects of investigations, including Tixecutive Ovder 12333, the Altomey
General Guidelings, and the Forsign Intelligence Surveilfance Aot

o Jpint and interagency operations

s Listening, communication, snd writing skills
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o Knowledge of CI terminalogy

»  Reporting procedurss and methods
¢ Classification and dissemination rules

(U In the assessment Part I ~ Key Findings, thres points Speciﬁca}t;-' highlight
the significance of the current ONCIX study of CI cors competencies:

o Thers is a significant shoctfull in the amount of training offered to CI analysts and

fexww courses tatlored to their specific neads;

o There is no rigorous progess to identify and validate training needs;

« Thevs is need for more interagency training and exercises, particulady whers

operationa! interests intersect or core competencies are involved.

(U) These shortfalls within community CI training directly relate to the lack of systematic
work done to identify the core CI competencies. Onee the core competencies are defined, they
will provide the foundation frem which CI training and development offerings arise,

(O) Part IV — An Assessment of CI Tvaining and Projessional Developmens: Section C.
CI Professtona! Training Needs, providss more detail of these points. For example, MFRI notes
that “there are more than three-dozen subjscts that C agents and eperatc;rs ientified 23 speeific
arees of need, many of which are not being sufficiently addressed in CI Comtrunity training
progeams. .. With rare exceptions, training needs across the CI Community are not being
determined through any systematic probess, Job task analvses arg not being conducied orused as
a basis for course development and delivery,” The seven categories of training reported in the
assessment aze as follows:

1. Basic Opesational CI Techniques and Skills

2. Advanced or Specialized Cf Topics

3. Advanced Language Training

;3 Training for Nor-operational CI Personnsl

5. Leadership and Management-Related Training
8. Legal and Adminisirative Teaining

7. Defensive Cl Awareness Training

(U} Specific training sub-topics ralated to knowledge, skills, or abilities are provided
within each category withsome brief discussion in the assessment report. However, the

“raining sub-topics™ in the assessment are not cors competenciss, hut in some cases they are &
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component of & competency (for example, intercégation skills, interviawing skills, history of CI)

that has been identified and will be discussed in the resulis section of this repozt.

{U) Finally, in Part ¥ — Recommendutions Regayding Future CI Training

and Prafessional Development, MPRI provides a list of “qualities and atiributes of the ideal CI

rofessional that should be enhanced or sencrated through education and fraining” Thess
[~ b L=

“qualities and atiributes” cover a variety of knowledge, skills, abilities, and traits that can be

A3 . . - gt PYIT [PER Y g [
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found In a competency. MPRI caveats its Hst by stating, “the qualities and ativibutes of the ideal

CI professional, i our view,” are:

[}

o

o

The ability for oritical thinking;

Exccllent interpersonal skills;

Hxcellent communications skills, both orally and in wriling;

Knowledge of CI'skills, from basic to advanced, that is appropriste o individeal’s
level of responsibility and duty assignment;

Thorough famibiarity with adversary culture, capabilities, aud methods of
operation;

Krowledge of US CI Community sgencies, missions, and capabilities;
Awareness of the information requirements of other C1 Community agencies;
Ability to properly report information of value;

Willingness and ability to operate in an inmragency environment;
Knowledge about available investigative, bperaﬁona!, and anatyiics tools; |
Knowiedge about sources of information, pasiicularly on classified and
nnclassitied computer networks;

Knowledge abour the legal aspects of CL;

Expertise in the use and vulnerabilitiss of information technolozy;

Sufficient knowledgs to work with computer foransics and other €7 technical
expearts; and ’

Ability to work in 2 Toreign operational environment,

(U} Although MPRT does not supply supporting data or the analytical

method used for their assessment findings and recommendations, MPRI indicates that the

assessment is the result of Cl commumity interviews, surveys, and questionnaires. As such, the

Deidalabil 420,
ACHHRINOE5488 s s
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MPRI assessment findings and recormmendations provide vseful information in comparing

resulis and conclusions in this competency study.
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RESULTS AND CONCLUSIONS

{U) As disptayed in Appendix 3, the resulls of refining the interview data produced a list
of 17 CI core competencies for journeymen and for supervisors. These CI core compstencies are
deliiied as upiversal regardless of CI iunchion performed or organizilionfagency afitliation, The
documented KSAs aud competencies in this appendix, in addition 1o the Task/Compeleney
spreadshests snd accompanying lists discussed in Volume 2, provide the nscessary daia to
baseling universal CI iralning requirernents at the jowmeyman and supervisory levels. Additional
analysis of KSA, task, and competency data specific to Cl functional arsas will provide the
necessary foundation to build upon the universal competencies disctssed in this volume and t
map specific CI aining course abjectives lo competenciss iinked to both job tasks and KSAs.

() A wotal of 192 discreet KSAs werte identified from the interviewss. However, since the
interviewees’ emphasis on specific X84s and tasks did not necessarily represent community-
wide emphasis due to agency-specific mission, interviswees’ function, level of experience and
expertise, the researchers did not weight the universal core competencies. The resesrchars did
analyze the intecvisws for repetitive/similar KS4s, tasks, and competencies across the
represented agencics/organizations and functions; thevefore, the final Hsting of compstencies are
representative of common threads across the functions, expertise levsls, and
organizations/agencies interviewed and can be considered universal cors competencies.

(U) The supervisor Hst of universal CI core competencies represents only the
competencies that relate divectly with meanagement and leadesship in CL Competencies that arg
general for any mehagament and leadership position ave not included since these corupstencies *
are addesssed by the crganizations/agencies through their internal walning and leadership
development progratns {such as the Xellogg Schosl, Harvard Business Scheol, Eastern
Management Devslopment Center, Federal Exscutive Tostituis),

(C) For a complete detailing of the research results, Appendix 3 displays the CIKSAs
that ars supported by cash of thé umiversal core competencies.  For example, “Reading
Comprehension™ contains 43 KSAs supported by the reading eomprehension competency. In
ather words, the first KSA Kem listed, “Laws and Constitution,” requires competency in reading
comprehension to understand written laws and the Constiiution. However, to assist the reader, a

quick refersnce to core competencies follows below without the Jengthy apjaeniix KSa lsting:
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Journeyman Universal Core CY Competencics
Reading Comprehension
Written Communication
Oral Communication
Creative Thinking
Analytical Thinking
Critleal Thinking
Decision Muking
Teambts.i,lcllng.'Teém’-:s-'-orl-:f‘Collabaration
Interpersonal Skills
Planning
Evaluation and Critique
Subjest Matter Bxpertise
Laws, Policies, Procedures and Tarisdiciions
Concept Facilitation/Influencing/Negotlating
Automated Data Systems
Risk dlamagement

Customear Awareness

Leadership & Management Universal Core CI Competenties
Critical Thinking
Analytical Thinking
Creative Thinking
Strategic Thinking
Declsion Meking '
Problem Solving
Collaboration .
Conflict Managemsnt

Customer Service

SECRETNORQRN
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s Comnunications
s Intelligence Awareness (Laws and Polisy, Technical, ete.)
o Talent Management
s Teamwork/Teambuilding/Leadership
s Rescurce Management
- o Leading Changs/Vision

o Ethics, Commitment, Inisgrity and Accountability

-3

Continnous Learning

PREPARING THE NOVICE FOR THE JOURNEYMAN
{U) In order to aligr: CT training with core compelencies that prepare the workforee with
the requisite KSAs to perform their job tasks end function, a baseling of community-wide
training requirements must be established for the novice and journcyman levels. This will ensure
that a common foundation of basic CI universal competencies is “trained o and required across
the CI community. |
(0} As sach Di':' the universal core competencies i3 considered with its corresponding

K84s, a logical hierarchy of education snd training Is apparent. At the foundational level, there
are competencies that should be brought to the job upon entry {eniry can be first job or first job
within Cl). ’ﬂlésc competencics can be enhanced over tine, however racruitment of potential CI
personnel should include identifying the candidetes most fikely to sucoesd theough a review of
scholastie records, past job performance, interview, writing samples, wriiten exam, Myers
Briggs, Keirsey Temperament, slc. The universal core competencies for the entry Jevel are:

= Reading Comprehension

s Written Communication

2 Oral Communication

e Creative Thinking

s Analytical Thinking

e Critical Thinking

e Decision Making

s Taambuilding/Teamwork/Collaboration

SESRET/NORQRN
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s Interpersons! Skills

(1) Competency in sach of the domain;; listed above is necessary in ovder for the
individual to progress with training to the jourﬁe}fman level and successfully perform in CIL As
the reader reviews the KSAs mapped to thess compeiencies in Appendix 3, i is apparent that the
K8As also take on a hierarchy of priority/importance. For example, KSAs related to laws,
poliey, procedures, how to communicate with agencies of ths CI community, and whevs to find
data/sources of information ave &l eritical KSAs to have for any level of CI performancs.
However, K8As such as interviewing skills, liaison, and assessing people are KSAs that will be
enhanced over a period of tite as the individual progresses fromi entry levsl o journsyman.

(O} As the individual receives raining and education to progress in the K8aAs supported
by the competensies above, additional competencies are required to grow within the journeyman
level. This greup of competencies includes:

¢ Planning

¢ Evaluation and Critique

o Subject Matler Expertise

»  Concept Facilitation/Intluencing/Negetiating
e Automated Dals Systems

e Risk Management

e Customer Awareness

() The KSAs supported by this group can also he prioritized as was done for the entry
level, For example, knowledge of analytical methods and approaches would be essential much
earlier than the ability to wain/mentor others or manage a team,

(U) As each KSA in both the frst and second competency lists is consitlered, thore
should be evidence in the cormmunity that it is being trained or taught at the appropriate time and
in the sequence 1o provide the greatest potential for upderstanding and incorporation ivto the Cf
Job function (ust-in-time-training), While some preliminary sequencing and pricritization is
possible at this juncture, a clearer landssape for documenting systematic CI training will be
evident after completing the matiix of tasks, KSAs, and competencies together. This process of
mateixing the 192 K8As againsl CI tasks will oxder the data into groupings that can be priositized
into a logleal sequence w focus and guide C1 waining across the community. Although data will

be structured in this final step before sequencing training curricula, the CT community will
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benefit from the results of this fiest volume by having & baseling for evaluating {raining programs

and education of the workforee against sssential KSAs and competencies to identify gaps and

redundanciss.

PREPARING FOR A CI LEADERSHIP AND MANAGEMENT ROLE

{U) The supervisor KSAs mapped o the competencies in Appendix 3 displays XSAs that
ar¢ inherently related to CL. As previously noted, general leadership-and mansgsment KS.% are
not included in this report betause research, documeniation, and caresr development alveady
exists Ju this general area. The purposs of this work is to focus on the compstencies and KSAs
that ave essential io CI supervision. ‘

() As in the previous novicajourneyman section, CI supervision also possesses two
levels of competencies. The first level competencics ate essential for the beginning supervisor
and should be addressed in training as the individual prepaves for a position of leadership and
managerment, Note that some of the sompsiencies for supervisors ars repetitive from the
Jjourngyman list since supervisory XSAs map to them. The essenilal competenciss for entry-fevel
supcrvision are:

¢ Critical Thinking

o Analytical Thinking

o (reative Thinking

= Decision Making

e Problem Solving

+  Collaboration

e Customer Service .
¢ Communications

o Intelligence Awareness (Laws and Policy, Techuical, efc.)
o Teamworls/Teambuiiding/Leadership

s Eihics, Commiment, Intagrity end Accountability

o Continuous Learning
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(U) As the fiest-line CI supervisor gains leadership and management K8As and prepates

for the mid-level and senior levels of managsment snd leadership, training and education should
support the following second leval of compefencies:
s Strategic Thinking
o Conilict Management
» Talent Managemend
e Resource Management
e Leading Change/Vision
(1) The same process of sequencing training discussed in the journsyman section will
follow with the supervisor competencies, KSAs, and tasks. A hierawchy and logical sequeneing
of training and aducation for the competencies and KSAs will be established upon completion of
the tasks, K8As, and competencies mepping. Until this phase of daia refinement is complste, the
competencies and KBAs in Appendix 3 provide the guide to baseling existing training for CI

supervisors and to identify gaps and redundancies.

COMMENTARY
{U) Although prefiminary results of this research study ars not unexpeeied, this is the first
systematic study conducted (o authoritatively define the competencies, KSAs, and tasks that are
common throughout the CT community in order to standardize critical training and sducation.
The listing of the KSAs and compueiencies represents the result of data collected from extensive
interviews and reviews of refierence material that have been zeleased on intelligence and Cf
Jjobsffunctions. Although some variations in terminelogy appeer among agencies and
organizations, the research results from this siudy correlate with related areas in draft versions
ok
s FBISpecial Agen: Caoreer Track Model (3 levels) competencies and developmental
‘oppertunities;
e Draft Standards Deseriptions — IC Working Group on Leadership Standavds for
Trainipg, Education, and Carger Development;
¢ Draft Standards Deseriptions — ICTEBR Working Group on Standards for the Trafning,

Education, and Caveer Developmeans of IC Analysts; and
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o DA Production Career Service Program Core Competencies Guide of Analysis, May

2000,

(1) The results of this study wers presentzd and discussed in a mesting of ths
Count'crin.tcll-igence Professionalization Steering Committee, 6 January2006, whoss members
yepresent exscutive CI leadesship in the agencies/organizations used in this study. The Steering
Committee identified some Immediste applications for the study results and anticipated the
rejease of Volumes 2 thai will present core competencies Huked with CI furctions, .

(15 The most iminadiate application for this study will be is use in establishing a
bassline of universal Cf training standards. With a set of defined cove competencies across the CI
community regardless of job function, the community will be able o begin training iis workforee
with 2 common frame of reference. Volume 2 will address the core compstencies for specific
functions and will use this volums as it basis,

(L) In addition to the short-terro improvements 1o Cl training established by aligning
‘ﬁaining with core competencies, a long-team result of this study will be the creation of tiered
training to develop the workforee in CI careers, The standardization of fraining to the unjversal
and Rinctionsl compeiencies at milestones within an individual’s career in CI will
“professionatize” the CI discipline and create consistency across the communily regardisss of
agency Or organizationsl afﬁliat’mn. in addition to the CI training conumon across the
community, each organizationfapency will continue to provide treining that is required for their

" unigue missions {for exanmple, CI support to foree protection). These unique waining
requirements are not part of this study,

{U) With standardized professional expectations, the Cl community will be pesitionsd o
collaborate with the academic community o build the fiture workfores. Academic programs
can be developed that will prepare students for carzers in CF and will provide a basis for
reeruitment by effering courses focused on developing Cl competencies. Early development of

the CT workforce will ensure cominuity and leadership,

THE NATIONAL COUNTERINTELLIGENCE INSTITUTE

(U} The CI waining standards created as a result of this study will be established and
implemented through the National Cl Instinste (NCI}. The NCT, an arm of the NCIX, has been

established as an integral component of the ODNI National Inieltigence University (NIU)
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System to lead the CI community in enhancing the performence; imteroperability and

pfobesmnallmtlon of the CI cadre as part of the larger strategy for the intslligence workforce.
The National Counterintelli gence Institute, will; .
¢ develop and establish (raining and professional development standards;
s conduct arnual peer evaluation of complisnce and effectivencss of training programs
against community standards;

e document comrpunity requirements and develop programmatic responsss,

& create g joint CI professional development and leadership program with joint training and

exercise components; and
e support ressarch initiatives and develop a CI knowledge base.
Creatiné; the NCJ and using the results of this study offer not only the Cl Community, but the
Intelligence Comemunity long-tenm benelils s follows:
& Creates a national focus for the “profession” of counterintelligence.

~»  Establishes a community center of gravity for joint strazegle workforce develppment.
o Lends visibility to training and developmental r-sqyuiramems,

o Facilitates collaberation with academic, training, and research institutions,

As avehicle for Emptcméntin o CT workdoree professional and training standards, synergy

among the NCT functions wili provide continucus research and svaluation, program

development, and professional development for the CI cormunity,
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APPENDIX 1

CI JOQURNEYMAN INTERVIEW FORMAT

INTERVIEW

DATE;

Backeround:
. # years in CJ

in what primary capacity?

in what ngeney/organization?

Pefining the Frofession

. According to the definitions provided, in which definition wonld Counterintelligence most
apply?

2. If Comnterintelligence is _, whst age its core ?

Defining the Workforce
3. Inwhat doss your job fit?
4, Within the . you identified in #3, what are its major elements?

Defining Workforce Competencies

5. What do you view as the major tasks within the f unctlonal elements of youwr ?
6. What skills raust a person possess io suecessfully carry out these tasks?

¥. What abilities and traits must a parsen possess to successlully carry ont these tasks?

8. What knowledge must a persen possess 10 successfully carey out these tasks?

Transforming Counferintelligence i
9. As you look forward in the coming five vears, what care competencies — skills, abilities,
traits, knowledge — do vou envisios being most aitical to CL

[T
D
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€I SUPERVISOR INTERVIEW FORMAT

INTERVIEW

DBATE:

Background:
#years in CJ

in what primary capacity?

in what agency/organieation?

Defining the Frofession _
I, According to the definitions provided, in which definilion would Counterinteliigence most
apply?

2, I Coumerintelligence is , what are ifs corg 7

Deﬁ,nin & the Workforce
3, I what  doss vour job {17
4, Withinthe ____ you tdentified in #3, whar are its major elements?

Deﬁninc‘ Leadership and Workforce Competencies
. What do you view as the major tasks for a supervisorinanager within the functional slements
of ';our ?
6. What skills must a manager possess to suceessiully carry out these tasks?
7. What abilities and traits ust a manager possess Lo suceessiully carry out these tasks?
8. What knowledge must 2 manager possess to successfubly carry out these tasks?

As a managét, what lmowlcdge, skills, and abilitias do you need your subordinates 1o
cemonstrate?

Transforming Counterintelligence

10, As you fook forward in the coming five years, what core compstencies - skills, abitities,
traits, knowledge — do you envision being most oritical to lsaders in the CT sommuniiy?

11. How can training hest adapt to support the nesds of CI leaders in the naxt five years?
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APPENDIX 2

. JOURNEYMAN UNIVERSAL CI CORE COMPETENCIES

Tifle

Description

Reading Comprehension

Understands and interprets written material, including
iechnical material, rules, regulations, instructions, reporis,
charts, graphs, or tables; applies what is learned from
written materials to specific situations. *

Written Communication

Recognizes or uses correct English grammar,
punctuation, and spaliing; communicates information (for
example, facts, ideas, or messages) in a succingi and
organized mannar; preduces written information, which
may include technical material that is appropriate for the
intended audience. *

Cral Communication

Creative Thinking -

Expresses information (for sxampls, ideas or facts) 1o
individuals or groups seffectively, taking into account the
audience and nature of the information {for exampls,
technical, sensifive, controversial); makes clear and
convincing oral presantations; listens fo ¢thers, attends fo

_nonverbal cues, and responds appropriately. *

Uses imagination to develop new insights into situations
and applies innovative solutions to problems; designs new
meihods whers establishaéd methods and procedures are
inapplicable or are unavsitable. *

Analyiical Thinking

Applies an organized mental process to darive meaning
from collected information. Compare, contrast and review
data, iocking not only at what is there, but what is
missing, **

Crifical Thinking

Analyzes facts, generates and ciganizes ideas, defends
opinions, makas comparisons, draws inferences,
avaluates argumenis and solves problems, ™

Decision Making

Iakes sound, wellinformad and cbjective decisions;
parceives the impact and implications of desisions;
commiis to action, even in uncerntzin situations, fo
accomglish organizaiionai goals; causes change,
accomplishes goals; monitors progress and svaiusates
outcomss. *

Teambulilding/Teamwork/
Collaboration

Encourages and facilitates cooperation, pride, trust, and
group identity; consistenily develops and sustains
cooperative working relationships; fosters commitment
and team spirit; works with ofhars to achieve goals;
coaches, mentors and challenges subordinates, ™

Inferpersonal Skills

Shows understanding, friendliness, courtesy, iack,

: cm&@om
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smpathy, concern, and politeness to cthers; davelops and
maintains effective relationships with others, may include
effectively dealing with individuals who are difficult,
hostile, or distressed; relates well with people from varied
backgrounds and differeni siiuations; is sensitive to

culiural civersity, race, gender, disahilitias, and other
individual differences. *

Flanaing

Organizes work, sets priorifies, and dstermines resource
requiremenis; defermines short- or long4erm goals and
strategies to achieve them; coordinates with other
organizations or parts of the crganization. *

Evaluation and Critique

Develops and determinas quality of projects, products, or
parformance by comparison agalnsi standards or
obiectives or customer requiraments, **~

Subject Matier Expertise

Understands the htstory culiure, geograghy, language
and customs of couniries baing studied or targeted,
Thoroughly understands the history of, as well as current
methods of eperafion used by, foreign intelligencs
services within ing area of expertise.

Laws, Policies,
Procedures and
Jurisdictions

Understands US laws and statutes ihat govem
intelligence and counterintelligence operations, fo includs
ihe US Constitution, and usa of the Freedom of
Information and Privacy Acts, Understands applicable
Executive Orders, Federal laws and agency regulations
and policigs, **~

Concept Facilitation/
Influencing/ Negotiating

| Parsuades others; buflds consensus through give and
| take; gains cooperation from ofhers to obtam information
and accomplish goals, facilitates "win-win” siiuations, ****

Automated Data
Bystems

Undersiands and uses basic concepts, procadures and
capabiliies of intelligence commumnications systems,

intelligence information sysiems, and supporiing

databasas and networks applicable to career area,

' specialty and agency. Uses computers ta satisfy

informaticnal nesds and to satisfy job requirements.
Maniputates computer dzia to produce complex anaiysis.

hkRk

Risk Management

Appliss ngcrous assessmam of poteniial threais against

potential gaing in operational situations to datermine the
level of risk ereated by executing proposed aclions,

Customer Awarenass

Understands the full range of customer, roles,
responsibilities, processes znd needs. Knows the
programs and projects of each specifically supperied
organization, its mission and functions; the processes and
orocadures by which it fulfills its missions; and how tha
integration of intelligence and threat contribuiss to the
conduct of the mission, =**
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* Office of Parsonnel Managsment, Delegated Examining Operations Handbook, Appendix F:
Multipurpose Opgrational Sysiems Anslvsis Inventory — Close- Ended

% United $tates Army Military Police School (2001), Analytical Investigative Taels, CD 19-10,
Version LU

#** Chance, P,{1986). Thinking in the elassroem: 4 survev of programs, New York: Teachers
Collegs, Columbia Univarsiiy

EF Army Civilian Training, Education and Duw,lepmﬂnt Sy stem Plan, Appendix A, Mester
Training Plan Competencies

o
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LEADERSHIP 8 MANAGEMENT UNIVERSAL CI CORE

COMPETENCIES
Title Deseription _
Critical Thinking Analyzes facls, generates and organizes ideas, defends

epinions, makes comparisons, draws inferences,
evaluates arguments and solves problems. ™

Apalylical Thinking

| Applies an organized mental process fo derive meaning

from collected information. Compare, contrast and review
tata, looking not only at what is thers, but what is

Creative Thinking

1§ missing. **

Uses Imagination te develop new insights into siuations
and applies innovative solutions to problems; designs new
metheds where established methods and procadures are
inapplicable or are unavailabls. ™

Strategic Thinking

Formulates effective siratedies consistent with the
business and compsiitive strategy of the crganization in a
global economy; examinas poliey issues and strategic
planning with a long term perspective; determines
objectives and sets priorities; anticipates poiential thrsais
or opporunifies, ***

Decision Making

akes sound, welkinformed and objective decisions;
percelves the impact and implications of decizions;
commits to action, aven In uncertain situations, to
accomplish organizational goals; causes change,
accomplishes goals; monitors progress and svalusates
ouicomes. **

Problem Solving

ldentifles problemis; determines accuracy and relevance
of infarmation; uses sound judgment to generate and

Collaboration

Encourages and facilitaies cooperation, prids, trust, and
group identity; consistently develops and susiains
cooperative working relationships; fosters commitmant

‘and team spirit; works with others to achieve goals;

coaches, mentors and challenges subordinates, ™~

Conflist Manages and resolves conflicts, grievances,

Management canfrontations, or disagreemienis in a constructive manner
te minimize negative personnel or crganizational mpact.
R

Customer Sarvice Works with clients and customers (that is, any individuals

who use ar receive the services or produets that your

{work unit produces, including the general public,

indlviduals, who work in the agency, other agencies, or

A el A D AR
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organizations ouiside the Government) to assess their

neads, provide information or assistance, resolve their
problems, or satisfy their expectations; knows about
available praducts and senices; committed to providing
qualiiy products and services. ¥

Corremunications

Recognizas or ugses corract English grammar,
punctuation, and spalling; communicates informationina
succinet and organized manaer orafly and in writing;
expresses information (for example, ldeas orfacts) fo
individuals or groups effectively, taking into account the
audience and nature of the information; makes clear and
cenvineing oral presentations; listens to others, atiends to
nonverbal cuss, and responds appropriately; understands
and interprets written material, inciuding technical
material, rules, regulations, instructions, reporis, charis,
graphs, or fables; applies what is learned from written

_materials to specific situations, ***

Intelligence
Awareness (Laws
and Policy,
Technical, efc)

Understands US laws and staiutes that govern
intelligence and counterintelligence oparalions (as they
relate to the conduct of countarintelligence collections,
anzalysis, operations, ste.), to include the US Constitution,
and use ¢f the Freedom of Information and Privacy Acts,
Understands applicable Executive Crders, Federal laws
and agency reguiations and policies, ***

Talent Managemsni -

Croganizes and assigns work based op strengths and
weaknessss of e available workforces; sets prionities agd
determines rasousce requiremenis; delermines short- or
long-term goals and sirategies to achieve them;
coordinates with other organizations or parts of fie
oroanizaton.

Teamwork/Teambuil
ding/l.eadership

\Works with others to coordinate and synthesize activities
to produce required producis; contributas to integrating
individuat team members with organizational objeciives,
developing cohiesive tfeams and units; manages group
processes; encourages and facilitates cooperation, prids,
frusf and group identity; works with others to gchisve
goals; ccaches, mantors and chailenges
juniorsfsubordinates; sdapts lzadership styis 1o g varisty
of situations, =**

Rasoures Assass current and futurs resource and stafiing neads
Management hased on organizational goals and budget realities; uses
cost-benefit thinking io set priorities, then monitors
expenditures of resourees to supper those prioritiss, ****
Leading Takes a long-term view and acts as @ catalyst for
Change/Vision organizational changs; builds a shared vision with others;

nfluences others to transiate vision intg action. *™*
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1 Ethics, Commitment, | Instilis mutual trust and confidence’ creates a culture that
Integrity and fosters high standards of gihics; behaves in a fair and
Acceuntability ethical manner toward others, and damonsirates a sense
of corporate responsibility and commiimant to public
sarvice, =

Continuous Learning | Grasps the essence of new Infermation; mastars naw

‘ technical and businass knowledge’ recognizes own
strangihs and weaknesses, pursues seli-development;
seeks feedback from others and opporfunities io master

new knowledge.

]
* Chanee, P,{1986), Thinking in the classroom: A survey of proarams, New York: Teachers
Collzge, Colunibia University
w5 TInited States Army Military Police School (2001). Analviical Investizative Tools, CD 19-10,
Version 1.0 ‘
= Office of Personnel Management, Delepated Examining Operations Hangbook, Appendix F:
Multipurpose Operational Svstems Analvsis lnventory — Close- Ended
waaE Arvmy Clvilian Training, Education and Development Svstem Plan, Appeudix &, Master
Training Plan Competencies
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APPENDIX 3

CORE COMPETENCIES/KSAs — JOURNEYMAN

Reading Comprehension

Laws and Constitution

Rules of evidence

AG Guidelines

Organizational policy/oroceduras

Classification guidance/conhols

Intelligence Oversight

Reporting requirsments

Standard evidence protocols of other agencies

Use of all-source data

Mastery of some ares {academic achisvement)
Subjectitargat country area {gragraphy and culture)
Casas in target area

Fiistory of the target country and FISS

Listory of American Coumerintelligance

"FISS Tactics, Techniques and Procedures
Well-rounded throngh experiencs and sducation
Faoreign policy related to target country
Fundamenral understanding of tecrovism

Content speciatization in your functionat/gecgraphic area
Terrorist organizations being targeted

Sourges trends, acts, clc.

Psychologior] instruments

Reading

‘Data-miining

Prioritize data/information

Recognize important details

Structure data

Siftfsort information

Recognize and interpretimonitor trends/indicatars
Recognize snomaliesfircuble spotsfuaresolved issues
Validale datafinformation

Cerrelate data from different sources

Prioritize threats and targsts

Determine associationg/links/relationships

Build “storybosrd”

Recognize collections gaps

Recognize significance of comments and fizlds in 1Rz
Determine what is actionable and what is not

SECRET/NOXORN
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Extract imporiant information from volumes of data
Validate research dais
Betermine the reliability of info (SIGINT, HUMINT, eic}
Use open sourees

n Communteaiion

How to get origingtor release/downgrade of clessified infd
Recordekesping

Effective, clear, concise, soourate, and auceinct writing
Persvasive writing

Detailed writing on key information

Grammar

Writing style flexible to audienee

Presentation and briefing

Aaticulate thoughts clearly

Communicate without revealing souvees
Communicate informeation to other agents

Properly document information {e.g., for cousd)
Outline information

Cotmprehensive note taking

Publication skills

Strueturs data

Provide perspective/context to CI issuss

Baild "storyvboard”

Convey thoughts effectively :

Present points suceinctly and logically - Jistil! information
Advocate a positionsstand behind your researchiwork
IMark tprc-du 15 and services

Davelep tzilored testing stratsgics

Provide direction

Manage human sources
CoHaborate with others in -:ut ar agencies

Coordinate plans

Objective reporting

SESRET/NOPRRN
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Oral Communication

Legal rights/wamings

How to get originator reteass/downgrade of classified info
What information s critical to decisionr makers

Whors to find detafsourees of Infarmation

- Language of target courtry

Lontent specialization in your functional/geographic sres
Burveillapee techniques :

What other agencies need

How to communicate with agencies of the CI Community
Know customer mission, cquities protected and req’s for C1
Attentivedactive listening

Grammar

Presentation and briefing

Articufats thoughts clsarly

Communicate without revealing sources

Nagotiation

Interviewing skills/techniques {Reid, =t)

Interregation skills

Communicate information to other agents
Neuro-linguistics

Comprehensive note taking

Interpersonal skills

Liaison

Tetworking

Teambuildingfteamwork

Conflict resolution

Elicitation

Guide a conversation

Rappost building

Use of comnwumication systems (STU-IIT, radios, ete.)
Provide perspsctive/context 1o CT jssues

Assess pzople for tacgeting
"AA$5883 asset's motivations

Convey thoughts effectively

Present pofnts succinetly and logieally - distii] information
Recognize deception through body language

Advocate a positionisiand behind vour rescarchiwork
Marlet products and services

Ask questions that dig benzaih the surface

Ask the right questions

Train/mentor/teach others
‘Protect sources

Manipulate/influence/expleoit people

Provide direction

ACLURMO055160
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Delegate

Role playfact

Motivate others

Lead others

Manage human sourecs

Marags 3 tcam

Parsurde

Build confidence in'asseis

Collaborate with others in other agencies
“Develon relationships

Coordinale plans

Use and work with interpreters

Ability to adapt approach/personality situationally
Presence/Professionalism

Objective reporting

Control vour emations

Be diplomatic

Creative Thinking

Use of alb-gource data

Analytical methods and approaches

Whers fo find data/sovrces of information
Well-rounded through exparience and education
Surveillance {echniques

Effective, clear, soncise, aconrate, and succiact wieiling
Persuasive writing

“Writing style flexible to audience

Presentation and niefing

Negotiation

Interviewing skillsftechniques (Reid, ete)

Interrogation skills

Use of analytical tools (link analysis, efe.)
Data-mining

Networking
Elicitation

Ghide a conversation

Repport building

"Blend into a crowd”

Disguize

Time mansgement

Organize pro cpssasmuui-t
Preduﬂpm 5t

hink analytically

Develop hypotheses
Determine associations/linksirelationships

STNOFORN
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Build "storyboard!

Assess peopls for targeting

‘Warket producis and services

Ogerational Planning

Concepluatize

Develop tatiored festing strategles

Inductive reasoning .

Think in absiract - lock for what vou don't know
Pegception

Think taterally

Think strategically

Problem solvinz

Ask questions that dig benexth the surface

Asle the right questions

Train/mentorfteach others
Menipulate/influencefexploit people

Role playfact

Motivate others

Tead others '

Manage human sonrces.

Manage a team

Persnade

Manipulate the envirorment

Exploit vulnerabilities

Capitalize on opportunities

Resourcefuiness

Plan use of manpower and resources

Ability to adapt anproach/personality situationally

Analytical Thinking

What information is critical to deeision makers

How to develop timelines

Howe to build ratricss

Use of all-source data

Analytical methods and approaches

Wherte to [Ind datalsources of information

JKnow baseline activities (what is normal)
Psychology/Behavioral analysis

Sources trends; acts, efc,

Effective, clear, concise, aocirgte, and succinet wiiling
Persnasive writing '
Detailed writing on key Information

Artienlate thoughts clearly

Cominunicats without revealing sources

Negotiation

ASERMO55162
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Fundamental Elements: Compeiencies

Interviewing skillsftechniques {Reid, ete)
Interrogation skiils

Neouro-linguistics

Outline information

Corprehensive note taking

Balabase mauipulation

Use of analytical tools (link anadysis, ste.)
Data~mining

Elicitation

Prioritize datafinformation

Set priorities

Time manggement

Recoguizs important details

Structure datg

Biftfsort information

Organize processes/multi-task

Reengnize and interpratimonitor tendsfindicatars
Recognize anomalicsirouble spots/unresolved issues
Validate datadinformation

Draw logical conclusions

Choose means of analysis

Predict/project

Correlate date from different sources
Think analyticslly

Develop hypotheses

Priovitize threats and targets

Detsrmine asseciationsilinks/relationships
Build "storyboard”

Recognize collections gaps

-&ssess people for tergeting

Assess assel's motivations

Recognize significance of comments and felds in IRs
Present points succinetly and logically - distill information
Recognize deception through body language

Operational Plaoning

Conceplualize

Anticipation and reaction

Develop tailored testing straiegies

Inductive reasoning

Deductive reasoning

Determsine what is actionable and what is not
Think in abstract - look for what you don't know
Think logically

Pereeption

Problem solving

Ask guestions that dig bencath the surface

RET/NORORN
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NFETNCFORY

Fundamental Elements: Competenocies
Ask the right guestions
Exirzct important information from volumes of data
Validate research data
Determine the refiability of fo {SIGINT, HUMINT, 2tc)
Use open sources
Aszess nigks
Read people
Manage human sources
Manage a team
Capitalize on opportunities
Resourcafiiness
Recognize personal weaknesses and improve on them
Ability to adapt approach/personality situstionaliy

Critical Thinking

Which snalytical tools to use

What fechnology is admissible in court

How to develop timelines

Howe 1 build matricss

Use of all-zource data

Analytical metheds and approaches

Reading

Effective, clear, conclse, accurate, and sucsingl writing
Comwnunicate without tévealing sources
Negotiation

Interviewing skills/technigues (Reid, etc)
Interrogation skills

Properly document information {e.g., for conrt)
Database manipulation

Data-mining

Interpersonal skills

Driving techniques

Observation skills

Priovitize datafinformation

Set priorities

Time menagement

Structure dats

Sifi/sort information

Organize processesimuhi-task

Validaie datefinformation
Dyraw logical conclusions
Choose mesns of analysis
Predict/project

Think analytically
Develop hypothesss

SRCRETNORORN
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Fundamental Elements: Compelencies
Prioritize threats and targets

Build "storyboard”

Recognizs collections gaps

Aszsess people for targeting

Recognize significance of comments and fields in ITRs
Operational Planniig

‘Conceptualize

Anticipation and veaction

Strategic planning

Dedustive reasoning

Determine what is ectionable and what is notl

Thitk in sbstract - look for what veu don't know
Think logically ‘

Think strategically

Problem solving

Ask questions that dig beneath the surfacs

Ask the right questions

Validate research data

Determine the reliability of info (SIGINT, HUMINT, ete)
Use open sources

Protect sources

Assess risks

Provide direction

Lead others

‘Manags a team

Persuade

Build confidence in assats

Exploit vulnerabilities

Capitalize on opportuniies

Resourcefithness

Leverage technology

Plan use of manpower and resotirses

Recognize personal weaknesses and improve on them

SESRETHNOF
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Decision Making

How ta manipulate a dutabase
Which analytical tools to nse
What technology is admissible in cout
Who should reseive what information

= What information is eritieal to decision-makers
Llse of all-source data
“Analvtical methods and approsches
Where to find data/sources of information
Surveillunee technigues
Effective, clear, concise, aceurate, and succinet writing
Writing style flexible to audience
Presentation and hriefing
Commusnicate withowt revealing sources
Tnterrogation skills
Properly document information {&.g., Tor court)
‘Compzehensive note taking '
Data- mining
Use of technology
Interpersonal skills
Liaison
Conilict resolution
Elicitation
Guide a conversation
Use weapons
Driving ischniques
Read and follow & map
Disguiss
Prioritize data/information
Set priprites
Time management
stzucture data
Stivsort information

. Organize processes/multi-task

Recognize and interpret/monitor trendsfindicators
Draw logical conelusions
Racheck worldconglusions
Choose mezns of analysis
Predict/project
Correlate data from different sowrcss
Develop hypotheses
Prioritize threats and targets
Determine associationsflinks/relationshi
Build "storyboard"
Recopnize collections gaps

s
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SECREI/NOFNRN

Fundamenial Elemenis: Compslencies

‘Assess people for targeting

Present points sucoinctly and logically - distill infarmation
Recognize deception throughk body languags
Operationa! Planning

Develop tallored testing strategies

Strategic planoing

Determine what is actionable and whet is not
Think sirategically

Problera solving

“Ask questions that dig heneath the surface

&sk the right quastions :

Extract imporiant information from velumes of data
Validate research data

Determine the reliability of info (SIGINT, HUMINT, etc}
Use open sources

Attention to detail

Protect sources

Assess risks

Manipulate/influence/exploit people

Provide direction

Delegate

Lead others

Manage huiman sources

Manage z feam

Parsuade . :

Exploit vulnerabilities

Capitalize on opporunitics

Resourcefulness

Leverage technology

Plar: use of manpower and resources

Recognize personal weaknesses and improve an therm
Ability to adapt approach/personality situationally
Objective reporting

Maintain objectivity

Contrel your cmotions

Be diplomatic

ST/NSEORN
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SECRET/NOF

Fundamentzl Elements: Competenciss
sambuilding/Teamwork/ Collaboration

‘Understand difference biwn CI and other intel disciplines
Understand rele/function of operators you support

Who should receive what information

Haw to get originator releaseldowngrade of classified info
How collectors collect

Where to find data/sources of information

Reaclrback capabiiities

Available enabling resources

‘What other ageaciss nesd

How to communicate with agensies of the Cl Cormmunity
Community roles

Know customer mission, equities pretected and req’s for CI
Negotiation

Communicate information 1o other agents

Liaison

Networking

Teambuilding/tcamwork

Conflict reselution

Operational Planning

Train/mentor/teach others

Worl in austere environments

Motivate others

Lead others

Manage a team

Collaborate with others in other agencies

Develop relationships
Cootdinate plans

Use and work with interpreters

MCRET/NGSEORN
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SECRETNOFORN

Fundamenta! Elements: Compsiencias
Interpersonal Skills

How to get originator release/downgrade of classified info
What other agencizs nes

How to communicate with agencies of the Cl Community
Attentive/ective listanting

Presentation and briefing

Communicaie without revealing sources

Negotiation

Interviewing skillsftechniques (Reid, eto)
Interrogation skills

Communicate information to other agsnts
Neuro-lingnistics

Interpemsonal skills

Lisison

Networking

Teambuildingfteamwaork

Conflict resolution

Eljeitation

Guide a conversation

Rapport building

<"Blend into & crowd"

Assess people for targeting

Convey thoughts cffectively

Present polnts succinetly and logically - distill information
Advocats & position/stand behind your researchiwork
Market products and services

Contro! body language

Train/mentoviteach others

Read peaple

-Manipulate/influence/txnlolt pzople

Develep trust

Provide direction

Rale playfact

Motivaie others

Lead others

Manage human sources

Manags a team

Persuade

Build confidence in asssts

Collaborate with others in other agsncics

Develop relationships

Coordinate plans

Uss and worle with iaterpreters

Ability to adapt spproach/personality siutionally
Presence/Professionalism

L1
o0

ACLURMO55169

FBI1054686



Fundamental Elements: Compelencies
Be diplomatic

Planning,

~Which analytical tools to use

What ittformation s critical o desision makers
Analytical methods and approaches
Reach-back capabiities

Available erabling resourcss
Interviewing skills/techniques (Refd, eis)
Interrogation skitis

Liaison ’

Blicitation

-Prioritize data/information

Set priorities

Timne management

Organize processesinutii-task
Ruiid "storvboard"

Ogperational Planning

Develop tailozed testing strategies
Strategic planning

Delegate

‘Manage human sources

Menags 4 team

Manipulate the environment
Exploit vuinerabilities

Capitalize on opportunities
Coordinate plans )

Plars use of manpower and resource
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SECRET/NOFGS

: Fundamental Elements: Competancles
Evalustion and Critiqus

What information is critical to decision makers
How to replicate your methodology/results
Analytical methods and approaches
Kunow customor misaion, equitizs proweted and req’s for C1
PsychologyTichavioral analysis
Sources lrends, acts, cle.
Paychological instruments
Properly document information (e.g., Tor couwrs}
Weuro-linguistios
Prioritize data/information
Set priorities
Recognize important details
"Recognize and interpret/moniter frends/indicars
. Recognize anomalissfirouble spotsfnresolved issues
Validate date/information
Praw logical conclusions
Recheck work/conclusions
Choose means of analysis
Correlate data from different sources
Think aralytically
Develep hypotheses
"Prioritize threats and targats
Determine associations/links/relationships
Recognize collections gaps
Agsess people for targeting
Assess assel's motivations
Recognize significance of comments and fields in JIRs
Recognize deception through body langnage
Operational Planning
Auticipation and reaction
‘Inductive reasoning
Deductive reasoning :
Determine what s actionable and what is not
Think in abstract - look for what you don't know
Think logically
Problem solving :
Ask guestions that dig benzath the surface
Ask the right questions .
Extraet important information from volumes of data
‘Validate research data
Determine the reliability of info (SIGINT, HLIVINT, 2ic)
Assess risks '
Read people
Manipulatefinflusncs/exploit people

RET/NOEORN
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Fundamental Elements: Comipstencies
Exploit vulnerabilities

Capitalize o opportunities

Plan use of manpower and resources

Recognize psrsonal weaknesses and improve on them

Bubject kMatter Byportise

WWhat information is oritical 10 decision makers

FISS coumiry cultures

Where (o find datafsourees of information
Diverse background knowledgs

Mastery of some arvea {academic achicvement)
Subjectftarget country ares (geography and cultue)
Cases in target area

History of the targst country and FISS

Lepguage of target country

Environment of operations area

F188 Tactics, Technicues and Precedures
Wellrounded through experience and education
Foreign policy related to tacget country

Content specializaiion in vour functivnal/ceographic srez
Terrorist organizations being targsted

Know begeline activities (what is nocmal)
Detailed writing on key information

Articulate thoughts clearly

Commmisats nformation to giher aoenis
g

Networking

Canflict vesolution

Elicitation

Gnide a conversation

Priovitize datw/information

Recognize important details _
Recognlze and interpret/monitor trends/indicators
Repognize anomaliesfrouble spotsiunresolvad lssues

Validate data/informaiion

Draw logical conclusions

Predietiproject

Provide perspective/contaxt to CT issues
Develop hypotheses

Prioritize threats and targets

Determine assoeiations/iinksielationships
Build "steryboard”

Recognize collzctions gaps

Agsess people for targeting
Assess asget's motivations
Convey thoughts cifectively

SERRET/NCFQRN
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Recognize deception through body language

Advecaie a position/stand behind your ressarehfwork

Congepiualize

Antictpation and rewction

Determine what is sctionzble and what is not

Thifle i1 ebutract « loeh for what vou don't know

Ask questions that dig hengath the surface

Ask the right questions

“Exiract imporiant informartion from volumes of data
falidate research data

Determing the reliability of info (SIGINT, HUMINT, ele)

Traindmentor/teach others

Work in austere environments

Assass risks

Read people

Manipulate/influsncefexploit peopis

Role playfaet |

"Manage human soutces

Buitd confidence in assets

Manipulate the envitonment

Callgborate with others in oifier agencies

Use and work with interpretors

Ability to adapt approzch/personatity situationaliy

ACLURMO055173
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Fundamsnial Blements: Competencies
Laws, Policies, Procedures and Jurisdictions

Laws and Conatitution

What technology is admissible in court

Legel rights/warnings

Rules of evidence

AQG Guidelines

Organizational policy/procedures

Misston/purpose of your agency

CI Definitions and terms of refstence

_Who should receive what information

Chassification gridance/controls

How to get ariginator releasefdowngrade of classified info

Intetligence Oversight

Goalsfstrategy of your agency?relationship to natl strategy

What information is critical to desision-malkers

Reporting formars

Procedures for sharing information

Reporting requirements

How to collect and preserve evidence

Standard ¢vidence protocals of other agencies

Ops methodology-how vour own intel gervice works

How collsetors collect

Ascounting hasics

Record-keeping

Surveillance techniques

Reaclrback capabilities

Available enabling resources

Community roles

Know custorner mission, equities protected and req’s for C1

Interviewing skilis/techniques (Reid, etc)

Tntzcrogation skills

Properly docwment information (e.g., for cowt)

Use weapons

Use photographie squipnent

Operational Planning

Develop tzilored testing strateziss
Strategic planning
Traln/mentos/teach others
Protect sources
Provide directing

Lead others

Manage human souross
Manage a tesm
Menipulate the environment
Exploit vulnerabilitias
Caplialize on opportunities
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BERET/NOF(H

Fundamental Blements: Competenciss
Coordinate plans

Leverage technology

Plan use of manpower and resoizces

Concept Facilitation/ Infiucncing/ Negotiating

Y

How to get originator release/dawngrade of classified info
Persuasive writing

Presentation and briefing

Negotiation

Interviewing skills/techaigues (Reid, etc)
Interrogation skills

Irterpersonal skilis

[iaison

Networking

Teambuildingfteamrwork

Conflict resoiution

EiicHation

Guide & conversation

Provide perspeciivedcontext to CI issues

Convey thoughts effectively ,
Present points suceinctly and logicelly - distill information
Advoeate a positiondstand behind your researchiwork
Market products and services

Problem solving

Ask questions that dig beneath the swrface

Ask the right questions

Trainfmentozfieach others
Menipulate/influence/exploit people

Provide dirgotion

Motivate others

Lead athers ,

Manage human soutces

Manags a team

Persuade

Build confidence in assets

Capitalize on opporiunities

Resonecefulness

Cellaborate with others in olher sgensies
Coordinats plans

Plan use of manpowor and rasources

Ability to adapt approach/personatity situationally

ET/NOBQRN
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SECRET/NORRN

Fundamentad Elernents: Competenciss
Abtomated Data Systems

How 1o manipulate & daiabase
Procedures for sharing information
How io collect and preserve evidence
How to develop Smelines
Fow to build mairices
Use of all-spurce data
Analytical methods and approaches
Record-keeping
Where to find data/sowess of information
Know customer mission, equities protected and req’s for CI
-Computersftechnical knowledge
Property document information (e.g., for court)
Computer/IT skiils
Patabass manipulation
Software/fapplications (Office suile)
Use of analytical tools {link analysts, eto.)
Data-mining
Use of wechnology
fge of communication systems (STU-ITT, radios, etc.)
-Extract important nformation from volumes of data
Use open sources
Leverage technology
Plan use of manpower and rescurcss

SECRET/NDEQRN
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SECRET/NOPQRN

Fundamenzal Blements: Competencics

Risk Management

What technology is admissible in cotrt

Who should receive what information

Hows to get originater releage/downgrads of classified info
Survoillanze teehniques

Communicats without ravealing scurces
Toterrogation skifls

Properly decument information {e.g., for cowt)

Use of technology

Use weapons

Driving technigues

Use of communication systems (STU-IT, radios, efc.}
Use photographic equipment

“Prioritize data/information

Set prioritics

Time management

Recogrize important details

Develop hypotheses -

Prioeitize threats and tareets

Ogperational Planning

Develop tailored testing strategies
Determine what is acticnable and what is not

“Problem solving

Ask questiong that dig beneath the surface
Ask the right questions

Protect sources

Assess risks

Manipulate/influencefexploit peonis
Delegats

Role playfact

Marage humag sougess

‘Manage & team

Manipulate the environmens
Use and work with interpreters

ACLURMO055177
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SECRERTNUFORN
Fundamental Elemenis: Competencies
Customer Awareness

Who should receive what information

How o get originator velease/downgrade of classified info
What information is critical to decision-makers
Amalytical methads and approaches

What other agsneies nead

‘How to communnicats with agencies of the CI Commuhity
Know customer mission, equities protected and req’s for €1
Persuasive writing :

Detailed writing on key information

Writing style flexible 1o audience

Presentafion and brisfing

Negotiation

Properly docurment information {e.g., for cour()

Priovifize datadinformation

‘Set priorities

Provide perspective/context to CT issies

Prioritize threats and targets

Reuvognize collections paps

Convey thoughts effectively

Present poiats suceinetly and logically - distill information
Market products and services

Strategic planning

Determine what is scticnable and what is not

Think strategically

Troblem solving

Ask the right questions

Protect sources

Assess risks

Develop trust

Persuade

Plan vse of menpower and resources
Presence/Professionalism

Maintain objectivity

SECRET/NORORN
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SECRET/NOBFQRN

Fundamental Blements: Competencies
CORE COMPETENCIES/KSAs - LEADERSHIP AND MANAGEMENT

Critical Thinking

Requirementsiinterests of other agencies in the IC celative to your organization
“How your organization fits into the CF community

Customer mission and equities requiring CI services

Needs of CI collectorsfoperators in the fiekl

Cl program priorities

Understand customer priorities

Educate consumers on potential impact of C information
Proficlency with CI investigation techniques (for management credibility)
Read people (for spotiing, assessing)

[dentify people with CI leadership potential

Manage a variety of CI skill levels

Reeruit people with the right backgrounds For various CI funictions
Develop, implement, and adapt strategy based on Cl developments
Anticipate CI manpower needs ‘
Organize large amounis of dats

C] Cperational Planning

Prioritize threats

Wlake decision based on: experience
Crzate/build strategic CI partnerships (liaison)

Leverags CI capabilities of other egencies

Easure O produsts meet customer needs

Make C information relevant to consumer

Scope CT produects to customer reguitements

Curry out oversight of CI programs

GRETNORORN
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' ' Fundamental Elsments: Competencies
Analytieal Thinking

CI resonrce management

CI program sriorities -

Appresiation of threats coming from technology

Substaiitive knowledge of targsts

Background in anzlysis (ressarch and writing)

Some years of experience as analyst

Determine CI pricrities {resourcs aliocation)

‘Summarize large amounts of CI materiat/facts into coneiss reports
Prioritize threats

Sense why what you're doing is important (how it fits into the big picture}
Analyze large amotnts of information

Think analvtically

Recognize relationships betwesn targsis, grotps, afc.

Appreciate different perspectives within the Cl cormmunity
Ensure CI products meet sustomer needs

Creative Thinking

CT resource management

C1 resources available to subordinates

Understand benailis of technical collection

Where to acquire information

Understand human sources and how to recruli them

Available tools to enhance/assist in aceomplishing the CI mission
Edueate consumers on potential impact of CI (nfenmation
Profieiency with CI investigation sechniguss (for management credibility)
Liaison with other foreign Clnteliigence/Securily agencies

Interact with and manage peaple [rom other CT organizations

Marketing CI products and sarvices

Marage a variety of CI skill levels

Justify and argues for C1 resources .

Create/develop programs that salisfy CT requirsments

Develep, implement, and adapt strategy based on CI developments
Develop and manage CI budget

Devise plans to mest Cl goals

Anticipate CJ manpower nesds

Determine CT pricgities {resource allocation)

CI Strategic Planning .
CI Operationa] Planning

Sense why what you're doing is impostant (how it 1its into the big picture)
Create/build strategic CI pastncrships (Haison) '

Leverage CI capabilities of other aganeics

SBQRET/NORQRN
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Fundamental Blements: Compstencies
, Strategic thinking

Requirernentsiinterssts of other ggencies in the [C relative to your organization
Your agency's CI mission

How your orgenization fits inte the CI commanity

Cuslomer mission and equitias reauiving T <ervices

Customer requirements for €I information

CI resource management _ '
CI program priorities

National Intelligence Program budget cvele/orocess

=
.

Understand vour agency's parspective and priorities

Understand customer pricrities

Tustify and argue for CI resources

Create/develop programs that satisfy CI requirements

Develop, implement, and sdapt sicategy based on C1 developrents
Devise plans to meet CI gosls

Anticipate CI manpower needs

Determine CI priosities (resouree atlocation]

CI Steategioc Planning

 Prioritize threats

Devetop CI programs {collections, analysis, ste.) {0 meet consumer needs
Make decision based on experience

Sense why what vou'rs doing is Imporiant (how it fits inta the big picturs)
Appreciate different perspeotives within the CI community

Create/build strategic CI partnerships (liaison}

Carry out oversight of CI prograros

Decision Making

Lreeract with 2nd manage pecple [rom oiher CI organizations
Identify peopie with CI leadership potential

Manage a variety of CL skill levels

Recrait people with the right backgrounds for various CT functions
Justify and argue for €T resources

Devise plans to meet CT goals

Anticipate CI manpower needs

Determine CI priorities (resource aliccation)
-CI Sirategic Plamming

Cl Operational Planning -

Prigritize threats

iake decision based on cxpetiencs

Leverage CI capabilities of other agencies

SBCRET/NSFORN
70

[V —

ACLURMO055181

FBI1054698



RETINOPORN

Fundaments! Elements: Cormpetencies
Problem Solving

Requirements/interests of other agencies in the IC relative to your organization
_Cl jurisdiction of your agency and others (identify overlaps and gaps)
Understand benefits of wwehnieal collection '

Apprecistion of thraats coining from technology

Appreciation for what CI field agents experience (gained through experience)
Proficiency with CI investigation (schniques (for mapagement credibility)
Liaison with other domesiic Clisecurity agencies

Liaison with other foreign Cliflntellizence/Security ageneies

Interact with and manage peopls fom other Cl organizations

Menage a variety of CI skill levels

Justify and argue for CI resources

Cresteidevelop progeams that satisfy CI requirsments

Develop, implamant, and adapt strategy based on CI devclopments

Develop and manage CI budget

Anticipate CI manpower necds

Detennine CI priorities (resource allocation)

CI Strategic Planning

CT Operaticnal Blanning

Develop ClI programs (eollections, analysis, eic.)
Make decision based on experitnes

Appreciate different porspectives within the Cl comumunity
Leverage CT eapanilities of olher agsncies

Interact with and coramunicare with the media on sensitive Cl issues
Ensure CT products mect customer needs

Make Cl information relevant to consumasy

Seope CI products to customer requirements

Carry out oversight of CI programs

Be able fo force cooperation/cailaboration on CI issues

o mest consumer naeds

P
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Fundamental Elements: Compstencies
Collaboration

T?.equ1rtmunte.hnt-,resm of other agencies in the IC relative to your organization
C1 structure of ather agencies in the IC
"Cl jurisdiction of your sgency and others (identify overlaps and gaps)
Capabilities of otlwer agencies in the I
How your organization fits inte the CI community
How LE communily aperates
Humen resource process at other agencies inclading militacy and civil service
Custonter mission and equities requiring CI services
Customer regquiremnents for CI informaiion
Understand customer priorities
Available tools to enhance/assist in accoruplishing the CI mission
“Exducate consumers on potential impact of C1 information
- Liaison with other domestic Clisecurity agencies
Liaison with other foraign ClfIntelligence/Secwity agencies
Interact with and manage people from other C1 orgenizations
CI Strategic Planning
CI Operational Planning
Develop CI programs (collecticas, analysis, etc,) to meet consumer needs
Appeeciate different perspectives within the Cl community
 Create/build strategie CI parerships (liaison)
Levarage CI capabilitics of nther agencies
Ensure CI pmducts meet custerner neads
Wake CI information relevant 1o consumer
Scope Cl products to customer reguirements

Conflict Management

Requirementsfinierests of other agencies in ths [C refative W vour organizafion
_CI stevcture of other agencies in the 1C

¢ Definitions and terms of reference in other agr,ncn,s

CI jurisdiction of your agency and others (identity overlaps and gaps)

Hew your organization fits into the CI conunumity

How LE oommunuy operates

Requirements for obtaining/justifying CI resources

Appreciation for what CI feld agents experience {gained through cxperisnce)
Understand customer priorities

Educate consumers ot potential impact of CI information

. Proficiency with Cl investigation [euﬁmque:\ (for management crcdzl}ll]t}}
Liaison with other domestic Cliseerrity agencies

Liaison with other foreign Clfintelligence/Sscurily agencies

Trterast with and manage people Fom other CI organizations

Manage a variety of CI skili levels

Justily and argue for CI resources

Develop and manage CI budget
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SESRET/NOFSRN
Fundamental Elements: Compstencies
Amnticipate CI manpower needs
Determine CI priorities {resource allocation) .
Prioritize threats
Make decision based on experience
- Appreciate different perspectives within the €I community
e Cteate/build sttategie CI parineiships (Haison)
-Leverage CT capabilities of other agencies
Interact with and commuuicate with the media on zensitive CI issuss

Customer Service

Reguirements/interests of other agencies in the IC relative to vour organization
Customer mission and equities requiring CI servicss *
Cuslomer requirements for CI information
CI program prioritiss
-Requirements for obtainingfjustifying C1 resources
: Understand benefits of technical colizction
5 - Appreciation of threats coming from technology
Understand yvour agency’s perspective and priorities
Understand customer pricritics
Your CI functional content area
Available tocls to enhance/ussist in accomplishing ths CI mission
Educate consumers on potential impact of CI fnfermetion
Liaisory with other damestic Clfseourity agencles
“tdnison with other forsign Cl/ntelligence/Seourity agencies
Interact with and manage people from other Cl organizations
Marketing CI products and services
Create/develop programs that satisfy CI requirements

; (1 Strategic Planning
l CI Operaticnal Planning
Develop CI programs (collections, analysis, ete.) to meet consumer needs
: Sense why what you're doiag is important (how it [its into the big picture)
I Appreciate different perspectives within the Cl connaunity
: “Ensure C products tmeet customer nesds

Make CI information relevant to consumer

Seope CT products t0 customer requirsments
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Fundamental Blements: Competencies
Cormmunications

Requiremeants/interests of other agencies iy the IC relative to your urganization
Customer misston and equitiss requiring CI ssrvices
Customer requirements tor CI informetion
Meeds of TI colleciors/uperatons In the ficld
Cl resourcs menagement
. C1 program priorities
“National Intelligence Program budget cycle/process
Cuttural awareness and sensitivity -- international experience/sxposurs
Appreciation for what CI field agents experiesce (gained through experience)
Understand customer priorities
Understand human sources and how to recruit them
Substantive knowledge of targets
Background in analysis (research and writing)
Perforny necessary administrative Cl processss
Educate consumers on polential impact of Cl information
Profictency with CI investigation techniques (for management credibility)
Liaison with other do;nec:nc Clisecurity agencies
Liaison with other foreign ClIntelligence/Seourity agencies
Interact with and manage people from other CI orgevizations
Read people (for spolting, assessing)
Marketing CI products and services
Identify people with CI leadership potentia[
Manage a variety of CI skill levels
Recruit people with the right backgzounds for various CY funciions
" Fustify and argue for Cl resourcas -
Create/devsiop prograts that satlsfy CI requirerments
Develap, implement, and adapt strategy based on Cl developmenis
Davelop and manage CI badget
Devige plans 1o mest CI 00&]0
Antivipate CI manpower needs
Determing CI priorities (resourcs allocation)
Summarize fargs amounts of CI material/faots into congise reports
CI Btrategic Planning
“CI Qperational Ptsr.nmntT
Develop CI programs (collestions, analysis, efe,) to meet consusner needs
Make decision based on expericncs
Appreciate different perspeetives within the CI community
Create/build strategic CI partmerships (liaison)
Leverage CI capabilities of other agencies
Intetact with and communicate with the media on sensitive CI issues
Make CI information relevant to consumer
_Be able to foree cooperationfcollaboration on CI issues

SRET/NORORN
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Pundamental Elements; Competencias
‘Intelligence Awareness (Laws and Policy, Techaicsl, ete.)
- Requirements/interasts of other agencies in the 1C relative to your organization
CI structurg nf cther agoieles i the IC
CI Definitions and terms of reference in ofher '1gen"'
CI purisdiotion of your agency and others (identify overlaps and gaps)
Capabilities of other agencies inthe IC
Your agency's CI mission
How your organization fits into the CT comenunity
How LE community operates
Human rasource procass at other agencies ineluding mifitary and civil service |
-Needs of CI collectorsfoperzators in ths fisld
AG Guidelines
Legal statutes/authorities (FISA, WNSL, etc)
OPSEC principles
Organizational CI policy
Ci nrogram prioritics
Core know ledge of the CI Program
Requiremenis for obtaining/fustifying CF resources
National Intelligence Program budget cycla/process
-Understand beneiiis of technical collection
Appreciation of threats coming frons technology
Understand your agency's perspective and priovities
Appreciation for what CT fisld agents experience (gained through experiencs
Knowledge of intelligencs
Your CI functional content arsa
Available tools 1o snhancefassist in accomplishing the Cl mission
Diversified background across fleld and &i national level
Perform necessary administeative CI processes
“Proficlency with Cl investigation techniques (For management ore fibility)
Interact with and manage people from other C1 organizaticns
Develop, implement, and adapt strategy based on [ developmenis
Devise plens to meet CI goals
Distermine CI priorities {resource allocation}
CI Strategic Planning
CI Opezational Planning
Prioritize threats
Make decision based on exparience
“Bense why what vou're doing is imporiant (how it fits into the big picture)
Appreciate different perspactives within the CI cormm: ity
Create/build strategic CI partuerships (liajson)
Leverage CI capabilities of other agencies
Inferact with and communicate with the media on seasitive CI issues
Carry ont oversight of CI programs
Be able to force cooperation/cellaboration on CT issues
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Fundamental Elements: Compstencies
Talent Management

Tluiman resouree process at oilier dgenoles Including millitary and oivil service
Neeads of CI collectorgfoperators in the fickd

Prior CI management experience

At least 5+ yrs experience in CI for eredibility and training/mentoring

CI resowrces availuble to subordinatas

Appreciation for what CI field agents experience (gained through sxperience)
Proficiency with Cl investigation techniques {for management « r\,mozir};)
Interact with and manage people from other CT organizations

Read people (for spotiing, essessing)
“Tdentify people with CJ leadership potential

Manage & variety of CI skill levels

Recruit people with the right beckgrovnds for various CT functions
Create/develop programs that satisfy CI requirements

Anticipate CI manpower needs

Determine CI priorities (resource aliocation)

CI Operational Planning

Make decision based on experience
‘Be able to force cooperation/collaboration on CI issues

Teamwaork! Teambuilding/ Leadership

Human resource process at other agencies inciuding military and civil service
Needs of CI collectors/operaters In th field
OPSEC prineiples
COrganizational CI policy
Prior CI management experience
Al least 5+ yrs experience in CI for credibility and tralning/mentoring
CI prograrm priorities '
ClI resources available to subordinates
Requirements sor obtaining/justifying CI resotirce
Nutional Intelligence Program budget cwclei'pr CEss
Appreciation for what CI fiekd agents experionce {gained through expesicnee)
Whers (o zequire information
Understand human souzces and how to recruit them
Background in analy _fSi‘\ (research and weiting)
‘&oma vears of experience as analyst
Your CI finctional content acea
Available tools to enhance/assist in accomplishing the CI mission
Driversified background across field and at national fevel
erform necessary administrative CI processes
Proficiency with CI investigation techaigues {for management credibility)
Interact with and manage people from othier CT organizations
Read people (for spotting, assessing)
Tdemify people with CI leadership potential

SECRET/NORORN
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Fundaniental Blemenis: Competencies
Manage a variety of CI skill levels
Recruit people with the right backgrourds for varicus Cl functions
Justify and argue for CT resourses
_Create/develop programs that satisfy CI requirements
Develop, implement. and adapt straigey based on (7T developments
Devise plans to meet €I goals
Anticipate C] manpower needs
Determine CI prioritiss (resource allocation)
CI Strategic Plamning
I Opezational Phnning
Prioritjze threats ‘
Develop CI programs {collections, analysis, cic.) to mest consumer needs
_Make decision based on experience
Leverage Cl capabilities of other agencies

Resource Managament

Your agency's Cl mission
Elow your organization fits into the CI community
Hurman resource process ai other agencies including military and civil service
Needs of CI collectorsfoperatozs in the fleld
. Cl resource munagement
CI program priorities
Cl resources available 1o subordinates
Reguirements for obtainingfustifying C resources
Nationa] Intelligence Program budget cyele/process
Appreciation for what CI field agents experience (gained through experience)
Available tools to enhancesassist in accomplishing the CI mission
inferact with and manage peeple Fom other Cl organjzations
Justify and argue for CT resources
. Develop and manage CI budget
Anticipate CI manpower needs
Determine CI priorities (resource allocation)
Make decision based on experience

T e BT R
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: Fundamental Elements: Competencies
Leading Change

Requiremenis/interesis of other agencies in the IC relative 1o your organization’
CI jurisdiction of your agensy and others {identify averfaps and gaps)
Customer requivements for CI information
X resource manugemett

Requirements for oblaining/justifying CI resources

Cultural awareness and seasitivity -- international experience/exposure
Understand benefits of technical collection '
Appreciation of threats comiag from techuology

Availabie fools to enbancefassist in accomplishing the CI mission
Identify people with CI leadership potential

Recruit people with the right backgrounds for various Cl functions

Tustify and argue for CT resowrces
-Create/develop programs that satisfy CI requiremanis

Develop, implemeant, and adapt sirategy based on CI dev clupmcma

€l Strategic Planning

Make decision based on experience

Sense why what you're doing is important (how it fits into the big picture)
Create/build strategic Cl partnerships {ljalsen)

Leverage CI capabilities of other agencics

Ethics, Commitment, Integrity, Accouniability

Cl jurisdiction of your ageney and others (identify overlaps and gaps)
Customer mission and equities requiring Cl services

Needs of CE collactors/operators in the field

AG Guidelines

Legal statuteg/authoritics (FISA, NSL, clc)

OPSEC principles

Organizational CI policy

Requirements for obtainingjustifying C1 resources

-National Intelligence Program mnégaa oy (,Ee/procem

Understand benefits of technical collection

Appreciation for what CI field agents experience (gained through experience)
Understand customer prioritiss

Substantive knowledge of targets

Available tools to enhancefassist in bcconmizshmg the CF mission
Educate consumers on potential impaet of CI information

Proficiency with CI investigation technigues {for management credibilied)
Eiaison with other domestic Clisscurily agencies

-Liaison with other foreign Clintelligence/Security agencies

Resd people (for spotiing, assessing}

hiarketing CI products and services

Tdentily people with Ci leadership potential

Manage a veriety of CI skill levels
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Fundamental Elements: Competensiss

Recruit peuple with the right backgronnds for various CI funciions
Justily and argue for CI resources
Create/develop programs that satisfy CI requirements
Develop, implement, and adapt strategy based on CI developments
Develop and magage CT budget
Determing CI priorities (resource allocation)
"l Swategic Planning
CI Operational Planning
Prioritize threats
Develop CI programs {(vollestions, anafysis, ¢te.) to mect consumer needs
tlake decision based on experience
Appreciate different perspectives within the CT community
Create/build strategic Cl partnerships {liaison)
Interact with and sonymunicats with fhe mediz on sensittve C1 issues
Ensure CI products meet customer needs
“Malee CI information relevant to consumer
Seope CI products to customer requirsments
Canry out oversight of CI programs
Be abls to force conperation/collaboration on T {ssues
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Fundamental Elements: Compeiencies

Continuous Learning

Requireraents/interests of other agensles in the IC relative o your organization
Capabilities of other agsiicies b e Ic

How your crganization fits into the CI community

Flow LE community operates

[Humen resource process at other ng_,encl'“b inciuding military and civit service
Customer mission and equitics requiring CI services

- Custoner requirements for CT information

Needs of CI colicetors/operators in the figld
Legal statutes/authoritics (FISA, NSL, etc)
Organizational CI policy

CI resource management

CI program priorities

Cl resources available 10 subordinates
Cultural awareness and sensitivity -- international experisncefexposure
Understand benefits of technical collestion

" Appreciation of thrsate coming from technology

Understand your sgency's perspeetive and priorities

Appreciation for what CI field agents exparionce {gained through experience)
Understand customer priorities

Where to acquire {nformation

Environment in your area of operation

Aveailable tools to enhageefassist in secomplishing the CI mission
Diversified background aevoss field and st national Jevel

Profiviency with Cl investigation techniques (for management credibility)
Prioritize threats

. Develop CI programs Lcollcctmm. analysis, to.) 10 mest consumer nesds

Sense why what you're doing is important thow it Tits into the big picturs}
Thiok analytically ’

Recognize refationships hetween targets, groups, eto.

Appreciate different perspectives w vithin the CI compmunily

Create/build strategic CI partnerships (Haison)

Leverage CT capabilities of other sgencies

Ensure CT products mect customer neads

" Make CI information relevant to consumer
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