P
SCIF LOCATED AT SUSEE

\RMRAA THE SCIF IS IN COMPLIANCE WITH THE PHYSICAL SECURITY CRITERIA

OF DCID 6/9, PHYSICAL SECURITY STANDARDS FOR SENSITIVE COMPARTMENTED

INFORMATION FACILITIES.

2. <{S/A) THIS 80,000 SQUARE FOOT SCIF IS GRANTED FINAL PHYSICAL

SECURITY ACCREDITATION FOR OPEN STORAGE, DIS

HANIIL
PROCESSING OF SI/TK LEVEL INFORMATION. PSO Bl 0usCe2s

. AUTHORIZED OPERATIONAL OPEN STORAGE OF SI/TK

(NON-REMOVABLE) MEDIA AND THE USE OF DEDICATED LOCKABLE NON-GSA
CONTAINERS FOR THE STORAGE OF CLASSIFIED MATERIALS WITH IN THE
FOLLOWING ROOMS 1024, 1027-1029, 1031-1033, 1035-1036, 1038-1045, 1047~

1045, 2008-2012, 2015-2034, 2036-2044, 2046-2059,
2085-2091, 2093-2107, 3007-3018, 3020, 3024-3028,
3036-3037, 3039-3043, 3045-3051, 3053-3060, 3062,
3074-3078, 3080, 308B4-3088, 3091-3097, 3099f3104,
4020, 4022-4028, 4030-4032, 4034-4038, 4040-4044,
4053-4056, 4061-4063, 4065, 4067-4071, 4073-4077,
AND 4095-4100.

4. +{8//8¥F} TEMPEST ACCREDITATION IS GRANTED FOR THE UNRESTRICTED USE
OF COMMERCIAL OFF-THE-SHELF EQUIPMENT FOR PROCESSING CLASSIFIE

2076, 2075-2083,
3030, 3033-3034,
3064-3066, 3070-3072,
4007-4011, 4013-4018,
4046-4048, 4050,
4080-4084, 4087-40983,

. INFORMATION. THIS ACCREDITATION IS BASED ON MORE THAN

INSPECTABLE SPACE SURROUNDING THE SCIF.

(b)(1)1.4¢, (b)(3) 50 U.S.C. § 403-1

5. ~8//3R) ADMINISTRATIVE TELEPHONE SECURITY IS APPROVED BASED ON THE
USE OF A COMPUTERIZED TELEPHONE SYSTEM CONFIGURED AND PROTECTED IN
ACCORDANCE WITH CNSSI 5000 OR THE INTENT OF TELEPHONE SECURITY GROUP

(TSG) STANDARD 2.

6. (844 THE INTﬁUSION DETECTION SYSTEM MEETS DCID 6/9
REQUIREMENTS FOR THE PROTECTION OF SCIi MATERIAL. THE ALARM RESPONSE
TIME FOR OPEN STORAGE IS 5 MINUTES BASED ON ON-SITE AFTER~HOURS GUARD

PRESENCE.

7. (U) THE PROCESSING OF SI/TK INFORMATION IS NOT AUTHORIZED

WITHOUT AIS CERTIFICATION.
ats, pLEASE -coNTACT [RNRRARRg AT ' RED
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OUESTIONS RELATING TO

(b)(1)1.4c, :b)(3) 50 U.S.C. § 403-1
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(U). NRO'S PTCO FOR THIS FACILITY IS DEIESEE RED 9%
PLEASE RETAIN A COPY OF THIS MESSAGE FOR YOUR

DECL:25X1
—S—E-C-R—E-3
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