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Criminal Law Axiom #1

= The Number 1 and most important axiom
of the criminal law (including export control
law),

* Do Not Be in the Wrong Place at
the..... .

*"Your dog had both mative and opportunity, ma'am:
Ho hated che cat and he's had training In eparating
heavy machinery: ... Your husband, we faal, was
Just In tha wrong plhce ac the wrong dme."
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Today’s Aim in 45 Minutes

5 1, To provide information concerning the
DOJ/National Security Division's export
enforcement initiative,

= 2. To provide a very brief legal
background concerning the investigation
and prosecution of export & embargo
violations.

Outline of Topics

# 1, DOJ Export Enforcanent Initiative & Counter-
Proliferation Task Forces ‘
» Why Is this important to US?
e What is it?

= 2, What are the Laws?
= - Brief Oulline of the Legal Bases to Investigate &
Prosecute Export and Embargo Violations
8 — Some Historical Context
= ~ What makes an Expori or Embargo Violation a
CRIMINAL Violation?
= - “Wiliful® Conduct
» — How to Prove a Willful Violation?

I. The DOJ Export Enforcement
Initiative — Why is this Important to US?

o Among other reasons;
81, U.S. v. Asher Karni ~ A proliferation threat oflen
where not expected.
=2, lran, Norlh Korea, Sudan, China ...
=3, AFlexible and Effeclive Hammer/Tool
* 4, Sources & Intelligence
» 5. FBI Windbreakers — Real Deterrence
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The WHY - A Quick Reminder

U.S. v, Asher Karnl
U.S. v. Humayun Khan

Defondant Karnl was the prinelpal In an
importfexport business known as Top-Capo

Tolmulogy,

{n July 2003, agants from Commerso and DHS
eamad that Kaml was In tho procoss of

acquiring 200 tiggored spark gaps (shown In
hoto) from a company In Massachusetts and
hat he planned to have the m{Fgernd sparlt gaps

sent to Top.Capo In Soulh Africa, fromwhere

the itlems, at his instruction, would bo re-

oxported to Pakistan,

Tﬂﬁgemd spark gaps are high-speed eleclrical

swlitches that are capable of sending

synchronlzed elactronic pulses,

;I"hu can ho usod as detonators of a nuclear
ovice,

The WHY-A Quick Reminder
U.S. v. Asher Karni
U.S.'v. Humayun Khan

.5, oxport laws and regulations requlre {he Issiance of a
llconsa for the uport of tgnored sprk geps to Pakistan.
At the J’uqunal of Investigating unnms. tha manfacturer
ngmn {a dizablo the tHgpore: .?n ou;v: befoo thoy wero
shipped to Kamni's company In South Alrica though a broker,
In Oct, 203, Knmi's company llegally sent the triiggered
spark gaps kn!s:umabaﬂf Padstan via Dubal, e Y
Kami was arested on Jan 1, 2004 In Danyer, CO, when ho
arrived far a ski vacaticn, Ho wes detalned pundfnn toal, ’
In Sopt. 2004, Ko Lplud %ulll and sooperatediam] actad ag™™
a middle man forKhan, a Pakisloni, In Rogally shippg both
{riggored sparkgaps and osclilescopes to Pakistan,
Khan was Indicled InApril 2005,
Kaml recelved oadit for his cooperation and vas sentenced
{o 36 months In prison In Augst 2005,

.

Why important?
= Among other reasons:
= 2, Iran, North Korea, Sudan, China. ..

o November 5, 1878, Oclober23, 1983, June 25, 1928
o Hasir bin Hamd akFohd - May 2003

= 8, AFlexible end Effioclve HommerTed

= U,S, v. Batile (Orogon) (IEEPA—Senvicas prehibted 1o or from al-
Qaada znd the Taliban)

» U.S.v. Alamoudi (E.D, Va) (IEEPA—~OFACS Libyan reguldions)
° U.S, v, U (San Dlego)— Acceleromalers {o China
* U.S.v, ChiMak (LA,)~Y.8. naval submarine lechnology to China
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Why are invéstlgations &
prosecutions of export and embargo
violations important?

Among other reasons;

54, Hu_man Sources & Intelligence

e ——— e

“You evor §e|: that urge, Frank! (c begins with looking

cdawn from S0 stories up, thinking about tho
meaninglessnass of life, lisconing o darle volces
deeap Inside you, and you chink, 'Should 17 ...
Should I ... Should I ' push semeona ofit'"

Why are investigations &
prosecutions of export and embargo
violations important?

= Among other reasons:

2n DaldWAdadbenalea °
= 5. Raid Windbraakers — Real Delerrence:

“Reputational Risks,” thus a listening audience
= Marger & Acquisition Due Difigence — Goldman Sachs
s Clisnl Alerts
= Weekly Seminsrs
o Intemet Blogs and Newslellers
o Greater Lavarag than you raelize when you knock on the
door with 8 grand jury subposna or simply to "chat”

ACLURMO055425
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Raid Jackets Folks Llstenlng

b6 per

b7C FBI

DOJ Export Enforcement Initiative

s How did it come about? — Some Context

= What is it?

‘DOJ National Security Division

National Security Division — Origins and Purpose
= Three Seclions: Approximalely 150 lawyers

o Office of Infeligence and Policy Reviow (FISAs)

* Coupleriirorism Section

5 Ccunlaresplona? Secllon - Expo/Embargo Enforcemont, Esplonage,
Forslgn Agenis Regislallon, Misuse of Classified Info, Advlce & Counsel

4

March 31, 2005 Commission on tha Intallganea Capabliitias of the
U.S, regardmg WMD (Judga Silbarman & Sonator Robh)
One AA,G. as "single focal point on all natlonal secunly mallers

“In &n era whan ilis hammlng lnc:uasngy inoumben!
orgenizations like the FBI lo tholr law unrorcornenl and
Intelligenca mpunﬂbiﬁl!as {noro thow Iful Innovaﬁva, and
construcliva lagal guidance Is in higt

With a NSD, lt wIII 'hl hllghl thal lDOJLauomsys are nol ]usllhers to
advise the |FBI and of ers] if a matler becomes a aiminal
Investipation.”
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DOJ Export Enforcement Initiative
—What is it?

= 1. Training — AUSAs and Agents

w2, Greater Coordination with Licensing &
Investlgative Agencies

= 3, Promotion of Information Flow to
Intelligence Community

w 4. Counter-Proliferation Task Forces

Training

v Training Talks/Seminars
= — Whenever & Wherever
= ~As needed'-- Tailored for your bailiwick or focus
(e.g., China, Iran, elc.)
= — Genaral Aim: Make AUSAs & Investigalors more
efficient and beller able lo spot polentlal violations
(whether to idenlify criminal defendants or potential
sources)
a —The Substancs of Training:
= The legal elemenls of export and embarga violalions
s Invesligalive tips and suggestions for thls context
o Problematic arsas

Greater Communication with
Licensing & Investigative Agencies

v 1. Regular Meetings to Discuss Issues of Mutual Concemn

= 2. Open Telephone line to receive suggestions,
vecommenastions, complainls, and even complimants
regarding USAOs/AUSAs
s — |nformal resolution ahead of crisis lime

s - Licensing Delerminalions

@ 3, Leveraging Resources, e.g., possible office space for
residenl agent, elc.

s 4, Inler-agency HQs Working Group ~ DCIS

ACLURMO055427
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Increased Information Flow to
Intelligence Community

= Increased Reporting of Information to
Intelligence community: ’
= 1. Self-Disclosures to DDTC, BIS & OFAC
@ 2, Task Forces

Counter-Proliferation Task Forces
—What are they?

u Districl based Task Forces to invesligate and prosecute expori conlrol
violalions: Counler-Proliferalion Task Forces

= Principal Investigalive Agencies: ICE, FBI, Commerce, DCIS

= All U.B, Allomeys Officas inviled to participate
® Publlc Announcement by DOJ/NSD Qxlober2007

° Deslgn and Practice of the Task Forces conlrolled by needs of

parllcular Disirict

e Frequency olMestings?
® Form or Struciurs of Group?
o Co-Locala Agpnts? Over Ume; Case speciflc; Dislrict determination,
© Funding? Forieturae funds.

Ultimate Goals of ihe -
CounterProliferation Task Forces

In Summary: 1denlify, Investigale, and prosecule violallons of expost control
laws and Disrupt domeslic and forelgn proliferetion networks.

1. _Bhare Information and Resources among he Investigative
Agencies:  Lovarage all tha invesligalive agencies fo oblain betlor—~
s Compranesie, Cobidinsied, and o —invesiigations and
prosocullons,

2. Use lhe Information and assels of the Intelligence Community o
{arget Investipative and enforcement efforls upon tha most dangerous
llle';\gval l_;;(roliferallon and exporl threats and Lhe mos! aclive lllegs! export
networks, .

3, Provide the Intelligence Communily wilh poteritfal informatlon, ’
sources, and possible lools which ariss from our Invesligstions and
prosecutions,

ACLURMO55428
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Counter;ProIiferation Task Forces

s Afew more details:
= AUSA in each dislrict
° Dispule resolullon /.coordination among the investigative agencies
» To Focus Investigative/Prosecullon Resources
s To Improve Inter-Agency Communlcation of Tips, Leads & Infelligance

= 8.D. of N.Y, Modal (AUSAEd O'Callaghen)
o Dislric! of Maryland Model(AUSA Jim Warwicl)

Principal Investigative Agencies --
CounterProliferation Task Forces

» |mmigration and Customs Enforcement (ICE)
= Federal Bureau of Investigation (FBI)

® Commerce Department — Bureau of Industry and
Security (BIS) .

s Defense Criminal invesligative Service (DCIS)

Other Investigative Agencies

= Depending on the districl:
. @ Naval Criminal Investlgative Service (NCIS)

o Air Force Office of Special Investigalion (AFOSI)

= Army Criminal Investigations Division (CID)

ACLURM055429
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Other Investigative Agencies

= Depending upon the district:

u Defense Department
= Defense Security Service

= Defense Logistics Agency (DLA)

= State Department -- Diplomatic Security
Service

]f

Legal Outline of U.S. Export &

Embargo Violations
w 1. Historical Context: A 200-Year Anniversary

a 2, Although a new initiative, thisis not new
Stuff.

= The Embargo Act of December 22, 1807
®* “That an embargo be , . . laid on all ships and vessels
Inthe , . ., jurisdiction of the United States, ... and

that no clearance be furnished to any ship or vessel
bound to such foreign port or place, excepl vessels

under the Immediate direction of the President . . .

ACLURMO055430




Take Home Messages on the Law

o A. Four General Areas of Export Control Laws
= —Munitions — State Depariment
# —Dual Use llems — Commerce Depariment
v —Counlry Sanclions — Treasury Department
° —Designaled Individuals — Troasury Department

= B, To prove a Criminal Offense In this context, we
need lo show Willful Conduct

° C. How lo Prove Willful Conducl?: Consciousness of Guilt
Evidence — Use the 3-Cs in your Invesligatlons

v

v D, Youare NOT on an Island: Plenly of avallable resources,
prior examples and models. Among others to call: Office 202
363-4386; 24/7 202 514-5000.

. Legal Outline of U.S. Export &
Embargo Violations

1. Munitions/Ams — Arms Export Control Act

s 2. Dual Use Goods -- Export Administration
Regulations & International Emergency
Economic Powers Act (IEEPA)

# 3. Country Sanctions — Specific Country Trade
Sanctions (Iran, Cuba, North Kora, Libya,
Byria, Sudan) :

= 4, Prohibited Persons/Organizafions Sanctions
— Specific designated actors; WMD Proliferators
and their Supporters; TerroristsFTOs; Drug
Traffickers

Qutline of U.S. Expont & Embargo
Violations ¥
& THE GENERAL PROHIBITION (stated over

broadly solely to illustrate the principle):

= Without & ficense, thou shiali not willfully
export goods, services or technical
information to, or engage in any
transaction with, Country X, a National
of Country X, or a specifically
Designated Foreign National or Foreign
Group.,

ACLURMO055431
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The Federal Licensing Agencies

@ Munitions: State Department — Directorate of
Defense Trade Controls

® Dual-Use Goods: Commerce Department —
Bureau of Industry & Security

® Country & Group Embargoes: Treasury
Department — Office of Foreign Assets
Control

N

The Crimes - Statutory Bases to
Prosecute

@ Arms Export Confrol Acl, 22 U.8.C. § 2778(c): "Any
person who willfully violates any provision of this
seclion or section 2778 of this tille, or any rule or
regulation issued under elther sectlon, . .. shall upon
conviclion be fined . , . or imprisoned . . .'

@ Internatlonal Emergency Economic Powers Acf, 50
U.S.C. § 1705(b): *Whoever willfully violates, or
willfully attempls to violate, any license, order, or
regulation issued under this chapter shall, upon
conviclion, be fined .., or... may be imprisoned .. . .

Munitions — Arms Export Control Act

@ General Prohlbition: Thou shall not export or broker the
export of a defense article or defense service without a
license

« ‘The Licensing Agency: U.S, Stale Departmen, Dirsciorate of
Defenso Trade Controls
v Kav Tamms and Concants:

® Del‘onsezril-l:l;s' -a-r:;' ilem or lechnlcal dale designated on the
U.8. Munllicns List {USMLY)
= Defanse Servicas — Asslsianca to forelgn persenin tho deslgn,
repalr, modificalion, mandaclure usa or tralning of deferso artlclas
= Tochnical Data «Inf Irad for design,
rapalr, testing or modtication of dafense articlas
= Regulalions/Rules of Ihe Road: Intemallonal Traffic in Arma
Regulalions or ITAR, 22 C.F.R. Secllens 120-130
s lnvesligative Aulhorily: ICE, FBI, DCIS/DOD

ACLURM055432




CHINA & Arms Embargo

ITAR:

° “ltis the policy of the United Slates o deny licenses and
other approvals for exporls and imporis of defense articles and
defense services, destined for or originating in certaln

countries. ... This policy also applies to countries
_ with respect to which the United States
malntains an arms embargo (e.g., . . . China).”

22 C.F.R. Section 126.11(a)

Dual Use ltems — |IEEPA & Export
Administration Regulations
@ General Prohibition: Thou shall not exRort an
};em on the Commerce Control List without a
icense

© The Llcensiné; Agency: U.S. Commerce Department,
Bureau of Indusiry & Securily (BIS)

= Koy Terms and Concepls:
» CCL llems — Commerce Confrol List (CCL)
# Deemed Exports—

s Regulations/Rules of the Road: Export Administration
Regulafions or EAR, 16 C.F.R. Seclions 730-774;
Exporl Adminisiration Act expirad bul EAR mada
effective by IEEPA

= Invesl{gaﬂve Authority: Commerce, |CE, FBI,
DCIS/DOD

Embargoes or Sanctions against Countries
or Designated Persons/Groups -- OFAC

w General Prohibition: Thou shall not engage in
dealings or transaclions with Counig , a
resident national of Country X, or a designated
foreian person or group withouta license

= The Licensing Agency: U.S. Treasury Deparlment,
Office of Foreign Assel Controls ("OFAC")
s Key Terms and Concepls:
v Egeh ambarg, regulation, or sanclions lsq uniguu. .

* Prasident uses largeled iuns for ly and
foreign policy purposes,
w WMD Proliforation Senclions - Executive Order 13382 .

s Regulations/Rules of the Road: Execulive Orders
and OFAC Ragulations at Title 31 of CIF.R.

= Invesligative Authority: ICE, FBI, Commerce

“ .
.
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When is an export or embargo violation a
CRIMINAL violation?

8 To obtain a criminal conviction, U.S,
Export Control Laws and Embargo
Sanctions require the government to show

that the defendant “Willfully” violated
the law.

= Negligent violations, accidental violations, and
other violations will not do.

What does “Willfully” mean in
an export licensing statute?

¥ The Issue; Does a "willful” violation

. require proof that the defendant knew that
his conduct was unlawful, or does it also
require proof that he knew of the federal
licensing requirement?

= Answer: Proof that the defendant knew
that his conduct was unlawful.

When is a Violation Willful?
- Factors Considered by Prosecutors -

u The Three C's

Faclors considared by prosecutors In delemmining whether a person

ﬁcled “willfutly” in viofating an export conlro} stalule, regulation or
cense:

L (1) Concealment of lhe export or related aclivitles;

. (2) Cash or Exorbitant Prices {unusual payment terms
used}; or

o (3) Circuitous route in shipment before arival al the

ullimale destinallon,

= InSummary: Conscliousness of Guilt Evidence

ACLURMO055434
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How to Prove Willful Conduct

o The Commerce Department has provided in the
EAR and on-line a listing of "RED FLAGS”

= -Red Flags to recognize when customers or
business assodates may be seeking to export or
trans-ship an item illegally to a prohibited
destination or to divert the an ltem to an
undisclosed destination or user.

See 15 G.F.R. Part 732 Supp.3 ("BIS’s ‘Know

* Your Customer Guidance and Red Flags").

“RED FLAGS" of Diversions
= DOC/BIS provides legmmala businesses with a listing of
*RED FLAGS"

¢ Indieations that-an unlawiul di verslon mlghl be planned by a
cuslomer or a Whird-party.

= Displsyed upen BIS's webpage and in EAR.

v Relied upon oxlensivaly by legillmale exporlers.

‘The RED FLAGS and similar faclors or indlcators serve
welldasta checklist for identifying evidence of willful
conduct,

For Instance, the RED FLAGS may be a checldist in
inlerviewing a cooperative wilness (o ensura (hat we
obtain any and all factual delails indicative of williul
conduct.

a Likewise, In reviewing documents, kesp lmk!ng for
factual tidbits reflecting these "RED FLAG

Red Flags — Proof of Willful Conduct

“Possible indicators that an unlawiul diversion might be
planned by your customer include the following:‘

a

L] 1. The customer or purchasing agent is reluctant to

offer informiation about ths end-use of 2 product,

2. The producl’s capabililies do not fit the buyer's
line of business; for example, a small bakery places an
order for several sophislicaled lasers,

» 3, The product ordered is incompatible with the
technical level of lhe country to which the product is
being shipped. For example, semiconductor
manufacluring equipment would be of little use ina
country withoul an electronics indusiry. a

ACLURMO055435
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Red Flags ~ To Prove Willful Conduct

w 4. The customer has lttle or no business
background.

= 5, The customer is willng to pay cash for a very
expensive item when the terms' of the sale cdl

for financlng.
= 8, The customer Is urfamiliar with the product's

performance characteristics but still wants the
product.

u 7. Routine instalation, training or maintenance

services are dedined by the customner.

Red Flags — Proof of Wiliful Conduct

u 8. Delivery dates are vague, or

deliveries are planned for out-of-the-way
destinations.

#» 9, A freight forwarding firm is listed as
the product's final destination.

®  10. The shipping route is abnormal for
the product and destination.

Red Flags ~ How to Use Them

© 11, Packaging is inconsistent with the staled method of
shipment or destination.

= 12. When questipned, the.buyer is evasive or unclear
about whether the purchased product Is for domestic
uss, export or reexport.” 15 C.F.R. Part 732 Supn.3.

= USE Them;

In Interviews of wilnasses and cooperalors to obtain Informatlon
In Revlewing Documenis

v
u
* In Inlerviewing the subjact
s In Assessing a Case

= [n Convincing a Blockhead Prosaculor of the Merits of a Casa

ACLURMO055436
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QUESTIONS & IDEAS???

Call or Write:

* Steve Pelak— [ )

C )
(7)
@
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