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Criminal Law Ax(om #1 

• The Number 1 and most important axiom 
of the criminal law (Including export control 
law), 

• Do Not Be in the Wrong Place at 
the ..... . 

ALL FBI INFORJ~TIDN CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 01-17-2012 BY 65179 Dllli/STIJ 
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Today's Aim in 45 Minutes 

11 1. To provide information concerning the 
DOJ/Natlonal Security Division's export 
enforcement initiative. 

• 2. To provide a very brief legal 
background concerning the investigation 
and prosecution of export & embargo 
violations. 

Outline of Topics 
• 1. DOJ Export Enforcenent Initiative & Counter-

Proliferation Task Forces · 
• Why Is this important to US? 
• What is it? 

• 2. What are the Laws? 
• - Brief Outline of the Legal Bases to Investigate & 

Prosecute Export and Embargo Violations 
•- Some Historical Context 

• - What makes an Export or Embargo Violation a 
CRIMINAL Violation? 
•- "Willful" Conduct 
•- How to Prove a Willful Violation? 

. 

I. The DOJ Export Enforcement 
Initiative -Why is this Important to US? 

~ Among other reasons: 
• 1. U.S. v. Asher Kami- A proliferation threat often 

where not expected. 
• 2. Iran, North Korea, Sudan, China .•• 
• 3. A Flexible and Effective Hammerffool 
• 4. Sources & Intelligence 
• 5. FBI Windbreakers - Real Deterrence 
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The WHY - A Quick Reminder 

U.S. v. Asher Karnl 
U.S. v. Humayun Khan 

• Do!ondnnt l(nml wns lheprinclpolln an 
lmport./oxport bu~lnc!i!; known ~• Top·Cnpo 
1'..:-t·~fatJY. 

" In July 2003, ngonts !rom Common~o ond DHS 
toarnod I hal Kaml w•• In l~o proco"" of 
ocquh·lng 200 lriggorod sp"rn gaps (uhown In 
pholo) from n compuny In Mos....,hu•cll:: nnd 
I hat ho ~lo nnod to novo lholtlgge rod •pam gaps 

~~~1t~0"'s~~j~~~~~~~~cuU~n~:;}g~IJ'g{J',-:_horo 
oxportod lo Paklntnn. 

• JCH~;;~.d~~~r~;.s~g~"'i,). ,~,r~~~~y.~g eleclrl••' 
synchronlzod olocLronlc pulses. 

• Thoy can bo usod as detonators of. nuclear 
dovl~e. 

HY-A Quic 
U.s. v. Asher Karnl 

U.S. ·v. Humayun Khan 
U.S. axptnt bws "'"' '"'""'""""' llcor..so for I he 

~!i~?~r~;~t!!~!!.g.~:Ji.!htp~~!:~.~~~~l~~;:~.~t'. 

VVhy important? 
• Among other r~asons: 

• 2. Iran, North Korea, Sudan, China ••• 
• NovemberS, 1979, Oclober2!3, 1983, June25, 199!l 
• Noolr bin Hllllld o~Fohd- Moy 2003 

a 3, /\ F!c~!b!c c.nd !;ffocU•,oo Hommorfrc~ 
• U.s. v. BaWo (OrogorO (IEEPA--Sollllces prohlblod lo or lrom ·~ 

Qaeda Sld !he Taliban) 
• U.S. v. Alemoudi(E.O. Va) (IEEPA-OFAC's Libyan roguhllorn) 
• U.S. v. U (San Diego)- Aoceleromeleoslo China 
• U.S. v. Chi Mak (LA.)-U.S. naval•ubmarinolechnology lo China 
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Why are investigations & 
prosecutions of export and embargo 

violations important? 

13 Among other reasons: 

5 4. Human Sources & Intelligence 

uYou ovor. gc..c U.:::.t u r.e;a. Frunk( fr: begin~ wiLh lookl"g 
down rrom: 50 .St\Orla.s up, thfnk lng abOUC d 'I O 

rnenn !11JJ:IP-5si,e.ss of lffu , ll~ot:o ntng t:.o darfc vclca..'\ 
doop ln::ldo you~ nnd )lou think, 'Should l l ... 

Should ll ·-ShouJd I u.sh .somoono otn"' 

Why are investigations & 
prosecutions of export and embargo 

violations important? 
B Among other reasons: 

= G. Raid VVindbraakera- Rcnl Dcterrencs: 
"Reputational Risks; thus a listening audience 

• Mergar & AcqulsiUon Due DiBgence- Goldman Sach• 
• errant Alerts 
• Weekly Seminars 
• lnlemol Blog• and Nawslollors 
• Greater L<>voroo~ then you roelize when you knock on lhe 

door wllh o 9r•mdjury •ubpoana or simply lo 'char 
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DOJ Export Enforcement Initiative 

.,. How did it come about? - Some Context 

,. What is it? 

" 

DOJ National Security Division 
~ National Security Division - Origins and Purpose 

• Three Sections: Approximately 150 lawyers 
• Offtee of lnlellgan::e and Polley RaviOli (FISAs) 
• Countarbrrolism SecUon 

· ~g::.?~~~c~~·r.~~~~ ~~~n;::~tf.'tl~~..e&\~'K~~~~., 
a: March 31.2005 Commission on tha lnlelllga11CA Cflr.aabl!iUeo~ o!t.l-te 

u.s. regarding WMD (Judge Silberman & sonator Robb) 
• One AA.G. as "single focal point on all national seCIJrily mailers' 
• "In an""' when Ills becominG lnaroasingly incumban\ up:>n 

organizations like Ute FBI \o culanco both lholr tow onlorcement end 
1111olllgonca ra!>ponsl~lllllas, moro lholmMul, lnnevolive, and 
construciiVo l>!)ol guyJenco !sin hi !)I> d'omand." 

• With a NSD, It wlll"hlghhghl that fDOJI attorneys are nol Jusllhere to 
advise the(FBiend oChers) U a maUerbecomas a criminal 
lnvesUgallon." 

" 

b6 
b7C 
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DOJ Export Enforcement Initiative 
-What is it? 

1. Training- AUSAs and Agents 

2. Greater Coordination with Licensing & 
Investigative Agencies 

3. Promotion of Information Flow to 
Intelligence Community 

4. Counter~Proliferation Task Forces 

Training 

0 Training Tall<s/Seminars 

Li 
1. 

2. 

• -Whenever & Wherever 
• -As needed'- Tailored for your bailiwick or focus 

(e.g., China, Iran, etc.) 
• - General Aim: Make AUSAs & Investigators more 

efficient and better pble to spot potential violations 
(whether to identify criminal defendants or potential 
sources) 

• -The Substance ofTraining: 
• The legal elements of export and embaroa violations 
• Jnvesllgalive lips and suggesllons for this context 
• Problematic areas 

, 

Greater Communication witl 
censing & Investigative Agencies 
Regular Mee1ings to Discuss Issues of Mutual Concem 

re 
Open Telephone line to receive suggestions, 

commendations. comp!cints1 and even comp!im':3nts 
garding USAOs/AUSAs re . . 

3. 
re 

4 . 

-Informal resolution ahead or Clisls lima 
-Licensing DelermlnaUons 

leveraging Resources, e.g., possible office space for 
sidenl agent, etc. 

Inter-agency HQs Worl<ing Group- DC IS 

11 
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Increased Information Flow to 
Intelligence Community 

111 Increased Reporting of Information to 
Intelligence community: 
• 1. Self-Disclosures to DDTC, BIS & OFAC 
• 2. Task Forces 

Counter-Proliferation Task Forces 
- What are they? 

' District based Task Forces to invesligota and prosecute export control 
violaUons: Counler·ProliferaUon Task Forces 

Principal lnvestrgalive Ag_encies: ICE, FBI, Commerco, DC IS 
All U.S, Allomeys Offices invited lo p~rtlcipale 

• PubllcAnnal<lcemenl by DOJ/NSO O;tober2007 
Design and Practice of the Task Forces controlled by needs of 
particular District 

• Froquoncy oiMoeUngs? 
• Form or Slruclure of Group? 
• C<rLocala Agpnls? Over Ume; Case specific; Dls\rlc\ determlnaoon. 
• Funding? Forfelure funds. 

Ultimate Goals of the -
Cl?unterProliferation Task Forces 

In Summary: ldantirr, lnvestl9ale, and prosecute violations of export control 
Jaws and Disrup dome sUe and foreign proliferation networks. 

1, Sbem lnforrnalion and Rosourcos amon!illhe Investigative 
Agcncios: Lovornge oll lholnvosUoarwe agencres to oblain bellor
mc;;u \rtifTrprutriil-~·-ru~ (..,;."'.JLrjirl~~t:ti1 cnU compioto-invesiigaiions and 
prosoculluns. 

2. Use Lhe Information and assets of Lhe Intelligence Community lo 
target Investigative and enforcement efforts upon \he most dangerous 
illegal proliferation and expo~ threats and Lha mostac\ivelllegal export 
networks, • 

3, Provide Lhe lntelllganoe Community wilh potential information, 
sources,.and possible tools which lUisa from our Investigations and 
prosecuuons. 

" 
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Counter-Proliferation Task Forces 

• A few more de !ails; 

• AUSA in each dislricl 

• Dispule resoluilon /.coordinalion among !he lnvesilgallva agencies 

• To Focus lnvesilgaliveiProsecuUon Resources 

• To Improve fnler-Agency CommunlcaUon of Tlps, Leads & lnleillgence 
• S.D. of N.Y. Modo! (AUSA Ed O'Callaghln) 
• Dlslricl of Maryland Modoi(AUSAJim Wa!Witl<) 

Principal Investigative Agencies-
CounterProliferation Task Forces 

~ Immigration and Customs Enforcement (ICE) 

• Federal Bureau of Investigation (FBI) 

" Commerce Department- Bureau of Indus II)' and 
Security (BIS) · 

D Defense Criminal Investigative Service (DC IS} 

Other Investigative Agencies 

• Depending on /he dis/tiel: 

. a Naval Criminal investigative Service (NCIS) 

a Air Force Office of Speciallnvestlgalion (AFOSI) 

"Army Criminallnvestlgalion.s Division (CID) 

• 
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Other ln~estigative Agencies 

" Depending upon the district: 

., Defense Department 
s Defense Security Service 
• Defense l-ogistics Agency (DLA) 

" State Department -- Diplomatic Security 
Service 

.. 

r ~ 

J --

' 

L 
I 

Legal Outline of U.S. Export & 
Embargo Violations 

-

" 1. Historical Context: A 200-Year Anniversary 
" 2. Although a new initiative, this is not new 

Stuff. 
= The Embargo Act ofDecember 22, i807 

• "That an embargo be . . . laid on all ships and vessels 
In the ... jurisdiction of the United States, •.• and 
that no clearance be furnished to any ship or vassal 
bound to such foreign port or place, except vessels 
under the Immediate direction of the President •• : 

lc ~}?; 

- ----- ·-

' 
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Take Home Messages on the Law 
• A. Four General Areas of Export Control laws 

• -Munitions- State Department 
• -Dual Use Jloms- Commerce Department 
• -Country Sanctions- Treasury Department 
• -Designa\ed Individuals-Treasury Department 

• B. To prove a Criminal Offense In this context, we 
need lo show Willful Conduct 

• C. How lo Prove Wi\Vul Conduc\?: Consciousness of Guill 
Evidence- Use tha 3-Cs in your lnves\lgallons 

• D. You are NOT on an Island: Plenly of available rasourcos, 
prlor examples and models. Among others to call: Office 202 
353-4386; 24(7 202 514-SOOO. 

II. Legal Outline of U.S. Export & 
Embargo Violations 

" 1. Munitions/Arms - Anns Export Control Act 
a 2. Dual Use Goods- Export Administration 

Regulations & International Emergency 
Economic Powers Act (lEa=> A) 

~ 3. Country Sanctions- Specific Country Trade 
Sanctions {Iran, Cuba, North Koea, Libya, 
Syria, Sudan) 

,. 4. Prohibited Persons/Organization~ Sanctions 
- Speciffc deSignated actors: WN1D Proliferators 
and their Supporters; TerrorislsFTOs; Drug 
Tr&ffickers · 

Outline of U.S. Export & Embargo 
vrolations 

.. THE GENERAL PROHIBITION (stated over 
broadly solely to illustrate the principle): 

a Without a iicense, ihou shali not wHlfulfy 
export goods, services or technical 
information to, or engage in any 
transactinn with, Country X, a National 
of Country X, or a specifically 
Designated Foreign National or Foreign 
Group. ' 

. ,. 
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The Federal Licensing Agencies 

Ill Munitions: State D~partment- Directorate of 
Defense Trade Controls 

11 Dual-Use Goods: Commerce Department
Bureau of Industry & Sec':Jrity 

'" Country & Group Embargoes: Treasury 
Department- Office of Foreign Assets 
Cont(ol 

The Crimes - Statutory Bases to 
Prosecute 

m ·Arms Export Conlrol Ac!. 22 U.S.C. § 2778(c): "Any 
(1erson who wllll·ully violates any provision of lhis 
seclion or section 2779 ofthls lille, or any rule or 
regulation issued under either section, ..• shall upon 
conviction be fined ••• or imprisoned •. .' 

• International Emergency Economic Powers Act, 50 
U.S.C. § 1705(b): "Whoever willfully violates, or 
willfully attempts lo violate, any license, order, or 
regulation issued under this chapler shall, upon 
ccnvic!ion, be fined .•• or ••• may be imprisoned •• .' 

Munitions - Arms Export Control Act 
• General Prohibition: Thou shall not export or broker the 

export of a defense article or defense service without a 
license 
• The Licensing Agency: U.S. State Department, Directorate of 

Defense Trade Controls 
D KB:t Terms ~me! Concep!s: 

• DofonsoArtlolos- any ll<m or technical date designated on the 
U.S. MuniUons List ('USML 1 

" 

• DefenseSe/VJcas -Asslslanco to forelgl person In lllo deslgl\ 
repair, modlll::BUol\ mantlaclure, use or training of doforso afllclos 

• Toctmlt31 Do!a-lnformaUon requll8d for design, dovolof'llenl, 
repair, tesllng or modflcatlon r:t defense erUcles 

• Regulations/Rules of lhe Road: International Traffio In Arms 
Regulations or ITAR, 22 C.F.R. Sections 120.130 

• lnvesligalive Authority: ICE, FBI, DC IS/DOD 

.. 
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CHINA & Arms Embargo 

ITAR: 

• "II is the policy of the United States to deny licenses and 
other approvals for exports and imports of defense arlicles and 
defense services, destined for or originating in certain 
countries •.•. This policy also applies to countries 

. with respect to which the United States 
maintains an arms embargo (e.g., ... China)." 

•22 C.F.R. Section 126.11(a) 

Dual Use Items- IEEPA & Export 
Administration Regulations 

" General Prohibiiion: Thou shall not export an 
item on the Commerce Control Ust without a 
license 
• The licensing Agency: U.S. Commerce Department, 

Bureau of Industry & Security (BtS) 
• Kay Tenms and Concepts: 

• CCL lloms- Commerce Con1rol Llsl (CCL) 
• Doomer.f E~po~s-

• Regulations/Rules or the Road: Ex!)ort Admlnis!r<!Uon 
Regulal!ons or EAR, 15 C.F.R. Sections 730-774: 
Export Administration Act expired but EAR fllada 
elfeclive by IJ;EPA 

• Investigative Authority: Commerce, ICE, FBI, 
OCIS/000 

Embargoes or Sanctions agaitlst Countries 
or Designated Persons/Groups-- OFAC 

.. General Prohibltlon: Thou shall not engage in 
dealings or transactions with CountJY X1 a 
resident national of Country X, or a des•gnated 
foreign person or group Without a license 
• The Licensing Agency: U.S. Treasury Department, 

Office ofForaignAssel Controls ("OFAC") 
• Key Terms and Concepts: 

• E~c:h umba<go, rogWallon, 01' sanallon~ I• uniquo. 
• Plusldonl uses largoled SllllOliM!I fe r nallonnl naourily and 

forolgn pofioy purpoeas. 
• WMO PtollrornUo" Sencllons- E~ocUllvo Ordar 13382 

• Regulations/Rules of the Road: Execulive Orders 
and OFAC Regulations at Tille 31 ofC:F.R. 

' Investigative Authority: ICE, FBI, Commerce 

.. 
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When is an export or embargo violation a 
CRIMINAL violation? 

Ill To obtain a criminal conviction, U.S. 
Export Control Laws and Embargo 
Sanctions require the government to show 

that the defendant "willfully" violated 
the law. 

a Negligent violations, accidental violations, and 
other violations will not do. 

What does "Willfully" mean in 
an export licensing statute? 

.. The Issue: Does a "willful" violation 
require proof that the defendant knew that 
his conduct was unlawful, or does it also 
re_quire proof that he knew of the federal 
licensing requirement? 

11 Answer: Proof that the defendant knew 
that his conduct was unlawful. 

When is a Violation Willful? 
- Factors Considered by Prosecutors -

a The Three C's 
• Factors considered by ~roseculors In determining whether a person 

acted 'willfully" in viola long an export conlrol slalule, regulation or 
license: 

(1) Concealment of lha oxport or relalad acllvllles: 

• (2) Cash or Exorbitant Prices (unusual paymentlerms 
used); or 

• (3) Circuitous route In shipment before arrival altha 
ullimale daslinallon. 

• In Summaoy: Consciousness of Guilt Evidence 
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How to Prove Willful Conduct 
" The Commerce Department has provided in the 

EAR and on-line a listing of "RED FLAGS" 
"·Red Flags to recognize when customers or 

business assodates may be seeking to export or 
trans-ship an item illegally to a prohibited 
destination or to divert the an Item to an 
undisclosed destination or user. 

"' §.@ 15 C.F.R. Part 732 SUpp.3 ("SIS's 'Know 
· Your Customer' Guidance and Red Flags"). 

"RED FLAGS" of Diversions 
• DOCIBIS provides legitimate businesses Wllh a listing of 

'RED FLAGS' . 
• !ndleallons ihol·an unlaWful diversion mlghl bo planned by a 

cU>tomcr or a lhlrd·p~rty. 
• Olsployed upon BIS'~ wobpogo an<! In EAR. 
• Ro~od upon oxlen~lvoly by logillmata ox porters. 

a The RED FLAGS and similar factors or indicators serve 
well as a checklist for Identifying evidence of willful 
conduct. 

" For Jnslanca, the RED FLAGS may be a checklist in 
Interviewing a cooperative wilness to ensure that we 
obtain any and all factual details indicative of willful 
conduct. 

" lll<eWlse, in reviewing documenls, keep looking for 
fac!uallldblts reUectlng these "HED FLAGS." 

Red Flags- Proof of Willful Conduct 
" "Possible indicators that an unlawful diversion might be 

pia!] ned by your customer include the following:' , 
1. The customer or purchasing agent Is reluctant to 

offer lniormation about thG cnd~use of a prcdt.!ct. 

2. The product's capabiliTies do not fit !he buyer's 
line of business; for example, a. small bakery places an 
order for several sophlsllcaled lasers. 

a 3. TI1e product ordered Is incompatible with the 
lechnicallevol of I he country to which U1e product is 
being shipped. For example, semiconductor 
manufacturing equipment would be of lillie use in a 
country wilhoul an electronics lnduslry. ., 
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Red Flags- To Prove Willful Conduct 
" 4. The customer has lttle or no business 

background. 
m 5. The customer is wiling to pay cash for a very 

expensive item when the terms· of the sale mil 
for financing. 

'" 6. The customer Is urtamiliar with the product's 
performance characteristics but still wants the 
product. 

a 7. Routine installation, training or maintenance 
services are dedi ned by ~he customer. 

Red Flags - Proof of Willful Conduct 

" 8. Delivery dates are vague, or 
deliveries are planned for out-of-the-way 
destinations. 

aa 9. A freight forwarding firm is listed as 
the product's final destination . 

., 10. The shipping route is abnormal for 
the product and destination. 

Red Flags - How to Use Them 
• 11. Packaging is inconsistent with the staled method of 

shipment or destination. 

a 12. When quesl19ned, the. buyer is evasive or unclear 
about whether the purchased product Is for domestic 
use, export or reexport." 15 C.F.R. Part 732 Supp.3. 

c USEThem; 
• In Interviews of witnesses and cooperators to obtain Information 
• In Reviewing Documents 
• In Interviewing the subJect 
• In Assessing a Case 
• In Convincing a Blockhead Prosecutor of the Merits of P Case 
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QUESTIONS & IDEAS??? 

., Call or Write: 

• Steve Pelak- l J 
c _1(4:) 

t1l 
(C) 

1 
..J_ 

.. 
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