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SEMi! liVE SECURITY INFORMATION 

1.0 GENERAL DESCRIPTION 

The purpos~ of this Uo<.:umcnt i~ to c~tablhh a Con~.:cpt of Ope ratione. (CONOPS J that will 

allnw Fctkral Sc<.:urity Din:L'tor:-. (fSD-:) to utili1.c Behavior Detection Ol'fkcr~ tBOOs) at 
the sLTL'Ciltng checkpoints and dtrcd <H.'u!ss point (D/\P) location:-. to apply cnhanL'Cd 

security measures by wny of BOO Targeted Convctsation (BTC). The goal of BTC i.s to 

strengtho.:n thc airport's M.:o.:urity po.,tur\.~ hy conllu~.:ting: 13TC on hoth the traveling publk and 

airport ClllployTCS, tlwrcforc introdurin~ an addition,Jllayer or ..;ccurity. BTC tllilkl~S IISC or 
thl..' BDOs' c>.isting qm~~tioning tc<.:hniqucs, whkh pli.1y an intcgral pari in the Ri~k-Ra~cd 

Security dlorh and maxitnlZl~ L'llfrl:nt BDO training and rnK("durcs. Thl: BDO Targl'lcd 
C'onvcr:>.ation (BTl) Prnof of Concept (PoC J will occur atth~ Baltimor(' Washington 

lntematwnal Thurgood Marshall Airport !BWI) The on~ite t'tlort is a joint \enture WJth the 

Offi..:~.: of Scl:urity CupJbilitics tOSC) and will commence !\larch 5, 2014 and C{)ncludc on 
M:oy 10, 2014. 

1.1 DOCliMENT REQUIREMENTS 

I. Thi~ dnnnm:nll'tllltain..; Sen:-.itin~ S!.'l'Urity Information !SSI). It muM he handh:d. 
~afcguardcJ. and audited as described in OD·400·18·6 series. Saf'ct:uarding StaJI(/ord 
Operating l'roccdurcs. 

2. If tht: dnculllt:nl is lost ur ~tokn, inm1eJiately :-.t:nd an e-mail to SSI(a'dhs.go\', 

:~. All BDA-l'l'lat~.:d iuquiril~.~ should be dm:..:ttd to tlH~ BDA lkadqtwrt~.;r" OIQ) Program 
Offi~.;c via c-nwil atBDA.m;~dbox(rtl'-;~.dh~.i!O\. 

2.0 PROCEDURES 

2.1 OPERATIONAL REQUIREMENTS 

I. Use targeted questioning at the ~crccning checkpoint and direct au:c:.s point h)c,ttiun~. 

( App~.:ndix I BTC P<t.~~ell~l't related question~ l 
tAppt:ndix 2 BTC EmpiP)\.'C l'l.'latcd quc,,tion-.;J 

2. I ltili7C'> c-.; i-.;ting and prcvinusly ,lpprorcd Signs of Deception. 

1. Utilize Pl;tyhook assets !personnel. equipment) at DAP locations. 
4. Exc~.;utahlc wllhin a short period of time and ts co!-.t cffl'ctive. 

5. The pmcL·dure~ within thi~ documt.:nt tnthl b ... • conducted v.itbout regard to race. L'oloL 

rei igion, nat ionul origin, tthniL·it y, :.ex ual nriL'tHati on. or di ~ubi I it y 
6. No pcrst)Jl at TSA :-.hall retaliate in any w;ty again~\ member~ of the public or TSA 

per:-.onnd who complain, on behalf of themselves or :-.omeonc dsc. about disniminalion 

in lhe implemenl<ltion of SPOT. 

'!'\(;: Thi' n .... r<t •·unl;oi"' S•·mitin S•·euril~ lnfurmuliuu llml ;, l'<>nlrull•·d tuul<-r ~') CFR tmrl' li' and 1!'20. 1\n pnrl uf lh.-
1'\'I'Ufd mn~ bt ( ~~~ ttt< · .. • ·llo k1w" ",a> (1(-nn,•d In"''' (TR \l~fh 1~ »nd tno, •·w~pt "l!h llh· "riiiUJ 
[l<·rmi"iun nf llll' .\dmini~lrMor ·~f lht Tnm~pnl'hlh"n St•t·ur ~ . • · t'l" r~· ui'Tr"n~p,ti"U"n. l'nauthMiud 
n·!"l~'t' maJ· l't•mdc in d\il (lt'lm!t~· Ill' utht'l' 11rtion. 1-'<1r I .S. ~:nnrnnwnl ;l~t·ndt·~. llllhlil' di"·\i.-urt• is I(IIVl' • • 1 'I 
CFR (lart~ 1:; >lnd li'2fl. 
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SI:NSI1WE SECURITY INFORMATION 

7. SPOT i:-. a transportation ~~.:curity pro!!ram and mu~t twt b~.: .:ondu.:tcd to dck'd .:viJcnr.:l' 

of 1.--rimes unrdated til tran:-.:pnrtatiott -'1.:\.'Lll'ity. However. if sul'h evidcnl'c i:-. di.~cun.:rcd 

\Vhik· SPOT is being L'ondwtcd, itmu~t he rcl'ctn·d to a Law Enfon:etm'IH Ollicn (LEO) 
for thL' appn1pria1C' acti11t1. 

2.21'ERSONNEL REQUIREMENTS 

I. Etuploycc and Scn.:cning C"hcckpuinL: Thl· cxccutiun of BTC rcquit'l:::-. a tninllntltl\ of thrcc 
BDO~: u ~tumlnrd pair of BDO~ <It the designat.:d checkpllillt conductin& SPOT, nml a 
minimum of nne BDO atlhc TDC podium L'onducling BTC. 

2. Direct Acces~ Point (SIDAJ: A team of two HDOs and a rninirnurn team llf two TSOs 
1 nwk/fcmak: ), 

). \Vhcn impktilcntcd atthc snccnin~; ~.:hcL·kpoint. thl' BTC adivity wil! bl.' nlllductcd (Hi 

I 0()1/r of the passengers that prc~ent thcm~o.clvcs to the BTC' TDC unlcs~ BTC is 
I I 

will be cundut·t~d on <.L nmUom t·untinuou~ bu:-.is. Wht:n t:undw.:tt:d a:-. :-.w.:h, otH:I.": one 
(~lilplLJYL'(: l.:llntpkt(:~ tlw BTC pnKt.'s~, tht: next upproJt:hing: •~mployc(: wi!llw c:ngag(:d in 
BTC Should :t SPOT rl'f,·rral m:~.:ur. BTC will he trmpnrarily su:-.pcmbl. 

2.3 TRAINING REQUREMENTS 

I. BDO~ :m.' rcquin:d to compk·tc in~trw.:tor lead tr:tinin,!! us !.h:\'elnpL'd hy the BDA 
Program OJ'fke. 

2. BDOs must rnt:et aii1Tquircrncnts fur TDC qualifit:ation. 

2.4 CRITERIA: SCREENING CIIECKI'OI!I:T iTRA VELING PUBLIC) 

l. ;\sa Pl:tyhuok ;tL'It\ity. HDOs will ~.:ngag~.: the trav~.:ling puhlk in t;trgctrd que:-.tiort.~ whik 
po:rfonning TDC dutk~. The l'Siahlisho:d gro:o:ting and li•il of prcdctcnnincd qw:stions, 
located in aprendix I. will be initially applied during BTC while engaging the 
pa:-,SL'Il.!_!:L'l'S. 

During the Play activity, a team oftv.-o BOQ, must he prc~c111 at the dc:-.ignatcd 
checkpoint, while <.Ill addition~\] BDO cond\a.·ts BTC' at the st:md;ud TDC location. 

3. The TDC HDO conducting BTC wdl greet the pas<>enger and initially review the 
individll<tl'~ travel doL:\llllCIHs <ltld identitkation in <tl'Ulft.LtiK't' with the TDC' SOP. If, <ll 

an 1nint in time, !lw TOC BOO hao.; re;rson to ht•lievc that the idctllifit'alion is fraudulent 
(b)(3):49 u S.C.§ 114(r) tw or ~o.hc will fullow the TDC SOP Section \2.2 and notify 
the STSO. 

4. Dming BTC. the TDC BDO willeng;1ge the pus~l.>ngcr with ~--.1- of !he quc»tiom 
identified in appendix 1 as neeessnry to e\'[duate the pas~enger for sig-ns of deeeptton 

W \Rl\1'\(;: Thi' nmr<l t·unlm"'. · St•t•uril~ lnfurmuliuu 11m I ;, t•unlru\1t•<1 nn<1t•r ~<) CFR p<~rl' 1~ ;nul1."21l. 'iu f>Url uf thi' 
rN'Ur\J tnft~ bt <lhdt•ttd to 1)\'r\011\ nltlli.>Ul u "lll'fl " ddlnt•d In 4'1 ('FR jl~f!S IS ~IHI l$10, n~cpt \\l!h !lh· nrlllUJ 
IJt·rmi,,innnf lilt· .\dmini~trMor ·~f tht Tnm,pnl'hlhon St•t·urit~ ,\c\nnt tht· St•t•rl'tHrJ uf Tran~[N<rl;ltl<m. l:n>lulhori~t·d 

n·l"l<'t' 111:1)' l't'Hnh in dviltWilllll~· m· utht'l'llfti<tu. h•r I,!"\, l(<<nrnnwnl ;1~t·ndr~.1H1h If oot'rm••l h.1 ~I,:-,,(-. ~:'2 3nd ~"' 
CFR [lart• 1." >llld 1!i2fl. 
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(b)(3):49 U S.C.§ 114(r) 

tbit3i.49 u.s.c. § 114\n 

Llb~J~i3~): 4~9igu~.r<s .;,cSJ. §~11y;4~1rJ~J!::::~[!iil:oT1X'('Cji'!i1iil."Tlil'Piirn'iige1"1mTrm,J' f t h c ~ntsscnger < 1sp ay. (b)(3): 49 . tgns o e passenger wt e re ·erred for 
SPOT rt:ferru[ ~creening 

5. If :H any time thl' pas..;cngcr n:fuscs to att~wcr the question during. the BTC/TDC procc~s. 
!he TDC BD(hill confirm lhatthc ·' "' doc; not wsh to answe"m"' 
qucstiom (b)(3):49 u.s.c. § 114(r) 

(b)(3):49 U.S.C § 114(r) 

6. 

7 

8. Tht: SPOT Idt.:tJal scJccmng condu.:t~d a:-. a 1.:-sult of the Jdcnal by thc BDO condw.:tmg: 
BTC will cunsist of the ~t;mdanJ SPOT referral ~crccning process. The BOOs must 
notify a LEO in<K'l'ilrdancc with scction J.7 of the SPOT SOP d){b)(3):49 U.S.C !signs of 
de(Tptlnn.l~~li3J;4; 111 larc accrued. 

2.5 CRITERIA: SCREENING CHECKI'O!NT !AIRPORT EMPLOYEE 
ENGA(;EMENTJ 

l, As a Pluybook <.tdivity. BDOs will ~o:ngag~o: airport ~mployet:s in tur~•t:tt:d I.JU~stJon~ whik 
)t:rfonnin•• TDC dltlk~ u\ tht: cll\l[U ·ec cht:l'knuint. (b)(3):49 U.S C § 114(r) 

(b)(3) 49 u.s.c. § 114(r) 

2 The est:thl1sht:d gn:etmg and \i-;t nl pn:deiL'I'Il!llliXI qw.:~llons, lnL'ah.:d 111 appl~ll{hX 2. wtll 
he applied during. BTC \vhik engaging employee-,. 

3. During the Playbook acti\·ity. a team of two BDO:s mu~t be present at the de:-.ignateU 
du:cl-..pllint. whill' an udditiunul BJJO L'Onducts BTC nl the standard TDC lo~.:atwn. 

4. The TDC BOO wndw.:ting THC will greet the employee u~ing the greeting identifii.!d in 
appendix 2. and initially JTYicw the I 's SIDA identification card as applicahlc to 
the TDC SOP. If. at t I · n:ason H• helieH~ that thl' 
idctllification i~ r· 1 lw or ~lw will follov.: llh: TDC 
SOP St:ction 3.2.2 and nutify tht: STSO. 

t·unl;oi"' St•mitin- St•t•uril~ lnfurmuliuu lim I ;, t•uulrullt•<l mult•r ~<j CFR p..rl' I~ ;uul1."2ll. :\u f>Url uf I hi' 
<lhdt•ttd 10 1)\"r\011\ 11 ll.> " • t'd In ol') (TR jl~f!S 15 !IIHII$10, n~cpl \\l!h lilt• nrlllUJ 

l)t·rmi"iun nf lllt· \dmini~lrMor ·~f lht Tnm,pnl'hlhon St•t·uril~ .\clminiMr;tllun•~ ,. . ·tli<m. l:n>lulhori~t·d 

n·l"lt'l' maJ· n•suh in dviiJWimh~· ,,,. utht•r· llfli<tn. h•r I .!"!. l(«nrnnwnl ••~t·nrir~. IH<hlir di•rl<l'un• i~ ~toot•rm••l h.•· ~ I ./;. . . ;-._ 
CFR Jlartt 1." >lnd 1:>2n. 
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5. Durin~ BTC. the TDC BOO \Viii cn~Jil.t: emplovec~ with ~ome of the r._JUt:~ti · dr•,,1ifit:J 
in aDD~nJix 2 as lli.:CI.?S~<II'' to t:va[ua~tt: ,thl.! 1:111 Jl;JVCC for 'li '11~ oi' J\.':(Cillion. ~~b)(3 ): 49 l 
(b)(3).49 u.s.c. § 114(c) 

(b](3)49 u.s.c. § 114(r) 
llr an emrloyee d1splaysl~~l~36 4~ 1141ISign~ of 

De · '111<>11. the ellln nw ' Wtll he Tie·· ·d I<>· SPOT t·:Je · .. s '." ' (b)(3):49 U.S.C. § 114(r) 

2.6 CRITERIA: DAP LOCATION 

l. F111lo\v proper Playhook DAP ~tg:nagl' rl.'quirl'llll'llls. 
2. As a Playhook activit , BDO-: will en '<I"C ainort ennlo ·ees at a direct <l(.'Ct''S point 

locution. b 3 :49 u.s.c H4 r 

I 

). A lcalll pf twu BDO" will~:nnduct BTC v.ith a tninimum uf two Playbook TSOs 
tmalc/fcnmkl. During the Pl:tyhook Activity, tlw BDO will rngaj:!C the airport cmployct.: 
and revie\v the SIDA identificali<m card a~ applicable to the TDC SOP. A BDO will 
engage t'lllpltl)'t'e\ with ~()Ill(' or 

4. If. at an ' oint in time. the BDO has reason to hclieve that the identification is fraudulent 
(bJ(3J 49 u.s C § 114(r) , he or ;..ht: will l"nllo~ the TDC SOP Section 12.~ and notify 

W \Rl\1'\(;: " " n S•·enril~ lnfurmuliunlhul ;, l'Unlrull<·<l nn<l<·r ~<j CFR p«rl' I~ und 1!'21l. :\u J>nrl ufthi' 
rN·ur\J 111ft~ bt <lhdt•tld !U 1)\'r\011\ nltlli.>Ul u "lll'fl o ') R J~f!S IS ~IHI l$10, n~cpt \\l!h Ill•· nrllllll 
l)t·rmi"iunuf llll' \dmini~tr:ltor ·~f tilt Tnm,pnl'hthon S••t·urit~ ,\dminiMr<tllun ·~r tilt·, ,,,, ,, , . , 1. l:n>llllhori~t·d 

n·l"l<'t' 111:1)' l't•sulr in dviltWillllr~· m· utht'l' 11rti<tn. h1r I .!"!. l(<<nrnnwnl ;t~t·nrir~. flllhlir di•rln'llrt' is j(OOl'rm••l h.•· ~ I .:0..( · .• :-_ · 
(TR 11art~ I!' >lnd l:'i2fl. 
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(b)(3):49 U S.C.§ 114(r) 

g_ The SPOT refcrr,tl ~crccmng conducted a~ n rc~tdt of the rcfcn.ll hy the BDO condnctmg 
BTC will cnn\ISI of the -;tandard SPOT referral screening process. The BOOs llltiSI 

notify u LI-'Jt
3
14fr:Tl1Kt.: with St.:L"tion 3.7 of the: SPOT SOP il(b)(3)·49 u.s c I signs of 

dL·cepl!on.IL:i~ _l1_ _arc m·crucd. 

2.7 REPORTING REQliiHEMENTS 

I. Play acnvitics and mctrics will he reported ria the Playbook PM IS rnndulc. 

' Mt:trks will im:JuUc: the: follvwing \.'riteria: 
a. t\umlwr of cnlploycl'sipasscngcrs cn~agcd in BTC 
h. Signs of Deception ohs-ervcd 
c. SPOT referral conducted 
d. l>ruhihited item discO\'l'ry 
e. LEO notification 

J. Pluy activit its wJ!l be rt;:port~:d vi<.l Playbook Pluy BTC"OOI/Emphlyc:t:/Chci:kpoinl <.md 
BTC-002/DAP Lora! ions 

2.8 W:AS!JREm:NTSIV Al.lllATION 

1. OSO 111 coordinution \\ ith OS(' wiiiJd~ntiry nwtric\ to validatl~ and llll'<~~lll'l~ thl' ~l'L'IIrily 
cffcctivcnes~ of the at.:tivily. Thc followin); niteria will he meawred during the 
CONOPS and may be amended to further analyze the proposed application. 
a. Th~.: pm:cnt;Jgc of empluycc~/passeng~.:rs that arc being: scn.:encd during the activity 

it:mployC'e C'xpo\IIH! rate) l'1)111pared to a h<l'ellne current statu~ 
h. How often the activity i~ heing nm and the determined resource required to accurately 

run the activitv. 
~.·. flow lli<tny ~~u~:-.tioll~ an: bl·ing :t\Kcd hy tht: BDO lnl\~lJSb 4~ ,

1
lsignc. or dl'~.:eption 

d. Whether a referral conducted and time frame nf the rcfcrr;;J} 
c. Other validation mca~urcmcnh as determined by OSC 

W \Rl\1'\(;: Thi' n .... r<l •·unl;oim S•·mitin S•·•·uril~ lnfurmuliuu lhul ;, •·unlrull<·<l mul•·r ~<j CFR p«rl' I~ ;nul1."21l. :'\;u ]>Uri uf thi' 
·r' \ 11]\]li.>Ul u "11\'fd 10 1<111111 ", ~> ddln,•d In 4'1 ('FR jl~fls IS ~IHI l$10, n~cpt 'IIIII Ill•· "I'IICUJ 

Jl<·rmi"iun uf llll' .\dmini~lrMor •If lht Tnm~pnl'hl 1011 , t•c·ur ~ . hori~•·d 

n·l"l~'t' maJ· !'t'Hnh in riviltwnnl!~· m· utht•r· nrti<tn. h•r I ,!"\, l(<ll'trnnwnl ;1~1·nrir~. fHihlir di•rln,un• is j(OOl'rtWil h.l' ~ l .:0..( ·. ~~2 3nd ~<.' 
CFR 11arc• 1." >lnd 1."2fl. 
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APPENDIX I (Ask J-4 qf tb~ fulllJWing ljU~stions as n~~~:~sary lo l'\'aluatc th~ pasM:ngt:l ror 
sigm of deception indicators): 

llTC PASSENGER GREETING 

Prior to all t'ng:agrments with the Passenger: Good morning/afternoon/ewning, I am going to ask 
ynu a fl·w quc~tion~ while I review your travel documents. 

BTC p,\SSENG[R QUESTIONS 
(b)(3):49 u.s c § 114(r) 

rN'UI'\J lnft~ bt clhdt•tUIIOI)\'r\011\ llillli.>Ul U "11\'fd 10 1<111'" ", ~> dl' lit'( 15 l!IHI 1$10, fWCj)l 1\l!h lih' "I'll lUI 
flt·rmi~'iun uf lllc· .\dmini~lrMor ·~f lht Tnm~pnl'hlhon St•c·urit~ .\clmin1Mr<t11un ·~r tilt· s,•,•rl'!HrJ '' l:n>lulhori~•·d 

n·l"ll'l' maJ· n•snh in dvil (Willi II~· m· utht••· 11rti"u. h•r I .s. 1(11\'trnnwnl ••~t·nrir,, IHihlir di•rln,un• is ~tooc•rm••l h.l' ~ I ,~;, .. :­
CFR ])art' 1:; >lnd 1:>2n. 
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APPENDIX 2 (A~k SLHHc 3~4 oJ' tht: following tJUesLion:. a~ nc~.:cssary to evaluate the employee 
l"or ~ign~ or J~c~:ptinn inJirutor\): rnc Elllployl'l' grt:~.-'ting 

Pnor to all engagl'IHl'!Hs with the Em )[o ·ee: (Jood mornm •/aft~:mllOnlewning, I am going to a"k 
yt)\1 a k'\\' qut;;o~tion.; (b)(3):49 u.s.c. § 114(r) 

BTC EMPLOYEE QUESTIOIIOS 
(b)(3):49 u.s.c § 1'14(r) 

rN·ur\J mft~ bt •lhdt•tultu 1)\'r\OU\ nl!lwUl u "lll'fd to 1<1wn ", ~> ddln,•t n tl-..· "l'lltw 
l)t·rmi~'iun uf lllt· \dmini~lrMor •If lht Tnm~pnl'hlhon St•t·uril~ ,\llminiMr<tllun•lr lht•l\t't'rl'lnrJ uf Trml~INirl<illolll. l:n>lul orw·( 
n·l"l~'t' maJ· l't•snh in dvii(WIIllll~· m· utht••· 11rti"u. h•r I ,!"\, 1(11\'trnnwnl ••~•·nrfr,, (Hihlir di•rln'llrt' i~ ~to•••rm••ll>.l' ~ I .:0..( ·. ~~2 3nd ~"' 
CFR ])art• 1:; >llld l!i2fl. 
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flO() T,,J'~dc<i C<>l\h'"aliPII C(lr'>()P~ 1 ~-1 
i\jLIIi ::, ~~~~~ 

All persons and property 
(including vehicles) are 
subject to search beyond 
this point. If you elect to 
enter this area, you may 
be subject to mandatory . 
screen mg. 

Your safety is our priority 

www.tsa.gov 

r~runJ mft_l b~ lhll'ltoml tu 1)\'r\~U'> 11 ltlwu1 u "111'\'d to know", ~'> til· 11•'1 ~ 11 ~'1'\'jll \1 hh th•· n rll!\'11 
]lt·rmi~'iun uf till' \dmini~lralnr nt" lht· Tnm~purhlhnu s~ntril,l ,\tlminbl r;~ilnn •lr tilt· ~·t'rl'l;trJ uf Trans~,r <I " , , 
n·ll'll'l' mu)· l't•suh in d1il pt'IUIII)' tor· nlht'l'llftinu. 1:ur l .S, l(tii'Hnnwnt lll(t•nd•·~. tmhlir di•rlr"un• ~~ f.IOVt'rtwcl h.•· ~ l .S.C ~~2 an<i ~OJ 
CFR Jlart' 15 ollld 1~20. 

,, 




