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LU GENERAL DESCRIPTION

The purpose o this document is to establish s Concept of Operations (CONOPS) that will
allow Faederal Security Directors (FSDs) o wtilize Behavior Detection Officers (BDOx)
the sereening checkpoints and diveet access point (DAP) locations 1o apply enhanced
seewrily measures by way of BOO Targeted Conversation (BTCY. The goal of BTC is Lo
strengthen the airports seeurity posture by conducting BTC on both the traveling public and
airport empdoyees, therefore introducing an additional layer of security, BT makes use of
the B existing questioning technigues, which play an integral part in the Risk-Bised
Security ¢fforts and maximize current BDRO training and progedures, The BDO Targeted
Conversation (BTC) Pront of Concept {PaCy will necur at the Baltimore Washington
Tnternational Thurgaod Marshall Airpart (BWI). The onsite effort 15 a joinl venture with the
Oifice of Security Capabilities (QSC) and will conumence March 3, 2014 and conclude on
May 10, 2014.

L1 DOCUMENT REQUIREMENTS

1. This docunsent contains Sensitive Seeurity Information (8513, 10 must be handled.
sufeguwrded, and audited as deseribed in GD-300-18-6 series, Safegrarding Stundard
Operating Procedures.

2. 1he docmment is lost or stolen, nnmediately send an e-mail to 881 dhys, gov,

3 Al BDA-reluted myuiries should be direcied to the BDA Headguarters (HQ)Y Program
Otlice vis c-muail i BDAamailbox i tadlispoy,

20 PROCEDURES

21 OPERATIONAL REQUIREMENTS
1. Use targeted questioning at the sereening checkpoint and direct aeeess point locations.
(Appendix T BTC Passenger related questions)
tAppcnd]x BTC Kmployee melated gquestionsy
Utilizes existing and previously approved Signs of Deceprion.
Utilize Playbook assets (personnel, equipment) at DA locations,
Exccutable within 4 short period of time and 15 cost effective.

LR

F

The procedares within this document must be conducted withont regurd 10 toce, color,
religon, nationl origin, ethmeny, sexual vrientatiion, or disubility.

6. No person at TSA shall relaliale i oany way against members of the public or TSA
personanel who complain, on behalf of themselves or someone else, about discrimination

in the implementation of SPOT,

; ING: This cecord conlains Semsitive Secarity Information that is controlled under 49 CFR parts 15 and 1820, No part of (hs
record may D disel 0S¢ al s 0 ke s defined in 49 O R pawts 18 wnd PE20 exeept with the writien
peemissinn ol iMe \dmllll‘-II’.ﬂﬂr o thi Trahsportdlion Security - s Spertu ry of lr.m\purl.atinn l'lmllthuruul
vebesse way vesult in civid penalty or etluey action, For 1S, ;,m&mmvnt spencies, public disclosars i gove
FR parts 15 and 1520,
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1. SPOT is a transporiation seeurity program and must net be conducted o detect evidence
ol crimes unrelated 10 rapsporttion security, However, if sueh evidence is diseovetaed
while SPOT is being comnducted, it must be referred 1o Liw Enfercement OfTieer (LEQ)
tor the appropriafc action.

22 PERSONNEL REQUIREMENTS
1. Employee und Sceeening Checkpoint: The execution of BTC requires a minnounm of theee
BDOs: u standard pair of BROs ar the designated checkpoint conducting SPOT, and a
mininum of one BDO at the TDC podivm conducting BTC.

b

Direct Aceess Poing (SIDA Y A team of two BDOs and a minimum weam of two TSOs
(male/Temale),

3 When implemented at the sereening checkpoint, the BTC activity will be conducted on
100% of the passengets that present themselves ta the BTC TDC unlese BTC is
suspended as deseribed below, The anly exceptions will be for persons that retuse to
participate or|(B)3)43 U.S.C. §114(1) I
Ebysrag U ] See¢ TA G 256 and T6.6. When conducted at AP Tocations. the activity
will be conducted on arandom continuous basis, When conducted as such, once one
viployee completes the BTC process, the next approaching employee witl be engaged in
BTC. Should 4 8POT referral occur, BTC will be enporaeily suspended.

LI TRAINING REQUIREMENTS

1. BDOs are requived 1o complete instructor Jead training as developed by the BDA
Program Office.
2. BDOs must meet all requirements for TDC quadification.

2.4 CRITERIA: SCREENING CHECKPOINT (TRAVELING PUBLIC)

L. Asa Playbook activity, BDOs will engige the traveling public in turgeted questions while
performing TDC dutics, The established grecting and List of predetermined quaestions,
located in appendix |, will be initinlly applied during BTC while engaging the
PSS,

During the Play activity, o team of twa BDOs must e present at the designated

checkpomt, while an additional BDO conducts BTC at the standard TDC location,

30 The TDC BOO conducting BTC will greet the pussenger and initinlly review the
individual™s travel doctuments and ideotitication in wecordinee with the TDC SOP. 11
any pointin e, the TDC BDO has reason (0 believe that the identification is {raudulent
[(b)3p43 U B.C. & 114(r) | be or shie will follow the TDC SOP Scction 3.2.2 and notily
the §TSO.

4. During BTC, the TDC BDO will enguge the pussenger with 3-4 of the questions
identified in appendix | as necessary to evaluate the passenger for signs of deception

£

WARMNING: This cecord conlains™
revord may be diseluscd 10 pursons » illwul [T
peemissinn of e Adminisirator of thi: Teansporiation Securily Admine
relise iy vesilh o civil peoalty ar etluee aetion, For LA, government apencies, pukly
"FR parts 15 and 1520,

)

i Secarity Infor mutmn that is cuntrelled under 49 CFR gurts 18 and 15200 N part of this
s defined in 9 CFR pawes 15 and 1320, exeept with the writien
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: jgoverned by 3 P80, 832 and G¢
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P TR P I(b)(s)dg Js.G § 114“) I
Fwwwu50§ﬂmj |

EE I USEETEN

If the
terved for

TTASEEHRCT displays
SPOT referval sereening.
30 M atany time 1|}L ]hl\\uny.l refuses 1o answer lh:. ;]uullnn Rlutllw 1ht. RTC /TDC plmu\

he TD( D

(b)(3):49 US.C § 114(1)

6,

8. The SPOT referral sereening condueted as a result of the referral by the BDO conducting
BTC will consist of the standard SPOT reterral screening process. The BDOs must
notify a FEQ in accordunce with section 3.7 of the SPOT SOP ff(o)@yds US S [signs of
dcccprinn.urc accrued,

2.5 CRITERIA;: SCREENING CHECKPOINT (AIRPORT EMPLOYEE
ENGAGEMENT)

1. As a Playbock achivity, BDOws will engage airport employees in targeled questions while
performiing TDC dutics a the cinployee clievkpoint, [(93(3):49 U.5 G § 114(1) |
(M(EA9 UB.Cg 1140

T

The estiblished greeting and list ol predetermined questions, located in appendix 2, will

he applied during BTC while engaging employees.

3. During the Playbeok detivity. a leam of two BDOs must be present at the designated
checkpomt, while an addittonal BDO conducts BTC at the stundard TRC locanon,

4, The TDRC BNRQ conducting BTC will greet the employee using the greeting identified in

appendix 2, and initially review the employee’s $IDA identification card as applicable to

the TIC SOP, IE ul any poml i time, the TDC B as reason 1o belivve that the

identification is Iml.ldulcml 3149 U.5.C. § 114(r) [ be cr she will follow the TDC

SOP Section 3.2.2 and notify the STSO,

3 erd contains Semsitive Secarity Infornation at is eontrolled undee 39 CFR parts 18 and 1520, No pact of this
murd iy b bseluscd o pyrsoes WITRTTT 0 mevdd el TN 0 A CFR muts 18 mul I'QLL q.m.])l with the writeen
peemissinn of iMe Adminisirator of thi TCranspordation Securily Addministration e ativn, Unabthorized
rebesse way eeswll in civit penalty or etluee aectinn, For UN, government agencies, |u|hlu dmlmuro i wwlruui | A .

FR parts 15 and 1520,
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5. During BTC. the TDC BDO will engage emplovees with some of the questigns. idientilicd
- S S, T L (b)(3).49
i appendix 2 s neeessary o gviluate the cinployee for sivns ol deception, L7500
HH3)49 U156 § 114()

B33 USC § 1140 b)) 49

[If un employee displaly‘s{u S a8 4 PHigns of
Decenyon, the enaplovee will be relerred {or SPOT relertal sepeeiing
BYE143 US.C § 114(n

9. The SPOT referral sereening condueted as @ result of the referral by the BDO mmluuling
BTC will consist of the standird SPOT referral sereening procuss
notily a LEQ in accordance with section 3.7 of the SPOT SOP if
deception [RA8 Lire aeerued.

—

D)3 49 U.s. C signs of

2.6 CRITERIA: DAP LOCATION

1. Follow proper Playbook DAP signage requitements,

As a Playbook activity, BDOs will enpaoe airpori employees at a direct access point
location. (EIGTA8 USE E 1140

30 Ateam ol two BDOs will conduet BTC with o minimum of two Playbook TSOs
trmale/female), During the Playbook Activity, the BDO will enguge the airport empleyee
and review the SIDA identification card as applicable o the TRC SOP. A BDO will
engige employees with some ol the guestions identitied in appendix 2 a8 necessury to
assess the employee’s belgyvior, [033)49 US.Co§ 1140 |
B A3 US.C § 114

[

4. If. at any point in tmg, the BDO has reason to believe that the identification is fraudulent
(B)E)49 U.5.05 114(n) L he or she will ollow the TIC SOP Section 3,22 and notily

the STSQO.
(BETAS UETETTIN

WARNING: ilive ‘“Lurll\ Infornsation that is conlrolled under 49 CFR purts 15 and 1520, No part of this

R pants 15 and I’QU‘ nu.])l with the wrilen
18 glivh, L nduthorised

It|(=i¢£ Y umlll incivil ptlmlu ar t)l|l1l e tlrm Iurl N ;,m&rmm rnt ||,,tm|o\ |u|hlu disclosure in governed by 310 TR
FR parts 15 and 1520,
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8. The SPOT referral sereening conducted as a result of the referral by the BDO conducting
BTC will consist of the standard SPOT referral screening process. The BIOs must
nolily a BECH I aceordinee with section 3.7 of the SPOT SOP |B)5)43USC Lyans of

FOIING (13573 7 I
deceplion, UR G & 414 [41 acerued,

—

27 REPORTING REQUIREMENTS

1. Play actvities and metrivcs will be reported via the Playbook PMIS module,

Metries will inelude the following eriteria

4. Number of employees/passengers engaged in BTC

b, Signs of Deception abserved

¢, SPOT reterral condugted

d.  Prohibited item discovery

¢, LEQ notincation

3. Play activities wil be reported via Playbook Play BTC-001/Employee/Checkpoint und
BTC-O02/DAP Lucations

$d

¥)

2.8 MEASUREMENTS/YALIDATION

1. O80 in coordination with OSC will identily metrics to validate and measure the seearity
effectiveness of the setivity, The following eritens will e measured during the
CONOPS and may by amended 10 further anaddyze the proposed application,

d. The pereentage of employees/passengers that are being scereened doring the activity
Cemployee exposure rate) companed (o a baseline cursent status

b, How often the activity is being run and the determined resource required to accurately
rutt the activily.

v How many questions are being asked by the BDO W (b](3)’4

d. Whether a referral conducted and time frame of the referral

e, Other vabdation measurements as determined by QSC

siges ol decepion

WARNING: Thl\ cecordl conlaing Sensitive Secarity Infornation that is cuntrelled under 49 CFR gurts 18 and 15200 5o paret of this
s 0 ithoul o need W kpow™oas defined in 9 CEFR e 18 mul I’QLL nu.])l with lhs wrilien
peemissinn of iMe Adminisirator of thi: Transporiaon i horized

reliw iy vesilh in civid peoalty ar otluee aetion, For L8, ;,m&rmm'tnt .||,,t neies, puklic disclnsure is wwvruwi by & P80, 830 and Jv
'FR parts 15 and 1520,
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APPENDIX | (Ask 34 of the following guestions as necessinry 1o evalute the passenger for
signs of deception indicators}:

BTC PASSENGER GREETING
Prior 1o all engagements with the Passenger: Good mormingfafternoonfevening, Lam going to ask

you a few questions while [ review your ravel documents,

BTC PASSENGER QUESTIONS

Y343 US C § 1140

HI Illnl is (unlmllu] under 39 CFR parts 18 and 1520, No part of this

s 15 and PELD, exeupt with the »ritten
plrmls.-.mn ol e \dmllll‘-II’.ﬂﬂr ol thi [r.\m|1nl Lilion Seq lllil\ Acddministration e the Secretaty ol ; . Uhduthorized
relise iy vesilh o civil peoalty ar etlwee action, For LA government apgencies, public disclosure is wwvruwi by & P8
{'FR parts 15 and 1320,
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APPENDIX 2 (Ask some 3-4 of the Tollowing gquestions as necessary 1o evaluate he emnployee
lor signs ol deception indicaters): BTC Employes grecting

Prior 1o ull engagements with the Employee: Good mornimg/idiernoon/evening, | am going to axk
yos i few (lues[in|]\'l(b)(3)i49 US.C g 14 I

BTC EMPLOYEE QUESTIONS

B3 A9 US C § 1140

PO oy amenued (4022014

WAR This record conTaimSom L comirtion (hat is cuntrolled under 49 CFR gurts 18 and 15200 5o paret of this

reverd may be diseluscd o pursoas withow o need 0 kpaw™, us defined in FPCT RO eand S § S0 xsent with the »ritin

peemissinn of iMe Adminisirator of the TCranspordation Securily Addministration or the Seceetary of Transportation, Uil RO e e
vebesse iy eesulh in civil penalty or etluee eting, For UN, government sgencies, public disclosure i governed by 3 8.0, 32 and 3%

{"FR parts 15 and 1520,
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Dlrect Access Pomt

All persons and property
(including vehicles) are
subject to search beyond
this point. If you elect to
enter this area, you may
be subject to mandatory
screening.

Your safety is our priority

. _ Transporiation
‘:Q%@ Security
W Administration www.isa.gov

W, \Rl\l\( This ril conlains SeiwtH .' i ; 'mltilln that ix rolle | ncler M CFR g | l nd 1520, No pa r his
Feve d lJ [ I l o pur » it l 0 kno 5 dedined l 1 pi itk thy il
petimi ol (he Adminisird I Ilh [ | fulion Nee II \ Iminist I“:I" r the Secteta \ l' I t i

p{ [ + =
I't'|i'=Ni‘ ll !| ity Iﬂ' . Ford \ goverament wencies, public disclos nedl by l ‘a( A3} and d¢
{FR t l i ] n
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