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Chainmn Roberts, Vice Chai.tm8ll Rockefelhr, and Mernbe:s of the Collllllitee: 

We are pleased tore here today to dis::uss thegovetn.m3nt's use ofautborities grantedto 
it by Congre$ under the Foreign Intelligence Surveillance Act of 1978 (FISA). In particular, we 
apprec~te the opportunity to haw a candid discussbn about thei~act of~ azrendm~ts to 
FISA made by. tre USA PA 1RIOT Act and bow em caL they are to the govemment's ability to 
successfully prosecute the war on terrorism an:f prevent another attack like that of Septemoor ll 
from ever happening again. 

As we stated in our testimony to 1m Semte Jud~iary Co.tillllittee, we are open to 
suggestions for strengt~oilg and clarifYing til: USA PA 1RIOT Ac~, and we bok tbrward to 
meeting with people both inside and outside of Congress who have expressed views about the 
Act. However, we will not support any proposal that wouid undennina our ability to combat 
teaori.sm effectively. 

L FISA Statistics 

First, we would like to talk with you about the use ofFISA generally. Since September 
11, the volume ofapplications to the Foreign.jpte!Hgence Surveii.laooe Court (FISA court} haS 
dramatically increased. 

In 2000, 1,012 applications for surveillance or search wt:re filed under FlSA. As 
the Department's public annual FISA report sentto Congress on Aprill~ 2005 
states, in 2004 we .filed 1,758 applications, a 74% increase in four JeiU'S. 

Ofthe 1,758 appli.catiJns made ic 2004, wne were denied, although 94 ~re 
modified by tlle FISA oowt in rome sul::stantive way. 

Jl. Key Uses Df FISA Authorities in the War on Terrorism 

In enacting the USA P A TRIO! Act, the Intelligence Authorization Act for Fiscal Year 
2002, and tbe Intelligence Refoilll and Terrorism Prevention Act of2004, Congress provided tbe 
government wifu vital tools that it has used regularly and effectively in its war on terrorism. The 
reforms contained in those measures aifect evfZY single application mad! by the ~pa.rtmmt fur· 
electronic surveUlance or physical Se3reh of suspected terrorists and have enabled the goveroment 
to become quicker and lJX>i:e flex.Dle in gathering critical intelligence information on suspe;ted 
!errorists. It is because of~ keyi:zii>OrtaDCe of these tools to the war on terror that we a~ you 
to reauthorize the provisions of the US A PATRIOT Act scheduled to expire at the end o fthis 
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year. Of particular concern is section 206's authorization ofmu.ltipoint or "roviog" wiretaps, 
sectbn 207s elCpans:ion ofFISA' s authorization paiods for certan cases, sectbn 214's tev6ion of 
the 1egal standard for instal.ling and using pen register I trap and trace devices, and section 215's 
grant of the ability to obtaiD a Court order requesting the production ofbusiness records related 
to national security investigations. 

In addition, the Intelligence Refi>rm and Terxorism ·Prevention Act of 2004 includes a 
"lone wolf' provision that expands the definition of"agent of a foreign power" to molude a non~ 
United States peiSOn, who acts alone or is believed to be acting alone and who engages in 
inte):'I:lational terroristn or in activities in prepamtion therei>r. This provision is also schedu.[ed to 
sunset at 1be end of this yeax, and we ask that it be made peJlllllllent as well. 

A. Roving Wiretaps 

Sect:bn 206 ofthe USA PATRIOT Act extenm to FISA tb3 abilityto "fullow the target, 
for purposes of surveinance rather than tie the surve.il.latee to a particular facllity and provider 
when the target's actions may have the effect of thwarting that surveillance. In the Attorney 
General's testimony at the beginning of this month before the Senate Judiciary Committee, he 
declassified the fact tha!. the FISA court issued 49 orders authorizing the use of roving ··. · ~ 
survefDance authority under section206 as of March 30, 200.5. Use of roving SJ.r~Teillam;e las 
been available to law enforcement for many years and eas been upheld as constitutional by several 
fe&ral courts, including the Second, Fifth, andNirth C%cuits. Sotre object that this provision 
gives the FBI discretion to ¢onduct surveillance ofpersom who are not approved targets of 
court-authorized SUIYeiJJa:oce. This .i9 IDOllg. Section 206 did not change the requirement that 
befOre awro'Ving electron:C surveillance, the FISA court l'lllSt fu:Jd that there ~ probabb cause to 
believe that the target of the survei12nce is ei~r a fore@l power or an agent Qfa foreign power, 
such as a tenorist or l:3'Y· Without ~ction 206, investigators will once again bave to struggle to 
catch up to sophisticated terrorists trained to constantly change phones in order to avoid 
surveillance. 

Critics of rection 206 also contend that it aUows iDtelligenoe investigators to conduct 
"Jolm Doe'' roviDg SUl'VeillaDce that permits the FB1 to wiretap every single pbcme line, mobile 
communications device, or Internet connection the suspect may use without having to identify the 
sus~ct by name. As a result, they fear that tbe FBI may violate the communications privacy of 
innocent Americans. Let me respond to this criticism in the following way. First, even when the 
govfr1llrent 5 unsure of the name ofa target of such a wiretap, F!SA .requires the govenun:nt to 
provide "the identity, if known, or a description of the target of the el~ronic surveillance" to the 
FISA Court prior to obtaining the :rorveillance order. 50 U.S. C.§§ 1804(a.)(3) and 
1805(c)(l)(A). k a teSillt, each roving wiretap order is tied to a particular target whom the 
FISA Court must find probab:e cause to be!~ve is a fore~ power or an agent of a foreign power. 
In addition, the FISA Court ·must find "that the actions of the target of the application may have 
the effect of thwarting" the surveillame, thereby requiring ~ amlysi.s of the activities of a foreign 
power or an agent of a foreign power that can be identified or described. 50 U.S.C. 
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§ 1805 ( c)(2)(B ). Finally, it is important to remember that FISA .bas always required that the 
government conduct every surveillance puzsuant to appropriate lllinimi2.ation procedure~ that limit 
the go>,e~at •s acquisioon, ntention, airl dissen:Ulation of irrelovant COimlu.ni¢ations of 
innocent Amernans. Both the Attorney General and the FISA Court must approve those 
rninim+tation procedures. Taken together, we beliew that thesa provisions adequately protect 
agaDst unwarnmted govellll'rental intrusions into lhe privacy of.Am!li;am. Section 2C6 suosets 
at the end of this yefJI. 

B. Authorized Periods :fur FlSA Collection 

Section207 of the USA PATRJOT Act bas been essemal to protecting the national 
security of the United States and protecting the civil h"berties of Americans. It changed the time 
periods for wbicll electrooic surveillance and physical searches are authorized UDder FISA and, in 
doing so, conserved limited OIPR and FBI resomces. Instead of devoting tirr.e to the mechanics 
of repea1edly renewing FlSA applications in certain cases -which. are considerable - those 
resources can be dewted instead to ot~r in-vestigative activity as well as condoot.ing appropriate 
oversight of the use of intelligence collection authorities by the FBI and other io.telligence 
agencies. A fi;w examp~ of bow section 207 has helped are set forth oolow. 

Since its inceptit>n, FISA has permitted electronic surveil!aree of an in:JiYidual who is an. 
agent offoreign. power based upoo his status as a Don-'Qmted States person who acts in lhe 
United States as "an officer or employee of a foreign power, or as a member' of an international 
terrorist group. As originally enacted, FrSA permitted electro!OO surveillance of ruch targets for 
i:aital ~nods of90 days, with extensions for addilional periods ofup to 90 days based upon 
subsequent applications by the government. ID addition, FISA originally allowed the gove~ent 
to conduct ph)Sical searohes of any a gem of a :lbreign power (including United States persons) fur 
i.nitiat periods of 45 day.;. with extensions for additional45-day periods. 

Secti>n ZfJT ofth.e USA PATRIOT Act changed t~ Ia.w as to perm:t the govemment to 
conduct electronic sunrelliwce and physical search of certain agents offo~ign powers and non
resident al~:n neml:ers of international groups i>r initial periods of120 days, with. extensions .for 
perbds of up to o~ year, It also allows the govanm:::nt to obtaitl authorization. to oonduct a 
physbal search ofany agem of a foreign power for periods ofup to 90 days. Section 207 did!!Q! 
cbaDge the tirr.e periods applbable fur electronic surveDlame of United States persons; whi::h 
remain at 90 days. By making these time periods equivalent, it has enabled the Department to file 
streamline<! combined electronic surveinance and ph)Sical search applications that, in the past, · 
were tried b-ut abandoned as too cumrersome to do effectively. 

As the Attorney Gene.ral testified refore the Senate Judicil.ry Committee, we estimate that 
the amendments in sect]on207 have saved OJPR approximately 60,000 houzs of attorney time in 
the processing of appHcations. Because of sectioo 207's success, we have proposed ad<lltiooal 
amendments to mease the effi:;iwcyof the FISA process. AIDOng tbese would 'be to alhw 
coverage of all non-U.S. person agents for foreign powers for 120 days i:n.itiall.y with each renewal 
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of such authority allowing continued coverage for one year. Had this and other proposals been 
included in the USA PATRIOT Act, the Department estimaies-that an additiona!ZS,OOO attorney 
honrs would have been saved in fue interim. Most of these ideas were specifically endorsed in the 
recent report of the WMD Commission. The WMD Commission agreed that these changes 
woukl allow1:he Depa:rtment to fucus its attention whtTe it is most needed and to wsilre adequate 
attention is given to cases imp! bating th:l civil Hrerties of An:er:icam. Se::tioll 2-fJl is scheduled ·to 
sUDset at the end of this year. - -• ·· - · .. -

C. Pen Registers and Trap and Trace Devices 

Soin:: of the nx>st usefu~ and least ittrusive, investigative tools available to both 
intelligence and law eu.fOICemert inwstigafors a.re pen registers and trap and trace devices. 
These devices record dAta regarding i:oooming and outgoing communications, such as all ofthe 
telephone mmbelS that can, or are caned by1 certain phone mnnbexs associated with~a suspected 
terrorist or spy. These devices, however, do not record the substantive content o f1he 
communications, such as the words spoken in a telephone conversation. For that reason, the 
Supreme Court has held that there is no Fourth Amez:rlrnent protected privacy interest in 
infurmation acquired from telephone cans by a pen register. Nevertheless, infurmation obtained 
by pen registers or trap and trace devices can be extremely useful in an investigation by revealing 
the nature and extent of the contacts between a subject and his confederates. The data provides 
important !earls for ~ves1igators, andiJlf!-Y assist them in building the fuctl necessary to obtain 
probable cause to support a full contwt wh-etap. 

Under chapter 206 of title !8, which.,bas been in place since 1986, if an FBI agent and 
prosecutor in a crimillal investigation of a bank robber or an organized crime figure want to install 
and use pen registers or trap and ttace devices, the prosecutor must-file an application to do so 
wnh a federal court. The application theym)JSt.file, however, is exceedingly simple: it~ only 
specify the identity of the applicant BDd the law enfor~ment agency conductillg·tbe investigation, 
as wen as "acertifbation by fu: appli;ant that the infunnation lilrely to be obtained is reevant to 
an ongoing criminal investigation being conducted_by that agency." Such applications, of course, 
include other infonnation about the facility that will be targeted and details about the 
irnpltmertation of the coDectioll: as -well as "a atatcinent of the _otimso to which the infunnation 
likely to be obtained .. . relates,'' but chapter 206 does not tequire an extended ~itation of the 
facts of the case. 

In contrast, prior to the USA PA TRIO! Act, in order for an FBI agent conducting an 
intelligence investigation to obtain F1SA authority to use the same pen register and trap and trace 
device to investigate a spy or a terrorist, the government was required to file a complicated 
applicat?on under title TV ofFIS.A. Not only was the govemmmt's application required to 
include "a certifi::ation by the applicant that the information likely to be obtained is relevant to an 
ongoing foreign intelligence or international terrorism investigation being oonducted by the 
Federal Bureau of Investigation under guidelnes approved by the Attorney General," it also had 
to include the fullowing: 
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infon:mtion wbicb d€momtrates trot there is reason to believe that the telepbone line to 
wb~h the pen register or trap and trace device is to be attached, or the cornmuoicmon · 
instrumett or device to be covered by the pen register or trap and trace device, has been 
or is about to be used in ooillllllDication with-

(A) ao individual who is engaging or has engaged i.ointemational terrorism ~?t 
cl.andestine intelligence activities that involve or may involve a violation of the· 
criminal laws of tm United States; or 

(B) a !>reign power or agent of foreign power under circumstances giving reas:~n 
to beli.e'te that the comiilllilication co:pcems or comerned intermtioml tffiorism or 
cl.andestiue intelligence activities that involve or rnay involve a violation of the 
criminal aws oftbe United States. 

Thus, the government had to make a much differei!t showing in order ootain a pen register 
or trap and trace authnization. to find out iofurt:na.tion' aoout a spy or a terrorist than is required to 
obtain theverysatre illfonmtionabout a drugdeaer or other ordinarycriminal Sensibly, sectiOn 
214 ofthe USA PATRIOT Act simplif~d tbe standard that the gov~nt nnst ~et in order to 
obtaia pen/trap data in national serurity cases. Now, in order to obtain a natio.oal securjty 
pellltrap order, the applicant must certify "that the infonmtion likely to be obtained is fureigiJ 
intelligence hlfonmtionnot concerniDg a United States perron, or is rebvant to an investigation 
to protect agalnst: international terrorism or clandestine intelligence acti'Yities." Importantly, the 
law requires tb.atsuch an investigation of a United States person may not be conducted solely 
upon the basis of activities protected by the First Amendment to the Constitution. 

Section 214 shoul:l not be permitted to expire and return us to the days when it was rrore 
difficult to obtain pen/trap authority in important national s~urlty cases than i.o. mrmal crir.o.inal 
cases. This ~especially true when the law already includes provisions that adequately prote::t the 
civil liberties of Ameroans. I urge you to re·<ll.lthorize section 214. 

D. · Access to Tangible Things 

Section 215 of the USA PA TR.IOT Act albws the FBI to obtaill an order from the FISA 
Court requesting production of any tangibe thmg, such as busbess records, iftbe ~ems are 
relevant to an ongoing llllthorized nation!!l security hvestigation., which, in the case of a United 
States person, cannot be based solely upon activities protected by the First Amendment to the 
Constitution. The Attorney General also decrusified earfier t1rl> month the fact that the FISA 
Court has issued 35 orders requiring tbe production of tangible tb.i:ngs under section215 from 1be 
date ofthe effective date of the Act through March 30th of this year. None of those orders was 
issued to lil:rams and/or- bookse.ners, ll!ld oone was fur toedical or gun records. The provision to 
date bas been used only to order the production of driver's Hceme records, public nccotnTlXldation 
records, apartment leasing .reoords, credit card records, and S\lbscriber infui."'W1tion, such as Il<llnes 
and address% for telephone numbers captured through court-authorized pen regjster devkes. 
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Similar to a prosecutor in a criminal case 5suing a graztljury sul:poe.oa for an item 
relevant to bis investigation, so too tmy the FISA Court issue an. order requirlDg the produotbn 
of records or items that are relevant to an investigation to protect against international terrorism 
or clandestine intelligence activities. Section 215 orders, however, a:re subject 1o judicial 
oversight before they are issued- 'UI1like grand jury subpoenas. The FISA Court must explicitly 
authorize the use of section 215 to obtain business records before !:be govemment may serve the 
order on a recipient. In contrast, grand jury subpoenas are subject to judicial review only ifthey 
are challenged by the recipient Section 215 orders are also subject to the same standard as grand 
jury subpoenas - a releva:nce standatd. 

Section 215 bas 'been criticized because it does not exempt libraries and booksell~. The 
absence of such an exemption is consistent with criminal investigative practice. Prosecutors ha -ye 
always teen able to obtain records :from libraries and bookstores through grand jury subpoenas. 
Libraries and booksel.brs should not become safe havens fur terrorists an:i spies. Last year, a. 
member of a terrorist group closely affiliated with a1 Qaeda used Internet service provided by a 
pub!~ I:Urary to commu.n.i:ate with 1m confederates. Furthermore, we know that spies have used 
public library computers to do research to further their espionage aod to communicate with their 
co-conspirators. For example, Brian Regan, a furmer TRW employee world.ng at the National 
Reconnaissance 0 ffice, who was convicted of espionage, extensively used computers a! five 
pub lie libraries ill Northern Virginia and Maryland to acaess addresses for the embassies of certain 
foreign governments. 

Concems that section 215 allows the government to target Americans because of the 
books they read or websites th~y visit are misplaced. The provision explicitly prolnoits the 
government from conducting an invesugation of a U.S. person based solely upon protected First 
Amendment activity. SO U.S. C.§ 186l(a)(2)(B). However, some criticisms of section 215 have 
apparently been based on possible ambiguity in the Jaw. The Department bas already stated in 
litigation that the recipiem of a section 2 I 5 order may consult with hB attorney and may cba&nge 
that order in court. Tht: Departma:~t has also stated that the government may seek, am a court 
may require, only the production of records that fl!e relevant to a national sr:rurity invastigati.on, a 
standard similar to the relevance standard that applies to graod jury subpoenas in criminal cases. 
The text of seotion 215, 'however, is not as clear as it oould be in these re~ects. Tl::e Departtn:nt, 
therefore, is wiling to support amendments to Section 215 to clarifY these po~. ~ection 215 
also i3 scheduled to sunset at the end ofthls year. 

E. The "Wall'• 

-?efore the USA PATRIOT Act, app.lliations for orders authorizing electronic surveilhnce 
or physical sea.rches UDder FISA had to include a certification from a hlgb-nmki.Dg Exec11tive 
Braroh offx:ial that "the purpose" of the surveillance or search was to gather foreign intelligerx:e 
i.nfurmation. As interpreted by the courts and the Justice Department, this requirerrent meant that 
the "primary purpose" of the colhction had to be to obtain foreigo intel1igence information rather 

1871 (c) (2) .. ~RO.OUJJllON--1.. DEC 2008· 1079 ... 

----- - ---· ·--- --· --------------~=~ 



than evide nee of a crime .. Over the years, the prevailing interpretation and implementation of the 
"primary purpose" standard bad the effect of sharply limiting coordination and information sharing 
between intelligence and law enforcement personneL Because the courtS evaluated the 
government's purpose fur using FISA at least in part by exantining the nature and extent of such 
coordination, tbe more coordination that occur.red, the more !Deely courts would find·that ·hw 
enforo ement, rather than foreign intelligence collection. had become the primaiy purpose of the 
surveitlance·or search. 

During the 1980s, the Department operated under a set of largely unwritten rules that 
limited to some degree infonmtion sharing between intelligexx:e and bw en.fOJ;Cement o:ffi::;ials. In 
1995, however, the Department estabmbed formal procedures that more clearly separated law 
enforcemert and intelligence investigations and Jinited the sharing of information between 
intelligence and law enfuroement pa-sonml even more than the law required. 100 prollll1lgation 
of these procedures was motivated in part by the concern !hat the·~ ofF! SA authorities would 
not be allowed to continue in patticular investigations if criminal prosecution began to overcome 
intelligence gatberi.Dg as an investigation's primary purpose. Tre procedures were inten:led to 
permit a degree of interaction and information sbarillg bet\veenprosecutors and intelfigence 
offi::ers while at the same tiire ensuring that the FB!Vtuuld be able to obtain or continue FISA 
coverage and later use the fruits of that coverage in a criminal prosecution. Over time, however, 
coordination and information sharing be~een intelligence and Jaw enforcement personnel became 
more limited in practice than was allowed in reality. A perception arose that in:proper 
information sharing could end a career, and· a culture developed within the Department sharply 
limiting the exchange ofinimnation between imelli.gerce and hw en:furcemertt offcials. 

Sections 21 il and 504 of the US A PATRIOT Act helped to bring down this "wall" 
separating mtelligeroe and hw en:furcemem official;;. They erased the perceived statutory 
impediment to more robust information sharing between intelligence and law ellforcement 
personnel They also provided the necessary impetus for the removal of the formal administrative 
restrictions cs wen as 1:00 informal cultural restriltions on infurmation sharing. 

Section 218 of the USA PATRIOT Act eli.minated the ''Jrin:ary purpose" require~nt. 
Under section 218, the goveiillLCnt may conduct FISA surveillance or searches if fureign 
intelligence gathering is a .. significant'' purpose ofthe surveillance or search. This eliminated the 
need far courts to con:pare the relative weight of the "foreign intelligeDCe" and "law enforcexrent" 
purposes of the surveiDaxx:e or search> an1 allows i:ooreased coordination ani sharing of 
infurmation between intelligence and law enforcement personnel. Section 218 was upheld as 
constitutional in 2002 by the FISA court of Review. This change, significantly, did not affect the 
government's obligation to demonstrate that there is probable cause to believe that the target is a 
foreign power or an agent of a. foreigJ:J power. Section 504 - which is not subject to SUlSet

buttressec:I section 218 by specifically amending FISA to allow intelligence officials conducting 
FISA surveilla.:xx:es or searches to "consult" with federal bw enforcement officials to "coordinate" 
efforts to investigate or protect against international terrorism, espionage, and other foreign 
threats to national security, and to clarify that such coordfuatioo. "shall not" preclude the 
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certifi:athn of a "significant" fOreign inteRigence purpose or the issuance of an authorization 
order by the FISA court. 

. . 
The Department moved aggressively to implement sections 218 at:~d 504. Following 

passage of the Act, the Attomey General adopted new procedures designed to increase 
information sharing between io.telligence and law enforcement officials, which were affinned by 
the FlSA court of Review on Novenber 18,2002. The Attorney General-has al~ issued other·· 
directives to further enhance. information sharing and coordination between intelfigence ani Jaw 
enforcement officws. In practical terms, a prosecutor may now consult freely with the FBI about 
what, if any, investigative tools should oe used to bes1 prevent terrorist attru:ks and protect the 
natioml security, Unlike section 504, secoon 218 is scheduled to sunset at the end ofthisyear. 

The i.ooreased infornation sh!iri.ng fecilitateii by the USA PATRIOT Act has led to 
tangibh results in the war against terrorism: pbts have been disrupted; terrorists have been 
apprehended; and convictions have been obtained in terrorism cases. Infol1Il&tion sharing 
between intelligence and law ellforcemeilt perSOll.llel, for example, was critical in successfully 
dismantling a tenor cell in Portland, Oregon, popularly k:oown as the "Portland Seven/' as well as 
a terror cell in Lackawanna, New York. Such information slwi.ng has also been used in the 
prosecution of se~ralpersons iovolved in al Qaedadrugs-for~weapons plot in San Diego~ two of 
whom have pleaded guilty; nine asoociates in Northern Virgina of a violent extremi& group 
known as Lashkar-~Tail:>a that has ties to alQaeda, woo were ronvbted and sent~ced to prison 
terms-ranging from four years to life imprisoo.trent; two Y.emeoieitizens, Moh~d AliHasan 
Al-Moayed a.r.d Mohsh~ Yahya Zayed, w.OO were charged and convicted mr conspiring to 
provide material support ro al Qaeda and HA.M.AS; Kb~ Abde~LatifDu.n::eis~ who was 
convicted. by a.jwy in January 2004 ofillegally acting as an agent ofthe fOrmer goverD.Irent of 
.Iraq as well as two counts of pel:jury; and Eoaam Arnaout, the Executive Director of the Illinois· 
based Benevolence Intemational Foundation, who had a long -standing relations hip with Osama 
Bin Laden and pleaded guilty to a raclreteemg charge, adnitting that he diwrted tb:>usams of 
doiJa:cs from his charity orgwation to support lslal1W militant groups in Bosnia ani Cbedlnya. 
Information sbariDg between intelligence and law enforcementpersODilel has also been extmnely 
valuable in a·number of other ongoing or otherwise sensitive investigations that we are rot at 
liberty to discuss today. 

While the"wan" primarily hindered the !low ofio.fonmUon from intelligewe illvestigators 
to law entDrcement in.vestigators, another set of barriers, before the passage of the USA 
PATRIOT Act, often hampered Jaw eo.fureerrent .offJCials from sharing infurmatil>n wth 
intelligence persoru:el and others in the govemmetJt responsible for protecting th.e national · 
security. Federal law, fur etrurple, was interpreted generally to prohibit federal prosecutors from 
disclosing i:lii:mnation from grand jury testimony and aininal i.Dve&tigativ~ wiretaps to 
intenigence and national defe!l;e officials even if that infon:mtion indicated that tenomts were 
planzWg a future attack, unless such officials were actually assisting with the crirn.iml 
investigation. Sections 203(a.) and (b) of the USA PATRIOT Act, however, eliminated these 
obstacles to information sharing by allowing for the dissemimtion of that infonnation to assist 
Federal hw enforcement, intelligence, protective, immigration, national defense, and national 
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~urity officials in the performance of !heir official duties, even if their duties are unrelated to the 
criminal inve&igaoon. (Section 203(a) covers grarrl jury in:Jbzmatioii; and section 203(b) covers 
wiretap inforz:natioo.) Section 203( d), l.ilwwise, ensures that impartaDt iztfonil.ation that is 
obtained by law enforcemBnt Lreans lllllY be shared with inteni,genoe trod otmr natioo.al security 
oflici~s. Ths provision does so by creati:J.g a genelt exception to aDyother law pUiportiog to 
bar Federal law enforcement, inrellige.ooe, iomrlgramn, national defu:tire, or mtionalsecu.rity 
of:ficals from receiving, for officii! -me,·iniOrmation rega:rding foreign intelligence or 
counterintell.igence obtained as part of a crimina! investigafun. Indeed, secmn 905 of the USA 
PATRIOT Act requires the Attorney General to expeditiously dis;lose to the Director of Centtal 
Intelligence foreign intelligence acquired by the Department of Justice in the course of a criminal 
investigation unless <isclorure ofsuchinfortmtion wollld jeopardize an ongoic.g io.vestiga.tion or 
impair other significant law enforcement interests. 

The Department bas relied on section 203 in discbsing vital inDrmation to the intelligence 
col:nJllUility and other federal officials on many occasions. Such disclosures, for instance, have 
bee11 used to assi& in the dismantling of terror cells in Portland, Oregon and LackawaDDa, New 
York and to suwort the revocation of suspected terrorists' visas. 

Because two pro-visions in section 203: sections 203(b) and 203(d) are scheduled to sunset 
at the end of the ~ar, we provide below specific exampbs of tbe utility of those JrOvisions. 
Examples of cases where in1elligence information from a criminal investigation was appropriately 
shared with the IntelHgence Community under Section 203(d) ilx:lude: 

Infol'!D2tion about the organization of a violent jihad training camp including training in 
basic .iDilill!ry skills. explosives, weapons and planehijacldngs, as well as a plot to bomb · 
soft targets abroad, resulted from the investigation and crim.i.nal prosecution of a 
naturalized United States citizen who was associated with llil al-Qaeda rebted group; 

Travel information and the roamer that monies were channe.bd to members of a seditious 
coospiraoy who traveled from the United States to fight al:>ngside the 'Talman agahst U.S. 
and allied forces; 

Information about an assassination plot, moluding the use offalse tra:ve! documents and 
transporting monies to a designated State sponsor ofterrorism resulted frOm the 
investigation and prosecution of a naturalized United States ~,:itizeo who had~ the 
founder of a well-known United States organization; 

Iufo!Illation about the use offraudu!ent travel documents by a high-ranking member of a 
designated foreign terrorist organization emanating from his cri:miruU investigation and 
prosecution revealed intelligence information about tbe manner and means of the terrorist 
groupt s logistical support network which was shared in otder to assist in protecting the 
lives of U.S. citizens; 
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The criminal prosecution of individua 1s who traveled io, and participated in, a military
style training camp abroad yielded intelligence information in a number of areas including 
details regarding the appfuation forms which permitted attendance at the training campj 
after being convicted, one defendant has testiti:d in a recent separate federal crimiml trial 
about this application practice, which assisted in the admissibility oftbe fonn and 
conviction of the defendants; and 

The criminal prosecution of a naturalized U.S. citizen wb:> bad traveled to an Al-Qaeda 
training can:ip in Afghmistan revealed informamn about the group's practices, logistical 
support and targeting information. 

Tith ill infurmation has similarly hem slmed with the Intelligwce Coli!Illunity through section 
203(b ). The potential utility of such infonmtion to tm inte.D.igeroe and ootional security 
comtllllilities is obvious: suspects whose conversations are being monitored without their 
knowledge ~my reveal all sorts of infonnaoon about tenorists, terrorist plots, or other activities 
with national security implications. Furthermore, the utility of this provision is not theoretical: the 
Department has made disclosures of vital infOrmation to the intelligence corrmunity and other 
federal o~ials under section 203(b) on many occasions, such as: 

Witetap irterceptions involving a scheme to defraud donors and the Internal Revelll.le 
Service and il.iegallytransfer mo~s to Iraq generated not only criminal charges but 
iD:folil'lation concerning the manner and means by which monies were funneled to Iraq; and 

Intercepted communi:;atioos, in ronjunction with a sting operation> led to criminal charges 
and illtelligeme infOrmation relatiDg to money laundering, receiving and attemptil:lg to 
transport !light-vision goggles, infrared army lights az2d other sensitive military equipment 
relating to a forel;n terrorist organization. 

Section i03 is also critical to the operation of the National Counterterrorism Center. The 
FBI relies upon secti:>n 203(d) to provide infOrmation obtained in criminal illVemgations to 
analysts in the nas~ Natioml Counterterrorism Cen!er, thus assisting tre Ca1terin canying out its 
vital wu.nterterrorism missions. The Natiooa.! Counterterrorism Centel' represents a strong 
examp~ of section 203 information sharing, as the Center uses information provided by law 
enforcement agencies to produce comprehensive terrorism analysis; to add to the list of suspected 
terrorists on the TlPOFF watcblist; and to distribute ~errorism·re!ated infonnation across the 
fedeml goveilliileot. 

In addition, last year, during a series of high-profile events -the G-8 Summit in Georgia, 
the Democratic Convention in Boston and the Republican Convention in New Yolk, the 
Novemoer 2004 presidential electio.c. and other· e. vents -a task force used the information sharing 
provisions under Section 203(d) as part and paxcel of performing its critical duties. The 2004 
Threat Task Fon:e was a successful inter-agency effort where there was a robust sharing of 
in.fmDation at all levels. of government. 
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F. Protecting Those Complying with FlSA Orders 

Often, to conduct electronic surveillarce and physical searches, the United States requires 
the assistance ofprivate coDliilllDicationsproviders to carry out such court orders. In the crimiml 
context, those who assist the govero:nent in carryi.og out wiretaps e.re }XOViied with iiDIIlunity 
from civil liability. Sectbn 225, wbicll is set to sunset, JrOviles immunity from civil liability to 
communication serv~e provid~ and others woo assist the United States in the execution of F!SA · 
orders. Prior to the passage ofthe USA P ATRlOT Act, toose assisting in the caiT}iog out of 
FlSA orders enjo)'ed no such immunity. Section 225 sirrply e~ends the same immunity that has 
long e.ti~ed in tbe criminal context to those who assist the Unled States in carrying out orders 
issued by the flSA court. Provicling this protectbn to commmication service provners for 
fulfilling their hgal obligations helps to ensure pro~pt compliance with FISA orders. 

CONCLUSION 

It is critical that the el~ems oftm USA PATRIOT Act subject to sunset in a ~mtter of 
months be re~wed. Failure to do so would take the Intelligence Community and law · 
enfo~ment back w a time when a full exchange of .information was not possible and the too l.s 
available to de rend against terrorists were inadequate. Thi; is UDaoceptable. The need fur 
constant vigilance agailst terrorists wi;hi.Dg to attack our nation is real, atxl allowing USA 
PATRlOT Act provisions to sunset would damage our abil.ity .to prevent such attack,s. 

We thank the Committee for the opportunity to discuss the in:portance of the USA 
PATRIOT Act to th~ nation's ongoing war against terrorism. Thi5 Act bas a proven record of 
success in protecting the American people. Provisions subject to sunset must be renewed. We 
look forward to working with the· Committee in the weeks ahead. We appreciate tbe 
Committee's close attention to·tbis important issue. We would be pleased to answer any 
questions you may have. Thank you. 
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