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~FS//ST/NFy ASSESSMENT OF MANAGEMENT
CONTROLS TO IMPLEMENT THE FISC ORDER

AUTHORIZING NSA TO COLLECT INFORMATION USING
PEN REGISTER AND TRAP AND TRACE DEVICES

—(IS/SH/STEW//NF/OCY Background: On 14 July 2004, the Foreign Intelligence

Surveiltanee Court (FISC) issued a court order (the Order} granting the NSA the

authority to install and use pen registers and wap and trace [PRT“{] deviees to
collect the addressing and routing information of int

| The Order
establishes strict procedures governing the collection and use of, as well as access
to. the data. This report assesses the general adequacy of management controls to
ensure that the Agency complies with the terins of the Order. The effectivencss of
management controls will be addressed in a subseguent report.

(b) (1)
(b) {(3)-P.L. 86-36
SUMMARY (b) (3)-50 USC 3024 (i)
TRSFSHSTEWANFOE) The management controls designed by the

Agency to govern the collection, dissemination, and data security of
efectronic communications metadaia and U.S. person information
obtained under the Order are adequate and in several aspects exceed the
terms of the Order. Due to the risk associated with the processing of
electronic communications metadata involving U.S. person information,
additional controls are needed for processing and monitoring of queries
made against PRTT data, documenting oversight activities. and providing
annual refresher training on the terms of the Order.

E lucludes afl e-mait communicatons| (b) (1
(b} (3)-P.L. B6-36

U he current version ol the {_]I'rjerl |
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(U) Criteria

{b) (1)
(b) (3)-P.L. 86-36
{b} {3)Y-50 USC 3024 {1)

—TS7FSFFSTEWS AT OC The Order. The Qrder in effect during ihe

ume period of our review was issued on
expired on| | 1t-authorized the Agency 100 (b)(1)

)(3)-P.L. 86-36

(b)(3)-P.L. 86-36

o collect and retain electronic communications netadata
using pen registers and (rap and trace devices to protect
against international weryorism, and

¢ process and disseminate this datal |

—FSFFSHFM Since the first order was signed i July 2004. the FISC

has issned subsequent orders every ninety days. Although the
spedifie terms and requirements of each order sometities changed.
the core authority—to collect and retain electronic communications
metadata in the United States using pen registers and trap and trace
devices—remains. Appendix B surmnarizes the significant changes
since the first Order was signed.

—FSFOESTEN 7 OCT7NF To protect U.S. privacy rights, the Order
specities terns aud restrictions regarding the collection. processing,
retention,’ dissemination. and data security of electronic
communications metadata and 115, person information obtained
under the Order. To ensnre compliance with these terms and
restrictions. the Order also mandates Agency mandgement to
implernent a series of procedures 1o control the coliection of data and
the access to and use of the archived data collected pursuant to the
Order. These control procedures are clearly stated in the Order.
Appendix C sunimnarizes the key terms of the Order and the related
mandated control procedures,

{U) Standards of Internal Control. Internal control, or management
control, comprises the plans. methods, and procedures used to meet
missions. goals. and objectives. [t provides reasonable assurance
that an entity is cficctive and efficient i its operations, reliable in its
reporting, and compliant with applicable laws and regulations. The
General Accounting Office's Stanclards for Intermal Condrol in the
Federal Government., Noveimber 1999 (the Standards). presents the
standards (hat define the minimum level of quality acceptahie for
management control in government. NSA/CSS Policy 7-3. Internad
Conirof Program, April 141, 2006, advises that evaluations of internal
control should consider the requirements outlined by the Standards.

for 4% vears,

We did not assess Uwe vontrobs over ratertinag at this e as e Order allows data o be retained
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The Office of the Inspectar General (OIG) uses the Standards as the
hasis against which management control is evaluated.

(U) Assessment Results

{

FTI A5 Agency managenient implemented all of the control
procedures specifically mandated by the Order. (See Appendix C.)
Agency management also built on some of those mandated

procedures to establish rigorous processes ta ensure compliance
with the overall terms of the Order. For exampie.] |

(b} (1)
{b) (3)~P.L. B6-36
{b) {3)-50 USC 3024({i)

| In addition, processes Lo
document Shill Coordinator and Otffice of General Counsel (QOGC)
justifications and approvals demonsirate the Agency's diligence and
rigar inn assessing whether seed addresses meet the terms of the
Order.

PSSR [n general, controls over coltection. dissemination. and
dala security were adequate to ensure compliance with key terms of
the Order. However, the following control weaknesses aid needed
improvements regarding processing and oversight exist:

The authority to approve queries made against PRTT data
should be separated from the capability 1o conduct queries.

» The SIGINT Directorate (SID) Oflfice of Oversight and
Compliance (O&C) monitoring of PRIT queries is ineffective,

« Improvements are needed to decument OGC spot checks
and monitering of collection data, audit log functiviing,
and access lists.

»  Agency management should provide anmial advanced
mtelligence oversight training on the Order 10 complv witls
Agency and Dol policy.

(U7/ /#6868 Details of these issues are discussed below.

—<¥577/SH/NF) The Authority to Approve Queries Made Against PRTY
Data Should be Separated from the Capability to Conduct Queries

—HHSFF SR Two Shift Coordinators in the CT Advanced Analysis
Division (AAD) cach have both the authority to approve the querying

)(3)-P.L. 86-36
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(b} (1)
{b) (3)-P.L. B6-36
{b) (3)-50 UsSC 3024(i)

o)(3)-P.L. 86-36

| —Iuru‘lf_'r the Order and the capability to conduc

(ueries. The Standards of huermad Conrol in the Federal Goverrunent
require that key duties and responsibilities be divided anxong
diffcrent people (o reduce the risk of error or fraud. n particular,
responsibilities for authiorizing uunsactions should be separate from
processing and recording them. This lack of segregation of dutivs
increases the risk that the Shift Coordinators will approve and Guery.
either by error or intent. addresses that do not meet the terms of the
Order.

Recommendation 1

| 8481 Separate the authority to approve queries from the capability to
conduct queries under the Order.

{ACTION: Chief, Counterterrorism Primary Production Center)

(U) Management Response

CONCUR. -FSASHSFEW - Though management concurred
with the finding. it did not concur with the reconunendation because
Shift Coordinators occasionally need to query against PRIT data in
emergency situations or during off hours. As an alternative contol.
management recommertded that Shift Coordinators retain querving
capability but that O&C routinely review their gueries (o ensure
cormpliance willi the Order,

Status: OPEN
Target Compleiion Dat:-i I (b)(3)-P.L. 86-36

(U) OIG Comment

{Li] Plamned action meets the intent ol the reconunendation.

«FS7//SH-NF) O&C Monitoring Does Not Provide Reasonable

Assurance that PRTT Queries Comply with Key Terms of the Order

(b)(3)-P.L. 86-36

AT/ 7SN In accordance with DIRNSA's declaration dated
2004. which stated that O&C will periodically review the
PRIT program. O&C personnel conducted periodic spot checks to
verity that ad hoce gueries made by analvsts with access to PRTT data

LT &l
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were approved by a Shilt Coordinator.’ Although O&C montitoring of
PRTT queries has the potential to be a strong and valuable
compliance control. it is largely ineffective because SID management
did not establish a comprehensive monitoring methodology designed
for that pumpose. Although there are no indications that violations
have occurred. O&C monitoring does not provide reasonable
assurance thal PRTT queries comply with the following key terms of
the Order:

o All queries made against PRTT data must micet the terms of

(b) (1)
(b)Y {3)-P.L. 86-36
{k) {3)-50 USC 3024({1i)

+ Shift Coordinators must approve the foreign seed addresses
of it queries marde against PRTT data.

o OGC must approve U.S. seed addresses of queries made
against PRTT dala,

+ Analysts may gquery 1o no more than twe hops from the
seed address.

(U} Monitoring is Essential to Effective Internal Control

SR Monitoring is one of the five standards of internal
control. Specitically. The Starvdards of Interna Cortrol in the Federal
Govermment states that monitoring includes regular nunagement
and supervisory aclivities, such as ongoing comparisons and
reconeiliations, to determine whether internal control is functioning
properly. Effective monitoring makes management aware of
laccuracies, cxeeplions, or vielations that could indicate intermal
control problems. Monitoring is the best means to verify compliance
of PRIT queries because preventive controls are not practical.

TSHSHANFF SID Management did not Establish a Comprehensive
Monitoring Methodology

—HEAAEHAARE O&C monitoring of PRTT queries is ineflective because
SID management did nol establish a comprehensive methodology to
moiilor compliance with four key terms of the Order. Developing a
methodology requires identifying all the terms of the Order to be
1onitored, determining the most effective montitoring technigues,
and identifying key data. format. and report requirements, Rather,

~P At the tme of our review, Q& was tansuticiiug 0 & new process W mositer PRTT queres and
du Lh)pML written procedures. Because O&C Jid not dacument spat chieck results or the procedures foliowed,
we vould not assess the overall adequacy of the montioring conducted pror to our teview. Our results are
theretore based seleiv on the newly tmplemented process,
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O&L personnel spot-checked PRYT queries based on the type and
format of audit lug data thiat was already availuble and on the
concept of “superauditing” SIGINT queries, Superauditing consists
of O&C personnel spot-checking SIGINT queries that have already
been reviewed by an analyst’s supervisor. As a result, SID
management did not use effective monitoring technigues, did not
have the data and reporting elements it needed to conduct eflective
monitoring, and based ils monitoring on incomplete or inaccurate

data.
) (1) HFSHSHNE Spot checks are insufficient to assess compliance
(b) (3) -P.L. B6-36 with the Order. To effectively monitor over] |PRTT quueries
conducted pex month. spot checks of| er 30-day

period do not include enough data Lo draw reasonable conclusions
on the Adgency's overall compliance. Rather, mwonitoring technigues
such as reconciliation or stalisticad swnpling are more appropriate in
that they either include a suflicient portion of the population. or take
inte account the risk that the sampled gucries do not represery the
entire population. | |

Using spot checks as the only monitoring technique, O&C cannot
provide reasonable assurance that the Agency complies with terms of
the Order.

PSS O&C personnel ackuowledged that “superauditing” is
problematic in that PRTT queries, unlike SIGINT keyword qgueries, do
not undergo front-line audits by supervisors, O&C personnel also
agreed that reconciliation of PRTT gueries to approved seed
addresses is the preferred technique to monitor compliance with the
Order and expressed frustration that audit log data conld not be
casily reconciled with records of approved seed addresses. At the
time of our review, O&C was working with AAD 1o develop the report
formats needed to conduct more effective monitorng.

—5A5HHE Audit log reports do not consistently and accurately
document originating seed addresses. | ]|
o1 __ _ |
(b) (3)-P.L. 86-36 : | Unmatched or nissing seed addresses are not, in and

of themselves, violalions of the Order. Rather. because we do not
know the seed addresses, we do not kuow whether 4 Shift
Coordinator had approved them. Thus, O&C inornitoringg cannol
provide reasonable assurance that] of the queries comply
with two kev tenns of the Order. Specifically, because the audit logs
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b)(3)-P.L. 86-36

do not consistently and accurately docunent originating seed
addresses, mamagement cannot verify tral:

(b) (1) + all queries made against PRTT data are traceable to seed

{(b) (3} -P.L. 86-36 addresses that meet the terms of the Qrder] !
(b) (3} -50 USC 3024 (i) and

* a Shift Coordinator approved the originating sced addresses
of all queries made against PRTT data,

5S-G Audit log reports are incomplete. The audit log
reports that O&C spot-checks do not include all gueries made
against PRTT data. The reports include only the queries of analysts
that the Program Managemeni Office {PMO) lists as being approved
for access to PRTT data. This data is incomplete because it does not
include queries of exchuded individuals—thiose that have the ability
ta query the PRIT data but are not on the PMO list or who are not
analysts. For example, in one insitance. the PMO list had not heen
updated to include two individuals who had just been granted access
lo PRIT data. Although: the error was eventually caught and
corrected by management. the audit log report was initialty
generated without including the two newly added individuals.
Two systems administrators, who have the ability to query PRIT
data, were also omitted from the audit log reports. Because all
potental queries made against PRTT data are not included in the log
reports, nianagoemerntt canmot provide reasonable assurance of
compliance with the Order.

(b) (3) ~P.L. 86-36 %m Audit logs do not capture needed data® Raw

[cudit lops comply with the tens of the Order by
recording all queries made against PRTT data. including user logirr,
IP address, dute and time, and retrieval request. owever, the audil
logs do not capture critical data to verify compliance with two key
terms of the Order. Specificaliy,

» FEASHSANE Muwagement cannot verify than OGC
approved the originating 11.8, seed addresses of queries
made against PRTT dala because the andit logs do not
distinguish between U.S. and foreign addresses.

o PSS Management cannot verify that analysts
(uery 1o no more than two hops out hecause the audit logs

CESESENEY In response w g relaled reconmendation in the (G Repart on the Assessment of Management
Contrals inr Impicmenting the Carcign Iurelligence Surmeiliunce Const +£I5C) Order Telephony Bustness

Records (ST-08-0018), September 5, 2000, Avency masagement indjcated that Hinied PIOSTHMININE TCROUrges

hiave prevented them from identfyving and making changes ta raw audit Togs that would faciliate

peticdic reconcinabions Action s conitingent on the approval nf g pending reguest o SHD manapement to

derail rwo computer programmers w the ean (b} (3)-P.L. B6-36
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do not track the number of hiops from an ortginating sced
address,

=HoASH S nwnagement did not dendfy the needed data. did not
request chianges be made 1o the audit logs 10 capture the data,

made 1o atlenpl 10 verify complinnee with these two lerms of the
Order.

Recommendation 2

r-(-'FS#SI-) Restructure the rawl_—_—]audit logs to capture needed data,

| such as originating seed address, U.S. identitiers, number of hops, and PRTT
identifiers.

(ACTION:[ " lwith Chief, SID Oversight and Compliance)

(U) Management Response

CONCUR. FSH/SHASPEwARN The PMO wid O&C concurred with
the finding and reconunendation, did not respond

directly to the drafl report, and no details were provided on its plans
to implement the recommeniclation. Rather, O&C stated that it had
provided its data requirements to the PMO. The Chief of thie
Advanced Analvsis Division added that the database now
distinguishes between U.S. and foreign addresses, so O&C can now
moniior OGC approval of 11.S. seed addresses.

(b) (3)-P.L. 86-36 Status; OPEN
Targel Completion Date

(U) OIG Comment

SHOF Because we did not receive detailed plauts fron
we carmaot determine whether planned action meets the

intent of the recommendation.
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(b}

[3)-P.L. 86-36

| Recommendation 3

|
I—{-‘FS#S-I-] Establish, document, and implement procedures to monitor PRTT
; queries.

i (ACTION: Chief, SID Oversight & Compliance)
|

(U) Management Response

CONCUR. 5SS O&C concurted with the finding and

recommendation. Although it had developed o foundational
document for monitoring PRTT queries, O&C emphasizect that
successtul implementation depends on the completion of
Reconunendation 2.

Status: OPEN

Target Completion Di—il(‘?l | (b)(3)-P.L. 86-36

(U) OIG Comment

(L) Planned action meets the intent of the recommendation.

-F&/51NFY Improvements Are Needed to Document Oversight
Activities

(IS775 M Documentation of certain oversight activities is not
heiny maintained, In addition (o specific controls, the Order
mandates that the OGC conduet specific oversight activities:
random spot checks of collected data. monitoring of the audit log
function. and monitoring of individuals with access to PRTT dat.

~(FSHSHANF} OGC Does Not Document Mandated Spot Checks of
Collection Data and Monitoring of the Audit Log Function

7SN As mandaled by the Order. OGC pertodically conducts

random spot checks of the data collected| and  (b)(1)
monitors the audit log functon. OGC does not. however. documetIi3)-P.L. 86-36
the dale, scope. or results of the reviews, The purpose of the spot {b}3)-50 USC 3024(i)

checks is 10 ensure that filters and other controls in place on the
are functioning as described by the Order and
that oy court authorized data is retained. The purpose of
monitoring the audit log funetion is 1o retain data needed w audit
fueries conducted under the Order. Currently, an OGC attormey
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meets with the individuals responsible ard
audit Tog functions and reviews saniples of The daia 10 defermine
:E;{;: P.L. 86.36 compliance with the Order. The attorney stated (hat she would

o formally document the reviews only il there were violations or other
0 USC 3024(i) . - : . IR _ L
(bX3)-5 i discrepancies of note. Te date. OGC has found no violativns or
discrepancies.

(U /PO NSA/CSS Policy 7-3 requires managemen! 1o document
internal control svstemms and conduct internal contol A8SPSSMCHS.
Documentation of internal control systems inctudes review
documentation that shows the scope of review. the responsible
official. the pertinent dates and facts, the key findings. and the
recommended corTective actions.

=T377S77XFT Without adeguate documentation of court-ordered
reviews. the Agency does not have readily available and verifiable
evidence of its compliance with the Order,

Recommendation 4

~FF#/31) Maintain documentation of spot checks of collection data and ]
monitoring of audit logs functions to include;

¢ Date of the review,

« Time period reviewed,

» Source of the data (i.e. personne! assisting OGC), and
» Results and corrective actions, if needed.

(ACTION: NSA Office of the General Counsel)

(U) Management Response
CONCUR. 84S bidit e OGO conetirred with thie finding and

recommendation and stated that it will begin documenting spot
checks.

Status: OPEN -
Target Completion D;lle:l [ (b)(3)-P.L. 86-36

(U} OIG Camment

(L3 Plnnned action mects the infent of the recommendation.
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—{F5/SHNF) OGC Does Not Maintain Documentation of Data Access
Monitoring Activities

—HAAS AT Although the OGC is notified whien the PMO has
approved @ request for PRIT data access, B does not maintain
documentation that individuals being approved for access have
obtained the required OGC briefing. The Order requires OGC to
monitor the designation of individuals with access 1o the PRTT data.
The Stundards for Iuernal Conirol in the Foderal Government states
that “internal control and all transactions and other significant
events need to be clearly documented, and the documentation
should be readily available for examination.” ‘The tack of readily
available documentation makes it diflicull to effectively monitor who
has access to PRIT data.

=SSP Further, the Standards for Dderncd Control in the
Federal Government defines monitoring to include comparisons and
reconciliations. Perjodically, Program management compares a list
of system users with PRTT data access (system list) w0 a list of
analysts approved by the PMO for access (PMO list). QGC conducts
a simifar review of the PMO list; however. there is no QGC-
mabntained list to compare against. Instead. the attorney conducting
the review relies on memory to verify the accuracy and completeness
of the list. Although the same atlornev normally conducts all
briefings and reviews the lists, during one review, (he attorney did
not recognize the name of one person on the PMO list. Upon further
investigation, the attormey discovered that another operations
attorney, who was properly cleared and fumiliar with the
requiremtents of the order, had briefed the analyst. this was
confirmed in the briefing attorney’s calendar.

RSN Whien performing a review of individuals with access to
the PR1'M data, the OGC attorney is using the PMO list rather than
the system list. Although only approved individuals should have
access to the PRTT data. the system list shows which individuals are
actually authorized in the system to query the data, including any
analysts or other users who may not be approved by the PMO.
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Recommendation 5

=55 Maintain a list of individuzals who have been briefed on the proper use
of the PRTT data and periodically reconcile that list with both the system list
and the PMQ {ist.

(ACTION: NSA Office of the General Counsel)

(U) Management Response
CONCUR. S5~ SHSTER - OGE did 1ot agree that

reconciliation is needed to eflectively monitor the designation of
individuals with access to the PRTT data. Tt did. however, concur
wilh the recommendation and agreed to a proposal made by the
PMO to replicate the PMO list in the Lotus Notes Tracker Program. a
program for which the OGC has restricted access, and automate a
process 1o reconcile the lsts weekly.

Status: QPEN _
Target Completion Date] (b}(3)-P.L. 86-36

(U} OIG Comment

{11} Planned action meets the inient of the recommmendation.

—F55H-NF) Annual Advanced Intelligence Oversight Training on
the Order Is Needed to Comply with NSA Policy

—57451 SID management does not provide annual refresher training
on the terms of the Order to appropriate personnel. Such training
constilutes advanced Intelligence Oversight training as defined by
NSA/CSS Policy 123, Procedures Gouverning NSA /CSS Activities thai
Affect ULS. Persons, March 11, 2004, Specifically, NSA/CSS Policy
1-23 repuires that the SIGINT Director:

{U} .. provide training fo all employees (including
contractors and integrees) in order to maintain a high
degree of sensitivity to, and understanding of, the laws and
Anthorities yeferenced in this Policy. Such training shadl
include both core and advanced intelligence oversiglit
training and refresher waining with appropriate testing, All
einployees shall receive core training, and Uiose with
exposure to U5, person inxfornnation shall teccive
apprapriate advaneed training. Training shall be required
al least annoadly {or more often commensurate with the
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level of expostire 1o U8, parson vdormation by U
employec).

T5AAEH As mentioned. OGC briefs individuals on the terms of the
Order when they arc granted access 1o PRTT data. OGC also
forwards. by e-mail, copies of newly issued orders 1o key personnet in

| _hnd AAD. The PMO. in turn. posts the
Order on a websile accessible to clenred personnel: however, because
{b) (1) the e-mails do not include detailed explanations of changes made to
(b) (3)-P.L. B6-36 the Order. they do not constitute advanced training. No addilional

refresher training on the Qreler is provided. As a result, the SIGINT
Director does not comply with Agency policy and risks violations of
the Order by individuals who do not fully undersiand the terms of
the Order.

Recommendation 6

~F54#5H Conduct annual advanced intelligence oversight refresher training to
analysts and collectors on the terms of the Order as required by NSA/CSS
Policy 1-23.

(ACTION: SIGINT Director)

(U) Management Response

CONCUR. 48 HASTEWADNEL O&C teniatively concvrred with tie
finding and recommendation but had not yet formally coordinated

with the SIGINT Director or OGC.

Status: OPEN
Target Completion Date:

{b}(3)-P.L. 86-36

{U) OIG Comment

(L] Because management did not provide details. we cannat
deterinine whether planned action meets the intent of the
recormunendation,

{U) Conclusion

—~HFEAASHSNE The authority for the Agency to abtain and query on
buik address and routng information on electronic communications
is extraordinary. Activities conducted under the Order are thus
extremely sensitive. The Agency must take this responsibility




DOCID: 424876

EOL VLN S N 3] L 4 Tk

| [bl(3}-P.L. 86-36

setiously and show good faith in its execution. Much of the
foundation for a strong conurol syster is sel up by the Order itsell. in
the form ol mandated control procedures. and. in many ways.
Agency management has made the controls even stronger. Qur
recommendations will address conirol weaknesses not covered by
the Order or Agency management and will meet Federal standards
for internal contro] and Agency regulations. Once the noted
weaknesses are addressed. and additional controls are implemented.
the management control svstem will provide reasonable assurance
that the terms ol the Order will not be violated.
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(H)(3)-P.L. 86-36

APPENDIX A

(U) About the Audit
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(bY3)-P.L. 86-36

(U) ABOUT THE AUDIT

(U) Objectives

—F3778 The overall objectives of s review were to:
* assess whethey nugement controls are adequate to provide
reasonable assurance that NSA complies with the terns of the
PR/TT Order, and
« verify that control procedures mandated in the PR/TT Order are

in place.

(U) Scope and Methodology | (b)(3)-P.L. 86-36

g)) The audit was conducted I’mml |

SES77ST We iuterviewed Agency personnel and reviewed documentation
to satisly the review objectives. We conducted limited testing of audit log
dala of PRTT qucries to assess the effectiveness of controls.

—FSF738 s fooloted. we did not assess controls related to the retention
of Intemet metadata pursuant to the Order. As the Order authorizes
NDSA to relain data for up to 4% vears. such conirols are not applicable at
this tirne.

(V) O1G Investigation of Violations of PRTT Orders

(b) (1) —{‘F%';")"‘iﬂ'Onl ] the O1G issued a 1¢ pmi of the findings (D)3)-P.L. 86-36
(b) (3)-P.L. 86-36 from an investigation into violations of the PRTT ; ;

PR/T l:I The OIG invesligation began 0n| |

after the OGC notified the OIG that a viglation occinred. The violation

was firsi noticed Gnl land occurred as a resull of

. | The
:g: :;: p.L. 86-36 investigation determined the cause of the violalion and the extent to
(b) (3) -5 0 Use 3024 (i) which unauthorized collection occurred.

~£FSA4SHThe OIG report of investigation does not make formal
reconmendations 1o management. Rather, the report summarizes key
lacts and evaluates responsibility for the violation. This review conhrma

that management has taken steps to prevent recurrence of the i
In particular. management now coptinuously nmonitors|

| [Hiat pught result inviolations. This review also
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Qus;-n. 86-36
identified. however. two areas that were cited in the report of The

investigation that still need improvement:

* Although O&C has becomie more involved in monitoring PRTT
gueries, additional action is needed to make the monitoring
effecuve.

*  While personnel are noiified of changes in renewals of the PRTT
Order and new orders are posied on a centralized website,
refresher training is still needed to ensure that NSA personnel
implement the Order correctly.
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APPENDIX B

(U//FOY0) Summary of Changes to the PRTT Orders
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(U/FFOHO) SUMMARY OF CHANGES TO
THE PRTT ORDERS

oBIToE s %2 O}

. _ r - . . -
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Inttial Order - Autherized NSA o collect and retain loterne: metedata
10 PIotect aganst intern atwmi wrarsin, gikd Lo progess and
dixsuminate dld To ﬂl ]
wilhluurlam restrichons, I I
- [ | ;
*  Increased the rumber of analysts allowed access to the teotadata ;
(b)Y (1) from: 10w 15
(b) (3)-PfL. BE-36 . '

Added OGC spot checks of 1he incomime daty |

o Addeda ~"-da\ re: p(:r{m}_ :-:qmjunuu

Nn changes

Added reterence ml k)rdcr that gjmhibits QUUTYINg on
STELTARWIND-derived “seeds.”

. | | |
1

¢ Added requirement 1o discuss the nature of Lhe data collected on |
I in the A0-day report, ) i

Nu changes '-._(b) (1)
ib) {3)-P.L. B&6-3& :
oo BH31~B0-USG 30244}

Mo chianges

*  Changed onsling retenuon pertod rom 18 months to 4.5 VEHT S,
fhere was o etfect on the overall retention penod Data must he
Lluu:m,d cifiuw 5 vedrs,

»\ddnd the strpu}atlml that: “E-mad addresses that are carrently the
subjeet of FISC sutkorized electronic surveillance and or physical
search based on the FISCs finding of probable cause 1o believe that
they are used byl
| Jshsalf be deersed
approved for miete data querving without appreval of an NSA ofticial
due 1o the FISC authorizaton™ tpage 1),

®  Increased the number of analysts allowed gceess o the metadata to
from 15 10 2.

- {b){3)-P.L. 86-36
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(U) PRITT FISC Order (PRAT[ |

(U} Terms and Mandated Control Procedures for NSA

" (b} (1)
Control Area 1. Collection {b} (31 -P.L. 86-36
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