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(U/wOUOt- Except as pn::vimu:;'!y reported to yqu or the Presi<hmt., (!r 
othcrvvise st.f.·lted. h1 the endosm:~), we have no n.~a!:~O.n io beliQve th?~t any intellig<mt:.f!: 
<-~Gtiv:it.if;s ofthe National Secu.l.'it.y Agency during t,h,~ quarter end3ng :30 Ju.ne 2006 
'-Nf.~re \.1:nJawful or contrarv to E.x(~ent1:vE~ Order or Presidential Din:~etive, and thuf:\ 
r..:.~quirf.!d to be reported pl.m:man.t to Sect.jon L 7.{d) of f.}x(:~(:ut:ive Order 12833. 

fU/!FO'CO) 'J'b<~ Inspector GE!n,~·ral nnd the (~neml Counsel continuf~ to 
(~xerdse ~Nf~J·sight of Agnncy act.iv1Uos by rm~a.ns of i.nsp<:H~ti{}ns, sm·voys, training, 
.rev:iew of direct1ves ann g1.li.d01lnes, and advice and counseL These activiti~-.s and 
oth(~l- data n:.qur?.st .. ed by th(~ BcJsrd or mom hers {)f the staff oft.he A.ssist:ant: to tht! 
:::k~creta.ry of Defense (InteUit-,~1~\0ye:rsigh~r.u~~ described h1 the:: end£)$ure. 
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1. (U) ~NSPECTOR GENEflAL ACT!VlTH:SS 

I.L· f(Y/00 During this quarun·, the Off\ce of Inspector General (OlG) reviewE:.~d 
varhn .. 1f:l inteHigtO\nce activit:ies of the Nation<-::tl S!jCm·ity Agen.cy/Centr<11 Scctn+ty Se:t."'Vice 
CNSA/CSS; t.o d.:::h;!rmine ,vhet'h!:lt.' Ghey were conducted in. nccorda1we livjth .appl.icahb;::, 
~jt;e.IAltes,. Bxecutive Or·ders (E.O.s), Att(n'm;.y Gene:r0J (AG) procedures, and 
Depart.nwnt. uf Defense (DoD) and .internal di.r£!ctiv(!S. '\Vith ~~~·.v .e/weptinn.r.;, the issuns 
pre~ented w<~re routine and indic~1ted that tiltr:l oper~~tin.g elemnntH un.dorstrmd the 
restrict)ons on NStVCSS ac.Hviti(·!B. 

b. ('fD,'/3fh't(r') ln the first quartor 'iisc:n.l year ZOOu (n~port date.d 28 Fi:ibruary 2006) 
we reportf7.d m.isu~~~· (;f.' th(l ·u.s. SlGINT System .. An investigation substantiated thn 
a11ega.tion that an .N'S.A em.Dlovee used the SIGI'i\l'T Sy8te.m to target his fbreign . 
"' · ,.-; f~ · · · J • I I m.· · • · · · · ··I ······r·i" ... ; ........... ;:;;;f:; .... ·;·;:;.l .... : .. :"'l:'h .... ;.N .... ft:::"* .. ( ... ) ... ·f·:·;;; ..... ;;; ...... f ........ . 
f~J.". :l"H',ll(l 1n The 1na:tter 'l,.s ueen •. ,,. E.X.J: E:.,~ tf, ~· . c. ·,.)J."l. nee. o. 
8(~<.:u.rity, Offke ofl~mployBt: Rt~'lations and the. Otncc nfG-enEn·al Coun!3d (OGC) f()r 
.appr<Jpri.nte action. 

2. (U} GENERAL COUNS.El ACTiVIT~ES 

i€1K.1D The NSA/CSS OGC reviewed vadong intelligenc~ activities of the NSAfCSS 
to d~:t<:~rmine wb.ether they were conduct~:d_in ~ccordan.ce with applicable statutes, 
EOs, AG p:n.v~edures, and DoD an.d int(;~mal directives. ThE:s OGC advised Agency 
elemonL<:> on a number of qi.H~stjons, indudh1g the coH.cction and diss<:1n.~jnation of 
com.mu .. nicatio:ns of, or co.nce.rn:ing U.S. petsons; the reporting of possible violations of 
federal criminal lrnv C(llli.aine.d in Signals Intelligence (SlGINT) product; the· tf.~st?,n.g of 
e1e<:tronie equipnHmt, and tih(! applica.h:i.lity of t.he Foreign Intelligenee Sm·vemance Act 
CFISA). With n::v·l excl:)ptlons, the issues present.ed were routine and indic~t.ed that the 
ope1'ating elern.ents unde:r.stP .... nd the restrictions on NSA/C:SS activities. 

3. (U) S!GiNT ACTiVlT~ES 

a. (amMj CoHectkm Against U.S. Persons 

{1) (U) Intentional 

(b)(3)-P.L. 86-36 

1.~. ('I'£plf£D :During this (f\lat'ter, the Director, NSA!ChiefCfmtrs.l Securit, 7 

r;:;c.,..vh' fDIHN~A/CI-l('SQ) ··rranfod anprov·:r.l fpr eonseTHPt'"l edi~~ction <•g·tins~ ,.,,,, .. "~~~~:::::ff:i) ( 1 ) 
'··. :, '" .... .. ~::_ : .. , J _ "·, ~T 6 , .,· ., ·"· '' ... '·' · · "'· .. '~ '' : ~ · · .. : .. ~·::~:::c:\•~· "' .. ·· "'· ;: .. ·· (b\) ( 3) - P. L. 8 6-3 6 
U ,::;. persons. UI hNSlvCriCSS aJso approved non-conscmsvRlf;~OHPc,,ron ot .. / t.J .S.. :: 
eompm1ies · ······· ······ J;S .. organi.zation !\ 
helit:~ved to support terrorist ac,ti:vit}\ ······ gr:tits oficm~ign po'!.·V<?rs 

I ILf.S; C!.itiie·.~ls bd.ioved to h1w~! been .held. agains":-t~t"~"1-~!"'"1,-,.-w~,i,. .. ,n------T 
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C]tH3··dtiz{~n·ta'k\:!n·tnrstt,Ygti··hyJ ............................................................................. hiri:t~============'lse=~t''Ih~Tn;~~r:\f""!""""!'":::::y ( b l ( 1 l · 

JT.H~xnbe.rs bdiv:i'J(;!d t(l b<~ hdd e~pti:.:(~ by ~ fb:r•~~g;n ... pOVI'{~;.··o>'··gj;(.\-lip Cnf.;\'ng:<~d h1 ,.. . ...- /' (b) ( 3)-P · L · 
:i nte.rn ~)ti.ona! tr~rrorist a(~t:iv:iti€:-S·; ·-DtRNSA/(~:f-ICSS-approv$~:d. eonsensu<:t1 Cl)il<~d.io.n,/ 
agairi.st0tLS'; .. ·_pe'i~·o11.~~-~vas ,~outin!!.ly terminated tb.l$ quru'tOJ', . . ...-···· // 

.· :' 

h. {Et//Gi) The A f.} gn:mt<~d <1uthf>rity to coHect trH~ con.nmJ.ry.i•5ii't:iuns orOf.Ls. 
persons overi'5eat;; during this qtw.rter. .·· ·· 

.. ······· 

(2) (U) Unintentional ... ····· 

.. ·· 

. 9 "'lf'~'' ··r"' '1'1. . • h rlr-(_...t··· ' h' h srC"lN'I' ·1 \> rr .. ..: o .• ~.-, msquarLer, t .. (:rewereL....JU1S ancesmw·.ll.:: 1. { "J·. anu.ysts 
:inad.v-ertent:ly coUecte=<.i C:Cfl'J.m.u:nications to, from.! or ahout U. S. persons whi.lt! 

... .,.~ r , .• r··~ . ,.> .. ''l: '" b ~ ~- ~ ,.j . -.· A rl fi·l· "' : : d ,. f . " :; • • ·> r'Y .;.,., l t· ·~·~· I ,~:1,, ,; pu.r.-:;,un.g .tOrelf..,l. Lp,e~.lgcn,.c w:t.,.rm6. )..1. o ,.h . .tDO f..nvs "<ioCie l€p.,!t-~.ce .o I, .. ?p(.Tl,li .. H::J 
oversig'!1t nffida1s, and corredive r'K~ti<.\ns W(:1J~t?. taken. 

("i) (U} kstentiona! 

{81/8!) In accordance with section 7 oftJnit.ed States S1 ma1s InteJJige-ncc 
Di:rE\cti've (USSID} SPOOl8, U.S. identities v?.ere dissE!m.ina.ted ~imes during this 
quarter. The fbHowing table slHJ\\'S the justifiear.ion and the mu:n er ()(instance}'; of 
d.isscm.i.nat.ion. ln. the "Umnasked by Analyst" column, the U.S. identity·~_rvas re-v~.~alod 
in a Sfl:d.aHz-ed end product; in the "Unmaski"d at User Request't coh.mm, a·l.,r.S. 
'd . ., ' 1 ' · . .1 E~ntJty waE~ n':Ieas(l(! t.o ~l user at t.1e US'-}!'$ request. 

r- -~~i:Tn~JJi~ · . . . ··:i;.·;~]Tun~-:_::,T-0,;~~::;.,. ..l{§~:i. . ·1 
1.:. . · . . .:.:·.<:.; . .-.:··:.-:?.:·; ::: .. ·.: :.:·::-::(::,=:~:.~·:.:··)·::;: .;-_.,by .l!ulalys'!:.:··J ··:.Us& ~leq~~t :,":{-·::.:-:·.:::·:.-::: .... _. .· .... · 
! ··--- .. -·- . -- (b) (1) 

I (b) (3)-P.L. 
) 7.2.c Nec.e~;snry 

j_ . ., .... _:.... ·-~·-----.. ----,-----
~-·~-~.:~:2 ..... ~~~~~~!-~~~)ffic~~-~---··--·-··---·-·--·---· 
1 '7.2.c.3 'Inlemntional Narcotics 
l----·-.. ···-··---------·-------.. ··---
1 7.2.c.4 Crimi.na1 Adivity 
(---::~;·-;·~·-·-·~-·~··-~:-~~·~~~~:~~-, . -. -:-·:~;·-;:·.--------~-·-
! / _, _ _,_./ ~: .s._~~~-~·~~~~~~~!.~~-~------·-
j . 'J'OTAL 
L--------·-··-~-·--------------~- .... ~::: ...... =--··==-=-=·---::r: .. -=--=-====-=.._·===:-.::! 

2 
·rCJ? :·;: 'i..'lt. i .I,. .t:((c; 1:.;; · ~ li~.'--. \ n\· .. z.., H·:. /!.f. S: 

86-36 

86-36 
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.. · .. Hbl (1l 
{2) {U) Unintentional .... 1\tbl (3l -P.L. 86-36 

a. (£,'/8!) During thir.; quartf:~;~ .. i w\ibiNTproduds W<:n·e <~am:.elhi!d bec.?lUSC tlwy 
contained t-1~<.::, idc:ml;itie::. of U.S, .. f)~~rsonH, o~g\:mtzations, or entiti..:ls. ln all inshmtel>, 
the reports w~r€ eith~!.r not l,·;(~fsr:.:tH~d or we~e \rf·~issued with Uw propHr m:inin1b:a bon. 

·. 

!.1. In cn1E\ ·i.n.stanc~?:· · al~\e1ectronic mail (e-mail} cor.~t.aining i:.IH~ 
name of a U.S. IJE'.l'Bon, .. ·\vas s.nu~ed with t.tlt.~ 

r-------------~~--------------------~ 
The e~maH W.\lS sucee~mfuUy r.eeali~;Kl 

I I"' IJ.:'•'i\ I 
, '-'' "'-'- r I 

(·The SID ensures that the .... 
._r:-,r:-.r-s_o_n_n-e""~.i-a-.r-{l-. ":"tr-~-:u'"'n_{_!d""' • .,-b;y~t~~h-~e-) ""C~H-.;c~·:-o-n--.::N"''I:o<; S.~-:,AJ""l/G~·::':"s::':'··s~:'-s 'Tl.-cg-. a-. 1:--r(;l-'.striction.s and on pro per .... · 
handling <:md dissf.~minHti<m of SIGJ.NT datal 1· 
Such. p~;rsnns working in. or· witb. SID during- th.is quarter included renrestmtatY.ves of 

... >'?'(b)(1) 
,... .· . (b)(3)-P.L. 

. ..(b) (·3)-P.L. 86-36 

4. (U) Other AcUvities 

a. {U!If'OUO) Unauthorized Access 

( 1) ('1'8/ttJ.l// . .R.FJL)I JanalyE:tlr'ou:tsii:te·rjf'fht~US.tGINT:: ::{~)(3)-P. L. 86-36 
produetion chain had acc•~ss to u.nminirnizt:Jd metadat.a.. I 

, ...... ·· 

~--------------------~ 

repq.rt.ed s. computer secu.rity vio atifm. t.o the ·"S.t 1 ~·'·" 
~tr-1E-~,-c-.o-I,...,cr-n-c-:-.t-o.,..·~tT.t~~e .... i:;-. -n~li.ssio~;J hn.s.I:y~ts accessed NSA sensitive dataoa.fiea 

wiUwut trai:ni ng Dr pnlpe.r aul;horization. AC1ei{M;~)1J0.o.f tl'w d<Ji·.abases t.hatj m<(v have 

(b) (1) 
(b) (3)-P.L. 86-36 
(b) (3) -18 usc 798 
(b) (3) -50 usc 3024 (i) 
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been a<~(!E\f~sed euntains U.S. per:::7m1 information. An in.vHs.t1gTition by thr:.' NSA 
J:nJ~nTMj_tion Syst.tmr.lm:id..;;,nt Rt:'pm:t Tc'{t.:rn CN18UlT} :\:;ongoing·. Tb.~~- NSAlC88 OlG 
v;•lH report ihrther vvt~en tht:! NJ.SIH'I' inve::;tiga.tion is tomph~t.ed. 

(b) (3)-P.L._ 86-36 

___ ..... --------··· 

.. --(~3)-ff:rmBI ltLS. p<:~rson )nformation wa.s im.prc;p{~l'ly shared ·,dth 
th.n I L- .. A--f;eun t(·notti1T1~(}J~imrt..anaJ_y;:;_t_ t~?,~y~·~_tr._g_~d a 
d.oc-umf;Hlt c.ontain:ing ;nform~.t.iun a?.~)~_t:t: .. ~tJ).:$_,_p~~rs(m.RndLJ-:u:-S·:·:bu-~-0rr~~s8e~--......... :::,::g-) ( 1) 

.. .W:itlrirrhiJU11fti'fdii:1ct)vi~J'ing ·the violation, thr~ doeument was destrny~~rl:'· b) ( 3) -P · L • 8 6-36 
'-'~'~"_ ~-,,-_f:.,-. 1 ... n"'1_o_n~:nai'lJm h~ad nol b1:~r:n fu:rtht:r dis~e:n1inate.d whi.le inl 1------

b. (UffFOU01- Foreign lnt~IHgence Sunre-manc-e Ac:t {F!SA} tncidertts 

OJ ('T'Gf/OL'fNT''l Onl lo-cc.;~:tsions) we learn~~rl of the unintentional coUectinn of 
persons jn t.he 1Jnited States! 

~---~~·-ln-all-o.asesth.e .. G:QUQ<;1:~~~!~ \~'~1s dm_;i:roy(~d in <!cco:rdanc.e -\~;;lt.:h--U.$_p~:D SP0018. / ... 

(2) (TSJI'SI/fl<l:P) An an~1lyBt targntedl ------------· ----- --~~;;--~(;~~~~,~~;~~~~;~~:<jl;y·:-;~:::~f§A:::~~d~~il,) 
... \ ... ___ \ _____ P. L. 86-36 

18 usc 798 
50 usc 3024(i) 

instance:s of un.f:l.uthorized coHection. The:re ·were no .r-etrotts ublish.-~d on the , 
~~~ ~~ 

.... -OIG"i;;m track t;he aetion untH destruction is conG.nned. As o.l 
·von-~ added into the 

·tij:·;::(-~_) ~<-IT."--''I'"l·'""· ~o~r~e~,r~. -------------------~ 
(b}\3}.:::p.,L. 86-36 

. ·. . '(3) (:;pg,ij,iiH44iF) tTnawm.'{J thatl J the 
·----... ___ ·--r·l'>~J~~'":A::.il..~nH:f;OJo--_---~-::~;::.a.';;I-.;;;;-----,...=--........----------------1~-----.;__-.J.l 

1--. l·keP-t-[ --~-le~mail.Jlddr~s~~s on. coverage after thd .-f 

Ll-.:-: __ .....;;:....,;,r---------1'-T;.:;.: ·.::.:h~e:..;-e:;;.·. •.:;n~l~a~H;..:<:;:;;-ld~d:::::. l:.::;'ess~SV·.iere det'ask-Cd a.8 thEl.y wmw) ( 1 ) 
discovel'<-:Odl 1 (b) (3)-P.L. 86-36 

'-------------.....1 (b) (3)-50 usc 3024(i) 

(4) ·: '\._,, ',.'.1' discovi:~:r.ed that 
mt?.tad<:lt.~t ~t::'l~!:lcit~(;ed witn p:reviousl,y processeo: voiCii.\'---~---~-----------...,...;;;;,~ 

I lhad not be(m purg€d in .accorchmce with FISA rf;tent:io-n 
TE"illt~irement:s: This was discove.r9.QJNhenthf?. and. .. ,,br(i): ........................................... ····························· --

4 
(b) ( 3) - P. L. 8 6-3 6 __,!,..,t,..,,'l"': ""':,..,·,\""·;-!'!',,_"T"!·~-,...,._ .,._,..,,,...,, ·'""':\"'"·1i"'! . .-~ ·o;.l -..·_..-, .""'11_1~._1..,_ (""'!""; ,-.· ._ ... ...,~·""'· .t+<l "~-( '~+;)"'"(.'..,;_ ~-

.. ·········· 

(b) (1) 
(b) (3)-P.L. 86-36 
(b) (3)-18 usc 798 
(b) (3) -50 usc 3024 (i) 
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··q:>) (1) 
(b-)._(3)-P.L. 86-36 
(b)t~)-18 usc 798 
(b) (3l.:-50 usc 3024 (i) 

'• .. : .. 

.······· 
·:: : '''\'(i:i} ( 1 ) 

............ \(b>f-{.3)-P.L. 
d. (U} Assistance to U~Vif. .. Erfforcemenf ·-.. .. ·· .... · .. 

.:.:.>··-.(.~) (3) -P. L. 86-36 

.... 

········· ······················ 

86-36 

(ijh'GH-D_?.i_:!.P..KYi~~-quart:;r, the ~lD h?:s );;hlderl.t:orlrequ,ast f<Jr linguistic supJ?ort 
anal tor t:e<~nme(!.l assn;tance lr<Jnl -..._ Tt:~cal f>upport was also p:t'<)Vldf!d 
onc.e to the · 

e. (U) Vllorking Aids 

(YJ/fFOD01Tht: SID Offici>. of Ove:isight and Comp}ianc.e mRintai:ns liiJ.S. ldent.:itim; 
]n S!GINT" a:nd a mHtrix of dissenrip.ation <::mthcil'ltier-; o-n. it::; \-Vf.lb page for ·nsr-: by t1·~~~ 
1\l'SA/CSS I~nterprise. Thfl FJ .. O., NSAICSS Polky Numb(~r 1~23, DoD R-ognl::~tion 
524:0.1-:R, and OSSID 8POO 18 are etlso avc.u1abJe fH1~1in.e. 

J 
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