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15 August 2006

© MEMORBANDUM FOR THE CHATREMAN, INTELLIGENCE O"“;?'ERSEGHT BOARD

HEL: Assistant ta the Secretary of Defanse (fotelligence Oversighs)
SUBJECT: (U ‘z‘i‘rt'l""f",’lﬂ"‘" Report to the Intelligence Gversight Board on NSA

Activities - INFORMATION MEMORANDUM

(/oS Except as previeusty reported to you or the President, or
otherwize stated in the enclosure, we have no reason to beliove that, any uxic?hsfm*(‘f‘
activities of the National Security /\;,Pm‘y during the quarter ending 30 June 2006
were unlawful or contrary to Bxesvive Order or P ysmumml Directive, and thus
required o be reparted purauant to Seetion L.7.4d) of Executive Order 12333

(UiA ) The impr-ww Genaral am} the General Counsel continue o
exer cise oversight of Agency activilies by means of 11“.;3«0#1015 SUSVRYS, ira;ning
review of directives and gmidelines, and ¢ me and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
Secretary of Defense (Intelligonfp Dvemu.ht) L) arg described in the enclogure,

Ji}lﬁL F. I’RRN\J}, R
- Ingpector General

1,‘-

Uy \,Rm%m“ L. m‘m
" General Coungel

(U/EY 1 concur in the report of the Inspector General and ihe Genoeral
Counsel and hereby malke 3t our combined report.
/‘ . e

A /‘ ’ ”... 1 *

v \' {\ v oo

KEITH B. Auh‘ X‘ ANDER

Tieutenant Generval, U, 8. Army
Dirsctor, ?ﬁﬁnA!Umc-e.i, S5

ek

c‘@,\mrmi& Report  GaRRIOved for Release by NOA on 12-19-2014, FOIA Case # 70809 (Litigation)

SERIVED FROM: NSAICSSPIE J.82
DATED '3,’*«()!-!)%
BLULASSIFY O 20296123

Fhis Memorandurs Is Unclossified
Upon Removal of Enclosure -
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1. (U INGPECTOR GENERAL ACTIVITIES

8. “EASEDuring this quarter, the Office of Inspecior General (O1G) reviewed
various mialligence activities of the National Security Agency/Central Scourity Service
(NSA/CES! to determine whether they were conducted in accordance with applicabls

- statutes, Bxecutive Qrders (F.0.5), Atterney General (AG) procedures, and
Department of Defense (Do) and internal directives. With few exceptions, the issuoes
presented were routine and indicated that the operating elements understond the
restrictions on NSA/CSE activities. '

b, FFRARTRFTIN the first guarter fiscal year 2006 (report dated 28 February 2006)
we reperted misuse of the U.8, SIGINT System. An investigation substantiated the
allegation that an NS4 emplovee used the SIGINT System to target his fored
girifriend in Thematterliag been véférred 1o ¢
Security, Office of Emplovee Relations and the Office of Genaral Counsel (OGC) for
appropriate action, ' :

2841

(b)(3)-P.L. 86-36

<. (U GENERAL COUNSEL ACTIVITIES

—HEHSE The NBA/ES OGO reviewed various intelligence activities of the NSA/CES
to determine whether they were conducted in accordance with applicable statutes,
EOs, AG procedures, and Dol and inteynal directives, The OGO advised Agency
elements on & number of guestions, including the eollection and dissemination of
commuutications of, or concerning U.S. persons; the reporiing of possible violations of
federal eriminal law centained in Signals Intelligence (SIGINT) product; the testing of
electronic eguipment, and the applicability of the Foreign Intelligence Surveillance Act
{(F15A). With few excaptions, the issues presented were routine and indicated that the
operating elements understand the restrictions on NSA/(SS activities.

3. (L) SIGINT ACTIVITIES
&, “T8H51 Collection Against U.S. Persons 4 . /

{1} {U) Intentional

a, A EDuring this quarter, the Director, NSA/Chief Centrsl Secupity
Service (THRNSA/CHCSS) granted approval for consensual collaction against
U8 persons. DIRNSA/CHCSS also approved non-consensuad gelle i
companies| . il
helieved Lo Support wrrerist schvity;|pgents of foreign powers|
| |.i;.f.~.«S-: @izens belioved to have been held against thar wi .1.!| |

5 (1)
) (3)-P.L. 86-36

X

Provivea Prowr NRS
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l-____lilf) ehtizear talen oginge ‘nvi
members believed to he bdd captive by o foreig
internaional berrorist ¢ ties. PLRINGAT :J(J&,c‘)*api}"ﬁ\" d oomcn mﬂ o;uo ‘mm
agai r}.:’ét-[:]{::r;‘S';"

iTsons was routinely terminated this guartes, .

~P.L. 86-36

b A The AT granted suthority to collect the co mrmmwazwn& of D B
persons overseas during this quarter.

{23 (L) Unindentional

Frew HThis quarter, there werg| | 3~>ttm<=es in which SIGINT analysts
irrﬂdvemmiv collected comunurications to, from, or about L. 8., persons while
pursuing foreign intellipence tasking, All of the incidents were ;.@pm'i:e‘.ed to respensible
ovarsight officials, and corrective actions were taken.

iLA

b. (UHESUG) Dissemination of LS. identities

{1} (U} Inmentionat

~B#3Frin accordance with section 7 of United Stetes Signals Intelligence
Directive (UISSTH) SPO01S, U.S. identities were dizseminated times during this
quarter. The following table shows the justification and the number of instances of
disgemination. In the “Unmnasked by Analyst” column, the U.S. identity: was revealed
a5 serialized end pmduct in the “Unmasked at User Request” column, a iz &
identity was reieased 1o 2 user at the user’s request. :

Unmasked |7 Unimasked at

| } UMH}CA ON ) by Aunalyst ' User Request’ :

)
. ) (3)-P.L. 86-36
72¢  Necessary

.3 Forign Official

2.3 Irternational Narcotics

7204 Criminal Activity

7207 VS Goverranent Qfficial

TOTAL

[
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{2} (U} Unintentionst

a, EADuring this quar otD
contained the identities of U8, pergons, o
the reports were either not reissued or we

b) (3)-P.L.

86-36

SINT products were cancelled because thoy
sanizations, or entities, 1n all instances,
e reissued with the proper minimization,

laxi electronic mail {c-mail) containing the

11.5. persan fvas shared with the

| The e-mail was suceessfully recalled

£3} (1) Raw Traffic Disseminalion — SIGINT Production Chain

personnel are frained by the OGO on NSA/SE's Jegal restrictions and on proper
handling and dissemination of SIGINT data| I

Such persans working in or with SED during this quarter included representalives g

Py

4. {U) Diher Activities

&, {UFFEHEY Unauthorized Access

g PR gy A S
(Lh =y

lan'a‘%y.;tﬁ

|'The SID ensures that the

Ab) (3)-P.L.

86-36

production chain had access

to unininimized metadata, |

?f)(:%)—P.L. 86-36

| [reported a computer

the conduet of theilr mission

security violation to the NSAQDS “In
sts accessed NSA sensitive datanasges

-18
-50

-P.L.

86~36
Usc 798
Usc 3024 (i)
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heen nccessed contains U8, person information. An investigation by the NBA

T A

Information System Incident Report Teor (NIBIRTY is ongoing. The MNBACES GIG

will report further when the ?\’T‘:H{T myestigation is completed.
{b) (3)-P.L. 86-36

|I L persen information was tnproperly shared with
|-A-counterterporiom analyst forw
documant 'n'z'hzzirx:im» informativn about o .3, person. mw B bustoe

igeovering the violation, the document was dewtmw &

[T:w__—]....w iy hours ion.
The mmormalion had not been further disseminated while in

b, (O Forelgn trtelll ge»:«nca 2TEN aiifanve Act (FiISA) incidenis

5)
(b) (3)~P.L. 86-36

(1EFSAEEAE Ol Igcgzﬁfiien.s, we learned of the unintentional collection of
persons in the United States|

P.L. 86-36
. 18 usc 798
“ |50 USC 3024 (i)

instances of unoutherized collection. There were no reports published on the
colfection.| Jand th
LG will track the action until destruction is confirmed. Asof

T

|<'vc-.re added mto the

TIGA. order.
(b)43)*P-L, 86-36

( q)m ST Tinaware that] lthe
- [keistl- Je-mail addresses an coverage after thel gl
| e [The esnail addresses ware Jotaskod &5 They werd) (1)
discovered| | (b) (3)-P.L. 86-36
(b) (3)-50 USC 3024 (i)
(4) EREASHFREY [discovered tha
metadata as »wltli e with previcusly processed voice| |
| _.Jhad not been pvrgeé in aceordance with FISA retention e
1 ‘hen. thel e
b) 4 , (b) (1)
(£) (3) P L. 86730 mmpr e T T T (b) (3)-P.L. 86-36
(b) (3)-18 USC 798
(b) (3)-50 USC 3024 (i)
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th) (1)
(b} (3)-P.L. 86-36
b) 3)~18 USC 798

(b) (3)_50 USC 3024 (i) gttt ' '3'22“.1 et (b) (3)-P.L. 86-36
m»c&‘::_lz LROTES Were) _‘.It-'ii"f.'hd Jdatabase.
Software chenges were made ] |

86-36

—BYSE-Doring i’h:,, quarter, the S D Fesp miosl tu[;:lmquef,t for linguistic support
and] For technical assistance from | Technical support was also provided

onee to the

e, {i) Working Alds

(UARET0T The SID Office of Oversizht and Comphance maintains *11.8. Identitios
in SIGINTY and a matrix of dissemination authorities on its web page for use by the
WSA/CES Enterprise. The B.0., NSAMCSS Policy Number 1-23, Dol Rogulstion
5248.1.8, and USSIH SPO0IS are also available on-Bine.
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