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PURPOSE: (U~ To forward to the Intelligence Oversight Board (lOB) of the 
President's Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense 
for Intelligence Oversight (ATSD(IO)), NSA's quarterly report on its intelligence activities. 

BACKGROUND: (U/fFOUOJ Executive Order 12333 and Executive Order 12863 
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and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning 
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known to him. 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

18 September 2003 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U/IFOUO) Report to the- Intelligence Oversight Board on NSA 
Activities -INFORMATION MEMORANDUM 

(U/fFOUO) Except as previously reported to you or the President, or 
otherwise stated in the enclosure, we have no reason to believe that any intelligence 
activities of the National Security Agency during the quarter ending 30 June 2003, 
were unlawful or contrary to Executive Order or Presidential Directive, and thus 
required to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

(U/IF'OUO) The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counsel. These activities and 
other data requested by the Board or members of the staff of the Assistant to the 
Secretary of Defense (Intellig Oversight) a e described in the enclosure. 

~.-:.#-·' --+--
ELF. B' NER 
Inspector~rt 

J/t)-\.(Z'~ 
VITO T. POTENZk' 

Acting General Counsel 

(U//FOUO) I concur in the report of the Inspector General and the General 
Counsel and hereby make it our combined report. 

Encl: 
a/s 

This Memorandum is Unclassified 
Upon Removal of Enclosure 

Lieutenant General, USAF 
Director, NSA/Chief, CSS 
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DATED: 24 FEB 98 
DECLASSIFY ON: XI 

TOP S:SCRE!F/IeOMINT/INOF'eRN//Xl 



·.· D,OCI.D: 4165184 

TOP SECRET/fCOi'vflNT/fNOFOR~lf/Xl 

1. (U} INSPECTOR GENERAL ACTIVITIES 

a.'"(CI,tgJ.) During this quarter, the Office of Inspector General (OIG) reviewed 
various intelligence activities of the National Security Agency/Central 
Security Service (NSNCSS) to determine whether they were conducted in 
accordance with applicable statutes, Executive Orders, Attorney General 
procedures, and DoD and internal directives. With few exceptions, the issues 
presented were routine and indicated that the operating elements 
understand the restrictions on NSA/CSS activities. 

b. (U//FOUetThe NSA OIG completed an inspection of the National Security 
Operations Center (NSOC). The NSOC home page on NSA's intranet has a 
ne* intelligence oversight (I/0) link containing the policy requirements 
related to I/0 training and compliance; hyperlinks to the basic I/0 
documents; a reminder of the requirement to review the documents once a 
year; an on-line test, and the capability to register individual compliance in 
an I/0 compliance database. The test results are used to indicate compliance 
with the mandatory training. The on-line program has been a success story: 
100-percent participation and a 100- percent pass rate by NSOC assignees. 

c . .fS/18fJ Along with inspectors from the I ...... ······ ............. //'·Jb) (3) -P.L. 86-36 
~I ~~~~----~------~--------~~--~~~~ 

I ltfieNSifoia·~~mpleted an 
inspection of the Medina Regional Security Operations Center (MRSOC), 
Lackland Air Force Base, San Antonio, TX. The October 2000 joint 
inspection of the MRSOC noted numerous deficiencies in the site's I/0 
program. The March 2003 inspection revealed that the I/0 familiarization 
process is still fragmented and individual responsibilities are not well 
defined. This blurs accountability and does not track with the site's 
governing oversight instruction, dated 15 November 2002. The process does 
not validate compliance and has no mechanism to enforce individual 
accountability. Consequently, coordinators and managers display little 
interest in or commitment to I/0 compliance. USSID 18 training continues to 
be an issue because the MRSOC has not fully satisfied quarterly and annual 
training requirements for the past several years. The OIG joint report made 
several recommendations for improvement, which are being monitored for 
implementation. 

DERIVED FROM: NSA/CSSM 123-2 
DATED: 24FEB 98 
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d 
................... , 
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(b) (3)-P.L. 86-36 

2. (U) GENERAL COUNSEL ACTIVITIES 
(b) (3)-50 usc 3024(i) 
(b) (3)-18 usc 798 

(C11SI) The NSA Office of General Counsel (OGC) reviewed various 
intelligence activities of the NSA/CSS to determine whether they were 
conducted in accordance with applicable statutes, Executive Orders, Attorney 
General procedures, and DoD and internal directives. The OGC advised 
Agency elements on a number of questions, including the collection and 
dissemination of communications of or concerning U.S. persons; the reporting 
of possible violations of federal criminal law contained in SIGINT product; 
the testing of electronic equipment; and the applicability of the Foreign 
Intelligence Surveillance Act (FISA). With few exceptions, the issues 
presented were routine and indicated that the operating elements 
understand the restrictions on NSA/CSS activities. The OGC did not file any 
reports with the Intelligence Oversight Board during this quarter. 

3. (U) SIGINT ACTIVITIES 

a. {SI/917 Collection Against U.S. Persons 

(1) (U) Intentional 

(3/mi) During this quarter, the DIRNSA granted approval for 
consensual collection againstc::Jpersons: DIRN:§A:;;approveq:= '"'''''"" (b l ( 1 l 
CO~sensua} collection againstou.s~ petsons.was r?.~tinelff"erminat&d ( 3 ) - p. L. 

th1s quarter. . .... ·· .... ········· 
...... ···· 

{81/SB The Attorney General granted ~~thority to collect the 
communications o~ IU:S:persons during this quarter. 
Additionally, in accordance with the Classified Annex to Department of 
Defense Procedures Under Executive Order 12333, he orally a roved 
the tar etin of communications associated with 

2 
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•'': /\\b) (3)-P.L. 86-36 
/::/ ! ;{\p) (3)-18 usc 798 

(2) (U) Unintentional : ::> .• 1 I\~) (3 l -so usc 3024 (il 

~~~~~------------~~~~~~~~~~h~o~n~e~nu.rJ~~rin 
r=:.::...:=:.::.~...------------------~~--~--------__.hap\passed 

................ 

~'"--------------------..,....__,...;;;......,....;;._ __ __. ... Since the number\ was 
.__ _________ _........th~·analyst used it as a query tenn\\~ a 
raw traffic database and,.ohf::tiried several contacts to personnel\, at;\~he 

.:·: : : \ \ \\The 
results indicated .. that..the number mi ht be associated with the\ \ \\ 

so tl.le··analyst reviewed previous voice traffic and ,\ , \\ 
""-'~"'e-:t-e-rrru--.-.n ..... ~d·that the telephone number belongs to th~ I , i 

!I who is a U.S. person. Except for the search in the databas~, 
''('6:~·"\=iJ,,.... ~phone number was never tasked for collection. I I 
~~ f''g,~::=:~:~::~:i:~:~~~t:1oo._ :-.... ...,;;;;;--.... -..... -.... =-----------------------------------------------' 

(hi (3)-so ~S~oz•~SiMitJ I=;I,~e~~o~~~~ ~nvolved 
organization, was a U.S. person. The Office of Primary Interest 
immediately detasked the trafficker's telephone number, deleted all 
audio intercepts for his telephone number, purged all pertinent 
transcripts from the transcript storage database, and cancelled all 
previously published reports based on his communications. 

c. _LC /ICTf .. :.:(J:Ql)l Xu) ~~ttl:;!d:.._ ______________________________________________ ......t ./OGM 

d. (T8/18I) DIRNSA granted a destruction waiver 
incidental collection a 

~~~~--------------------------------.,...~--~ of telephones 

was 
a communications security/fo._r-ce-pr-o-:-t-ec-:t..,..w_n_I .... s-su_e ....... 

e.-\Tg#S!JliF) Due to a database error t~~t. ?ccu.r.redL-1 _· --~ ... --~~__,...--___. 
I Jl ................ · ollectlon 
in a FISA court order, did not occur. I I coll(;lst.iQit.W .... I.lS-.. -te-rm-. --=i~n-a-:-te-d:-r· ----------:1.-. 

·~~~,m~~.L. ~~~;~ ······ ········ ··················· ·· ······· ········· ······· · ······ · ····· > 1~~) ( ~) 

(l:QlPXUXCCI)::) 
(l:QlPXUX~»J) 
(l:QlPXUU~l 
0(llPX1YXlffl 

3 
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··f(b) (1) 
.· /J (b) ( 3) - P. L. 8 6-3 6 

/f (hl (3) -18 usc 798 
/j (b\l (3) -50 usc 3024 (i) 

Reviews of activity logs revealed that some coll~cti~n had ,b~currea 
.... ~ft.er.the court order .. expiredl . ...!<All product ,has be~~ 

'(iJY(1j::::::: .. ::········ ... destroyed. , , 
(b)(3)-P.L. 86~36 . .·· 

f ... (TB//St)l I the I .... ·· / f issued a 
report and later realized part ofi;he information in theire ort came 
from in which the ' 

' The collection on 
~--~~------~--------~~--~--~~~~ the telephone number was authorized by a FISA court order. The 
report was cancel~~-::1:~1:1: J.:~i~§lJ.ed without.thel I 

··communicatioris··:portion. ··ts:j;;fi._)·············································· 

(b) (3}:;:::P· •. L.. 86-36 £1IlS''CI~ . t• t t h d d l t t• 
( b l ( 3 l _ 5·0 .. u$c 392 4 ~s:, \TOIIG!Tpurmg rou me ~rge searc an eve. opm:n .... ~Pe~.~ .. ~~~~J 

··· ..... : ··_ Jremoved apprmamatel~,r--"bell·phonerdentifiers from a (b) (1) _ 
. ·.... I t JL.........f't th t th b b bl (b) ( 3 ) P.L. ·· sys em upon recogm IOn a e num ers pro a y 

belonged to U.S. persons who called targets ofinterest. 

86-36 

h. "fi'S//SI) The 
members of the 

is·tasked·tocolle-c:tthe··cori:irii1iriicati6ri8"of(·1PO~ )1 o 1 l 
-Mtera'iiiemh~;ofthe ···· .v.;· (b0~)303-~~ffir~=~ 

(])J 3[3 cs CX2Ql2( 4. 0 i ) 

········· ....... . 

i. kg;JOOI lthe Gordon Regional Security OperJtions 
Center (GRSOC), Fort Gordoi.J:, GA, inadvertently collected ~nd 
reported the communications ofa .. u.s~.c:>fficial withl fperson. 
The unintentional collection was recognized·! I and the 
report was cancelled. 

j.""'(SJYglJYNF1 This uarter, unintentional retrievals using the 

~--~~--~~~----~~-=~~------~~--~~ 
awtraffic.flle§) (3)-P.L. 86-36 

resulted in ·Q,cidents against U.S. persons. All incidents were 
reported tO responsible oversight officials and corrective actions were 
taken. All unauthori~~dtraff:ic collected has been destroyed. 

b. (U//.EQ.l::lery Dissemination of U.S. Identities 

(1) (U) Intentional 

(SIJSI) In accordance with section 7 ofUSSID 18, U.S .. iden~itieswer.e 
disseminated I ltimesduringthisHquarter. TheTollowiiigTabieHH · (b > c 1> 

h th . t•fi t• d th b f. t fd. . . (b) ( 3 ) -P.L. s ows e JUS 1 1ca ton an e num er o ms ances o 1ssermnatwn: 
In the "Unmasked" column, the U.S. identity was revealed in a 

4 
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serialized end product; in the "User Requested'' column, a U.S. identity 
was released to a user at the user's request . 

... . :; :.:·:·::.·... . .. . t:. ::. -~r.:._ .. ·.,. · .... ~~ :: .. · . ., . ..:-:: .... ;, : .. 

. Unmasked .... User Requ~st~d. ·~~: • TOTAL· •·' 
. . ' ' ... :. '.. . . . . ~ ·. •: 

JUSTIFICATION 
·.·'I, •.• ·. . .. . . . , ... 

7.2.c Necessary 

7.2.c.1 Foreign Official 

7.2.c.3 International narcotics 

7.2.c.4 Criminal activity 

7.2.c.7 U.S. Government Official1 

TOTAL 

~Each mention of an individual identifier in a single report is counted by the /' 
software as one dissemination. Thus, if an individual is mentioned five times in oP:e 
·report, the software tallies five disseminations. · (b) ( 1 ) 

(b) (3)-P.L. 

(2) (U) Unintentional 

(S//8H During this quarterQIGINTproducts.were.canceie.cfb~~;~~ ~~~ -P.L. 

they contained the identities of U.S. persons, organizations, or entities. 
Unintentional dissemination also occurred in circumstances other than 
reporting as follows: 

a.-teh\lthough the identities were minimized in SIGINT reports, 
several v.s;l lnames were included in summary report 
.highlights posted on NSA's intranet. Upon realizing the mistake, the 

· SID staff removed the highlights from the intranet and reposted a 
. · minimized version. 

·r5·r(s+ . .,p,;r... 86-36 

.-...;_...;_...;_;:;;a;-... __________ ....,..~:-:---~~ssued a'"::-1 -~ .... 
which was la~er found to be \ 

based on collection involving . The 
I lwaseancelledandthecollectionwasdestroyed;HH\·H·H · H:::,, .... ;,\(b) ( 1 ) 

86-36 

86-36 

........ \················ (j:)) (3) -P.L. 86-36 

c. ('f8/f8I) During routine oversight, SJD.ovetsight ~ffic~als identified a. 
total of i~~11ed?.y[=]dtf£ere~~ I ·1 

thti'tcon.tained the.identities of u~s internet service 
~...p_r_o_VI.,...,..e_r_s~"~"'~"'='"s~. Upon in~tructio~fr~rn:OIJ..QS,I I cancelled 

and.r<?t.ssued them with theproper··.:tr:l4ii:n.:Pzati<.>n: ..... ~n 
addJ...i t-:i-on_,_,_--,He~dqiiat~~r.:~ emaU~4.J lre~!ldtl,l~ th:~w thr-a_t ---., 
U.S. ISPs are considered U.S~eiititiesarid::mustJ?.~:m~#~:·:: 'ied ~:IJ. ... I __ _. 

5 
TOP SECRET//COMJ:P.JT/.LNOI'ORH//Xl 

(b) (1) 
(b) (3)-P.L. ·86-36 
(b) (3) -18 usc 798 
(b) (3) -50 usc 3024 (i) 



OOCI·D: 4165184 ·-. 
TOP SECRETJJCOMHIT/fNOFORN//Xl 

Furthermore, during the "U.S. Identities in SIGINT" briefing to the 
I lsiGINT .. Reportin~rworksho:p·; .. srn··ave~~1gHtOJ:()l o 1) 

officials will emphasize that certain ISPs are U.S. c~,WP~Jii~i~~~~oo~=~ 
to be minimized in SIGINT reports. .··==·· ···==' .-···. (b0~)303-)5-05llll-s:.o:sc~Ql2(4L0i) 

d. ~'!'&ISH I Jisif~~~~D~~ntaintg th~ 
name of a senior U.S. official. L:Jcancell~.d·and reissued the · n 

.. .J I identifying the official by_~itie only. 

e. fTS//SB Th~ ~un!a Regio~a. I ~eci.trity Operations Ceter issuej J 
reports contamm mformati~m· related to a named U.S .... 
located The report was cancelled and reissuedjw,:ith 
the : .... 

.. 

. . ··::::'''k< b ) ( 1 ) 
··· :: . .- /!\(l;J) (3) -P.L. 86-36 

(3) (U) Raw Traffic Dissemination Outside the SIGI:NT': .. 
. · Production Chain ·· .... · .. 

.... -··· 
... ·· 

.. .· ...... · · unauthorized access to numerous raw traffic· databases. Over the haxt 
· · ....... · .... . ................... J I OB.z;O def~~ned that soll).e .. ~f these individuals wer~ ·, 

'1(.~:F{i).......... authorize?,.;;tcce.ss while working inJ......... l I 
(b}:(:~)-.:::i?;-r, .. ~~~36 g;·however, these accounts .. were neither deactivated nor i 

··:::::::· . ···prop~:r y re-justified when the_ .. p·ersonnel were reassigned. Other j 

··.. . individuals·.ga.J,_ned access b,ecause they identified themselves as i 
·.. .: · .. ·· ... ~ssigned toJ . . . . . -1~-~~hout providing am~lifying information and 

·.. lt ... ~as erroneously assumed··that!~ey were assigned to th~l 
····· ... O&C.received no response to a reque·st-.fo;r.information about how the 

3:c~;:?unts.~ere ~eing use~ and, on approxi~ate~~ lhad the 
accou,nts dea~tlvated until a request for authonzahon could be 
proce~sed witliin established channels. .. ... ·:::::::::::fl}p_b(l101) 

·. . . , .. ""'::0 >''··· (JbObD303-)P.IL .. L .8 EB-63-63 6 

(8/JS:nl ·········... lthe SIGINT Directri~dff~f~dthif%¥i~03-l5-ai(]JillEC3aiD12(4LOi) 
accounts be reinstated whe.nhe ~~~~~ved ~~~u.rari§~~f~oml ii . I 

..... · ;that 1./ :./ ... Jnngpt assign~ · .. 
._nu ___ s_s .... w-n~to-r---.,_-,.:-n-.;;;.:.,or-a,.Jo.Jitl I theA CO spokei{vith, 

the NSA.__ __ .,._-..---,,_..;;..-··__.who confirmed that I I was ript 
assigned an NSA rriission, wl].ich. subsequ,ent investigations 
confirmed. Access for -vVas not can~elled, however, bepause 
the leadership of Analy._s...,.i_s_a_n_,...P~roduction,.SIGINT Directorate; 
wanted access retained for 

~---------------~ 
. Although O&C has received 

6 
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information justifying the current accounts, it has received no 
information covering the unauthorized access prior to May. Although 
the investigation has not been completed, at this time, it appears that 
access to national databases was used to prosecute an unspecified 
I ltarg~h~~ther than any NSA mission . 

.............................................................. 

4. (U) OTHER ACTIVITIES ____ ::"'"tbl._( 1 l 
.... -·· (b) .("3}.-P.L. 86-36 

(U) lntegrees in Analysis and Pr«::)_guctio~- ····································· 

. .·'ln. all cases, these individuals were provided with USSID 18 training. 
Organizations having integrees at NSA included! ~~-) ·rr lb l ( 1 l 

) (f'3lb)?(:B.~-B6I:J368 

(U) Assistance to Law Enforcement 

a.-tSIJSL'/NF) During the quarter, NSA received a request from the 
Department of Justice under Section 105a of the National Security Act of 
1947, which allows NSA to provide support to law enforcement if the target is 
foreign and is located overseas. NSA support included 

In accordance with standard practices for such requests, the SID forward¢d 
the results directly to the OGC for vetting before dissemination. 

b. (81!'8l7The SID approvedl !requests for technical assistance from law 
enforcement during this rarter, Assistance mciud~dl 1 

II Jl .· . I 
'.. :' .. ·· ··························· ....................... [: .. -·· 
\/.· / / (b) ( 1) 

(b) (1) (b) (3)-P.L. 86-36 
(b) (3)-P.L. 86-36 (b) (3)-18 USC 798 

(b) (3) -50 usc 3024 (i) 
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(U) Working Aids 

a. (U) All SID personnel at NSA Headquarters and in the Extended 
Enterprise have access to the document, "U. S. Identities in SIGINT," and 
other guidance documents either in hard copy or via NSA's intranet. SID 
personnel are cognizant of NSA/CSS Directive 10-30 and review it as 
necessary to ensure compliance with the directive. Several offices in SID 
maintain files to be used to prevent targeting of U.S. persons. 

b. CU/mGUO)--NSAI lredesignetl:::~~§]iome:::w:ehpage'"C5 l ( 3 l - p · L. 8 6-3 6 

to include an Intelligence Oversight li.l..l.k .•... As-part··oftheir quarterly training, 
persotfriefare required to access the site, read its 

~~--~--~--~~~~ contents and complete the form at the end signifying they completed the 
required training. 

c. (U//¥0U01 The SID has also developed a web-based training program that 
currently is in beta testing. This program is designed to provide lists of 
individuals within an office who have completed the training. 

(U) Databases 

.... -----=~~!tl;Numerous branches in ~-----========:=:::~==.-·d··· ;;:;~;~'ill\X :L :L l 
consistenf\vith .. QQC······· ·······",, .. J~iJJ\X ~J3tPI?LL • 8 86386 

a......-------------------------------------~ ........ ,;;;;;...~---;;;.·····-·····_.·· to avoid '' ' 
USSID-18 violations. Only information th;;ttis·ess-~ntiafto understanding1the \ 
intelli ence is included. 
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