From;
Sent:
To:

Ce:
Subject:

(b)(3):10 U.S.C. § 424,(b)(6) l
(b)(3):10 U.S.C. § 424,(b)(6)

Classification: FOP-SECRET/NOIORN-

Classified By: d990741
Derived From: Muitiple Sources
Declassify On: 25X1, EO 12951

(3 + T - o e ==

[®XT).(BYE).(BY6). T.4(2)

-----Original Message-----
From](g}(g} Y Imailtc{(b)(& Pnccs.ic.gov)

Sent: Thursday, January 19, 2017 9:39 AM

ToSD usa Gov {b)(E) b_ﬁ_QfD USA MiL

10SD USA GOV |(b)(6)
Ce:j (o) PSD USA GOV](b)(6) ILtCoWSAEJSQMJ_____'
(b)(6) nccs.lc.gow;l(s)(ﬁ) 10-04 OSD USA M1r. @_33)___
OSD USA GOV {(b)(6) 0GC <|(b)(6)

LTCOL JSC USA MIL {P)©) Pnccs.ic.gov>](0)(E) Al/04 ! )6) TICCS.IC.80V>;

(b)(®) -05 OSD USA MiL [(6)(8) osdj.ic.gov>|(b)(3):70 U.S.C. § 424,(b)(6)
424,(0)(6)  [(b)(6) tCol/USAF JSC USA MIL {(P)(6)_ Jnces.ic.gov>

Subject: RE: Cyber in support of Shabwah Offensive

Classification: FOPSECRERNOFORN=— ) @

Classified By: JS J39 v S0
Derived From: Mulitiple Sources . g

Declassify On: 25X1, EO 12951 R-3 DIA
f‘f YA }E“'

rl

——moE =

(b)(6)
(b)5)

17-L-0705/JS/357



(b)X1).(b)(5),1.4(a),1.4(c)

V/r,

cart[X®)___Jusw

Division Chief, Joint Staff, J-39,

Cyber and Electronic Warfare Ops Dlvision
{(b)(6)

January 1B, 2017 3:32

R, USN, 0GC 42)0)

CAPT

——Joso(p) JOXE) ]
¥6) JLtCol 3S (US)
3 (QIE)
®) (b)(S) [tiCal
o  — MA-ISDDSO(US}{(BX)

USN, OSD({P}|(b)(6)
Subject: Cyber in support of Shabwah Offensive

Classification: FOP-SECRETHNOFORN—

Classified ay[(b’(s) OUSD(P)/SOLIC/SOCT

2
17-L-0705/JS/358




Derived From: Multiple Sources
Declassify On: 25X1, EO 12951

ScEEEssTE==s _m====s====mt=======a====u

capt{®®

Retumning to Issues surrounding potential DoD offensive cyber operations in
support of UAE's Shabwah Offensive, | have three questions to run by you. My
J5 J-37 POC, is cc'ed, for his SA.

(B)(1),(b)(5),1.4(a),1.4(c)

Thank you for your assistance.

V/R,
(b)(6)

NP & CT Policy
ASD{SO/LIC CT
Comej(b)(6)

SVOIR

17-L-0705/JS/359



(b)(6)

~—--Origi —
From: ](b)(6) |osp OSD(P)

Ser%.b{(gm..ianuamﬁﬁ.zc.ﬂ 7:10 AM T
CDR, USN, OGC; L CAPT;
[(b)(6) 0GC CAPT
(b)(6) ospip{®® osp(p);[0X®)
(bX®TTiCol 1S {us),[(P)X6) SD{PYJ(b)(6)
0GG; |(b)(6) [usn, ospip)|®)E) TtCol

Subject: RE: Shabwah Offensive

Classification: SECRET/FNOFORN—
Classified By:[®®  |ousp(p)/soLic/socT

Derived From: Multiple Sources
Declassify On: 20421231

Thank you 522 for this assessment. V/R, (b)(6)
NP & CT Policy
ASD{SO/LIC)/SOCT
(b)(6)
-=-=-0ri mal Message-----
From; (b)(6) LCDR, USN, OGC
Sent Thursday, January 05, 2017 3: 2
0SD oso(p) . CAPT;

(b)(ﬁ)

Cci(b)6) oso(Pl ;|(b)(6) oso(py®)6) |
(b)(6) s (Us);](b)(6) bso(p): [P)6)
0Gc4(b)6)

fUSN, 05019)1 b)(6) LtCoI

Subject: RE: Shabwah Offensive

Classification: SECREFANEFORN—

Classified By{®'®
Derived From: Mulitiple Sources
Declassify On: 20421231

Gents,

(b)(1),1.4(a)

4
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(b)(1),(b)(5),1.4(a)

Just my thoughts.
v/,
(b)X®8)
~---Original Message-——
From{(b)(fi) ]oso 0SD{P)
Sent: Thu , 2017 3:08 PM

cAPT[®)(6) {usn, o6c;
06GC
05D{P);{(>)(6) osotp)|(b)E)
USy; [(b)(6) {p1{(b)(6

TusN, osp(PJ(bX6) LtCol
Subject: RE: Shabwah Offensive

Classification: SECRET//NOFORN™

Classified By{(?X6) DUSD{P)/SOLIC/SOCT

Derived From: Multiple Sources
Declassify On: 20421231

@@

| recommend that you and LtCol| (b)6) in IS J-37 discuss. | just spoke with
1tcol(®X6) [about this issue. We are getting down to the wire for DC prep,
and | want to make sure our comms are clear.

V/R,

- NP & CT Policy
ASD{(SO/LIC)/SOCT

S
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(b)(®)

~—--Qriginal Message--—
From{(b)(6) | CAPT [maiitd ®)E) ces.ic.gov]

Sent: 7 2:52 PM
10:[(b)(6) usN, oc[)X®) _|oso osoey;
0GC

0sD(p){)E) ®Xe) |
.1{D)(6)
{usw, osp(p)|(PX LtCol
Subject: RE: Shabwah Offensive
Classification =S ECRETANOFORN-

Classified By: IS 139
Derived From: Mulitiple Sources

v/r,

PO Jusw
Division Chief, Joint Staff, J-39,

I fare Ons Divisi |
(bX6)

-—QOriginal Message-»- :
From:(b)}(6) USN, OGC
[mai}to[( b)(6)

Sent: Thursday, January 05, 2017 2:45 PM

6
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I
|LtCol JS (US)

P)
[B)E) Ioce

{b)(6) USN, OSD{P)
(®XE) LtCol <(bYB) —_|nccs.ic.gov>

Classification: SECRET//NOFOAN™

Classified By](®)(6) |
Derived From: Multiple Sources
Declassify On: 20421231

S —

(b)(6)

(b)(1).{b)(5),1.4(a)

V/t

(b)(6)

—--Qriginal Messa
From(bX6) psD 0SD(P)

Sent: Thursday, January 05, 2017 2:39 PM

To:[2E) Gc:[BY6) psc
Ce (b)(6) (DY —OSDIP):

.___?5)(4) , ysi®X6) |
(b)(6) psSp(P)i(b)6) N,
oso(rll(b)(s) lm:ol

Subject RE: Sha ffensive

Classification: SEEREHANCESRAN-—

Classified By{(®)(6) DUSD{P)/SOLIC/SOCT
Derived From: Multiple Sources
Declassify On: 20421231

e e e R R R e S S ST E S SRR R RS S R SRR R
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(b)(6)

(b)(1),(b)(5),1.4(a),1.4(e)

V/R,
(b))

NP & CT Policy

ASD(SO/LIC)/SOCT
(bX6)

~—-Qriginal Message--—-

From{(b)(6) }VIr., 0SD(P)
Sent: Wednesday, January 04, 2017 3
T0[(B)(6) losp OSD(P);

(b)) | capr,

[(6X6) | osp(P)

Cc:[(b)(6) JLCDR, USN, OGC;|(b)(6) j.tCol Js (US);
(b)(6) 0SD(P}(b)(6 06 (bX6)
(b)(6) 0GCLb)(6) USN, 0SD(P);|(b)(6) LtCol

Subject: RE: Shabwah Offensive

Classification: SECREF/ANOFORN—

Classified By:|(°)(®)

Derived From? VIUITiple Sources
Declassify On: 20421231

ALCON,

(b)(1).{b)(5),1.4(a),1.4(e)

8
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(b)(1),(b)(5),1.4(a),1.4(e)

v/r,

[EY6)

Office of the Deputy Assistant Secretary of Defense for Cyber Policy
Pentagon 5D435

(b)6)

—Original Message-—

Fram{(b)(6) SD OSD{P)

ent. ry 04, 2?12 E;§7 PM

To:{(PX6) - cApTY{(b)(6) I_QiT(p)
c.:L;)w) Lcor, usN, o6¢JPI®) LIS (US);
b Sg lospip):I(b)(6) J(b)(6)

(b)(6) USN,
0SD{P) ) LtCol

Subject: RE: Shabwah Offensive

Classification-SECRET/NSPORN"

Classified By:[(®)(©) OUSD{P)/SOLIC/SOCT
Derived From: Multiple Sources
Declassify On: 20421231

AR NN IR R NI RS SR EE TS RN TR A REREE R R e

(b)(6) ;.37
(b)(6) soLic/socT
cap®®

(b)(1),(b)(5),1.4(a),1.4(e)

17-L-0705/JS/365



(b)(1),(b)(5),1.4(a),1.4(e)

V/R,
(b)(6)

NP & CT Policy

ASD(SO/LIC)/SOCT ‘
(b)(6)

-—-Original Message----- ,
From:[(b)() , |capt [mailtcl(b)(s) Fnccs.ic.gcw]

Sent: Wednesday, January 04, 2017 2:47

To:[(6)(6) |0SD 0sD(P); [(b)6) IosD{P)

Cc; [(B)(6) o] |UsN, oG] (b)E) LtCol S (US);
[(b)(6) SD{P);|(b)6) |O3OTPT: [®®& ]
[(b)(8) joGC

Subject: RE: Shabwah Offensive

Classification =SECRERHYNOFORN—

Classified By: JS J39
Derived From: Multiple Sources
Declassify On: 20421231

[y P — = o = e e ey S s -
sS==

®)E) ]

(b)(1).(b)(5),1.4(a),1.4(e)

10
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(b)(1).(b)(5),1.4(a),1.4(e)

Ve,

cary>® SN
Division Chief, Joint Staff, J-39,

Cyber and Electronic Warfare Ops Division
[(bX(6)

—-Qriginal Message-----
. From:[(b)(®) | 0D 05DI(P) [maiito{®)(E)
Senk. , 2017 2:32 PM
To Mwmfo(bxe) !

]
|

Y576 Teon )
Dnces.ic.gova] 2)(E)
I | OSD(P)
prccs.icgov>{EI0) |osc

(b)(6)

Subject: RE: Shabwah Offensive
Classification: SECRETY/NOPORN~

Classified By:["C)____Jousd(p)/soLic/socT
Derived From: Multiple Sources

Declassify On: 20421231

ERBEINTH EBESUSAEEIRECSSEORESEETASEERAEAEESRN N RS

[BYT).®)5).(b)(E). T.4(a)

17-L-0705/JS/367




(b)(1).(b)(5),1.4(a),1.4(e)

Please clarify.

(bX6)

NP & CT Policy
ASD(SO/LIC)/sOCT
(b)(6)

~—-Qriginal Message—--

Froml(b)(ﬁ) IUSN, 0GC

Sent: Wednesday, January 04, 2017 2:17 PM

To[(B)6) loso(p[E)E) losp osp(p
ccf®)®) Cal 15 (11S|[(b)(6) 101.|(0)(6)

(b)(6) lospip)§(P)6) Tcart;[0)6)

[®XE) Joac
Subject: RE: Shabwah Offensive

Classification: SECRET#MNOFORN-

Classified By: LCDR[X®)
Derived From: Multipie Sources
Declassify On: 20421231

(b))

Great question and this is being discussed within GC now as we have tomorrow
an |A Lawyers Group discussion on this operati

(b)(1).(b)(5),1.4(a),1.4(e)

12
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{(b)(1),(b}5),1.4(a),1.4(e)

V/ir
(b)(6)

-—-Orfgjaa{ Message-——
From:|(bX©) OSD{P)

se 04, 2017 2:06 PM

To:l(b)(e) Joso ospe

cc{®)®) A (b)(6) ~ bsop)[®)®)
(6)(6) osp{p);|(b)6) Jusn, oGe{(PTE
(EYET_JCAPT

Subject: FW: Shabwah Offensive

Classification: SECRET//NOPORN™

Classiied By: CC
Derived From: Multiple Sources
Declassify On: 20421231

T o i v O SR - D S, S S et e s WP A L 0 A0, A s . i e i,
S T T e e o G, B e e e e e e e B S A S S e e L e

l(b)(ﬁ)

{(0)(1),(b}(5),1.4(a),1.4(e)

V/R,

(b)6)

Director, Plans and Operations
0SD Cyber Policy

Pentagon 50435
(b)6)

17-L-0705/JS/369



b)(6
(b)) INSTS)

(b)(6)

meizs)(g) LtCol JS (US) [mallto (b)(6) Inces.ic.gov]

Sent: Wednesday, January 04, 2017 1.
osvtm: Bo oso(p) D
(b)(6) OSD(P

Cc: |(B)(6) LCDR, USN, 0G¢{(P)(6) CAPT:
D)6 chgﬂ(b)(F'L‘}) L1c]®GIT0 US.C. § 424,(6)(6)
1

Subject: FW: Shéb’;pah Offensive 2"2’?({,;&)“ SC.§

Classification ~SECRET/FNOFORN~

Classifted By: (0)6)
Derived From: Multiple Sources
Declassify On: 20421231

T EEEE e R R N R R S R N NI RS RS S R ES R SRR RES

(0)(1),(b)(5).1.4(a)

14
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v/r,

(b)(6)

(b)(6)

From:

s .
T::(b)( 10U.S.C.§ 1

Subject: FW: Shabwah OTfensive

LtCol IS (US)

Classification “SEERET//NOFORN"

Classified By: [(®)(®) |
Derived From: Multiple Sources
Declassify On: 20421231

From:|(®)(6) tCol IS (US)
-srf," (:g‘%ef'"e da "[",a:’ 04, 2017 7’.‘1‘3 ‘.‘Mw Y310 US.C.§ 424.(5)(6)
BY3):T0US.C. § 424,(b)(6) (b)3):10 US.C. § 130b -rl
b)(3):10 U.S.C. § 130b levbercom.ic.gov>
1(b)(6) ®)©) icoou>; JEX3):10 US.C. § 424,(
()(3).10 US.C.§ 424.(b o TC
) nces.ic.gov>

Subject: Shabwah Offensive

17-L-0705/JS/371



Classification: SECRET//NOPORN—

Classified By:|©'®
Derived From; Multipie Sources
Declassify On: 20421231

sSgn= = ARSI SEESmIsnees

All,

| wanted to get this out ASAP for planning purposes. I Just got it. This is
the paper from the SecDef to via APNSA Rice to the President regarding the

Shabwah offensive.

For some reason, although OCQ is in the ggggg\

(b)(1),(b)(5),1.4(a).1.4(e)

v/,
(b))

Classification~SECRET//NOPORN—

16
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By T Y —— R — —
TR T e o S e S IR ST 34311 e -

ClassificationSECRFFNOPORN

e o s oo .
R

o ——

e e e o s i i e e S 0 -

B —

B T —y——

I e e o

Classification; SECRETY/MONORN—

Ty ———

R g T A M S e o e

Classification: SPERETHNGFORN-~

LmEmEIImIm

Classification: SEEREFANOFORN—

Classification: SECREFHNOPORN:
Classification =SFCRETANOFORN~

ClassificationTSECRETHNOFORN—

SESESRERSREREE

e A i g S s s A S Y 99 O Y St A e B D . il
o o o o 2 T O e

N T eamaAREERTRT

ClassificationTSECRET/NOFORN-

Classification ~SPEREVAHOEORM~

s sl e s s . o

Classification=-SECRERNOFORN—

17-L-0705/JS/373



Classification~TOP-SECRET/NOFSRN-

Classification: TOP-SECRET//NOFORN—

1 A S U0 ol o Y 2 s s s i
I S e o S e 4 1 s

Classification~FOP-SEERET/HNOFORN—

18
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(b)) tol DOD USA MIL

From: [®)(3):10 U.SC_§ 424,(6)(6) ]
Sent: Tuesday, January 03, 2017 6:03 PM
To

OsD USA GovV
abwah Info Paper

Subject:
Attachments:

. Ura

Shabwah Cyber Info Paper.doc

Classification: ROP—SRERER——

Classified By: d950741
Derived From: Multiple Sources
Declassify On: 20421231

R N N e N N N R T N N T R S R N R I R T N NN RIS SE

(b)(6)

: -04 OSD U
Ce: oTDOD USA MIL i‘b)(e) -oR DIA UsA MIL[®)E)

161219 SD Memo to AMB Rice on DOD support to UAE for Shabwah Operation.pdf;

(b)(1),(b)(5).(b)(6),1.4(a)

From{(B)E) tcol 15 (US) (mait]®®  brccsicgon]

Sent: Tuesday, January 03, 2017 1:43 PM
Tof—“'u_'_(b)(a)no USC.§424,(b)6) koe.ic.gov>](0)6)

[®)(©6) Jsdj.ic.gov>;[E)E) Jcor/05 isc usa MiL {(b)(6)

10-04 0SD USA MIL

hecsic.gov>

Subject: FW: Draft Shabwah Info Paper

Classification: “ROP-~SERERET———

Classified By: [(b)(e)
Derived From: Multiple Sources
Declassify On: 20421231

Ao T e e BNaT

[N

i1 - f§

(b)(1),1.4(a)

17-L-0705/JS/375




As you know, the proposal with the NSC CT staff.

v/t

(b)(6)

E;;.',;{_(ﬁi(éi_ T v imaite]®®  boisicgod T
Sent: Froay, DECtember 30, 2016 1:Q5.BM

Toq(b)(6) JLtcol 15 (us) {®PX6) NCCS.iC.80V>

Ce:|(b)(6) [ LcDR {(6)(6) nees.ic.gov>;|(b)(6)
[(6)(6) |LTC 4(bX6) __ kois.ic.zov>

Subject: Draft Shabwah Info Paper

CLASSIFICATION: TOP-SECRET—
CAVEATS: NONE
TERMS: NONE

Happy New Year,

kosdi.ic.gow;

(b)(1),1.4(a)

(b)(6)

_J3 Cyber Division Deputy
(b)(6)

DERIVED FROM;

CLASSIFIED BY: b)(6) Cciv

DECLASSIFY ON: 25 YEARS FROM DATE OF ORIGINATION
DATE OF SOURCE: 20121011

CLASSIFICATION W/Q ATCH:
CAVEATS WIO ATCHY ~Neres:
TERMS W/O ATCH: HANDLE VI . HANNELS ONLY

(bX(1),1.4(€)

(b)(1),1.4(c)

2
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CLASSIFICATION: TOP-SECREF—
CAVEATS: NONE
TERMS: NONE

e T I I S R R R R e R R T S T N S I S s N T I MmN N S R

Classification: - POP—SECRET
Clagsification: “rOP—SECERES

R S T T S e R R R N N R N RN I NN T S S T amEm =

Classification: ~“FOP-SBERED
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Crandall Darse E RDML USN USA MIL

From: JCS eWASH {(b)(6) Pnccs.ic.govs
Sent: Thursday, January 26, 2017 10:14 AM
To: {()(6)
R
I
- &>
& M
W3
f\
o ~
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To:

]
o
=
(2
]

2
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