
17-L-0705/JS/357

l(b)(3):10 u.s.c. § 424,(b)(6) 

From: 
Sent: 
To: 
Cc 
Subject: 

rJ..OJPlat...llDJlillD~'9, 2017 12:02 PM 
~=----otJ OR/05 JSC USA MIL 
...,.,..... ____ teof/USAF JSC USA MIL 

1n support of Shabwah Offensive 

Cfassfflcatlon: Te, SfMff/;'flereltN" 

Classified By: d990741 
Derived From: Multlple Sources 
Declassify On: 25X1, EO 12951 

(b)(1),(b)(5),(b)(6),1.4(a) 

··--O!!&!nal Messase--
Froml(b)(i) · ~CAPT [mailt~.(b_><_S> ____ .nccs.ic.gov] 
Sent: Thursday. January 19. 2017 9:.~39;.,.;AM~------------, 
To~(b)(i) - bso USA GOV (b)(6) 

Classification: MP &E8REfl}N8MfUJ 

Oassifled By: JS J39 
Derived From: Multiple Sources 
Declassify On: 2SX1, EO 12951 

l'b>csi I 
(b)(5) 

SD USA GOV (b)(6) 

1 

R,:3 DIA 
n~ l -<Slf)'5 

I 



17-L-0705/JS/358

(b)(1),(bX5), 1.4(a), 1.4(c) 

V/r, 

~SN 
Division Chief, Joint Staff, J·39, 

er and Electrontc Warfare Ops Division 
(b)( ) 

Classification: 'f8P 5Eeftff//N8F8RN 

Classlfted av"-f <b_)<_5> _ ___.puso(P)/SOUC/SOCT 
2 



17-L-0705/JS/359

Derived From; Multiple Sources 
Declassify On: 25X1, EO 12951 
==-==-=-==uft'll=--r.-=u·--==:==--=--=====-=-™===-

CAP?j(b)(6) 

Returning to Issues surroundlna potential DoO offenshle cyber opentions In 
support of UAE's~ Offensive, I have three quutlons to run by you. My 
JS J-37 POC, ~Is cc•ed, for his SA. 

(b)(1},(bX5),1.4(a), 1.4(e) 

Thank you for your assistance. 

V/R, 

l(b)(6) 

NP & CT Policy 
ASD(SO/UCVSOCT 

=t)(6) I 
3 



17-L-0705/JS/360

loso OSD(P) 
~~u...l&LLl.m.uu.ao~l7 7:10 AM 

......... ~....:...... ___ .......,oR, USN, OGc;l(b)(S) ~CAPT'; 
OGC '--.....-.....-.--.-----1 L__..,.,..,.,..,,.,.. _____ ~ ~......---. 

Classification: ~H!ERff/fH8F8RF4 

Classified By;l(b)(S) louso(P)/SOLIC/SOCT 
Derived From: Multiple Sources 
Declassify On: 20421231 
=====~~============··=·===·===·····=··======:========= 

Thank youmfor this assessment. V/R,l(b)(S)I 

NP & CT Policy 
ASD(SO/LIC)/SOCT 
(b)(6) 

Classification: SE€ftEf/fH61"eftN 

Classified By~i...(b_H_5.,..._).------' 
Derived From: Multiple Sources 
Declassify On: 20421231 
==============================~=~===================== 

Gents, 

rb )(1), 1.4(a) 

4 



17-L-0705/JS/361

(b)(1),(b)(5), 1.4(a) 

Just my thoughts. 

Classification: 5Efft!T)'fNOPOl\N 

Classified ~(b)(B) ~USO(P]/SOUC/SOCT 
Derived From: Multiple Sources 
Declassify On: 20421231 
===a.=:::=:=;:;;;::======-=-·=======~================= 

CAPTl(b)(S) 

I rec~d that you and LtCa~(b)(B) I in JS J-37 dis~ss. r just spoke with 
ltCo~about this issue. We are getting down to the wire for DC prep, 
and I wantto make sureourcomms are clear. 

V/R, 

l(b)(6) I 
NP & CT Policy 
ASD(SO/LIC)/SOCT 

s 



17-L-0705/JS/362

(b)(6) 

-Original Message--
From:l(b)(6) 

Classification. !fCft!T/{NePeftN 

aassified By: JS J39 
Derived From: Multiple Sources 
Declassify On: 20421231 
--
(b)(1),(b)(5).1.4(a) 

V/r, 

CAP~(b)(6) ~SN 
Division Chief, Joint Staff, J-39, 

.__ ____ ...... ~ccs.ic.gov] 

.___ ____ __.loso OSD(P); 

l"\C'l'llftH(b)(6) 

6 



17-L-0705/JS/363

Classification. S!Cft!T)./NOl'eftN 

Classified ~ ... (b_H6_> ___ _ 
Derived From: Multiple Sources 
Declassify On: 20421231 

====-:..----======-==== 

l(b)(6) 

(b)(1),(b)(5),1.4(a) 

V/r, 
j(b)(6) 

classified By'{b}(6) puso(P)/SOUC/SOCT 
Derived From: Multiple Sources 
Declassify On: 20421231 

:====== 

c 

-= 
7 



17-L-0705/JS/364

l(b)( 1 ),(b XS), 1.4(a ), 1.4( e) 

V/R, 

l(b)(6) I 
NP & CT Policy 
ASD SO LIC SOCT 

(b)(6) 

----Original Message----
Fromj(b)(6) Mr., OSD(P) 

Sent: Wednesda JanuarY 04, 2017 ;:so PM 
To (b)(6) SD OSD(P)J.__Cb_><_6> ____ _,I CAPT'; 
(b)(6) OSD(P} 

Cc: (b)(6) CDR, USN, OGC; (b)(6) 
(b)(6) oso p b 6 

Classification: !l!!eft l!f;'/Ple Fe f\N 

Classified By: (b)(e) 

Derived From·'r: W"ll"l":iur.1::n:"'e r-:::o:::":"u=rc:=":!es 
Declassify On: 20421231 

ALCON, 

(b)(1),(b)(5),1.4(a), 1.4(e) 

8 



17-L-0705/JS/365

(b)(1),(b)(5),1.4(a), 1.4(e) 

V/r, 

l(b)(6) 

Office of the Deputy Assistant Secretary of Defense for Cyber Policy 
Pentagon 50435 

Classification: SE&fU?f/iNepe~N 

Cla55Jfled Bv:l(b)(6) louSO{Pl/SOUC/SOCT 
Derived From: Multiple sources 
Declassify On: 20421231 
=:1 ............................ 112 .............. a.z====== 

._(b_)(6_)_.......,.37 

... <b .... )(6 ..... > __ souC/soCT 

CAP~(b)(6) 

(b)(1),(b)(5),1.4(a), 1.4(e) 

9 



17-L-0705/JS/366

(b)(1),(b)(S),1.4(a), 1.4(e) 

V/R, 

l(b)(6) I 
NP & CT Policy 
ASD SO UC SOCT 

(b)(6) 

---Original Message-
From:j(b)(6) . I CAPT [mailt~(b)(6) ,nccs.ic.gov] 
Sent: Wednesday, January 04, 2017 2:47 .... P .... M ____ _, 
To: (b)(6) OSD OSD(P);~(b..:..:)(_.6)'"'""1"'!'!---~SD(P) 
Cc: (b)(6) USN OGC· (b)(6) LtCol JS (US); 
(b)(6) SD{P); (b)(6) ; j(b)(6) I 
(b)(6) OGC 

Subject: RE: Shabwah Offensive 

Classification. 5E€RB'//r•sreAH 

Classified By: JS J39 
Derived From: Multiple Sources 
Declassify On: 20421231 

(b)(6) I 
(b)(1),(b)(S),1.4(a), 1.4(e) 

10 



17-L-0705/JS/367

r(1),(b)(S),1.4(a), 1.4( e I 

V/r, 

CAPfb)(S) ~SN 
Division Chief, Jornt Staff, J·39, 
Cyber and Electronic Warfare Oos Division 

(b)(6) 

Subject: RE: Shabwah Offensive 

Classlficatlon: SECRET/fNOPOl\N 

Classified sv:l<b)(e) louso(P)/SOLIC/SOCT 
Derived From: Multiple Sources 
Declassify On: 204212U 

11 



17-L-0705/JS/368

(b)(1),(b)(5), 1.4(a), 1.4(e) 

Please clarify. 

~ 
NP&CTPolicy 
ASD(SO/LIC)/SOCT l(b)(6) 

--Origina I Message---
Froml(b )(6) 

Sent: Wednesda Janua 
To (b)(6) 
Cc: (b)(6) 

(b)(6) 

(b)(6) OGC 
Subject: RE: Shabwah Offensive 

Classification: ii,R:Ei//H8F8RP4 

Classified By: LCDR._l<b_><_5> __ _. 
Derived From: Multiple Sources 
Declassify On; 20421231 
========·============================================= 

l(b)(6) 

Great question and this is being discussed witnin GC now as we nave tomorrow 
an IA La ers Grou discussion on this o er ti 

(b)(1),(b)(5),1.4(a), 1.4(e) 

12 



17-L-0705/JS/369

(b)(1),(b)(5), 1.4(a), 1.4(e) 

~ 
~ 

da sslfication: 9eeftEY//NOPOIU4 

Classified By: CC 
Derived From: Murtiple Sources 
Declassify On: 20421231 

;::=.:============================== 

l(b)(6) 

(b)(1),(b)(5), 1.4(a), 1.4(e) 

V/R, 

l(b)(6) 

Director, Plans and Operations 

OSO Cyber Polic.y 

Pentagon 50435 

13 



17-L-0705/JS/370

~ 
L__JNSTS) 

(b)(6) 

From~>~> 
Sent: e neSda 
To: (b)(6) 
(b)(6) 

Subject: FW: Shabwah Offensive 

Classification. !!CIU!!Tl/Ne F8RH 

Classltled By: (b)(S) 
Derived From-: ~ul'!"l't1p_,e_.o-ur--ce-'s 
Declassify On: 20421231 

.._ ___ __,~nccs.Jc.govJ 

..__ ___ ...... loso(P);l<b)(6) 

(1;1)(3):10 u.s.c. § 
424,(b)(6J 

................... ••==========•=-===c•======•======== 

(b)(1),(b)(5),1.4(a) 

14 



17-L-0705/JS/371

V/r, 

~ 

Fromd(b)(e) lLtcoJ JS (US) 

~~j,?>!~··;1~ mn INI RI• 
SLtbJe : : wa nslve 

Classification. Sf:!eR!'f/INefleftN 

Classified By: ._l(b_><_6> ___ __. 

Derived From: Multiple Sources 
Declassify On: 20421231 
===-•a=========saam===========================s======== 

15 



17-L-0705/JS/372

Classiflcatlon: !l!el'tl!f/fHeMl'tN 

Classlfled ev:l(b)(S) I 
Derived From; Multiple Sources 
Declasstfy On: 20421231 

All, 

I wanted to 1et this out ASAP for pfannlns purposes. I Just 1ot It This ls 
the paper from the SacDef to via APNSA Rice tc the President regarding the 
Shabwah offensive. 

For some reasan 11tho 
(b)(1),(b)(5),1.4(a), 1.4(1) 

V/r, 
l(b)(6) 

~~~=======~~==~======~==•mn:-===================== 

Classification. S!eft!,./fNefleRN 

16 



17-L-0705/JS/373

======================:::aaK=::::=================··==== 
Classification. 5Eei.!'l"f/NOl'OPU• 

================::::==================================== 
Classifteation. 51!Cftff//N6fieftN 

====~============--================~=====~==;========= 

aassification: 5Eeft!T//NOFO RN 

==========================~======---==============~== 
Classification; !l!C~l!Tl/H6110lllN 

===~~==~========================::=================== 

Classification: !!eftff //,.9F9RN 

~=====================================;=============== 

Classification: SEERET/}NereRH 

=====================--=========================~===== 

Classification: 5EeftET/fNOl'eftN 

Classification. :SeeftET//N8P8ftN 

=====~:=============================================== 

Classification. SECftE'f//Pi8FSAN 

====================================================== 
Classification. SfeflEff/ftOFORl\I 

==================~=====================;::============ 

Classification. S!Cftm/r~ePe ltN 

====--======·~====~~~=======================::=:!!::===== 

Classification. SffftEf/;',.ereAN 

====~c======================;.;;:;;;=====--=:z::=====;;;;.;;:=== 

Classification. !!e11tl!'f/fNBP6RN 

====~==============-=================================== 

Classificatiom 5EEAET//H0FeftN 

====================================================== 
17 



17-L-0705/JS/374

Classification. TeP !eeREf//N0F9RN 

======--====--==:::-====================--======== 
aassification. Tt"JI' !etl\~//MeFeRN 

==~=========================~~=~===============;===== 

Classification. TeP SEeREf/}Pt8F8RU 

18 



17-L-0705/JS/375

From: 
Sent 
To: 

~ol DOD USA MIL 

1Cb)(3}:10 U.S.C. § 424,(b}(S) 

...,,.,.~;.-.i.i..;;.;;;.;.=.......,.03 ........... 2017 6:03 PM 

Cc: 
-040SDU~~~MDl&IU.~~--

o ooo USA MI~><6> FDR DIA usA MIL;._l<b_><_6> _ __, 
OSD USA GOV 

Subject: .._,~:~ra~"l!abwah Info Paper 
Attachments: 161219 SD Memo to AMB Rice on DOD support to UAE for Shabwah Operation.pdf; 

Shabwah Cyber Info Paper.doc 

Classification: ~ep SH€Rfft' 

Classified By: d990741 
Derived From: Multiple Sources 
Declassify On: 20421231 
====================================================== 

(b)(1),(b)(5),(b)(6), 1.4(a) 

Classification: ~OP SHQR.J!JW 

Classified By:~l(b~)(~6>_,_~---,-~~--' 
Derived From: Multiple Sources 
Declassify On: 20421231 

~nccs-ic.govl 

=============================================p~~~~==== 

Team, 

rb)(1), 1.4(a) 

1 

t\0"" ~'f 

LlJ i, 



17-L-0705/JS/376

As you know, the proposal with the NSC CT staff. 

CLASSIFICATION; 'feia SEe"l!!!T 
CAVEATS: NONE 
TERMS: NONE 

Happy New Year, 
(b)(1), 1.4(a) 

DERIVED FROM: NS EPP SCG 
CLASSIFIED BY:l(b)(6) lc1v 

.___ _____ __. OSD(P)' ~ .... <b_)_<6_) __ __,~osdj.ic.gov>; 

DECLASSIFY ON: 25 YEARS FROM DATE OF ORIGINATION 
DATE OF SOURCE: 20121011 

CLASSIFICATION WI CH: 'F61' Sl!!!Gllt:l!T (b)(1),1.4(c) 
CAVEATS W/O ATCH. ·······M!t!M!ii._ 
TERMS W/O ATCH: HANDLE VI HANNELS ONLY 

(b)(1),1_.,4Cc) 

2 



17-L-0705/JS/377

CLASSIFICATION: 'l'efil Bl!eRET 
CAVEATS: NONE 
TERMS: NONE 

==~====================~~=========m=================== 

Classification: YOP !!c:"ltBI 

==========~==~=============-===-====================== 

Classification: TOP !Ee!t!~ 

=======;======2=•===•==============m================== 
Classification: TeP SBCRH~ 

3 



17-L-0705/JS/378

Crandall Darse E RDML USN USA MIL 

From: 
Sent 
To: 

-..:I 
•rt -

JCS eWASH ¥b)(S) ~nccs.ic.gov> 
Thursday, January 26, 2017 10:14 AM 

(b)(6) 

1 



17-L-0705/JS/379

To: (b)(6) 

2 




