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SENT BY ELECTRONIC MAIL TO: agorski @aclu.org

Ashley Gorski

American Civil Liberties Union Foundation
125 Broad Street, 18" Floor

New York, NY 10004

Re: 20-cv-02213-NRB
American Civil LibertiesUnion and American Civil Liberties Foundation (ACLU) v
U.S. Department of Homeland Security (DHS), U.S. Customs and Border Protection
(CBP), Transportation Security Administration (TSA), and U.S. Immigration and
Customs Enforcement (I CE)
Fourth Interim Release for FOIA request CBP-2020-024672

Dear Ms. Gorski:

Thisisour fourth interim response to your Freedom of Information Act (FOIA) request to U.S.

Customs and Border Protection (CBP) submitted January 9, 2020, in which you requested the
following:

1. All memoranda of understanding, information-sharing agreements, business requirements,
contracts, letters of commitment, and other agreements with airlines, airports, other countries, or
other U.S federal, state, or local authorities, concerning any aspect of TVS, including the
processing or receipt of data collected or generated through TVS.

2. All policies, procedures, guidelines, formal or informal guidance, advisories, directives, and
memoranda concerning:

a. Theacquisition, processing, retention, or dissemination of data collected or generated
through TVS, including biometric templates;

b. Accessby airlines, airports, cruise lines, seaports, commercial vendors, other countries,
or other U.S federal, state, or local authoritiesto data collected or generated through
TVS, including biometric templates;

c. Retention or dissemination by airlines, airports, cruise lines, seaports, commercial
vendors, other countries, or other U.S. federal, state, or local authorities of data collected
or generated through TVS including biometric templates.

3. All memoranda, briefing materials, advisories, presentations, or formal or informal guidance
related to the December 5, 2019 announcement that “ There are no current plansto require U.S
Citizens to provide photographs upon entry and exit from the United States,” and that “ CBP
intends to have the planned regulatory action regarding U.S citizens removed from the unified
agenda next time it is published.”
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4. All records, excluding informal email correspondence, concerning the efficacy or efficiency of
facial recognition technology, as compared to other biometric and/or biographic methods, for
identifying visa overstays, reporting visa overstays by country, or identifying individuals using
fraudulent travel documents.

5. Satistics created on or after November 1, 2018, concerning “ facial comparison matching
performance,” including valid matches, invalid matches, valid non-matches, invalid non-
matches, consequences for individuals identified as non-matches, and the aforementioned data
broken own by demographics including race, ethnicity, skin pigmentation, gender, age, and/or
country of origin.

6. “Summary reports’ that “ present the actual performance of TVSagainst its [ Biometric Air
Exit Key Performance Parameters] in production.”

7. All final evaluations, tests, audits, analyses, studies, or assessments by the DHS Science and
Technology Directorate, DHS Office of Biometric |dentity Management, or the National Institute
of Sandards and Technology, in connection with CBP, related to (i) the performance of
algorithmsin matching facial photographs, and/or (ii) the performance of facial recognition
technol ogies devel oped by vendors. This request encompasses records concerning whether the
algorithms or technologies perform differently based on flight route or an individual’s race,
ethnicity, skin pigmentation, gender, age, and/or country of origin.

8. All records, excluding informal email correspondence, concerning CBP’ s implementation of
recommendations by the DHS Science and Technology Directorate to conduct an analysis of the
risk of “ fal se matches based on the demographics (age, country of origin, gender) of travelerson
individual flights.”

9. All final reports, memoranda, or budgets concerning the cost of implementation of facial
recognition technology or TVSas part of entry and exit procedures.

10. All records, excluding informal email correspondence, concerning future interoperability
between the TSA’ s biometric capabilities and “ mission partner systems,” including CBP and
DHS Office of Biometric Identity Management systems.

11. All policies, memoranda, formal or informal guidance, training materials, or briefing
materials concerning the purported legal basis for CBP to possess data on the TSA's behalf in
the course of atraveler identity verification process.

12. All memoranda, briefing materials, advisories, presentations, formal or informal guidance, or
analysis concerning whether airline or airport involvement in TVS complies with Illinois's
Biometric Information Privacy Act.

For this production, CBP processed two hundred fifty three (253) pages of documents in response
to your request. CBP has determined that thirteen (13) pages of records are withheld in full
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pursuant to Title 5 U.S.C. 8 552 (b)(5) and two hundred forty (240) pages may be released, in full
or in part with redactions pursuant to Title 5 U.S.C. § 552 (b)(5), (b)(6), (b)(7)(C) and (b)(7)(E).

If you have any questions regarding this release, please contact Assistant United States Attorney
Jennifer Jude by email at Jennifer.Jude@usdoj.gov or 212-637-2663.

Please notate file number CBP-2020-024672 on any future correspondence to CBP related to this
request.

Sincerely,

C ) @
.l\_/ /,

Jennifer R Davis

Subject Matter Expert

FOIA Division

U.S. Customs and Border Protection

Enclosed: 240 pages
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Instructor Note: This section covers Primary traveler processing.

FOIA CBP 000697



FOIA CBP 000698



FOIA CBP 000699



FOIA CBP 000700



FOIA CBP 000701



FOIA CBP 000702



FOIA CBP 000703



FOIA CBP 000704



FOIA CBP 000705



FOIA CBP 000706



FOIA CBP 000707



FOIA CBP 000708



FOIA CBP 000709



FOIA CBP 000710



FOIA CBP 000711



FOIA CBP 000712



FOIA CBP 000713



FOIA CBP 000714



FOIA CBP 000715



FOIA CBP 000716



FOIA CBP 000717



FOIA CBP 000718



FOIA CBP 000719



FOIA CBP 000720



FOIA CBP 000721



FOIA CBP 000722



FOIA CBP 000723



FOIA CBP 000724



FOIA CBP 000725



FOIA CBP 000726



FOIA CBP 000727



FOIA CBP 000728



CBP Simplified Arrival Officer Training — Content
Last Updated: February 19, 2020

e By visiting QIVIA). officers can provide suggestions, comments, or questions related to facial
comparison technology (b)(7)(E)
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U.S. Customs and
Border Protection

Our Mission

We are the guardians of our Nation’s borders.
We are America’s frontline.
We safeguard the American homeland at and beyond our borders.

We protect the American public against terrorists and the instruments of terror.
We steadfastly enforce the laws of the United States while fostering our nation’s
economic security through lawful international trade and travel.

We serve the American public with vigilance, integrity and professionalism.
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Functional Requirements Document —Vehicle Primary Client 2.0

March 27, 2019

Change Control Log
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Vehicle Primary Client 2.0 Functional Requirements
1. Background

Vehicle Primary Client (VPC), a TECS Subsystem is used by CBP officers (CBPOs) at land
ports of entry (POE) to inspect passenger vehicles and occupants entering the United States.

Vehicles are presented to CBP at the vehicle primary border crossing lanes upon arrival at a land
POE. At vehicle primary, the CBPO using a desktop version of the VPC obtains information
from the driver and any passengers within the vehicle via license plate, RFID enabled travel
documents, a manual swipe of the Machine-Readable Zone (MRZ) of their passports, or manual
entry of traveler’s biographic information.

(0)(7)(E)

The objective of the VPC 2.0 project is to provide an updated VPC system for CBPOs during
Privately Operated Vehicle (POV) inspections (b)(7

Wi
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2. Roles
Role Description

CBPO Customs and Border Protection Officer

SCBPO Supervisory Customs and Border Protection Officer

Analyst An analyst provides the project manager with selected metrics,
reports, comparisons, etc. to provide end-users with tangible
measures of performance.

Executive Executive and final decision maker for the project.

Facility Where processing lanes will be dedicated for arrival and departure
and will provide CBP Officers support for the demonstration

Program Manager Defines the purpose of the program and outlines the functions and
responsibilities. Also works with executives to ensure the
successful outcome of the project.

Project Manager Designated to ensure customer satisfaction and direct the project to
a successful conclusion

System A system is any combination of discrete parts that function as a
whole. Any combination of IT components that function together to
meet a business need. In this case the system refers to hardware,
software, or a combination of both. This system will organize and
collect information resources for processing, maintenance, use,
sharing, dissemination, or disposition of information.

Passenger A person traveling who will be crossing through a POE checkpoint
from one country to another in a vehicle.

BPA Border Patrol Agent

SBPA Supervisory Border Patrol Agent

3. Functional Requirements
3.1 General Requirements

The Vehicle Primary Client 2.0 requirements are uniquely identified in Table 2.

6
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II(b)(?)(E) eNER(b)(7)(E)
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74.

75.

76.

71.

78.
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4. Appendix

This section describes the high-level functionality of the legacy Vehicle Primary Client (VPC)
application. These features will be incorporating into the VPC 2.0 solution and will ultimately be
delivered according to the phase that is associated with this requirement.

Feature Description

Login ()

Logout

Dynamically Initiate Land Primary Queries N N

Manually Initiate Land Primary Queries

Einl 1) (5) (b)(7)(E)

(b)(5) (b)(7)(E)

Display Person 1-94 List

12
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(0)(5) (b)(7)(E)

1) (5) (0)(7)(E)

Pre-Primary Zone Processing (PPZ) ( b ) (5 ) ( b ) ( 7 ) ( E )

el (b)(5) (b)(7)(E)

Package Adjudication (b)(5) (b)(?)(E)
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(b)(5) (b)(7)(E)

P (b)(3) (0)(7)(E)

(0)(5) (b)(7)(E)
b

(b)(5) (b)(7)(E)
(b)(5) (b)(7)(E) H H
(b)(5) (b)(7)(E)

)

(b)(S) (B)(7)(E)

(b)(5) (B)(7)(E)
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Public Affairs Guidance

PROPOSED RULE ON BIOMETRIC ENTRY-EXIT
Updated: December 5, 2019

Background

Numerous media outlets are speculating that DHS plans to require U.S. citizens to be photographed
when entering and exiting the United States. The speculation was prompted by the appearance of a
planned proposed rule in the Unified Agenda that states: “DHS is proposing to amend the
regulations to provide that all travelers, including U.S. citizens, may be required to be photographed
upon entry and/or departure.” U.S. Customs and Border Protection (CBP), which oversees the entry
and exit process, intends to have this item removed from the Unified Agendathe next time it is
published. CBP does not have plans to require U.S. citizens to submit photographs when entering or
departing the United States.

Guidance

The CBP OPA point of contact for media inquiries related to this issue is:

o RIGIPIBIM® Public Affairs Officer, Office: [(BIGX®IBI®) Mobile: (DIGIOIRIE®)
(b)(6) (b)(7)(C)

The subject matter expert for this issue is:

o HOIGKOIWIGN Director, Entry/Exit Policy and Planning, CBP Office of Field Operations,

office: (DIOIOIRI®)] Mobile: BICICIRIE) (0)(6) (b)(7)(C)

Key Messages

e U.S.citizens are out of scope of the biometric entry-exit mandate. That means they are not
required to provide photographs to CBP when entering or exiting the United States.

e Although the Unified Agenda indicates a planned regulatory action with respect to U.S. citizens,
there are no current plans to mandate U.S. citizens to provide photographs when entering or
exiting the United States.

e CBPis currently in the rulemaking process and will ensure that the public has the opportunity to
comment prior to the implementation of any regulation.

e CBPis committed to its privacy obligations and has taken steps to safeguard the privacy of all
travelers.
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Supporting Messages

e Asiscurrently the case under CBP’s biometric entry-exit programs, participation in the
biometric facial comparison process by U.S. citizens is voluntary.

e However, U.S. citizens are still required to establish identity and citizenship to CBP and to
present a valid U.S. passport for international travel.

Questions and Answers

Q: Why is CBP proposing a regulation requiring U.S. citizens to provide a photograph when
they enter or exit the United States?

A: Although the Unified Agenda indicates a planned regulatory action with respect to U.S. citizens,
there are no plans to mandate U.S. citizens to provide photographs when entering or exiting the
United States. CBP intends to have this item removed from the Unified Agenda the next time it is
published.

Q: Will U.S. citizens have the ability to opt out of providing photographs?

A: U.S. citizens may already opt out of the process by notifying a CBP officer or airline
representative. Citizens who opt out will be required to present their passport for manual inspection,
as is standard practice at U.S. ports of entry.

Q: When will the new regulation be published and implemented?

A: The new regulation, which will impact only foreign nationals, will be published soon and will go
through the full rulemaking process, which includes a public comment period.

Q: Yousaid that CBP is already collecting photographs of travelers upon entry and exit. How
does that process work?

A: Before a flight or ship arrives to or departs from a U.S. port of entry with biometric facial
comparison technology, CBP uses passenger manifest information to create a gallery of existing
images of each traveler from passports and visas. When those travelers depart the United States, they
simply pause for a photo at the departure gate. Upon entry into the United States, travelers pause at
the primary inspection booth. The new photo of the traveler will be compared to the passport and
visa photos in the pre-compiled gallery.

U.S. citizens may opt out of the biometric facial comparison process by notifying a CBP officer or
airline representative. However, U.S. citizens will continue to be required to establish identity and
citizenship to CBP and present a valid U.S. passport for international travel.
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