&2 U.S. Customs and
iNas¥/; Border Protection

1300 Pennsylvania Avenue NW
Washington, DC 20229

August 31, 2020

SENT BY ELECTRONIC MAIL TO: agorski @aclu.org

Ashley Gorski

American Civil Liberties Union Foundation
125 Broad Street, 18" Floor

New York, NY 10004

Re: 20-cv-02213-NRB
American Civil LibertiesUnion and American Civil Liberties Foundation (ACLU) v
U.S. Department of Homeland Security (DHS), U.S. Customs and Border Protection
(CBP), Transportation Security Administration (TSA), and U.S. Immigration and
Customs Enforcement (I CE)
Third Interim Release for FOIA request CBP-2020-024672

Dear Ms. Gorski:

Thisisour third interim response to your Freedom of Information Act (FOIA) request to U.S.
Customs and Border Protection (CBP) submitted January 9, 2020, in which you requested the
following:

1. All memoranda of understanding, information-sharing agreements, business requirements,
contracts, letters of commitment, and other agreements with airlines, airports, other countries, or
other U.S federal, state, or local authorities, concerning any aspect of TVS, including the
processing or receipt of data collected or generated through TVS.

2. All policies, procedures, guidelines, formal or informal guidance, advisories, directives, and
memoranda concerning:

a. Theacquisition, processing, retention, or dissemination of data collected or generated
through TVS, including biometric templates;

b. Accessby airlines, airports, cruise lines, seaports, commercial vendors, other countries,
or other U.S federal, state, or local authoritiesto data collected or generated through
TVS, including biometric templates;

c. Retention or dissemination by airlines, airports, cruise lines, seaports, commercial
vendors, other countries, or other U.S. federal, state, or local authorities of data collected
or generated through TVS including biometric templates.

3. All memoranda, briefing materials, advisories, presentations, or formal or informal guidance
related to the December 5, 2019 announcement that “ There are no current plansto require U.S
Citizens to provide photographs upon entry and exit from the United States,” and that “ CBP

intends to have the planned regulatory action regarding U.S citizens removed from the unified
agenda next time it is published.”
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4. All records, excluding informal email correspondence, concerning the efficacy or efficiency of
facial recognition technology, as compared to other biometric and/or biographic methods, for
identifying visa overstays, reporting visa overstays by country, or identifying individuals using
fraudulent travel documents.

5. Satistics created on or after November 1, 2018, concerning “ facial comparison matching
performance,” including valid matches, invalid matches, valid non-matches, invalid non-
matches, consequences for individuals identified as non-matches, and the aforementioned data
broken own by demographics including race, ethnicity, skin pigmentation, gender, age, and/or
country of origin.

6. “Summary reports’ that “ present the actual performance of TVSagainst its [ Biometric Air
Exit Key Performance Parameters] in production.”

7. All final evaluations, tests, audits, analyses, studies, or assessments by the DHS Science and
Technology Directorate, DHS Office of Biometric |dentity Management, or the National Institute
of Sandards and Technology, in connection with CBP, related to (i) the performance of
algorithmsin matching facial photographs, and/or (ii) the performance of facial recognition
technol ogies devel oped by vendors. This request encompasses records concerning whether the
algorithms or technologies perform differently based on flight route or an individual’s race,
ethnicity, skin pigmentation, gender, age, and/or country of origin.

8. All records, excluding informal email correspondence, concerning CBP’ s implementation of
recommendations by the DHS Science and Technology Directorate to conduct an analysis of the
risk of “ fal se matches based on the demographics (age, country of origin, gender) of travelerson
individual flights.”

9. All final reports, memoranda, or budgets concerning the cost of implementation of facial
recognition technology or TVSas part of entry and exit procedures.

10. All records, excluding informal email correspondence, concerning future interoperability
between the TSA’ s biometric capabilities and “ mission partner systems,” including CBP and
DHS Office of Biometric Identity Management systems.

11. All policies, memoranda, formal or informal guidance, training materials, or briefing
materials concerning the purported legal basis for CBP to possess data on the TSA's behalf in
the course of atraveler identity verification process.

12. All memoranda, briefing materials, advisories, presentations, formal or informal guidance, or
analysis concerning whether airline or airport involvement in TVS complies with Illinois's
Biometric Information Privacy Act.

For this production, CBP processed two hundred fifty two (252) pages of documents in response
to your request. CBP has determined that eight (8) pages of records are withheld in full pursuant
to Title5 U.S.C. § 552 (b)(5) and two hundred forty one (241) pages may bereleased, in full or in
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part with redactions pursuant to Title 5 U.S.C. 8 552 (b)(4), (b)(5), (b)(6), (b)(7)(C) and (b)(7)(E).
In addition, we determined that three (3) pages were not responsive to the request.

This office writes to inform you that one (1) page from last month’s production inadvertently
omitted aredaction. The Agency is supplying a replacement page for FOIA CBP 000392 from
Part 5 of CBP s release, and requests that the ACLU destroy the prior version of this page and
utilize this replacement page instead. The Agency apologizes for this oversight.

If you have any questions regarding this release, please contact Assistant United States Attorney
Jennifer Jude by email at Jennifer.Jude@usdoj.gov or 212-637-2663.

Please notate file number CBP-2020-024672 on any future correspondence to CBP related to this
request.

Sincerely,

(;:z\uu 2 (& (\.,Mo
\# '?”I

Jennifer R Davis

Subject Matter Expert

FOIA Division

U.S. Customs and Border Protection

Enclosed: 241 pages
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1-to-1 Facial Comparison Project Quick Reference Card
Facial Comparison is Mandatory for all USCs and First-Time ESTA (VWP) Travelers processed in
lanes equipped with 1-to-1 Facial Comparison System

PRIMARY Aug 2017—V1.0 R15

PRIMARY LANES
(b) (7)(E)

D) (7

TROUBLESHOOTING RECOMMENDATIONS

D
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PARE 2.0 (b) (7)(E)
11/6/2018

DESCRIPTION

PARE 2.0 team members
BEHOIVICHOIOHE << participating in a (b) (7)(E)
collected from Peace Bridge site on 11/5/2018 with images on file
(b)(7)(E) | This exercise concentrated solely on the I OIICHENE
I EOIGIGH Vas observed during this ground truthing exercise.

(b)(7)(E)

RESULTS

After a thorough analysis of photos by all participants (b)(7)(E)

(0)(7)(E)

RIQICARNQ 55 able to identify several venues for image quality improvement to incorporate into the
upcoming camera deployment

(0)(7)(E

The following agreements were made (b)(7)(E) to effectively collaborate during this

development effort:

(b)(7)(E)

(b)(7)(E)

(b) (5), (b) (7)(E) , [QIVIB] team will conduct

another round of ground truthing and evaluate matching thresholds and parameters for further

provisioning JIOXGIGN- This will most likely take place (b) (7)(E)
[
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Pre-Arrival Readiness Evaluation (PARE)
FACE RECOGNITION & IMAGE ANALYSIS

(b) (7)(C), (b) (4)

Sunday May 12, 2019 - Sunday May 26, 2019

Version 1.0
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Note
* This shows the overall breakdown of
travelers age estimate by gender captured by

the vendor cameras. (b)(7)(E)

(0)(7)(E)

* The majority of the travelers were classified
to be males between the age of 35 and 60
years old.

Leefficial llca ol (Lalin)
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Overall, how often the vendors were able to capture a traveler’s image and send to PARE.

(b) (7)(E)

Overall, how often the verification attempt returned a
successful response whether it was a Match or a No-Match.
An operational point where a match score is defined as verified or rejected.

(b) (7)(E)

Overall, how often TVS is classifying comparisons correctly.

(0) (7)(E)

Emiri—-\l 1 |rﬂ|\l (CALIN)
TN g
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Functional Requirements Document-Simplified Arrival July 2017
Change Control Log
Version Date Commenfs Modified By
0.1 6/5/2017 | Initial Draft for discussion with PSPD OFO EXT
0.2 6/12/2017 | Reviewed by stakeholders OFO APP
0.3 6/16/2017 | Joint PSPD and OFO EXT Review OFO EXT/OIT PSPD
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Simplified Arrival Functional Requirements

1. Introduction

U.S. Customs and Border Protection (CBP) is reengineering the entry process through
incorporation of advanced facial recognition biometric technologies which will provide
significant facilitation benefits while increasing security and enforcement throughout the travel
continuum. Today, travel documents such as a passport or visa serve as the necessary pointer to
a traveler’s identity, travel history, and any enforcement concerns that may require attention
prior to admission to the United States.

The Simplified Arrival project is a phased technology demonstration leveraging cooperation
between CBP and government partners and air carriers that uses biometrics to improve
inspectional efficiency.

Simplified Arrival will test the technical capability and operational impact of leveraging facial
recognition technologies to facilitate and expedite the processing of arriving passengers and
airline crew while enhancing security.

Using facial recognition as the primary biometric verification modality reduces infrastructure
needs as it performs at stand-off distances, removes the need to segment travelers, and provides a
previously unavailable method to verify and facilitate travel for almost everyone, not just those
travelers for whom DHS has fingerprints.

Background

CBP has implemented a comprehensive fingerprint identification and verification system,
however, fingerprints are not facilitative in the travel process. The current system requires a travel
document read prior to fingerprint collection to identify the individual’s stored identity to compare
the current captured fingerprints to. While fingerprint biometrics will always be the foundation of
CBP’s enforcement program, advancements in other biometric technologies allow a more
facilitative approach to biometrically confirming one’s already established identity just as
fingerprints are used today.

1.2 Technology Demonstration Concept

CBP will demonstrate the Simplified Arrival at a few International Airports. For the
demonstration, all travelers from the selected flight(s) will proceed to the entry lanes within the
Federal Inspection Services (FIS), where a camera will capture an image of the traveler’s face
unassisted and automatically query the image against known identities to biometrically identify
the traveler. Once the traveler is matched, the CBP Officer will have the traveler’s biographic
data, along with any derogatory information and associated query results. The CBP Officer will
conduct a thorough inspection and establish the purpose and intent of travel. Once admissibility
is determined, the traveler is either referred to secondary or directed to baggage claim. Once
admitted, the crossing history of the traveler will be updated to reflect a biometrically confirmed
arrival into the U.S.

OFO PPAE 4
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2. Functional Requirements
1.1 General Requirements

The Simplified Arrival requirements are uniquely identified in Table 1.

Table 1. Functional Requirements

Identifier General Requirements for Phase 1 Phase

1 The system shall provide the ability to use biometrics as an
alternative to using travel documents to identify a traveler.

2 The system shall comply with DHS security requirements,
including physical security, network, application, data, data
encryption, and operating system security.

3 The system shall provide role-based system access privileges in
accordance with DHS policy.

4 A DHS warning banner shall be displayed on the first screen
prior to accessing the system.

5 An audit trail will be in place to track the logon, logoff and all
actions of users identified by logon ID.

6 The system shall provide the ability to identify flights, groups of
flights, groups of travelers, and sites to participate in Simplified
Arrival.

The system shall capture a live image of a unique traveler prior

7 to or in primary processing without requiring officer
involvement.

The system shall consider a traveler unique if a configurable
amount of time has passed since the last live photograph capture

g for the same individual.

. WIWIS)

9 The system shall transmit the live photo to the backend matching
service.

The system shall consider a match successful if the live

10 photograph matches a source photograph above the predefined
threshold.

u (b)(7)(E)

The system shall use the identity information returned from the

12 live photo search to perform existing primary enforcement
queries and, if air, retrieve APIS manifest information.

" (b) (7)(E)

14 (b)(7)(E)

OFO PPAE 5
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The system shall indicate if travelers are not matched to a known

. identity.

The system shall indicate if travelers are matched to multiple
identities and request the officer to scan the travel document then
compare the biographic information to the matched identities to
determine if the traveler matches the stated identity.

16

17 The system shall indicate if a traveler has already been processed
and when.

18 The system shall display the live photograph next to the matched
photograph.

The system shall provide the ability to override the matched
identity information as a non-match:

19 il (b)(7)(E)

20 The system shall provide the ability for the officer to scan or
enter a travel document to access the traveler’s record.

If no match is found for the live photograph, the system shall
prompt the officer to scan a valid travel document or select Non-
Traveler (ex., airport workers, and CBP employees).
In the case of a non-match, the system shall allow the officer to:
e Scan a valid travel document; or
e Manually input traveler data for query.
In the case of a non-traveler, the system shall allow the officer
to:
o Identify the image as a non-traveler;
e Select a reason for non-match;
e Upon input of the reason, the system shall remove the
photograph and create an audit record.

21

When a travel document is scanned, the system shall perform

22 existing primary enforcement queries.

When a travel document is scanned, the system shall search any

2 available manifest per existing requirements.

The system shall display enforcement information per current

24 primary processing of (b)(7)(E) information

The system shall perform all existing functions of primary
processing, not previously mentioned, to include, but not limited

S OE]

' (6)(7)(E)

Class of Admission capture
e ]-94 generation

25

OFO PPAE
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¢ Date, time, terminal keystroke and display auditing

e Confirmation of manifest record/creation of crossing history
record

¢ Record the document number and type used for admissibility

Allow updates, per existing protocols, to previously processed

travelers.

26

The system shall add live photo to all referrals, regardless of
citizenship.

27

The CBP Secondary system shall have the ability to receive and
display live photographs included in referrals.

28

The system shall forward all successful non-USC facial
biometric matches to [QIEIE for biometric encounter history
recording.

Identifier

General Requirements for Phase 2

Phase

29

The system shall continuously scan for live image and submit all
unique travelers to the TVS for identification.

30

The system shall provide the ability to select multiple travelers to
process together as a family unit all receiving the same Class of
Admission / Admit Until Date.

31

The system shall process all selected travelers at one time
provided no unviewed/cleared ((IEAS] information exists for
any of the travelers selected.

32

33

The system shall search all unique travelers against an actionable
face-based JQIW{3Mand provide results to CBP once the
(DIEP[(I]is identified.

The system shall push an alert to the primary officer when a
facial lM{JIEAl{(:Wis encountered.

34

When an ePassport is scanned, the system shall provide a 1:1
comparison of the live photograph and the ePassport photograph.

35

When a travel document is queried and a live photograph has
been captured, the system shall provide a 1:1 comparison of the
live photograph and photos available in DHS holdings if the
individual has DHS photos available.

36

The system shall accept biographic data and photos from outside
sources

f expected travelers and compare to photos on file in
Gov’t holdings for that individual.

. If a match is made (verified traveler), associate the provided

photo to the identified traveler and include the provided photo
for matching the traveler upon arrival.

OFO PPAE
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b. If a match is not made (unknown traveler), include the photo and
associated biographics provided by outside sources for matching
upon arrival.

The system shall receive a live image of a traveler prior to
primary processing.

a. The camera used for live image capture shall be conﬁgurable to

37 support one or more primary inspection terminal(s)/booth(s).

b. The application used by officers in the primary terminal/booth
shall be able to process travelers identified from multiple
cameras.

3. Scenarios

Table 2. Scenarios

Role Description
Airport The airport that is hosting the Simplified Arrival technology
demonstration.
Airline The airline whose crew/passengers are selected for the biometric

Simplified Arrival technology demonstration.

Port The CBP Port of Entry where entry processing lanes will be
dedicated for the Simplified Arrival technology demonstration and
will provide CBP Officers to support the demonstration

CBP System CBP systems used for interfacing with airlines and foreign
governments to receive traveler data, perform biometric matching,
and process entry transactions.

Traveler A crew/passenger who is arriving and will be processed through the
Simplified Arrival entry processing lanes. The person checked-in
with the airline, arrived in the U.S. and is entering the FIS. Both

US Citizens and Foreign travelers are in scope of the Simplified
Arrival demonstration. However, after a successful match and the
crossing is recorded, U.S. Citizen biometric data used to obtain the
match will be discarded.

Primary Officer A CBP Officer responsible for inspecting and admitting travelers in
the FIS and referring to secondary when necessary.

OFO PPAE
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Secondary Officer

A CBP Officer responsible for any secondary inspection actions to
include (b)(7)(E) and processing
(E{R] information.

Analyst A CBP Analyst responsible for consuming the system generated
and observation metrics from the technology demonstration in order
to draw conclusions to present to CBP leadership.

# As a/an I want So that
1.0 Airport To eliminate or at least minimize FIS redesign, capital
physical impact to the existing airport  expenditures, and facility
layout to support air entry operations disruption are not required.
2.0 CBP system APIS manifest data from Airlines for I can build a manifest
flights participating in Simplified gallery of face images that
Arrival will be used to match
travelers upon arrival

2.1 CBP System To accept photographic submissions External stakeholder

from external stakeholders provided photographs can
be included in the gallery of
photographs used to match
the identity of travelers on
the manifest

2.2 CBP System Reliable connectivity between the The camera will operate

camera and the backend system properly when processing
travelers

3.0 Airline The arrival process to be streamlined The traveler arrival
experience is improved and
airline operations are not
negatively impacted.

4.0 Traveler A seamless operation I can be processed quickly
and easily without being
inconvenienced with
additional time or hassle

OFO PPAE 9
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# As a/an I want So that
4.1 Traveler Clear instructions for exactly what I am I know what actions I must
expected to do prior to seeing the take to continue through FIS
Primary Officer
4.2 Traveler Clear instructions on how to interact I know what I am supposed
with the camera (for example, where to  to do for a successful
stand, how to look towards the camera, biometric reading to
facial expressions, removing continue seamlessly through
hats/clothing, removing coveringson  FIS
my face, removing sunglasses,
handling wheelchairs, handling group
travel and handling babies)
4.3 Traveler. My personal and identifiable I am not a victim of identity
information protected theft
5.0 Primary The ability to access a traveler’s record I do not need to scan travel
Officer through the use of face biometrics documents to access the
record when that individual
is loaded in the gallery...
5.1 Primary An interface that includes a queue of I can select the traveler who
Officer live face images captured of travelers  approached me for
before me that have not yet been inspection in the event the
processed travelers arrive in a different
order than their photo
capture or several travelers
arrive together such-as
families.
5.2 Primary An interface that displays the next-in- I can confirm the person in
Officer line live image next to the (A=)  front of me correctly
(IEpl(R]gallery image along with its - matched to their record and
associated biographic information, perform my primary
crossing history and any J{)I{AI{=)) inspection duties.
information.
53 Primary The ability to admit a traveler who has  To complete the primary
Officer successfully matched inspection and create a
biometrically confirmed
entry record in existing
systems of record.
OFO PPAE 10
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I want

The system to not interfere with my
ability through policy, training and
experience to determine whether or not
to interdict a traveler (regardless of the

biometric match result)

A system that can function on a variety
of platforms (mobile tablet, mobile

phone, or workstation)

Initiate a photo capture of a traveler

P —

To have access to the referral reason,
all biographic information, crossing

history and any _

information.

To know if the traveler did not
successfully match to an image in the

manifest gallery

So that

To complete the primary
inspection and direct the
traveler to secondary for
additional processing.

I can query travel
documents and use
biographic data to access
the traveler’s record and
perform a primary
inspection per existing CBP
procedures

I can use the Simplified
Arrival solution in a variety
of FIS or mobile
configurations.

When the
, 1 can

continue to process the
passenger.

I can complete a secondary
inspection following
existing CBP procedures.

I can perform further
investigations on the
traveler’s true identity to
determine if the traveler is
an imposter or failed to
match.

# As a/an
54  Primary
Officer
5.5 Primary
Officer
5.6 Primary
Officer
5.7 Primary
Officer
5.8 Primary
Officer
6.0 Secondary
Officer
6.1 Secondary
Officer
6.2 Secondary
Officer
OFO PPAE

11

FOIA CBP 000515



# As a/an I want So that
7.0 Program The ability to view a dashboard I have operational
Manager containing operational statistic for information for Simplified
Simplified Arrival system to include: Arrival and can assess the

(b)(7)(E) impacts made to Primary.
(b)(7)(E)
(b)(7)(E)
(b)(7)(E)
(

j  (D)(7)(E)

8.0 Analyst To access the following data related to  The quality and
the creation of the traveler manifest effectiveness of traveler
gallery prior to the flight boarding: manifest gallery data can be

evaluated for facial image
( b ) (7 ) ( E ) biometric checks at air entry

J)7)E)

Source of photo
(b)(7)(E)

(b)(7)(E)

Known standards for photo
Image quality of photo

Age of photo

(b)(7)(E)
. (b)(7)(E)
8.1 Analyst The traveler gallery data to contain The quality and

facial images from the following effectiveness of the various
sources: source images can be

e CBP Data Share (US Passport, C'aluated
Visa)

e CBP Visa Waiver (Visa Waiver
traveler passport at entry)

OFO PPAE 12
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# As a/an I want So that
e CBP Entry (e-chip photo at
entry for non USC)
e CBP APC (e-chip passport
photo at APC kiosk entry for
non USC)

e USCIS (Non USC, LPR
benefits applicants)

e OBIM (TPAC Air
Entry, Visa application, USCIS
benefits application, Border

Patrol apprehension, APC
entry, Global Entry application,
Global Entry air entry)
8.2 Analyst To access the following data related to  The quality and
the facial capture process: effectiveness of live facial

image capture for travelers

Live images captured

. :l gsalzgsrding gate can be
l  (b)(7)(E)
jl  (D)(7)(E)

(0)(7)(E)

Image quality of photo

b)(7)(E

( )
JO)X7)E)

(b)(7)(E)

Observational description of
environmental factors.

83 Analyst To access the following post departure  The effectiveness of facial
data related to the match results for image matching on air entry
each traveler: for both 1:M and 1:1
scenarios can be evaluated
L ]
(b)(7)(E)

OFO PPAE 13
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# As a/an I want So that
(b)(7)(E)
[ ]
(b)(7)(E)
L ]
(b)(7)(E)
8.4 Analyst To access the following data regarding  Analysis can be done on the
referred travelers from Simplified impacts to staffing levels
Arrival (EA): required in secondary.
e Number of travelers referred
e Reason for referral
8.5 Analyst System availability metrics for the System reliability can be
entry system measured
OFO PPAE 14
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Biometric Exit

Introduction

OOOOOOOOOOOOO



FOIA CBP 000572



FOIA CBP 000573



TVS

Operations
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TVS & BEMA

Operations
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Biometric Exit Mobile Application (BEMA) Overview

« BEMA is a (RIS application.
* BEMA provide

s real-time query results to CBP Officers in a
mobile settinz [ ONGE M.

(0)(7)(E)
| OOE)

(0)(7)(E)

e With BEMA, a CBPO can confirm the departure of
travelers by scanning their passports and capturing
fingerprints.
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Policy & Exceptions
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Policy — EWI (b) (7)(E)

(0)(7)(E)




Policy — EWI (b) (7)(E) (continued)

(0)(7)(E)




Policy — EWI (D) (7)(E) (continued)

- bbmE

OOOOOOOOOOOOO



Exceptions

a USC Is a no-match Manually exam the document to ensure the documents are valid and
that the traveler is the true bearer.

a non-USC and in scope for biometrics Is a no-match Use BEMA to verify identity.

a UsC Refuses to participate Provide the traveler with a tear sheet, which explains the operation
and refer the traveler to the CBP Officer. The officer will conduct an
examination of travel documents to ensure the documents are valid
and that the traveler is the true bearer.

a non-USC and in scope for biometrics Refuses to participate Inform the traveler that participation is mandatory for everyone.
Provide the traveler with a tear sheet, which explains the operation.
If the traveler still refuses to participate, use BEMA to verify identity.

30
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Sprint

Training Summary
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Sprint Training Summary

 Fulfill the mission requirement of Biometric Exit using two tools:
TVS and BEMA.

e TVS automates facial recognition of travelers on exit.

* Uses APIS manifest data and existing photos to match live photos of travelers
boarding.

 BEMA for exception processing.
+ wema is o [SNGHIEN progrom that receives INENACIN o
Ingerprints, swipe an n
(b) (7)(E)
e Used together, TVS and BEMA provide the foundation for robust biometric
exit capabilities.

33
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TVS

Reference Information

FOIA CBP 000603
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Authorities and References

e The 1996 lllegal Immigration Reform and Immigrant Responsibility Act
(IIRIRA, Public Law No. 104-208) called for the creation of an
automated system to record arrivals and departures of non-citizens at
all air, sea, and land ports of entry. The 2002 Enhanced Border
Security and Visa Entry Reform Act (EBSVERA, Public Law No. 107-
173), the Intelligence Reform and Terrorism Prevention Act of 2004
(IRTPA, Public Law No. 108-458), and the Implementing
Recommendations of the 9/11 Commission Act of 2007 (Public Law
No. 110-53) all called for the creation of a nationwide, biometric
entry/exit system.

35
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Authorities and References

* Follow US VISIT rules when using BE-Mobile:
» Authority to collect biometric information (fingerprints) from in-scope travelers is under 8 CFR 215.

» Determining in-scope status:

— In-scope status is defined under 8 CFR 235.1(f)(1)(ii) to (iv) for entry and 8 CFR 215.8(a)(2)(i) to
(iv) for exit. Same as US VISIT criteria.

— The BE-Mobile application will determine "in-scope" status as any alien whose travel document
indicates that they are between the age of 14 and 79 and not a United States or Canadian
citizen.

— Itis up to CBPOs to question travelers to determine if a passenger is a dual citizen or was admitted
under any of the following visa types, which are exempt: A-1, A-2, C-3 (except for attendants,
servants, or personal employees of accredited officials), G-1, G-2, G-3, G-4, NATO-1, NATO-2,
NATO-3, NATO-4, NATO-5, or NATO-6.
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System URLs, Usernames & Passwords

(b)(7)(E)

y (b)(7)(E)

Password Change -

e Local Admin Account: (b)(7)(E)
* Local Admin Account Password: (b)(7)(E)
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Questions?
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U.S. Customs and Border Protection Passenger System Program Directorate

Table of Contents

Scenario 1: Process a U.S. CItIZEN (USC) cuuerereermeermeesseessesessessssessssessssesssssssssssssessssessssesssssssssssssessssessssassssssssssssssssssenes
Scenario 2: Process a USC with [IEEQIGIGEE .................oorooeeeerrreressseeeeensssessssssssssssssssssssssssssssssssssssssssses
Scenario 3: Process a non-USC with Prints 0n file .......eeeeesseessesssesesessesssessssssssesssssenes
Scenario 4: Process a non-USC with N0 Prints 0N file .....eeeeeeeeeeessesssesesesessssesssesssssssssssssseses
Scenario 5: Process a USC who was previously CONfirmed ... eeeeeenmeenseeeesesessesssessssesssessssssenes
Scenario 6: Refer a USC to Secondary after he/she is cONfirmed........cocemenmeenneeneeeneeeneeesseeeessssesseeessenes

Scenario 7: Cancel facial match because you do not believe match found is a true match to
PASSEIIZET evurvevusseesssseessssesssssesssssesssssesssssesssssessssseeessseesssseesssseesssssesssssesssssesssssesssssesssssesessseeesssessssseesssssesssssesssssesssssesssssesssssesssssnsssns

Scenario 8: Process a passenger with no 1:n match found on gallery and a 1:1 facial match found .....

Scenario 9: Process a passenger with no 1:n match found and a 1:1 facial mismatch ......ccccomenrrenrrenenns

Scenario 10: Process a USC who refuses to have photo captured...... s

TPAC FacCial PIlOt PEISONAS .....ccuireeeeeeeereerectseeseeeseeseesseesess s s sesssssssesssssssessssesse s es s ssssssse s ssse s sssesassssse s ssse s sssesas
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U.S. Customs and Border Protection Passenger System Program Directorate

Scenario 1: Process a U.S. citizen (USC)

(0)(7)(E)

Scenario 2: Process a USC with (b)(7)(E)

(0)(7)(E)

Scenario 3: Process a non-USC with prints on file

(0)(7)(E)

Scenario 4: Process a non-USC with no prints on file

(0)(7)(E)

Scenario 5: Process a USC who was previously confirmed

BI=

e e o __— ——— 1
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U.S. Customs and Border Protection Passenger System Program Directorate

Scenario 6: Refer a USC to Secondary after he/she is confirmed

0)(7)(E

Scenario 7: Cancel facial match because you do not believe
match found is a true match to passenger

(0)(7)(E)

Scenario 8: Process a passenger with no 1:n match found on
gallery and a 1:1 facial match found

0)(7)(E

Scenario 9: Process a passenger with no 1:n match found and a
1:1 facial mismatch

(0)(7)(E)

B E e e - 2
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U.S. Customs and Border Protection Passenger System Program Directorate

(0)(7)(E)

Scenario 10: Process a USC who refuses to have photo captured

(0)(7)(E)

e e o __— s 3
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U.S. Customs and Border Protection Passenger System Program Directorate

Scenario 5 Personas: USC who was previously confirmed

(0)(6) (0)(7)(C)

(0)(6) (b)(7)(C)

Scenario 6 Personas: Refer USC to Secondary after he/she is confirmed

(b)(6) (b)(7)(C)

(0)(6) (b)(7)(C)

B E e e - 6
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U.S. Customs and Border Protection Passenger System Program Directorate

Scenario 7 Personas: Cancel facial match because you do not believe
match found is a true match to passenger

(b)(6) (b)(7)(C)

Scenario 8 Personas: Passenger with no 1:n match found on gallery and
1:1 facial match found

(b)(6) (b)(7)(C)

B PP T Bl L Foa o L.
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U.S. Customs and Border Protection Passenger System Program Directorate

Trainer 2

Scenario 1 Personas: US citizen (USC)

(b)(6) (b)(7)(C)

(b)(6) (b)(7)(C)

Scenario 2 Personas: USC with (b)(7)(E)
(b)(6) (b)(7)(C)

(b)(6) (b)(7)(C)

B PP T Bl L Foa o L.
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U.S. Customs and Border Protection

Passenger System Program Directorate

Scenario 3: Non-USC with prints on file
(b)(6) (b)(7)(C)

(0)(6) (b)(7)(C)

Scenario 4: Non-USC with no prints on file

(b)(6) (0)(7)(C)

(b)(6) (b)(7)(C)
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U.S. Customs and Border Protection Passenger System Program Directorate

Scenario 7 Personas: Cancel facial match because you do not believe
match found is a true match to passenger

(0)(6) (b)(7)(C)

Scenario 8 Personas: Passenger with no 1:n match found on gallery and
1:1 facial match found

(b)(6) (b)(7)(C)

e e o __— s 12
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U.S. Customs and Border Protection Passenger System Program Directorate

Scenario 9 Personas: Passenger with no 1:n match found and 1:1 facial
mismatch

(0)(6) (b)(7)(C)

B St e 13
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TPAC FACE TRAINING

* Replaces document scan with facial recognition

* Bypasses fingerprint capture for travelers whose good-quality
fingerprints are on file when there is a photo match

* Uses existing hardware (b)(7)(E)

* Integrates 1:1 Facial Comparison for travelers not found in the
gallery
o Compares live photo to document photo
o Fingerprints will be captured for biometric necessary
passengers
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TPAC FACE TRAINING

* What TPAC FACE scenarios are you going to encounter?
O Facial Match Found

O Facial Match Not Found
= Facial 1:1 Match Verified
= Facial 1:1 Mismatch

o Facial Exemption - (b) (7)(E)
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RESOURCES

 TPAC FACE Training Materials Link
: (b)(7)(E)
 TPAC Online Help

(0)(7)(E)

| (0)(7)(E)
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BIOMETRIC EXIT

TRAVELER VERIFICATION SERVICE

STANDARD OPERATING PROCEDURE

U.S. Customs and Border Protection

March 28, 2018

Version 2.0
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OFO, Entry/Exit Transformation Office Traveler Verification Service

SECURITY NOTICE
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OFO, Entry/Exit Transformation Office Traveler Verification Service
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OFO, Entry/Exit Transformation Office Traveler Verification Service

1 Purpose

The Biometric Exit Traveler Verification Service (TVS) Standard Operating Procedure (SOP)
provides operational and enforcement guidance to U.S. Customs and Border Protection (CBP)
Officers working biometric exit operations at designated Sprint sites. The policies and
procedures outlined in this document relate specifically to operations during an outbound flight
wherein CBP operates the TVS equipment.

2 Background

TVS is a matching service provided by U.S. Customs and Border Protection (CBP). TVS receives
a live captured photo from cameras stationed at departure gates and compares it against a gallery
formed of pre-staged photos for designated flights. TVS uses traveler data provided by the carrier
via the Advance Passenger Information System (APIS) to identify passengers on a flight manifest.
Biographic data from the APIS manifest is used to create the photo gallery. The photos are
sourced and compiled from various government holdings, including [(SIGI(=1E U .S.
Citizenship and Immigration Services, passport and visa databases, Trusted Traveler Programs,
and Automated Passport Control. Each gallery is staged [IINQIGIGMM prior to the corresponding
flight’s scheduled departure time and is available for processing (b)(7)(E) before the
flight’s scheduled departure.

TVS technology operates on the (b)(7)(E) platform and is integrated with
Biometric Exit Mobile Application (BEMA). Together, TVS and BEMA:

e Provide (b)(7)(E)
(b)(7)(E)
e Provide the capability to capture a traveler’s fingerprints for identity verification;
e Provide the capability to biographically or biometrically query a person record; and
e Provide the capability to biographically or biometrically confirm the departure of a
traveler from the United States.

3 Policy

TVS operations do not impact existing outbound operations or Passenger Analytical Unit (PAU)
or other designated team’s review (b)(7)(E) | Ports should continue to follow

existing policy and procedures.
This document will identify which

enforcement scenarios will require an exit enforcement action and under which circumstances.

4 Authorities and References

The 1996 Illegal Immigration Reform and Immigrant Responsibility Act (IIRIRA, Public Law
No. 104-208) called for the creation of an automated system to record arrivals and departures of
non-citizens at all air, sea, and land ports of entry. The 2002 Enhanced Border Security and Visa
Entry Reform Act (EBSVERA, Public Law No. 107-173), the Intelligence Reform and
Terrorism Prevention Act of 2004 (IRTPA, Public Law No. 108-458), and the Implementing
Recommendations of the 9/11 Commission Act of 2007 (Public Law No. 110-53) all called for
the creation of a nationwide, biometric entry/exit system.

4
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OFO, Entry/Exit Transformation Office Traveler Verification Service

5 Responsibilities

5.1 Port Director
The Port Director or designee is responsible for the following:

e Assign appropriate staff to facilitate and ensure enforcement of this SOP and TVS
operations;

e Ensure officers assigned to TVS operations receive appropriate training; and

e Ensure that technical devices and communication materials related to the operation are
properly secured.

The Port Director or designee will have the discretion (b)(7)(E)
(b)(7)(E)

5.2 Passenger Analytical Unit

The PAU or other designated unit will review the of each TVS flight. If research
confirms If research confirms that the
record was promoted to the RI@I& in error, the QIGIA) event should be closed out.  Other

(b)(7)(E)

(b) (7)(E) should be researched as per port policy.

6 Procedures

6.1 Prior to Boarding - Passenger Analytical Unit
When screening the , the PAU or other designated team should analyze the
flight manifest to The PAU will conduct research on the traveler to

determine the status of the traveler and make a determination (b)(7)(E)
(b)(7)(E)
(b)(T)(E)

(b)(7)(E)

(b)(7)(E) when the traveler’s photo is captured.

6.2 At the Departure Gate
Prior to boarding, TVS equipment will be set up at the gate. This includes:

e (Camera set up;
e System log in and flight selection; and
e Placement of signage and communication material.

CBP Officers will review (b)(7)(E)

. bhe ]
(b)(7)(E)

BBBithe CBP Officer will take appropriate action as per port policy.

5

TN UL IO Uo VJINL | ] LAV N VIV LIVIEIN T O INOT TV

FOIA CBP 000643



OFO, Entry/Exit Transformation Office Traveler Verification Service
6.3 Boarding
e As boarding begins, the traveler will approach the TVS camera and stand approximately
two feet in front of the screen. Photo capture is initiated automatically.
e If a photo capture does not automatically initiate, CBP Officers should advise the
traveler to move closer to the camera.

e Once a suitable image is captured and matched, the camera instructs the traveler to
proceed with boarding. A green light is also visible on the camera.
o If

Wa yellow light will be displayed and the camera will make additional attempts to
capture a photo. If

CBP Officers will direct travelers to an officer using BEMA to verify identity
m, e camers

will display an exclamation mark and mstruct the traveler to proceed. The camera will

display a blue light (b)(7)(E) CBP Officers

will monitor the cameras and BEMA devices for alerts. CBP officers will escort or
direct the traveler to a designated area for exception processing.

6.4 Post Boarding

After each flight, all TVS equipment will be properly IS MM stored. If signage is not left
at the gate, it should be stored with the TVS equipment.

7 Exception Processing

7.1 Alternate Processing

U. S. citizens (USCs) and other classes of travelers may be exempt from biometric collection
and require manual identity verification. BEMA devices provide the alternate mechanism for
identity verification for non-U.S. citizens when the biometric capture devices are unable to
capture a satisfactory photo and/or TVS cannot match the traveler to the photo gallery. For
additional guidance on BEMA use and special encounters, such as travelers who overstayed the
duration of their visa or who entered the country without an inspection, see the Biometric Exit-
Mobile Standard Operating Procedure.

7.1.1 United States Citizens, U.S Military Personnel and Travelers Exempt! from
Biometric Collection

If TVS is unable to verify the identity of a traveler for any reason, CBP officers should
conduct a manual inspection of the travel documents to determine citizenship and identity.
If the CBP Officer is satisfied that the USC traveler is the true bearer of the presented
documents and the documents are valid, the traveler will be allowed to board the flight.
BEMA confirmation is not conducted.

7.1.2 Non-U.S. Citizens

If TVS 1s unable to verify the identity of a non-USC traveler and a blue light 1s displayed,

the CBP Officer will (b)(7)(E) . (bX(7)(E)
(b)(7)(E) the CBP Officer will swipe the valid travel document to initiate the

BEMA process. Officers will review the (I3 determine if additional system

queries are necessary and collect biometrics. BEMA procedures are outlined in the

! In-scope status is defined under 8 CFR 235.1(f)(1)(ii) to (iv) for entry and 8 CFR 215.8(a)(2)(i) to (iv) for exit
6
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OFO, Entry/Exit Transformation Office

Biometric Exit-Mobile Standard Operating Procedure.

Once results are returned, the CBP Officer can review those results while interviewing the
oer to determine their immigration status in the United States. (b) (7)(E)

(b) (7)(E)
(b) (7)(E) The CBP Officer should review the records to determine 1f the
information 1s actionable in accordance with existing guidance and policy. [JEQIUIS)

(b)(7)(E)

(b)(7)(E)

If the CBP Officer
he or she will conclude the examination, select the option, and allow the

traveler to board the plane.

(b)(7)(E)

(b)(7)(E)
(b)(7)(E)

| (0)(7)(E)

| (0)(7)(E)

7.2 Travelers with Disabilities
Traveler with disabilities may be escorted and assisted by airline personnel, wheelchair service

providers, and/or family members. Others may be traveling without escort or assistance.

Travelers with disabilities, unless otherwise exempt or excepted, are not exempt from biometric

capture.

Travelers in wheelchairs are not required to stand, but should be instructed to present

[ ]
themselves to the TVS technology for photo capture. The camera is designed to
capture images in a low to high height range.

e Travelers with impaired vision. hearing. or other disabilities may need instructions from

a CBP Officer.
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7.3 Travelers with Religious Head Wear
Travelers wearing religious headwear wherein the face is visible require no action or special
accommodations. The TVS equipment will adjust to capture the photo.

Travelers wearing religious headwear wherein the face is covered or obscured, officers may use
discretion consistent with CBP Policy.

(b)(7)(E)

7.4 Surgical/Medical Masks
Travelers wearing surgical/medical masks require no action on the part of the CBP Officer.

TVS, in most cases, can make a match based off other facial features. (b)(7)(E)

the officer can ask the traveler to
remove the mask for the photo

7.5 Travelers Who Refuse To Participate

(0)(7)(E)

8 EWI Processing

(0)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(b)(7)(E)

(0]
(b)(7)(E)
(b)(7)(E)
8
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OFO, Entry/Exit Transformation Office Traveler Verification Service

(b)(7)(E)

(0)(7)(E)

(b)(7)(E) the individuals will be escorted to the CBP area and

processed in accordance with port policy and/or the non-arriving alien policy.

9 Equipment Failure and Other Technical Issues

If the equipment fails or there are other technical issues, the CBP Officer should notify his or her
supervisor immediately and suspend operations until the problem is resolved. (b)(7)(E)

(b)(7)(E)
(b)(7)(E)

Contact the Office of Information and Technology (OIT) Enterprise Operations Center (EOC) as
follows:

(0)(7)(E)

9
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Version 1.9 — TVS Technical Reference Guide (b) (7)(E)
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1. Introduction
1.1 Background

U.S. Customs and Border Protection (CBP) is transforming the way it identifies and verifies
travelers by shifting the key to unlocking the passenger profile from biographic to biometric
identifiers. The CBP Office of Field Operations (OFO) has developed a comprehensive strategy to
implement a biometric entry-exit solution for travelers departing by air, land, and sea as well as
to provide enhancements for existing biometric entry capabilities. This strategy addresses the
operational requirements aligned with capabilities to enhance CBP's ability to execute its border
security mission:

o Verify Traveler Identity: The ability to capture, review, analyze, search, and match
travelers' biometric information with Government biometric and biographic records
when entering and exiting the U.S. for the purposes of verifying identity

e Create and Manage Biometric Records: The ability to record, store, and disseminate
biometric information INOQXGIEM collected from non-U.S. citizen travelers entering
and exiting the U.S.

e Generate Metrics and Reports: The ability to measure and report the effectiveness of the
biometric entry-exit system

(b) (7)(E

. The Traveler Verification Service (TVS) is the next
transitional step towards deployment of reliable and repeatable biometric verification
capabilities in the Air Exit/Entry, Sea Exit/Entry, and Land environments.

1.2 Overview and Purpose

CBP provides a [(QI@I(R] Service for external stakeholders to use for submission of traveler
photos (B)(7)(E)

(b) (N)(E)

I 'his document will be used in conjunction with
the Technical Reference Guide (b) (7)(E) provided separately. CBP OIT will work closely

with each stakeholder in developing, testing, and implementing the software.

oIt
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2.2 Step 2: Develop
(b) (7)(E)

2.3 Step 3: Test
(b) (7)(E)

2.4 Step 4: Deploy

Upon successful completion of the Test Step, the solution is ready for deployment. KOXGIE)
(b) (7)(E)

o
w
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(b) (7)(E)

6. Contact Information

Send questions and comments related to this reference guide to (b)(7)(E)

(0)(7)(E)
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1. Introduction
1.1 Background

The U.S. Customs and Border Protection (CBP) is transforming the way it identifies and verifies
travelers by shifting the key to unlocking the passenger profile from biographic to biometric
identifiers. The CBP Office of Field Operations (OFO) has developed a comprehensive strategy to
implement a Biometric Entry-Exit solution for travelers departing by air, land, and sea as well as
to provide enhancements for existing biometric entry capabilities. This strategy addresses the
operational requirements aligned with the needed capabilities to enhance CBP's ability to
execute its border security mission:

o Verify Traveler Identity: The ability to capture, review, analyze, search, and match
travelers' biometric information with Government biometric and biographic records
when entering and exiting the U.S. for the purposes of verifying identity

e Create and Manage Biometric Records: The ability to record, store, and disseminate
biometric information IQXGIEMN collected from non-U.S. Citizen Travelers entering
and exiting the U.S.

e Generate Metrics and Reports: The ability to measure and report the effectiveness of the
biometric entry-exit system

(b) (7)(E)

. The Traveler Verification Service (TVS) is
the next transitional step towards deployment of reliable and repeatable biometric verification
capabilities in the Air Exit/Entry, Sea Exit/Entry, and Land environments.

1.2 Overview and Purpose

CBP provides a HQIWIG@MService for external stakeholders to use for submission of traveler
photos (b)(7)(E)

OIVIGN OIUIE)

I This document shall be used in conjunction
with (b) (7)(E) , provided separately. CBP Office

of Information and Technology (OIT) will work closely with each stakeholder in developing,
testing, and implementing the software.

~

oIt

FOIA CBP 000664



FOIA CBP 000665



Version 1.1 — TVS Technical Reference Guide — (b) (7)(E)

(b) ()(E)

2.3 Step 3: Test
(b) (7)(E)

2.4 Step 4: Deploy

Upon successful completion of the Test Step, the solution is ready for deployment. [KOXQIG)
(b) (7)(E)

3. Internet Connectivity
3.1 Networking

(b) (7)(E)

WINIS

3.1.2 (b)(7)(E)
(b)(7)(E)
3.2

(0)(7)(E)

3.3 (b)(7)(E)

Provided below is a (b) (7)(E)

oIt 3
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5. Photo Specifications

(b)(7)(E) A
photo shall have reasonable compliance with the ANSI/NIST ITL 1-2011 Type 10 standards
(b) (N)(E)

The photo shall include the following characteristics:

b) (7)(E

6. TVS Environments

6.1 (b)(7)(E)

6.2 (b)(7)(E)

6.3 (b) (7)(E)

7)E)
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7. Contact Information

Send questions and comments related to this reference guide to (b)(?)(E)

(b) (7)(E)

(b) (7)(E)

oIt

FOIA CBP 000671



	(20-cv-02213) ACLU v DHS et al (CBP-2020-024672) Third Interim Response Letter.pdf
	(20-cv-02213) ACLU v DHS et al (CBP-2020-024672) Third Interim Release_RC.RSpdf.pdf



