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LEVITATION and 
the FFU Hypothesis::;;;....--_______ 
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What is LEVITATION? 

• A behaviour-based target discovery Rroject 

• Multi-disciplina-ry team 

• Prototyping and delivering advances in: 

• Behavioural tradecraft 

----~ • Hypothesis tradecraft 

• Tradecraft automation 
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Current Hypotheses 

Active 

FFU 

Sequential numbers 

Obvious selector names 

Web search terms 

In Development 

GPS waypoints 

Devices close to places 

Telephony gaps 

Targets of foreign SIGINT 
. 

agenc1es 

Missed calls 
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FFU Hypothesis 

Extremists use Free File 
Upload (FFU) sites 
differently than the general 
pu_blic. 
AI-Qaida uses FFU sites to 

distribute Jihadist propaganda 

---------
Extremists use FFU sites to 
~ distribute training materials 
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What do we need? 

A list of suspect documents 

A list of FFU URLs referring to those documents 

A list of IPs downloading those URLs 

New documents are found by CWQC (CSEC Web 
Operatio r:1 s Centre) retrieval from URLs, so 

_______ that's the easy part. 
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New URLs 

CSEC's web forums team 

2nd Party reports & alerts 

Machine Learning 

Learning the textual 
context for the URLs in 
web forums 

HTTP Referrers 

Follow URL referrers back 
- to the originating site 



Dummy2 

I 
FFU Requests Master List Remove spaces Stream lookup TC lnit2 Output duplicated URLs 

Mail New URLs Get Variables Mail Configs 

I 
• 

Output nevv· URLs 



TOP SECRET/ /SI/ /REL CAN, AUS, GBR, NZL, USA 

FFU Events Collection 
ATOMIC BANJO (Special Source) is collecting HTIP 

metadata for 102 known FFU sites. 

We see a boat 10-15 million FFU events per day 

.--All tne FFU Events are available thru OLYMPIA 
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Looking for a few good documents 
We only care about the 2,200 URLs 

that point to documents of 
interest. 

e.g. How to make a gas bomb 
www.sendspace.com/file 

Every day we sort through the 10-
lSM events for the interesting 
ones. 

~ 
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Documents vary 

Chloroform in a Lowes bucket Bajadin Explosives Manual 

And lots of pictures of cars on fire 
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Filtering out Glee Episodes 

Dummy1 

~"laster FFU Hits 

Create HTTP _LOCATION SOL Dummy 2 Query HTTP _LOCATION -'Filter rows 

Processed FFU records New FFU records 



.... Computer • shares (\\corp) (R;) • Shar~_l • lM-ation • FFU • FFU HRs .... 

f ile .Edit ~ew Iools ~p 

Organize .... Open New folder 

* Favorites 

• Dosktop 

Downloads 

.::;. Recent Places 

• Desktop 

l ibrari es 

~ Documents 

J. Music 

.i!J Pidur~ 
Videos 

Windows (C:) 

.!) OVD Drive(!}) 

~ \ corp\ u!iers\ csec_users) {1-t) 

<;,! sha<es (\\CO'J') (R:) 

R~ei"V'ed 

Share_l 

Share_2 

Share_3 

Shcue_4 

Share_S 

Shllre_6 

Tempshare 

~ apps (\ \ co'J'Igroups\ sigint) (S:) 

4lp Notworlc 

Control Panel 

Recycle Bin 

CERRIO OM Extemion 

SQL Deve:loper 

X Mind 

q) sqldeveloper-3l.06.82 
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Resulting events 
----- ------

06!ll3!2012 8:32 AM File folder 

07/ll2!201212:15 ... File folder 

19/ll3/ 201211:47 .. File folder 

08/ll3!20U 1D-.36 ... File folder 

10i02!20121:4l PM File folder 

07 ill21201212:15 ... File folder 

09/ll2/201210:41 .. File folder 

06/ll3!20U Uolll ... File folder 

06/l)3/2012 lB8 ... File folder 

09/l)2/201210:54 ... File folder 

05!03!20U 10:26 ... File folder 

05/03/20U 10:36 ... File folder 

07 /l)2/2012 1217 ... File folder 

08/03!2012 9-35 AM File folder 

23i03!20U 10:02 .. File folder 

08/03/20U 9-52 AM File folder 

05!03!2012 10:57 ... File folder 

22i03!20U 12:25 ... File folder 

09!0312012 8:57 AM File folder 

05!03!20U 1:!6 PM Fi le folder 

09i03!20U 8:55 AM File folder 

09!03!20U 8:54 AM Filefold.er 

09!03!2012 9:50 AM File folder 

09!03!20U 2:26 PM Fi~fold~ 

20i03!2012 9-33 AM File fold~ 

20!03!2012 9-53 AM Filefol~ 

2.2!03!20UU:45 ... Fi~fold~ 

2.2/03120121:18 PM File folder 

271U312012!0:.59 ... File folder 

22!03!20U 1:29PM File folder 

27 !03!20U U:58 ... FiJefolder 

28103!201211:07 ... File folder 

28!03!2012 11:13 ... Filt'folder 

28!03!20U 1:09PM File folder 

29/03!2012 11:18 ... File folder 

09!03!20U 3:02 PM Microsoft Excel W ... 191CB 

Date modifiett. 06!03!20U ID-.l7 AM Offline status: Online 

--------

..¢ . El 
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Start analysis with event info 

i f 
7/03/2 

• • 
CC 551 p OS V S OU 

ya, 

FF s e s d p c .com w t r 
oz1lla/S.O Ubun u; Xll; · ux 

x86_64; v:9 . ) cko/20 0 0 Fi e x/ 

9 .. 1 
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Correlating other selectors with the IP 
FFU hit from selector on 
7/03/2012 7:46:51 geolocated to Kenya, 
accessing The Explosives Course through 
FFU site sendspace.com with HTTP user 
agent Mozilla/5.0 (Ubuntu; X11; Linux 
x86_64; rv:9.0.1) Gecko/20100101 Firefox/ 
9.0.1 

• Can we correlate any other selectors with this JP address? Mutant Broth query on IP r 5 hours on either side of 7/03/2012 7:46:51 

682 events including 77 with an exact match of the user agent above yielding 
a Facebook ID a Google Prefid Cookie an 

Uuid2 an M.Quantserve Me Cookie 
a Google Prefid 
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Correlating Facebook cookie 
FFU hit from selector n 
7/03/2012 7:46:51 geolocated to Kenya, 
accessing The Explosives Course through 
FFU site sendspace.com with HTIP user 
agent Mozilla/5.0 (Ubuntu; Xll; Linux 
x86_64; rv:9.0.1) Gecko/20100101 Firefox/ 
9.0.1 

Marina Profile Query on Facebook User 

Can we correlate any other selectors with this Facebook 10 Cookie? 

Mutant Broth Sub-Query on Facebook User Cookie 

Open Source research indicates 

that the user of Facebook ID 
••• based in Dubai, 

United Arab Emirates 

bserved in Mutant Broth Query above 

946 events with 893 matching exactly the u~r agent above 

March 7, 2012. Mutant Broth Sub-Query on facebook ID sx 
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I P Correlation 

Multi-Threads Cut justification to 150 cha rs MUT, BROTH 

84) 

= (12) 

5) 

MoziDa/4.0 (compatible; MSIE 8.0; Wr 
(5) 

Erro r Handling 

Document_Unk Document_Title~tion 

archive.orgfalmapl.mp4 German hostage video 
archive.orgfalmapl.mp4 German hostage video 
archive .org/almapl. mp4 German hostage video 
archive.orgfalmapl. mp4 German hostage video 
archive. orgfalmapl . mp4 German hostage video 
archive. org/almapl . mp4 German hostage video 
archive.orgfalmapl.mp4 German hostage video 
archive .org/almapl. mp4 German hostage -.ideo 
archive.orgfaknapl.mp4 German hostage video 
archive .orgfalmapl.mp4 German hostage video 

MBTDis Sort by Confidence 

EVENT _TIMESTAMP ACTIVITY DATE 
Wed Mar 28 18:32:32 GMT 2012 2012-03-2BT18: 18:00Z 
Wed Mar 28 18: 32:32 GMT Z012 Z012-03-2BT18: 18:00Z 
Wed Mar 28 18:32:32 GMT 2012 2012-03-2BT18: 18: 1n 
Wed Mar 28 18:32:32 GMT Z012 Z012-03-2BT18: 18: 1n 
Wed Mar 28 18:23: 42 GMT 2012 2012.03·2BT18:09: 2n. 
Wed Mar 28 18:23: 42 GMT 2012 2012.03-2BT18:09:2n 
Wed Mar 2818:23:42GMT2012 2012.03-28T18:1B:OOZ 
Wed Mar 28 18:23:42 GMT 20 12 2012-03-281"18: 18:00Z 
Wed Mar 2818:23:42 GMT 2012 ZO 12.03-2BT18: 18:00Z 
Wed Mar 28 18:23:42 GMT 2012 2012.03·2BT18: 18: 1n 

Filte r o n U ser-Agent Different U .-A 

Confidence_~lsnber 

1.0 
1.0 
1.0 
1.0 
0. 5 
0.5 
0.5 
0.5 
0. 5 
0. 5 
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Automated anal sis documentation 

FFU hit from selector 
20120120000 geolocated to 
SA, accessing Inexhaustible weapons 
part 2 through FFU site GET /download/ 
sela7 _ la_yndb_02/part24.mp4 HTTP/ 
1.1 with HTTP user agent Mozilla/5.0 
{SymbianOS/9.3; U; Series60/3.2 
NokiaN79·1/11.049; Profile/MIDP-2.1 
Configuration/CLDC-1.1 ) AppleWebKit/ 
413 (KHTML, like Gecko) Safari/413 

' can we correlate any other selectors with this IP address? ~M~uta~nt~B~ro~th~q~uery~~on~I~Pij~~~o~r~S~hours~~o~n~ei~l.tler~s~ide~o~f~20~1~20~1~20~000~8480~00G~MT~ 
' (.}1UTANTBROTH_EVEHT_COUNT.J ~will> only 

'; UTANTBROTH_MATCM!NG_EVENT_COUHT.J matching exaa!y the us 
"9'!"labove. 
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VVhathappensthen? 
Compare control and experimental grou~s to 

show statistical differences 

Analyse experimental group to determine 
statistical power of the hypothesis 

Assemble selectors across all hypotheses 

Rank selectors according to the number and 
gower of the hypothesis behaviors they show 

.---......--

Deliver an ordered list of suspects to OCT 
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FFU 

Weights 0.6 

TOP SECRET/ /SI/ /REL CAN, AUS, GBR, NZL, USA 

Scoreboard 
Hypotheses 

Totals 

0.52 0.48 
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Successes 
An HTTP-referred URL gave us a German 

___..-----......_ 

hostage video from a previously unknown 
target. 

An FFU upload everJt gave us an 
AQIM's hostage strategy. The resulting report 
was disseminated widely including b¥ the CIA 
to their counterparts overseas. 
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The End 

Team Lead: 
cse-cst. c.ca 

Tech Lead: 


