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Executive Summary 

We audited the Transportation Security Administration's (TSA) Screening of Passengers 
by Observation Techniques program. The program's intent is to screen passengers by 
observing their behavior in order to detect potential high-risk travelers. This program 

uses Behavior Detection Officers to detect passenger behaviors that may be indicative 
of stress, fear, or deception. Congressman Bennie Thompson requested an audit of 
TSA's Screening of Passengers by Observation Techniques program to determine its 
effectiveness, efficiency, and economy as a security screening protocol at airports. The 

audit objective was to determine whether TSA's Screening of Passengers by Observation 
Techniques program is structured to ensure that passengers at U.S. airports are 

screened in an objective and cost-effective manner to identify potential terrorists. 

Since the Screening of Passengers by Observation Techniques program began in fiscal 
year 2007, data provided by TSA indicate that the program has expended an estimated 

$878 million and has more than 2,800 full~time equivalent positions, as of September 
30, 2012. However, TSA has not implemented a strategic plan to ensure the program's 
success. For example, TSA did not (1) assess the effectiveness of the Screening of 
Passengers by Observation Techniques program, (2) have a comprehensive training 
program, (3) ensure outreach to its partners, or {4) have a financial plan. As a result, 

TSA cannot ensure that passengers at United States airports are screened objectively, 
show that the program is cost-effective, or reasonably justify the program's expansion. 
In fiscal year 2012, TSA's Behavior Detection and Analysis Division developed a draft 

strategic plan that includes a statement of mission, goals, and objectives. However, the 
plan had not been approved and implemented at the time of our review. 

We made six recommendations to improve the effectiveness of the Screening of 
Passengers by Observation Techniques program. TSA concurred with all 

recommendations. 

www.oig.dhs.gov 1 OIG··B-·91 
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According to TSA, it conducts passenger and baggage screening for approximately 

1.8 million passengers daily at more than 450 TSA~regulated U.S. airports. TSA officials 
stated that TSA developed and implemented behavior detection as a layer of security 

(see Figure 1) in response to the Implementing the Recommendations of the 911 
Commission Act of 2007. The program emphasizes objective behavior observation and 
analysis techniques to identify potentially high-risk individuals who are engaged in some 

form of deception and fear discovery. 1 According to TSA, the Passenger Assessment 

Screening System was based on the behavior assessment concept used by Israeli 

security forces. 

Figure 1. Layers of U.S. Aviation Security 

Source: TSA 

In 2002, Boston's Logan Airport and the Massachusetts State Police/Port Authority 

piloted the Passenger Assessment Screening System. In 2003, TSA developed the 

Screening of Passengers by Observation Techniques (SPOT) program with assistance 

from the Massachusetts State Police. TSA began operational testing at Logan Airport in 

Boston, Massachusetts, and later expanded its testing at two other New England 

airports. According to the U.S. Government Accountability Office (GAO), in fiscal year 

1 The Screening of Passengers by Observation Techniques Standard Operating Procedure establishes 
procedures and standards for the uniform screening of individual~. 
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(FY) 2007, TSA implemented SPOT, and was authorized 644 Behavior Detection Officers 

(BDOs) for deployment to 42 airports. According to TSA, as of FY 2012, more than 3,000 

BOOs were authorized for deployment to 176 U.S. airports. TSA's Behavior Detection 

and Analysis Division is responsible for developing strategic plans and program guidance 

for the SPOT program. 

BOOs, work1ng in pairs, pnmarily 

conduct SPOT at airport screening 

checkpoints by having brief verbal 
exchanges with passengers waiting in 
line, while observing passengers' 

behaviors. A BOO identifies passengers 

for additional screening based on an 

evaluation system of identified 
behaviors, which may require a referral 
to law enforcement. A law 
enforcement officer (LEO) may assess 

the situation by interacting or engaging 
the passenger to determine if law 

enforcement intervention is necessary 
(see Appendix C for more details on the 

SPOT referral process). Passengers 
whose observed behaviors are not 
resolved during the referral process may 

not be permitted to board an aircraft. 

Source: Aram Boghosian, The Boston Globe 

A TSA BOO speaking with an airline traveler. BOOs 
often converse with passengers to detect dues 
regarding suspicious or deceptive behavior from 

travelers before they go through metal detectors. 

TSA BOOs are required to document all relevant information regarding each passenger 

referral in a referral report and the Performance Measurement Information System 
(PM IS). However, the SPOT Standard Operating Procedure prohibits the collection of 
personally identifiable information in the referral report or PM IS. Reports on the results 
of SPOT operations, such as the SPOT Situation Report Dashboard- All Airports (see 
Appendix D for an example of this report) are generated from the data entered into 

PM IS. According to TSA, SPOT referrals made from October 2011 through September 
2012 resulted in 199 arrests (shown in Figure 2}. The reasons for arrests included 
outstanding warrants, suspected drugs, and illegal aliens. 

www.oig.dhs.gov 3 OIG--13--91 
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Figure 2. SPOT Referrals and Arrests, October 2011 through September 2012 

657,000.000 
Passonger Throughput FY 2012" 

. ' Source.· TSA data 

37.:370 
SPOT Referral Records 

2.214 
LEO ReferralS 

* Passenger throughput esttmated at more than 4:.0 atrports, of whtch 1/6 use )PO 1. 

"' Arrusts 

The SPOT program was concentrated at large TSA regulated airports.3 According to TSA, 

the insufficient coverage at smaller airports left a gap in TSA's additional layers of 

security. 11 In FY 2012, the program was expanded to smaller airports to increase the 

number of passengers potentially screened by BDOs as they enter the air transportation 
system. 

In May 2010, GAO reported deficiencies in the SPOT program and made 11 

recommendations; see Appendix E for further details about these recommendations. 5 

In addition, the SPOT program has come under scrutiny from Congress and the media. 

The Honorable Bennie G. Thompson, Ranking Member, Committee on Homeland 

Security, U.S. House of Representatives, requested that the Office of Inspector General 

(OIG) conduct an audit of TSA' s SPOT program to determine its effectiveness, efficiency, 
and economy as a security screening protocol at airports. 

Results of Audit 

Since the SPOT program began in FY 2007, data provided by TSA indicate that the 

program has expended an estimated $878 million and has more than 2,800 full time 

This informatior1 is based on TSA's SPOT Situation Report Do:.hboard- All Airports, which may be 
incomplete and inaccurate due to errors identified in the PM IS. 

_] TSA classifies its regulated US airports into one of five categories- X, I, II, Ill, and IV. Category X airports 
generally have the largest number of passengers board1ng planes and category IV airports have the least. 
"Behavior Ano/ysi~ Capability Risk Based Allocation Methodologv Pha~e 1: Draft Report, Jlily 2012. 

5 
U.S. Government AccoiJntability Office, GA0-10-763, Efforts to Validate TSA's Po~~enger Screening 

Behavior Detection Program Underway, but Opportunities Ex1st To Strengthen Validation and Address 
Operutional Challenges, May 2010. 

www.oig.dhs.gov 4 OIG-13--91 
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growth. However, TSA has not implemented a strategic plan to ensure the program's 
success. 

An agency's strategic plan is a valuable tool for communicating a common vision to 

managers, employees, partners, Congress, and the public. Above all, it should be used 
to align resources and guide decision making to accomplish priorities and improve 
outcomes. TSA did not (1) assess the effectiveness of the SPOT program, (2) have a 
comprehensive training program, (3) ensure outreach to its partners, or {4) have a 

financial plan. As a result, TSA cannot ensure that passengers at U.S. airports are 
screened objectively, show that the program is cost·effective, or reasonably justify the 
program's expansion. In FY 2012, TSA's Behavior Detection and Analysis Division 

developed a draft strategic plan that includes a statement of mission, goals, and 
objectives. However, the plan had not been approved and implemented at the time of 

our review. 

Figure 3 SPOT Program Growth (Estimated expenditures in millions) 
BDOs BOOs 
2,895 BDOs 2,806 

BOOs 2,710 
2,569 

BOOs 
1,227 

BDOs 

589 

FY 2007 2008 2009 2010 2011 2012 
Airports with 

42 160 161 162 162 176 
SPOT 
Estimated 

$20M $81M $173M $203M $196M $205M 
expenditures 
Expenditure data provided by TSA {unaudited) 

source. DIG analys1s of TSA data 
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Performance Management 

TSA cannot accurately assess the effectiveness or evaluate the progress of the 

SPOT program. The program does not have a finalized strategic plan that 
identifies the mission, goals, and objectives needed to develop a system of 

performance measures. Even though program operations and referral results 
are recorded in the PM IS, the referral data captured are incomplete and 
inaccurate. Unreliable PM IS data cannot be used to measure performance or 
produce an accurate account of SPOT activity. As a result, TSA cannot 
demonstrate that BDOs are screening passengers in a uniform manner to 
identity potentially high-risk individuals. Office of Management and Budget 

(OMB) Circular A-11 emphasizes that an agency's strategic plan should define its 
missions, goals, and the means by which it will measure its progress. Specifically, 

strategic plans should-

• Specify the outcomes that the agency wants. to accomplish; 

• Ensure that each strategic goal is supported by performance goals or 

measures; and 

• Ensure that performance goals set priorities and targets, and track 
progress in achieving the goals. 

Performance Measures 

TSA had not developed performance measures for the SPOT program. The 
program's Standard Operating Procedure indicates that its purpose is to identify 

high-risk individuals who may pose a threat to transportation security. The 
program collects datil from referr;;~l reports that provide me<;~surable outputs of 
specific activities. However, these outputs do not provide a measure of program 

effectiveness, because TSA h;;~s not est;;~blished why these outputs support 
desired outcomes. For example, TSA documents the identification of prohibited 
items, undeclared currency, and illegal aliens, but the SPOT program has not 

defined how these outputs support achieving the SPOT program goals. As a 
result, TSA cannot assess the SPOT program's success without relative outcome~ 
oriented performance measures. In August 2012, TSA provided its draft Behavior 
Detection and Analysis Division Performance Metrics Plan. This plan is intended 
to identify current gaps in performance metrics collection, proposed metrics 

solutions, and resource requirements for the next 3 years. The plan had not 
been approved and implemented at the time of our review. 

www.oig.dhs.gov 6 OIG-13--91 
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Data Collection 

Although program operations and outputs from referrals are recorded in the 

PM IS, the referral data captured are not always complete or accurate. BOO 
managers are required to review and approve all SPOT referral reports entered 
into PM IS, but the internal controls over data entry were ineffective. For 

example, PM IS will automatically bypass manager review of a referral report 
after 72 hours. There were insufficient data entry quality assurance measures 
beyond a BDO manager review. Of the 15 airports tested, 1,420 of the 18,152 
(8 percent) referral reports recorded in FY 2012 bypassed management review. 
Five of the airports had more than 15 percent of the referral reports bypass 

management review, Only 1 of the 15 airports tested had 100 percent 
management review of referral reports recorded in PM IS. 

BOOs are required to document information regarding each referral, including 
the reason(s) for a referral, the BDOs involved, and the resolution. However, 

passenger~specific data are prohibited from being recorded. 

We assessed more than 110,000 referral records in PM IS from Aprill, 2009, 
through September 30, 2012. Of those records-

• 7,019 did not identify the primary or secondary BDO; 

• 1,194 did not meet the criteria for a referral; 

• 442 were referral records that were deleted; and 

• 143 did not contain a code for the airport where the referral was made. 

Additionally, we identified duplicate records and one record that contained 
personally identifiable information. 

Incomplete and inaccurate PM IS SPOT referral data may have been used to 
present program results to TSA senior leadership and oversight officials to 

illciStrate the results of the SPOT program (see Appendix D for FY 2012 PM IS 
SPOT referral data). For example, 4 months after providing our audit team with 

PM IS data, the SPOT program office identified and corrected errors in the 
database before providing similar data to our investigators, who were 

conducting a separate investigation. We were not informed that the original 
data we received had been changed. SPOT program officials said they corrected 
errors in the level of LEO involvement and deleted duplicate records. 

www.oig.dhs.gov 7 OIG--13--91 
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Training 

TSA has not developed a training strategy that addresses the goals and 

objectives of the SPOT program. For example, BDO formal training, such as 
refresher training, is not consistently provided. Additionally, there is no 
formalized process to evaluate BDO instructors, who provide the only formal 
classroom training to BOOs, in the Performance Accountability and Standards 
System. 6 According to GAO, a well-designed training program should be linked 
to the agency's goals and to the organizational, occupational, and individual skills 
and competencies needed for the agency to effectively perform.7 As a result, 
TSA cannot ensure that training contributes to the uniform screening of 

passengers. 

Formal Training 

TSA does not consistently offer formal refresher training to BDOs. Beginning in 
May 2006, all BOOs were required to attend the SPOT Basic Training course for 

BDO certification. TSA's training task analysis emphasized the importance of 
recurring training when it reported: 

... observation skills are among the perishable variety. They need to be 

constantly honed and refocused on some regular basis. Observation is 
the single most important task in the entire SPOT Program .... but little 
training is provided to address its importance, and there is virtually no 
measurement of the skill in the current testing program. 8 

TSA did not start providing refresher training for currently certified BDOs until 
May 2011. The 3-day refresher training consists of -a review of SPOT Standard 

Operating Procedure requirements and addresses deficiencies in prior basic 
training courses. TSA determined that BOOs were not receiving training on 37 of 
the 63 (approximately 59 percent) required job tasks in the original versions of 
the basic training course (see Appendix F for SPOT program training task analysis 
executive summary). 

G The Perform<;~nce Accountability and Standards System is a pay-for-performance management system 
that promotes and sustains a culture of high performance and accountability. It is designed to ensure that 

employees know what they need to do to accomplish their work successfully and to help TSA accomplish 
its mission through the use of a pay-for-performance system 
7 U.S. General Accounting Office, GA0·04·546G, Human Capital: A Guide for Assessing Strategic Training 

ond Development Effort$ in the Federal Government, March 2004 
1 Tra11sportatioll Security Administration, Training Task Analysis for the Screening of Passengers by 
Observation Technique:. Program, December 16,2011 

www.oig.dhs.gov 8 OIG-13--91 
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BDOs with a year or more of experience are eligible to complete TSA's refresher 

training. According to TSA, 713 of the approximately 2,200 eligible BDOs 

(approximately 32 percent) have received refresher training in the past 2 years. 

Of the 101 BDOs interviewed, 88 were eligible to receive the refresher training. 

Of the 88 eligible BDOs, 65 (approximately 74 percent) have not received the 

training. The SPOT program office reported that because of training staffing 

constraints, they needed to prioritize the training of new BOOs before 
conducting refresher training. As a result, BDOs who have not received the 

refresher training may be operating at varying levels of proficiency. 

Instructors 

BOO instructors provide the only formal classroom training to BOOs. During July 

2012, TSA provided training to BOO instructors and tested them on their teaching 

abilities. TSA identified six BOO instructors who did not have the instructor 

knowledge, skills, or abilities to instruct BDO classes. TSA provided remedial 

instruction to those instructors in order for them to become qualified to teach. 

However, TSA does not evaluate BOO instructors on their instructional abilities in 
their Performance Accountability and Standards System. Additionally, TSA does 

not have a program to provide recurrent training to BOO instructors. Therefore, 

the program office cannot ensure that BOOs are effectively and consistently 

trained. 

Outreach and Engagement 

The relationship between BOOs and local LEOs needs to be improved. TSA 
incorporated law enforcement response as ;;~n integr;;~l part of the SPOT program. 

However, the SPOT program office has not ensured that airports effectively 

engage local law enforcement BOOs and local LEOs at the airports contacted 

said that there was insufficient understanding of the roles and responsibilities 

that each had relative to the SPOT program. For example, LEOs at seven airports 

contacted said that they had not received clear information about BOO duties 

and why referrals from BOOs warranted law enforcement response. Conversely, 

BOOs expressed concerns about the consistency of LEOs' responses to referrals. 

BOOs said th;;~t local LEOs did not consistently respond to referrals or engage 
referred passengers. TSA data show that LEOs did not respond to approximately 

2 percent of lhe referr·als between October 2011 and September 2012.9 

Additionally, TSA data indicate that LEOs did not question approximately 

13 percent of referred passengers during that same period. 

~This information is based on PM IS data, which may be incomplete and inaccurate because of errors 
identified. 

www.oig.dhs.gov 9 OIG··H-91 
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Of the 15 airports we contacted, 3 had locally developed LEO outreach activities. 

At the airports using outreach activities, BOOs and LEOs reported more 
consistent and effective working relationships. The success of the program may 

be affected if BOOs and LEOs do not collaborate effectively. 

Financial 

The SPOT program's financial plan does not include priorities, goals, objectives, 

or financial performance measures. According to the SPOT program office, the 

program was allocated more than $1 billion between FVs 2007 and 2012. The 

data provided by TSA indicate that the program expended an estimated 

$878 million for the program office and SPOT personnel. OMB Circular A-11 

describes budget formulation, development, and execution requirements that 

include needs analysis and budget development, budget execution, and 
expenditures tracking. Budget control is an integral part of an entity's planning, 
implementing, reviewing, and accountability for stewardship ot government 

resources and achieving effective results. 10 Because the SPOT program did not 

have a financial plan that included priorities, goals, objectives, or measures, TSA 
cannot (1) show that SPOT was cost-effective, (2) identify opportunities for 

improvement, or (3) justify the program's expansion. 

Prior to FY 2012, the SPOT program office did not fully determine priorities for 

future spending or develop an itemized forecast of future funding and 

expenditures. Performance information was not used to assess the effectiveness 

of program activities to develop budget priorities. According to program 

officials, the program's historical funding was the basis for spending estimates. 

Beginning in FY 2012, the Behavior Detection and Analysis Division developed 

spend plans that identified project funding requirements. According to the 

FY 2013 draft spend plan, the objective of the spend process is to collect, 

identify, and document funding requirements for the budget year with a 5-year 

forecast. However, the spend plans did not include a comprehensive accounting 

of SPOT funding requirements, such as BDO costs and training. 

Resources 

BOOs at 12 airports contacted were used for activities not associated with their 

primary behavior detection duties. For example, nine airports have used BOOs 

as periodic travel document checkers to review passenger boarding passes and 

identification at screening checkpoints. The SPOT Standard Operating Procedure 

w U.S. General Accounting Office, GAO/AIMD-00-21.3.1, Standards for Internal Control in the Federal 

Government, November 1999. 

www.oig.dhs.gov 10 OIG-13--91 



TSA 15-00014 - 006928

~~.:.·.";,;,.·.·~, OFFICE OF I:'<SPECTOR GEI\ERAL 
~ Department of Homeland Security 

allows airports to divert BOOs to travel document checks during times of peak 
passenger traffic or other urgent circumstances. Additionally, one airport used 
BOOs to augment travel document checkers in order to identify passengers 

selected for additional screening. Airport officials explained that they used BOOs 
because Transportation Security Officer (TSO) travel document checkers were 
not identifying passengers who needed additional screening. SPOT program 
officials d1d not analyze airports' use of BOOs for activities not associated w1th 

behavior detection duties to evaluate program performance and financial 
impact. By diverting BOOs from their behavior detection duties, TSA may be 
decreasing the effectiveness of a defined layer of security and are not using BDO 

staff as intended. 

BOO Selection, Allocation, and Performance 

The SPOT program needs to ensure that it has an effective process to identify 
and address challenges that may affect the success of the program. 

TSA senior airport officials at airports contacted raised concerns regarding 
selection, allocation, and performance of BOOs. These issues may directly affect 

the success of the SPOT program. Additionally, TSOs are the only source of 
candidates for BOO positions. Limiting BOO recruitment may not provide the 

program with the highest-quality candidates. 

TSA officials at the airports contacted said that they did not understand how 
BOOs are allocated to airports. Federal Security Directors at the airports 

contacted were unsure whether resources were allocated to airports solely 
based on the number of passengers boarding planes; or if airport layout, queuing 
design, and scheduling constraints were also considered. Without a clear 

understanding of allocation methods and the opportunity to provide input on 
BOO allocation, TSA officials at airports may find resources limited to the point 
where the expected benefits of this security layer may not be realized. 

TSA does not use an evaluation period to determine whether new BDOs can 
effectively perform behavior detection and analysis duties. TSA also does not 
have a process to move BDOs back to their TSO positions without penalty. This 
may result in a workforce with some BDOs not able to perform their duties 

effectively. 

Conclusion 

Strategic planning is the keystone to a successful program. Because OMB 
Circular A-11 guidance identifies requirements for agency strategic planning, it 

www.oig.dhs.gov 11 OIG--13--91 
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would be prudent for agency programs to follow these same principles to help 

ensure program success and contribute to the agency's miso:;ion. Without the 
implementation of a SPOT strategic plan that contains key elements, TSA cannot 

ensure that passengers at U,S. airports are screened in an objective manner, 

show that the program is cost--effective, or reasonably justify the program's 

expansion to ensure that threats to aviation security are effectively prevented. 11 

Recommendations 

We recommend that the Assistant Administrator, Office of Security Capabilities: 

Recommendation #1: 

Develop and implement a comprehensive strategic plan for the SPOT program 
that includes-

• Mission, goals, objectives, and a system to measure performance; 

• A training strategy that addresses the goals and objectives of the SPOT 
program; 

• A plan to identify external partners integral to program success, such as 
law enforcement agencies, and take steps to ensure that effective 

relationships are established; and 

• A financial plan that includes identification of priorities, goals, objectives, 

and measures; needs analysis; budget formulation and execution; and 

expenditure tracking. 

Recommendation #2: 

Develop and implement controls to ensure completeness, accuracy, 

authorization, and validity of referral data entered into the Performance 

Measurement Information System. 

Recommendation #3: 

Develop and implement a plan lhat provides recurrent training to BDO 

instructors and BOOs. 

11 
The Government Petformance and Re5ults Act of 1993 requires agencies to develop a strategic plan for 

program activities th<Jt contains (1) a comprehensive miss1on st<1tement, (2) gener<JI goals <Jnd objectives, 
(3) how goals and objectives are to be achieved, (4) how performance plan goals relate to the general 

go:;~ Is and objectives in the strategic pi<Jn, (5) extern<~ I factors th<Jt colild significantly imp<Jct achievement 
of the genera I goals and objectives, and (6) a description of the program eva I uations used in establishing 
or revi~ing general goals and objectives, with a schedule for future program evaluations. 

www.oig.dhs.gov 12 OIG-13--91 
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Recommendation tf4: 

Develop and implement a plan to assess BDO instructor performance in required 
core competencies on a regular basis. 

Recommendation #5: 

Monitor and track the use of BDOs for non-SPOT related duties to ensure BDOs 
are used in a cost~effective manner and in accordance with the mission of the 
SPOT program. 

Recommendation #6: 

Develop and implement a process for identifying and addressing issues that may 
directly affect the success of the SPOT program such as the selection, allocation, 
and performance of BOOs. 

Management Comments and OIG Analysis 

TSA provided comments to this draft report and a copy of the response in its 
entirety is included in Appendix B, TSA also provided technical comments, which 

we incorporated as appropriate. 

According to its response to the draft report, TSA agreed with our 
recommendations for improvements to the SPOT program. Below are TSA's 

responses to each recommendation and our analysis. 

TSA Response to Recommendation #1: TSA concurred with the recommendation; 
however, it disagreed with our assessment that it had not implemented a 
strategic plan to ensure the SPOT program's success, or that it had not 
developed performance measures for the program. 

According to TSA's response, it is in the process of updating its strategic plan to 
reflect the organization's recent realignment. The strategic plan will elaborate 
on the Behavior Detection and Analysis Program's efforts to work with external 
partners such as law enforcement. Additionally, TSA will execute a BDO training 

strategy elaborating on many of the efforts that are currently under way. F1nally, 
the Behavior Detection and Analysis Program will continue to produce a yearly 
spend-plan that identifies goals, objectives, budget formulation and execution, 

and expenditure tracking. 

www.oig.dhs.gov 13 OIG-13--91 
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OIG Analysis: Our report recognizes that TSA had a draft strategic plan and 
performance metrics plan. However, these documents were not approved or 
fully implemented at the time of our review. 

TSA's planned and current actions are consistent with the intent of the 
recommendation. This recommendation is resolved, but will remain open until 

TSA provides its updated strategic plan for our review and has demonstrated 
progress in implementing the plan. 

TSA Response to Recommendation #2: TSA concurred with the recommendation 

and said that in December 2012, it completed an audit of all SPOT referrals data 
entered mto PM IS between March 2010 and August 2012. Additionally, 
mandatory guidance was provided to airports in order to correct technical and 

administrative errors. TSA officials stated that the entire audit and remediation 
process will be completed by July 2013. 

TSA has two information technology initiatives under way to enhance the 

accuracy and validity of SPOT data. The first initiative, which is scheduled to be 
implemented in May 2013, will include turning off the ability for SPOT referral 

reports to automatically bypass manager review after 72 hours. The second 
initiative creates a new SPOT database that will be rnore flexible, reduce data 

entry requirements, and have extensive analytical capabilities. The design and 
development phases for the new SPOT database will be completed over the next 
12 months. 

OIG Analysis: TSA's planned and current actions are consistent with the intent 
of the recomrrH~ndation. This recommendation i::> resolved, but will remain open 
until OIG-

• Analyzes the results of the PM IS data audit; 

• Reviews the guidance provided to the airport in order to correct technical 

and administrative errors; and 

• Verifies progress with implementing the information technology initiatives. 

TSA Response to Recommendation #3: TSA concurred with the recommendation. 
According to TSA's response, it has developed and implemented a plan to 

provide recurrent training for BDO Instructors and refresher training for the BOO 
workforce. 

OIG Analysis: TSA's planned and current actions are consistent with the intent 
of the recommendation. This recommendation is resolved, but will remain open 

until TSA provides the training plan for the BDO and BDO instructors, and 
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evidence of its implementation, 

TSA Response to Recommendation #4: TSA concurred with the recommendation. 

According to TSA's response, it is going to update its National Training Team 
Guide for Instructors and Federal Security Directors in May 2013. The update 

will include a plan to regularly assess BDO instructor performance in core 

competencies. 

OIG Analysis: TSA's planned and current actions ar€ consistent with the intent 

of the recommendation. This recomn'H;;ndation is resolved, but will remain open 

until TSA provides the updated National Training Te-am Guide for Instructors and 

Federal Security Directors and evidence of its implementation. 

TSA Response to Recommendation #5: TSA concurred with the recommendation. 

According to TSA's response, it is working on two major initiatives to monitor 

and track the use of BOOs to ensure that they are used in a cost~ettective 

manner and in accordance with the mission of the SPOT program. TSA will begin 

a nationwide rollout of a BDO Efficiency and Accountability Metrics Database in 

May 2013. 

OIG Analysis: TSA's planned and current actions are consistent with the intent 

of the recommendation. This recommendation is resolved, but will remain open 

until TSA provides evidence that the BOO Efficiency and Accountability Metrics 

Database and Program Compliance Assessment initiatives have been 

implemented. 

TSA Response to Recommendation #6: TSA concurred with the recommenddtion. 

According to TSA's response, it has developed and implemented a number of 

processes for BOOs and BOO managers to provide feedback, suggestions, and 

concerns to the Behavior Detection and Analysis Program office. Within the next 

90 days, TSA plans to capture its communications processes in a BOO 

Communication Plan, which will include an annual survey. 

OIG Analysis: TSA's planned and current actions are consistent with the intent 

of the recommendation. This recommendation is resolved, but will remain open 

until TSA provides its BOO Communications Plan and evidence of its 

implementation. 
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Appendix A 
Objectives, Scope, and Methodology 

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was 
established by the Homeland Security Act of 2002 (Public Law 107-296) by amendment 

to the Inspector General Act of 1978. This is one of a series of audit, inspection, and 
special reports prepared as part of our oversight responsibilities to promote economy, 
efficiency, and effectiveness within lhe Department. 

The audit objective was to determine whether TSA's SPOT program is structured to 
ensure that passengers at U.S. airports are screened in an objective and cost-effective 
manner to identify potential terrorists. Our original audit objective was to determine 
the extent to which TSA's SPOT program was screening passengers at U.S. airports in an 

objective and cost·effective manner to identify potential terrorism and/or criminal 
activity. However, we could not determine the extent to which the SPOT program is 

operating in an objective and cost-effective manner because the program does not have 
the necessary structure in place to base our assessment. 

To accomplish this objective, we reviewed relevant laws, regulations, and appropriations. 
We also reviewed program policies, procedures, and other documentation, includmg 

versions of a draft SPOT strategic plan, Standard Operating Procedure guidance, and 
basic training curriculum. We attended the basic SPOT training course given to BOOs to 
gain an overall understanding of the fundamentals of behavior analysis and how it could 
be applied. Additionally, we reviewed other agency's audit reports relevant to the SPOT 

program. 

According to OM B Circular No. A-11, Preparation, Submission, and Execution of the 
Budget, July 2010, an agency's strategic plan is a valuable tool for communicating a 

vision for the future to managers, employees, delivery partners, suppliers, Congress, and 
the public. We analyzed whether the SPOT program office incorporated the 
characteristics of an effective strategic plan, including (1) a comprehensive mission 
statement, (2) general goals and objectives, (3) how goals and objectives are to be 
achieved, (4) how performance plan goals relate to the general goals and objectives in 

the strategic plan, (5) external factors that could significantly impact achievement of the 

general goals and objectives, and (6) a description of the program evalu<:1tions used in 
establishing or revising general goals and objectives, with a schedule for future program 

evaluations. 

We judgmentally selected 15 airports that use the SPOT program (see Table 2). We 

chose these airports by taking into account the following criteria: 

• Number of referrals at each airport for the previous calendar year 
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• Airport category 

• Allocation of BOOs 

• Ratios of BOOs, number of passengers boarding planes, and SPOT referrals 

• Top 10 high~risk airports from DHS's Current Airports Threat Assessment list 

• Physical location (Northeast, Southwest, Central, Pacific Coast) 

We interviewed more than 300 officials at U.S. airports, TSA Headquarters, and external 

agencies. The airport interviews included Federal Security Directors, Assistant Federal 

Security Directors, BDO program coordinators, BOO managers/ BOOs, SPOT instructors, 

coordination center personnel, and LEOs. Headquarters interviews included program 

office officials, training division personnel, privacy counsel, SPOT budget officials, 
database administrators, and allocation and scheduling personnel. In addition, we 

interviewed officials from DHS' Science and Technology (S&T) Directorate, U.S. Customs 

and Border Protection, United States Secret Service, and TSA Federal Air Marshal 

Service. Interviews were also conducted with the Federal Bureau of Investigation and 
Israel's El AI Airlines security. 

We obtained and analyzed the PM IS SPOT referral data for April2009 through 

September 2012. We conducted analysis using IDEA Data Analysis Software to assess 

the dccurdcy and completeness of referral information collected. Because of insufficient 

internal controls over PM IS data, we did not rely on the data to form conclusions on 

performance of the SPOT program. 

We obtained and analyzed financial information received from the SPOT program office, 

including the pay, compensation, and benefit data it sourced from the National Finance 

Center. We did not test the expenditure data provided by the program office for 

completeness or accuracy, because financial data for the program from FYs 2007 to 

2012 was not readily av;;~ilable. 

This audit did not include work to determine the extent to which the SPOT program is 

based on valid scientific principles for use as an effective layer of aviation security in the 

United States. Additionally, on November 9, 2012, TSA announced that it ratified a 
collective bargaining agreement with the American Federation of Government 

Employees. The agreement will cover approximately 44,000 TSA employees and took 

effect on December 9, 2012. Since the audit was concluded in October 2012, the effect 

of the collective bargaining agreement an the SPOT program was not assessed. 
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Table 2 Airport Sample Selection 

BOO 
Referrals from 

Airport Category Jan. 2011 to 
Allocation 

April2012 12 

Los Angeles International Airport, 
X • 3,587 

Los Angeles, CA* 

San Francisco International Airport, 
X • 398 

San Francisco, CA 

Orlando lnternationalll.i "' FL X • 6,981 

Tampa International Airport, Tampa, FL I 1,375 

Hartsfield~ Jackson Atlanta International 
X • 601 

Airport, Atlanta, GA 

Chicago Midway International Airport, 
I • 440 

Chicago, IL 
Chicago O'Hare International Airport 

X • 730 
Chicago, IL* 

General Edward Lawrence Logan 
X • 2,885 

International Airport, Boston, MA* 
Thurgood Marshall, Baltimore/ Washington 

X • 769 
International Airport, Baltimore, MD* 

Detroit Metropolitan Wayne County 
X • 1,251 

Airport, Detroit, Ml* 

Kansas City International Airport, 
I • 108 

Kansas City, MO 

John F. Kennedy International Airport, 
X • 5,293 

New York, NY* 

La Guardia Airport, New York, NY X 1,618 

William P. Hobby Airport, Houston, TX I 256 

George Bush lnterconlinenlal/ 
X • 675 

Houston Airport, Houston, TX 
Source: OIG analys1s of TSA data 
"'S1x ofthe airport5 in our sample were on TSA's 2010 list oftop 10 high-risk airports. 

We conducted this perform1.1nce audit between April and October 2012 pursu:;;nt to the 

Inspector General Act of 1978, as amended, and according to generally accepted 
government auditing standards. Those standards require that we plan and perform the 

audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our 

findings and conclusions based upon our audit objectives. We believe that the evidence 

obtained provides a reasonable basis for our findings and conclusions based upon our 

audit objectives. 

11 This information is based on TSA's PM IS, which may be 1ncomplete and inaccurate because of ermrs 

identified. 
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Appendix B 
Management Comments to the Draft Report 

www.oig.dhs.gov 

MAY- 3 2013 

MFMORAl\T)tJ\1 FOR 

SUBJECT: 

INFORMATIO}J 

Anne L Rkbarct~ 

•\>~i~lan( fn,p~Cl0r G<:nern] 

I ·' "'I'"""'"' <>I II"""'"'"''"'"''"' 
"''' '""" I:,,,"'"' ' '" \,, ; .. 
Tr,<nsportati~Jll 
StXllrlt} 
.'\dmini~tratiou 

ti.S Department of H"mdand S~curny tDHS) 
(). 1/'T 

J<Jhrt S. Pi>twkt \?" 
Admimo\ral<•r 
f'r:.msp<•rt:.nion ..• ·urity Admuw.troti•W 

Rc>r~mse to Draft R.:port, Tr<m<pwi<lllm: S~cHrily 
Admmhtnllum 'r Sc·u·~ning uf 1'11,\!,<'ng~r.< hy 01!.\erv<llion 
To·dmiqw•.< (0/li /,1-J-1/-AiiD-TS,J! 

f111s mem0mndum con''' lute~ the Tran,portali<•n s~cunty Adri1ir1iStr(o\K>n 'o (TSA) reop011S<' l" 
th<: Dl J':i O!lk.: of lnsp~nor (iencral t 010) draft report, Trmt<portafhm Sc<'l~rily 
Admll!nlralwn ·, \'cn·•·mn;.: <!fl'a.,.wngt•r.! by r Jf>!c<ri'«IJ<Jil 'l<•d?i!<<jJuJ.I'. \1Jrch, :!013 

CongrcssrtMn Bcrmic Thomrson requc11cd Jn audit of I SA·~ Scr~emng of l'a~scnga~ hy 
Ohwr,·~ti1m Technique~ ( SPOTJ program to determine m dkctivmess. efflci~tK)'. aml 
~~onom) a~ a w~urity HlT~<:rting proto~t'l at t1irpMh The ~uJit olljCCllV~ '>!IS to dctn-mine 
\\hcther TSA'~ Sl'CJT program is ~tru~tureJ to cnsur~ that passcngn> at L' S. airport; arc 
~cre~n~d in &n ohjeuivc and C<'1h:fkcth<J 1114111wr to identify pvt~ntial terrorist,_ OJG 
~01\du~t~d its audit frMn April to Octoh~;r o(20 12, o.no.l imer\·icweJ mort than )00 otlicial~ at 
l- S :lirport~. TSt\ ho:ndquartn;:, ami <:\km~J <~g~nci~s. 

t'liO pnn-idt•d TSA '~ith si;-; rcwmnwndation' fm anion all of 'thkh TSA c•·n~um with. 
rncluding rmpl~mcmlng a ~tr:negk plcm_ Th~ 010 c0nclud~d that "ithout the impl~mentmwn of 
~ ~trotcgk plan that contains kl'y c\cments. uwluding mi"ion, go~l. <ln(i objective' ncc(icd to 
J.;veloj' ~ sy~t<:mofpo:orfommnn' 11Wtr'i(S. "TSA c~ni\ot ~rnut·~ th~t l,~sscngers ~t t'.S. nirrot1) 
ar~ ~~r~~n~d in an objccti Vl' mann~r. 'how that th~ progra!\1 is coot-cJTcctivl', Or rca>Onabl>' 
ju5til)' th~ program 'f expttmion w rn~urc• that thrcJW hl Jviation wcurity me rtTbctively 
preventcll_" 

llurrng the o.udit. TSA prcwided the OIG with ~ dmft !khm•tor D,•/enion ond AnolyH; Strmegic 
/'/(1.11, wllrch rn,"h~<1<;-d ;t 111 isst•.•tr str•t~nwnt. vision str•tcmcnt. gc•z•b. !lml (>hjcctiv~o r•lrc~d) m\lltr 
dc\'clopnwnt. TSA has sin~<' finuli.c~d thi~ phm { fimtliLl'd Dl'l'c·mb~r 2. 2012)_ 1 Sll. al>'J 
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pr.11 idcd the (li( r 11 11h .1 dralt l'l'rr'nrrll.!ll~c ~ kmc~ 1'1~11\ I t1n,do/c'd No•H·rnhc•r ~ll 1 ~I 11 lnc·h 

c·~tahlidt~' th~ >trchilc'rtur~ fL>r 1 .. !1iJ"t~·d mdri..:' 11• rn~a~m..: th..: ~POT prPgJ,!ITl :\IIJ lk~\a\'inr 
I >ctcctinn t llfi~<.'r 1 HI )I It pcr1unlMiltL I tnally. l S:\ prnviJcJ th~ (I Iii 11 tth a Jrai't tl'lllrn \>n 
ll"'''lm~nl quJ;. I t'inaliNd lk~c·mber ~ftl ~I. ,md !'r,•~r.nn '\p~nd Plan~ fnnn rr,c,il y~:lf' ti.-Yt 
~ill L ;n I 2. «11.1 20 I\. ( lf ll<lk, [ '-A )1rtll tckd I 1[( 1 11 nh .>pprnl cd li n.!l doLUIIIl'llt-; un I kcutthn 
S. 201 ;, ! lw1~ f<'P"r1~ d1·1Utl pr•'J<:<:I d~~c·rtptio'"· .iu~ttlic.Jtinn' .md •mp.Kt it nnt lund.::d :~Jon~ 
11 tih .1 hr~uhci<>ll 11 <>f l'n1pr~r\1 ()pet<H~<•rh ,;nJ iv1Uil.l!lc'llW111 ,.,,,b 

1 hc"c doc11m~nh ~oll<:~th~l:> pro1 tdc• tlw 'i\TJ.t~j-'IC Jn<l tinJ.ttu"l rtMdnt:.!r fur thr lkh~l'tor 
lkt<:<:ti"n athl .\nal;. .,;., l'n•vxntn 1 1'\ll.'\f-' 1 Whik tlw 01< '· ~ r~·pt>n ~~d 11"" kd~~~ rlw ,.'. ·~t~n~"' 
dlld 'lii>l11ie~illtt Pftltc·c.~ dr,tl\ pbn'. I'\ A \lll\l]d lt.t\c' li~~d th,• IJI\r lt>.td.tHlllkdt[c' t!MI I :-i-\ 
had hq•wt pH-paru\)! thew d<><'ll!lWIUS pnt•r h• ih ,J,Jit. .\ddnwnally. I\:\ twlk,,·, th,tllt h,ts 
n'N~ lull:- 111t)'kllt~nt<:J tlw pLw~ 1h.111 1:. ,J.o,~tth,•,lln ll]lo', rc·p<lrt .tnd ·.h;\lt1l> ''f11ilk:lllt 
l'<llll.'Cfll~ l"<.'ltl.llll 1111.0ddre~'~d 

Larli~r tlus : ~ar, ~t1nslstdll 11 llh I \..\" s lltt~lli~<:tta-dril ~n ,tnd ri~k-l>a,d ,tr~tq~l. rhc I SA 
D~put; i\dnttnblr,ttur .IJ1J'H>It-'tltlw r~.il1ynrn~nt <'I j;J),\1'. ~\dlloiii1J: til.' t<'"'ar,Jt ,1nd 
dndcopniLnt lun,·ti""· li-<'111 tlu; Ollie·, <1l s,~nnt; C.•pahillll<.'' I ()S( -I In th~ 0111<:<: ol S<.'\0\lfit: 
()p~loHI\>11S (ll~(!) l'i,Jclll[: (]\C PjWta\:<Jildlt:\11\lJ'PI\<C111 PI Ill),\)' in lJS() Jlifn\ bdtJI'i"l 
d~l<'c·trnn and dlhll:ol' "llh nthn r<.·,tHIIll~ tlnc'iil a~:O.<.''~illc'lll "1''-'Tdli"tl~ 

l"hc I\ I }.\f' 110\\ has fo•ur lllnl'linn,ll art·a,· I I ,tr,JI~t-'1<' pl.mnint: ,mJ JllllH·; dc'\c'i<ljll11l'nt ;:: I 
tro~tning ;~nd ''''rk ti>r,·~ c'n)!:tp>:m~nt: 1 1 ~umpliJnc·~ ,md %nHL<rdilolti tln: ,mJ .J 1 ,tnal:- ,j, .utd 
mt:tric' \~ orkrnl! in tandc·nt 1\llh t 1St :md th~ t Jltk,• t>l ]l.ttninl! c111d \\',,r~t<•r~c· LnJ!.t!:'~•tKtl\ 

tl J l'\\'1 J. JlD:\1' ((WU't' ,,rt tile 'tr:1kgic .tn:'"~ 

lnlt•j;tr>lk Bvha\ i(lf DNtdion inw Rhk·H~H·d Sc•rurin· lnitiuth n: t -,,nltll\1' tn 
\IH<C)!r:tt~ the· hdta\ lur cktn !It'll ~.tp.rl'>ilily inw r"l.·h~,.:d -"" urtt: ~1\J 'tud~ the LlliJ':~cl 
Ill, II hd1:0\ iur dvt<:<.lil•ll .1nd .ltMI;, •,j, h;,_ <'II lh~ u\ ~T.til .-ft'-·~11 \<.'1W'~ olllol dli\'1<'1:1;\ ,,(tilL' 
trai\SJ>nnau,>n '.tntrltl 'I <\~11\ 
l)c,rJop Data Manul!cmcm l'rotocul~ ~nd Ruhuot Aolll~tical ('"p<~bilitln: c,,]lcu 
Mgd\11/c'. I J) id.tll' .• tnd tl1a~~- ddt,\ OiLLc''"bk Ill c'ti,!hk imrh\\ ~d ,lc•c'"I!HH\l,J~tll~ 
n:gardiii!C BDU Jiloc-.tlttlll. prlur,, rw~~J,,r~'· Jnd t1.111\ "P'-'r,lti,,n; 
lmpl(·ment (juulit) A<o'Hlrann' (h rr•ij;tht \lc~'un'>: lmrkm~nt .1 mullillK~t,•,l qu;ilil' 
:!'-'lir.tnc.: pn•gr:11n j,,f T:.. \ bcha l'it>r dc·t~\·tiun ,tnd .tn.•h--.i' initLtli\L' ho Ll"\\rc 
~dlhtOitnt Jnd -;tat1d:1rd rrac·t•c~·". tn~hldtns ~tllTJ"rl opcr:llll'll ~q]u,tlic'tb . .:uncm 
ll.!inins t~'.ltng_ .md dc:ta ~ntn m.m.•scnwnt 

4 Rc~car~h. llc' dtf[i, anti Valillulc :\'t'l\ 11nd E \isllng llt•ha\ lor A,nal~sis ('llpllhilitic': 
l'unt,nu.: Ill huolJ the• ":icntdic• l!lu\lJoilll,n lm bch;n l<'f Jct~~\Hlll and iln,tl: >I> "hilt: 
rcfmmg unro:nt .:ap:rbllitt~'i. L~l~f.l~L t:\t,ting ,\ltd clltdgttt)! h~~tr•r.tcttc·~<, tt>nl b; ,llh~-r 
dunwsti.: anJ mlcTildlll>n,,l !>dla>lnr Lktc~tlnn prn~_r:nn' :~·;""II a' I'm c·ntin~~nwrll, 
J,•l~'tl>t. JI1J 1111~11t~Cl1l'~ ag~fKICO 
Euvute :\1ultifacetcd Internal and k'l.tunul ('ommunlcuttun~ l'lan" \\'mi. "ilh 
l ~-dtr,tl_ 'l.ltc·. ID~ul und lllkm.lttnnallml cnlor~~lll~llt. .rntl c:i1 tl rtt(111o ~Ill \II'' tn build 
puhli~ supp,m and k1~ta~c b~~~ practice~ J:.n~:'t'~ with th~ l ~-\ '"'rl.t,•rc·c· Ill ,·~pbin 
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\\h} beha; 10r d~te~Linn and anulysi~ is a cnticullayer to the Lrun~purtat'<ln se!:umy 
system 

Tins frame,;ork is r('ll~i~tenl "ith TS-'1'> largp focus nrl ri>k-based sccurit~, \;orkforce 
engagenwnt and organrwt1onal eftic1en•:y, and the ()SO wat<:gJc plun for 2013-20 I~. 

TSA haJ h~~un, and itl SOilW o:asc~ has ~ompldcJ. all of the rcco1nmenJati1mfi ~ired bJ the 010 
in this report 

5.1ratcgie Planning and Pcrformllnce Mca~ur~ment: I SA tinalitcd a strategic plan 
:md pcrformana mr.a~ut.:rlwnt plan a11d began implementing many (lfthe ObJcCLiv.;s in 
these thmc\\ork documents. 
Data Ac,ura,): TSA implemented contwl~ to cnwre complclcncs~. acna;wy. 
authorillltion. omd val alit; of rel<;>n~l dnta entered nun tht~ PerformmKc Management 
lnfl)mtation S)stum 
Tntining: TSA implemented a plan to provide rccurrenv'rdreshcr trainin~ to ~ll DDOs 
and ImO instructors. and den•hoped a plan W a~sc~~ ADO in:;tru~tor pcrformanc~ 1n 
re<..JUircJ ~ore cumpclcndcs on a r~gular basis 

• Monitor lind Evllo!Uillt BUO Attivily: rsA de\ eloped, JJ1d implcmcnt~d an aut.mwtcd 
wol tel help cvniiKitC airport>' usc of BUO resourceo. 

• Emplo:~-ee Lngag-ement: ·r SA implcmerued processes for idcnufymg and addressmg 
i~sucs n•i~~d by tho: '~'>rkfor~o: that m~y din:~t!y alfc.:~t the suc~o.:~s uf the SPOT progriun 

Conduskm 

I'SA believe' that pa~scngcro at U.S. airpom arc s~reencd by BDOs m an ubjcclivc manner: 
SPOT is dTectiH' and bas b~cn vnlidau:d and dr.tcmtincd to id,,mif~ sub1tll.ntially mon: high·ri~~ 
mwcler~ than a random s~.:rccmng pwtu~ol: 1 Jnd the program ls executed in an efticlcm manner 
I'SA rcwj.tnilcs tttc important i~~u~~ set t<mh in thb report. TSA appr~ctutcs OJG'~ dfort~ to 
idcmlfy areas needing improvement with the SP(rJ progtilrl\ and will Cnn!irtuc to irnrlcm<.'nt 
(llli's recommcnd<lliun>. if not already fully illlplcmentcd 

'V•H ~·lm,o/ ,,,,_,, I',.'Mo.Ji•o'•'• i r./,,.o,., i J \\J<'h"l~h,, l'>l ~'"'"""' lo"l''"'" [,, R"""•h, (',.,r,~an. T f-
\1al.o'""'"· I r, Ta>luc, T <, S.o~'"'· M>ec· I I, & I •'r'"' '1 'i!lll' 
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t' .S. ()rpllrtm~nt of Homt-land St<'ority 
Tu.n~portatiun ~~~:urity Admin~~trulion (f.SA) 

ltrsjlonsc to 01<; Urart H.e1mrt 
Tronsporrarion Svcurf~\ Admin.-str<lffon 's Screvnmg q( Pn.<scng~rs b; Ohscrvamm Te.·hnique\ 
.~,·mifiW Srcuruy hltim>"!liml, Mar,· h. 2013 

Recommendation).: l)e, l'lo11 and implement a comprehemin ~lrHtegic plan for the SPOT 
Prugnm thllt includes l) m1s~ion, goals. objccti\·e~, and n 'Y\tcm to ml'».~url! perfurmtm~t; 
2) a ttnlnillg ~•tal~~· that ad(ite~$t9 the gNlls and obji:~lh'es of the SPOT pNgram; (3) a 
pllln to idenfify c~Jrnial p!lrlncrw inlt"Krlll to (lfUJram wuccew,, Mt\'h :u law ~ufurrcmcnl 
agcndes, and take ~tep~ to ensure that effective rchltiun!iohips arcl.'~t»blisbed; and (4) a 
financial plnn that indudr' identification of priBrlties, ~oals, obj!.'i:lh ~~.and mcamres; 
needs IIDIIiy~is~ budget formul11lion and cxeculion; and e1pl.'nditure tracking. 

TSA concurs. While ·r SA agree-. v.-ith thJs r~~ummcnJatiun. 11 Jbagrccs with the ~1<~1cm~nts in 
the report th.nt "TSA hns not implcm<:<nwd e strill<lgk pl:m to e:umre rhe program's suceess." nor 
J~'c'i<lpctl pnionn,mn' rrlc·asurd for the ('lrogtlillL Ahhoc1gh in dmfl fonn Lu'ltil Dtt<'mher 201:2, 
the Pro:<ijrartl operated tu1dcr L'le mutegic pla.n and bcg.111 implementmg many of the strategic 
o0jc'1:tivc·~. 11lcluding dc\'clc)pirrg a (:Wffllmhtncc mc'tri~~ pl:tn and <.cc•rrtilllling to amll~;c· the 
cflectlven~~> of bdlU''ior detection a,n(j ;lnaly$i~. 

• ,u1~i"tcnt 1\'Jth Onln; ()( M;umg~m~nt aml Blldg~·tt(lMBl ('tr~ulin i\"11, th~ Sl'tll StmrqpL' 
Plan ,!1:-!lnes its mi~skm. goals, ubjecth es, and awons tl'ult the Program will take to reahz.: goals 
and nwnih1r Jlr•l)!rcss In fnct, in N>Wo.:tllhcr :!0 12, the l'mgr.1m pHhlish~J and imnwdwtdj hcg;m 
mtplcmcn\mg the lkhrl\ iur Do:t~Xtion and Analy~is Divh.wn Perfonnunce Mdncs Plilll LJutlining 
the l'mgmrn's appr()ach to dcv,:l,lpini:\ a comrr<OhensiH- syotcm for efr'cctiH·l;. mc,tsuring SPOT 
1"-'rl(\rmiln~~. Sp.:~iticall;:-, thi.' jll'r!Utm.-lnt~ mdncs pi rut idenlilies cum:nl gap~ in pcrhmnan~.; 
m<•trk$ collection, in1tiarive~ to add res~ melfic< gaps, and resotm:e requirement> for the next 3 
ytar,'i Th,; pi"" indwk., a 'd d r~d!wrnanl~ ru~tnl.> thill allo" lin ~.mtirnlou~ pcrl(irrll.l<l{'t 
tracking an::l evaluatic;n, includmg 

Pcrformao~e rne~mes for sckctitlg. hiring, and trainin~ BDO:;; 
P.:rfbrm.1nc~· m~~~~'rc' for c·\'alu.'lting individual BOO r~·rf,Jrm;mt~ und df~ctiv.::ncM; 
Md 
PertOrm,1nce metrks for c' ahmtinil progrum l'ffcdi-.-c·t~e~s a1 a whole, includm!( which 
lwh,\VIvr~ kad Ill u lugb prL>h,,t;:ltl~ d;: BDO ~·n~<>t•nJ~·ritlf and d<:t~·(tln.t) hi~;IHi').: 
p~s>engers 

Tite P~c•gr..un \S lJl tlli: pro-ct>~ of \lpd~tlllg the olrll!<:!!J( plan to re!lcct the organiatt<m '$ rco:ent 
rea!J~nrncm n_e Plan wfll claOOmte tln the Program's dfort~ to work v.ith ext<:rn~J pannfrl' 
~u~h ~~" lav. enfc•r~c·nwnt. whtdtthe rSA Jlr~ady docs on a ..:uns1~lt'lll basi$. AJditioMily, TSA 
will .:wcute a BDO trmning ">trategy elaborating on m:my oft!w eftbm that are t:Hrl'\:ntly 
un.J~rw.ty _ I· inn I!~. tb~ 1'1 01!-mtn wil! tDrllinuc to pmtluc·.t o1 V<·~rlv _,p~nd-plmt that id<·nttlk~ 
go<~l~. vbJC~IIveo, budg.:t for01ulation and exe~ullou. and expend:tu~e tmcking, In sum, all of the 
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C"rtlfhlll~t\l~ of:! e"mprdt.:noi"c \\ralc'~·.'~ pl!L"l .tr< in phwc ~~ilh cffMt~ und~r\\aj hl .l.Chk~.:: full 
imrlementation. 

TS.A tinah1ed a ,tr.ll~gJC plan and !'<'rt~n-rnuncl· measuremem rlan and begun impi<"m~ntint: 
ma_1y oflhe objrdives in these frumell'otk documents rhercfor~, rsA rcque>b that OJO 
1:onsiJcr thi~ recumm(nd.tlton inlpi<"'ncmed and dosed 

K~:comw~ndation 2; Dn·elop and impl~mcnt ~ontruls tu eu~un• cumpl~t~o~~~~. u~:~ura~y, 
uthoril11tion, and \ alidUy of r~ferral data enter('(l I nth the PtrformanN• .\1ruurtment 
lnfonn.11tion Syst~m. 

TSA concurs. The Pt>rtbnna.nc~ 'vkll~uremcnllnformmion Sy-;Jen: ( PMISJ nxord~ SPOT 
(1pemtional dat.~. The sys~~em ,:.~pturt~ in!Orrnuttcm induding unem and the <.\ltrcndt>r of 
prohil'>i10d it~ms. Tlte Pmgrnm h<l~ wkcn measures to ensure the compktencs'i, .wnttacy. and 
rabJit; of SPO r data nlrl"ady ~wbmtlted mto PM IS s.n.d dc\clop~J further ~ontrols \\1thin 1:.c 
sy,tmt :o pr('\'~nl !'utur.; error>. 

lrt LJe<:embcr 2012. the Progr.u1\ wmpletOO a data audit of all SPOT re!errals entered mto PM IS 
l...::tw~~.·n t>.IMdl 2010 and .illl~ll.•l 2.011. l11e I'm g. rum prn1 idcd mandat .. ry guidan~t: 1lwt difll\>rt~ 
Wrr~Cttedmical ar1d ~dmlmstratne emJr3 by amending lhe PMIS record> throu~h a comparison 
wil1thc ]qpj oopy tdi:m.tl tllc~t~ tlwl are rn;unt~in<:U lw;u.JI; (\>rrc~.:twn' ar~ Jo~Jrncnl~tl m 
·.-pr~n,bhcets llllling that the P'VIIS rec,-,rd was chun~cJ, when ~prnpn:ue. o~ that there \\~S H 
re~on 'vhy the report was filled out w:th those tl.:Jds and thus did nCit constitute an error. The 
l"llttrc audtt unJ rcrncdi:uwn pmccs:; will be l'inalll~<l hy r.lay 201.'\, for ~I: but 11v.: :urpon~. th~ 
last ofwh1ch will be ~omplet~d by July 2013. The Pmgram will ~Mtin~e l.tt)!c--;col<: -:im.J. .J.uJitt> 
to enstll'e th~ VJI:d:ty and a~curJcy ufSP0-1 n!'fl'rtal d.l.llt AJditiot,ully, the l'ro!;l'"m cn::u<:J" 
rcpo11 fm ~POT Tnw.~:pm'1ati\'n S~\'ttnty Man:l£~·r> 1'S fSl\l) gil'ing them the nbilit~ to lnntlly 
monitor and ~orte~t errorS on a rc;,;uJ;if bM1s 

The Pwgr~m aloo ha.~ two stgnitlc,-mt Tnformatton T c~hno1o~y mitiallve~ underwav to enhun~e 
l1~ ,w;;cr.t~Y anC \'nhJtiY \.lfWU I d~t~. The tirst inlllattv~. 1~, be 1mpkment~d in ihe b~gJm:unf 
uf t>.tty 20 D. nwdifl~~. tlw .;:um·nt :-1POT mndull-, indudinp, tum:ng nO' the 7)-h(\ur umo­
pmmO!<' funct\On ano;l ;1ddmg dNp d''"n m~nus and ~h~~k boxe~ t0 <oup11ir<" SPOT ret(:-rml Cma. 
It a;~o induJe', a,Jdnot)nal rrquirnl ~kid:; uuJ 1)(1~111~:,, rok~ w ~r.surc n:ore d(UtJU(~ anJ 
~omplet,~ repnr1inj!. This initimtve will f~dlitm~ data imq~rity in the fielC and ensure thar :Jl 
entries into PM IS ha>e b~en rt• 1eweJ ami appro1•ed t-y an STSM for 4Ulll1ly assur¥.cc. BDO~ 
and ST~l\1~ WCI\: tr.tim:d on thi~ HCW form tlw 111e~k (Jf -\pnl.'2-2fl. 201~. ~iii Ad1.•he Ctlnne,-t 
~e~<Mon~. ~<lnf~rences caBs, fu"ld guidJn~c document> provtded on the STS\1 iShar~ site. 

The ~~c.md muiJtiw ~teJte.; a new SPOT Jat;tt->a . ..c :hut wtlll'le rnorc flc-..:ihlc. rcduc<!' da1u ~niT'\ 
r;:oq~irements to the f,Jl/cst extent pos~ibk, and have extensive an,II;mc;~J cap.lbihues. tncl~Jing 
lx·I!N trend Jtial} ~~~ ot' indl~ii\Ufi rc~t11i111g in d<:tl'CIIull ef a high rbk p.t~scng<"t 1~\.'\lc'm 
req<Jirement phnsc complet~d \.1ar.::h 2013; de~ign and d,•vel•>rment pha:;e~ w\ll be compktcd 
over :h~ nex:: 12 months) 
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TlR''lt ~>St<'m modificatiom prm·iJc• the nccc·<~ar; controb to ~nsurt ..::ompkt~nc%, accura~y, 
pro;;.er lluthuri·mtion, and Villidity of the r~ferral cbta entered into the PM IS syst~n1 l'hcrelorc, 
T'iA requesb that O!G consider this ft'Commendadon imple-mcmed at1d c\osffi. 

Rteommendllfh:m 3: Develop and implement a pllln that provides recurrent lraininK to 
IJDO instrnl.'ton :~~nd BDO~. 

TSA ClllH:ur.;. TSA :ws de, eloped and impl<:mem~d a plan to pro\ ide- recurT~nt tnUniJlg for 
lHJO 11111ructnrs and tdfc~llcr lmininifol\lr the BDO wuri..Jor~~. At the same It me. TSA hro 
added addihonal Onhnt> Learning. Center (OLC) requirem<."ms specitio::ally for BOOs 

BDO Instructors: All National Training Team (NTI) in~tructors, including those currently 
a . .;sqpwcl 10 the NIT, will awmtl ao a~adcmy when~ 1hcy will 00 l,,ught and cvululllcJ on l<:.tc·hi11g 
tcchniqws ~pc~ilka!ly, they will r~c..,ive Uw ()11icil of Law L·nf~)rcemcnt/f ed<.Jt31 Air \tar:; hal 
s~n·ke Jmtructor Development (\:">ur,c. Th~y will also recctvc training o~ the tcclmical conte-nt 
ol coun-c~ that the ?'>JTf k.achL'' inL·luding BDO Sl'lr! Ha'l~ I ra1ning uml l:llJO Rcfrc~,hd 
Trnining. Tbcy arc further required to complete Train-the· Trainer tT3) training for the counes 
1~.ey will be tc.Jching. Ur:~duatc~ of the NTT ALadcm! dcplny as mcmi:X'r-; of the NTf for a 6· 
month pcnod dunng which 1.hey shadow qualitlcd instructor~ and undergo a mentoring proces~ 
At any point in the prclc,~,;~. in>lnldOT'- fmlrog to meet standards are r<.'nvwed from the qualified 
list ()fthose who can in,truet BDO cours.;,~ The Oflko: ot !'mining ll.rld Workforc'.' l.:uga~~mrnt 
tOT\\ 1:1 ll.rld BDAP will collabomtc on providing instnli:tors with recurrent tr-aining and/or 
gu.danco; if <:llrrkulum I;<Hllt:nt ~;h;mg:c:1. 

fUJCh: Rt•frv.,h~r l'raining is mrcgral to an dfcrtiv~ traimng pmgrun1 1->etauf.c 1\0rk o:onJuion~ 
<Hid J)<.•licivs .:har.gv over time. Addttioual m upJ:;~tcd trninmg eus11res that the progr.u:n 's 
rnission c,1minue:; to be at:c,lmplishcJ dll:cti1 ely During caleodn.r year {CYl 201 \. :>:\2 O()Qq 

atknd~J 12 R~lf~oh<.:r rr~ining ~h%c.•. while in 201 )., 481 fiDOs at!\:ndcd 24 Kdreshn I wrning 
dasse~. BDA.P has r.::!llign~d NTT rc~ourc~s for calendM yeM 2013 <o ensure :hat all digible 
111Ji b' ~omplct~ Rd'rc:sht!'r 1'r.nnll1!,( b; tllc W'\d of fktcmhcr 2013. To that eml, from ~chruar} 
11 through Mar~h 9, 2013, NTT mcr:lber.> condu~ted J 2 refresher da.sses for 388 13009 from 10 
Mrpor1~ In Aptll ~013, an :~.dditwnnl177 H[)Os wi!l be tr:Jilled Jtmng 8 refr~ii.h.;r d;~~>e'i, Thll~. 
ty the e:Jd of r\pnl 2013, 1,278 of the Jp;)mxinwtely :,020 di!o;iblc fHJO~ will have nxetvcd 
refresher training, P!imning i~ llfli!Otll!l to conduct an ::~dditiontil 30 refresher da::ses during the 
rcmnind,·r t!fl'Y ~013 :o pr<>l'idc trairung to allrligthk liDOs who have no\ yd received 
refrt:5hcr training. TSA recognizes that ongoing Wl.inmg on a t'r~qa<.'nt ba:;is is tritkal to 
mamuining and cnhan~rtll,\ ~I< ills kamnl during BDO SPOT Bas~c 1 rain in~. Fn~h yea:-. the 
Program Oft'kc will provtd<' a gap un<tly't' t<J OTWE idcnti(ving perfonnrur~c fa~tors and futun: 
obj~·l:ti,c·s whtdl 0 fWE 'ilill U$e to upJnk the prior year's Rdl-esher T r;"Jining. The Prurr:rm 
wil. frt~liCilliJ ]\rtr\ ide the updated traming ,-nsunn~ that liDOs nMirttair' t'f.~cnti~J ~kilh 

AdJilwllall). IOtl'i,btlucal airpvrts, in January ;,ro 1 ), Ill> ill' lnt~ndwJ a ~cnt~ c>f 1nuning 
s.:enlll"JO~ for STSI\-1$. These ~~narws help STSMs engage with :heir cmployc~s. assist BOOs in 
rrvt~\\ in~t ~ritiral pnJC<.·d~rrc~. nnd apply aitkul1hinki11g M u \tam. ~ urllll'r. 0 f\VE w!ll add 
five n~v. OLC C\lUr~~~ :(>the BDO le;1rni11g plan during ~alcndi!l' year 2013, and v.ill updutc two 
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.:urrent OJ.C cm.1meo T\w:,c OlC courses focu~ on critical ~k:lls in •he Meas or rcp1'rt writing, 
property s.c:-uche~. Walk lhc Lme prm:cJure~. and CJu;;all 'onvcr:.at10n Wl'hm4ucs OT\1.:1:. l:w, 
also bqr.un updming tb~ SPOT flask and :.:POT Refrcstwr Traininr;\ coursc1, inrorporatinll' 
~tandJ.rd Opctatin:-; f>mn~d~rc 1 'j()f'l urdate~. enlwn~cd in~truct<•r no:~~ and :n,tru~:tur be~t 
pra.:tias W1th an o:stimated completion date no Inter thart A,tgust 2013. 

'Jlte cotnpleted an<i plannl·d rdresher truining for 1!100 in5tructors and BOOs io comprehen~tH'. 
Therefor~. TSA n:qu~~l' that O!Ci 1'nnsid~r this re~(\mrt1enda!l0Jl irhplettiented Md dosed 

4 

Re(omml.'ndation 4: Oen•lop and implement a plan to a~sess BOO instructor perrormance 
in req•JirctJ core tfllt!Jid~nde~ on a rfj\Uiar bnsb. 

TSA concuu. On A;1ril 2, 200'J. :he Fl])AJ1 publi.~bcJ n ;..Jationul r r.tinitlf\ T cam rNr[) \luid~ 
for lnstrunor, and F~dctal Security !Jirc~ltlr~ tFSLJJ. This tra~ning gu..ii.le providl'ci da)'-lO·o.by 
0pcr;ltionalguidance fo~ m~mber~ of the >ITT Sin~~ this gui<.k did nor addn-ss the certirlcamm 
a11<.l rei.:<:rli!lcatiou of in<-~n•U<'"'· the l'ro~ram wi!J 1s~ut a new ~rl'~H)n in ~Iii~ 201 J lt will 
mclude n plan to regularly assess BOO mitrJctor performance in core eompctencies The Ma) 
2013 I !an<.lh<Mk >~,·ill prov1dc tilt' (ullt>" in~ ~uilk1in"~ 

A1J tn$11\J~tor., willl">e c•ahmtc,~ ;\m'llJall} il'I.KCurdan~c with nrwr·, ()uJllt)- A$Sllf"JJ1~C 
tQAl and Compli .. nce Progn:un UStJ-0 J'II(JACP-~OJ'-•)5121)12 and must n:~CJ\~ a QA 
~vu!uatiwt with a "·:'\.tem f.-<p~ttati<.ins'' cr t>etw aUiT1f. The QA ll.S'><'SSI'IleT11 will be 
wtodu~t~J Juring Jdivery or ;1ppwvcd ltdmicnl training cnJJr~c-~ in the prugr .llll ar~a in 
wh1ch the irutructor is qualified to teach. If a QA e~aluation rating below "1\leeUi 
f:~po:tL"1<tUolJ1~ .. i~ rt:I;!:!!Wd, n.•n,~-diatitm and n:·..:vuhtutt,m 1~ill be r~'luin\J In~truct"r~ 
v.1ll be uilowt>d a toW.! of three utt~mpt~ to w.:hie~..: the '"1\1~1~ txp~cwti0fls" rating le-..·el. 
The third failure will re~ult in the de·~ertification of the inslrl~<.'Wr and ~m,wal fro:n the 
Nrr Thb J3 c•m•w,tcnt v.ith ~>ther TSA io~trudion pr,gr.llll~ anJ evulu,,ti•m prot..:,~cs 

hcry o.jt..'lrt..:r. all m~uultnr~ <>~~i!lJICJ to theN IT w1!1 he pru\idL·d fccdb~ck on thctr 
instructional skills. For da.s~rwm instructors, the- tixdback \.\-ill ah!Ul ""lth tb<: 
Tr.111~ponanno ()fJl..:cr P..:rf\,rman~'': '>)q1•m for Afl(J~ Durin~ a HJ)() Ha;,H; Tmining 
rrus~i')1l. the tles1gnarcU Team Lend will t<l!l1pktc a OHS Employe..: PertimnrnKr Plan 
anC Appmi~al Fcmtl (ff'PA) fo: DDOs for each in~tnKWr a.;~igned to the mi"Sion rne 
I CJ111 Lead wl)l P'"''IJc l<:edh~d to the irJh!I1Kl01~ alunf!: with a ci~.>u<::d copy of the 
EPPA. The Team Lead \\ill rhen provide a copy of the EPPA to BDAP, whkh BDAP 
will in turn pr\o>Jd>' to th~ in~utwtur"< ,\irport of Rc~:Pnl (AI lR) 

I-' or T .:am ( c'<ld:L lhe fccd\->nck will align with t'Je L~·~d·~ t:ml'k'Y<'•' PelfNmflnC<' 
Mrulil~•·rn~n! l'ro~t-tam lEPMPl. ~T~Ms<Js~Jgncd to tl-.c :--JTr shall provide the UOAf' 
'A~th a copy of their current EPMP ronn. For the quancr!y fcrdback. a rep~:;entmiw of 
the JIIJA.I' will "b"'-'IH the :-:rsM during WI NTT mrs~ion aad, tt"ing ~ppr,,prllll<: 
cympetcn.:ic~ from the EP'VIP, prov1Je teedbad to the STSM 3lon~ with a si~ned COi'Y 
nf the FPMP. The EPMJ'> v.iil J.l>.<.> "c pt<'l'i;.kJ t<> the S'l SM 's ,\( )!{. Tht~o.· J'>!\>as~c~ 
are ~<Jn<;L>tent W.tb how cn1ployees a.-rc evaluated when the~ are par: ofT SA National 
Do:rloynwnt fnrcc 
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TSA hat del'l.'lupcJ !till! implL'rnl.'t1tcJ a plan to asses> !:lDO in~truxh>r perf\,rmrulCI.' I hadiJrc. 
TSA requcMs th~t 010 cn~sidcr t~is recommcndatk'n implemen~cd and dolled. 

Rssommend!!tipn :5: Monilor and truck the usc of non-SPOT rei11Wd d••tin to td!Hirt 
BllOs ure u'cd ill .11 ''"'t-et'fecri~e mll.nhtr &l)d in llcto~rdllnCe w!th the rn~~~Jon of thr Sl1(rf 
program. 

5 

TSA concur~. l'tlt Pw,tram ts \IM~IIl!' 011 tV.\> nutM 111itiJthr~ .mncd Jt monitvung and 
tmckin~ the use of BDOs to ensure thBt they are used in a t,>$1·effedive manner and in 
IKU>tdmw..: with the rni,.;j,,n of I he SPOT rrcl!;riiOL rhes~ tnittall\c'~ take into ~~~~<'l,ml that ~ Sl h 
:nust retain the discre1ien to emploj BOOs to meet a spcctfic security threat or need The 
IUHJ,\lih·~ are w; t<Jllo\\• 

BOO F.ffitienc~ atnd ArcountflbllitJ MCirit~ (HK\1\t) Datlll'•u~c: BF AM pr<•viJes ,llrpt)rt: 
cllilll<tg<.'t:lt:ll tJ.Hd l S,\ \\lith a ~a~nd.u-Ji;ed tool !() tratk and an~! I h· l.IVO <ktily tlpc·raticlnal d,\1._1, 
mdudin,;: BOO loC.:ltJ(ln~ anc tim<: spcnl performing duties. The ~}~tem ~trearnline~ the current 
rm:th,J~ (J( u•lk·Lt>ng lhi~ J.Jt'L whkh 'arlc, hy tlitCh aiq\urt_ Mrm: a<e~ura\C Wid <'<nnplt'tc data 
will allow {"or tr.creJsed sundardtzation of the pl\•gram and m:pr,ll(d ;mal:- ~i~ of the usc ofthe 
b<:~.~'"'r dct<.'tliun capahility fll n•rpnrt~ rl111innw,,lc. lrl Otwh~r 2012. TSA hl'glm ~\ ~1\Jil!lrlf the 
tool at :·d~,·t ~tiQOrh rdimnl( the ~}~l~m n:y~rro:r,.wnh, In May ;!013. lhe l'rngr.lfll bq,Hn~ a 
n~uonw1dc rollout of BEAM. \I hich w:ll include- further pilot->. i~corpL~mtion of updah::-sik-..;som 
l~arn~J. ,md pt~1n:Jur~' rrnnd,H•n;: ,tir('lms· us~ ofth~ ~) ·!t~ttl 

RF• AM dam will!>.: dw-<:-1;. l'!lonthlr<:d by J\J)AP pnwidill)! 111fnmlillion thal ~-·~~~ pr.:\"i<>u~l\' not 
readily nvailubk o:1 t.:sc ofBDOs. LT~irlg da:a from BEAM. TSA will analyLc ho~'< to d..:plo> 
BOO as.;ct.' as part ofth~ la1"!!'4:l TSA w:curity >)'Sl<:m. •ndu,Jing, buttlotlimir~d to, wh~thm 
1300 <.kpk>ynlCrll IS nm.\i ntil'-'d fnr <1]-:raliml.ll dTcctiltnt>~ Juring J'"<-"<Lk lra1 d tim~·. "I hF<">LI\Sh 
mal~>i:;. the Prvp:rarn v. ill gain in:;if!.hl to how BOOs are t'eing nqrul l>rl;y uuli.:ed. opecit1caJJy 
hi>W t•lkn lh~·y arl' p~r!nrn1ing tlut"" l'ulwi~ of til<' ~rope of Sf'( IT iliJ1ic~ The Prt't:ram wil: 
work 'With u\her part,; of OSO t.:l c•mt.!u~\ a ''>~Hx:nd1t analy>i~ on w'-letht!r thew duttc> pro,·idc 
a nwunin)lflll .1ddmon toT'):\·, s.:tunlv >ystem and lire b~st carril-d oul ·~} n BD{) The Prngr..ut1 
wiU r~gv[;~rl~ r<:port !inJwg•. <o FSD>. R~gi,,n;~l Dir~~tor; \RD). and oth~r (JSIJ k~o,krohip. ali 

:tppropriate and ne~ded 

Prog.-llm Compli>1nce AM~e~~mtnt Vblh: In 2012, BDAP crcn1~d the Progrnm Complianc<.' 
·\o,o,·ssmcnt 1 PCA) team 10 3$~iCS> Cf<mpli.m~o~ with the <;pnT SOP thT•'U)!h ''b~erv:Hk'n nr.d 
pflrtieipalk>n in each uirp\Jrt'o npcranon. ln J\lditwn to SOP ~t>mphunc~. PCAs 1denlify how 
:J•tpl'r1'> ar~ t~:>ing. Bl)(),; vi::~ silt~ vi~iL~ and then v~lidatc th<'~C' PI>S('rv:.~1io•,~ lhtoHJgb I-IF.AM 

In light of this mmprehmsiH" monitonng ll!".d trackin!' plan through BEAM =d PCA visi:s, 
! ~A rcqu.:>b tfml ()((1 ~'lTI'iidcr thh re.:••mmcrtdatoun m•pkmcrii~J umJ dt•_,~tl 

R«ommenduthttl 6: D.:Hlop and lmJtl.:mt•nt a prQC<!>x fQr idomtifyinjlllnd t~ddrc~~lnJ.l 
l$~u~~ tb111 m11y tlirc~tly dfccl the su~tc~~ pf th~ Sl'OT progr11m ~uch ;u tb~ sd~tfi{ln, 
allocation 11nd performance of BOOs~ 
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TSA concurs. TSA has Jtveloped and impl~mented the following pr(}cesses for RDOs and 
i:l I l:lM~ 1<1 pto\'hk tl-eJba.::K. ~ug!)e~lion:; and conu~rn~ to HDAJ', 

6 

I'SA ldcaFadury: On A.pnl 2~. 2007, TS.A luunchcli tho: IJeaFa,·tor}. a Wcb-b:tS~d tool 
tt.at !!;ivr~ more dm.n 50.000 field an(! headquaners reroonnel, including BOOs, a voice to 
t<~nmll..llllta\'' 11npruvemt::t\l kka~. !d~aFauory emp01M:r~ TSA t•mplo;cc~ to dt'H:k'P· 
rr<>mot.:. w.d impi'IW~ innovatn·e id~as for pro~am~. proces~c~. <tnd t<:~hnolt>gic> with(o'J\ 
b<'lng l'ilr~·~d tlm.Jugh the Ctllif\' T-~A ~<Jmmwnty. l'~rti''IJM.!I\~ suhrnrt idc'lb, prov1JC 
comment> en how 10 improve n.e\.1 concepts. and endorse idea~. which they belkvc. 
~hllltld tx· n:~mnm~·nJcd tO~ intplenwot,Jti,)tJ. 

IJOO Oisctmiotl Hoard lllou: A!l HDO~ haw a<:.Dc~s tQ the ~]>()I J~tlur~ ;it.:, wiHch 
ir.cl'Jdes a discu%ion hoard or Blof: where they can provid,· ideas w1d thou.-:ht> 

Bi-Wtekly Be~~! Ptutkes Confertnee Call~: In Novemlx'r 2012, BDAP beg~n bi­
'1\C!.'kly wm<•rc'IKC call~ with ,Jirp<ll'b rm\ idm.o; ttwm with an <~pponunny to e\(:tmtg<: 
b.:-st prawc~s. rn'se concerns. ar.d reinfi111:e ke~· prograrnmmic proc~dure~ and polid~s 

SPOT MailhoA: BDAP OJ>eiale~ an em:.til box fo:· all BDOs to ask yuesuom, make 
ohs-.:ri'Jlll'll' or ,ohdt d~rtlin.1t<on on p,,]ll.i~\ and pro~cdun:.~ 'I he ~mull OOJi prn' H,k, 
BDOs and STSM with an avenue ry clarify policy, tecomnwnd new inniativcs. and 
.Jcl;.nq\1 kdJoH' !l])O:;' \~ork The l'rogmm aim~ 1(1 n-'pond ro ca~h l'lllail wirl1111 orw v.eck 
and alSQ rrovtJe~' a "<¢d<IY summ~ry of all polic)· and piT.'o;o:d~,r~s qu~-:s1ion~ and M>\~ers 
tn uil ~TS/I.h I his Jnt\mn.:Jtlon i:. ,]iarcd with cmpl.•y~cs thwugh alrrort Shit11.lnd' 

llt'st l'rurtkr' iSI111rt> S1t~; Jn hmw.l) 201 :;, TS,\ l;mn~bcd a [ksr l'r dCil'l'S •~:H1<1r~ $1k. 
whJCh huilds upon •.he ouctess of the biweekly be:ll practic~s o,:,~nf~ren~e calls. At 
a1rp.,rh n:~lwm'IJ..:. FSI ;~. SI'O J { \>-:1rdiu~t"r~. tl.!ana~,J,'r'. and ]l]Jr )~ have put 
innoVll.tion to work by uea~in~ tools that improve their operations The goa! of this stte IS 

l<' turn I<J('.JI~t.:m,J Hkm; 1nh1n~tional best fll:l>.'llc~, 

Bi~Wrd•l)' Sbifl Urid; ll[)A!' p1o•ak';; Shiti flrld.ltl "I SMH hi<Lhlighting BDO ""r);., 
mdudinl:! indd~nts that d~monstr<~te adben:nc~ to proper pro~:edure5 aad cff..:ctiw 
utlln•me.,, in,·ludin~. but not !1mi1cd to. luw ..:nf,m:c·m<•nt•ntep;cmion n,.:" ll:icf H:oo 
dJS.:I.lS5~5 IK'W imliatives and pro\ ide> o!'X<"rcJses !llld •alking points for ManJ,;<N on 
(11\IC~) \OJ)IC'• 

Wttkly Fr~:quL•n!l" Askt:d Qutstinn~~ ll'~>.jlltHtly A,kc·J l)u~·~t.om, an: sent <Ill\ 10 
BOO M;,.u;;~ers t:a~h week vi;; t)Je Lli>tribuliun list summwuing procedural quc~lion" 
I''"~J lO BOA!' Ol'tr the: rrniml' W~T~ 

Wn•kly Oa~hb~1nrd: A IH'dd) dJ~hb,,moJ I~ rrol'io.l~J Wf .. ~llo, it:ld fieiJ kc~d~l"lhip, 
"lndt c·apturcs opcru!Hm~l melnc> fn1m ti)e pro:viou,; week and includes update; on 
progtW\HliJtic iulhJii>L.• 
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• .'\1on1hly l'n•~ram (';db: 'vh•nthly <;,tlb uw n•nli11t ted t.;• )'TO' io..k fSJ )•. 'I'U I 
C<:lordinat•-'~"· ~nd ST~ _11,.(,; v..ith upJ<>t~~ w .. j ootificoHior_ ofupc·:·ming mitiaun~~ :nd 
~h:m~c'\ 

7 

PC A Visits: PCA m~Lhodol0g;> will serv' 115 a process tOr lJenllf) 'ng and addre~sing 
is'11c~ that rna) dir<.»:tly :lllct·{ the> succe~s of the SPOT pwg:ram. ( lnder the PCA 
J>r,J)!_I.llll_ l'L A [._•,Jill' ,-ompri,c'tl ofht~h tKr:"rm:n!'. 'pcuall) ·tr:li1WJ HIll l~ 1\:11 
ol.J>cr>c and lllo>es~ SPtii t•pcrauon.s at ;-.irports or. an annual. basts. widt :he ~;:,.Jal ol 
promotin)i the conGi~ten! applwation of SPOT P<ll1cics and procedures_ The> PC\ 
·\~,~'>olllCilb 1' ill pr.)c!uu: < ·hj,..._·u~c. ')m\lllitath c.> Jau rhal "'illiCoLiLlatL th~· tUlulvsi~ 
>drutilkalt!ln. tutd lflt~·~tng or ''fl'T.tli('ll:tlt,~ur~ and Jclkh:nc:•·~ thdt may t~yuu~ further 
-::xplc'tatk•n and, potentiaU~. currc:ct:ire action. follol'<11lt: PCA \'isi:;, .J.irpon~ v..-ill 
1\'cC'i l't A .:Jru<~ttm:d n·po:trlthar !tnalyJt:~ th~ n-~Jlb ,,: the P(' r\ T~ttm ·~ (>hM•r\ .ttic)n.; ,md 
,J~nhll~~ ~ny r~quir~d rctnt:dt.tlion pLtn• i\dditic>n,,Jh .lllC<<' r,·ron~ will h,~ .1\.!il.thk to 
JU)~. OSO Dir~..;i,•n Dt~tvr>, the OSO .1\osi<tant Adm.nt~trJ.Wr an<l oth<:r~. as ne~essMy. 
The P('A, V>ill al>o ~e:ve as anadditiunal me.:h.n-,•sm for RDOs ~.nd ~ TSM;; to pru\·idc 
th~ lll lAl' k~dhuc~ ;u.tl ,>btuu\ f!,(liJ.!n<.'C WI ~1'1) I p<>ilci~~ >iJid pro,·,·thm,::, In 1:,,. lt•lllf•\ 
BDt\ I' :mlktpmcs lt_at ai!port; will sclf-.>Ssc':>s u~i:lg the PC.·\. c'l'it~n~ 'N~xh \\~ll not •'lily 
~tandruJizc and i-mpr\l,·e Tht qualit:· c;' ;;clt·e\'alrnui(•ns. bl.ll ~Js.J funh<:r cnh:mce BDAP. s 
nnrl airp.>r1s' _thtl il_v 1<, Jdenti(. i<su,~s 1h:H tn:ly .• tku 1h~ .;~~tc~s ot' th~ ~ ]'( n l''"t'""" 

Th~~~ d!~_wt:: and •Jthc~. mdLLJirlg addiug an annual BDO 'ut\cy \'.ill b~ cap~uad in a BDO 
t'ommumio;atit>n Pla..1 w b~ c·ol1lpkted 1•ithin ;he ne:c 90J:t;~ As par: c:'TS.\ ·~ rn-..:c:;~ ,1f 
ll['daliug '''· ~lr.,kgk pitt-:-~ for the Sl'O I pi<>gram. I tiA w:ll Jt\ k:w ~.:unc·111 "'In :im1. ,dln.-,llllm 
and p~rthm11n<:c -:nwr111 U'l d11U:rmmt if change; ue wurramcd 
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SPOT Referral Process 

' 
Assess behavior cues and 

appe;;orunce fJctur5 

' 
Perform Waif. the Lirm 

' 
Immediate Lf'.O 

n~.tlfro~tron roquirod? 

Is indrvidual exhibillng 
SPOT bohav1ors 

entenng screening 
pr<>C%i<7 

Allow individual to proce&d 

' 
Source: TSA 

See Note 1 

Yes 

See Note 2 

No 

' 

Yes 
~ 

Select the 111d1V1dUal for SPOT 
ri>lerml screenrng 

' 
SPOT referral 

Cumplete referral report 

lEO re!errn! 
Com~l~te i11cid~nt r~port 
Complete referral report 

Cnmploto TISS rJatilbASO ontry 

~ 

' 

Not1ty LEO 

' Yes 

Does the rndtvtdual 
m~mthe cntona for 
LEO notrrr~atr•_,n~ 

Note 1: BOOs initiate brief verbal exchanges with passengers wa1t1ng in line, while observing passengers' 
behaviors. 
Note 2: Tht> SPOT program assigns point valut>s to specific passenger bt>haviors and appearance~ 
Passengers exhibiting behaviors that exceed the SPOT numerical threshold are referred for 
SPOT referral ~rreening. The SPOT referral screening 1ncludes a search of the passenger, the pa~~enger'~ 
personal property, and a review of the passenger's identification and travel documents. 
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SPOT Situational Report (SitRep} Dashboard- All Airports 

SPOT 

Source: TSA 

oc 
F,-, 

Note: The information reported in TSA's Ddshboard may be inaccurate and inwmplete because of E>rmrs identified in 

the PM!S data< 
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Appendix E 
GAO Status of SPOT Recommendations (as of 4/10/2013) 
(Source: http'//www £dO gov/producb/GAD· 1_0. 763, GAO official website) 

Efforts Validate TSA 's Passenger Screening Behavior Detection Program Underway, but 
Opportunities Exist to Strengthen Validation and Address Operational Challenges, 
GA0-10-763, May 20, 2010 

Recommendation: To help ensure that SPOT is based on valid scientific principles that 

can be effectively applied in an airport environment, the Secretary of Homeland Security 
should convene an independent panel of experts to review the methodology of the DHS 
Science and Technology (S& T) Directorate study on the SPOT program to determine 
whether the study's r'rH~thodology is sufficiently comprehensive to validate the SPOT 
program. This assessment should include appropriate input from other federal agencies 
with expertise in behavior detection and relevant subject matter experts. Status: 
Closed- Implemented 

Recommendation: If research determines that the SPOT program has a scientifically 

validated basis for using behavior detection for counterterrorism purposes in the airport 
environment, then the TSA Administrator should conduct a comprehensive risk 
assessment to include threat, vulnerability, and consequence of airports nationwide to 
determine the effective deployment of SPOT if TSA's ongoing Aviation Modal Risk 
Assessment lacks this information. Status: Open 

Recommendation: If research determines that the SPOT program has a scientifically 
validated basis for using behavior detection for counterterrorism purposes in the airport 

environment, then the TSA Administrator should perform a cost--benefit analysis of the 
SPOT program, including a comparison of the SPOT program with other security 

screening programs, such as random screening, or already existing secunty measures. 
Status: Open 

Recommendation: If research determines that the SPOT program has a scientifically 
validated basis for using behavior detection for counterterrorism purposes in the airport 
environment, then the TSA Administrator should revise and implement the SPOT 

strategic plan by incorporating risk assessment information, identifying cost and 
resources, linking it to other related TSA strategic documents, describing how SPOT is 
integrated and implemented with TSA's other layers of aviation security, and providing 

guidance on how to effectively link the roles, responsibilities, and capabilities of federal, 
state, and local officials providing program support. Status: Open 
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Recommendation: If research determines that the SPOT program has a scientifically 
validated basis for using behavior detection for counterterrorism purposes in the airport 
environment, then the TSA Administrator should study the feasibility of using airport 
checkpoint~surveillance video recordings of individuals transiting checkpoints who were 

later charged with or pleaded guilty to terrorism--related offenses to enhance 
understanding of terrorist behaviors in the airport checkpoint environment Status: 
Closed- Implemented 

Recommendation: Concurrent with the DHS S&T Directorate study of SPOT, and an 
independent panel assessment of the soundness of the methodology of the S& T study, 
to ensure the program's effective implementation, and to provide additional assurance 

that TSA utilizes available resources to support the goals of deterring, detecting, and 
preventing security threats to the aviation system, the TSA Administrator should provide 

guidance in the SPOT Standard Operating Procedures or other TSA directive to Behavior 
Detection Officers {BOOs), or other TSA personnel, on inputting data into the 
Transportation Information Sharing System and set milestones and a time frame for 
deploying Transportation Information Sharing System access to SPOT airports so that 

TSA and intelligence community entities have information from all SPOT Law 
Enforcement Officer (LEO} referrals readily available to assist in "connecting the dots" 

and identifying potential terror plots. Status: Closed -Implemented 

Recommendation: Concurrent with the DHS S& T Directorate study of SPOT, and an 
independent panel assessment of the soundness of the methodology of the S& T study, 
to ensure the program's effective implementation, and to provide additional assurance 
that TSA utilizes available resources to support the goals of deterring, detecting, and 

preventing security threats to the aviation system, the TSA Administrator should 
implement the steps c<;~lled for in the TSA Office of Security Operations Business plan to 
develop a standardized process for allowing BDOs or other designated airport officials to 

send information to TSA's Transportation Security Operations Center about passengers 
whose behavior indicates that they may pose a threat to security, and provide guidance 
on how designated TSA officials are to receive information back from the 
Transportation Security Operations Center. Status: Closed -Implemented 

Recommendation: Concurrent with the DHS S& T Directorate study of SPOT, and an 

independent panel ;:1ssessment of the soundness of the methodology of the S& T study, 
to ensure the program's effective implementation, and to provide additional assurance 

that TSA utilizes available resources to support the goals of deternng, detecting, and 
preventing security threats to the aviation system, the TSA Administrator should direct 
the TSA Transportation Security Operations Center to utilize all of the law enforcement 

and intelligence databases available to lt when running passenger names, for 
passengers who have risen to the level of a LEO referral. Status: Closed -Implemented 
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Recommendation: Concurrent with the DHS S&T Directorate study of SPOT, and an 
independent panel assessment of the soundness of the methodology of the S& T study, 
to ensure the program's effective implementation, and to better measure the 

effectiveness of the program and evaluate the performance of BOOs, the TSA 
Administrator should establish a plan that includes objectives, milestones, and time 

frames to develop outcome-oriented performance measures to help refine the current 
methods used by Behavior Detection Officers for identifying individuals who may pose a 
risk to the aviation system. Status: Closed -Implemented 

Recommendation: Concurrent with the DHS S& T Directorate ~tudy of SPOT, and an 
independent panel assessment of the soundness of the methodology of the S& T study, 

to ensure the program's effective implementation, and to better measure the 
effectiveness of the program and evaluate the performance of BOOs, the TSA 

Administrator should establish controls to help ensure completeness, accuracy, 
authorization, and validity of data collected during SPOT screening. Status: Closed­
Implemented 

Recommendation: Concurrent with the DHS 5& T Directorate study of SPOT, and an 
independent panel assessment of the soundness of the methodology of the S& T study, 

to ensure the program's effective implementation, and to help ensure that TSA provides 
BOOs with the knowledge and skills needed to perform their duties, the TSA 

Administrator should establish time frames and milestones for its plan to systematically 
conduct evaluations of the SPOT training program on a periodic basis. Status: Closed­
Implemented 
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Training Task Analysis for SPOT Program -Executive Summary 

www.oig.dhs.gov 

Transportation 
Security 
Administration 

Training Task Analysis (ITA) for the 
Screening of Passengers hy Observation 

Technique (SPOT) Program 

ll,;w1nh<:r lf>.~llll 
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,,-,:,11'1'> f' ~I, 'l ~II'\' 1"-.1 <>~\1 \ II• >\ 

l·ullul\in)! lh~ l'~>Ull> ollhc P'""wusly >Uinrullcd Job l.i>k . \nill)'>~> (fl.\) Mid Uilfi~ull~. ll'rl]lutl.m~~­
und J:'ru,ru~n~) (DII•) .\nnl) ~h. ill~ ~umnl >~qud tu llw lrnmp<Hiilli~n :-i~~urity .\Umiui:.tlilliur!'i> (I :1\) 
S~rc~ning of l'as~~ng.•rs h1 (Jb~~nnliun 1 ~chnhju~ (SI'I II J l'r.Jgmm·~ dfon al impro1·ing and updating 
lh~ ouwnttr~ining ul n~h~l ior Ikt~~lwn Otlinr~ (BDI"l) Ita' mcltl<kd e>p~rt in<ight\ nl nation,,ltnm~n; 
und :-iuhj~~l \J,•tkr I .\p~lt~ (:-.\lL) during hi'O wurh~hups I hat ltml.. ptJ~" in f·chru~r. JnU \J,u~h. Y.Oil. 
111.: S'lh< wcr~ in'"!lh~d in tlu; fum;li!>IMI and hi~;rJI~hi~al JIIJI"'~ ()fllw .T J ,\ IJsks JO p;\fl (\fan <JHrJll 
1a'k \alidatiron dlon 

Th¢ r~~ult' Qt th~ \'4lHI.lll011 prt>>m ~no.llu~!'~rchic~l on'l funwonal analy~c~ a) idcntiticd th~ lt',linablc 
til'h lmrrt the ori~ina\110 JT.\ t.hh. 1:\rin~in~ the wtalto 0:.3tramablc ta,l.:~. b) f!rOup~tl th~ tr.tinabk 
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~·'nt<:tll a• wei\'' in kl'nt' ,-,f ~(>n!G~t: tltat h. th~ fn>m nt th~ trait11ng d~li''~IC< "'t~m <hnu)d l><; 'ltil!.;<;ltn 
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the ta'h 1\cr~ not ~owr~d in trJinin!5 mat~rials prim to the roll·nul <lfth~ lnkrim lln'i~ training 
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l''""ihlc ~omhin.llion• ()) l.ld•)t';, yidJing lhc lhtbh()l<l ,-alu~ ul 
<k~hlntl, J ]l))( I fn.\\ •H~<HIIil(!' 151 <:mnhinMI"~' of IJ~IIlt' th,ot l'td1l Jtl<l '-'+1 ,ntl\hW:IIl<>1l' of 
bctor, yiddmg- '!he- 11hich ,Jil' f"r Sl'l)'] K~kll'.ll but;\""' not mcolc" '"'' HJ 
noli l1cJii,n. ,,m b~ .m) llfl >l. 07? ~mnbtrr,ot ion" ,,f factor-,, 
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Melissa Estrella, Program Analyst 

Tia Jackson, Program Analyst 
Kevin Dolloson, Communications Analyst 

Katrina Bynes, Independent Referencer 
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Secretary 

Deputy Secretary 

Chief ot Staff 
Deputy Chief of Staff 
General Counsel 
Executive Secretary 
Director, GAO/OIG Liaison Office 

Assistant Secretary for Office of Policy 
Assistant Secretary for Office of Public Affairs 

Assistant Secretary for Office of Legislative Affairs 

Acting Chief Privacy Officer 

Transportation Security Administration 

Administrator 
Transportation Security Administration Audit Liaison 

Office of Management and Budget 

Chief, Homeland Security Branch 
DHS DIG Budget Examiner 

Congress 

Honorable Bennie G. Thompson, House Committee on Homeland Security 

Congressional Oversight and Appropriations Committees, as appropriate 
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