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Executive Summary

We audited the Transpartation Security Administration’s {TSA) Screening of Passengers
by Observation Techniques program. The program’s intent is to screen passengers by
observing their behavior in order to detect potential high-risk travelars, This program
uses Behavior Detection Officers to detect passenger behaviors that may be indicative
of stress, fear, ar deception. Congressman Bennie Thompsan requested an audit of
TSA’s Screening of Passengers by Observation Techniques program to determine its
effectiveness, efficiency, and economy as a security scregning protocol at airports. The
audit objective was to determine whether TSA's Screening of Passengers by Observation
Techniques program is structured to ensure that passengers at U.S. airports are
sereened in an objective and cost-effective manner to identify potential terrorists.

Since the Screening of Passengers by Observation Technigues program began in fiscal
year 2007, data provided by TSA indicate that the program has expended an estimated
5878 million and has more than 2,800 full-time eguivalent positions, as of September
30, 2012, However, TSA has not implamented a strategic plan to ensure the program’s
success. For example, TSA did not {1) assess the effectiveness of the Screening of
Passengers by Observatian Techniques program, {2) have a comprehensive training
program, {3) ensure outreach to its partners, or {4) have a financial plan. As a result,
TSA cannot ensure that passengers at United States airports are screened objectively,
show that the program is cost-effective, or reasonably justify the program’s expansion.
In fiscal year 2012, TSA's Behavior Detection and Analysis Division developed a draft
strategic plan that includes a statement of mission, goals, and objectives. However, the
plan had not been approved and implemented at the time of our review.

We made six recommendatians to improve the effectiveness of the Screening of
Passengers by Observation Techniques program. TSA concurred with all
racommendations.

www.qig.dhs.gav 1 OIG-13-91
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Background

According to TSA, it canducts passenger and baggage screening for approximately

1.8 million passengers daily at more than 450 TSA-regulated U5, airports. TSA officials
stated that TSA developed and implemented behavior detection as a layer of security
(see Figure 1) in response to the implementing the Recoramendations of the 911
Commission Act of 2007. The program emphasizes ohjective behavior observation and
analysis technigues to identify potentially high-risk individuals who are engaged in some
form of deception and fear discovery.” According to TSA, the Passenger Assessment
Screening System was based on the behavior assessmeant concept used by lsraeli
security forces.

Figure 1. Layers of LL.5. Aviation Security
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In 2002, Boston's Logan Airport and the Massachusetts State Police/Port Authority
piloted the Passenger Assessment Screening System. n 2003, TSA developed the
Scraening of Passengers by Observation Techinigues (SPOT) program with assistance
from the Massachuseits State Police. TSA began operational testing at Logan Airport in
Boston, Massachusetts, and later expanded its testing at two other New England
airports. According to the U.S. Government Accountability Office (GAQ), in fiscal year

M The Screening of Passerigers by Qbservation Technigues Standard Operating Procedure establishes
procedures and standards for the wuniform scoreening of individuals,
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(FY) 2007, TSA implemented SPOT, and was authorized 644 Behavior Detection Officers
(BDOs) for deployment to 42 airports. Accarding to TSA, as of FY 2012, more than 3,000
BDOs were authorized for deployment to 176 U5, airports. TSA"s Behavior Detection
and Analysis Division is responsible for developing strategic plans and program guidance
far the SPOT program.

BDOs, warking in pairs, primarily
conduct SPOT at airport screening
checkpoints by having brief verbal
exchanges with passengers waiting in
ling, while observing passengers’
hehaviors, A BDO identifies passengers
for additional screening based onan
evaluation system of identified
behaviors, which may reguire a referral
to law enforcement, A law
enforcermnent officer (LEQ) may assess
the situation hy interacting or engaging
the passenger to determine if law Source: Aram Boghosian, The Boston Globe
enforcement intervention is necessary

. . A TSABDRO ki ith irline t ler. BDO
(see Appendix C for more details on the >PEaking With an airine traveter. BULS
often converse with passengers to detect clues

SPOT referral process).' Passengers regarding suspiciows or deceptive behavior from
whose observed behaviors are not travelers before they go through metal detectors,
resolved during the referral process may

rot be permitted to board am aircraft,

TSA BDOs are required to document all relevant information regarding each passenger
referral in a referral report and the Performance Measurement Information System
(PMI3). However, the SPOT Standard Operating Procedure prohibits the collection of
personally identifiable information in the referral report aor PMIS. Reports on the results
of SPOT operations, such as the SPOT Situation Repart Dashboard — All Airparts {see
Appendix O for an example of this report) are generated from the data entered into
PMIIS. According to TSA, SPOT referrals made from October 2011 through September
2012 resulted in 199 arrests (shown in Figure 2). The reasons for arrests included
outstanding warrants, suspected drugs, and illegal aliens.

wyww.qig.dhs.gav 3 0IG-13-91
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Figure 2. SPOT Referrals and Arrests, Octoher 2011 through Septemher 2012

£57.000,00¢ 37,370 2214 199
Pagaanger Thraughput FY 20127 BPOT Refarial Redords LE Refarrals Arrests

Source: T5A data’
* Passenger throughput estimated at more than 450 airports, of which 176 use $POT.

The SPOT program was concentrated at large TSA regulated airports.” According to TSA,
the insufficient coverage at smaller airports left a gap in TSA’s additional layers of
security. In FY 2012, the program was expanded to smaller airports to increase the
number of passengers potentially screened by BDOs as they enter the air transportation
system.

In May 2010, GAQ reported deficiencies in the SPQT grogram and made 11
recommendations; see Appendix E for further details about these recommendations.”
In addition, the SPOT program has come under scrutiny from Congress and the media.
The Horerable Bannie G. Thompson, Ranking Member, Committee on Homeland
Security, L.5. House of Representatives, requested that the Office of Inspector General
(OI1G) conduct an audit of TSA"s SPOT program to determine its effectivenass, efficiency,
and economy as a security screening protocol at airports,

Results of Audit

Since the SPOT program bagan in FY 2007, data provided by TSA indicate that the
program has expended an estimated $878 million and has more than 2,800 full time

" This information is based on TSA's SPOT Situation Report Dushbourd — All Alrports, which may be
incomplets and inaccurate due to errory identified in the PMIS,

TTSA classifies its regulated U.5. airports into one of five categories—X, |, I, I, and IV. Category X airports
generally have the largest number of passengers boarding planes and category IV airports have the least.
 Behavior Analysis Capability Risk Based Allocation Methodology Phase 1 Draft Report, July 2012, -

* 10,5, Government Accunta hility Qffice, GAD-10-763, £fforts to Validate TSA's Passenger Screening
Behavior Detection Program Underway, but Opportunities Exist To Strengthen Validotion and Address
Cperational Challenges, May 2010,
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growth. However, TSA has not implemented a strategic plan to ensure the program’s
SUCCess.

An agency's strategic plan is a valuable tool for communicating s caommon vision 1o
managers, employees, partners, Congress, and the public. Above all, it should be used
to align resources and guide decision making to accomplish priorities and improve
outcomes. TSA did not (1) assess the effectiveness of the SPOT program, (2) have a
comprehensive training prograrn, (3) ensure outreach to its partners, or (4) have a
financial plan. As a result, TSA cannot ensure that passengers at 1.5, airports are
screened objectively, show that the program is cost-effective, or reasonably justify the
program’s expansion. In FY 2012, T$A’s Behavior Detection and Analysis Division
developed a draft strategic plan that includes a statement of mission, goals, and
ohjectives. However, the plan bad not been approved and implemented at the time of
our review,

Figure 3. SPOT Program Growth (Estimated expenditures in millions)

BDOg BDOs
2,895 BDOs 2,806
BDOs 2,710
2,568
BDOs
1,227
B0s
589
FY 2007 2008 2009 2010 2011 2012
Airports with
SpOT 4z 160 161 162 162 176
Estimated
expentitures S20M SE1M $173M S203IM $196M S205M
Expenditure data provided by T5A {unaudited)
Sotrce: QIG analysis of TSA data
www.qig.dhs.gav 5 0IG-13-91

TSA 15-00014 - 006922



TLYY
et e,

@f: OFFICE OF INSPECTOR GENERAL
O Department of Homeland Security

ot _d

-

Perfarmance Management

TSA cannot accurately assess the effectiveness or evaluate the progress of the
SPOT program. The program does not have a finalized strategic plan that
identifies the mission, goals, and objectives needed to develop a system of
performance measures. Even thaugh program operations and referral results
are recorded in the PMIS, the referral data captured are incomplete and
inaccurate. Unreliable PMIS data cannot be used to measure performance or
produce an accurate account of SPOT activity, As a result, TSA cannot
demonstrate that BDOs are sereening passengers in a uniform manner to
identity potentially high-risk individuals. Office of Management and Budget
{OMB) Circular A-11 emphasizas that an agency's strategic plan should define its
missions, goals, and the means by which it will measure its progress. Specifically,
strategic plans should —

¢ Specify the outcames that the agancy wants to accomplish;

e Ensure that each strategic poal is supported by performance goals or
measures; and

s Ensure that performance goals set priorities and targets, and track
progress in achieving the goals,

Performance Measures

TSA had not developed performance measures for the SPOT program. The
program’s Standard Qperating Procedure indicates that its purpose is to identify
high-risk individuals who may pose a threat to transportation security. The
program collects data from referral reports that provide measurable cutputs of
specific activities. However, these outputs do not provide a measure of program
effectiveness, because TSA has not established why these outputs support
desired outcomes, For example, TSA documents the identification of prohibited
items, undeclared currency, and illegal aliens, but the SPOT program has not
defined how these outputs support achieving the SPOT program goals. As a
result, TSA cannot assess the SPOT program’s success without relative outcome-
oriented performance measures. In August 2012, TSA provided its draft Behavior
Detection and Analysis Division Performance Metrics Plan. This plan is intended
to identify current gaps in parfarmance metrics collection, proposed metrics
solutions, and resource reguirements for the next 3 years. The plan had not
heen approved and implemented at the time of our review.

wyww.qig.dhs.gav [+ 0IG-13-91
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Data Collection

Although program operations and outputs from referrals are recorded in the
PMIS, the referral data captured are not always comiplete or accurate, BDO
managers are required to review and approve all SPOT referral reports entered
into PMIS, but the internal cantrols over data entry were ineffective. For
example, PMIS will automatically bypass manager review of a referral report
after 72 hours. There were insufficient data entry quality assurance measures
bevond a BDO manager review. Of the 15 airports tested, 1,420 of the 18,152
{8 percent) referral reports recorded in FY 2012 bypassed managemant review.
Five of the airports had more than 15 percent of the referral reports bypass
management review, Only 1 of the 1$ airports tested had 100 percent
management review of referral reports recorded in PMIS,

BDOs are required to decument information regarding each referral, including
the reason(s) for a referral, the BDOs involved, and the resolution. However,
passenger-specific data are prehibited from being recerded.

We assessed more than 110,000 referral records in PMIS from April 1, 2009,
through September 30, 2012, Of those records—

7,019 did not identify the primary or secondary BDO;

1,194 did not meet the criteria for a referral;

442 were referral recards that weare deleted. and

143 did not contain a code for the airport where the referral was made.

Additionally, we identified dunlicate records and one record that contained
personally identifiable information.

Incomplete and inaccurate PMIS SPOT referral data may have been used to
present program results to TSA senior leadership and oversight officials to
illustrate the results of the SPOT program (see Appendix D for Fy 2012 PMIS
SPOT referral data). For axamuple, 4 manths after providing our audit team with
PMIS data, the SPOT program office identified and corrected errors in the
database befare providing similar data to our investigators, who were
conducting a separate investigation. We were not informed that the original
data we received had been changed. SPOT program officials said they corrected
errors in the level of LECHinvolverment and deleted duplicate records,

www.qig.dhs.gav 7 OIG-13-91
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Training

TSA has not developed a training strategy that addresses the goals and
objectives of the SPOT program. For example, BDO formal training, such as
refresher training, is not consistently provided. Additionally, there is no
formalized process to evaluate BDO instructors, whao provide the only formal
classroom training to BDOs, in the Performance Accountability and Standards
System.® According to GAD, a well-designed training program should be linked
o the agency’s goals and to the organizational, occupational, and individual skills
and competencies needed for the agency to effectively perform_? As a result,
TSA cannot ensure that training contributes to the uniform screening of
passengers,

Formal Training

TSA does not consistently offer formal refresher training to BRQs, Beginning in
May 2006, all BDOs were required to attend the SFQT Basic Training course for
BDO certification. TSA's training task analysis emphasized the importance of
recurring training when it reported:

«.observation skills are amaong the perishable variety. They need to be
constantly honed and refocused on some regular basis. Qbservation is
the single most important task in tha entire SPOT Program....but little
training is provided to address its importance, and there Is virtually no
reasurement of the skill in the current testing program.®

TSA did not start providing refresher training for currently certified BDOs until
May 2011. The 3-day refresher training consists of a review of SPOT Standard
Operating Procedure requiremeants and addresses deficiencias in prior basic
training courses. TSA determined that BROs were not receiving training on 37 of
the 63 (approximately 59 percent) required job tasks in the original versions of
the basic training course (see Appendix F for SPOT program training task analysis
executive summary).

¢ The Perfarmance Accountability and Standards System is a pay-far-performance management systam
that promotes and sustaing a culture of high performance and accountability. 1t is designed 1o ensure that
employees know what they need to do to accamplish their work successfully and to help TSA accomplish
its mission through the use of a pay-for-perfermance system.

TS, General Accounting Office, GAQ-04-5466G, Human Copital: A Guide for Assessing Strategic Training
and Development Efforts in the Federal Government, March 2004,

* Transportation Security Administration, Training Task Analysis for the Screening of Passengers by
Observation Technigues Program, December 16, 2011,

www.qig.dhs.gav 8 0IG-13-91
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BDOs with a year aor more of experience are eligible to complete TSA's refresher
training. According to TSA, 713 of the approximately 2,200 eligible BDOs
{approximately 32 percent) have received refresher training in the past 2 years,
Of the 101 BDOs interviewed, 88 were eligible to receive the refresher training.
Of the 88 eligible BDOs, 65 (approximately 74 percent) have not received the
training. The SPQT program office reported that because of training staffing
constraints, they needed to prioritize the training of new BDUs before
conducting refresher training. As a result, BDOs who have not received the
refresher training may be operating at varying levels of proficiency.

Instructors

BDQ instructers provide the anly formal classroom training to BDOs, During July
2012, TSA provided training to BRO instructors and tested them on their teaching
abilities. TSA identified six BDO instructors who did not have the instructor
knowledge, skills, or abilities to instruct BDO ¢lasses, TSA provided remedial
instruction to those instructors in order for them to become qualified 1o teach,
However, TSA does nat evaluate BDO instructors on their instructional abilities in
their Performance Accountability and Standards System. Additionally, TSA does
not have a program to provide recurrent training to BDO instructors. Therefore,
the program office cannot ensure that BDOs are effectively and consistently
trained.

Outre¢ach and Engagement

The relaticnship between BDOs and local LEQs needs to be improved. T5A
incorporated law enforcement response as an integral part of the SPOT grogram.
However, the SPOT pragram office has not ensured that airports effectively
engage local law enfarcement. BDOs and local LEQs at the alrports contacted
said that there was insufficient understanding of the roles and responsibilities
that each had relative ta the SPOT program. For example, LEQs at seven airports
contacted said that they had not received clear information about BDO duties
and why referrals from BDQOs warranted law enforcement response. Conversely,
BDOs expressed concerns about the consistency of LEOs' responses to referrals,
BDOs said that local LEQs did not consistently respand to referrals or engage
referred passengars. TSA data show that LEOs did not respond to approximately
2 percent of the referrals between Qctober 2011 and September 20127
Additionally, TSA data indicate that LEOs did not question approximately

13 percent of referred passengers during that same period,

® This information is based on PMIS data, which may be incomplete and inaccurate because of errors
identified.
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Of the 15 airports we ¢ontacted, 3 had locally developed LEQ outreach activities.
At the airports using outreach activities, BDOs and LEOs reported more
consistent and effective working relationships. The success of the program may
be affected if BDOs and LEOs do not collabiorate effectively.

Financial Accountability

The SPOT program’s financial plan does not include priorities, goals, objectives,
or financial performance measures. According to the SPOT program office, the
program was alloeated more than $1 hillion between FYs 2007 and 2012, The
data provided by TSA indicate that the program expended an estimated

4878 million for the program office and SFOT personnel. OME Circular A-11
describas budget formulation, development, and execution requirements that
include needs analysis and budget development, budget execution, and
expenditures tracking. Budget contral is an integral part of an entity’s planning,
implementing, reviewing, and accountability for stewardship of government
resources and achieving effective results.’® Because the SPOT program did not
have a financial plan that included pricrities, goals, objectives, or measures, TSA
cannot (1) show that SPOT was cost-affective, (2) identify apportunities for
improvement, or {3) justify the program’s expansion.

Prior to FY 2012, the SPOT program office did not fully determine priorities for
future spending or develop an itemized forecast of future funding and
expenditures. Performance information was not used to assess the effectiveness
of program activities ta develop budget priorities. According to program
officials, the program's historical funding was the kaszis for spending estimates.
Beginning in FY 2012, the Behavior Detection and Analysis Division developed
spend plans that identified project funding requirements. According to the

FY 2013 draft spend plan, the objective of the spend process is to collect,
identify, and document funding requirements for the budget year with a 5-year
forecast. However, the spend plans did notinclude a comprehensive accounting
of SPFOT funding requirements, such as BDO costs and training.

Resaurces

BDOs at 12 airports contacted were used for activities not associated with their
primary behavior detection duties. For example, ning airports have used BDOs
as periodic travel document checkers to review passenger boarding passes and
identification at screening checkpoints, The SPOT Standard Operating Procedure

Wy s General Accounting Office, GAOJAIMD-00-21.3.1, Standards for internal Controf in the Federot
Gavernrment, November 1598,
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allows airports to divert BDOs to travel document chacks during times of peak
passenger traffic or other urgent circumstances. Additianally, one airport used
BDOs to augment travel document checkers in order to identify passengers
selected for additional screening. Alrport officials explained that they used BDOs
because Transportation Security Officer (TSO) travel document checkers were
not identifying passengers who needed additional screening. SPOT program
officials did not analyze airports’ use of BDOs for activities not associated with
hehavior detection duties to evaluate prograr performance and finarcial
impact. By diverting BDOs from their behavior detection duties, TSA may be
decreasing the effectiveness of a defined layer of security and are not using BDO
staff as intended.

BDO Selaction, Allocation, and Performance

The SPOT prograr needs to ensure that it has an effective process to identify
and address challenges that may affect the success of the program.

TSA senior airpert officials at airports contacted raised concerns regarding
salection, allocation, and performance of BDOs. These issues may directly affect
the success of the SPOT program, Additionally, T5Qs are the only source of
candidates for BDO positions. Limiting BDO recruitment may not provide the
program with the highest-quality candidates.

TSA officials at the airports contacted said that they did not understand how
BDOs are allocated to alrports. Federal Security Directors at the airports
contacted were unsure whether resources were allocated to airports solely
based on the number of passengers boarding planes; or if airport layout, queuing
design, and scheduling constraints were also considered. Without a clear
understanding of allocation methods and the opportunity to provide input on
BDO allocation, TSA officials at airports may find resources I'mited to the point
where the expected benefits of this security layer may not be realized.

TSA does not use an evaluation period to determine whether new BDOs can
effectively perform behavior detection and analysis duties. TSA also does not
have a process to move BDOs back to their TSO positions without penalty. This
may result in a workforce with same BDOs not able to perform their duties
effectively.

Conclusion

Strategic planning is the keystone to a successful program. Because OMB
Circular A-11 guidance identifies reguirements for agency strategic planning, it

wwww.0ig.dhs.gov 11 O1G-13-91
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would be prudent for agency programs to follow these same pringiples to help
ensure program success and contribute to the agency’s mission. Without the
implermentation of a SPOT strategic plan that contains key elements, TSA cannot
ensure that passengers at U.S, airports are screened in an oljective rmariner,
show that the program is cost-effective, or reasonahly justify the program’s
expansion to ensure that threats to aviation security are effectively prevented.!

Recommendations
We recommend that the Assistant Administrator, Office of Security Capahilities:
Recommendation #1;

Develop and implement a comprehensive strategic plan for the SPOT program
that includes—

o Mission, goals, objectives, and a system to measure performance,

» Atraining strategy that addresses the goals and objectives of the SPOT
program;

o Anplan to identity external partners integral to program success, such as
law enforcement agencies, and take steps to ensure that effective
relationships are established; and

e Afinancial plan that includes identification of priorities, goals, objectives,
and measures; needs analysis; budget formulation and execution; and
expenditure tracking,

Recommendation #2:

Develop and implement controls to ensure completeness, accuracy,
authaorization, and validity of referral data entered into the Performance
Measurement Infermation System,

Recommendation #3;

Develop and implement a plan that provides recurrent training to BDO
instructors and BDOs,

" The Government Performance and Results Act of 1953 requires agencies to develop a strategic plan for
program activities that contains {1) a comprehensive mission statement, (2] genaral goals and objectives,
{3) how goals and objectives are to be achieved, (4) how performance plan goals relate to the general
goals and ohjectives in the strategic plan, {53) external factors that could significantly impact achievement
of the general goals and objectives, and (6) a description of the program evaluations used in astablishing
or revising general goals and objectives, with a schedule for future program evaluations,

www.qig.dhs.gav 12 0IG-13-91
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Recommendation §4;

Develop and implement a plan to assess BDO instructor performance in required
core competencies on a regular basis,

Recommendation #5;

Monitor and track the use of BDOs for non-SPOT related duties to ensure BDOs
are used in a cost-effective manner and in accordance with the mission of the
SPOT program.

Recommendation #6:

Develop and implement a process for identifying and addressing issues that may
directly affect the success of the SPOT program such as the selaction, allocation,
and performance of BDOs,

Management Comments and OIG Apalysis

TSA provided comments to this draft report and & copy of the response in its
entirety is included in Appendix B. TSA also provided technical comments, which
we incorporated as appropriate,

According to its respanse to the draft report, TSA agreed with our
recomtmendations for improvemants to the SPOT program. Below are TSA's
responses to each recommendation and our analysis.

TSA Response to Recommendation #1: TSA concurred with the recommendation:
however, it disagreed with our assessmant that it had not implemented a
strategic plan to ensure the SPOT program’s success, or that it had not
developed performance measures for the program.

According to TSA's response, it is in the process of updating its strategic plan to
reflect the erganization’s recent realignment. The strategic plan will elaborate
on the Behavior Detecticen and Analysis Program’s efforts to work with external
partners such as law enforcement. Additionally, TSA will execute a BOO training
strategy elaborating on many of the efforts that are currently under way. Finally,
the Behavior Detection and Analysis Program will continue to produce a yearly
spend-plan that identifies gaals, objectives, budget formulation and execution,
and expenditure tracking.

www.qig.dhs.gav 13 0IG-13-91
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OIG Analysis: Our report recognizes that TSA had a draft strategic plan and
performance metrics plan. However, these documents were not approved or
fully implemented at the time of our review.

TSA’s planned and current actions are consistent with the intent of the
recommendation. This recommendation is resolved, but will remain open until
TSA provides its updated strategic plan for our review and has demonstrated
prograss in implementing the plan.

TSA Response to Recommendation #2: TSA concurred with the recommendation
and said that in Oecernber 2012, it completed an audit of all SPOT referrals data
entered into PMIS between March 2010 and August 2012, Additionally,
mandatory guidance was provided to airports in order to correct technical and
administrative errors. TSA officials stated that the entire audit and remediation
process will be completed by July 2013.

TSA has two information technology initiatives undear way 1o enhance the
accuracy and validity of SPOT data. The first initiative, which is scheduled to be
implemented in May 2013, will include turning off the ability for SPOT referral
reports to automatically bypass manager review after 72 hours, The second
initiative creates a new SPOT database that will be more flexible, reduce data
entry requirements, and have extensive analytical capabilities. The design and
development phases for the new SPOT database will be completed over the next
12 months.

QIG Analysis: TSA's planned and current actions are consistent with the intent
of the recommendation. This recommendation is resolved, but will remain open
until O1G s

» Analyzes the resulis of the PMIS data audit;

e Reviews the guidance provided to the airport in order to correct technical
and administrative errors; and

*  Verifies progress with implementing the information technology initiatives.

TSA Response to Recommendation #3: TSA concurred with the recommendation.
According to TSA's response, it has developed and implemented a plan to
provide recurrent training for BRO instructors and refresher training for the BDO
workforee.

QIG Analysis: TSA’s planned and current actions are consistent with the intent
of the recommendation. This recommendation is resolved, but will remain open
until TSA provides the training plan for the BDO and BDO instructors, and
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evidence of its implementation,

TSA Response to Recommendation #4: TSA concurred with the recommendation.
According to TSA's response, it is going to update its National Training Team
Guide for Instructors and Federal Security Directors in May 2013, The update
will include a plan to regularly assess BDO instructor performance in corg
competencies.

Q1G Analysis: TSA's planned and current actions are ¢onsistent with the intent
of the recommendation. This recommendation is resolved, but will remain apen
until TSA provides the updated National Training Team Guide for Instructors and
Faderal Security Directors and evidence of its implementation,

TSA Response to Recammendation #5: TSA concurred with the recommendation.
Actording to TSA's response, it is working on two major initiatives to monitor
and track the use of BDOs to ensure that they are used in a cost-effective
manner and in accordance with the mission of the SPOT program. TSA will begin
a nationwide rollout of a BDO Efficiency and Accountability Metrics Database in
May 2013,

OIG Analysis: TSA's planned and current actions are consistent with the intent
of the recommendation. This recommendation is resclved, but will remain open
until TSA provides evidence that the BDO Efficiency and Accountability Metrics
Database and Prograrm Compliance Assessment initiatives have been
implemented.

TSA Response to Recommendatian #o: TSA concurred with the recommendation.
According to TSA's response, it has developed and implemented a number of
procasses for BDOs and BDO managers to provide feedback, suggestions, and
concerns to the Behavior Detection and Analysis Program office. Within the next
90 days, TSA plans ta capture its communications processes in a BDO
Communication Plan, which will include an annual survey,

QlG Analysis: TSA's planned and current actions are consistent with the intent
of the recommendation. This recommendation is resolved, but will remain open
until TSA provides its BDO Communications Plan and evidence of its
implementation.
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Appendix A
Objectives, Scope, and Methodology

The Department of Homeland Security (DHS) Office of Inspector General {OI1G) was
established by the Homefond Security Act of 2002 (Public Law 107-296) by amendment
to the inspector General Act of 1978, This is one of a series of audit, inspection, and
special reports prapared as part of our oversight responsibilitias ta promate economy,
efficTency, and effectiveness within the Department,

The audit ohjective was to determine whether TSA's SPOT program is structured to
ensure that passengers at U.S. airports are screened in an objective and cost-effective
manner to identify potential terrorists, Our original audit objective was to determine
the extent to which TSA's SPOT program was screening passengers at U8, airports in an
ohjective and cost-effective manner to identify potential terrorism and/or criminal
activity. However, we could not determine the extent to which the SPOT program is
operating in an objective and cost-effective manner because the program does not have
the necassary structure in place to base our assassment.

To accomiplish this objective, we reviewed relevant laws, regulations, and appropriations.
We also reviewed program policies, procedures, and other documentation, including
versions of a draft SPOT strategic plan, Standard Opearating Procedure guidance, and
hasic training curriculum, We attended the basic SPOT training course given to BDOs to
gain an overall understanding of the fundamentals of behavior analysis and how it could
he applied. Additionally, we reviewed other agency’s audit reports relevant to the SPOT
program.

According to OMB Circular No. A-11, Preparation, Submission, and Execution of the
Budget, July 2010, an agency’s strategic plan is a valuable taol for communicating a
visian far the future to managers, employees, delivery partners, suppliers, Congress, and
the public, We analyzed whether the SPOT program office incorporated the
characteristics of an effective strategic plan, including (1) a comprehensive mission
staternent, (2) general goals and objectives, {3) how goals and objectives are to he
achieved, (4) how performance plan goals relate to the general goals and objectives in
the strategic plan, (&) external factors that could significantly impact achievement of the
general goals and objectives, and (6) a description of the program evaluations used in
establishing or revising general goals and objectives, with a schedule for future program
evaluations.

We judgmentally selected 15 airports that use the SPOT program (see Table 2). We
chose these airports by taking into account the following criteria:

» Number of referrals at each airport for the previous calendar year
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Airport category

Allocation of BDOs

Ratios of BDUs, number of passengers boarding planes, and SPOT referrals
Tog 10 high-risk airports from DHS's Current Airports Threat Assessment list
Physical location (Northeast, Southwest, Central, Pacific Coast)

We interviewed maore than 300 officials at W.S. airports, TSA Headguarters, and external
apancies, The airport interviews Included Federal Security Directors, Assistant Federal
Security Diractors, BDO program coordinators, BDO managers, BDOs, SPOT instructors,
coardination center personnel, and LEQs, Headguarters interviews included program
office officials, training division personnel, privacy counsel, SPOT budget officials,
database administratars, and allacation ard scheduling personnel. In addition, we
interviewed officials from DHS Science and Technology (S&T) Directarate, L5, Customs
and Border Protection, United States Secret Service, and TSA Federal Air Marshal
Service. Interviews were also conducted with the Federal Bureau of Investigation and
Israel’s El Al Airlinas sacurity.

We obtained and analyzed the PMIS SPOT referral data for April 2009 through
September 2012, We conducted analysis using IDEA Data Analysis Software to assess
the accuracy and completeness of referral information collected. Because of insufficient
internal controls over PMIS data, we did not rely on the data to form conclusions on
performance of the SPOT program.

We obtained and analyzed financial information received from the SPOT program office,
inchuding the pay, compensation, and benefit data it sourced from the National Finance
Center. We did not test the expenditure data provided by the program office for
completeness or accuracy, because financial data for the program from Fys 2007 to
2012 was not readily available.

This audit did not include work te determine the extent to which the SPQT nrogram is
based on valid scientific principles for use as an effective layer of aviation security in the
United States. Additionally, on November 9, 2012, TSA announced that it ratified a
collective bargaining agresment with the American Federation of Government
Employees. The agreement will cover approximately 44,000 TSA employees and took
effect on December 9, 2012, Since the audit was concluded in Qctober 2012, the effect
of the collective bargaining agreement on the SPOT program was not assessed.
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Table 2. Airport Sample Selection

BDO Referrals fram
Airport Category AMlocation lan. 2011 to
April 2012°%

Los Angeles International Airpart,
Los Angeles, CA* X - 3,587
San Francisco International Airport,

. X 308
San Francisco, CA .
Orlando International Airport, Orlando, FL X . (,981
Tampa International Airport, Tampa, FL I . 1,375
Hartsfield-Jackson Atlanta International
Airport, Atlanta, GA X . 601
Chicago Midway International Airport,
Chicago, I ! . 440
Chicago O'Hare International Airport,
Chicago, IL* X - 730
General Edward Lawrance Logan
International Airport, Bosten, MA* X . 2,885
Thurgoo.d Mars'hall, Baltquoref Wash‘lngton X . 769
International Airport, Baltimore, MD
Detroit Metropolitan Wayne County

X 1,251
Alrpaort, Detroit, MI® m ’
Kansas City International Airport,
Kansas City, MO ! . 108
lohn F. Kernedy International Airport,
X

New York, NY* - 2293
La Guardia Airport, New Yorlk, NY X . 1,618
William P. Hobby Airport, Houston, TX | [ 256
George Bu;h Intercentinental/ X . 675
Houston Airport, Houston, TX

Source: Q1G analysis of TSA data
*Six of the airports in our sample were on TSA's 2000 list of top 10 high-risk girports.

We conducted this performance audit between April and Qctober 2012 pursuant to the
Inspector General Act of 1978, as amended, and according to generally accepted
government auditing standards. Those standards require that we plan and perform the
audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our
findings and canclusions based upon our audit objectives, We believe that the evidence
obtained provides a reasonable basis for our findings and conclusions based upon our
audit objectives.

Y This information is based an TSA’s PMIS, which riay be incomplete and inaccurate because of errors
identifiad,
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Management Comments to the Draft Report
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Administration

MAY - 3 2013
INFORMATION

MEMORANDUM FOR.: Anne L. Richards

Asstslant Inspeelor General

11, Deparument of Homeland SBecurny (NHS)
FROM: Jahn 8, Fistal ~
Admimistrator
Transporiation !

enrity Administration

SURBIECT: Response to Draft Repart, Transporiation Secnrity
Addmintstration s Sereeming of Passengers By Observation
Tevhmiques (COFCG 13-141-ALD-TRA)

whSE

This memaorandum constitutes the Transportuion Sceunty Administranon’s (TSA) response (@
the 1S Qftics of Iaspestor Cieneral {OIG)Y draft report, Transportarion Scewri
Addministration s Screening of Fassengers by Observarion Technigues, Morel, 2013,

Back prewnd

Congressman Bennie Thompson reguested an andit of TSA s Bereening of Passengers by
Ohservation Techniques (SPOT) program 1o determine s eftectiveness, efficiency, and
CUONOITY HY 3 seeurily sereening protoeol ueairports. The audit objeative was o doeterming
whether TEAs 80T progrant is structured to cnsure that passengers al US, wirports are
sergied 1 an ahjective and cost-effeetive manner w identity potential ferrorisis. OIG
condegted its audit from April w Celober of 2012, and interviewsd more than 300 officals ar
L5 pirporis. TSA headguarters, and extemal agencigs,

OIG prevvided TSA with six recormnmendations Tor action, all of which THA concurs with.
including implementing a stratepie plan. The LG concluded that without the implenentation of
a strategic plan that contains key clements, including missian, goal. and objectives necded to
develop o avsem of performanee metrics, *TSA cannet ensure that passengees at LS, airports
are sereened in an objecti ve manner. show that the program is cost-cflective, or reasonably
Justily the program’s expansion t ansure thatl theears o aviation seourity are eMectively
prevented

Dharing ihe audit, TSA provided the QLG with a draft Behavior Deteceion and Anelysis Strategic
San, which ineluded o mission siatement, vision statement, gosls, and abjestives already wnder

developmient, TSA has since finalized this plan (finalized Dheoember 2, 20123 TSA alsa
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proided the O with adealt Performanes Metrics Plan inabzed Nosvember 2002 which
estublishes the architecture Tor validated metrics e mwesone e SPOT program and Behavior
Detection Ofrieer tRIXN pertormanes. Firally. TSA provided the QG with adralt return on
investment study tiinalized December 200 20 and Procram Spend Plans fram fiscal years (1Y)
SO 2T and 20005 OF nete, TSA provided OFG with approved Hnal docunenes on December
300120 These reports detwl projegt deseriptions, justifications and ympact if nat tunded along
wilh a brishdowns of Program Operations and Management dosts

Ihes documents collentively provide the steategic ang timasacial woadmap tor the Bebavior
Detevtion wnd Analysis Program cBAR. While the 0RO report acknowledges the vistenee
and submission of these dratt plans, TSA would fuve Tked the QTG 1o ackaow ledge thal TSA
hind Bepran preparng thesy doeunsenis prior o its aodin,. Addimenaily, PA belicves that 1 has
ke Tully intplementied e plans than s deseribed in O1G5S report wand that wo signiticant
ol ras reina i usddressed

Discussion

Liarlier thig vear, consistent with 1SA7s inellipence-driven and rish-bised stratepy. the TSA
Dreputy Administrator approvad the reabigament of BRAI excloding the ressarch and
development Function, from the OFfiee of Seeutity Capabilities [0S0 10 the Oilige of Seeyrity
Operations (00 Placing the opeoational camnpenent of BAE i 050 aligns behavion
deteetion and analysis with ather real-time threpl assessment vperitions.

Ihe 113AP now has four Qunetional arees: D) strtegie planning and palics develapmenn 2y
trivmng amd worktaree engagaments 3 eamplianee and standardizarions and 4 analvsissind
metttes. Waorking in wadem with ONC rad the Oies of Traiming and Work toree Lngapament
(WS BUOAR focuse on v sTramslic aras:

1o Iategrate Behavior Dewetion ot Risk-Based Scourity Toitiatives: Comingg
irteprate the belavior dawecton capability inte rnisk-based security. ond studs the it
thak hahas o duerectivamd anabvsis bis on the sverall eftectiveness and etficiency afthe
IFNSPAATION SCcupity Ly slent

20 Bevelop Data Management Prateeals and Robust Analy tical Capabilities: Collect.
argatize. salidate, and muake dats secessible o enable improved decision-making
reganding BDO allocatign, pilsts, procedures. und daily operations.

3 [mplement Quality Assurince Oversight Measures: Iopbamen oomelnthcsted quality

assurinee program for TRA behavior detectivo and amalysis initatives wensire
cesigtent and stundard practices, inelading aieport eperation evaluation:, cugeent
waining-testing. and daentry - nunapement.
4. Researeh, Develop, and Validate New and Fxisting Behavinr Anatysis Capabilities;
Continue o huild the scientifie toundation for behp jor detection and analysis while
retining corrent capabilities, Leverage existing and emaerping best practices wsed by other
domestic and ntermativmal behas tor deteetion programs s sell as o enforeement,
deferse, and imtellipenee agencics,
Fxecute Multifaceted Internal and Fxternal Communications Plans: Wark with
Fuedetal. state, Toval aad internationil law enfopseemueal, agd vivil pghts proups o build
public support and leverage best practices. Engage with the TS A worktoree (o expluin

e
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why behavior detection and analysis is a critical layer 1o the transportation segurty
syslgm,

This framewark is eonsistent with TSA's larger fogus on risk-based security, warkfuoree
engagement and organizational efficiency, and the QS0 steategic plan for 2013200 %,

TSA had begun, and in some cases hag vompleded. all ot the recommendations cited by the OFG
in this report:

o Strategic Plonning and Performance Messurement: 13A finalized a strategic plan
and performance measurement plan and began implementing many of the objeclives in
these framework dacuments.

s Data Acenracy: TSA implemented controls (o ensure compleleness, accuracy,
authorization. and validity of referrul data entered into the Performance Management
Informmation Sy stem,

¢ Training: TSA implemented a plan to provide recurrent/refresher training to all BRDOs
and BRO instrugtors, and developed a plan to assess BRO instructor porformanes o
required core competencies on a regular basis.

+  Monitor and Fvaluate BDO Activiey: TSA developed. and implemented an antomated
ool to help evaluate airports’ use of BDA resources.

*  Employee Engagement: TSA implemented processes for identfying and addressing
issues rised by the workforce (hat may direetly altect sthe sugcess of the SPOT program.

Conclusion

FSA believes that passengers at UK, airports are screened by BDOs 10 an objective manner,
SPOT is effective and bas been validated and determined w identty substanually move high-risk
travelers than & random screening protocal'and the program Is excetted in an efficient manner,
I'SA regognizes the important ssues st forh o this report, TSA appreciates CQ1Gs elforty 1o
tdennify areas needing inyprovemetit with the SPOT program ahd will eonfinue o impletsent
10 revommendutions, 4 not already fully implemented.

NPT seernaf sopiet Liddidents siah finf Popiore ddlutos 8 Whahinglon, D0, Amencan losbtutes fr Research, Contigan, Tk
Mabeanen, 2 E L Taplor, T 5, Sawver, K Waers T L& Tophty, S 2001
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LS, Depactosent of Homeland Security
Transportation Seenrdty Administration (I'54)

Response ta OLG Draft Report
Transportacion Security ddwinistration's Serevning of Possengers by Ohservation Techniques -
Sensitive Seeurily fnfororation, March, 2013,

Recommendation 1: Develop and implement a comprehensive strutegic plan for the SPOT
Pragram that ineludes ) mossion, goals, objectives, smd a system Yo mendure peefusmance;
2) & training strategy that addresses the goals and objectives of the SPOT program; (3} a
phan to identify extecaal parinersintegral to progeam smecess, such ay e enforcement
agencies, and take steps to ensure that effective relationships are established; and (d) a
financial plan that includes identifieation of priorities, goals, objestives, and measwres;
seeds unalysis; budget formulation and cxecution; and expenditure tracking.

TSA concurs, While TSA agrees with thss recommundation, 1 disagrees with the statements in
the repoet thar “TSA has not implemented a strategic plan to ensure the program’s suecess.” nor
developed perdommanee mvasures for the program. Although o draft form until December 2012,
the Program operated under the stratepic plan and began implementing many of the strtegic
objectives, wchuding developing a performiance metrics plan and contining to znalyze the
eflectveness ol bubuvior detection and aulyis,

Cunsistent with OMce of Managenvent and Budget (OMB)Y Circular A1, the 5POT Stmreyic
Flan detines itz mission, goals, objectives, and actions that the Program will take to realize goais
and menitor progress. In fact, in November 2012, the Program pablished aod immediately hegan
implementing the Behavior Detection and Analysis Division Performance Melrics Plan owlining
the Pragram’s apnroach w0 developing a comprahensive system for efreetively measuring SPOT
pertormance. Specitically, the pertormance metrics plan identifies current gaps in performance
mietries collection, initiatives to address meldes gaps, and resourse requivements for the next 3
years, The plan inchndes & set o performunce metnes that allow hr continuous performance
tracking and evaluation, incleding:

*  Purformance cigasures for selecting. hiring, and training 80Cks;

¢ Pertormance maasures For evaluating individual BOO performanae and ¢ffectiveness;
and

¢ Performance merrics for evaluating program effectiveress az a whole, including which
behaviors lead toa high prohabiliiy of 2 BRO encouniering and Jetecting high-risk
passengers.

The Progrant is in the process oF updating the steategle plan to retlect the organization's recent
realignruiem. The Plan will elaborate an the Program’s efforts 10 work with external paniners
such as law enloeement, which the TSA slready docs on a wonsistent basis. Addidonatly, TSA
will execute 2 BDO training strategy elaborating on many of the efterts that are suncatly
uniderwiy. Finaly | the Propram will continue 1o produee a veaely speod-plan that identiles
goals. objeqtives, budgel formulation and execution. and expenditure (racking. [n sum, all o the
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campanents of 4 comprebensive stegic plan acg 1o ploce with effores undeeway o achicve fall
implementation.

T3A finalized a straregic plan and performance measurement plan and began implementing
many of the objectives to these framework documents. Therelore, TSA requests (hat QI1G
vonsider this recommendalion implemented and closed.

Recommendation 2: Develop and implement controls to ensure completeness, accuracy,
antherization, and +adidity of refereal data entered ioto the Perfororance Messuremsent
Information System.

TSA concurs, The Performance Measurernent Information Svsiem (PMIS) records SPOT
aperational data, The system vapiures information including arrests and the surrender of
prohibited ftems. The Propram bas taken measures 10 ensore the compleleness, sceuracy, and
validity of $POT dala aleeady sobmited into PMIS and developed further controls within the
aystem o prevent future Corors.

It December 2012, the Program completed a8 dzta audit of all SPOT relerrals entered into PMIS
Fetweccn Mareh 2000 and August 2002, The Progrum prosided mandotery guidang s 1hat airports
caredt techinical and administrative ervors by amending the PMIS records through a comparison
with the bacd copy referea) sheets thal are ovintained Jovadly . Correstions are docamentey n
spreadsheets nating that the PMIS record was changed, when approprinte, or that there was »
reason why the report wag filled out with those fislds and thua did not eonstitule an error. The
entire audit and rerpedianon process will be finalized by May 2013, For al! but five airpons. e
laat of which wil! be completai by July 2013, The Bragram will continve larpge-seale data andits
0 ensure the validity and aceuracy of SPOT retersal data. Addiionally, the Program ervated a
eeprnt for SPOT Teanzporiation Security Managers (5 TEM) giving thern the abibiy o locally
monitor and correct errors on & regular basis.

The Program alse bas twe sipnificant Infermation Technology initistives underway to enhance
the gecetiey and validity of SPOT data, The first initiaive, @ be implemented in the beginning
of Muy 2015, modifies the current SPOT module, including wiening off the 73-hour ante-
promate funelion and adding drop down menus and check boxss se capture SPOT refera)l dana.
Taise ingludes additivml reguired fiolds and busitess reles o ensure muore aocurate and
complere reporting. This initianve will fagilitate data inseerity in the field and ensurg thae all
entries into PMIS have been reviewsd and approved by an STSM for quality assuranee. BDOs
and RTSMs were traingd on this new form thi week of Apal 22-26, 2013, via Adobe Conned
seasions, conferences calls, and guidance deewrnents provided on the 8TEM iShare site,

The seeomdd innlative ereates 2 new SPOT database shat will be more flexible, reduce data entry
raguirements to the fullesc extem possible, and have exmensive analytical capabilities, inctuding
better trend wlysis of indicitors cesoling indetection of a high risk passenger {syatem
reguirement phase completed March 2013; design and development phases will be completed
enver the next 17 wonths).
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These systern modifications provide the necessary contrals to easure completeness, acguracy,
proper authuorization, and validity of the referral data entered into the PMILS systemn. Therefore,
TSA requests thal OIG sonsider this recommendation implemenred and closed.

Recommentotion 3 Develop and implement o plan that provides recurrent training to
BN instructors and BD(s.

TSA comcurs. TSA has developed and implemented 2 plan o provide recurrent training for
BRCH ingtraetors and refrestier toing for the BDO worklaree, AL e same Hme, TSA, b
added additional Online Leaming Center (OLC') requirernems speeifically for BDOs.

B Instructors: All National Training Team (NTT) instructors, including those carrently
assigned (o the NTT, will aneend an pendemy where they will be anpht and evalealed on waching
techniques. Specifically, chey will receive the Otfice of Law Enforcement/Federal Air Marshal
Service Tnstrucor Devedopme st Course, They willaiso eeive training on the teshnical content
of courses that the NTT leaches including BDO SPOT Basie Training and BDUO Re lresher
Training. They are further requirgd 1o somplete Trainsthe Traingr (T.3) training for the sowrses
they will be teuching. Graduates of the NTT Academy deploy as members of the NTT for a 6-
month penod dunng which they shadow qualified instructors and wndergo a menioring process.
At any point in the process, instroctors fmling to meet standards are removed from the qualified
list of those who can instruct BDO courses. The Office or Training and Workforce Engagement
(OTWE) and BDAP will collaborate ot providing instructors with recurrent training and/or
wihidance  curriculum cormeat changes,

RNOs: Refresher Training is integral to an efTective waining prgram becatse work comditions
and policies change over titde,  Additional or updated training eusure s that the program's
mission continues (o be accomplished efeetively. During calendar year (CY) 2011, 212 BNO0O3
atlended 12 Refresher Tradming chagses, while in 2012, 481 BDOs atlended 24 Refresher Toining
classes. BDAP has realigned NTT resources for calendar vear 3013 to ensure that all eligible
RN complete Refresher Traimiog by the ead of December 2013, To that enl, from February
11 through March 8, 2013, NTT mermbers conducted 12 refresher classes for 388 BDOs from 10
aprports. [n Apnl 2013, an addivonal 177 12005 will be qaived durng B refresher classes, Thus,
by the end of April 2(H 3, 1,278 of the approximately 2,020 eligible BDOs will have received
refresher training. Planning is engoing to conduet an additional 30 refresher classes during the
remainder of CY 2013 o provide traiming to all eligible BNOs wha have not yel received
refrusher tradning, TSA recognizes that ongoing training on 4 trequent basis iz critical to
mizintyining and cohancing skills leamed during BDO SPOT Basic Training. Faech yea-, the
Program (Mfice will provide & gap analysis to OTWE identifving pecformance factrs and Fature
objectives which OTWE will use to updaie the prior yeae's Refresher Tryining. The Program
wil. frequently provide the updated taining ensuring that BDOs maintain essential skills.

Addivotally. W assist local airports, in lanuary 2003, BDAP lawnehod o series of muining
scenarics for §TSMs. These seenanos help STSMs engage with their conplovees, assist BDOs in
reviewing gritival prosvdures, and apply critivol binking as a ream. Further, OTWTE will add
five new OLC courses 2o the BDQ leaming plan during calendar year 2013, and will update two

FRDR are ehyble o reccive Retreshier Training afer 4 monihs
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current OLC courses. These OLC eourses focus on eritical skils in the areas of repuet writing,
propecty searches, Walk the Line procedures, and Causal Conversation techmgues. OTWE bus
aiso begun updaring the SBOT Basic and KPOT Refresher Training courses, incorporating
Stundard Operating Proceduore (S0P} updates, enhunedd instructor potes and instroctar best
practices with an estinated corpletion date ne later than August 2013,

The vompleted and plannad refresher training for RO insteuctors and BDOs i conpreheasive.
Therefore, T3A requests that OIG consider this recommendation implemented and closed

Recommendation 4: Bevelop and implement a plan to assess B0 instructor performance
im reguired core competencies on g regular basis,

TSA coneurs. On Apnil 2. 2009, the BDAF published a Nationad Traimioy, Tewn ONTT) Guide
tor Insiructors and Federal Security Directors (73D, This tiining guide provided day-10-duy
operational guidance for members of the WTT. Sinee this guide did not address the centificanon
and recertification of instrctors, the Program will issue a new version in Max 20130 towill
inchde 2 plan to regulacty assess BIN) mstraetor performancs in ¢ore competencies. The May
2013 Handbouok will provide the rollowing guidelines:

¢ allmsiructors will be ¢valuaed annoally in accordance with OTWE s Quality Assutance
{024 snd Compliance Program OSO-O0 T HQACT-5 0052012 and roust receive a QA
evalpation with & “Meets Txpeciations” ¢r belter rating.  The QA assesgment will be
condueted during delivery of approved technical training coweses in the progrant ared in
which the instructor is qualitied to teach. If 2 QA evaluation rating below “Meets
Fxpectations™ i+ regeived, semediation and reasvaluation will be regquired. Instructors
will ba nilowed 3 total of (hree attempls 1o achieve the "Meets Expectalions” rating leve!,
The third failure will result in the de-vertification of the instruetor and removal from the
WTT. Fhis is eonsistent with other TSA instruciion progeams and evaluaion processes.

s bvery guarter, all instrurters assigned to the NT'U will be provided feedback on their
mstructional skiils. For ¢lassroom instructors, the feedback will align with the
Tramsporsaring OFficer Performunee System for BDOs Daving a BINY Basic Teaining
roigsion, the deagnaled Team Lead will compleie a DHES Loaployee Pertormance Plan
and Appaizal Forn (PPPAY for BDO for each instroctor assigned to the mission. The
Team Lead will provide feedback w Whe instrmwewns alang with o signed copy ol the
EPPA. The Team Lead will then provide a copy of the EPPA to BDAP, which BDAP
will in wrn provide o the instrueior's Adrpaet af Record (AQR).

s For Tean [ eads the feedbaek wil) align with the Lead’s Empluyee Performance
Manggement Program (EPMP). STSMs assigned to the NTT shall provide the BOAP
with a copy of their current EPMP lonn. For the quarterly fecdback, 8 reprisentative of
the BDAP will abserve the STSM doring an N1 nussion anmd, wsimg sppropriate
competencies from the EPMP, provide feadback to the STSM along with a signed copy
of the EFMP. The EPMP will also be provided (e the STSM's AR These processes
are consistenl with how emplovees are evaluated when they are part of T8A National
Depleyment Foroe
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TSA has developed and implemented a plan o assess BOG instruetor performanee. Therelore,
T&A raquests that OIG consider this recommendation Implemented and closed.

iom 8: Maowaitor and teack the wse of nop-SPOT related duties to ensurs
BI)D\ are used m a cusl-effective manngr snd in geeordunce with the mission of the SPOT
prograt.

THA congurs, The Program is workim oo twe major infiatives anmed 51 manitaring and
tracking the use of BDOs to ensure that they are used in a cost-effective manner and in
aecontnee with the mission of the SFOT pragram. These intiatives ke inlo aceount that BT,
must retain the discreticn to employ BDHDs to mest a specific security threat or need. The
imtiatives are ay Tollows:

BDO Efficiency and Accountability Metvies (REAM) Datbase: BEAM provides sivpoit
managerient and TS5A with a gtandardized wol w track and analy 2¢ BDO daily operational data,
wwluding BOO locations gng time spent pecfonming doties. The system stremmlings the Surrent
methods of collecting this dat, which vanics hy sach aicport. More accurate and complewe data
will allivw for increased standardization of the program and ieproved analysis of the use of the
bekavior deteelion eapability at aimports gationwide. [n October 2012, TSA began evaluating the
ton] at seleet wirports refinimg the system mguirements, [ May 2013, the Progran beging
vationwide rollout of BEAM, which swill include further pilots, incorparation of updaresilessons
Iearmed, and provedure: mandannyg: airports” wse al the sy siem.

REAM dara will be closely monitsned by BDAP providiog infirmarion that was previousy me
teadily availuble o ese of BOOs, Using data frem BEAM, T84, will analviee how to deploy
B0 assets as part of the iarger TSA security system, inehuding, but nor limited ia. whether
BOO deplayment is mucd miged for operational effectiveness durme peak rave) times, Throagh
analyzis, the Program will gain insight to how BDGs are being repularly milized. specifically
o vften thoy are pectorming duties oatside of te xcope of STOT dutivs. The Progrim will
wirk with other parts of Q80 1o conduat a cost-beneflt anadysis on whether these duties provide
a meanipuful addition 1o TSA s secunily systern and are best carcied aul By 8 B0 The Progron
will regulurly report indipgs 1o FaDs, Regional Threctors (RD). and other O5G Jeadership, 28
appropriate and needed.

Brogeam Complinnee Assessment Visite, In 2012, BDAP arested the Progoum Conpliance
Agaessment (PCAD team 1o assess conplianee with the SPOT SOP through observation and
participation in each airpurt’s cperation, Te addition w SOP complianes, PCAs wentily how
airports are xing B3O wia site visits and then validate these abservations thiough HEAM

In light of this comprehensiy & monitenng and tracking plan through BEAM 2nd PCA visits,
THA requests thal QKT consider this recommendatian implemented and closc.

Recommendation B Develop and inplement a pracesy for idemtifying and sddressing
issues that may dircetly affect the success of the SPOT program sach as the selection,
allacation and performance of BIOs,
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TSA concurs. TSA has developed and implemeated the following processes for BDOs and
S 1M to provide teedback, suggestions and concerms o KDALY

»

TEA MeaFactary: On Apal 252007, TSA lanched the ldeaFactory, 8 Web-based ool
that gives more than 30.000 field and headgquaners personnel, ineluding BNDOs, a vaice to
commumeHe ioproverment ideas, ldvaFactory cmpowers TSA employees to Jevelop,
promote. and improve innovative ideas for programs, processes, and wechnalegics withua
being (Hered through the eatine TSA community. Fartiipants subimic ideas, provide
comments on how to improve new concepts, and endarse ideas, which they believe.
should be recommended tor imaplementation.

B Discussion Bowrd Biog: AlLBLOs have access to the SPOY) isbure gite, which
ircludeys a discussion board or Blog where they can provide ideas and thoughts.

Bi-Weekly Best Practices Conference Calls: In November 2012, BDAP begnn bi-
wowkly conterence calls swith airports providing them with an opponunity 0 exciungs
best practices, ralse concerns, and reinfirce kev prograsnmanie procedures and policies.

SPOT Mailbax: BIIAP operates an email box for all BDDs 1o ask guestions, make
obycrvations or sulieit elarification on policies and procedures. The ermal box provides
BDOg and STSM with an avenue w clatify policy, recommend new initiatives, and
acknowledpe BIXIS" work  The Progrun it 10 mospond 10 each emudl within one week
and also provides g weekly summary of all policy and procedures questions and answers
1o il 51SMs This infomation s shared with employees throuwgh airport Shifl Briefs.

Hest Praetives iShare Bite; In Jonwary 20030 TSA lancbed a Best Pracaces ishare site,
which builds upon *he success of the biweekly best practices conference calls. Al
wrpares naionwide, KD SPOT Conrdinators. Manager, asd 1910 have put
inacvation to work by creating tools that improve their operations. The goal of this site is
(o twrn leea] good idess nto naticnal best prictices.

Bi-Weekly Shift Brief: DDA provides a Shilt Briel'to STSMs highlighting BIH) work,
including incidents thal demonstrate adhersnce to proper procedures and eftective
oulcomes, ineuding, but not imied 1o, lw enforcement intervention The Bref oo
discusses new initiatives and provides wxercises and tulking poims for Managers an
critcal 1opcs.

Weekty Fregquently Asked Questinny: Freguently Asked Questions ane sent out 1o
BDO Managers eacl week via the distribudon lis summarizing procedural quesions
ol o BT ower the provious work.

Weekly Dashboard: A woekly dashbownd is provided 1o 17510 and field leadership,
which capteres aperational metries from the previous week and ineludes updates on
[RORITMING inlsatives
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»  Monshly Program Calls;s Monthly calls we conducted o provide FsDs, SPOYT
Coordinatiors, and STSM: with upiates ard netificatior. of upesming initianves and
chunges.

e PCA Visits: PCA methodolopy will serve as a process for Ldentify ng and addressing
v that may divectly affect the suecess of the SPOT program. (nder the PUA
Prognam. PUA Teams comprised of high: pertorming. specially -rained BEHCs wlll
observe and assess SPOT aperations at zirperts or. an annuad basis. with the goal of
promoting the consistent application of SPOT polictes and procedures. The PCA
Assessnetils will produce chjective, guantitative daca chat will tacil:tle the anadvsis.
whenti liciton, wd trackiog ol epergtional ivsues and deticieneies that may reguire furiher
exploration and, potentially, catrective action. Following PCA visiig, airports will
reeeive  siruetarsd report thar unalyeas b resalts of the PO A Team's observarions angd
wemtilics any eeguired remediation phans. Additionally, these repors will he dvailable to
RDs, GSCG Davision Directors, the O8C Assisant Administrator and cthees. as necessary,
The PCAs will also serve as an additional mechuanism tor BDOs ang 5TSMs to provide
the BOAP fuedbuck and obtain gaidartes an SPOT potivics sid procedures. (9 te Tutere,
BDAP unticipates Wkar airports will se)f-aseess vaing the PCA oritens which will not only
standardize snd improve the quality of self-evaluations. but alss further enbince BIRAP s
and sirprarts” abilily o identify icues that may attece the soceess ol he SO0 proprm.

These eftrts and others, meluding addiog an armeal BDO survey will be caprurad in a BDO
Comamumetion Planow de coniploed within the nee 90 days. As par el TRA S provess of
upckiting its siralegic plac (or the S program, 1A Wil reciew current scivetion, allocatiom,
and parfurmance crierin W deterrrme if changes are warranted.
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Appendix C
SPOT Referral Process

Establish eivironmental baseling Complete incidant report
Complete referral report
Gomplate TISS database entry

¥ 'y

Assess behavicr cues and
appearancs faclors

L
Perform Walk the Lins Sme Mote 1
¥
Imimediate LEQ Yes ]
nedification requirad? ’ - Natify LED
)
'No Se6 Mote 2 Yes
R - vas R
Is individual exhibiting Yeag ¥ Saleat the individual for SPOT Does the I[I.dl\)‘ldl.ld\
SPOT behaviors L referral 56 rasnin w  megt the critera for
enlering screening i 4 LEQ notifivatian®?
pracess?
e
¥ ¥
N Mo
Allow individoal ta proceed M_
Comgrlets referral repart
A ]

Source: TSA

Notae 1: BDOs initiate brief verbal exchanges with passengers waiting in ling, while observing passengers’

behaviors.
Note 2: The SPOT program assigns paint values to specific passenger behaviors and appearances.
Passengers exhibiting behaviors that exceed the SPOT numerical thresheld are referred for

SPOT referral sereening, The SPOT referral sereening includes a search of the passenger, the passenger’s
personal propevty, and a review of the passenger’s identification and travel documents.
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Appendix D
SPOT Situational Report {SitRep)} Dashboard — All Airports
SPOT SitRep Dashboard- AI} Airports

Date Range: October £, 2811 to September 3¢, 2012
Probibited Items
| Grarmity

SPOT Sebmitiat Summar

2pna S EEE SaarT 7370
[ENTRTENRS: ar g 35, 26|
T Plakiso ol LT 2233

Drorr eu Boassbrp by Tan e EH

SHECIR el

Reasons for LEC Referral

HEezsons for Arsest
Do pzon

Dispositien

ity Fosalution Searmity

LR ST R LECERAFEIE SRR = N I E A S N 43

needite mob quastion zaz]
2 armetac B 20 08

ARAC G saTEwE M-t ane Measces By L FO ¥ :ie3

< eepaiten dige taimrad for rmmst Ao By PVl 2

Lrtslore s uransy

Spource: T5A

MNote: The informaticn reported in TSA's Dashbeard may be inaccurate and incomplete because of errors identified in
the PRAS data.
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Appendix E

GAOQ Status of SPOT Recommendations {as of 4/10/2013)
{Source: http:/Mwwew pao.2ov/products /GAQ-10-763, GAD official website)

Efforts Validate TSA's Passenger Screening Behavior Detection Program Underway, but
Opportunities Exist to Strengthen Valldation and Address Operational Challenges,
GAQ-10-763, May 20, 2010

Recommendation: To halp ensure that SPOT is based on valid scientific principles that
can he effectively applied in an airport environment, the Secretary of Homeland Security
should convene an independent panel of experts to review the methodology of the DHS
Science and Technology (S&T) Directorate study on the SPOT program to determine
whether the study's methodology is sufficiently comprehensive to validate the SPOT
program. This assessment should include appropriate input from other federal agencies
with expertise in behavior detection and relevant subject matter experts. Status:
Clased - Implemented

Recommendation: If research determines that the SPOT program has a scientifically
validated basis for using behavior detection for counterterrorism purposes in the airport
environment, then the TSA Administrator should conduct a comprehensive risk
assessment to include threat, vulnerability, and consequence of airports nationwide to
determine the effective deployment of SPOT if TSA's ongoing Aviation Modal Risk
Assessment lacks this information. Status: Open

Recormmendation: If research determines that the SPOT program has a scientifically
validated basis for using behavior detection for counterterrorism purposes in the airport
environment, then the TSA Administrator should perform a cost-benefit analysis of the
SPOT program, including a comparison of the SPOT program with cther security
screening programs, such as random screening, or already existing security measures,
Status: Open

Recommendation: If research determines that the SPOT program has a scientifically
validated basis for using behavior detection for counterterrorism purposes in the airport
environment, then the TSA Administrator should revise and implement the SPOT
strategic plan by incorparating risk assessment information, identifying cost and
resources, linking it to other relatad TSA strategic documents, describing how SPOT is
integrated and implemented with TSA's other layers of aviation security, and providing
guitdance on how to effectively link the roles, responsibilities, and capabilities of federal,
state, and local officials providing program support. Status: Open
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Recommendation: If research determines that the SPOT program has a scientifically
validated basis for using behavior detection for counterterrorism purposes in thea airport
environment, then the TSA Administrator should study the feasibility of using airport
chackpoint-surveillance video recordings of individuals transiting checkpoints who were
later charged with or pleaded guilty to terrorism-related offenses to enhance
understanding of terrorist behaviers in the airport checkpaoint environment. Status:
Closed = Implemented

Recommendation: Concurrent with the DHS S&T Directorate study of SPOT, and an
independent panel assessment of the soundness of the methodology of the S&T study,
to ensure the program's effective implementation, and to provide additional assurance
that TSA utilizes available resources to support the goals of deterring, detecting, and
preventing security threats to the aviation system, the TSA Administrator should provide
guidance in the SPOT Standard Operating Procedures or other TSA directive to Behavior
Detection Officers {BDUs), or other TSA personnel, on inputting data into the
Transportation Information Sharing System and set milestones and a time frame for
deploying Transportation Information Sharing System access to SPOT airports 5o that
TSA and intelligence community entities have information from all SPOT Law
Enforcement Officer (LEO) referrals readily available to assist in "connecting the dots”
and ldentifying potential terror plots. Status: Closed -~ Implemented

Recommendation: Concurrent with the DHS S&T Directorate study of SPOT, and an
independent panel assessment of the soundness of the methodology of the S&T study,
to ensure the program's etfective implementation, and to provide additional assurance
that TSA utilizes available resources to support the goals of deterring, detecting, and
preventing security threats to the aviation system, the TSA Administratar should
implement the steps called for in the TSA Office of Security Operations Business plan to
develop a standardized process for allowing BDOs or other designated alrport officlals to
send information to TSA's Transportation Security QOperations Center about passangers
whose behavior indicates that they may pose a threat to security, and provide guidance
an how designated T5A officials are to receive information back from the
Transportation Security Operations Center. Status: Closed ~ Implemented

Recommendation: Concurrent with the DHS S&T Directorate study of SPOT, and an
independent panel assessment of the soundness of the methodology of the S&T study,
to ensure the program's effective implementation, and to provide additional assurance
that TSA utilizes available resources to support the goals of deterring, detecting, and
preventing security threats to the aviation system, the TSA Administrator should direct
the TSA Transportation Security Operations Center to utilize all of the law enforcement
and intelligence databases available to it whan running passenger names, for
passengers who have risen to the level of a LEQ referral, Status: Closed - Implemented
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Recommendation: Concurrent with the DHS S&T Directorate study of SPOT, and an
independent panel assessment of the soundness of the methodology of the S&T study,
to ensure the program'’s effective implementation, and to better measure the
effectivenass of the program and evaluate the performance of BROs, the TSA
Administrator should establish a plan that includes objectives, milestones, and time
frames to develop outcome-oriented performance measures to help refine the current
methods used by Behavior Detection Officers for identifying individuals who may pose a
risk to the aviation system. Status: Closed — Implemented

Recommendation: Concurrent with the DHS S&T Directorate study of SPOT, and an
independent panel assessment of the soundness of the methodology of the S&T study,
1o ensure the program's effective implementation, and to better measure the
effectivenass of the program and evaluate the performance of BDOs, the TSA
Administrator should establish controls to help ensure completeness, accuracy,
authorization, and validity of data collected during SPOT screening. Status: Closed —
Implemented

Recommendation: Concurrent with the DHS S&T Directorate study of SPOT, and an
independent panel assessment of the soundness of the methodology of the 5&T study,
to ensure the program's effective implementation, and to help ensure that TSA provides
BOOs with the knowledge and skills needed to perform their duties, the TSA
Administrator should establish time frames and milestones for its plan to systematically
conduct evaluations of the SPOT training prograr on a periodic basis. Status: Closed -
Implemented
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Appendix F
Training Task Analysis for SPOT Program - Executive Summary

SENSLUIUL S LT RITU IR0 s

Sgws., Transportation
Syt Security
e Administration

s

Training Task Analysis (TTA) for the
Screening of Passengers by Observation
Technique (SPOT) Program

I heeember 16, 2400

Wirsion 34y
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SECURITY ESHORRY A0

o by { tion Techmiguaes

i Excoilive Summary

Following the results of the proviowsly submitied Job Tash Analysis (7TA) and LDhfficely, Importance,
il Fregqusmey (DY Analy sis, the corveni sequsd @ U Transpertation Sedurily Adminisraton’s (03,
Soerconing v Passeniers by Observanion Techniiue (SPCYLY Progears s <iForn animproving and updating
Thir carremit training of Behavior Deteotion Cificers iTDCH has included export insights of national traieers
and Subect Mlatter Fxperts (SN douring tgo workshops that ook place i Febroavy and Mareh, 2010,
The B3 ks wars involved in the Sametional and hicrarabival analvses of the T8 Gsks o parl of an overall
Task valldadion olfon.

The eesults o e validation procass and hicrorchical ond funcrional analvses a) iduentificd e trainable
1ashs from the onginal 110 JTA tasks. branging the il to 63 fraonable tasks: b) srouped the trnnable
laghy fniw five catvgorive: and &Y ideniified o salient group of communivation lasks with threy
subcategonics of communication bypes. depending on the purpose and larget ol communicaiion,

Wilh the results of the various amalyses that collected direer input from mationa] SP0YT S0 Es and 15A
maticnal wainees, the mesd Tor major everbawl ol the cotive SO0 Program training b ovident, Tnis
necessary o enswre that the training is current and relevant to emerging threats. both in terms of its
content as well as ingrms ot contexts thar is, the focus of the raining delivery svstem should be shifred to
cxehange, mreracion dd Tacilitaeicn modes tarler than the leenre-bascd fundational informarion,

S Mav 2001 TSN has rolled our an interim waimng program that addressas some of e deficienies
ol its prior raining program. As iovesin all tasks curremly have some degree of coverage im the trbning
materials. whivh s a significant mprovament over the previous vesson. From the 63 Gehs. 37 (39%0) of
e tasks wors ol sovered it training materials prior tey the rolleour of the Inlerim Basie Tvaining.

The following calculation of the combinations of behavior, stress, and deception [actors iustrates the
vomplexine of the BT s ohservation rasks. The nfficers are wrained o loak for behavior] clusces. Py the
litne B3 s tnake a decision o call a Taw Enfbreement (HTger (LX) (hey may encounter any of 63.321
pirsgible combinations of factors, viclding the threshold value of Lven prior to making any
aletson, o B0 may enceunter 131 combinatins of [etors !Ilu&mld L] amnsiitone of
Cawtors yieldhng The which calls Tor SPOT Eelenal but slocs notinvelve an TG
nofliztion, can be any ol 19,079 cornhinations of factors,

ey identifiad asks amd gronps of tasks ave eoeegad ag g vesult of the Joh Task Analysis and
subsequent revicws during (e corrent Training Task Analvsis (10 eltort. In addition, a new subset off
Lashs bas bewn thentibed than Tabls under the wabeclla ol commumcation 1ashs and somprises 33 1ashs
{52%). Thal subset ix not adclussed in the curend training as a separate zrouy of communication lasks.
Within just the pagl vear. the SEOT progeam has updetgome dynamic changes. To spiwe of this, the
prrosgrn newds o be Turther telined and aligaed with the Fodings, as discissed in Sucton &

VEARNING Thie dwatorad uoniaios Sere five Seabary i g bl e owatitdo |l aacer 89 CTE parts |5l 3530, S0 (41 0f i dgutad niay:

bt el it Lia oo < s bt 3 =bgen |1 ko™ o dofiisd i 42 TR gans L2 anad 220 s wanlbsg wrman perstoas of the

Adempsteator of the l'r:mn]mnﬂlinn Hewrily Adminettien, orthe Sergtuy af Trangratatinn Lnnorieed refsase niy madl in sl ]lcna\l}'

o wher areon For 15 Cowgrmmint 1 gentice. piblic disclosaire v govenied s £ U050 558 and 49 CFR pras 15 and 15200 Fage Tage- 5

www.qig.dhs.gav 35 0IG-13-91

TSA 15-00014 - 006952



OFFICE OF INSPECTOR GENERAL

e Drepartment of TTomeland Scourity

Appendix G
Major Contributors to This Report

Donald Bumgardner, Director

Robert Greene, Audit Manager

Edwin Soto, Auditor-in-Charge

Jacque Bear, Program Analyst

Priscilla Cast, Program Analyst

Melissa Estralla, Program Analyst

Tia Jackson, Program Analyst

Kevin Rolloson, Communications Analyst
Katriha Bynes, Independent Referencer
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Appendix H
Report Distribution

Department of Homeland Security

Secretary

Deputy Sacretary

Chief of Staff

Deputy Chief of staff

General Counsel

Executive Secretary

Director, GAO/OIG Lialson Office

Assistant Secretary for Office of Policy
Assistant Secretary for Office of Public Affairs
Agsistant Secretary for Office of Legislative Affairs
Acting Chief Privacy Officer

Transportation Security Administration

Administrator
Transportation Security Administration Audit Liaison

Office of Management and Budget

Chief, Homeland Security Branch
DHS CIG Budget Examiner

Congress

Honorable Bennie G, Thompson, House Committee on Homeland Sacurity
Congressicnal Oversight and Appropriations Committees, as appropriste
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ADDITIONAL INFORMATION AND COPIES

To obtain additional copies of this document, please call us at (202) 254-4100, fax your
request to (202) 254-4305, or e-mail your request to our Office of Inspector General
{QIG}) Office of Public Affairs at: DHS-OIG.OfficePublicAffairs@olg.dhs.gov.

For additional information, visit our website at: www.oig.dhs.gov, or follow us on Twitter
at: @dhsoig.

OIG HOTLINE

To expedite the reporting of alleged fraud, waste, abuse or mismanagement, or any
other kinds of criminal or noncriminal misconduct relative 1o Department of Homeland
Security (DHS) programs and operations, please visit our website at www.oig.dhs.gov
and click on the red tab titled "Hotline" to report. "You will be directed to complete and,
submit an automated DHS OIG Investigative Referral Submission Form. Submission
through our website ensures that your complaint will be promptly received and
reviewed by DHS OIG.

Should you be unable to access our website, you may submit your complaint in writing
to: DHS Office of Inspector General, Attention; Office of Investigations Hotline, 245
Murray Drive, SW, Building 410/Mail Stop 2600, Washington, DC, 20528; or you may
call 1 (800) 323-8603; or fax it directly to us at (202) 254-4297.

The DIG seeks to protect the identity of each writer and caller.
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