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Behavipr Detection and Analysis (BDA) Program Office

Behavior Detection Officer (BDO) Plain Clothes Operations (PCO) Required Guidance

Expiration: Indefinite

This required guidance cancels and supersedes the SPOT Program Directive BDO Plain
Clothes Operations (PCO) Implementation Procedures, dated January 2009.

Relerences

This required guidance is intended to supplement the PCO requirements outiined in the SPOT
SOR. This guidance in no way supersedes the SPOT SOP or any applicable training from the
Office of Training and Workiorce tngagement. The following policy and procedures are
referenced throughout this guidance:

SPOT SOP, Revision 3, section 3.11

SPOT S0P, Revisior 3, section 4.2

Behavioral Indicator Reference Guide, versicn 1.3
SPOT Referral Report, version 3
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Sumtnary

The FSD may use PCO to extend security beyond the sgreening checkpoint or enhance SPQT
behavior cue and appearance factor observation capabilities. PCO BOQOs must conduct
hehavior observation as directed by the FSD or the BDA Goardinator in accordance with this
guidance and the SPOT SOP.

This guidance outlings the PCQ BDOs' roles and responsibilities inchding but not limited to:
» BDO requirements
« Dress code
+ Procedures
s Primary areas of operation
o Surveillance and the Terrorist Planning Cycle
» Reporting requirements

Uniformed BOO coverage of the security checkpoinis remains the first priority,

; THIE RECORD CONTAING SENSITIVE SEQURIT THAT IE CONTROLLED UNDER 49 C.F.K. PARTS 145 AND 14520, NO PART
OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT & "NEER L AS DEFINED N 48 CP.R. PARTS {5 AND 1520, EXCEPT WITH
THE WRITTEN PERMISSHON OF THE ADMINISTRATOR OF THE TRANSPORTATION Sk ISTRATIQN OR THE SECAETARY OF
TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTIES OR OTHER ACTIO! YERNMENT AGENCIES,
PUBLIC DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 42.C.F.R. FARTS 15 AND 1520.
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Notifications

A, The BDA Coordinator must notify officials with a need-to-know, including LEQS.
reprasentatives of the airport or venue authority, and any other stakeholders, each time
PCQ BDOs will be deployed. This notification is requirad for situational awareness an
10 address any potential concerns in advance of FCO deployments

B Requirements

A Inorder to perform Plain Clothes Operalions (PCGO), the BOO must:
1} Ensure all PCO activity is entered into the BEAM database, if applicable, by the
and of each operational shift
a. Al airporls where the BEAM database is not oparational, PCO actvities
must be entered into the daily shift summary by the end of each
operalional day.
2) Be familiar with all directives and updates associated with PCO duties
3) Perform SPOT in a T5A-issued uniform no less than tour scheduled shifts in the
same pay period
4) Have a TSA-issued uniform readily accessibla during the assigned PCO shift

Dress Code

A, The BDO must:
1) Dress in a manner cansistent with the traveling public at the time and location of
PCO, as established by the local BDA Coordinator, in order to maintain
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Procedures

A, The PCO BNOQs must:

(BY(33.49 US.C. § 11401)

SENSITIVE SECURITY INFORMATION

; THIE RECORD CONTAING EHEN ] FOHMKIION THAT IB‘ CONTROLLED UNDER 48 CF.F. PARTS 15 AND 1520, NO PART

OF THIS RECORD MAY BE DISCLOSED 10 PERSUNS WITHOLT W AS DEFINED \N a3 C F.R. PARTE {5 AND 1320, EXCEPT WITH

THE WRITTEN PERMISSHON OF THE ADMINISTRATOR OF THE THANSPQRTQTION & F f HATIQN OR THI: SECHETAR\' OF
TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULY IN CIVIL PENALTIES OR OTHER AG'T'ION FOR .8, "

PUBLIC DISCLOSURE GOVERNED BY 5 U.5.C. 552 AND 49 C.F.R. FARTS 15 AND 1520,
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SENSITIVE §ECLIRITY INEERMATION
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B, The PCOROOs mustNOT:
NI4T UEC € 1140

Primary Areas of PCO Duties
(53349 U.5.C. 5 1140

SENSITIVE SECURITY INFORMATION

G THIE HECORD CON'MIHS SENSFTIV& SECQURITY NFOHMK]ION THAT I8 EUNTRDLLED UNDER 48 LF.F. PARTS 15 AND 1520, NO PART
OF THIEi RECORD MAYH
THE WRITTEN PERMISSION OF THE J‘-\DMINI.:TEJ\T R OF i ALSEGLA
TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN Cl‘u"lL PEN#LTIE.S OR OTHER 2 B4 AGENGIES,
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 42 CF.R. PARTS 15 AND 1520

Fage 3of &

TSA 15-00014 - TSA 15-00014 - 007686



MATION

B8 US e 5113m

Surveillance and the Terrorist Planning Cycle

A. PCO BDOs must be aware of the terrorisi planning cycle, as it relates to PCO areas of
operations, in order 10 more effectively detect pre-operational planning of terrotist
activity.

1) The seven phases of the Terrorist Planning eycle:

Broad Target Selaction

(nlelligence Gathering and Surveillange

Specific Target Selection

Pra-Attack Surveillance and Planning

Rehearsals

Execution

Escane and Exolotalion
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SENSITIVE SECURITY INFORMATION

; THIE RECORD CONTAING SENSITIVE SEQURITY INFORMATION THAT I8 CONTROLLED UNDER 48 CF.F. PARTS 15 AND 14520, NO PART
aF THIEi HECORD MAY B& DISCLI’JSED 10 PERSUNS W!THOUT Al NEED TO KNC)‘N AS DEFIMED \N 139 C F. R PAR‘I‘S 15 AND 1520 EXCEPT WITH

TRANSPORTATION, UNAUTHOHIZEO RELEAM{ MA\" HESULT IN CIVIL PEN#LTIE.S GRDTHEH AG'T'ION FDFI L, 8 GO\’ERNMENT AGENGIES
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 42 CF.R. PARTS 15 AND 1520,
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Bya) 49 U5.C & 1140

PCO Reporting Requirements

A. Except when conducied during VIPR operations, all PCO activilies must be impiemented
as a Covert {COV) Playbook activity and entered into the BEAM database.

B. PCO BDOs are responsible for understanding the intent and application

(a7 US.C §114m)

G. AlIPCO activities must be entered into the BEANM databaze, T applicable, by the end of
each operational day and include the following:
1) Specific argas of operation where you worked,
2} A description of any incidents including all details such as time, location, reason
and responding LLEQ, if applicable,
3} Any other pertinent information such as unattended luggage/vebicles, trends
and/or anomaligs discovered, etc.
D. At airports where the BEAM database is not operational, PCO activities must be entered
into the. daity shift summary by the end of each operational day,

SENSITIVE SECURITY INFORMATION

MATION THAT 3 EUNTRDLLED UNDER 48 LF.F. PARTS 15 AND 1520, NO PART
E s A NED [N 49{3 F R PARTS 15 AND 1520, EXCEPT WITH

 THIE RECORD CONTAING SENGITIY i
OF THIS RECORD MAY BE DISCLOSED 10 PERSUNS \H!THOUT L
THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY AD Ha ML SECHETAR\' OF
TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULY IN CIYIL PENALTIES OR OTHER ACTION FDFI L, 8 GOVERN EH By
PUBLIC DISCLOSURE GOVERNED BY 5 U.S.C. 552 AND 49 C.F.R. FARTS 15 AND 1520.
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