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December 18, 2013 

U//ln' o/ I r·g1>iu111 r· .\//dir, 
I .S. l>cpnrtmcnt of llomclund Scrnrit) 
\\',,,hin~1,,n_ DC ~11_~2N 

Homeland 
Security 

Pursuant to the requirements of 31 U .S.C. Section 720. the Depart1nent of Hon1eland 
Security (DHS) is sub1nitting this \vritten staternent on actions taken regarding the 
Governn1ent Accountability Office (GAO) recornn1endation contained in its report, 
GA0-14-37SU. AVIATION SECURITY: TSA Should Limit Future Funding for 
Behavior Detection Activities. 

This letter provides a status update and is being provided to the following Men1bers of 
Congress and the Director of OMB: 

The Honorable lVIichae[ T. McCaul 
Chairman, Co1nmittee on Ho1neland Security 

The Honorable Bennie G. Thompson 
Ranking Metnber, Conunittee on Hon1elan<l Security 

The Honorable Dan·elJ Issa 
Chainnan, Con1n1ittee on (Jversight and Governrnent Reforn1 

The Honorable Elijah Cu1nn1ings 
Ranking l\1etnber, Co1nn1ittee on Oversight and Governrnent Reform 

The Honorable Tho1nas R. Carper 
Chairn1an, Co111n1ittee on Horneland Security and Goverr11nental Affair~ 

The Honorable Thon1as A. Coburn 
Ranking Me1nber, Con11nittee on Hon1elan<l Security and Govern1nental Affairs 

The Honorable Sylvia Mathews Burwell, Director 
Office of Manage1nent and Budget 

If I 111ay be- or further assistance, please contact 1ne at (202) 447·5890. 

Respectfully, 

Brian de Vallance 
Acting A~sistant Secretary for Legislative Affairs 



TSA 15-00014 - 009122

Pursuant to the requirements of 31 Ll .S.C. Section 720. the Departn1ent of Hon1eland 
Security (DHS) is sub111i11ing this written state1ne11t on acti1)11s taken regarding the 
Govenunent Accountability Office (G,\0) recon1111endation contained in its report, 
GA<J-14-37SlJ. AVIATl(JN SECLIRITY: TSA Should Lin1it Future Funding for 
Brhavior Detection Activities. 

Recommendation: To help ensure that security-related funding is directed to progra1ns 
that have den1onstrated their effectiveness, \Ve reco1nmend that the Secretary of 
Hon1cland Security direct the TSA Ad1ninistrator to litnit future funding support for the 
agency's behavior detection activities until TSA can provide scientifically validated 
evidence that demonstrates that bc:havioral indicators can be used to idc:ntify passengc:rs 
who 1nay pose a threat to aviation security. 

Original Draft llesponse: Non-Concur. Significantly limiting funding would have a 
detrin1ental in1paet on TSA 's goal of expedited risk-based passenger screening. The 
1najority of the behavior detel'tion funding, uver 97 µerceut, is for µayrolL l'On1peusatiou, 
and benefits (PC&B); and a reduction in funding would result in a reduction in the 
Behavior Detection Officer (BDO) workforce. SPOT is one component of TSA 's n1ulti. 
layered risk-based intelligence-driven security progra1n. Because TSA's overall security 
progra1n is co1nprise<l of interrelated parts. to disrupt one piece of the inulti~layenxl 
approach may have an adverse impact on other pieces, thereby adversely affecting TSA's 
overall security initiatives. 

The Behavior Detection Prograrn should continue to be funded at current levels to allo\v 
BDOs to screen passengers 1.vhile the Optimization process prol'.eeds. TSA anticipates 
making improve1nents to the indicator list and its use. Once the optimized behavior 
detection procedures are evaluated for security effectiveness and efficiencies, TSA will 
be able to refine the resource allocation model, as appropriate. 

TSA anticipates the optilnized behavior detection procedures to begin testing by the third 
quarter of Fiscal Year 2014, using robust test and evaluation methods sin1ilar to the 
operational testing conducted in suppott of technology acquisitions. TSA should have 
sufficient infonnation on the perforn1ance or the ne\v processes to update the national 
behavior detection en1ployment strategy within 6 months of the con11nencement of the 
tests. Estin1ated Cotnpletion [)ate: f)ecen1her 31. 20 J 4. 

December 2013 Update: TSA continues to 1nove forward with the Opti1nization process 
and parallel Bench1nark Study. The Benchmark Study is the J'ollow~up evaluation effort 
to the, Feasibility Study \Vhich determined that we can collect de1nographic data 'W'ithin 
the referral report to support further analysis. The Bench1nark Study will incorporate the 
additional data to exa1nine whether there are any disparity or racial/religious profiling 
issues. TSA expects delivery of the opti111ized indicator lists and suggested process 
improve1nents by the beginning of March 2014. Follo\\"ing this, TSA \viii evaluate the 
optin1i?cd protocol at three to five airports. If there arc no critical d(:ficicncics uncovered 
during the pilot, the opti1nized protocol v.1 ill be expanded to approxi1nately 50 airports for 
further validation beginning in I\.1ay 2014, 
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The validation of the optimized process and the Benchmark Study arc being run in 
parallel to ensure variances in separate protocols do not affect the outcome of the 
Benchn1ark Study, Two independent panelf-.. \vill have an opportunity h) revie\v 1he 
results of both efforts. A Technical r\dvisory Cotn1nittee (T1\C) con1posed of various 
acaden1ic, industry, and other Govcrnn1c11tal agency (including international 
representation) experts will exatnine the scientific 1nerits of the t\VO evaluations. Another 
panel, the Co1111nunity Advisory Panel (CAP.I with 1ne1nbcrs fron1 various co1nn1unity 
advocacy groups will be convened to ensure other non-scientific stakeholders have an 
opportunity to participate in the process to ensure transparency. 

Due to the unique nature of behavior detection and the associated challenges ¥.1ith 
perfonnance 111easure1nent, \Ve \Vill e1nploy two separate but concurrent evaluation 
methodologies. Both methodologies require a viable, fielded operational BDO workforce 
a:.. validaling behavior detection cannot solely be done \Vi thin a laboratory. 

The first 1nethod will en1ploy a con1parison of the rate of high-risk outcon1es betv,1een two 
populations: a rando1nly selected hs:-.e~rate :.ind a RI)() referral population. C)perational 
Test data collection and authentication protocols \viii be utiliLed. The American 
Institutes for Research (AIR) v.·ill be responsible for the independent analysis of this data. 
Due to the very low rate of occurrence of high~risk outcotnes, this period of data 
collection will take up to 15 nlonths. The second methodology will incorporate the use of 
scenal'io-driven threat insertions.. The s.a1ne DHS independent Operational Test Agent 
that conducts the operational tests for TSA technology acquisitions \\'ill be responsible 
for this testing. The scenario-driven tests will run concurrently with the comparison data 
collection but should be con1pleted within 5 111onths of comrnencetnent. 

'I'he results or the scenario-driven tests should provide sufficient information on the 
probability of re.ferral that national deployn1ent strategies for the BDO \vorkforce can be 
adjusted by Decen1ber 31, 2014. 




