NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G, MEADE MARYLAND 207565-6000

12 December 2011

MEMORANDUM FOR THE CHAIRMAN, IN'IQE‘LL{GENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (hitcHigencc Oversight)

SUBIECT: (UFFEH8-Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/HH03-Except as previously reported to you or the President, or otherwise stated in the
enclosure, we have no reason to belicve that intelligence activities of the National Security Agency
during the quarter ending 30 September 2011 were unlawful or contrary to Executive Order or
Presidential Directive and thus should have been reported pursuant to Section 1.6(¢) of Executive Order
12333, as amended.

(U/HY0T The Inspector General and the General Counsel continue to exercise oversight of
Agency activities by inspections. surveys, training, review of directives and guidelines, and advice and
counsel. These activities and other data requested by the Board or members of the staff of the Assistant
to the Secretary of Defense (Intelligence Oversight) are described in the enclosure,

 GEORGE J;ﬁARD

- Inspecior General
PATRICK J. REYNOL.DS

Acting General Counsel

(U/FEHEEF 1 concur in the report of the Inspector General and the General Counsel and hereby

make it our combined report.

KEITH B. ALEXANDER
General. U. S. Army
Director, NSA/Chief, CSS

Enel:
Quarterly Report

This document may be declassified and marked,
“UNCLASSIFIED//Fer-0tfrerttiseOmy
upon removal of enclosure(s)

Bpproved for Release by NSA on 1 2-22-2"014. FOIA Case # 70809 (Litigation)
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I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that
Violated Law, Regulation, or Policy and Were Substantiated during the
Quarter, as well as Actions Taken as a Result of the Violations

lLA. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333
Authority

ILA1 (U) Unintentional Collection against United States Persons (USPs) or
Foreign Persons in the United States

(U/FOYE During the third quarter of calendar year 2011 (CY2011), signals intelligence
(SIGINT) analysts in instances inadvertently targeted or collected communications to, from.
or about USPs while pursuing foreign intelligence tasking. Unless otherwise specified. all
intercepts. query results, and reports have been deleted or destroyed as required by United States
SIGINT Directive SP0018.

y (1)

(b) {3)-P.L. 86-36 (b)(3) P.L. 86-36

LA1.a. (U) Targeting . (b)) (3)=50 USC 3024 (i)
' (VPN | 4 | an NSA analyst discovered that a U.S[_ |
| thad been tasked because of a typographical errer. | |
was instructed to detask the incorrect selectorl : I The data was
purged. g o
(te; t2)~F. L. S6~-346 .
(U/HEoHa )| Jan NSA analyst discovered that a USP had been

targeted. During the transfer of coverage of'the target from one analyst to another. information
about the citizenship ofthe target was not passed to the second analyst. Unaware that the target

was a USP. the secox:d_aualmuaskid.ﬂu:] target’s selectorf S | The analyst
detasked the selector ‘Reports containing the. tarLet S name “had been 1ssued

but subsequently canceled| - | Lo e “(b) (3)-P.L. 86-36
(U/FOHEY-On| loccasions| o 3 N@A analysts
targeted the same USP. | [ an analyst leamed that an individual believed to be

a valid foreign intelligence target was a USP. The targeting error occurred because the analyst
had only partial information on the target, The analyst detasked[]e mail and telephone
selectors associated with the target| | an analyst. unaware
that the selectors had been detasked. queried the-target’s selector in a raw traffic database. The
query results were deleted. and no repo“rts wete issued. The selectors were added to a list of

detasked selectors to prevent future incidents. [ Jan analyst tasked[ ]
selectors associated with the target without first checking the list of detasked selectors. The
selectors were detasked . and collection was purged| |

Derived From: NSA/CSSM [-32
Dated: 20070108
Declassity On: 20320108
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3L Hamat “(b) (1)
(v%) =T L. BE-3B . (b) (3)-P.L. B6-36
(U#F@HG-){ Ian NSA analyst tasked the telephone number of a

green card holder. The following day, the tasking was canceled, the collection was deleted. and
all reports were canceled. :

(SHREEFOHSA—EE | an NSA analyst noted travel to the
United States by a foreign | “ |

| The 1esults ﬁom the

queries were deleted. and no reports were issued.

. (b) (l
. T by (3)-P.L. 86-36
LA1.b. (U) Database Queries A §b§ 53) 50 USC 3024 (i)

SR O HSA FnE;r” : i )
Iy : . . .

() ESLP.L BG- 3 On Elaccasmns during this quarter, analysts pelfouned
- “overly bload or poorly constructed database queries that potennally targeted and/or returned
information about USPs. These queries | ]
[ ' fhat produced
nnpxecxse ILSU“S On[_]ofthose occasions. the queries returned results from the database. The
query restlts were deleted. and no reports were issued. Analysts who performed these queries

were counseled by their management, (b) (1)
(b) {3)~-P.L. 86-36
U) Plocedural and. othel errors contrlbuted to the following mcndems (b) (3)-50 USC 3024 (1)
0 (U/fF‘G’(‘)‘@)I , ‘ |NSA analysts performed uneues in raw

traffic databases without iust performing the requiied research on the selectoxs
quulcq mturncd results. which were deleted: no-reports were issued.

N v
JM.

23

U//«F-OH-Q—)I I'm NSA analyst performed a query in a raw traffic database
' - [that included one that was U.S -based. Tlhe error occurred
because the analyst copied and pasted the mconectl | The results were
deleted {::::] no reports were issued. ,
(b) (3)-P.L. 86-36 P (b) (31-P.L. 86-36
I ASHREEFOUSATFVEY| | NSA analysts learned thal e-mail
selectors associated with targets visiting the United States| lquery of
a raw traffic database. |
| fthey failed to remove the selectors| |

raw traffic database. One of the queries returned results. which were deleted: no
reports were issued.

T (UEeyen| Jan NSA analyst. queiiied a raw traffic database using a
selector for a target located in the United States. Although the analyst performed research on
by (1)
v 5 , (b) (3)-P.L., 86€-36
HEOR 7 (b) (3)-50 USC 3024 (i)

=~
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the selector before querying. the analyst failed to review the results of the research, which
revealed that the target was in the United States. The queries and results were deletecl
‘NO-reports were lssued

0 (U/’/F@b‘@') I an NSA analyst used Ias a-query. teun_m a raw tl afttc

database. The query results were deleted. and no reports were 1ssued T ey (3 =B L. BdedE

]

(U//EQU@-)' I-an'NSA analyst removed potenmd U.S. selectors from a
list of valid Toreign mtelligence selectors but missed one. That selector was subsequently
queried in a raw traffic database before the auditor noticed the mistake. There were no

results and no reports, ) (1)
{b) (3)-P.L. 86-36
I ~SHREEFOUSAFYEYT -~ lanNSA analyst learned that[ |
| selectors for a valid foreign intelligence target | lina
raw traffic database after the target had arrived in the United States
Although the analyst| fand ﬂau.ed the selectors for detasking. the
analyst| , | The analyst
removed the selectors from the que:v] . [ no collection or reporting
occurred. gt (b (1)
SBLL) {b) (3)-P.L. 86-36
I.A1.c. (U) Detasking Delays ‘( (3)—P L. 86-36 (b) {3)-50 USC 3024 (i)
. , SHTRY Idn NSA analyst became aware that a
target was| ’ ' “Jto the United States for
{ I The NSA 'malyQt immediately requested thall hssociated selectors be
detasked. | | during a review to ensure that the selectors had been detasked, it was

noticed that| Jhad been successfully removed. Immediately thereaﬁer

selectors were detasked. No collection or reporting oceurred. 3
(b )(3)~P L. 86-36

...................... (b P) =50 UsC 3024¢(i)
an'NSA analyst discovered that selectors

associated with a valid foreign target. had-béen detasked from| i
the United States. The analyst failed to request detaslun«vl |

| [ The data was purged | fno reports were issued.

T

—(—SvSLS{-HHE-I:-:FG-HS—A:—Pv‘E-‘ﬁf ' ~ Jan NSA analyst became aware that his
target was| to the United States and requested that all associated selectors be
detasked. | |the analyst learned that the detasking did not t"d\e p]ace as

e {b) (1)
Y CO ) 7 - B
requested and resubmitted the request. No collection or leportlm OCERHBC‘ ) (o) (3)-P.L. 86-36

~SHREETFOHSAFVEY | o IanNSA amlyst discovered that e-mail
selectors associated with a valid foreign intelligence target had not been properly detasked
fthe United States| o | In addition. | l
{adelay in detasking resulted in collection| |

r

l | The analyst Jefasked the selectors|

(UIFeBoer) | an NSA analyst discovered that selectors that had been
removed from tasking| [the United States had

(bj (3)-P.L. 86-36 —FOP-SECRETCOMINTAYOFORN
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~“FOP-SECRETHCOMINT/ANOFORN— ) (D)
, ' o (B)(3)-P.L. 86-36

been mistakenly retasked by another analyst the following day. The selectors remamed on tasl\

l khe target’s U.S. visit. No co!lectxon or-reporting occurred. -
“SHREE-TFOUSAFVEY) | ' }an NSA analyst learned that sc]eotom '
associated with a target visiting the Umtud States remained on task. | '
[ |1nd requested that the associated selectors be detasked the
request was nof executed | : o | The collection was pur«redl |
E::::] anid no reports were 1ssued T
P oY) (3)-RLL. 88-36
(U/Feuen| ~Jan NSA ana]yst dlscove1ed that the selectons for atarget
had not been completely detasked when it was detelmmed that the target had become a USP
Although the target’s selectors had been detasked the analyst failed to request
det'isl\mg| ] ‘The selectors were detasked
] o |

(b) (3) -P.L. B86-36

—(ﬁ&&Et—-’-FG—-HS:“:—-F&LE%QI o .'» l an NSA ddtabase auditor noticed thail I

' lselectms had remained ontask 'while ataiget was visiting the United States

[for'the same penod, TTe results of the collection were deleted, and no

reporting occurred. ‘ o b)Y (3)-PLL. 86-36
(U/FeHE6| |-an NSA amlyst dlscovered that a selector associated

with atarget who had worked in the United States| | remained on

taskf T | The analyst detasked the selector and r___:]

| [the same day No reports were issued.

LA, (U)] |

‘ ] | L

(bi(l)

IATE) = o 2
\u/\u/ Prfore Sty

. (b) (3)-18 USC 798
LA1e. (U) Data-Handling Errors (b) (3 ) 50 USC 3024 (1)

(U//FQ-UO.).On[:})ccasionsl | the names of eight U.S.
government officials were improperly disclosed during briefings by NSA personnel. The
briefing slide was changed to remove the names of the individuals. (b} {(3)-P.L. 86-38

(UIFOBO)| I an NSA analyst performed a quely[:] raw traffic
databases without first performing due diligence in researching an untasked selector. The analyst
forwarded a name and the associated selector in an e-mail to Intelligence Community (I1C)
personnel. who informed the analyst that the target was a USP. The analyst deleted the database
queries and e-mails.
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I.B. (U) Dissemination of u.s. |dent|t|es

~(SHREE-TFOHSA—FVEY) The NSA/CSS enterprise issued ] SIGINT product

reports during the third quarter of CY2011. In those reports. SIGINT analysts included
information that identified USPs or U.S. entities on[___] occasions while pursuing foreign
mtelhgence tasking. The majority of the U.S. entities’ names were those of Internet service
pxovxdexs in e-mail selectors. ln[:]SIGINT products. disseminations were found to be
improper. and the reports were canceled as NSA/CSS analysts learned
of USPs, U.S. organizations. or U.S. entities named without authorization. All data in the
canceled reports was deleted as required. and the reports were not ICISSUE(] 01 were reissued with
proper minimization. <

‘ ‘ ':(b) (1)
I.C. (U) Foreign Intelligence Surveillance Act (FISA) {b) (3)-P.L. B86-36

I.C.1. (U) NSAICSS Title | FISA
. S b))

I.C.1.a. (U) Tasking Error . (b) (3)-P.L. 86-36

(UnFoter E | during the review of information. for the renewal of a
Foreign Intelligence Surveillance C ourt (l" ISC ) Ordel an NSA analyst discovered. that the
targeted telephone selectorf " R Japproved by the FISC Order.
The analyst léarned that the selectorl S
[ ] All noncompliant collection was puwed on| |

e MB) (1)

|.C.1.b. (U) Detasking Delays o (b) {3)~P.L. B6-36

~SHRE-FO-HSA—FVET | |an NSA analyst discovered that the cell
phone selector for a target | L _ [had been .
inappropriately tasked. Lo | when

it was suspected that the tarzet]

l The selector was detasked on} | No collection or reporting
occurred. '

~SHSHANET| | an NSA analyst discovered that the selectors for a
FISC -authorized target remained on task after| . R
| b the selectors were detasked | | The
delay in detasking was discovered during the review of the FISC Order renewal. No nathc was
collected ] CooBY (L)
{b) (3)-E.L.
4SSN l NSA analysts leamed tharl Jselectors
associated with FISC -authorized targets 1emamed ori task | - |
| "] an analyst discovered that an e- meul selector associated vath one
of the targets had been overlooked and collection on'the selector continued after
| , | The selector was detask
l [ NSA discovered that [ Jselectors remained on task
after | because a technical malfunction caused a system
—FOP-SECRETHCONINTAINOTFORN-

3
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b)) (1)
(k) {3)-P.L. 86-36
update to fail. Thel:—_:l seletiors were det asl\edl ' l. Noncompliant data

has been marked for purging.

I.C.1.c. (U) Data-Handling Errors

(U//F@H@')’I : l a QIGINT analyﬂ;r posted FISA information to a chat
window that was not authorized for FISA-data. Chat posts age off after 48 to 72 hours.

(U/meeear . I-an NSA analyst mistakenly e-mailed a list ofD
NSA FISA targets to an employee . Iaqswned to NSA. instead of an NSA
analyst with the same name. for whom the e-mail was mtended Thel lem_ploy ee
was not eligible to receive the list| L
Within minutes of receiving the e-mail. the| famployee notified the
analyst of the mistake and infoffied the analyst that the e- maxi Ind been de!eted permanemlv
from the system .

1.C.1.d. (U) Unauthorized Data Retention

(U/Eeven| Itor an uni\nown reason. 'mtomated scr xpts used to aoe off

FISA data did not execute in a data repository. The scripts did execute] .~ j l deleting .

data that should have been deleted o This error resulted in retention of FISA data for

foniger than authorized. The cause of the error was probably an isolated network or
server problem. The problem has not recurred. so it is believed to-have been resolved.

(U//FEHeY ' iz 4y lautomated scripts used to age off FISA
data did not execute in a data xep051t01y beuause of an invalid file path in a modified. parameters
file. The parameter file was corrected and tested and the script ran| [with no
problems. This error resulted in retention of FISA data for two days longer than authorized.

e W] © (b)(3)-P.L. 86-36

) (b)(3)-50 USC 3024()
|.C.2.a (U) Data-Handling Errors ‘

(Urkeven | | an NSA analyst cleaning out a newly assigned office
discovered a FISA-derived document dating back t({:l The document was destroyed.

[.C.3. +F5H#SHA Business Records (BR) Order
~FSHSHAND) | - |

)

3)-P.L. 86-36
3)-18 UsSC 798
) -

6

*(b) (3)-P.L.

-50 USC 3024 (i

)

86-36
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\ ‘ {b) (3)-P.L. 86-36
TOP SECRET/TCOMINT//NOFORN (b} {3)-18 USC 798
(b} (3) 50 UsC 3024 (i)

1.C.4. FSHSHMANFY Pen Register/Trap and Trace (PRITT) Order o

CFSHSHANE] R ‘ |
iur

[.C.5. (U) FISA Amendments Act (FAA)
[.C.5.a. (U) Section 702

(UIIFeY0) Note: As previously reported, NSA CSS has implemented a new process to ensure
the purging of FAA §702 collection that is required to be purved trom NSA CSS databases. | ]

marked for purging will be pur crcc/
( Y (3)-P.L, B6-36

I.C.5.a.i. (U) Unauthorized Targeting

(U/IEOUQ-)[—__—_: an NSA dmlyst learned that a target selector]
the United States. After additional research, the analyst discovered that the selector was
detasked | Ibecause the target was no longer of foreign intelligence interest.
i I the selector- was mlst'xl\enly retasked. The analyst

detasked the selector | | All collection has been marked for piirging-and.ng. feports were
issued. ‘ (b) (3)-P.L. 86-36

(UHFOHOY | an NSA analyst learned that a tasked selector noted to have
been associated with an individual ] |
| The selector was immediately

detasked: no collection occurred.

SHSHNE | | NSA learped that an Internet account targeted under F
¥702 authority
outside the United Siates | | -N>A was unaple 10 contirm that tie
the account until | " NSA obtained #-destruction waxver|:]to
retain thel ]communication. reports isst;ed,l. Ihave been canceled.
(b} (1) STy (1)
(b) (3)-P.L. 86-36 (b} (3)-P.L. 86-36

(b) (3)-50 USC 3024(i)
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(U/Feten| as NSA compliance personnel reviewed the E::I

incident further. they discovered thatl__]seleciors that were originally detasked were mlstal\enly
retasked under FAA §702 authority. In addition.[”Jnew selectors. were tasked erroneously: All
of the selectors were detasked. The collection has been marked for purging. and no nepmts wexe

issued.
, ‘ L (b)(3)-P.L. 86-36
(U/Feven | INSA complmnce personnel were notifted b\/ anIC
agency that a tasked selector] - . | The selector was

immediately detasked. The collection has been marked for purging. and no reports were issued.

UHeser)| | it was discovered that a tasked selector believed to be
associated with a valid foreign intelligence taxs.etl |
[} The selector was munedlately det"lsl\ed no collectlon occurred. ’

(U/:‘F-GH@-H ]1t was dxbcbveled that..a seléctor bel xeved to be assocxaled
with a foreign national | R 1))
| | The selector was unmedlateiv detasked The collectlon has been marked fof?)(3)-P.L. 86-38
purging. and no reports were issued.

(UIIFOBeH| | an NSA analyst learned tha__|tasked selectors were
associated with a USP. Although another branch analyst lad access to information about the
target’s U.S. citizenship. the analyst neglected to pass the information to other analysts-[___]
selectors were detasked-| ] Noncompliant ‘data has been marked for
puwm& and"’ no reports were issued. - ’ »

P.L: 86—36 C(UReHes| | an NSA analyst discovered that a target’s e-mail
selector had been improperly tasked under FAA. §702 because targeting procedures were not
followed. The selector was detasked| o | and data collected

| | has been marked for purging. no reports were issued.

.C.5.aii. (U) Tasking Errors

(U//FeHe) | | NSA analysts
discovered that incorrect e-mail selectors had been tasked because of typovraphical errors. The
selectors were detasked. and all noncomphant collecnon has been marked for purging.

(U0l | an NSA analyst tasi\edl Ie -mail selectors incorrectly

because of fJerror. The analyst detasked the selectors on| | no

collection occurred. (b)(3)-P.L. 86-36
(U/FaTen | NSA analysts discovered that[—_—]

selectors had been tasked without information indicating that the targets were located outside the
United States. All selectors have been detasked. and noncompliant data collected has been
marked for purging.

AR PO S A PR |an NSA analyst erroneously dual-routed
collection OID selectors to IC agencies before contirming

FOR-SECRET/COMMNTANOEGRN. (b)(1)
g (b)(3)-P.L. 86-36
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o) ~FOP-SECRETHCOMMNTANOFORN— - (OE-P.L 86-30
(B)(3)-P.L. 86-36 , ’ ' ' (b)(3)-50 USC 3024(j)

_ .y : |T1e selectors were
emergency detasked | LAl noncomphant clata collected from| |
2011 has been marked for purging.

(UAFOHE)| Jan NSA analyst incorrectly tagked[ ] selectm ' b)(3)-P.L. 86-36
associated with a valid foreign intelligence target. The error occurred bécause| -
|selectors were detasked| and
data collected] ‘ jhas been marked for purging; no reports

were issued.

i E -

5 : | an'NSA analyqt notéd travel-torthie™ (B)(1)

United States by a foreign| o Al selectoxs except one (P/3)-P.L.86-36
were detasked] ‘ - ] “The error was discovered

| | and the selectox was delasl\ed The results were deleted . and no reports

were issued.

(U/FOBeTY| l an NSA analyst incorrectly tasked a selector
associated with an FAA §702 target. | |
| | The selector was detasked | |- All
collection | | was puwcdl -

il

"(b)(3)-P.L. 86-36

(U/Fese | IR an NSA analyq d:scovered tlnt[]salectms had not
been properly reviewed and had been tasked Undel the'incorrect FAA §702 Certification |
| -} “The. selectoi's were detasked | | and data
collected| _— |ha< been marked for purging. New procedures | |
[ lhave been nnplememed to prevent future occurrences.

(B)(1)

. (b)(1) ‘ : (b)(3)-P.L. 86-36
I.C.5.a.iii. (U) Database Queries O@-PL 8536 (b)(3)-50 USC 3024()

—(SHSHREE-FOHSAFYEY - lananalyst. using a selector associated
with a USP approved by[::jFAA 70“mB performed a query in a raw traffic database
containing FAA §702 data. The error occurred because the analyst neglected| |
would have prevented the query from being run against FAA §702 data. The results of the query
were deleted. and no reports were issued.

(U/PErten | | an NSA ‘analyst performed a query i] - Jrawreaffic (b)(3)-P.L. 86-36
databases using a USP identifier. The query returned results. which were deleted

‘ (U/retey| | an NSA analyst submitted in FAA $702 and E Q.
12333 |a raw traftic database an overly broad query that could have returned USP
data. Upon realizing the mistake. the analyst canceled the query before it was completed.

A

I.C.5.a.iv. (U) Detasking Delays -':"4":“'? ) ""(b)(3) P.L. 86-36
(U/FOHe OnE::j NSA analvsts discovered thatI [FAA §702 selectors that
should have been detasked for noncompliance had remained on task | [despxte



DOCID: 4165259

attempts to detask them| | Although developers have not been able to
duplicate the problem, they have developed new software to prevent future occurrences.
Validation of the software has been completed. and ' [ the software had been
deployed at all affected sites. All nnncompliant collection has been marked for purging,

(b)(3) -P.L. 86-36

(US| Jan NSA analyst became aware that he mistakenly detasked
a similar selector instéad of the selector associated. with a target who was visiting the United
States. Upon discovering the mistake. the analyst immediately detasked the correct selector.
Collection was deleted. and no reports were issued.

~(SHSHREE-FO-HSA—FVEY)| lan'NSA aiialyst failed to defask-a- "(Eﬂy .
selector for a valid foreign intellizence tm;zetl ; IR 5} United States on (,:)( )-P.L.86-36
| | The collection was deleted. and no reports were
issued.

(U/AFOH6E-) NSA analysts discovered that the selectors for a tareet remained on task even
though| , ] 6)©3)-P.L. 86-36
United States. The selector was overlooked when the responsibility for covering the target was
transferred from one analyst to another. The target office is implementing changes to ensure that

transfers of targets between analysts aré seam]ess Noncompliant data collectxon:

has been marked for pumma

(UIFEE~ ' f it was discovered that an analyst who had been notified that
his target was in the United States. had failed to detask the target’s selector when he had
detasked other selectors associated with a mission. that was being transferred to another office,
The selector was detasked | , - Noncompliant collection has been marked for
purging. and no reports were issued. - T

\

—(-S%Hl—E}:—'FO-USA—E-\LEAC)-I- | it was discovered that an FAA 3702 selector

remained on task after a detask request had been issued| | The target was
{ | the United .States | , | The error oceurred because
[the urgency-of the detask-request:” Noncompl aff o)1)
collection has been marked tor purging. and no lepoﬂs were lssued B (b)(3)-P.L. 86-36

—SHRETTFOHSAFYEYY | ~ Jan NSA aleqt learned that[':"_lselectons

associated with a target visiting the United States remained on task. The analyst learned from
| Ithat the target had arrived in the United States| | Because of
confusion about the detask request submitted | | the selectors were not detasked
l | Noncompliant collection has been marked for purging. and no reports were
issued.

g . - | an NSA analyst discovered that the FAA
§702- authouzed selectoxs for a valid foreign intelligence target remained on tagk after the taruet
had arrived in the United States| | On the basis of information |
1 [the United States. the analyst detasked] fselectors tasked
IA,..H.Q,,\ygyg{'_.’l because of'a Tack of communication between

o)(1)

—FOP-SFERETHCONINT NOFURN (b)(3)-P.L. 86-36
10
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analysts. the analyst did notl
Noncompliant data has been marked For puwmg and no xepons were issued....

SHREEFOUSAFYER [ an'NSA analvst leeuned that a selectox
associated with a target visiting tlie Umted chates remained on task, The analyst. becnme aware
that the tamel ' Ithe Umted States| . ,. .|

the analyst detasked]

Imd was in the process ol being dpploveﬂ.
The analyst did not take action tq | Upon receiving
notification | —_[ihe analyst. immediately
requested that it be detasked: Althouah initial information revealed that the visit would take
| subsequent_information revealed thati llhe United
States | | No collection or reportiig occurred.

- 86736 cuppr rousa—pvEy [ ] an NSA analyst ‘was informed-by
that a vahd foreign intelligence target possibly had held a permanent resident card (green card)
| ' ] tonﬂxmed the target’s permanent residency status| | The
analyst| ‘ Jto confirm that the green
card remained valid. The target selector was detasked] I NSA analysts have
been advised that, in situations in wlnchl I(b)(1 )
permanent residency status of an FAA §702 target. they should detask the selector while (h)X3)-P.L. 86-36
matter is being investigated. (b)(3)-50 USC 3024()

(U/FOHOH Jan NSA analyst discovered. that the selector for a vali
foreign intelligence target was ovexlool\ecﬂ R Idetasl\uw of more than ] (b)(3) P.L. 86-36
selectors that were followed by an analyst who had left the office. The selector was detask edl:]
| | Data collected| }has been marked for purging.
and no reports were issued.

—SHREEFOHSA—TYED| Jan NSA analyst discovered that the
selector for a valid foreign intelligence target remained on task after the target had arrived in the
United States| | AnIC agency officer discovered information about the
| [the United States [ | but did not.use the proper notlhcatmn
system to provide this information to NSA. The selector was detasked| - l 10
Noncompliant collection has been marked for purging. and no reports were issued: " (b)(3) -P L. 86-36

~(SHRE-TFOHSA—FEYT | an NgA analvsl realized that he h<c

failed to detask a selector for a valid foreign intelligence target the

United States on| Althouuh the tarset office had detasked| IEAA §702
selectors associated with the target
The analyst performed an emergency detask | | no collection occurred.

| during a review of FAA §702
seleclors, an NSA analyst discovered thal a valid foreign target| ]
R B A [ the analyst requested
*an emergency detask of the qelutml 77| Because of a miscommunication.

G0 o)
(b)(3)-P.L. 86-36 Eb%S;-P.L. 86-36

~FOP-SECRETHCOMINTHRORORN- (b)(3)-18 USC 798
11 (b)(3)-50 USC 3024(i)
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the selector| I . | All noncompliant FAA §702 data
collected | : {has been marked for purging: R “by(1)
e (b)(3)-P.L. 86-36
—BHREEFOHSAFvEY-| ] an'NSA analyst dxscoveled that the’
selectors for a valid foreign mtelhﬂence target. remained on task after the tarcet’s arrival in the -
_United States. | C .
Ith‘e"anal'yq{ had overlooked thq.gelgabtor. Data collected | |

[las been marked for purging, and no repoits were issued.

)1
SHREEFO-HEA—VEYS | | an NSA analyst d|scoveaed that thegbgésg P.L.86-36

selector for a valid foreign intelligence target remained on task aﬁer the tan,et s arrival in the
United States. The target office had received information| |
[ the United States:] o ]NSA had publi'Shed a report
stating that the target [the United States | |
The delay in detasking occuued because the target analyst was out of the office and did not read
the information| , | The selector was detasked on
[ fand collection] ‘ ~ |has been marked for purging.

(U//EeBen)| | an NSA andlyst discovered that a. selector for & targ_.éﬁ’)@) -P.L. 86-36
had remained on task after collection had been assessed
| | The analyst who tasked the selector had left the office and. based on the
assessment of the collection, the ciirrent analyst had not been following the taraet. The selector
was detasked] IData collected | ‘ | has been
marked for purging.

‘ | an NSA analyst discovered thatl:]
l;l;:lectors for a\'ahd forew n mtelhﬂeme tawet remained on task.after the target had entered
t

nited States. | R |
he United. States] . N . R
[_J—_—:]'Ihoncompliam data collected |. .~ | has been marked. tOf
purging. v o)1)
. : (b)(3)-P.L. 86-36
AR O S AR | | an NSA analyst discovered that an e-
mail selector for a valid foreign intelligence target remained on task after the target’ s arrival in-
the United Stated ]
[The
selector was detasked| | and collection| | has
been marked for purging.
(U/FOHEOn[__Joccasions ﬁoml | NSA analysts incorrectly

tasked selectors fm[:}ar"ets by using outdated sources of information indicating that the
targets were located outside the United States. The selectors were: dct'lsked S .

| | Noncompliant data| ‘ _ _]hasbe‘éﬁ"(iﬁi(S%P.L. 86-36
marked for purging. :

(U/reYey | an NSA analyst tasked a target’s selector without
providing information indicating that the target was located outside the United States. The
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selector was detasked | __land noncompliant-datal - - -~ " " | (B)(3)-P.L. 86-36
| |has been marked for purging. L

I.C.5.a.v. (U) Data-Handling Errors

(UHFOE6H)| | NSA analysts discovered that[___|files that were
collected under FAA §702 authority and had been manually inserted into two databases were
accessible by analysts who were not cleared for FAA access. The data had been inserted into the
databases | | but the error was not discover ed| ‘ | These
databases are rarely accessed | | Once the error was
discovered. the analysts purged the files from one database and the associated archives and
moved files from the second database to an appropriate database accessible only by FAA-cleal ed
analysts. No inappropriate access seems to have occurred.

( U//F@-l-j@-)[w l an NSA analyst-sent-an e«mail-containing-
information about the detasking of FAA §702 selectors to an individual not cleared for the
information. The error occurred because the analyst mistyped the e-mail address for the coxrect
recipient. The analyst requested that thc mdlwdual delete the e-mail.

: '-'(5)(3)-P.L. 86-36

3

(U/FeYerm ' | an NSA analyst discovered durma a database audit
that FAA §702 data had been shared with personnel not authouzed to receive the data and

The error occurred because analysts failed to‘follow proper procedures for processing the data.
The data was purged | “Training on the proper handling and
dissemination of FAA data was conducted.

(B)(1)
- i (b) (1) (b%._(S)—P.L. 86-36
I.C.5.a.vi. (U) Overcollection (b} (3)-P.L. 86-36 (b){3)-50 USC 3024(i)

. - INSA compliance personnel were notified: of
overcollection of FAA 8702 datal ‘ I 1

| The noncompliant collection has

been marked for purging. and no reports were issued.

incidents| —Jhad occurred. On each occasion. . * ~{B)(3)-P.L. 86-36

overcollection occurred when| ‘ 1on-targeted selectors \\rere:;]
resulting in matches with valid FAA’ (\707-authonzed selectors. The noncompliant collection has

been marked for purging. and no reports were isstied.

(U//FOYey Onl !oec-asions‘froml | NSA learned that

(U/ESUer] | NSA learned of the overcollection of FAA §702 data
froml | The overcollection was due to an unknown system glitch causing a selector
flagged for detasking to remain ontask. The noncompliant collection has been marked for
purging. and no reports were issued.
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I.C.5.b. (U) Section 704
- §§§§§§ P.L. 86-36
I.C.5.b.i. (U) Tasking Error v (6)(3)-50 USC 3024()
“SHREEFO-HSATFYES] an NSA analyst mistakenly tasked an FAA
§704 selector for collection) which is not authorized under FAA §704,
The mistake was discovered fand the selector wasimmediately detasked. The

collection was deleted | I

.C.5.c. (U) Section 705(b)

';":if~'(b)(1)
I.C.5.c.i. (U)Detask Delay e (b)(3)-P.L. 86-36

77 . Jan NSA analyst discovered that selectors for an FAA
§705(b) target| [the Unned States that day had not been detasl\ed as lequested
| The detask delay occurred beuausel
Hér normal duty: homsl Eubin U [The selectors were
detasked | | Personnél have Béen counseled on the after-hours procedures for
handling tasking and detasking requests. No collection or reporting occurred .

I. D. (U) Other

1.D.1. (U) Unauthorized Dissemination  (p) (3)-pr.1L. 86-36

(U/IFeH6) | | adocument containing data collected under SIGINT and
Information Assurance Dual Authorities was posted to a wiki page and accessed by individuals
who did not have the appropriate training necessary to view the data. When the incident was
discovered. the system administrators 1estncted access to individuals who had the Dual
Authorities training. :

I.D.2. (U) System Error

~SHSHRE-FOUSATFVEY) A targeting database failed because of a configuration
error| Icausuw the delay in the completion of detask requests foxl FAA
§702 selectors until the problem was discovered | | The selectors were detasked
[ _ | Data collected during this time has been marked for purging. and no reports
were issued. Modifications have been made to correct the database: error.

)
o

; ; it : k) (D)
l.LE. (U) Counterintelligence Activities ETa (b) (3)-P.L. 86-36

(U) Nothing to report.
LF. (U) Intelligence -Related Activities

tFSHSHAE To reduce the risk of unauthorized telephony collection and prevent
violations, NSA/CSS has instituted a process that gives analysts greater and faster insight into a
target’s location. [ ]

I ‘ |

] b))
—FOP-SECRETHEONNTANGFORN (b)(3)-P L. 86-36
' 14 (b)(3)-50 USC 3024(i)
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“TOP-SECRETACOMNTANOFORMN- (b)(3)-50 USC 3024(i)

| [Collected
data was purged from NSA/CSS’s principal raw traffic repositories when required. . (o)1)

,‘ e (D)(3)-P.L.86-36
—FSHSHANFY , i | (6)(3)-50 USC 3024(i)

| NSA zmaiﬂ/sts foundl [e"—mai‘l 'se]ecto'rsl ‘ ']

this quarter.

Collected data was purged from NSA/CSS 5 punupal raw traftic repositories when required.

(UIFFOU6Y In[_|instances. database access was not terininated when access was i (3)-P.1. 86-36
longer required. Although not considered violations of E.Q. 12333 of related directives. the
accesses were terminated. In addition. there wasi::] ofinauthorized access to raw data

andD instances of account sharing during the quarter.

Il. (U) NSA/CSS Office of the Inspector General (OIG) Intelligence Oversight (I0)
Inspections, Investigations, and Special Studies

(U/FOH6Y During the third quarter of CY2011. the OIG reviewed various NSA/CSS
intelligence activities to determine whether they had been conducted in accordance with statutes,
Executive Orders. Attorney General (AG) procedures. and Department of Defense (DoD) and
internal directives. With few exceptions. the problems uncovered were routine and showed that
operating elements understand the restrictions on NSA/CSS activities.

LA, (UIFOYE) | ‘ | S (B(3)-PL. 8636

“H-During the joint lespeCtxon of| |hom
the IO inspection team reviewed. the 10 program. 10 training, and application ofTO

stang alds in the SIGINT mission activities performed at the site. The team assessed that the

10 Program Manager had developed. a strong 1O program and is doing a good job of
tracking IO training. The team found that som‘éEZf_j personnel have not completed their
mandatory training. A survey conducted at the site revealed excellent knowledge of IO
standards buf some weaknesses in the undemtandm:. of 10 authorities regarding the handling of
raw SIGINT and minimization and dissemination standards.

I.B. (UFBUS) (6)(3)-P.L. 86-38
—SHREETFO-HSA—RVEYSY Ag part of the joint IG inspection of] |

{ the 10 inspection team reviewed the 10 program. IO training. and the

application of TO standards in the SIGINT mission activities performed at the site. Overall. 10
inspectors found that[_____]had established an 1O prograr that is well led. well documented.
and sustainable. They also found that the::] workforce had a good understanding of IO
training requirements and responsibilities.
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I.C. (U) Misuse of the U.S. SIGINT System
(U) Nothing to report.

I1.D. (U) Congressional and I0 Board Notifications

(U) Nothing to report. | (b) (1)
v g . (b)) (3}-P.L. 86-36
ILE. (U) Other Notifications

“(SNFY NSA/CSS has notified the AG Ofi:lconsensual and nonconsensual intelligence -
related collection_activities associated with USP hostage and detainee cases. The AG was also
notified of one detainee case involving USPs.

IIl. (U) Substantive Changes to the NSAICSS 10 Program
(U) Nothing to report.

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning
Intelligence, Counterintelligence, or Intelligence -Related Activities and the
Reason for the Changes

(U) Nothing to report.

V. (U) Procedures Governing the Activities of DoD Intelligence Components that
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related
to IO Programs ’ ‘

(U) Nothing to report.




