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.,,., 

MEl'vfORANDUM FOR TI-lE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (Uiff'OUO) Rcpor1 to the Imclligcnce Oversight Board on NSA AL:tivities­
INFORMATION rviEMORANDUM 

(lJI,tFOUO~ Except as previously reported to you or the President, or otherwise stated in the 
enclosure, we have no reason to believe that intelligence activities of the National Security Agency 
during the quarter ending 30 September 20 II were unlawful or contrary to Executive Order or 
Presidential Directive and thus should have been reported pursuant to Section 1.6( c) of Executive Order 
12333. as amended. 

(U/trOUO) The Inspector Gc.neral and the Gcner~l Counsel continue to exercise oversight of 
Agency activities by inspections. surveys, training, review of directives and guide I ines, and advice and 
counsel. These activities and other data requested by the Board or members of the sta IT of the Assistant 
to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. A . 

GEOI~D~ 
Ci!J:h~ 

PATRIC::.v ~EJ;ol 
Acting General Counsel 

(U//I'OUO) I concur in the report of the Inspector General and the General Counsel and hereby 
mnke it our combined report. 

Encl: 
Quarterly Report 

General. LJ. S. Army 
Director. NSA/Chicf. CSS 

This document may be declassified and marked. 
"UNCLASSIFIED//Fcll Offiei,tl Usc Gulf'· 
upon removal of enclosure(s) 

, I, 

@>pproved for Release by NSA on '12-22-2014. FOIA Case# 70809 (Litiqation) 
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I ·... " .. , , I 

I. (U) Intelligence, Counterintelligence, and Intelligence •Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the 
Quarter, as well as Actions Taken as a Result of the Violations 

I.A. (U) Intelligence Activities Conducted under executive Order (1:.0.) 12333 
Authority 

I.A.1 (U) Unintentional Collection against United States Persons (USPs) or 
Foreign Persons in the United States 

(U//FOU8i Durinu the third quarter of calendar year 20 II (CY20 II ), signals intelligence 
(SIGINT) analysts inOinstances inadvertently targeted or collected communications to, from. 
or about USPs while pursuing foreign intelligence tasking. Unless otherwise specified. all 
intercepts. query results .. and repo11s have been deleted or destroyed as required by United States 
SIGINT Directive SPOO 18. 1{b) ( 1) 

(b) (3)-P.L. 86-36 (b) (3) -P. L. 86-36 
I.A.1.a. (U) Targeting ( b ) ( 3 ) -50 usc 3 0 2 4 ( i } 

I ('fSIISih'ltEt f(j U8A, I'Vf'fJ I • .J.; 

(U//FSUS)j . I an NSA analyst discovered that a U.S._I '1'". --.....&..---. 
I !had been tasked because ofa typoaraphical error. I 
was instructed to cletask the incorrect selectod I Tl.'-1e-c-:-la_t_a _w_a_s__. 
purged. 11 <(") 

( L·; ( J) -F. L. t.:. 15- i 6 

(U/WOlJ8) an NSA analyst discovered that a USP had been 
targeted. During the transfer of coverage ofthe target H·om one analyst to another. information 
about the citizenship ofthe target was not passed to the second analyst. Unaware that the target 
was a USP. the seco1 target's selector! I The analyst 
detasked the selector ReJorts containing .the target's name had be~n issued 

I 

.... '"""'': (b) ( 3 ) - P . L . 8 6-3 6 

· NSA arlaiysts 
'-r--~~~-L--,---~~~--~~--~~~ 

targeted the same USP. rui analyst learned that an individual believed to be 
a valid foreign intelligence target was a USP. The targeting error occurred because the analyst 
had only partial information on the taruet. The anal st cletasked e-mail and telephone 
selectors associated with the target ·an analyst. unaware 
that the selectors had been detasked. queried th.e targ~t's selector in a raw trallic database. The 
query results were deleted. and no reports wei'e ·is~tled. The selectors were added to a list of 
detasked selectors to prevent future incidents.j· · lan analyst tasked0 
selectors associated with the target without first checking the list ofdetasked selectors. The 
selectors were detasked. and collection was purged! I 

Derived From NSA:CSSivl 1-~2 

Dated 20070 I OS 
Declassit\~ On 20320 I 08 
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(bj (1) 
(bi:JI-?.L. fi0-3G (b) (3)-P.L. 86-36 

(U/IFOUO )I I an NSA analyst tasked the telephone number of a 
green card holder. The followmg day, the tasking was canceled, the collection was deleted. and 
all reports were cancel eel. 

·,-, .,,....,..., . ..,..,.., r ,,., .,..., rr• r 1 
\'· ...... .__ ·'-' '-"· . I an NSA analyst noted travel to the 

United States by a foreign I 

....___, ___ ":"-r_....---:------....---:-----------'1 The results from the 
queries were deleted. and no reports were issued. 

{}:,) (1) 

(b) (3)-P.L. 86-36 
(b) (3)-50 usc 3024(i) I.A.1.b. (U) Database Queries 

'\.' .. 
' ' t ~· ! • I I ' 

1",; 

'•{b)' (I) 

(b) (3) -P. L. 86-36 (3/fftEt 'f0U3A, FYE¥) onOoccasions during this quarter, analysts performed 
·overly broad or poorly constructed database queries that potentially targeted and/or returned 
infon1iatiOJl about USPs. These queries 

1mprec1se resu ts. n o t 1ose occaswns, t 1e quenes returne 
query reslilts were deleted. and no reports were issued. Analysts who performed these queries 

· were counseled by their management. (b l ( 1) 
(b) (3)-P.L. 86-36 

(U) Procedural and other errors contributed to the tbllowing incidents. (b) ( 3 l -so usc 3024 (i) 

0 (U/tfi'OUOj I . . · I NSA analysts performed Dqueries in raw 
traftk databases without first pertbnning the requii·ed research on the selectors. I I 
queries ret\Jrnecl results. which were cleletefl: no·reports were issued. 

• • ' ';. ' t / ~ 

D fU/,(FOUO ll . lan NSA amllY,-st \Jerformed a query in a raw trat1!c database 
_ . . I that included one thnt was U.S. -based. The error occurred 
because the analyst copied and pasted the incorrect! I The results were 
deletedi lnoreportswereissued. (b)( 3 ) P.L. 

(b) (3)-P.L. 86-36 

J (S//REL TO USA, FVEY) I I NSA analysts learned that e-mail 
selectors associated with targets visitimr the United States uery of 
a raw traffic database. 

hey failed to remove the selectors 
L,----.-ra_w__ -t ~-·a""'ffi""".l c-d-:-a-t~ab~a se. One oft he queries ret u rnecl res._u';':'lt-s .-v.-,l""h i:-c-:-h_w_e_r_e""1cl:-er-1 e-:-t e""1cl:-:-: _n_o_ ...... 

reports were issued. 

u (U/a;:()Ue-)1 IE!n NSA analyst queried a raw traffic database using a 
selector tor a target located in the United States. Although the analyst pertbrmed research on 

... (b) (1) 

86-36 

(b) (3)-P.L. 86-36 
TOP SECRET//(;Ol'vHNTHNOFO:RN (bl (3l-50 usc 3024 (il 
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the selector before querying. the analyst failed to review the results 0fthe research, which 
revealed that the target was in the United States. The queries and results were deleted"""! ~--. 
I I no reports were issued. 

0 (U//fOUO) I I an NSA analyst used0a1) a quety tern1 in a rawtraffic 
database. The query results were deleted. and no repotis were issued. · ·· ...... , .... (b) 1 :; H·. L. "ri-'J•:. 

U (U//J"OUOil lanNSA analyst 1·emoved potential U.S. selectors from a 
list of valid foretgn mtei!Igence selectors but missed one. That selector was subsequently 
queried in a raw traffic database before the auditor noticed the mistake. There were no 
results and no repmts. '{b) ( 1) 

(b) (3)-P.L. 86-36 

0 ....,(~8;,~.~//~R*"E,._L~TFTO;rU~S'*A-. fi'fP~v'fi'E"9'Y~)Ir-'--------:--,l an NSA analyst learned that 
I !selectors for a valid foreign intelligence target r-------.~.-....,..-:--__. 
raw traffic database after the target had arrived in the United States 
II Although the analyst . and flagged the s~el:-e-ct-o-rs-fl~o-r-:d-et-a-:sk-:-·i-nt,-' ...... the 
~~ The analyst 
removed the selectors tl'om the query no collection or reporting 
occurred. .. ·(b) (1) 

,..,(b.) .. <l) . (b) (3)-P.L. 86-36 
I.A.1.c. (U) Oetasking Delays (bl (3kPr:L. · 86-36 (b) (3)-so usc 3024 (il 

~~H.ffR-fil+-:-::ffi~~~'tffl"VTr:---_....., an NSA anal st became aware that a 
· to the United States for 

~~~~---~~~~-~~-~~~---~~~--~ The NSA analyst immediately requested that · ssociated selectors be 
~--~~~----~~~ during a review to ensure that the selectoi·s had been detasked. it was 

.,._ __ ....,..;-ha-d:-:-'been su~cessfully removed. Immediately thereafter.! . .. . I 
selectors were detasked. No collection or reporting occurred. \OJ \II 

~ .... (b) ( 3) - P. L. 8 6-3 6 

I 
.... · (b) 13)-50 usc 3024 (i) 

(SifF.EL TO U£t'c FYEY) l·mrNSA analyst disco:vered that se ectors 
associated with a valid foreign tar~e.Lhad· been detasked from':-:--:------:---:-:--T----L--, 

I lthe'tti1ited States. The analyst failed to request detasking 
I I The data was purged I lno reports were issued. '-----.....1 

(SiS'SII/REL TO USA. FVEY}j · · lanNSA analyst became aware that his 
target wasl Ito the United States and requested that aH associated selectors be 
detasked.l ltheanalyst learned that thecletasking did not take plac~~.s . 
requested and resubmitted the request. No collection or reporting occurre..d ... · ·· .. ··· ·• ;i~~ ; ~ ~ 

P.L. 86-36 

(SNREL TO USA. FVEY) I I aliNSA ~~~·~Iyst discovered that e-mail 
r----, 

selectors associated with a valid foreign intelli!.!ence target had not been properly detasked 

(bi (3)-P.L. 86-36 

the United. States In addition. 
'----r.-r---~~~-r-, 

an NSA anal's! discovered that selectors that had been 

TOP S E CRETI/COMI t<i'f/i'N'OFOft!<;t 
, _, 

the United States had 
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"(b) (3)-P.L. 86-36 

been mistakenly retasked by another analyst the following day. The selectors remained oil task I the tat'get's US. visit. No colle<etion orreporting occurred. · · 

(:S//ftfi:L 'fO USA F'v"f:Y) I I an NSA analyst learned that seleqtors 
associated with a target visiting the United States remained on task. '-:--:f"-----,_,...-_. 
I larid requested that the assodated selectors be detasked 
request was not executed! • . . :·:_··.· •· I The collectio._n~w~a~s-p-ur_g_e......--J.----, 

I 1 arid no reports were Issp,ed. . ..... : .... 
· .. {b) (3)-P.L. 86-36 

(U//FOUO )I I an NSA analyst discovered that the selectors for a target 
had not been completely detasked when it was detenninecl th~H the target had become a USP. 
Although the target's selectors had beendetasked the anal st failed to re uest 
detasking fhe selectors were detasked 

·.· ........... (b) (1) 

(b•) (3)-P.L. 86-36 

,...---. (Sh'REL TO USA FVEY) I l anNSA database auditor noticed thit 
selectoi·s had remained on task \vl}ile atai'get was visiting the United States 

86-36 

(U/fFOUO )I I -an NSA analyst dis.covered that a selector associated 
with a target who had worked in the United States . · remained on 
taskl · I The analyst detasked the selector and I 
I lthe same day. No reports were issued. L------1 

LA1.d. (U).._I ____ ...... I 
•; '','1 

(b) ( 1 j 
\"-"' 'OJ .1.. • .l...J9 VV ..JV 

(b) (3) 18 usc "79fl 
I.A.1.e. (U) Data-Handling Errors (b) (3) -50 usc 3021} (i) 

(U//FOUO) Onc=:pccasions the names of eight U.S. 
government oftlcials were improperly disclosed during brietlng:s by NSA personnel. The 
briefing slide was changed to remove the names ofthe individuals. ·(b) (3) -P.L. 86-36 

(U//FOUO)j ~an NSA analyst performed a queryl I raw traffic 
databases without firSt performing due diligence in researching an untasked selector. The analyst 
torwarded a name and the associated selector in an e-mail to Intelligence Community (IC) 
personnel. who informed the analyst that the target was a USP. The analyst deleted the database 
queries and e-mails. 

TOP SECRET//~'PM1NTi/~JOFOR.'t:.J 
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.. 
I. B. (U) Dissemination of U.S. Identities· ·I · 

(8//R:EL TO USA. fVEY) The NSA/CSS entervrise issued I I SIGTNT product 
reports during the third quarter ofCY20 II. In those rep011s. SJGINT analysts included 
information that identified USPs ot' U.S. entities on c::J occasions while pursuing foreign 
intelligence tasking. The majority ofthe U.S. entities' names were those oflnternet service 
providers in e-mail selectors. In0SIGTNT products. disseminations were found to be 
improper. and the reports were canceled as NSA/CSS I I analysts learned 
of USPs, US. organizations. or U.S. entities named without authorization. All data in the 
canceled reports was deleted as required. and the reports were not reissued or were reissued with 
proper minimization. · 

I.C. (U) Foreign Intelligence Surveillance Act (FISA) 
(b) (1) 
(b) (3)-P.L. 86-36 

I. C.1. (U) N SA/CSS Title I FISA 

I. C.1.a. (U) Tasking Error 
(b) ( l) . 

(b) (3) -P. L. 86-36 

(U//fiOUO ~ I during the review of intbrn1atiOtl for the renewal of a 
Foreign Intelligence Sur\ieillance Court (FISC) Ord~r. an NSA analyst discovered that the 
targeted telephone selector · '·· :., .· · · a roved b the FISC Order. 
The analyst learned that the selector · · · · 
I I All noncompl i ant collection '-w-a_s_p_u-rg_e..,.d -o..,...nr-------r------------~ 

.......• (b) ( l) 

I.C.1.b. (U) Detasking Delays (b) { 3) -P. L. 86-36 

at1 NSA anal 

The selector was detasked on No collection or reporting 
'-----...,...--...J 

occurrec. 

(SHSI//111F) I I an NSA anal st discovered that the selectors tbr a 
FISC -authorized target remained on tflsk after . 

~--------~---------------r--~ 
'--------------------" the selectors were detasked ~~~---~--' 
delay in detasking was discovered during the review ofthe FISC Order renev\ta:l. No traffic was 
collectedl I :'1'-'···(b) (ll 

· · (b) (3)-P.L. 86-36 

TOP SECRETh'CO?vfi~<lTHHOFORt,;-
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update to fail. Thec=J seleCiors were detasked .._ ______ .....,~ 
has been marked tbr purging. · 

I.C.1.c. (U) Data-Handling Errors. 
.. 
'' 

(b) (1) 
(b) (3)-P.L. 86-36 

Noncompliant data 

(U/f.FOUO' I I a SIGTNT aMlyst posted FISA information to a chat 
window that was not authorized tbr FTSA data. Chat posts age otT a Her 48 to 72 hours. 

(U//FOUO) an NSA analyst mistakenly e-mail eel a list orO 
NSA FJSA targets to an employee .. assigned to NSA. instead of an NSA 
analyst with the same name. tbr w 10111 t 1e e-mcu was intended. The employee 
was not eligible to receive the list 
I I Within minutes of rec e!-i v..,..i 1-1g--:;t l-1e_e ___ m_a..,.i 1.-t:o-h-e-r-._:_ _ __._..,.._.,...1_11-pl:-o-y-ee-no~t~i to;-! e~d the 
analyst ofthe mistake and infoi'111ed the analyst that the e-mail had been &{lete,g pernia11ently 
from the system. · .. ,, 

:·:::::::d(b) (3)-P.L. 86-36 

I.C.1.d. (U) Unauthorized Data Retention 

(U/~!H>Ufr)l ltbtan ut~kr16wn reason. aLJtomated scripts used to age off 
FISA data did not execute in a data riposito1). The scripts did executej· ... · · • I deleting 
data that should have been deleted 01 This error resulted in retention of FlSA data for 

·1 llongei· than authorized. The cause ofthe error was probablyan isolated network or 
server problem. The problem has not recurred. so it is believed to have been resolved . 

. '. ' 

(U//f'OUO )I · '· 'I lautoinated scripts used to age offFISA 
data did not execute in a data repository becaus~ of an ilwalid file patb in a modified. parameters 
file. The parameter file was correcte.d nnd tested, and the script rani.·· I with no 
problems. This error resulted in reteiltion of Fl SA data for two days longer than authorized. 

I.C.2. (U) I...__ _ __, 
I.C.2.a (U) Data-Handling Errors 

(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 

I.C.3. (TG/fSIHNF) Business Records (BR) Order 

fFS//SIHNF) 

1 • •. 

I 01~ SEC RJ:T//COMWJ'f//N'O'FOR:N. 
6 

(b) (1) 
(b) (3)-P.L. 86-36 
(b) (3)-18 usc 798 
(b) (3)-50 usc 3024 (i) 

,. 
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I.C.4. (TGf/81//NF) Pen Register/Trap and Trace {PRITT) Order 

(TSHSIHNFt. 

(TS//Sfh'NF) j:,., 

I.C.5. (U) FISA Amendments Act (FAA) 

I.C.5.a. (U) Section 702 

(b) (3)-P.L. 86-36 
(b)(3) -18 usc 798 
(b~(3)-50 usc 3024(i) 

I 

(U//~) Note: As previously reported, N,\'A ('.)',\'has implcmen!ed a nell' process to ensure 
!he 1111' in' o 'FAA POJ co/lec/1on rhar IS ret uired /o be .JIII'P;ed ti·01n N.S'A CSS databases. 

L---:--:-.--'/o idenr(fi,. noncompliant data that should be purged. All co/lee/ion that has beqn 
markedt(/r pur;c!ing will be purged. 

(b) (3)-P.L. 86-36 

I.C.5.a. i. (U) Unauthorized Targeting 

(U/.LFOUO~I .l.ari!\TSA ~j{\~li'Y,~t:~learned that a target selector! 
the United States. After additional research, the ana]yst discovered that the selecl:-to_r_\_:va_s __ __, 
detasked because the target was no loi1ger offoreign intelligence interest. 

the selector ~vas mis.takenlf retaskecl. The analyst 
L-d:-e-ta-s:-ke-d:-:th_e_s_e-;-le-c-:-to-r,...--...,.-A~I:-:-1-c_,o;llection has been.1i1arked fo (pittging a11d. nq,:r.~RR.!·ts were 
issued. ·· (b) (3)-P.L. 86-36 

(U/'ffi;+~A-'Ir-----, an NSA anal rst learned that a tasked selector noted to have 
been associated with an individual 

The selector was immediately 
L-d~e-tc-ls~k-ed~:-r-1o_c_o~l~le-c~ti-or_1_o_c_ct-lf-re-c~l.----------------' 

(b) (3) P.L. 86-36 
(b) ( 1) 
(b) (3)-P.L. 86-36 

(b) (3) -50 usc 3024 (i) 

'fOP !S~CRE'f/l~pMfN'f//NOfi'ORN' 
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(U/ asNSA compliance personnel reviewed the ._I __ __, 

incident further. they discovered that selectors that were originally detasked were mistak~nly 
retasked under FAA § 702 authority. In addition. 0 new select?rs. \v.ere tasked erroneously. All 
of the selectors were detaskecl. The collection has been marked foi'ptirgii1g. and no reports were 

.::,; 
issued. . ........... ,; .. (b)(3)-P. L. 86-36 

(U/tF8UO) '--:--,---...a...:...:..:::.:...::...:.::.:.:.:.t:.:.:.:::.:;::.::::...t:..:.:..:::.:::.:.::.:.:::.....:..:.; 
agency that a tasked selector The selector was 
immediately detaskecl. The collection has been marked for purging. and no rep011s were issued. 

(U//F8UO ll I it was discovered that a tasked selector believed to be 
associated with a valid foreiun intelligence target 

I !The selectorwas in~mediately detask;d: ,_n_o_c_o":"i-ll ... ec-t':"'<'i(l~i1-. o_c_c_u-rr-e"':"d-. ---------' 

(U//F8UO )I I an NSA analyst learnecUhatOtasked selectors were 
associated with a USP. Although another branch analyst had access to information about the 
target's U.S. citizenship. the analy?tneglected to pass the information to oth~r ;.malysts: [=:J 
selectors were d~~~sked Noncompliant data has been marked for 
purging.. and''iio reports were issued. ···· · · 

............. . 

(b);d~;P.L 86•$6 · (U/fFSUQ~I I an NSA analyst discovered that a target's e-mail 
selector had been improperly tasked under FAA§ 702 b!:!.cause targeting procedures were not 
followed. The selector was det<1sk~dl . . . I and data collected I I 
I I has been marked fqr purging. no repo11s were issued. 

I.C.S.a.ii. (U) Tasking Errors 

(U//F8U8) NSA analysts 
discovered that incorrect e-mail selectors had been tasked because oftypographical errors. 
selectors were detasked. and all noncoq)pliant. collettion has been marked tor purging. 

' ,{,, 
., ' ~' . 

The 

(U/~~'F~8~U~'O~)I~;;===;;:JI an NSA ·analyst tasked0e-mail selectors incorrectly 
because of~ I error. The analyst detasked the selectors on I I no 
coli ection o~.: .... ,c_u_rr-ec'l'"'l. _ __, ""·(b)(3)-P .L. 86-36 

( U//.P8Ut1if I NSA analysts discovered that D 
selectors had been tasked without information indicating that the targets were located outside the 
United States. All selectors have been detasked. and noncompliant data collected has been 
marked tor purging. 

(Sh'REL T8 USA. FVPt')l I an NSA analyst erroneously dual-routed 
collection o1Q selectors to IC agencies before confirming! I 

TOP S!;;CR£T/iCOM4P.IT/lt'IOfORN 
8 
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,.:.' 

(b)(1) 
(b)(3)-P .L. 86-36 
(b)(3)-50 usc 3024(i) 

·. the selectors were 
._e_n-1e-r-ge_n_c_y_d::-e-ta-:sl=-\e-:d~:_:-_-_-:_-:_-..,..-:_-:_.;.. ___ -:_-_.~A-:-II::-,t-.1o.;..n_c_oi.;..11-p:-:-lia_I_lt-c~la-ta---lcollected fromr-1 ...;.;,;;.;;..;;.. __ ___, 
20 ll has been marked for purging. 

(Uh'FOUO )I I an NSA analyst incorrectly tasked · "''(b)(3)-P.L. 86-36 

associated with a valid foreif!n intelli!Zence targ:et. The error occurred beCmise I . ~ ~ lsel;ct61's 'vere det(lskedr--_ ....... ._ .. __. ___ -land 

data collected I !has been marked for purging; no reports 
were issued. 

were issued. 

(U//FOUO H · ·.· l ~t),:NSA:m~alY.~t dise~yered thatLJselectors had not 
been Jro erl' reviewed and had been tasked .~indei~ the· incorrect FAA §702 Certification L · I 

·The selectoi·s were detasked and cjata 
'-c-o":"':'ll-ec-te-d':'T'""-----~,_.-.;;.-r'hf1s h~~n marked for purging. New procedures...._ _ __, 
...._ __ _.I have· been implemented to prevent fi1ture occurrences. 

I.C.S.a. iii. (U) Database Queries (b)(1) 
(b)(3)-P.L. 86-36 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 

(S/TSII/REL TO USA. FVEY)j .... ··· ... · · · · .• I an analyst. using a selector associated 
with a USP approved byl !FAA 7058. performed a que1y in a raw traffic database 
containing FAA §702 data. The error occurred because the analyst neglected I ·1 
would have prevented the que1y from being run against FAA §702 data. The results ofthe que1y 
were deleted. and no reports were issued. 

(U//I"OUO) I I an NSA analyst performed a query irOrawll'affic (b)(3)-P.L. 86-36 
oses using a lJSL..P--:-id::-e-n~tifi~le_r_.-T---I..Ile query returned results. which were deleted! I 

(U//FOtJO) I I an NSA analyst submitted in FAA §702 and E 0. 
123331 Ia raw traftic database an overly broad query that could have returned USP 
data. Upon realizing the mistake. the analyst canceled the query before it was completed. 

. . . 
I.C.S.a.iv. (U) Detasking Delays· 

' : ; ·~ .. \ . ~ . 
(b)(3)-P.L. 86-36 

(U//FOUO) On I I NSA analysts discovered that~FAA p02 selectors that 
should have been detasked for noncompliance had remained on tasiC I despite 
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attempts to detask theml I Although developers have not been able to 
duplicate the problem, they have developed new software to t'event fit.htre occurrences. 
Validation ofthe software has been completed. and the sof:tware had been 
deployed at all affected sites. All noncompliai~t col ectton 1as een marked for purging. ···(b)(3)-P.L. 86_36 ., 

(U//f'OUO)I I an NSA ~JJa!);st became aware that he mistakenly detasked 
a similar selector instead ofthe selector associated \yith a target who was visiting the United 
States. Upon discovering the mistake. the analyst immediately detasked the correct selector. 
Collection was deleted. and no reports were issued. 

'-:---:----------------1 The collection was deleted. and no reports were 
issued. 

(b)(1) 
(b)(3)-P .L. 86-36 

U/fFOUO) NSA analysts discovered that the selectors for a taraet remained on task even 
though · ·(6)(3)-P.L. 86-36 
United States. The selector was overlooked when the responsibility for covei:ing the target was 
transferred from one analyst to another. The target office is iinplementing changes to ensure that 
r nsfer of a Pets etween_ analysts are seamless. Noncompliant data collection I I 

has been marked tor purging., ...._ _____ __,J 

(U//FOUO)! I it \vas discovered that an analyst who had been notitled that 
his target was in the United States. had failed ~o detask the target's selector when he had 
detasked other selectors associated with ami ssion that was being transferred to another office. 
The selector was detasked I I ~~,n~o_mpliant coll;ction has been marked for 
purging. and no reports were issued 

(S/iREL TO U!;A. FVEY)I I it was discovered that an FAA §702 selector 
remained on task after a detask request had been issued The target was 

the United States . The error occurred because 
'---rl'"--,.....-...,.---r---r--T""':'!'--.....---'the urgency of the _detask req·uesL Nonc~t.~p!.i·~j}t;"""''(b)( 1 ) 

tor purgmg. and no reports were tssued. . . ···· . (b)(3)-P.L. 86-36 

(~i/ftEL TO l.J!SA. FVEY) I ·I a11 NSA analyst learned that Oselectors 
associated with a target visiting the Ui1itecl States remained on task. The analyst learned from 

I lthat the target had arrived in the United Statesl I Because of 
confusion about the detask request submitted I I the selectors were not detasked 
I I Noncompliant collection has been mmked tor purging. and no reports \Vere 
issued. 

(!Sh'ftEL TO USA. Pv'EY)I I an NSA analyst discovered that the FAA 
§702-authorized selectors tor a valid toreign intelligence target remained on task after the taroet 
had arrived in the United Statesl I On the basis of information 

I I the United States. the analyst detaskedl lse.,le_c_-:-to-r-~ -:-ta-sl'""ke-drr-~ 
[ I Hoyv~y~r.t:~cause of a lack of communtcatton between 

TOfl 3E:CR:E:l'//COM1l<JT//NOFORN 
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analysts. the analyst did not 
~~~~--~~--~----~----~~----~~ Noncompliant data has been marked for purg.il1g. and no reports were iss~u~d., .......... ::"""::::;;·::·y~b)(1) 

,....-....,--..,.._·• _. _, .. . ••• . • .. ··. . ... .• .' (b)(3)-P.L. 86-36 

(S//REL TO USA. FVEY) I . · . ' J a:~\ NSA analyst le;,trned that a selector 
associated with a target visiting the United States remained on task. 

I that the target It he: United Statesl.--------"--------------, 
f-------1 

I the analvst detaskedl 

The analyst did not take action tq 

(lJ//FOUO ~I · I andNSA analyst discovered that the .selector for a va.l,i~L ...... 
foreign intelligence target was overlo.okedl . 1 

· lcletask.ing of more thm10 : .... ·(6)(3)-P.L. 86-36 

selectors that were followed by an analyst who· had left the office. The selector was detask ed0 
I !Data collectedl !has been marked for purging. 
and no reports were issued. 

(£f,1REL TO USA. FVEY)I I an NSA analyst discovered that I he 
selector for a valid foreiun intellinence target remained on task after the target had arrived in the 
United States AniC agency ot1icer discovered information about the 

the United States I I but did notus.ethe proper notification 
'""s_y_s-:-te_n_1-:-to_p_r_o_v.,..t r-e-t~1is information to NSA. The selector was cletaskedl······ ··· ... · .... h?(b)(

1
) 

Noncompliant collection has been marked tbr purging. and no reports were issued: · · . (b)(3)-P.L. 86-36 

(S//Rt::L TO USA. FVEY) I 

selectors associated with the target 
,__~~~------------~----~~--------~----~ The analyst performed an emergency detask no collection occurred. 

'--------------~ 

(8//REL TO USA. t'VE:'f) I I during a review ofFAA §702 
selectors. an NSA anal st discovered that a valid foreign target 

the analyst requested 
.. . · ··· an emeL..rg_e_n-cy--d=-~-ta-s-:-k -o~f=-tl:-le--se-:-1-ec-~t-o 1..,·:::::::::::::::::::,.....-::B:-e-c-au_s_e_o~f::-a--'mi scom m u ni cation. 

(b)(1) 
(b)(3)-P .L. 86-36 

TOP SECRET//CO~ HNT/.'NOFORJIJ 
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the selectr.;or:...~.l ___________ -r-_;...---'1 All noncompliant FAA §702 data 
collected I lhas been marked for purging. . ·, ,, .... : ...... ·:.: .. :"'"'(b)(1) 

(b)(3)-P.L. 86-36 
(81/R:EL TO USA. FVEY) mrNSA analyst discovered that the • 

selectors for a valid foreign intelliaence tar 'et re11iaii1ed on task after the target's arrival in the 
United States. 

1---...,.----:""'-_.the analyst had overlooked th~:?el~ctor Data collected,__ _______ __. 
1as been marked for purging, and no reports were issued. 

L..-----1 

(81/REL TO USA. FYEY) I I an NSA aiialyst dissgvei'ed ii1at.tl~,~~~m~-P.L. 86-36 
selector for a valid foreign intelligence target remained on task after thejargef"s arriyal in the 
United States. The target oftic.e l_1ad received inforn1ation ···· ···· 

the United States; · NSA had published a report 
stating t 1at t 1e target the United States L-1 --,:--:--~~--:-.,.,....,.-----:-.... 

The delay in detasking occurred because the taraet analyst was out of the oftlce and did not read 
the information The selector was dctaskecl on 

and collection has been marked tor purging. ,__ __________ _.... ~-------------------...1 

(U//¥0UO} an NSA anal st discover~d. that. a selector for alar ,(Jii)(3)-P.L. 86-36 
had remained on task after collection had been assessed 

I I The analyst who tasked the selector hach-le-:-:ft~t-;-h-e-o-:-:ft;;"ic,...e__...m.;..;.1c;-l.-;"b-a-se-d:-o-t-1-:-rth-e---'-' 
assessment ofthe collection, the ctHTent analyst l1ael not been following the target. The selector 
was detaskedl joata collected has been 
marked lor purging. 

(S//R:EL TO USA. FVEY) I . . . I anNSA analyst discovered that l._-:-__., 
nselectors for a valid foreig 11 intellige' nee tat:get r~mained on task a,~er the target had entered 
1tltunitecl States. . . . , ' '"' · ·· ': 
...c=::lhe Unitec ... tatesL--~_;...· -·~···_· ....,......,..· ·~··· .... ·· _ .. _.' --------.....,.":"'""--:---....,......,..--:-___. 
L______ji'_ Noncompliant data collected has been markedtO,r 

. :·"""!(b)(1) 
purgmg. (b)(3)-P.L. 86-36 

(S//REL TO USA. FVEY) I I an NSA analyst discovered that an e-
mail selector for a valid toreiEm intelligence target remained on task after the tamet's arrival .in 
the United State .. 

selector was detasked and collection 
~--------...1 ~---------------~ been marked lor purging. 

(U//FOUO) Onr:=loccasions from NSA analysts incorrectly 
tasked selectors totc=Jargets by using outdated sources of information indicating that the 
targets were located outside the United States. The selectors were cletasked 

I : I Noncompliant data · 
marked tor purging. 

(U/trOUO )I I an NSA analyst tasked a target's selector without 
providing intbrmation indicating that the target was located outside the United States. The 

,: ~· 
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selector was detasked I . ... . I and noncompliat1thdata l'-----~-...:..;i.;;.·.;..··...~FY6)(3)-P.L. 86-36 
'-____ __.lhas been marked fo(ptirging. 

I.C.5.a. v. (U) Data-Handling Errors 

(UNFOHO )I I NSA analysts discovered that c=Jt!les that were 
collected under FAA §702 authority and had been manually inserted into two databases were 
accessible by analvsts who were not cleared for FAA access. The data had been inserted into the 
databases I I but the error was not discovered These 
databases are rarely accessed Once the error was 
discovered. the analysts purged the files from one database and the associated archives and 
moved files tl·om the second database to an appropriate database accessible only by FAA -cleared 
analysts. No inappropriate access seems to have occurred. 

(U/!FOUO )I I an NSA analyst sent an e-mail containing · - - (~)(3)-P.L. 86-36 
information about the detasking ofFAA §702 .selectors to an individual not cleared for the . 
information. The error occurred because the. analys.t mistyped the e-mail address for the correct . 
recipient. The analyst requested that the individual· delete the e-mail. 

(U//FOUO)j I atlNSA analyst discovered cl.uring a database audit 
that FAA §702 data had been shared with personnel not authorized t.o receive the data and 

The error occurred because analysts failed to follow proper procedures for processing the data. 
The data was purged I I Training on the proper handling and 
dissemination ofF AA data was conducted. 

I.C.5.a. vi. (U) Overcollection 
(b) ( 1) 
(b) (3)-P.L. 86-36 

(b)(1) 
(b)J3)-P.L. 86-36 
(b)(?)-50 usc 3024(i) 

~----~~~--~----~----------~--~----~ 
The noncompliant collection has 

been marked for purging. and no reports were issued. 

occasions from NSA learned that 
r-_.;_..;...;...:......;.......L-.......L-----..&..---r.l:-1a-:d:-o-c-c-u r-r-ec;-1. -,:---:-;J ..... ... . · .:: ~·(6) (3)-P .L. 86-36 
'-----~~-,--------------1 

overcollection occut-red when 1on-targetecl selectors were 
resulting in matches with valid FAA' §702 -authGlrized selectors. The noncompli'-at-:lt_c_o-,---:--~ 
been marked for purging. and no repotis were isstied: 

(U/IOOUO)I l NSA learned ofthe overcollection ofFAA §702 data 
fi·oml I The overcollection was due to an unknown system glitch causing a selector 
tlagged for detasking to remain on task. The noncompliant collection has been marked tor 
purging. and no reports were issued. 

iOP 3ECR:E'f//COtvHNT//NOFORl'I 
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I.C.5.b. (U) Section 704 

I.C.5.b.i. (U) Tasking Error 

. (b)(1) 
(b)(3)-P.L. 86-36 
{b)(3)-50 usc 3024(i) 

~ffl~:-'f1tM:f&~~~J[=====J atl NSA analyst mistakenly tasked an FAA 
which is not authorized under FAA §704. 

1:-t------..,_ar-ld.,.....,Jthe selector was immediately detasked. The 

I.C.5.c. (U) Section 705(b) 

I.C.5.c.i. (U) Detask Delay 

I. D. (U) Other 

.... , ................ ··''(b) (1) 
,. (b)(3)-P.L. 86-36 

1.0.1. (U) Unauthorized Dissemination (b) (3)-P.L. 86-36 

(U//FOUO)I I a document containing data collected under SJGINT and 
Information Assurance Dual Authorities was posted to a wiki page and accessed by individuals 
who did not have the appropriate training necessary' to view the data. When the incident was 
discovered. the system administrators restricted access to individuals who had the Dual 
Authorities training. 

1.0.2. (U) System Error 

(Si/Sl/fR:EL TF USA. FVEi') A targeting database failed because of a confi uration 
errod causing the delay in the completion of detask requests for FAA 
* 702 selectors unti I the problem was discovered I I The selectors were etaskecl 
I . I Data collected duringthis time has been marked for purging. and no reports 
were issued. Modifications have been made to correct the database error. 

I.E. (U) Counterintelligence Activities . (b) ( 1) 

(b) (3) P.L. 86-36 

(U) Nothing to report. 

I. F. (U) Intelligence -Related Activities 

(TS//SI//NF) To reduce the risk ofunauthorized telephony collection and prevent 
violations, NSJ\/CSS has instituted a process that gives analysts greater and t:1ster insight into a 
target's location. 

TOP SECR:ET//COrvfn<Ff//HOFOR:N 
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1....._ _________________________ _._---'ICollected 

data was purged from NSNCSS's principal raw traffic repositories when required. ..(b)(
1
) 

~·~~-~~·~!+!··~ ~1"-f"-----------------.;--.....;.-----, . (b)(3)-P.L. 86-36 
r----...l-\_1..__,_,.., ___ 1,, !"......q<~A~...-______ ___,_..:__ __________ ___JI~C~b)(3)-50 USC 3024(i) 

I 
I NSA analysts foundl le~mail selectors I 

~-:":""---:--:------~-""":""!-=-~=-~-:--:---~~-~....Jfthis quarter. 
Collected data was purged from NSNCSS's p'rincit)al raw traftic repositories when required. 

(U/fFOUej- I nO instances .. d.atabase:'a~c~ss wc1s not terihinated when access was"(jfu ( 3 l -P. L. 86-36 

longer required. Although not considered violations ofE.O. 12333 or related directives. the 
accesses were terminated. In addition. there wasl lofi.tn~mthorized access to raw data 
andD instances of account sharing during the quarter. 

II. (U) NSAJCSS Office of the Inspector General (OIG) Intelligence Oversight (10) 
Inspections, Investigations, and Special Studies 

(U//FOUO) During the third quarter of CY20 II. the OIG reviewed various NSA/CSS 
intelligence activities to determine whether they had been conducted in accordance with statutes, 
Executive Orders. Attorney General (AG) procedures. and Department ofDefense (DoD) and 
internal directives. With few exceptions. the problems uncovered were routine and showed that 
operating elements understand the restrictions on NSA/CSS activities. 

II.A. (U//~OU87 .__ __________ __,.,.... _ _...--.;..;.;;...,.,.,..----.;.;.J ..,·::(6)(3)-P.L 86-36 

(S/!REL TO USA rVEY) During the joint IG inspection od hl·om._l...,..,..,..-_ ___. 
c:J. the IOii1si)ection team reviewed the 10 program. 10 training, and application offO 
standards in the SIGINT mission activities performed at the site. The team assessed that the 
I IJo Program Manager had developed. a strong 10 program and is doing a good job of 
tracking 10 training. The team found that son1e I' · I personnel have not completed their 
mandatory training. A survey concluct.ed at the ,sit~ revealed excellent knowledge ofiO 
standards but some weaknesses in the understat1ding of 10 authorities regarding the handling of 
raw SlGINT and minimization and dissemination standards. 

II.B. (U//FOUO) .__ ____________________ ~ 
tc "D CL 'I'e I[(' o\ r:) TC)T~ o\ f' I . . I('. . 11 
"" KLL T Cl.Jh. F 'e • 1 ·""s pm1 0 I 1C JOII1( J tnspectton 011._ _______ ----l 

..____,.,-.---~I the 10 inspection team reviewed the 10 program. 10 training. and the 
application ofTO standards in the SIGINT mission activities pertormed at the site. Overall. 10 
inspectors found that I lhad established an 10 prograt11 that is well led. well documented. 
and sustainable. They also found that thel I workforce had a good understanding ofrO 
training requirements and responsibilities. 

TOF SECRETh'COfcHt<lTht<fOFORt<J 
15 

(6)(3)-P .L. 86-36 



DOCI D: 4165259 
iOf! 5f'!CfUi:itYC'OfvHNTHNOfOR~~ 

II.C. (U) Misuse of the U.S. SIGINT System 

(U) Nothing to repo11. 

II.D. (U) Congressional and 10 Board Notifications 

(U) Nothing to report. 
'(b) (1) 

II.E. (U) Other Notifications 
(b) (3)-P.L. 86-36 

""fSh'NF+NSA/CSS has notified the AG oOconsensual and nonconsensual intelligence­
related collection activities associated with USP hostage and detainee cases. The AG was also 
notified ofonel · jdetainee:ca$e ii1Y~Iving USPs. 

Ill. (U) Substantive Changes to 'the NS:A!c·s·s 10 Program 

(U) Nothing to report. 

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence -Related Activities and the 
Reason for the Changes 

(U) Nothing to report. 

V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related 
to 10 Programs 

(U) Nothing to report. 

• t . . i 
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