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“The most effective weapon
against crime is cooperation
... the efforts of all law
enforcement agencies with the
support and understanding of
the American people.”

— 9.E. Hoover

© This project was supported by Cooperative Agreement Number 1939-

MU-CX-KDOB administered by the Office for State and Local
Bovernment Coordination and Preparedness, U.S. Department of
Homeland Security. Points of view or gpinions 10 this material are
‘kose of the author and do not represent the official position or poli-

- gies of the U Cepartmart of Homeland Security,

Regional Joint Terrocism Task Force (JTTF}
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TERRORISM QUICK REFERENCE CARD

First responding officers should be aware of suspicious factory that may indicate a possible terrorist threat, These factors should
be considercd collectively in assessing a possible threat. This quick reference guide is intended to provide practical information
Jor line officers but may not encompass every threat or circumstance. State and local law enforcement may contact thetr local
IPBI field office or residenl agency for additional assistance.

SUSPICIOUS FACTORS TO CONSIDER

1) Possible Suicide Bomber Indicators — A.L.E.R.T,

A.
B.

Alone and nervous

Loose and/or bulky clothing (may not fit weather
conditions)

. Exposed wires (possibly through sleeve)

Rigid mid-section (explosive device or may be carrying
a rifle)

Tightencd hands {(may hold detonation device)

2) Passport History

A

B.

5) Unus
A

1.

Recent travel overseas to countries that sponsor
terrorisn

Multiple passports with different countnes/mames
(caution: suspect may have dual citizenship)

. Altered passport sumbers or photo substitutions; pages
have been removed

ual items in vehicles/residences

Training manuals; ttight, scubi, explosive, military, or
extremist literature

Blueprints (subject may have no aftiliation 0
architecture)

. Photographs/diagrams of specific high profile targets or

infrastructures; o include entrances/exits of buildings,
bridges, power/water plants, routes, security cameras,
subway/sewer, and underground systems

. Photos/pictures of known terrorists

Numerous prepaid calling cards asd/or cell phones
Global Positioning Satellite (GPS) unit

. Multiple hotel receipts
. Financial records indicating overseas wite lransfers

Rental vehicles {cash transactions on receipts; living
locally but renting)

) Potential Props

A
B.
C.

Baby stroller or shopping cart
Susptcious bag/backpack, golf bag
Bulky vest or belt

7) Hotelmotel visits

A

Unusual requests, such as:
1. Refusal of mad service

3} Other Identification — Suspicious Characteristics
M. No current or fixed address; fraudulent/altered: Social
Security cards, visas, licenses, etc.; multiple 1Ds with
names spelled differcntly
B. International drivers’ ID:
. There arc no international or UN drivers’ licenses -
they are catled permits
2. Official internationat drivers’ permits are vahd for
one year from entry 1nto the U.S., they are paper-
gray in color, not laminated, and are only valid for
foreign nationals to opcerate in the 1S,

4) Employment/School/Training
A. No obvious signs of employment
13, Possess student visa but not English proficient
C. Anindication of mulitary type traming in weapons or
schf-defense

2. Asking for a specific view of bridges, airports,
military/goveriument installation {for observation
purposes)

3. Electronic surveillance equipment in room

B. Suspicioas or unusual items left behind
(. Use of tobby or other pay phane instead of room phone

8) Recruitment Technigues
CAUTION: The following factors, which may constitute activity
protected by the United States Constitation, should anly be
vonsidlered in the context of other suspicious activity and not be the
sole basis of law cnforcement action.

A. Public demonstrations and rallies

B. Information about new groups forming

C. Pasters, fliers, and underground publications

9) Thefts, Purchascs, or Discovery of:
A. Weapons/explosive materials
B. Camera/surveillance equipment
C. Vehicles (1o include rentals - fraudulent name; or
failure to return vehicle)
. Radios: short-wave, two-way and scanners
E. Identity documents (State [Ds, passports, etc.)
. Unauthornized untforms
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After 9/11, nothing is routine. Law enforcement
officers shouid be aware of suspicicus factors that
may indicate a possible terrarist threat. This
brochure and video build on your training and
experience by providing additionai observational tips.
These factors should be considered collectively in
assessing a possible threat but may not encompass
every circumstance. Qur nation is relying on your
experience, instincts, and ability to recognize
suspicious persons and activities to prevent potential
future terrorist acls.

Pre-Operational Planning and Surveillance

individual shows unusual or prolonged interest
in security measures or parsonnel, entry points
and access controls, or perimeter barriers such
as fences or walls

Individual questions security or facility
personnel and/or observes security drills and
procedures

Individual actively engages in "boundary
probing,” beginning with physical approaches
to measure possible access restrictions and/er
law enforcement prasence and rasponse

Individual possesses muitiple hotsl receipts,
car rental receipts or other indications of
frequent and erratic travel, and/or is evasive
when guestioned concerning past and future
plans and destinations

Discreet use of still cameras, video recorders,
or note taking at non-tourist type locations,
e.g., government facilities, afrports, bridges,
chemical plants

Unusual items are observad within the vehicle,
such as blueprints, maps, sketching materials,
surveillance squipment, e.g., binoculars, video
cameras, cameras with extensive adaptable
lenses, car batteries, wires, household
chemicals, etc.

Suicide Bombers

individual wears inapprepriate attire, such as
lcose or bulky clothing inconsistent with current
weather conditions

Individual seems to oe wearing an Inordinate
amount of perfumas, colognes, or other scents
that may be used to mask “chemical” type odors

The individual is carrying heavy luggage or a bag,
or wearing a backpack

The individual repeatedly pats upper body or
appears to rearrange clothing excessively

The individual is unrasponsive to authoritative
voice command or direct salutation from a
distance

Individuat appears extremely focused or in a
“trance,” and moves in a deliberate manner

Individual may be sweating, mumbling, or may
exhibit unusually calm and detached behavior

Individual may be wearing disguises appropriate
1o target areas to elude detection, e.g., military,
medic, firefighter, or police uniforms, or may pose
as a pregnant waman

Vehicle-Borne Improvised Explosive Devices

Vehicle may exhibit signs of recent modification
to handle heavier loads, create additionai storage
areas, or increase fual capacity or vehicle speed

Yehicle has excessively darkened/tinted windows
or may have temporary window coverings affixed
to prevent viewing vehicle’s interior

Vehicle shows signs of theft, e.g., damaged locks,
missing windows, aftered ignition, etc.

Vehicle bears temporary commercial placard
affixed with tape or magnets, or permanent
commercial placard which is unusual,
unrecognizable, or misspelled

Vehicle appears to be out of place with the
environment, e.g., a tractor-trailer parked in a
residential neighborhood, and may have out-of-
state or temporary plates

Vehicle may contain batteries, wiring, timers, or
other power supply or switching components in
the passenger compartment

Vehicle may contain unmarked packages or
unusual items such as PVC pipe, magnets,
compressed gas cylinders, fire extinguishers, etc.
within the passenger compartment






