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~ 
"'The most effective U'eapon 
against crime is cooperation 

. . . tlie efforts of a[[ faw 
enforcement agencies U'itli tlie 
support amf unlferstarufing of 

tlie .9Lmerican peopfe." 

-J.'E. :J{oover 

7tHs proieC1 was 3uppcrted by Coooerative Agreement Number 1999-
ML'·CX-KOD6 adm:nstered by the Of!1ce tor State aF'!d Local 
Govt>nment COO~dination atd P:e;;aredness, U.S. Department -ol 
-lomeland Secur:tr f'Qir.ts o! Jiew ill GiJII"lfUlS 1:1 thi~ material are 
:rose o' the at.1hor artl do nol repre:.e~1 :he off1cal position or poii­
c<n :: '.':le IJ S. Depa1mert ot HN:lelar;.-:l Sec~i'l\' 

Regional Joint Terrorism Task Foree (JTIF} 

Albany Northeastern NYSNT JTTF 518 465-7551 
Albuquerque New Mexico "ITTF 505 224-2000 
Anchorage Alaska JTif 907 258-5322 
Ailama Atlanta JTTF 4{)4 679-9000 
Baltimore Maryland JTH 410 265-80ll0 
Birmi!VJham North Alabam8. JITF 205 326-6166 
Bnstnn Boston JTTF 617 742-5533 
Buffalo wes:em New Y{lrk JITF 716 856-7800 
Charlotte NOrth CaroHna JTTF 704 377-9200 

Chicago Chicago JTif 312 431-1333: 
Cincimati Sout!lero Ollie JTTF 513 421-4310 
Cit: vel and Cleveland JTIF 216 522-1400 
CDiumDia South Caroii!la JTTF &J3 551-4200 
Oailas North Texas JTTF 214 720-2200 
Denver Denver JITf 303 629-7171 
Detroit Oet~t JTTF 313 965-2323 
El Paso El Paso JTTF 915 564-2000 
Honaluhl JTTf f'aciflc 008 566-4300 
Houston Houston JTTf 713 693-5000 
1nd1ar~ap-Jii.S fr:dianapolis JTTF 317 639-3301 
Jackson Mississippi JTIF 60'! 948-5000 
Jacksonville North Florida JTI'F 004 721·1211 
K<lnsas City Heart of America JTI'F 816 512-.8200 
Moxville Knoxville JITf 423 544-0751 
las Vegas rw.aaa JTTF 702 385-1281 
little Rock JTTF ot Arkansas 501 221-!1100 
Los Angeles LA Task Force en Terrorism 31D 477-6565 
Louis'liile Looisville JTTF 502 583-3941 
Memphis Memphis JTTf 91.11 747-4300 
Miami Solltll Florida JTTF 305 944-fH01 
Mi!w.aukee w:sconsin Jm 414 276--4684 
Mlnneapolls Minneapolis JTif 612 3-76·3200 
Mob11e MObiiB Oivtskm JTTF 334 4lS-3574 
New HavBn Connecticut JTTF 203 777-6311 
New Orle3ns Lol!lsiana JTTf 504 816-3122 
New York City New York JTIF 212 354·1000 
Newar!<. Newark JTTF 973 622-5613 
Norfolk Tidewater JTIF 757 4t}5·01 00 
Oklahoma Cit'} Tulsa JTTF 405 290-7770 
Omaha OmaMJLmco!n Metro JTTF 402 493·5668 
Philadelphia Fhdadelphia JTIF 215 413-4000 
Phoenix Arizona JTTf &12 279-55'! 1 
PittsbU11!i1 Pittsburgh JTIF 412 432-4000 
Portland Portland JTTF 503 224-4181 
Richmond Richmond Jllf 804 261-1044 
Sacramento Sacramento JTTF 916481-9110 
Salt lake City Sa~ lake JTTF 801 579-1400 
San AntnnJo Sot~tl1 T~as JTif 210 225-$741 
San Di~o San Diego JTTF 358 565-1255 
San Francisco San franciscc !rTF 415 553-7400 
San Juan San .l'Jan J1Tf 787 754-6000 
Seatlle Puge:: sound JITF 205 622-0430 
Spring!leid Springfield JTTF 217 522-9675 
St LOUIS St lm.;;s JTTF 314 241-5357 
Tampa Tampa JTTf 813 273-4566 
Washington Washir;gtcn field Office JTIF 202 278-2000 
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TERRORISM QUICK REFERENCE CARD 
First responding oJjicers should be aware (!fsuspict()US jilctors that may mdicate a pussihfe terronst threat These factors should 
be considerr.:d cullertivcly in assessing a fHNiSihle threat. This quick reference guide is intended w rmll'idt' practical information 
for line officers huJ may not encompass C\'t?l)' threat nr rircwnstawe State and local law cnfim:pment nw1' contact !heir local 
FBi field office or resident agency fOr addirhmal assistance. 

SUSPICIOUS FACTORS TO CONSI.DER 

l) Possible Suicide Bomber lndicalOrs A.L.E.R.T. 
A. Alone and ncrvou.:; 
B. Loose and/or bulky clothing (may not fit V."ealhcr 

conditions) 
C. ExpoS('d wires (possibly thnmgh slet~ve) 
D. Rigid mid~:Jcction (_explosive device or may be carrying 

a rifle) 
E. Tightened hands (rnay hold (,ktonatitm ilevit:c) 

2) Passport History 
A. Recent travel 0\'<.'1'6¢(.1::, to countries that sponsor 

terrorism 
B. Muliiplc passpnrts with dln'<~rGnt countn,~::;lt1atnc:-; 

( t;aution: susp~.:ct may have dual citi;:en~hip) 
C. Altered p;tsspnrt numbers or photo substitutwn~; pagt:ll 

have been removed 

5) Unusual items in vehiclcs/rcsidf?m·cs 
1\ Training manuab: Hight, scuha, explostve, military, or 

cx.tremist litcratun: 
B. Blueprints (subject may have no aHiliatinn to 

architecture) 
C. Photographs/diagrams of sped fie high profile target:; or 

infrastructures; to include entrances/exits of buildings, 
hridges, powcr/wat<.'i plants, routes, ~ecurity cameras, 
subway/sewer, and underground systems 

0. 11hotos/pictures of known terrorists 
E. Numerous prepaid calling cards and/or cell phones 
F Global Positioning Satellite (GPS) unit 
fi. Mtlitiple hold receipts 
IL Financial records indkatmg overseas wire twnsfcrs 
I. Rental vehicles (cash tJansadions fm receipts; living 

locally but renting) 

6) Potential Pro1•li 
A. Baby stroller or shopping cart 
D. Suspicious bag/backpack) g{llf bag 
C. Bulky vest or belt 

7) Hotcllmotcl visits 
A. Unu.;;ual rcGuests, such as: 

I. Refusal of maid sen· ice 

3) Other Identification ~Suspicious Characteristics 
A No current or tixcd address; fraudu!enu'altered· Social 

Security cards, visas, ltccnses, elc.; multiple ID~ with 
names spelled ditlCrently 

B. International drivers' ID: 
I There arc no international or UN driven' lin•mcs 

they are called permits 
2. Offidal international drivers 'permits are valid for 

one year from entry into the U.S., they are paper~ 
gray in color, not laminated and are only valid fiJr 
foreign nationals to operate in the tJ.S. 

4) F.mploymentfS('hoolJTraining 
A N1J obv1ous signs of employm011t 
B Possess :;tud~111 vba but not English profKient 
C An indication of military type trainmg m weapons 01 

:;;;\f~dcfcnsc 

2. Asking for a specific view of bridges, airports, 
military/govcnunent installation (for observation 
purposes) 

3. Electronic survcillanl:L\ equipment in mom 
B. Suspicious or wwsual items len behind 
C Use of lobby or other pay phone instead of room phone 

8) Recruitment Techniques 
CAUTION: Tile following factors, which may constitute activity 

JlrOtccted by the United States C.mstitution, should only be 

~nr1sidered in the context or ofhtr suspicious adivity and not be the 

sole basis orluw cnfon:emeut action. 

A. Puhlic d~·monsuathns and rallies 
B. Information ah0ut new gtoups fotming 
C. Posters, fliers, and underground publications 

9) Thefts, Purchases, or I>istovery of: 
A. Wc;lpons/explosive materials 
B. Camera!survcitlunce equipment 
C. Vdlides (to include rentals· fraudulent name; or 

failure to return vehicle) 
D Radios: short-wave, two~way and scanners 
h. Identity dowmcntr; (State [l)s, passpo11s, etc) 
F. Unauthonzed uniforms 
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After 9/11, nothing is rout1ne. Law enforcement 
officers should be aware of suspicious factors that 
may indicate a possible terrorist nueaL This 
brochure and vi-deo build on your training and 
expertence by providing additional observational tips. 
These factors should be considered collectively in 
assessing a possible threat but may not encompass 
every c~rcumstance. Our nation is relying on your 
experience, Instincts, and ability to recognize 
suspicious persons and activities to prevent potential 
future terrorist acts. 

Pre-Operational Planning and Surveillance 

• Individual shows unusua! or prolonged interest 
in security measures or personnel, entry points 
and access controls, or perimeter barriers such 
as fences or walls 

• Individual questions security or facility 
personnel and/or observes security drllls and 
procedures 

• Individual actlvely engages in. '"boundary 
probing," beginning with physicat approaches 
to measure possible access restrictions and/or 
Jaw enforcement presence and response 

• lndividuaf possesses multiple hotel receipts, 
car rental receipts or other indications of 
frequent and erratic travel, and/or is evasive 
when questioned concerning past and future 
plans and destinations 

• Discreet use of stm cameras, video recorders, 
or note taking at non-tourist type locations, 
e.g., government facilities, airports, bridges, 
chemical plants 

• Unusual items are observed within the vehicle. 
such as blueprints, maps, sketching materials, 
SUNeHiance equipment, e.g., blnocu!ars, video 
cameras, cameras with extensive adaptabre 
!enses, car batteries, wires, household 
chemicals, etc. 

Suicide Bombers 

• tndiv;dual wears inappropriate attire, such as 
loose or bulky clothing Jncons!stent with current 
weather cond!tior.s 

• Individual seems to be wearing an inordinate 
amount of perfumes, colognes, or other scents 
that may be used to mask "chemica!" type odors 

• The individua! is carrying heavy luggage or a bag, 
or wearing a backpack 

• The individual repeatedly pats upper body or 
appears to rearrange clothing excessively 

• The individual is unresponsive to authoritative 
voice command or direct salutat;cn from a 
distance 

• JndJvidual appears extremely focused or in a 
"trance," and moves in a deliberate manner 

• lndlviduaJ may be sweating, mumbling, or may 
exhibit unusually cairn and detached behavior 

• Individual may be wearing disguises appropriate 
to target areas to elude detection, e.g., militar;, 
medic, firefighter, or police uniforms, or may pose 
as a pregnant woman 

Vehicle-Borne Improvised Explosive Devices 

• Vehicle may exhibit sjgns of recent modification 
to handle heavier loads, create additional storage 
areas, or increase fuel capacity or vehicle speed 

• Vehicle has excessively darkened/tinted windows 
or may have temporary window coverings affixed 
to prevent viewing vehicle's interior 

• Vehicle shows signs of theft, e.g,, damaged locks, 
missing windows, a!tered ignition, etc. 

• Vehlcle bears temporary commercia! placard 
affixed w;th tape or magnets, or permanent 
commercial placard which IS unusual, 
unrecognizable, or misspelled 

• Vehlcle appears to be cut of place with the 
environment. e.g., a tractor-trailer parked in a 
residentiaf neighborhood, and may have out-of­
state or temporary plates 

• Vehicle may contain batteries, wiring, timers, or 
other power supply or switching components in 
the passenger compartment 

• Vehicle may contain unmarked packages at 

unusual items such as PVC pipe, magnets. 
compressed gas cylinders, fire extinguishers, etc. 
within the passenger compartment 




