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MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//fOUO) Reporl to the Intelligence Oversight Board on NSA Activities­
ll\fFORMA TlON MEMORANDUM 

(U//FOU07 Except as previously reported to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that any intelligence activities of the National Security 
Agency during the quarter ending 31 December 2008 ·were unlawful or contrary to Executive 
Order or Presidential Directive and thus should have been reported pursuant to Section 1.7.(d) of 
Executive Order 12333. 

(U//fOUO) The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and guidelines, and 
adviGe and counsel. These activities and other data requested by the Board or members of the staff 
ofthe Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

(U//FOUO) I concur in the repmi of the Inspector General and the General Counsel and 
hereby make it our combined report. 

/ I 
cJ~----- A--- ftf tJ t/1 
I r' \ {/ \.? ..... ~-,c.\,-'' 

KEI~H i. AC"EXANDER 
Lieutenant General, U. S. Army 

Direetor, NSA/Chie±~ CSS 

Encl: 
QumierJ y Report 

This d<,curncni may be dcclassiiicd and marked 
"UNCI. ASS!FI ED//Fur Oflieit.! U.t. 0~1~(· 
upnn removal of cnclosurc(s) 

Detived From: NSA/CSSM 1-52 

@1\pproved for Release by NSA on 12-19-2014. FOIA Case# 70809 (Litigation) 
Declassify On: 20320108 

Dated: 20070108 
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1. (U//FOUO) Intelligence, counterintelligence, and intelligence-related activities 
that violate law, regulation, or policy substantiated during the quarter, as well as 
actions taken as a result of the violations. 

(U) Intelligence Activities 

(TSWSif/ B.lll 'IO US 4.., J?V11Y) Unintentional collection against United States 
persons. This qumier, tl!.~~:~ .. wereOinstm1ces in which Signals Intelligence (SIGINT) 
analysts ina.Q.vertently taigeted or collected communications to, from, or about U. S. persons 

.. while-j5i1i;si:ting foreign intelligence tasking. All intercepts and repotis have been deleted or 
'<f:i):j::c.1 l destroyed as required by United States SIGINT Directive (USSID) SP0018. 

(1:)-}_ ( 1) 
(b). ( :3}'-"'.P- •. ;L • 8 6-3 6 

· .. ··.. ·--(tJ)'Un.c:~~thorized Targeting 
(b)'.,(3) -P.L. 86-36 
(b) (;3) -18 usc 798 

•, . (b) (3) -50 usc 3024 (i) 

. (TSh'SIHHF) k-l'NSA~alyst wrongly tasked a U.S. telephone number for collection 01i·.._ 
.__ ·1 I He assun:ied that_the selector was foreign L......----:~--=---:--:-~-----J 

·._._ foreign intelligence target. This ·i11istal\.~ ... :vas found during a review of tasked sel~ctors ~n 
I I The selector was detasked·l j and the analyst was pmred ~1th a 
senior analyst for additional training. No collection resulted :fi·om this._yiol~t.~~m':'""":::::''".:'.'~-'\b l ( 1) 

.............. --·:: ::::::::: .-·· ·::: ...... ----: __ .. · . _..-· ( ~) ( 3) - P. L. 

(T£A'£1,4'RBL TO U£A, FV~Y) lr---...... -..... -..... -...... -.... -..... -..... -..... -...... ~-----"""--· __,1--·aiiNS~_.analyst"'i_t:np'fo.peJ.:lY sear~-~ed 
for information onONSAii.1alysts to acquire transla!i.9n--nietrics for-their 9rfonnance \ __ _ 
appraisals. The violation was found by a database. ... audifor who provided'-.. 
additional training to the analyst. The que_I,oies-tetluned tesults, which were purged :fi·chn 

86-36 

the NSA database I 1----- . 
''{''b'}·{--1-}- •, 

('?,:f''('$:):::;~:·-L(T'§;~st?rsw) I I an NS 1--:-:---:-:-----:~----r:----:-:----:~-~ 
'-:\ ---.:::::1 !mistakenly included the e-mail address of ina .. qt.t_ety list oftargeted 

add1:~sses. The a11alyst noticed his mistake the same day, ... ru-1"'T"'!'tr1-e -q-ue_r_.y was tei:iiii('!:att\dl )With no 
'-.:·::_·_ resulfs·l I (b) (3) -P.L. 86-36 

(b) (3) -50 usc 3024 (i) 

('ISt/SWREL TO USA, FV~Y) On two occasions, collection occurred while valid foreign targets 
were in the United States. In the first instance, detasking was requested onl .l 
1--------------......,r----~ b~~~ the selectors were not removed! I 

All related collectiQn was purged from NSA ! /. 
~===-...,...~~=~==~~=dt-------., Selectors were deactivat~d.c:J 

but coll,e,ction 
1..----~~--r----------~-~~~~----~~~------~--~ occurred before- detasked the selectors. The intercepts wei'e,purged froh~ an 
NSA databas{as they were identified beginning from._l -----------~!. .... /1 No 
reportit)g resulted fi-om either violation. :·:(b) ( 1) 

. (T£/,'SIHNrj NSA'aiialyst~ u~~~~~~1~d :;f~ ... -u .. __ .. u_u_uu·-uu·_U ____ ;;..._ __ ., ol~:~ti~~~-P. L. 
8 6

-
3 6 

.· violation. Analysts believe that 
..._--~-~--------.... ·························· 

(b) (1) 
(b) (1) 

(b) (3) -P.L. 86-36 
(b) (3)-P.L. 86-36 
(b) (3) -18 usc 798 Derived From: NSA/CSSM 1-52 

Dated: 20070108 
DeclassifY On: 39480914 

(b) (3) -50 usc 3024 (i) (b) (3) -50 usc 3024 (i) 

TOP SECRETHCOf9H1ffHi~OFOltN-
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I I· .. ··Unfortunately., .... a.l.Lr~I?.:t.~.~- .. ~?llection was purged from NSA databases in 2004. 
The details ofthe violation are still being reseafcliect·:···The·NSA/CSS0ffic.e. ... 9.ft11~ ... J..t.~~pector 
General (OIG) will track tltis action and report the results. . ........................ ::::::::::::::::::;;;~:~·· (b l ( 1 l 

(TSh'Sih~L) On ........ ::an::NSA'''at~~J~~~,,~;~~'"'"'"""'""'.~~~,. ... ,. ..... t:i6:i~:i~~-;::f£:~·:ts ~~r~ 
3 

l - P. L. 

he··Uriited States ..... ed .. e·t11rul sele<;t9rs·were detasked, 

~~~--:---=--~--=------:-~~···;;;;.·····~···· ·a-iid collectjon :·~s··purged from an 
NSA database. When confirmi.og-tht(detasking ih~ analyst found that the 
selectors had not been.ren16ved from The cause of the 

roblem was.softwa~~-related. The selectors were removed . 
·No .. ·~~llection resulted beea'i.ls~ had not been \conducted"fi·om 

\ ... -·············· 

86-36 

(b) (1} 
.. ·:::"''''ll;l.}.(1} ( b} ( 3} - P. L. 8 6-3 6 

(U) Database Queries .. ·::::::>·· (~.).J3·k::P.L. 86-36 (b) (3} -50 usc 3024 (i} 

(S/ISih'RJ:l.l.:s· TEfq~:A~· fVEY) onOocc~si?ns,.NSA.'_lnalysts constructed poor database queries. 
In0fthe0occa~i6i1s, collection result.~d·fi~om the overly_ broad or incomplete queries. All 
resulting collecti9n.was deleted. The remai~tingDincidents ··did,1~0t result in collection. No 
reports were is,stied. ·. · 

(TSh'SV/RELTO USA, FVEY) Additionally, m10occasions, NSA an~;~t~·'fail~~ to verify that 
targets··were located outside the Uttited States before conducting database queries. li10ofthe 

C]ihstances, the oversights resulted in collection. I .. 1 

I J AU-queries.were . .termi.nated .. ~mel wh~n collection occurred, . .;the.data was deleted. 
No rep01iing occurred. . .. .. . · ···· ····· ·· .... ,, .... ,(b) ( 1 l 

~~; ~}l·=~B L US~ 6;~~ 
(U) Detasking Delays (b) (3 } -so vsc 3024 (il 

-;fE§t~@~:i.A~·validJoreigntat~g~t traveled to the United States andl ·. I 
ef6re the target's selector was detasked. A detasking re uest was subm1tted 

on .. ·the 
Uttited States. The detasking did not occur until after the ~fl,rge(returned 
overseas. Tltis violation was caused by an inefllcien t process for detaskilig. To lessen the 
risk offhture violations oftltis type, analysts.•ru:e now requir~g ... tol I 

I !-.Collection associate9 with tlti_~yiolafion was purged fi·om NSA 
databases! · ·l:: .... ····· 

...... ········· 
... (b) (1} 

(b) (3} -P.L. 86-36 

'fOfl SI!CU'fh'COMINf//f~OFOIU:~ 
2 
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·····:::'''';?Ttl:l.l ( 1 ) 
""···./'/;(b)(3)-P.L. 86-36 

······ ...... ::> .;:-'· . ./ ! \\ ·.· .. ·· .. . 
-;:::>· .··· 

(U) Destruction Delays 

~~4,4,!;t.,~;~,"""""'~.~e~-~~~:!!::l::±:l::lll:lllla.Jl~ll·~('t~~s·ed. aO~Jai?d ttlay in d~l~ti~~g·.-1 -----.... 
·an NSA.ailalyst s\1bmitted a···purge request with 

~-:-:--~~F--""'------, .... He . .Qiistal~enly believ~q that the request 

.,_.;;;,~--:--:---~-~-__.}Vas d~leted from thel._ _____ --1 

: ! 

(3//3IHREI:;;...rf6USA, FYBY0 Unintentional disseininatibn of U.S. identities. There 
were0histances in which SIGINT analysts dissem.t·hated c~mmunications to, from, or about 
U.S. persons while pursuing foreign intelligence ta$lcing this/qumier. All data have been deleted 
or destroyed as required by USSID SPOOlS. In0ofthe0instances, SIGINT products were 
cat1celled because they contained the identities ofU. S. persons, organizations, or entitie~\b l(l~ 
reports were either not reissued or were reissued with proper minimization. (~) ( 3 ) _ p. L. 8 6_ 3 6 

(~) (3) -18 usc 798 

(SHSIN:P'~) I I an NSA analyst included information fi·om SIGINT abm't a 

I / ~ilie 
.. NSAI falthough,.:whNt.l. .. _NSA, thel fslw.t.. part of the 

.... · ·· SIGINT production chain. Additional! , the same unminimized ·aiid .. i.Htevaluated··traffiC"::\Y:~~:::::::;:.,., .. 
. ..... forwarded to ........................................... ·assigned···m·'NsA ..... The (b)(3)-P.L. 86-36 

... /··· as·notauthodzed tol:e·cefve unminimized and unevaluated SIGINT. In both 
·tBTt~;,,;;;::;;;:::::::::::::in.stance.s~·· the .. dissEiriihatea .. ··ciatawas · d estroyed .. l I 
(b) ( 3) "'-P. L. 8 6"-'·36· .. ::::::···· · ···· ..... - -

·· .... d'~#~l/l.~)····~~f~r~···~·Giir~~i~~~···{is:~id~i.l.F~Y·yeleaser----------. 
e-mailed abrie:fjng that included identities onrU:S:· ......... h at19 US. 
I ·· ·· ... IIater~~~.at iiioiith: ....... -.---------~__,., 
when the analyst recognized th~ mistal<e. she directed destril"ction ... o.fthe ·brief.by the 
as sh~ appli~d for an identity release I I The I l:luia::n~u;~~, .. ?~P.~r~""" .. o~· ~1~e ..... 
e-matled bnefing to destroy. .. ·····:::::::::::•":o·:~::;:;••': (b) ( 1) 

. . : .·· ./:::.- j(b)(3)-P.L. 86-36 

(SIISI.~LTO USA,JY:EY)I.....-------·""·····;;;,;;·····;;.,·hhe--iiai~~~~fa LJ,S:·p~~-:§·b·t~ was ~ncluded 
inC:Je-maillips.to. elements inside and outside the SIGINT ~rodtfc.tiotf. Chain. The! violation 
was recognized the same day. Thee-mails were recalled a,pd·a·de~tniction notificatio11 was 
forwarded to all addressees. · . · 

an NSA analyst included 

the analyst noticed that he had not minimi~ed the U.S. identifiers .. ·He 
...,d:-:-ir--e-ct-e-:-d-an--:-d-c-ot~lfi;;-II-'med the destruction ofthe chat~.~J?~/·· / I 

...... ··················•"'''"' 
·. ········ 
(b)(1) 
(b)(3)-P.L. 86-36 

'fOfl 3f:CltE'fHCOMI1ff/lt.q-OFORH 

(b) (1) 
(b)(3)-P.L. 86-36 
(b) (3) -18 usc 798 
(b) (3) -50 usc 3024 (i) 
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(U) The Foreign Intelligence Surveillance Act (FISA) 

(U) Business Records Order 

.(t;>)(1) 
(b){3)-P .L. 86-36 
(b)(3)-50 usc 3024(i) 

(Tg,qgiNRBL TO USA, F\fEY) On 28 October2008;··a~;·}r·~:·analyst accessed Business Recd1:d 
FISA (BRFISA) data forOtyleph?.ge-selectors without authorization. The violation occurred"···· ... 
because the analyst used an qld vefs}on of the navigation software 

I ITlie analyst ilpdat_~d the navigation softwa .... re_o_n-::-9'""=D:::-e-c_e_m~b-ei-. -=-20~0~8=-,-a-nd~_. 
other analysts were reminded to update theit·sqftware. No data was retained, and no rep01ts 
were issued. /\1? l ( 1 l 

/ Cl:i").(3) -P.L. 86-3.6 

('fSh'Sfh'REL 'fO USA, trv'tn) On 31 Octob¢ 20h.8_.r"J ____ __,I""":::':-----:":'-:--:------' 

passed a mistyped phone number to an NSA i~nalystl\ I The one digit change 
resulted in the targeting of ani limmber i11, Business Records FISA data from 
3 November 2008 until 5 January 2009. All related call chaining results I ·············jwere 
purged on 5 Januaty 2009, and I ·lon 6 Januaty 2009. ;~; ;~l-~8\8~ 6;~~ 

(b) (3)-50 usc 3024(i) 

(TSh'Sih'N'P) On 15 December 2008, an NSA analyst improperly accessed BRFISA data for a 
U.S. telephone number. Although the number was associated with a foreign target, it had not 
been approved for call chaining in the BRFISA data. The analyst did not know that approval 
must be sought for BRFIS.Aj I eaHuchaining:·NoudatrcwaEflehiined;· al1d"i1o"i:epo11s w8i>~1) 
issued. (b)(3)-P.L. 86-36 

(b)(3)-50 usc 3024(i) 

(U/f:FOUO) Although the following violation occurred during the January through March 2009 
reporting timefi·arne, the incident is significant enough to warrant early repotting. 

(Tgk£V/I>W) On 15 January 2009, the Department of Justice reported to the FISA 
Court (FISC) that NSA had been using an "alert list" to compar·e incoming 
BRFISA metadata against phone numbers associated with countetterrorism 
targets that NSA had tasked for SIGINT collection. Although the Agency had 
reported to the Court that the alett list consisted of numbers for which NSA had 
determined that a reasonable mticulable suspicion (RAS) existed that the numbers 
were related to a terrorist orgmuzatio n associated withl .... uu uuuuu·····uul: : '''""Tbl ( 1 l 

I kthevasntiiiji5"6fy ofuseie~t;~~~uon the alett list had not been :~~ :; ~ =;0 Lus~ 6 ;~~4 ( i) 

subjected to a RAS determination. The circumstances surrounding this incident 
are still under research. The NSA/CSS OIG will track tlus action and rep01t the 
results. 

(U) Pen/Trap Order 

(U) Notlung to rep01t. 

(U) The Protect America Act (PAA) 

(U) Notlung to report. 

TOT' SECRETHCO:MHIT/FNOFQR}~ 
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(U) The FISA Amendments Act 

('fS/If!I//R:Ei; 'fO USA, F'>'EY) During a tas~!~g"ecota~,:~~i~~i ././ I Nsl\ 
analysts learned that a targeted sel~ctor··ha:d· been tasked under t\e yvr6~1g·· authority. Tllis di1~ 
diligence found th~t ~~~~an~lysfi11istakenly selected FISA An~~ndi}}e~ts A~t (FAA)r---, 

I ICertrficatwn mstead ofthe FAAI ...... ICetilflcatwn. No~ 
occurred between! lwhen-the--s~lecto~:_s. ... weretasked.a.n9l j;~hen 
the selector was detasked. and no repotis were tssued. ..:: :-·/\( b l ( 1 l 

. .· / · \b) (3)-P.L. 

(TS~'SIHREL TO USA, FVEY) A target..wit'i~·~.S. and was'iiicoJTe~;~y/tasl~ed 
under the FAA I ICetiificatio n ,... ··in viol,i'tion ~f 
FAA section 702. A U.S. person may not be tasked pursuant.to"section 7Q2-'ofthe Ait. The\ 
NSA analyst did not notice the target's dual citizenship . .whei; the e-mail.··selector wal tasked. \ 
Resulting collection was purged from NSA databases 

. ""'"""''""'";;::F"'.(b) (1) 
·····::::::.: '" • ,,,....... • I :(b) ( 3 ) - p. L. 

:::::::::::::::::::::::::::.-···" ····:.:::==:::: ... · 

J:('f~S~/~/S~Iti_Hf:H~J.:<~L • ______ _JI· .. anFAA:::~i!ihg:tize~:t::rargeFw~s-active·oil.:a.n:•¢~iiiail addrbss 
I--------""T""~ .. -~I:::q9.:t:r.e:cdri:ii:was ... piirged ftoml· ... · · ... :::::···INSA databases on 
r------1'-~~Lbiita .. sliftware processing .. errofprevep.teg:::the deletion ofthe data:from 

I·Tlie.problem was isola~~c:!l Jaiid the data was purged fl'ol~n the 
1 1 TO ensure no.othei· purging requests were affected, the 

system admimstrators re-processed all purgi1,1g requests dating back to 1 1 

(TSkSlHNP) I lai~i~-tasked e-mail account selector associated with 
the United States. The selector was not detasked 

86-36 

86-36 

L-~------------~------~~~ 
ecause. of a database software problem, which was corrected on .. / (b)(3)-P.L. 86-36 

., __ ....._ ____ ,_ ... -=T=-:-h-e .... tmge.t~~le~~?(f.??e?etaske.d ~~s inthel I Rel~ted 
co ectwn was purged from NSA databases! ............................. :::: :::: :::::,,,_,,, ..... J No reportmg 
occurred. // (b} ( 1} 

(b) (1) 
(b) (3)-P.L. 86-36 
(b) (3)-18 usc 798 
(b) (3)-50 usc 3024(1) 

. (b) (3}-P.L. 86-36 

atfNSA analyst requested detasking ofthe target's e-mail s~lector on 

TOP SE Cf\:ETHCOfvfiN'fmq-orOI~::N' 
5 

'···· ..... / 
(b)(1) 
(b)(3)-P .L. 86-36 
(b)(3)-50 usc 3024(i) 
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.(b) (1) 

(b) (3)-E'.L. 86-36 
(b) (3)-50 usc 3024(i) 

{TSh'Sim~.) an NSA analy.st·Je·aii1~d-~l1at an e-mail selector tasked for 
coJ.l..ecti611 under the FAA ·Ceitificate did not meet the FAA tasking standards . 

...... ·····The selector was .~l.~tasked· As a result of this incident, the tasking 
...... ·· ·<c_::cpi:oclifss·''hffS'Iieen>changed to reduce the risk of future mistakes. Applicable selectors are now 

\1Jn;;i::;::;;:;;::::::::::::::::::: ...... l I No collection or reporting occurred. 
\ 'l:i:l .. t,~)···· ....... , .. ""'''' .· . . ~ 
(\b n 3·J'""I?. L e·o"''E>E·· · .. ··· .. · 

\ ···:.:~:·::'.':.,,/;~""''::~~/:.;~i;;;'~~f6iil:::::::~~::::::::"""'""·· I an NSA anal st detasked a tele hone select01: of a taruet 
·. . actiV¢:::in..t.he United States~·btiTrrutf!dJp 

.... 
~\ 

~ ', 
~ ', 

···I L:T.~e process failure was'-c-o'""i'~i"e~ .. c-:-te'"":T"::::~o:n-.:.,..-.... -.. -----.....-...,-~~--.,.....,.. . 
was identified:· ·-G?fleg~iQ.~l was purged from NSA databaseifon .. l.__ __________ _. 

(TSkSINRBL TO~~~< :;:~~i~:::HtvnaJl error resulted in collection of a target's communications 
while he was in the United States.Ji:o'ii.t·J ··. .... II I 

..... 1 
IThe.secoiJ.d .. error occurred·when al I ..... · 

lanal.y.st.l .... .::··:: ..... _ ·· ..... . ....... I 
'.. \T---...... ~~1oted the .. target :~s.::P.il@qe·the·United .. ..Stat~~::f ....... ·. · ·. .. . . I 

I All relate'd' .. coHectioii.was·putged·froriiNSA,databases·.JJ;;,IJ."'!'I"!"'\'...-..,..,...-..... 1 
~-------~----~ \U I~ I (b) (3)-E'.L. 86-36 

(b) (3)-50 usc 3024(i) 

/T~//~T//~=\1~---------------------------~l 

(TSIISif/1U1l TO U~A, FVBY) Human error caused Qday detasking delay, which rJst~lted 
in collection wllile the target selector was activei1dhe U11ited States. The request to tern1Jin,ate 
the FAA-authorized collection was submitted (}i1l I but the selector was dot 
detasked untill .I The.~t.1.iiysi le~_onl pnd did not r~~~~mtmtill I 
at wllich time the selector was d~tas~\:~d; ffi.Jdthe·l:esulting gQllectionwaspurged from a);'l'SA 
database on I 1N'6 ye.pol:ting occUI'i:ea on the unauthorized collection. i/ 

·'tt;) ( 1) 

(U) Other (b) (3)-P.L. 

(U) Unintentional Dissemination 

86-36 

{b)(3)-P.L. 86-36 

(b) (1) 

(b) (3)-?.L. 86-36 
( b I ( 3 I -18 usc 7 9 B 
(b) (3)-50 usc 3024 (i) 

(~//~Ih!;f;L'fO USA F'\1'tlYfl • \ J an N~A anaJyst e-mailed FISA-collected 
data toj ~who was not authorized to receive the FISAdatii· U.S. person information 
was not included in L1e e-mail. The analyst, who misunderstood inforil.i.ation sharing policy, 
c;onfirmed the destmction of the data by thel ·1 

TOP Sfi:CRBTh'COMJ~IT/~WFORli 
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•, ·. 
' . . •, 

····················· ,.······ 

.... ···{b) (1) 
...... ······ fop) (3)-P.L. 86-36 

(~) (3)-50 usc 3024(1) 
Tffil 3ECR:ETHCOMfNTI/HOFOR1~ 

.::";t~ztE~~=·.;t·:.J: .. ~· ·gn1g1a~n error resulted in the tai-geting otQ ~-mail. seledol"S ~~om I · ....... 
r'--_,;;""!'!'"'-..-.~-..a...;;:Al~ .. ·;;;.;;t;;;;,ho~· t;;.!;lg;:.;;h;;.. .. t;;;;,h:;;;:;:·~.;·sel~<:;tors wel'e removed .. :fi:oml ... ··· · -... ... 1 

NSA atialysts..did not annotate' that the sel~_ctors were \ .. 
-~-....-~"M""---"'----..;;;;.;;;.....,~--, .. Cons.eqUet1tly;·:ti1ef::Pelector s remaitl.eclactive·r-1 

All collectloil·re.Jated to th~::ta.rg~t~ . .wa:s destro')i'etl;aug no reports were issu~ 
··. ................. ....... ·, 

·····-.::::·· 

.. .. (TS)/eiHNf) Another human error re~{l1fe,t;l-i.1f'the targe~i'~~~::::&f[Je.~.t:nail selec~~~~~ .. rfotnl ...... ! 
· · Althou h t,l.le··selectotsvv.:~re removed fromL-1-:-: .... _ ..... _ . ..;;"·+-... ~-------'1 
L----:---:-'"""u--------..a...:N..;.;. S::.:A:.:,a.nalysts did not.. annotate that the seledors.were 

Consequently, theOselectors remained adiveL.I -=------~ 
,,.--------r-:n~c~orre~c:7to-:Io-:-:n-r:-:e:-ra:-::t--e~to~t 1e targets was destroyed, and no reports were issued. 

(U) Computer Network Exploitation 

(TSHSIHREL TO USA, FVEYi I 

(T£k£1NHP) 

(b),j1) 
(b)··.:J-.. 3)-P.L. 86-36 
(b) (.3)-18 usc 798 
(b) ~~·'t·.:-50 usc 3024 (1) 

(b\)-.fl') 
' ·. . 86-36 

···.... usc 798 

\\ ',, u'c ''''''' 

L.-------------------------------------------------------------++~ 
' 

(TS//8W~I \ I 

,..,.,('1 '/C1T.tnr.T ..,.," TTC1 A ..-n rT.,.,r,l __ 1 an NSA analyst learned that a 
\ ,~ ~ ~ ~ ~< ~, L ~ L ~~~~--:--:--.----~·1....___, 

targeted e-mail address had been detasked onJ I because the target was in the United 
States, I 

(U) Counterintelligence Activities u/ 

(U) Nothing to repmi. 
) ( 1) 

(b) (3)-P.L. 86-36 

TOP SECRETHCOtf:HITh"NOFORN-
7 

.• // .. ·· 

b) (1) 
(b) (3)-P.L. 86-36 
(b) (3)-18 usc 798 
(b) (3)-50 usc 3024(1) 
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(U) Intelligence-related Activities 

'(·.p) (1) 
(01(3)-P.L. 86-36 
(b)''(3)-50 usc 3024 (i) 

(8//SI~~Cf>W) To reduce the risk ofunauthorized telephony collection and prevent violations, 
NSA/CSS instituted a process to give analysts greater and faster insight into a target's ·location. 

\ · .. ·· .... 

~--------------------------------------------------------------~,~~ .. ~.J~P.L. 86-36 
When collection occurred, it was purged from NSA databases. ( ~\. ( 3 l -so usc 302 4 ( i l 

''CI;)'l"N.::l::::::::::··.......... ..,_ .... 
(~03)-P:L:-8~-~~-u .... ~------------------------------------------------------~~1 · .. (TSi7SlnNf) 1 

·······... I .. ............. I 
..... -........... ··········· 

. ·.. NSA/CSS analysts found"that[ ] e-mail selettorsl 
····1 Jthis quatier. No collection occurred. 
~------------------------------------~ .................... .............. ............ (b) ( 1) 

(Ch'REL TO USA, FVEY) Although_t}Qtviolaticms·ofE:O: ... l2'3'3'3 ... ai1d related directives, (bl (3 )-P.L. 86 - 36 

NSA/CSS rep otis Oinstanc·es· iii which database access was not terminated when access was 
no longer required. Once identified, accesses were revoked. In another instance, a work 
study employee was issued a database account in error. Accounts are only to be granted to 
analysts on a need-to-know basis, which was not the case with the high school work study 
employee. The student had not received training, and it was not activated before the account was 
terminated. The Branch Chief who authorized the account was counseled on the impotiance of 
understanding work roles before submitting individuals for datc_l~l:l.S.e a§s).llnts':''''''"''::·:::::::::··:~; :;; -P.L. 86_36 

............ ···::::.::::..... .. ,......- (b)(3)-50USC3024(i) 

('f:SHSih'ft:EL TO U~.A., .. :EVE.Yjl·.......... ............ .. ...... ·J 

QFina@rfl;;:l[~f~tl::'~~lotolicy and guidagse-fur-d!SSen!i~!dn of S!GINT 
technical information and sent the data to the. .. no.n-·SIGTNT analysts. The recipients destroyed the 

datal 1 ........ u .... u u • ~f~C:;;·~·~:1: .. 8'6:3·6 .. . .. .. . ........ . 

(TSNSI//REL TO USA, FVEY) ......... · .. . 

analyst wr~ngfhlly shared his NSA Network,(NS~et) rcount pa~sword with ~nother SIGINT 
analyst asstgned tol I The analyst nustal\enly believed he could 
share his NSANet for training purposes. The analyst was relieved of his duties and transferred to 
the 

(TS1~1 Sih1REL TO USA, FVE)'JI lthe Officer~i n-Charge {OIC) of a!:::-1 =---' 

forwarded unminimized at)d i.mevaluated SIGINT to all-source analysts outside the SIGINT 
production chain. Thy data did not contain U.S. person information. \An atlalyst at Fort Gordon 
recognized the mistal(e. The e-mail was recalled, and destmction oftlie data was confihned by 
telephone. Tl;e OIC completed refi·esher training on SIGINT disseminati'im. · 

'TS "Sifi,;;; TO US A P'\ rnv~ ,' \ n .. IIi ~t= rr., rry.~-1. ~ 

Jeafi~ed th~t ~~· .. . lan~lyst sOt1pht iand 

"(g) (;; ~~. ~ .····· 8 6-31-6----------------------------------------...1 ···········....... >,(b) ( 1 ) 

(b) (3)-P.L. 86-36 

TO¥ SEC!t:ETh'COfvfllff/i~ff)fi'Of:U:q-
8 

(b) (3)-50 usc 3024(i) 
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(p)(3)-P.L. 86-36 

received NSA datapase access through his former NSA/CSS 
organization. The had determined that database·access was not needed in the analyst's 
job. After three unsuccessful attempts to gain databas~··accessti~~O:iigh:the .. ,n~:mnal request 

rocess, the anal st contacted his former duty station and was s onson~d-Tor-icces$.:~m .. 
database··access··was-tenninated :::::Additi.O:niUY:~::::tit~m-'""''"· .... 
·analyst"ai~i:I: ...................................... anaiy:s.r.s.·::sp:oi1sored··f6i; ........... :::fo:um;L ::=:=:==:=:::::'"'""'";;;;;;;;;:;::_ ... :. :::::,:.'~~~~g~-P.L. 86-36 

r~----,-:_d-at-a-:-b-as-e-··a ....... c.cesibY:~n.organi.zatiorchofaiithorized to sponsor access w1 ..1111 1e 
~.--~-~area .. ofopei:·ational responsibility. Database access for the0aiialysts was 
terminated pending proper sponsorship. 

(TSh'SIHREL TO USA; FVEY) Last qumter NSA repmted 

causing t1.1.~ .. 1:etention ofU. S. person 
1---------rodi:ficatioll ... :was ... addea···wextend·.--__. ______ _..~---~~--. 

The NSA Office of General Counsel has·p~~;~id~~l"i~etei1tion guidaiic£f6'the ... affeete'd ,.,.,, ...... :::,,~bJ( 1 ) 
orgmuzations. (b)(3)-P.L. 86-36 

(b)(3)-50 usc 3024(i) 

2. (U//"FOUO} NSAICSS OIG Intelligence Oversight Inspections, 
and Special Studies. 

Investigations, 

(U//FOUO) During this qumter, the OIG reviewed various intelligence activities of the 
NSA/CSS to determine whether they had been conducted in accordance with applicable statutes, 
Executive Orders, Attorney General procedures, and Department of Defense m1d internal 
directives. With few exceptions, the problems uncovered were routine and showed that 
operating elements understm1d the restrictions on NSA/CSS activities. 

:::::::::::: "''"'"(b)(3)-P.L. 86-36 

(U//FOUO) Ajoint inspection found that th~woiiJ.fb~~~efiffh)~~~d~~t~~~~~~~ted and 
communicated processes. The focus ofthec=Jfln~nlgence oversight program has been 
E.O. 12333 training, but not local incident hm1dling procedures. Intelligence oversight training 
for newcomers is at an 86 percent compliance rate, and 99 percent for annual E.O. 12333 
refresher training. Although collectors, analysts, and supervisors are aware ofthe restrictions on 
the collection, analysis, and dissemination ofU. S. person information, local incident reporting 
standards, and internal controls to track newcomer training and the use of sensitive NSA 
databases are needed. The OIG will track corrective action tlu·ough completion. 

(U/fFOUO) NSA Office of~...l ____ __,~!· .. ····· ·· u 

... '"::·{b)(3)-P.L. 86-36 

(U/If?OUOr An inspectio.~~fo.~md that-theintelligeiic~ ~~~~:~i~l;t .. ~itl1i11 ~SA's Office ofo····· 
I lisappropl'iately managed and complim1t with standing regulations. 

I UP SEC~ih'COTvHN'Th'HOFORJ>J 
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(U/f:FOUO) Alleged Unauthorized Disclosure of Classified Information and Misuse 
of the United States SIGINT Service (USSS). 

..···· (b) ( 3) - P. L. 8 6-3 6 ... ··' 

(~//SI/7'itl!:L 'fO USA, F'V'£Y) The NSA/CSS OIG rep01ied alleged unauthor~zed".d.isclosure of 
classified information and misuse ofthe USSS last qumier.l h(Navy Cryptologist 
met with a11 unclem·ed Navy Family Readiness social worker and disclosed that he had targeted 
his ex-wife and other family members through his job. An OIG inquiry found no evidence to 
support the sailor's claim. 

(U) Congressional, lOB, and DNI Notifications. 

(U) Nothing to rep01i. 

3. (U) Substantive Changes to the NSAJCSS Intelligence Oversight Program. 

(U) Nothing to report. 

4. (U) Changes to NSAJCSS published directives or policies concerning 
intelligence, counterintelligence, or intelligence-related activities and the reason 
for the changes. 

(U) Nothing to repo11. 

5. (U) Procedures governing the activities of Department of Defense (DoD) 
intelligence components that affect U.S. persons (DoD Directive 5240.1-R, 
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs. 

(U) Nothing to repoti. 

'fO~ 3ECitE'f77'COMI1ff/iHffli'Oftlq= 
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