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WATIONAL SECURITY AGEMCY

CCEMTRAL SECURITY SERWICE
FORT GECRGE G. MEADE, MARYLAND 20755-8000

23 February 2009

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/FEE0YReport to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U//FO563 Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no reason to believe that any intelligence activities of the National Security
Agency during the quarter ending 31 December 2008 were unlawful or contrary to Executive
Order or Presidential Directive and thus should have been reported pursuant to Section 1.7.(d) of
Executive Order 12333.

(U/AFGE0T The Inspector General and the General Counsel continue to exercise oversight
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.
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VITO T. POTENZA
General Counsel

(U//%8885 1 concur in the report of the lnspector General and the General Counsel and
hereby make it our combined report.
/)
f/ / 7l
iu /'{""L,.L/
I\EILH){ . AEXANDER
Lieutenant General, U. 5. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report

This document may be declassified and marked
“UNCL ASSIFIED//Fromffretri-tbae-Orha.

upon removal of enclosure(s)
Derived From: NSA/CSSM 1-52

ey Dated: 20070108
| Epproved for Release by NSA on 12-19-2014. FOIA Case # 70808 (Liligation) Declassify On: 20320108
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1. (UIFOU0OT Intelligence, counterintelligence, and intelligence-related activities
that violate law, regulation, or policy substantiated during the quarter, as well as
actions taken as a result of the violations.

(U) Intelligence Activities

(TSUSU/ REL-TOUSA EVEY) Unintentional collection against United States
persons. This quarter, there were[ Jinstances in which Signals Intelligence (SIGINT)
analysts uladveltently tafgeted or collected communications to, from, or about U. S. persons

while pursuing foreign intelligence tasking. All intercepts and reports have been deleted or
destroyed as required by United States SIGINT Directive (USSID) SP0018.

. 86-36 () (1)
(b)y3) - 86-36
(U) Unauthonzed Targeting (b) {3) - 18 USC 798
......... b) (3) 50 USC 3024 (i)

-P.L. 86-36

for infounation on INSA analysts to ac uuetlanslatlgn I etucs for then e;rf01111ance
y q 1 __—___Ji €
who p10v1ded

the NSA database |

-P". e -| an A l

mistakenly mcluded the e-maﬂ address 0f| Im a_,,query list of talgeted

lesults| | (b) (3)-P.L. 86-36
(b) (3)-50 USC 3024 (i)

-(lS#Sl#P:E—L—-T@—USA—F%—On two occasions, collection occurred while valid foreign targets

were in the United States. In the first instance, detasking was requested on| 1
| but the selectors were not removed
All related colléction was purged from NSA

. databases. The second instance occurred |-Selectors were deactwatedlZ]
| | but colleétion
occurred before] |detasked the selectors. The intercepts wete.purged from an
NSA database as they were identified beginning from| 7] No
1ep01tmg resulted from either violation. ' ) (1)
T (b)(3) -P.L. 86-36
-(EF-S#SHRQF)l | NS'A"'éii'ié{IS}sts leamed of al Eollectiot-.
" violation. Analysts believe that] frécords occurred| K|
(b) (1)
8&;; Eé;_y L se-ac {b) (3)-P.L. 86-36
(b) (3)-50 USC 3024 (i) 0) 131750 vac soma(s)  Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 39480914
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(b} (1)

(b) (3)-P.L. 86-36
“FSHSEREEY On| 000 |- NSA anal yst learngd.thit eign ,, AT ‘gets were
| the-United States] .~ ftéﬁé"eted e-fiail selectdrs were detasked,
I --Fand collectmnl Wwas purged from an
NSA database. When confir n}_um--'thé“ﬂetaslu ngl fthe analyst found that the
selectors had not been. removed from|[ - | The cause of the
roblem was. softivare-related. The selectors were removed| L ]
“No collection resulted becausel Ihad not been' conducted""ﬁom
I B SRE :
: (l) (b) {3)-P.L. 86-36

(U) Database Queries'ﬁ_ - 3-)~:P-L- 86-36 (b) (3)~50 USC 3024 (i)
____ ' Or [-__]occasmns NSA. analysts constructed poor database queries.

In[ Jof ihe[___]occasmns collection resulted from the ovetly broad or mcomplete queries. All

resulting collection” was deleted. The lemalmnfr E]mcndents did. not result in collection. No

reports were 1ssued : -

-(‘l‘Svﬁ‘Sﬁ‘REH@-H&%—F’v‘E%-Addltlonally onlzloccasmns NSA analysts failed to verify that

targets were located outside the United States before conducting database queries. Tnf  Jofthe

instances, the oversights resulted in collection. | |
| |-All-queries.were.terminated_and when collection occuued Ahé data was deleted.
No reporting occurred. "(b) (1)
""""""""""""""""""""" (b)3)-P.L. 86-36
ioq Delavs e (b) (3)=18 USC 798
(U) Detasking Delays . (b} (3)-50- USC 3024 (1)
—CESHSEHANTTA valldw_“_fmengxl"‘f'éii;ét tr aveled to the United States andl l
| before the target's selector was detasked. A detasking request was submitted
on _Jthe
United States. The detasking did not occur until] | after the target returned

overseas. This violation was caused by an inefficient process for detagking, To lessen the

risk of future violations of tlns type. analysts a1e now lequned tol

databases[
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(1)
b){3)-P.L. 86-36

(U) Destruction Delays

Human efior aused aD*day delay in deletlnﬂl |
from an NSA database ‘an NS A analyst submitted a purge request with
the intent of deleting collectmn ﬁoml | He mlstakenly believed that the request

would effect purging forf.- Iwas deleted from the| |
I when the mistake was found.

-WS&%EH@-HSA—FJ% Unintentional dlssemmatlon of U.S. identities. There

wele[:|1nstances in which SIGINT analysts dissemifated conunumcatlons to, from, or about
U.S. persons while pursuing foreign intelligence tasking this/quarter. All data have been deleted
or destroyed as required by USSID SP0018. In I:]of thel_:lmstances SIGINT products were
cancelled because they contained the identities of U.S. persons, organizations, or entltles TPB

reports were either not reissued or were reissued with proper minimization. (b) (3)-P.L. 86-36
(B) (3)-18 USC 798
—-GS#-S%JF-)-I | an NSA analyst included information from SIGINT about a
| [o the
NSAI lalthough, within NSA, the

" SIGINT production chain. Additionally, the same unminimized and unevaluated =
forwarded to |

| an NSA analyst

e-mailed & ‘briefing that mclnded ldelltltleS of & U- S .. Jand US| Jto the
= — |later that mioiitti-] |
when the analyst 1ecogmzed the mistake. she directed destriiction..of the brief by the
as she applied for an identity releise | The fhad: Td-of the

e-mailed briefing to destroy.

b} (1)

(b) (3)-P.L. 86-36
included
in[:]e~nlall ips fo elements inside and outside the SIGINT Producuon Chain. The violation

was recognized the same day. The e-mails were 1ecalled and-a destm ction notification was

forwarded to all addressees. - -

—(PSHSHREE-FO-HSAFVEYH ) Ian NSA analyst included[  JU.S.

person| ~ l-l
{ |,1 Tie Nb‘,A"'analyst Torwarded = —

""‘(‘63(1)

(b) (1)
(b)(3)-P.L. 86-36 (b) (3)-P.L. 86-36
(b) (3)-18 USC 798
{(b) (3)-50 USC 3024 (i)

(O}
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(U) The Foreign Intelligence Surveillance Act (FISA) .- )

e (b)(3)-P.L. 86-36
(U) Business Records Order e ) (3) 50 USC 3024()

because the analyst used aL}”_Q,ld Velslon of the navigation soﬁwalej ‘|
{ | The analyst updated the navigation software on 9 December 2008, and
other analysts were reminded to update their- soﬁwale No data was retained, and no reports

were issued. /tb)
(b)( ) P.L. 86-36

FSHSHREETOUSA FVEY) On 31 October 7008
passed a mistyped phone number to an NSA analystl | The one digit change
resulted in the targeting of an| |numbel in Business Records FISA data from
3 November 2008 until 5 January 2009. All related call chaining results| —— ]were
purged on 5 January 2009, and| lon 6 January 2009, e e

(b)(3)-18 UsC 798
(b) (3)-50 USC 3024(1i)

—(ESHSEAIEY On 15 December 2008, an NSA analyst improperly accessed BRFISA data for a
U.S. telephone number. Although the number was associated with a foreign target, it had not
been approved for call chaining in the BRFISA data. The analyst did not know that approval
must be sought for BRFISAI:] call-chaining:~No-data was fetdified, and 1o reports wépi(1)
issued. (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)
(U/Ae60y- Although the following violation occurred during the January through March 2009
reporting timeframe, the incident is significant enough to warrant early reporting.

~LESHSHANEY On 15 January 2009, the Department of Justice reported to the FISA
Court (FISC) that NSA had been using an “alert list” to compare incoming
BRFISA metadata against phone numbers associated with counterterrorism
targets that NSA had tasked for SIGINT collection. Although the Agency had
reported to the Court that the alert list consisted of numbers for which NSA had
determined that a reasonable articulable suspicion (RAS) e)qsted that the numbers

were related to a terrorist organizatio n associated with].. | ‘b; gé;_P L 86-36
[ | -the vast tiiajority of selectors on the alen hst had not been (b)(3)-50 usc 3024(1)

subjected to a RAS determination. The circumstances surrounding this incident
are still under research. The NSA/CSS OIG will track this action and report the
results.

(U) PeniTrap Order
(U) Nothing to report.
(U) The Protect America Act (PAA)

(U) Nothing to report.
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P.L.

18 USC 798

50 USC 3024 (i) ~FOP-SEERETHCOMINTHNOFORN—

(U) The FISA Amendments Act

—(SHSHAE A target selectm Was, 1ot detasked dmmo atalgetsi | visit
to the United States. - "an NSA. analyst 1equested detasking of the
target's e-mail selector- onl [ The selector ‘was remioyed] ' I
I o [but the analys “|detasking process
inadvertently omitted the request as he processed] ,J, 1)

T Kesulting collection was purged from the NSA databasés. No IEPQHIHCT occurled (b ; g) BL. 86-36 0

(FSHSHREETO-USAFYEY)During a tasking..record Teview ' NSA

analysts learned that a targeted selector-had been tasked under the wrong authority. This due
diligence found that the analyst’ mistakenly selected FISA Amendments Act (FAA)

Certification instead of the FAA| |Ce111ﬁcat1on No_collection
occurred between| }when-the-selectors. Were tas led. andl when
the selector was detasked, and no reports were 1ssued s

(b (3)~-P.L. B6-36

—FSHSHREE-TFO-GSATVYEY A targe_g.wnh U.S. andl I;mzenshm was’ mcouectly tasked

under the FAA |Certificatio n _Jin violation of
FAA section 702. A U.S. person may not be tasked pursuant to-Section 7027 of the Act The
NSA analyst did not notice the target's dual citizenship whien the e- mall selector was ‘tasked.

Resulting collection was purged ﬁoml [NSA databasesl |
| ] I' A sottware
processing error prevented the deletion of the data| | (b) (1)
fb)(B)—P.L. 86-36
—<ESHSHAEY| -an F ail addréss

system administrators re-processed all pumno 1equests dating back tol

S-S “an FAA~tasked e-mail account selector associated with

| the United States. The selector was not detasked
Juntil] because ofa database softweue p10blem which was corrected on ...~(b)(3)-P.L. 86-36

] |-Related
collection was puroed ﬁom NSA databases| """"""""""""""""""""""""""""""""""""""""""" No reporting
occurred. “(b) (1)
7 i {b)(3)-P.L. 86-36

—@S#FSH%—?@W NSA analvsts leariied | [that a target selector

waspotd l

|- The analyst submltted the detasking-request, but failed to’
notify the detasking office] |and the need to bypass ‘the standard
detasking process. Resulting collection was purged. from the NSA-databases: o1 |
| | No-reporting-oceurred.

(e) (,ay;P.L'ﬂ. e :

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)

U
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' 4 e (b) (3}-P.L. 86-36
w"ww~~“” (b) (3)=50 USC 3024(i)
—(-?S#S-I#NFH | an NSA analyst-le "éﬁﬁéd that an e-mail selector tasked for
colleetion under the FAA | | Certificate did not meet the FAA tasking standards.
-~The selector was detasked| | As a result of this incident, the tasking

“process-has béen changed to reduce the risk of future mistakes. Applicable selectors are now
| No collection or reporting occurred.

| an NSA analyst detasked a telephone selectovli of a target

[ The plOCESS fallule was couected"bn{ when the oversight

—(-%#S}ALRE-L—SF@-USA—P&%Human error resulted in collection of a target's communications

while he was in the United Stites. froifi] | 1

I‘The,,,secdﬁ‘d<-<error occurréd-when al T

fanalyst]

| Al related collection s “piitged-from NSA-databases|
l (b)(3)-P.L. 86-36
(b) {3)-50 USC 3024(i)

_LISMSMB..EL—'LQ-USA—-FSIE—SL} Human error caused Dday detasking delay, which lesulted

in collection while the target selector was active in the United States. The request to teumnate

the FAA-authorized collection was submltted onl | but the selector was rot
detasked untlll nd dld not return until

database on|

s Jh é)-P L. 8636 (bi‘l)
(U) Other () {3)-F.L. 86-36 (b) (3)-2.L. 86-36
(b) (3)-18 USC 798
- (b} {3)-50 USC 3024 (i)

“b) (3)-P.L. 86-36
(U) Unintentional Dissemination

mﬁe—ﬁﬂﬁ-ﬁ‘lﬁ‘ﬂ i an NSA analyst e-mailed FISA-collected
data tol who was not authorized to receive the FISA'data. U.S. person information
was not mncluded In the e-mail. The analyst, who misunderstood mfounatl_on sharing policy,

~ confirmed the destruction of the data by the |
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“Hb) (1)

TOF SEEEE FHCONENTNOE efﬁi (b) (3})-P.L. 86-36

(b)(3) ~-50 USC 3024 (i)

e-maﬁ'"'éélé"c"tb“'f"'s'""ﬁ'()'m'
:iselectors 1ema1ned Hctive: I;:]
ed;-and o 1ep01ts were issue

| Although the selectms wele removed ﬁom] ____________________ |
[ NsA analysts did not, annotate that the selectors.were
% terminated] | Consequently, thie] |selectors remained acfive

| | All collection related to the targets was destroyed, and no reports were issued.
(b}(1)
(b)}3}-P.L. 86-36

(U) Computer Network Exploitation (b) (3)~18 USC 798

(b) (3}-50 USC 3024 (i)

—SHSEAES| (B { Iy
it 8636
i . |usc 798
» | UsC 3024(1)

~FSHSHRET-T O SA—F A ] an NSA analyst learned that a

targeted e-mail address had been detasked on] |because the target was in the United
States, |

(U) Counterintelligence Activities

(B (1) (b) (1]
: . {b) (3)-P.L. 86-36 (b){3}-P.L. 86-36
(U) Nothing to report. o2 r e use Ton
(b) (3}-50 USC 3024 (i)
FOP-SECREFHCONRNTHAROFORN-
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ke OR-SECREFACOMINELANOEQRN .
tb) (1)

() (3)-P.L. 86-36
(b){3)-50 USC 3024 (i)

(U) Intelligence-related Activities

~SHSHAES-To reduce the risk of unauthorized telephony collection and prevent Vio"l'a,t_‘ions,
NSA/CSS instituted a process to give analysts greater and faster insight into a target's lopation

* N \U; Ter=p.L. B86-36
When collection occurred, it was purged from NSA databases. (B3,(3)-50 USC 3024 (i)

—ee T
., NSA/CSS analysts found that| ]e-mail seléctors] |

| |this quarter. No collection occurred.

[
~EHREE-FO-HSA—FYEY Although not violations-of -0 12333 and related directives, (°)(3)7F-L- 8636
NSA/CSS reports Dmstances in which database access was not terminated when access was
no longer required. Once identified, accesses were revoked. In another instance, a work
study employee was issued a database account in error. Accounts are only to be granted to
analysts on a need-to-know basis, which was not the case with the high school work study
employee. The student had not received training, and it was not activated before the account was

terminated. The Branch Chief who authorized the account was counseled on the importance of
) (1)
(b)(3)-P.L. 86-36
{b) (3)~50 USC 3024 (1)

analyst wrongfully shaled hlS NSA Network: NSANet) account password with another SIGINT
analyst assigned to| The analyst mistakenly believed he could
share his NSANet for training purposes. The analyst was relieved of his duties and transferred to
the| ]

R SHSHREL-FO-USAEVED] Jthe Officér-in-Charge (OIC) ofal |

forwarded unminimized andunevaluated SIGINT to all-source analysts outside the SIGINT
production chain. The.data did not contain U.S. person information. “An analyst at Fort Gordon
recognized the nustake The e-mail was recalled, and destruction of the.data was confumed by
telephone. The OIC completed refresher training on SIGINT dlssemmatlon

|analyst sought ﬁaxld

6) (3)-P.L. 86-36
{(3)-P.L. 86-36
b){3)~50 USC 3024 (i)
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received NSA] |database access through his former NSA/CSS

organization. Thel |had determined thatl ldata_bggf: access was not needed in the analyst's
job. After three unsuccessful attempts to gain database accéss through the normal request

process, the analyst contacted his former duty station and was sponsored T
ldatabase-aeeess-was-terminated)

terminated pending proper sponsorship.

—(ESHSHRE-FO-USA—FVEY Last quarter NSA reported 4 lproblem with thel—T———]

| Imal_ﬁmgt-l‘bned, ang;:"the
| causing the retention of U.S. person| [informatiog.

podification..was added to extend| ' F

X

The NSA Office of General Counsel has ﬁi%’”-&i’&'é&"}éiéﬁﬁon guidance to the affected
organizations. (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)

2. (U/IFF&H0) NSAI/CSS OIG Intelligence Oversight Inspections, Investigations,
and Special Studies.

(U/FOYO) During this quarter, the OIG reviewed various intelligence activities of the
NSA/CSS to determine whether they had been conducted in accordance with applicable statutes,
Executive Orders, Attorney General procedures, and Department of Defense and internal
directives. With few exceptions, the problems uncovered were routine and showed that
operating elements understand the restrictions on NSA/CSS activities.

(U/rete) " (b)(3)-P.L. 86-36
(U/FFEHE8) A joint inspection found that the wouldbeneﬁt
communicated processes. The focus of the ntélligence oversight program has been

E.O. 12333 training, but not local incident handling procedures. Intelligence oversight training
for newcomers is at an 86 percent compliance rate, and 99 percent for annual E.O. 12333
refresher training. Although collectors, analysts, and supervisors are aware of the restrictions on
the collection, analysis, and dissemination of U.S. person information, local incident reporting
standards, and internal controls to track newcomer training and the use of sensitive NSA
databases are needed. The OIG will track corrective action through completion.

(U/FOB6) NSA Office of| 7 b)(@)-P L. 86-36

..................
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(U/Fe50) Alleged Unauthorized Disclosure of Classified Information and Misuse
of the United States SIGINT Service (USSS). (b (3)-P.T. 86-36

“SITSTREE-TOUSATFvYEY-The NSA/CSS OIG reported alle%ed unautho1jizet1""a';lsclosure of

classified information and misuse of the USSS last quarter. ‘4 Navy Cryptologist
met with an uncleared Navy Family Readiness social worker and disclosed that he had targeted
his ex-wife and other family members through his job. An OIG inquiry found no evidence to
support the sailor's claim.

(U) Congressional, 10B, and DNI Notifications.

(U) Nothing to report.

3. (U) Substantive Changes to the NSA/CSS Intelligence Oversight Program.

(U) Nothing to report.

4. (U) Changes to NSA/CSS published directives or policies concerning
intelligence, counterintelligence, orintelligence-related activities and the reason
for the changes.

(U) Nothing to report.

5. (U) Procedures governing the activities of Department of Defense (DoD)
intelligence components that affect U.S. persons (DoD Directive 5240.1-R,
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs.

(U) Nothing to report.
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