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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, M,ARYLAND 20755-'6000 

28 February 2006 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//FOUO) Report to the Intelligence Oversight Board on NSA 
Activities- INFORMATION MEMORANDUM 

. (U//FOtJO) Except as previously reported to you or the President, or 
otherwise stated in the enclosure, we have no reason to believe that any intelligence 
activities of the National Security Agency during the quarter ending 31 December 
2005 were unlawful or contrary to Executive Order or Presidential Directive, and 
thus required to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

(U/7FUtJ07-The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counsel. These activities and 
other data requested by the B d or members of the staff of the Assistant to the 
Secretary of Defense Untellig , Oversight) e described in the enclosure. 

\ 1-< 

(U//FOUO) I concur in the report of the Inspector General and the General 
Counsel and hereby make it our _:;z re~z fl 

~p~R 

Encl: 
Quarterly Report 

Lieutenant General, U. S. Army 
Director, NSA/Chief, CSS 

@>pproved for Release by NSA on 12-19-2014. FOIA Case# 70809 (Litigation) 

This Memorandum is Unclassified 
Upon Removal of Enclosure 

DERIVED FROM: NSA/CSSPM 1-52 
DATED: 23NOV04 
DECLASSIFY ON: 20291123 
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1. (U) INSPECTOR GENERAL ACTIVITIES 

a. -+C/l017"During this quarter, the Office of Inspector General (OIG) reviewed 
various intelligence activities of the National Security Agency/Central Security 
Service (NSA/CSS) to determine whether they were conducted in accordance with 
applicable statutes, Executive Orders (E.O.s), Attorney General (AG) procedures, 
and Department of Defense (DoD) and internal directives. With few exceptions, the 
issues presented were routine and indicated that the operating elements 
understand the restrictions on NSA/CSS activities. 

b. (U//FOU07 Resulting from issues raised in intelligence oversight reporting, 
the OIG has be n as ecial stud of the access to Signals Intelligence (SIGINT) by 

The ob · ectives of the s ecial study include 
determining whether ...... · hat receive 
SIGINT have the proper authorization 1to receive SIGINT, haye·· ·een provided 
guidance on how to properly handle an,d use SIGINT, a.Pd·ha~e adhered to the 
authority ofE.O. 12333 and related di:fectives regarding awareness, protections, 
and reporting of U.S. person informati,bn. ',['he ·study results will be reported upon 
completion. : / 

{b)(3)-P.L. 86-36 

c. (U/I:FOUO)As research has begun on the aforementioned special study, initial 
data collected on onel ·points to possible E.O. 12333 infractions 
in areas unrelated to NSA/CSS. We are reviewing that data for referral to the 
appropriate agency. 

:'(_b)(3)-P.L. 86-36 

· d. (U//FOUO) First reported in the fourth quarter fiscal year 2005 (report.date4 
14 December 2005); the NSA/CSS OIG reviewed an incident that occurred .. during \ 
an operations readiness assessment ofth ... We found\ 
that the NSA iolated National Securit Directive b erroneously 

exer:~i.:s~ ~o assess the vuhie:rability o~...._ _ _. 
.... c_o_m_p_u-:-t-er-n-etw-:--o-r-.;---. -;:;T~hi-:".-s _e_rr_o_r_o-cc_u_rr_e"" ecauseot-:an:ip,cQnsistency i:h th~ target 
validation process. Agency management has revised the I . I Ito reduce theuriskoffuture violations~u · .. ""············: .. : .. (b) (

3
) _ P. L. 

e. 

86-36 
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the site violated intelligence oversight procedures. 

wit]J.out submitting a test plan for review arid. 
approv y e ce o enerai .. Counsel.(Q(}C). Other weaknesse$::~ere 
found in training and program management. NSA/CSS ."Ota-·Wi:ll-mon.itor tQ.i··· 
deficiencies through correction. .:·: ::::""\1:?) ( 3 l - P. L. 

.... ····· 
. ···· 

86-36 
..... • . 

\ ·· .. 

mspectwn o t e.__~~~--~~~-~-----~-----~--,-1 
Action has been completed to rectizy the weakness in its training program, which 
has been amended to provide intelligence oversight training for personnel who did 
not have access to the Sensitive Compartmented Information Facility. 

2. (U) GENERAL COUNSEL ACTIVITIES 

(€>'/Sl) The NSA/CSS OGC reviewed various intelligence activities of the NSA/CSS 
to determine whether they were conducted in accordance with applicable statutes, 
EOs, AG procedures, and DoD and internal directives. The OGC advised Agency 
elements on a number of questions, including the collection and dissemination of 
communications of, or concerning U.S. persons; the reporting of possible violations 
of federal criminal law contained in SIGINT product; the testing of electronic 
equipment, and the applicability of the Foreign Intelligence Surveillance Act 
(FISA). With few exceptions, the issues presented were routine and indicated that 
the operating elements understand the restrictions on NSA/CSS activities. 

3. (U) SIGINT ACTIVITIES 

a. (SJ.<Sit-Collection Against U.S. Persons 

(1} {U) Intentional 
.. ······ \ 

a. (TSl/81) During this quarter, the Director, ~SA/Chief CSS '! 

(DIRNSA/CHCSS) granted approval for C<).nse-~sual collection ag~ams .S. 
persons. DIRNSA/CHCSS also app~oved non-consensual collection o . U.S. 
companies openly owned and controlled by a forei overnment, . , . 
Government em loyees held captive by forei . . . crtjz~ns taken 
hosta e 

-DIRNSA!QHCSS-approve consensu · · 
.__--=-~r----r.:U:o"":'·· -~~s=-.-p-e-rs_o_n_s_w_a__.s routinely termmatedthis quarter. x .. / 

(b) (1) 

86-36 

2 
(b) ( 3) -P. L. 86-36 
(b) (3) -18 usc 798 

TOP SECRET//COMINT//NOfORNi/2636112~ (b) (3)-50 usc 3024 (i) 
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b. (8//£1) The _AG ~anted authority to collect the co:mnlunications ?..foU.S. 
persons overseas dunng this quarter. ,. .. 

..... (b) ( 1) 

. ·.::::::>"' (b) (3)-P.L. (2) (U) Unintentional 

a. ~8#81//NF~ This quarter, there wereOifist~ce·~-·~n which analysts 
inadvertently collected communications to, from, or .about U.S. persons while 
pursuing foreign intelligence tasking. All of the _jn6idents were reported to 
responsible oversight officials, and corrective.actions were taken . 

.. ····· 

[1] ('f'S//Sf//NF) One of the nih~idents was compounded by inappropriate 
action by a -anal ~ U on learnin that the inadvertent 
collection was ofU.S. 

[21-t€/.l~ ... l·a:n apal;~t··s~bmitted a rawl traffic··...-

86-36 

database __ querffor an email address but inadvertently)efko1fpart ofth)e ad.dress. 
TI._l.~. omission caused a ~.<?.~4 . .9f.ove~wanted results>··~~li~~ng th!e n.rlstake, 

........ · ·::·.~~e ~-~ystiminediately deleted the results without viewing them: :::=:::y~) ( 
1 

l 

··~·~=fH~'£~··_ P .I! .. (W~OU(ij Dissemination of U.S. Identities ( B;) ( 3 l - P. L. 8 6-3 6 
(b'~\(3) -18 usc 798 

(1) (U) Intentional 

(a) (811811 ~url~g this quarter, 
assed raw traffic containm threat information 

{il)(1)·:················· 
(b)(3~~P.L. 86~36· 

(b~\3)-50 usc 3024(i) 
•, ·. 

•, 
·····---". .... :-. 

···-----.. 

wete included to facilitate notification by the L----------....1 /,•''ti?l(l) 
/.· ('b) (3)-P.L. 86-36 

(b) (81/SIJ In accordance with section 7 of United States E:!igrial~ \,\ 
Intelligence Directive (USSID) SPOOlS, U.S. identities were d:issemmatedr----1 
times during this quarter. The following table shows th~justification and~ 
number of instances of dissemination. In the "Unm,asked by Analyst" column, the' 
U.S. identity was revealed in a serialized end product; in the "Unmasked at User \ 
Request" column, a U.S. identity was released to a user at the user's reguest. One ' 
of the disseminations occ~d in .~ .. • ' I The 

haredJhe report Wit}.l.thE{ I 
··::··-< 

•••••••••••••••••••• ''••••oo,.,,,,,,,,,, ''•••••••••••,,,,,,,, ''''''••••••••,,,,, H \ 

3 
(b) (1) 
(b) ( 3) - P. L. 8 6-3 6 

TOP SECRET//COMIH'ft/1vOf0JtJ~//2()3tH 12~ (b) (3) -50 usc 3024 (i) 
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':'>: .· .. :. ::···· 

7.2.c Necessary 

7.2.c.l Foreign Official 

7.2.c.3 International Narcotics 

7.2.c.4 Criminal Activity 

7.2.c.7 U.S. Government Official 

'tbl ( 1) TOTAL 
(b}·(.3) -P.I. 86-36 ': 
(b) (H_-50 lrrm-..--:rrr:r;r,-;r-------------L"-L----------_,...;__ _____ ,_,~;.~ 

... ··· :::;::.?"·:(_·~·) (1) 
···· .... 

(2) (U) Unintentional .. · .. · _ .......... ····:.·: (~) (3) -P.L. 86-36 

. ··-a.. (:S//81) During--this quart~r, the Sigl).als·t~telligeb~·: .. Direct6rate (SID) 
cancelled[JSIGINT products because they·contained JKe i4~ntities of. .. p.s. persons, 
organizations, or entities. I jproducts were ~~issue~ .. after mini~zation. 

b. (tf'S{/SI~I jrel~fJ:S~dOeports containirlg the 
identities of U.S. persons or based on the co:rp.fuunications of persons later i4entified 
as U.S. persons. In all instances, I Je!'ancelled the reports, which were\either 
not reissued or were reissued with the proper minimization. ·. 

/ \ 

c. An in · n,:t·-i~volvin the ossible dissemination ofU.S~r--1 
·occurred d was reported ~ 

the OIG by NSA's ::.'fhe data was 
allegedly contained in a graphic chart that may have been share d'Qring briefings 
in and outside of NSA An OIG inquiry has been tasked to determine't:tJ.e facts of 
the incident, which will be reported upon completion. ··· .... (b) ( 

3
) _ P. L. 86-36 

(3) (U) Raw Traffic Dissemination - SIGINT Production ~.hai"t>1 ( 1 l 
.. · (p){3) -P. L. 86-36 

on s~~~~~~~~~~~~~~~~~------------~ 
SIGINT dataj..__ ___________________ ___.·j 

4 
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\bl (3)-P.L. 86-36 

\· .. 

SID during this Quarter included representatives of thd 
',',::1 

•, 
•, 

\\ 

.(:0~ (1) 
.. ··:?·( bi\( 3 l -P. L. 86-36 

4. (U) Other Activities 

a. (U//FOtl6) FISA Incidents 

(b}(1) 
(b)(3)"R+. 86-36 

... ··:.· .· ( bl\'(3) -18 usc 7 98 
(b~~3)-50 usc 3024(1) 

(1) ('fS//81// P'iF) Human error allowed collecti~~-t(rco!lt~"Q.li~four days past\ the 
expiration of a FISA authorization · · ·<Prior to the expira~iQn, 
an NSA analyst requested that the · · · · · 
collection status until the authorization was·renewe . 

. ·· 

·There were no reports issued on the collection, and the intercept 
L...--........ -:----.......1 .. (b) ( 1) 

.. (b) (3)-P.L. 86-36 

)i':l:'t:mH:T.t~rfl7;!:!:ill!mt:~!!Y~afi' increase in activity from a target that has been 
'an NSA anal st researched the increase and 

.. · .. : 

(3) (cpSl/S~/NF) During a baseline collection review of a FISA-autholjzed ~arget, 
~~-~disco~~F~~ t_nstanc~s of unauthorized targeting ofl lt~~t WJire 
/beh~ved to be associated With the target. . <.f 

..,:••::<········ ;~; ;;:-P.L. 86-36 

(b) (1) (b) (3)-18 usc 798 
(b) (3)-P.L. 86-36 5 (b) (3)-50 USC 3024(1) 

'fOP ~:E:Citl!Ti7'COMH~'f7'tr~OfO:fUf//:!63611 z~ 
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lt:> )"(~:),,;;_P. L. 8'6"'-36 ..... 'fUP SECftE'f!ICOMIM'fl7i~OflOR1<l//2030 I I 29 ..... ,,,,, ........ -.(-.b I ( 1 I -
eJ:i··) ( 3\:;:Jl;J,.,v sc 7 9 8 
(\jp f'··J 31 -50:::ii~e,,_;J024 ( i 1 

- ........ ::::::: .... - q:,_)_ (3)-P.L. 86-36 
... -:::::::::::::::::::•· 

\\\ ·-.. __ 

::·. 

\\\ 

\\! 

\\\ 
:: •, 

\\\ 

ere were no reports Issue 
'(b)f1}'' . ' -..... . 

(b).(3)~:P-:L-8Q.~~~- (-~)"(TSt/~1'17'NF)I ID~scovered that~ ~hat 
. wasthoqght to be associated withal hnay haVe! I 

~---::--":""'::~":""""'~------L-...;.·T:.;.. ar~l,;;e~ting was discontmued·-:yvhile an NSA a:n,Wyst' 
an NSA anal st ·c<mflrmed that the ' 

..... --· 

-it was determined on 
. Oil that date, targeting ceased and 

I...---,.,-__,.-,..-...,..-..-----....--:----,---E"~o~r~·eports were generated as a result of the 
unauthorized collection. \ibl ( 1) 

!f(b) (3)-f>.L. 86-36 

insta!llces of unintentional collection ofU. S. ( 4) (T&'/811/NF) There were 
personsduringthisquarter~----------------------~ 

. There we:re 

: ! ·. ·.. :' ... 

(5) (':FS//811/NF') Onj - I thJiteiephone numbers were\~uthprized 
for tasking under a valid FISA Court Order':""'Xlthough approved for colle~ti9'n, the 
telephone numbers were not tasked until I 1 when the new.prder, 

6-36 
798 
3024(i) 

6 (b) (1) 
(b) (3)-P.L. 86-36 

TOP 8ECRETNCOMINTm-fOFORN-H2038112Y (b) (3)-18 usc 798 
(b) (3)-50 usc 3024(i) 
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lUP SECRETh'COMRlm40FORl'U/203UJ129 . (b) (3)-P.L. 86-36 
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........... . ... ··' ··· ... 

I whi~was to hav~th~sr~1t[j~~~~~:~~n~~:::!:~~t Lowing tha~ I 
the num~e~s were unintentionally omitc~ .. the·'D.ew court order applica~ion. It 
wasn't unti.!J I that the earned that new court order did not 
contain th€[Jriumbers. The resulting m ercept was immediately destroyed, and 
no reports were issued based on that unauthorized intercept. A review of the 
procedures for implementing a signed court order was conducted to isolate any 
process weakness and to reduce the risk of future incidents. 

b. (U//FOUO) Unauthorized use of a SIGINT Database 

--::~~:0~saw;;;~ ~!~:~:Qident:~~~::.:.~~~f!!~~~t{~:~!~~~=~f/; ~ -P. L. 
86

_
36 

~--------------~ 
Th~fi~esults of the inquiry will be reported upon completion. 

c. (U/JFOU&) Misuse of the U.S. SIGU\jT System 

('fSfi8ltJ1:qFT As a result of receiving advanced training on USSID SPOOlS and 
associated SIGINT directives, an NSA intern reported that a co-worker had 
misused the SIGINT System to target his foreign girlfriendj 
The OIG is investigating the alleged violation and will rep9L..rt:-t:-rh_e_o_u-:-tc-o_m_e--of:>l"'t:-rh-e~ 
inquiry. 

d. (U) Assistance to law Enfor~_ment · ········ . . . . 

' 
•"t\b·).,(l) 

\(p) (3}.-::.P.L. 86-36 . ' ··· ... 

' 

respective y. 

e. (U) Working Aids 

(1) (U/I:FOUO~ The SID Office of Oversight and Compliance maintains "U.S. 
Identities in SIGINT" and a matrix of dissemination authorities on its web page for 
use by the NSA/CSS Enterprise. The E.O., NSA/CSS Policy Number 1-23, DoD 
Regulation 5240.1-R, and USSID SPOOlS are also available on-line. 

(2) (U//¥0U6) The NSA/CSS NTOC created and implemented Standard 
Operating Procedures (SOP) governing SIGINT and Information Assurance 
activities for the NTOcj I The SOP contains handling and reporting 
procedures governing ~he NTOC activities that affect U.S. Persons . 

. (b) (3)-P.L. 86-36 

7 
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NSA STAFF PROCESSING FORM 
TO 
DIRECTOR I EXREG CONTROL ~UMBER 

I r?.:/1 ~q I 
KCC CONTROL NUMBER 
IG-10600-06 

-J.TH~R~U~~~~~~~~~~~~====-------J ACnON EXREG SUSPENSE D/DIR .Kl D APPROVAL 
SUBJECT . L KCC SUSPENSE 

(U/fPOUO) Quarterly Report to the Intelligence Over- !!] SIGNATURE 

sight Board on NSA Activities-First Quarter FY06 0 INFORMATION ELEMENT susPENSE 

OISTRIBUnON 

SUMMARY 

PURPOSE: (U//POUO) To forward to the Intelligence Oversight Board (JOB) of the 
President's Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense 
for Intelligence Oversight (ATSD(IO)), NSA's quarterly report on its intelligence activities. 

BACKGROUND: (U//POUO) Executive Order 12333 and Executive Order 12863 ~ 
require Intelligence Community agency heads and Intelligence Community General Counsels 
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning . 
intelligence activities that they have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. The enclosed memorandum covers all reportable activities 
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982, 
Agency heads are responsible for reporting separately any additional reportable activities 
known to them, unless the President has specifically instructed that the Board is not to be 
informed. The Director's signature signifies that no other activities that require reporting are 
known to him. 

RECOMMENDATION: (U) Director sign the enclosed memorandum. 

This document may be declaSsified 
and marked "UNCLASSIFIEDif.Poi Officiai Use Only" 
upon removal of enclosure(s) ) (3)-P.L. 86-36 

COORDtNAnONfAPI>fiiovAL .. 

OFFICE NAMEAND~ I 
1 

s:~~~€/·· OFfiCE \ NAME AND DATE SECURE 
PHONE 

GC Robert L. Deit-r ~ 'b 1.:; ~f IJl. 554ss· :/x;s I dCJI/ 30Jdl .JII!P" ,..,. .. ···:.··· 
AGC(O) '\ .. ·· ~121s. / 
IG 1 tl oel.l''. J:Srenner .Jif .......... 35418 

-

D/IG I ~544s i/ 
AIG(IO) I "'1/3 /.:>~Ul! .35441,'1 

'\-1 
ORI"',.'ATnD ./ 

\ ./ .......... 
OAG. PHONE (Secure) DATE PREPARED 

r - 963-2984 10 February 2006 Dll 

" FORM A6796 FE::!' DERIVED FROM: NSNCSSM 1-52 SECURITY CLASSIFICAnON 
NSN: 7540·fM.()01-5465 DATED: 23 November 2004 ~~ 

DECLASSIFY ON: 20291123 
i4vr ~-~• 


