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AVIATION SECURITY

Efforts to Validate TSA’s Passenger Screening
Behavior Detection Program Underway, but
Opportunities Exist to Strengthen Validation and
Address Operational Challenges

What GAQ Found

Although the Department. of Homeland Security (DHS) is in the process of
validating some aspects of the 81P0T program, TSA deployed SPOT
nationwide without first validating the scientific hasis for identifying
suspleious pasgengers in an alrport environment. A sclentific consensus does
nat exist on whether behavior detection principles can he reliably used for
courterterrorism purposes, aceording to the National Research Council of the
National Academy of Sciences, According to TSA no other large-scale
gecurity sereening program baged on behavioral indicators has ever been
rigorously sclentifically validated. DHS plans to review aspects of SPOT, such
as whether the program is more effective at identifying threats than random
screening. Nonetheless, DHS's eurrent plan to assess SPOT is not designed to
fully validate whether behavior detection can be used to reliably identity
individuals in an airport environment who pose a securvity risk. Fov example,
factors such as the length of time BDOs can observe passengers without
becoming fatigued are not part of the plan and could provide additional
information on the extent to which SPOT can be effectively implemented,
Prior GAQ work has found that independent expert review panels can provide
comprehensive, objective reviews of complex issues, Use of such a panel to
review DHY’s methodology could help ensure a rigorous, scientific validation
of SPOT, helping provide mote agsurance that SPOT is fulfilling its mission to
strengthen aviation security.

THA is experiencing implementation challenges, including not fully utilizing
the resnarces it has available to systematically eollect and analvze the
irformation obtained by BDOs on passengers who may pose a threat 10 the
aviation system. TEA's Transportation System Operatinons Center has the
resources to nvestigate aviation threats but generally does not, check all law
enforcement and intelligence databases available to it to identify persons
referved by BDOs, Thilizing existing resources would enhance TSA s ability to
quickly verify passenger identity and could help TSA to more reliably “connect
the dots.” Further, most BDOs lack 4 mechanisim to input data on suspicious
passengers into a database used hy TSA analysts and also lack a means o
obtain information from the Transportation Systeim Operations Center on a
timely basis. TSA states that it is in the process of providing input
capabilities, but does not have a time frame for when this will aecar at all
SPOT aivports. Prowviding BDOs, or other TSA personnel, with these
capahilities could help TSA “connect the dots” to identify potential threats.

Although TSA has some performance reasures related to SPOT, it lacks
nutcome-oriented measures to evaluate the program’s progress toward
reaching its goals. Establishing a plan to develop these measures could betrer
pasition TSA 1o determine if SPOT is contributing to TSA’s strategic goals for
aviation security. TSA is planning to enhance its evaluation capabilities in
2010 to more readily assess the program’s effectiveness by conducting
statistical analysia of data related to SPOT referrals to law enforcement and
associated arrests.
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Inited States Government Accountability Office

Washington, DC 20548

May 20, 2010

The lonorable John L. Mica

Ranking Member

Commitiee on Transportation and Infrasiructure
House of Representatives

Dear Mr., Mica:

The terrorist attacks of September 11, 2001, highlighted the need to
improve security within the nation’s civil aviation system to deter persons
seeking to repeat similar attacks on the nation’s critical infrastructure. In
October 2003, the Transportation Security Administration (‘T'SA) of the
Department of Tomeland Security (DIS) conducted an operational test of
the use of behavior detection techniques to screen passengers in an
airport environment, and subsequently began training certain
Transportation Security Officers (TSO)-THA employees responsible for
screening passengers and their property—in these technigues, These
THOs performed behavior observation as a collateral duty. Beginning in
fiscal year 2007, TSA created separate Behavior Detection Officer (BIDO)
positions as part of the Screening of Passcngers by Observation
Techniques (SPOTY program.’ According to TSA, the SPOT program is a
derivative of other behavioral analysis programs that have heen
successfully employed by law enforcement and security personnel both in
the United States and around the world, particularly that of Israel’s airline,
Fil Al*

TSA designed SPOT to provide BDOs with a means of identifying persons
who may pose a poleniial security risk al TSA-regulated airports’ by
focusing on behaviors and appearances that deviate from an established

BIAs most have at least 12 months axperience as 2 TS0, or related security work
experience, and must pass a BDO training course.

“TSA caulions that the applicability of £1 Al's security processes 1o those used by TSA s
constrained by differences in the scale of BLAs worldwide operations and the lexibilities
that. El Al has in implementing security processes compared to constraints on TSA. Fovr
example, E1 Al security screeners are encouraged to spend as much time with passengers
as necded, and are not concerned whether passengers cxperiencs delays in boarding an
airerafl.

For the purposes of this veport, the tern "TSA-regulated airport” refers to a U8, airport
aperating under a TSA-approved security progrant.
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haseline, and that may be indicative of stress, fear, or deception,
Pagsengers in an airport terminal, including those waiting in security
checkpoint lines, are observed by the BINOs to determine if their
behavioral and appearance indicators—which are assigned varying points
by SPOT-~have {(in combination) exceeded a predetermirned numerical
threshold. In cases where the passenger exceeds the threshold, the
passenger is referred for additional screening by BDOs and a TSO. During
this referral screening, if the passenger exhibits behaviors that exceed
another numerical threshold, they are to be referred to a law enforcement
officer (LEQ) for further investigation, In addition to observing
passengers at airport checkpoints, BDOs may patrol throughout an airport
terminal, and sometimes participate in other activities, such as TSA's
Visible Intermodal Prevention and Response team operations, These
teams are responsible for periodically augmenting security at air and
ground transportation facilities around the country.”

As of March 2010, TSA deployed about. 3,000 BD(}s at an annual cost of
about $212 willion: this force increased almost {ifieen-lold belween March
2007 and July 2009, BDOs have been selectively deployed to 161 of the 457
TS8A-regulated airports in the United States at which passengers and their
property are subject to TSA-mandated screening procedures.” The
conference report accompanying the fiscal year 2010 DHS appropriations
act provided that $211.9 million of aviation security funding was for the
SPOT program.” The admindstration has requested $232 million for SPOT
for fiscal year 2011, a $20.2 million (0.5 percent) increase over the current
funding level. This increase would support 4 workforce inerease from
about 3,000 to 3,350 BDOs. If this funding request is approved and
mmaintained, SPOT wonld cost about $1.2 billion aver the next b years.

Wisible Intermodal Prevention and Response Leams ave cornprised of federal sir marshals,
surface transporlation security inspeclors, TS0s, BDXs, and canines.

‘TSA classifies its regulated airports in the United States into one of five eategories—X, T,
IL I, and IV, Generally, calegory X airporls have the largest nanber of passenger
houardings and calegory IV alrports have Lhe least.

“See HR. Rep. No. 111-298 at 77 (20093 (Conf. Rep.}. The conference report directed THA to
report, no later than 60 days after enactment, on the scientific basis for using behavior
pultern recognition for observing airline pussengers lor signs of hostile intend, the
effecliveness ol the SPOT program in meeting its goals and ebjectives, and the justilication
for expanding ihe prograni. The conlerence report, also directed us 10 review this repori,
and o provide our findings to the Committees no later than 120 days after the TSA report is
submitted. TSA completed its report to Congress on March 15, 2010,
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You asked us to address SPOT's development and implementation. This
report addresses the following questions:

1. To what extent did TSA determine whether SPOT had a scientifically

validated basis for identifving passcngers before deploving it and

utilize recognized best practices during SPOT's development?

What management challenges, if any, have emerged during the
implementation of SPOT at the nation's airports?

3. To what extent has TSA measured SPOT's effect on aviation security

4. To what extent has TSA incorporated the atfributes of an effective
training program into the training for SPOTY

Lo

This report is a public version of the restricted report (GAQG-10-1575U)
that we provided to you on May 14, 2010, THS and TSA deemed some of
the information in the restricted report as sensitive security information,
which must be protected fram public disclosure. Therefore, this report
omits this information. Although the information provided in this report is
maore limited in scope, it addresses the same questions as the restricted
report. Also, the overall methodology used [or both reports is the same,

To determine the extent 1o which TSA delermined whether SPOT had a
scientifically validated basis for identifving passengers who may pose a
risk to aviation security before deploying it, we reviewed literature on
hehavior analysis by subject maatter experts, and analyzed relevant reports
and books on the topic. These included a 2008 study by the National
Rescarch Council of the National Academy of Sciences that included a
discussion section on deception and behavioral surveillance, as well as
other issues related to bebhavioral analysis.” We interviewed seven
recognized experts in the field, and an expert on emergency responses to
terror attacks and mathematical models in operations managem.ent..*
Although the views of these experts cannot be generalized across all
experts on behavior analysis, because we selected these individnals based
on thelr publications on behavioral analysis or related Lopies, their
recognized accomplishments and expertise, and, in some cases, TSA's use
of their work or expertise to design and review the SPOT program’s

National Besearch Council, Protecting Fadividwal Privacy in the Struggle Agatnst
Tervorists: A Fromework for Assessment (Washington, D.C: National Academies Press,
2008}, We revicwed the approach used and the information provided in this study and
found the stady snd ils resulls Lo be relisble for the purposes for which we used it in this
report.

*See app. T for additional informarion on the experts we interviewed,
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behaviors, they provided us with an understanding of the fundamentals of
behavior analysis, and its use in airports. We also interviewed cognizant
officials from other 1.8, governtnent agencies that utilize behavior analysis
in their work, including 1.8, Customs and Border Protection (CBP), the
[1.5. Secret Service, the Federal Air Marshall Service (FAMS), and the
Federal Burean of Investigation (FBIL" To better understand how SPOT
incorporated expertise on behavior analysis for aviation security, we also
interviewed current and retired officials of Israel’s El Al Airlines, whose
security processes TSA cites as providing part of the basis of the SPOT
progran."

To determine to what, extent TSA utilized best practices during SFOT s
development-—including carrying oul a comprehensive risk assessment, a
cost-benefit analysis, and a strategic plan-—we interviewed prograrm
officials and reviewed related program documentation, including briefings
used in the course of developing and fielding SPOT, strategic plans, and
standard operating procedures.” We compared these documents to DIIS's
2006 Cost Benefit Anelysts Guidebook,” Office of Management, and

Tor reasons of seope, we did not assess the seientific basts of the racthods and processes
used by these agtencics in their application of behavioral detection,

"Although SIOT is based in some respects on Bl Al's aviation ascurity program, F1 Al's
processes differ in substantive ways from those used by the SPOT program. In particular,
F1 Al docs not use a list of specific behaviors with nomerleal values for cach, or s
nurtierical threshold Lo detennine whether or noi 1o quesiion 4 passenger; rather, Bl Al
securily officers ulilize behavioral indicators as a basty [or interviewing all passengers
boarding Bl Al passenger aircrall, and accessing relevant Inlelligence databases, when
deemed appropriate. In addition, El Al officials reld us that they train all their personnel.
not just security officers—in elements of behavior analysis, and conduct covert tests of
their employees’ attentiveness at frequent intervals, According o these officials, E1 AL also
permits what is termied “profiling,” in which passengers may be singled oul for [urther
questioning based on theic nationality, ethoicity, religion, appearance, or other aseriplive
characteristics, bul these are nol the anly basis on which a passenger may be questioned,
In addirion, El Al security officers are empowered to hay any passenger from boarding an
aireraft. The seale of El Al operations is considerably amaller than that of major airlines
aperating within the United States, As of 2008, EI Al had a fleet of 24 aireraft. In Isracl, El
Al operates out of one hub airport, Ben-Gurion International, and also ies (o Bilat, & ¢ity in
sontthern Israel; in contrast, there are 457 TSAregulated alrports in the United Staes. In
2008, Bl Al had passenger boardings of about 3.6 million; in contrast, Southwest Airlines
alone flew about 102 million passengers in the same year.

"Undess otherwise noted in Ue reporl, we refer to the SPOT strategic plan mssoed m March
2007,

“IHS, Cost Benefit Anatysis Guidebook (Washingtom, 1.0 Feb, 1, 20063,
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Budget (OMB) guidance,” and DHS's 2006 and 2009 National
Infrastructure Protection Plans (NIPP), which get forth a risk management
framework to guide security decision making and resource allocation
decisions, and our previous work on the characteristics of an effective
strategic plan.

To identify any challenges that emerged during implementation of the
SPOT program, we conducted field site visits to 15 TSA-regnlated airports
with 8POT that represent almost 10 percent of the 161 ThA-regulated
airports with SPOT to obscrve aperations and meet with key program
personncl.” We chose airports with high, medium, and low passenger
volume; airports with BDOs who are TSA (i.e., government) employees
and an aiport with BDOs employed by contractors as part of the TSA
Screening Partnership Program; and airports with LEOs who were
identified by TSA as having received some form of behavier detection
fraining and airports where they were not known to have received such
rraining.” We also selected airports on the basis of TSA's assessment of
which ones are at highest visk of altack by terrorists, including the 2 thal,
ranked the highest, as reported in TSA's Current Airport Threat
Assessient,” 8ince the airports we selected range broadly in terms of
passenger volume, physical size and layout, geographic location, and
potential valuc as a target for terrovism, among other things, the results
from these visits are not generalizable to other airports. However, these
visits provided helpful insights into the operation of SPOT at airports. In
addition, to determine whether challenges emerged in implementing
SPOT, we compared TSA's approach for implementing and managing

"OMB, Cireular No, A9, Guidelines and Discownt Rates for Benefit-Oost Analysis of
Federad Progranes (Washington, 1.0, Oclober 1992); Circulur No. A4, Regulatory
Ancelyats (Wushinglon, 1.0, Sept. 2003).

MSae app 1for additional details on the ajrports we visited

YAl alrporls participating in TSA's Screening Partnership Progrun, private-sector
contractars perfonn screening activities, including SPOT, in decardance with TSA
reguivements and oversighi. See 49 ULE.C 8 44920, Unless otherwise specilied, references
10 TS0s include private-sector contract screeners. For mare infarmation, see GAC),
Avtation Secwrity: Progress Made to Set Up Progvam Using Private-Sector Alvport
Sereeners, but Move Work Remains, GAO-00-166 (Washington, D.C. Mar. 31, 2006).

"The TSA Current. Airporl, Threal Assessiment s a threal estimate designed (o provide a
snapshot of the current rexrorist threat to airports in the United States as well as for major
mtemational airports serving as last points of departure for 1758, airlines,
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SPOT to our Standards for Internal Control in the Federval Governament”
and to risk managenent principles we had previously identified. ™ In
reviewing TSA’s approach to developing and irnplementing SPOT, we
considered relevant laws, regulations, and other materials, including those
related to privacy, such as TSA's Privacy Impact Aszessments. To obtain
cormparalive data on how SPOT had been implemented al dilferent
airports across the nation, we conducted a survey of all Federal Security
Directors responsible for security operations at TSA-regulated airports
with 8POT."™ {This accounted for all 161 TSA-regulated airports with
SPOT because a single Federal Security Director may be responsible for
several airports.) We obtained a 100 percent response rate. This survey
asked, among other things, about the relationship between LEOs and the
airport authority and BDOs, In addition, to understand the interaction of
BDOs and LEOs, as well as other SPOT implementation issues, at each of
the 15 TSA-regulated airports we visited we spoke with BDO managers,
Federal Security Directors, Assistant Federal Security Directors, 1 or 2
BDOs, and 1 or 2 LEOs.

To determine the extent to which TSA has measured SPOT's effect on
aviation security, we obtained and analyzed the TSA SPOT referral
database,™ which sims to record all incidents in which passengers who
have passcd through the checkpoint are sent to SPOT referral screcning
for additional questioning and screening of property and persan. The
database also maintains records of instances where passengers were
referred by a BDO to a LEO for questioning. We assessed the reliability of
the SPOT referral data by (1) performing electronic testing of required
data elernents, (2) reviewing existing information about the data and the

FGAQ, Standayds foir Internat Contiols in the Federel Goveriment, GAO/ATMD-00-21.3.1
{Washingtrin, D.CL: Navember 13349).

"Hee GAQ, Risk Management; Fuvther Beliaomeids Needed o Assess Risky ond
Privvitize Protective Measuves af Povts and Othey Critical Infrastructure, GAD-06-91
(Washington, D.C: Trec. 16, 20081 and Transporiation Seeuvity: Coinprchensine Rist
Aszsessments and Stronger Dueynal Controls Needed to Help Inform TSA Resowree
Aflaeation, GAO-09-492 (Washington, D.C.: Mar, 27, 2009),

"Pederal Security Diveclors are the highast ranking TSA officials responsible lor security
aperarions at TSA-regulared airports. See 49 1S.C. § 44933, They and their assistants
coordinate with both federal and nonfederal entities present at their airports, including the
FAMS, the Dvug Enforcement Administration, and CBP. When appropriate, Federal
Seeurity Directors may bar an individaal from boarding an aireraft.

The SPOT referral dara we analyzed covered the period May 20, 2004, thyough August 31,
2008, These were the data available at the time of our analysis,
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system that produced them, and (3) interviewing agency officials
knowledgeable about the data. We found a number of problems related to
how the data wera collected and recorded that are discussed later in this
report. As a result, we were unable to use the SPOT referral data to assess
whether any behavior or combination of SPOT hehaviors could be used to
reliably predict the final outcome of an incident. involving the use of SPOT.
However, with the stated limitations in mind, and after resolving certain
contradictions and anomalies in the database, we utilized the S[*OT
referral data to provide examples of information used by TSA to report on
the program's performance, inchwding a count of arrests and the reasons
for those arrests. [n addition, to determine if individuals who were later
charged with or pleaded guilty to terrorism-related offenses had transitaed
SPOT airports and whether TSA could olrain information from these
transits to enhance its understanding of terrorist behaviors, we reviewed
CBP and Department of Justice information to (1) identify individuals who
were charged with or pleaded guilty to terrorism-related offenses and {2)
determine if these individuals had, prior to being charged, transited
airports where SPOT had heen deployed. Further, we used our survey of
Federal Secarity Directors at SPOT airports to determine the extent to
which video surveillance cameras, which could make video recordings of
terrorists transiting airports, are present at checlkpoints.

To assess the extent that SPOT training incorporates the attributes of an
effective training program, we had TSA training experts complete a
fraining assessment tool that we developed using guidance we prepared in
our previous work for assessing training courses and currleula® To better
understand how other entities train their employees in behavior detection,
and what their curricula include, we conducted site visits to the Secret
Service, CBP, FAMS, and the FBI, and also interviewed nongovernmental
experls on aspecls of behavior detection training. We inlerviewed BDOs
and BDO managers about the SPOT training. In addition, we interviewed
El Al officials with regard to how El Al trains and tests its personnel in
behavior recognition and analysis. Appendix I contains additional details
about owr scope and methodology,

We conducted this performance audit from May 2008 through May 2010 in
accordance with generally accepted government anditing standards.
Those standards require that we plan and perform the audit to obtain

SGAO, Human Capital: A Gwide for Assessing Sorategic Training and Development
Efforts in the Fedeyal Goverrment, GAO-04-546G (Washington, [3.C. Mar. 1, 2004),
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Background

sufficient, appropriate evidence to provide a reasonable hasis for our
findings and conclusions based on our audit objectives. We believe that
the evidence oblained provides a reasonable basis for our findings and
conclugions hased on our audit objectives.

The Aviation and Transportation S8ecurity Act established TSA as the
federal agency with primary responsibility for securing the nation’s civil
aviation systera, which includes the screening of all passenger and
property transported by commercial passenger aireraft.™ TSA currently
has direct responsibility for, or oversees the performance of, security
opcrations at approximately 457 TSA-regulated airports in the Urnited
States implementing security requirements in accordance with THA-
approved security programs and other TSA direction. At TSA-regulated
airports, prior to boarding an aircraft, all passengers, their accessible
property, and their checked baggage are screened pursuant to TSA-
established procedures, which include, for example, passengers passing
through security checkpoints where they and their identilication
docaments are checked by T30« and Travel Document Checkers, or by
Sereening Partnership Program eroployees.

TEA uses multiple layers of security to deter, detect, and disrupt persons
posing a potential risk to aviation security.  These layers include three
principal types of screening cmployees at airport checkpoints—Travel
Document Checkers, who examine fickets, passports, and other forms of
identification; TSOs, who examine property, ihcluding checked haggage,
and persons using x-ray equipment and magnetormeters, as well as other
deviees; and BDOs, using SPOT to assess passenger behaviors and
appearance.” BDOs are the only type of TSA screening employees not
deployed Lo all TSA-regulaied airporls and all checkpoints wilhin the

=5ee Pub. T No, 10771, 115 Stal. 597 (2001), For purposes of this report, “commercial
aireraft” vefers 1o a 118 or foreign-based ailr carrier operating under TSA-approved seeurity
programs with regularly seheduled passenger operations to or from a 115, airpart.

“Hee 49 CFR p1. 1542, Some commercial alrports wilh fewer than 2,500 annual
enplanenients (passengers boarding an alrerail} do ool have TSAapproved screening
processes. Enplanements ave the number of paying passengers on a scheduled or
nonscheduled {charter) flight. Infants and airline personnel are not included. A stop at an
airport is not considered an enplanement if the passenger does not transfer aivcraft.

“Private-sector screeners under contract, o and overseen by TSA, and not TSOs, perform
sereening activities at aleports participating in T8A's Screening Partnership Program, See
A T18.6. § 44920,
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airports where it is deploved on a regular hasis. TSA deployed SPQT as an
added layer of security to help deter terrorists atternpting to exploit TSA's
foeus on prohibited items and other patential security weaknesses, Other
security layers cited by TSA include intelligence gathering and analysis;
passenger prescreening; random canine team searches at airports; federal
air marshals; reinforced cockpil doors; federal flight deck olficers; the
passengers themselves; as well as other measures both visible and
invisible to the public. Figure 1 shows TSA’s 20 aviation security layers,

. _________________________________________________________________________________________________________}
Figure 1: TSA’s Layers of Aviation Security
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"The four layars ingide the grey bar are screening lavers of seourity applied to passengers and their
propeny.
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The grey area in figure 1 highlights four layers that apply to passengers
and their property as they seek to board an aireraft. Airport LEOs, another
layer of security cited by TSA, do not report to TSA and may not maintain
a physical presence at smaller TSA-regulated airports. According to TSA,
each ore of these layers aleme is capable of stopping a terrorist attack. In
cornbination, TSA states that their security value is mulliplied, creating a
much stronger system, and that a terrorist who has to overcome multiple
security layers in order to carry gut an attack is more likely to be
preempted, deterred, or to fail during the atterapt,

SPOT Uses Behavior
Detection Techniques to
Assess Passenger
Behaviors and
Appearances

The SPOT program utllizes behavior observation and analysis technigues
to identify potentially high-risk passengers. Individuals who exhibit
suspicions behaviors, including both physical and appearance indicators,
may be required to undergo additional screening. Field agents and law
enforcement officers of other federal agencies and entities—such as the
FBI, the Secret Service, CIBP, and FAMS—utilize elements of behaviar
detection analysis ag a part of their work. In addition, some foreign
entities, such as [srael’s Bl Al airlines, use behavior detection and analysis
techniques as part of their security efforts. However, TSA emphasized to
us that the SI*OT program is unigue among these entities because it uses a
point system to help identify suspicious persons on the basis of their
behavior and appearance and because behavior detection and analysis are
the central focus of SPOT. Officials from the other agencies stated that
their field personnel incorporate behavior detection as one of many skills
uged in their work; in contrast, behavior detection is the primary element
of the BDOs" worl.

SPOT trains BDOs 1o look for and recognize facial expressions, body
language, and appearance that indicate the possibility that an individual is
engaged in some form of deception and [ears discovery. These behaviors
and appearances are listed on a ST'OT score sheet used in SI'OT fraining.

Passenger behavior and appearance are to be compared by the BDOs—
who typically work in two-person teams. BDOs are cxpoected to “walk tho
line"—that is, to initiate casual canversations with passengers waiting in
line, particularly if their observations led them to question sormeons
exhibiting behaviors or appearances on the SPOT checklist. As the BDOs
walk the line, and the passenger with SPOT indicators is reached, a casual
conversation is used to determine if there is a basis for observed behaviors
or appearances on the checklist. In most instances, these conversations
provide information to the BDOs that permifs them to consider the issue
resolved, and hence nol a security concern. Figure 2 below illusirates the
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first step of the three-step SPOT process, the BDO-passenger interaction at
a checkpoint prior to the passenger passing through a magnetometer.

FF o —
Figure 2: The First S$tep in the SPOT Process: BDOs Observing Passengers About to Go Through Checkpoint Magnetometar

B
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Note: Gircles around passenger shows a person whe 18 exhibiting a cluster of guspicious behaviors,
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As shown in figure 2, passenger behavior and appearance are observed by
the BDOs as passengers wait in line for screening at a security checkpoint.
Even if the checkpoint is busy, the BDOS must attempt to visoally scan all
the passengers waiting in line, as well as persons near the checkpoint, to
determine if any are showing behaviors or appearances on the SPOT
checklisl, According to TSA, on average a BIDO has approximately 50
seconds to assess each passenger while the passenger waits in line. For
passengers exhibiting indicators above baseline conditions, the BDOs are
to {mentally) add up the points assigned to each indicator they observe,
Both BDO team members must agree that observed indicators have
exceeded the predetermined numerical threshold, although they do not
have to identify the same indicaiors the passenger exhibited. In instances
when a passenger’s SPOT indicators place them above the numerical
threshold, and the passenger has placed their property on the conveyor
belt for x-raying, and has walked through the magnetometer or equivalent
screening device for passengers, he or she will be directed to the second
step of SPOT, referral screening. This involves additional questioning and
physical search of their person and praperty by BDOs and TSOs, This
referral screening occurs in the checkpoint area.

If the passenger’s behuvior escalates further—accumulating more points
based on the SPOT checklist--the BDXOs are fo refer the passenger to a
LEQ. A referral to a LEO is a potential third step in the SPOT process.
BDOs are not LEOs—they do not conduct criminal investigations, carry
weapons, or make arrests.

After a passenger has been referred by the BDOs to a LEQ, the LE( is then
expected to independently determine, through additional inveatigation,
such as questioning the passenger and, if appropriate, by conducting an
idenlily verification and background check through the FBI's Nalional
Crime Information Center (NCIC), whether sufficient grounds exist to take
further action, such as detaining or arresting the passenger. TSA officials
who are LEOs also have access to NCIC, such as an airport’s Assistant
Federal Security Divector for Law Enforcement or foderal air marshals.
NCIC is the FBI's computerized index of criminal justice information (i.c.,
crirninal record history information, fugitives, stolen properties, and
missing persons), available to federal, state, and local law enforcement

Page 12 GAGLLD-T63 Rereening of Passengers by Otservation Technigues

TSA 15-00014 - 006842



and ather criminal justice agencies at all times. ® Similarly, other federal
LEOs also have such access, including CBE, and Drug Enforcement
Agency (DEA) personnel. However, since bhoth local and federal LEOs
have other responsibilities, and may not be present at each operating
checkpoint, BDOs may have to seek them out to request. ant NCIC check.
According to TBA, aside from requiring that an airport maintain a law
enforcement presence,™ it exercises no jurisdiction over the law
enforcement activities of non-TSA officers or entities at an airport; thus, it
cannot require LEOs to conduct an NCIC check or to provide BDOs with
information about the ultimate disposition of cases referred by them to
LEOs.

Onee the LEQ concludes his or her investigation and determines whather
the passenger will be arrested or detained, TSA officials are to evaluate the
security concerns to determine whether to allow the passenger to proceed
fo the boarding gate. (In some instances, a LEQ might choose not to arrest.
or detain a passenger; TSA would then decide whether the infraction was
sufficiently serious 10 necassitate barring the passenger from boarding.)
After a referral incident has been resolved, BDOs are to enter information
about the incident into TSA's SPOT referral database, The data entered
are to include fime, date, Jocation of the incident, behaviors witnessed,
prohibited items found Gf any), and information on the LEQ's response (if
applicable}, such as whether the LEO questioned the passenger, arrested
the individual, or released the passenger. The SPOT referral database
contains no personal idenfilying information about passengers.

SPOT Has Been Deployed
in Phases

The SPOT program began with pilot tests in 2003 and 2004 at several New
England airports, in which TSA began using uniformed BDOs at airport
checkpoints. Afler some initial pilot projects and tesl deployments, 644

“These requests would typically he made to the law enforcement entity staploying the LEO,
auch as the airport authority police departraent. The department would have 2 compter
that can aceess NCIC. According to the IFRBI's website, the NCIC database consists of 19
filess or databiases, Beven are property files which conlain records for articles, boats, guns,
license plates, securities, vehicles, and vehicle and boal paris, Twelve are person [liles are
the Convicied Sexoal Ollender Registey, Faredgn Pugitive, Tdentity Theit, Tnaigration
Violarar, Missing Person, Protection Order, Supervised Release, Unidentified Derson, 1.5,
Secret Service Protective, Viclent Gang and Terrorist Organization, and Wanted Person
Files. The Interstate Identification Index, which contains automated criminal history
record infornmation, ¥ also accessible theoogh the same network as NCIC, The Violent
Gang and Terrorist Organisalion file mcludes the names of known or suspected terrorisis.

“See 49 CFR £§ 1542.215, 217,
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DHS Is Taking Action
to Validate the
Scientific Basis of
TSAs SPOT Program
but Opportunities
Exist to Help Inform
Future Program
Decisions

BDOs were deployed 1o 42 airports in the first phase of the program from
Nowverber 2006 through June 2007, As of March 2010, about 3,000 BDOsg
utilizing SPOT were deploved at 161 of 457 TSA-regulaled airports, ™

BDO eligibility is restricted to TS{s with at least 12 months of TS0
experience, or olthers with related securily experience. Applicanis must
apply and be accepted into the BDO training program. The training
includes 4 days of classroom courses, followed by 3 days of on-the-job
training. BDOs must memorize all of the behaviors and appearances on
the SPOT checklist, as woll as the point valoe assigned to each, in order to
be able to add these up to determine if a passenger should be sent to SPOT
refercal screening. BLO applicants must also pass a job knowledge test at
the conclusion of the training, The test includes related multiple choice
questions, true or false statements, and case-based scenarios.

Although DIIS is in the process of validating the way in which the SPOT
program utilizes the science of hahavior detection in an airport
environment, TSA deployed SPOT nationwide before first determining
whaether there was a scierttifically valid basis for using behavior and
appearance indicators as a means for reliably identifying passengers as
potential threats in airports. THA reported that it deployed SPOT before a
scientific validation of the program was completed in response to the need
to address potential threats to the aviation system that would not
necessarily be detected by existing layers of aviation security, TSA stated
that no other large-scale 1.5, or international screening program
incorporating behavior- and appearance-hased indicators has ever been
rigorously scientifically validated. While TSA deployed SPOT on the basis
of some risk-related factorg, such 43 threat information and airport,
passenger volume, il did not use & comprehensive risk assessment 10 guide
its strategy of selectively deploying SPOT to 161 of the nation's 457 TSA-
regulated airports. TSA also expanded the SPOT program over the last 3
yveurs without the benefit of a cost-benefit analysis of 8POT. Additionally,
TSA’s strategic plan for SPOT could be improved by the inclusion of
desirable characteristics identified in owr prior work, such as risk
assessment information, cost and resources analysis, and a means for
collaboration with other key entities,

S Aveglated airports have regular commercial passenger service and comply with TSA
regulatinns for passengers and their property i order to aperate.
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TSA Is in the Process of
Validating the Scientific
Bagis Used to [dentity
Passengers with SPOT
Behaviors

TSA proceeded with deploying SPOT on a nationwide basis before
determining whether the list of passenger behaviors and appearances
underpinning the SPOT program were scientifically validated, and whether
these techniques could be applied for counterterrorism purposes in an
airport environment. In 2008, a report issued by the National Research
Council of the National Academy ol Sciences noted that behavior and
appearances monitoring might be able to play a useful role in
counterterrorism efforts but stated that a scientific consensus does not
exist regarding whether any behavioral swrveillance or physiological
monitoring techniques are ready for use in the counterterrarist context
given the present state of the science.™ The report also stated that the
seientific evidence for behavioral monitoring is preliminary in nature.™
According to the report, an informaticn-based program, such as a behavior
detection program, should first determine if a scientific foundation exists
and use scientifically valid criteria to evaluate its effectiveness before
going forward. The report added that programs should have a sound
experimental basis and documentation on the program’s effectiveness
should be reviewed by an independent entily capable of evaluating the
supporting scientific evidence, The report also stated that often scienfists
and other experts can help independently assess the scientific evidence on
the effectiveness of a program. A contributor to the National Research
Council report alse stated that ne conclusive research has been conducted
to determine if behavior detection can be reliably used on a larger scale,
such as in an airport setting, to identify persons intending to cause harm to
the aviation system.

While TSA and DIIS’s Science and Technology (8&T) Directorate officials
agreed that SPOT was deployed before its scientific underpinnings were
tully validated, they stated that ho large-scale 11.5. or international
operalional screening program incorporating behavior- and appearance-

“National Research Council, Protecting Fnaividual Privacy in the Struggie Ageinst
Tervorists: A Framanork for Assessmenr {Washington, D.C.: National Academies Press,
2008} The report’s preparation was overseen by the National Acadermny of Sciences
Cormntitiee on Technical and Privacy Dimensions of Information [or Terrorisn Prevention
and Orher National Goals, Although the report addresses broader issues related 0 privacy
and dats mining, a senior National Reseacch Counetl olficial stated that the commitiee
included behavior detection as a foens becanse any behavior detection program could have
privacy implicatians.

“Specilically, the report stales thal (he scientiiic support for linkuges between behavioral
and physiological markers and menial staie is sirongest [or elementary states, such as
simple emations, weak for more complex states, such as deception; and nanexistent for
highly complex states, such ag when individuals hold terrorist intent and heligfs,
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hased indicators has heen rigorously scientifically validated, These
officials also questioned the findings of the National Research Couneil
report and stated that the study lacked sufficient information for its
conclusions because it did not consider recent findings from unpuhblished
DIIS, defense, and intelligence community studies.” However, National
Research Couneil officials stated thal an agency should be cautious about
relying on the results of unpublished research that has not been peer
reviewed, such as that generated by DHS and the defense and intelligence
comumunity, and using unpublished work as a basis for proceeding with a
process, method, or program.” Morcover, we have previously reported
that peer review is widely accepted as an important quality control
mechanisim that helps prevent the dissenination of potentially erroncous
information, ™

In addition to the unpublished research, TSA told us that the SPOT
program was based on operational hest practices from law enforcement,
defense, and the intelligence communities. According to TSA officials, the
agency based its choice of SPOT behavior, appearance, and deception
indicators on existing research and training programs. For example, TSA
cited research on emotions and their behavior indicators by Dy, Paul
Ekman,™ interviewing and interrogation by Stan Walters,” and nonverbal

TRHES S&T Directorate couldd not provide ws with speciliv contacls related Lo the sources
af thus research.

“Peer review is the process of subjecting an authar's seholarly worlk, research, or ideas ta
the serutiny of others wha are experts in (he same Qeld. Buch review is considered a Togm
ol scientilic validation,

“For example, we reported that the National Institutes of Health did not post its
researchers’ final reports beeause the risks associated with posting results that have not
been serninized and validated by peer review are too grent. See GAQ, Diniversily
Reseaeh Most Fedoral Ageneies Need Lo Betfer Protecd agoinst Finaueial Conglicts of
Trlerest, GAO-04-31 {Washinglon, IV.C. Noveimnber 2003},

“Dir. Ekman is professor emeritus of psychology at the University of California Medical
Schweol, $an Franciseo, and is considered one of the world's foremost experts on facial
expressiong, His books include: Emations Reveolod: Recoguizing Facoes and Feelings (o
ragvove Cianrmacitications aid Eoctional Life (New York: Helt and Company, 20008);
Emation in the Human Foee (New York: Pergamon Press, 1972); Unmasking the Faee: A
Guide to Recognizing Bwmotinns from Focial Clues (Englewood Cliffs, N.J.: Prentice-Hall,
1975}, Dr. Ekman has published more than 100 articles.

"My, Walters is the author of the Principles of Kinesie Inioviiew ond Inierrogation: 37
Fdition as well as nunerous training maxerials relatad to interviewing and interrogation
techniques.
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indicators by Dr, David Givens” and Dr. Mark Frank™ as support for the
choice of several of the behavior indicators. According to TSA, its
developrnent of the SPOT program was based on related DI research
and information from the training curricula of other federal agencies, such
as the Federal Transit Administration and the Burean of Alcohol, Tobaceo,
Firearms, and Explosives.”

As with the SI’OT behavior indicators, TSA told us that it sought input in
creating the SPOT poeint scoring system fron subject matter experts and
from participants in TSA's SPOT working group, which consisted of law
enforcement officials from agencies such as FBI, DEA, and local law
enforcement officials. ™ While TSA officials said that they coordinated
with relevant subject matter exparts, such as Dr. Elkman, and based the
SPOT scoring system on existing research and training pregrams, no
validation of the behavior, appearance, and deception indicators was
conducted prior to the deployment of SPOT in Noverber 2006, According
1o TSA officials, they used professional judgment in developing the SPOT

“Dr. Givens is the director of the nonprofit Center for Nonverbal Studies, in Spokane,
Washington. Dr. Givens is the author of Love Sigrals: 4 Procticod Field Guide to the Dody
Lunguage of Cowrtship (5t Martin's, New York, 20050) and Crime Signals: How fo Spot
Crimdnal Bepore You Becowe o Vietin (S0 Martin's, 20081 The Center's Web site links o
Dr. Givens' online relerence tool, The Nowoerbal IHelionary of Gestures, Signs and Body
Fanguege Cues. e, Glivens said 1hal he bad did not know which aopnverbal indleators liad
heen selected by TSA for use in SPOT, that he had not heen asked by TSA to review their
cholces from hig list, or to review other aspects of the SPOT program. According to Dr.
Givens, attermpting to detect more than nine nonverhal indicators would he difficult for
most individuals, even those trained in behavior detection.

"Dy, Frank is Associate Drofessar, Department of Communication, College of Arts and
Sciences, af the University at Buffalo, State University of New York. He is on the Advisory
Board of the University's Center for Unificd Biometrics and Scnsors, and has conduceted
research supported by DHS, ithe Delense Advanced Research Projecis Agency, and the
Nadional Science Foundaton. D, Frank told us that he hud observed SPOT af an airport
and had sone caordination with TSA, Hawever, he said 1hal he had not reviewed the SPOT
training euvriculum or the SPOT scoring system. Dy, Frank stated that no stndy has been
performed to validare use of behavier deteetion in an airport sefting.

TAccarding (o DHS'S 8&T Divectoruie, il conpleted a study on suicide bomber indicators in
July 2009, The progean manager siated Lhat they reviewed 157 documents and identitied
approximately 1,200 suicide indicators, which were gimilar to SIPOT suicide hamber
indicators. S&T stated that the study provides preliminary support for the detection of
suicide bomber indicators and that SPOT represents best practices from defense and
intelligence organizations,

“Aecording 1o TSA, the FBI participated i discussions relared to SPOT's development in
20006,
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point system and stated that the purpose of developing the scoring system
was to increase the objectivity of the SPOT process.

Dr. Ekman stated that, in his opinion, and after reviewing the scoring
system and observing the program in operation, it was not clear whether
the SPOT behaviors and appearances, and the related poinl system, could
be used effectively in an airport environment because no credible
validation research on this issue had been conducted. He noted, for
example, that research is needed to identify how nany BDOs are required
10 obscrve a given humber of passengors moving at a given rate per day in
an airport environtment, or the length of time that such observation can be
conducied before observation fatigne affects the effectiveness of the
personnel. He commented thar obsarvation fatigue is a well-known
phenomenon among workers whose work involves intense cbservation,
and that it 19 essential to determine the duration of effective observation
and to ensure consistency and reliability among the personnel carrying out
the observations.

DS has recognized the need to conduct additional research to
scientifically validate the use of the SPOT behavioral indicators in an
airport environment. DHS's S&T Directorate began research in 2007 to
determine if there is a statistically significant correlation between the
SPOT behaviors exhibited by airport passengers and finding airport
passengers with prohibited items (such as weapons), false documents, and
illegal drugs or who pose a potential risk to aviation security. According
1o S&T, this research is expected to be completed in figeal vear 2011 and is
to include three key elerments. First, the study’s purpose i9 to assess the
reliability of the SPOT program by analyzing TSA’s SPOT database to
determine patterns of BDO scoring to measure consistency across BDOs,
teams, localions, and other variables. Second, the study aims 1o compare
the current implementation of SPOT to random passenger screening.
Specifically, according to S&T officials, 130,000 passengers are to be
randomly selected for additional SPOT referral screening. The study’s
design states that data collected about these passengers will be compared
ta data for passcngers screened through the normal SPOT process, S&T
officials expect that the results of this element of the study will provide a
better understanding of how SPOT compares to random selection, as well
as providing a baseline of each indicator present in the traveling public.
Third, the study also aims to utilize lve and video data, as available, to
measure SPOT score ratings by B1Os of behaviors exhibited by
passengers against ratings of the same passengers hy subject matter
esperts, This element of the sludy could halp deiermine whether BDOs
are using, or are continuing to use, the SPOT score sheet correctly as time
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passes after their initial training. According to S&T officials, the study is
to form the basis for BDO performance and training requiremments.

The S&T Directorate reported some preliminary findings associated with
this research in February 2008. The Directorate reported that although
some of the existing literalure supported the possibility of using
behavioral and physiological cues, the results are not methodologically
strong enough to support standardized applications in an operational
setting.” The preliminary findings also noted that it is not known whether
behavioral and physiological cues linked to deception in planning a hostile
action will be the same or different as those indicators linked to deception
by an individual after they have already engaged in a hostile action,
However, an 5&T program director stated that although early literature
can be characterized as methodologically weak, more recent unpublished
research sponsored by DI, the Department of Defense, and the
intelligence community is promising in that it has demonstrated some
linkages between behavioral and physiological indicators and deception.™

In March 2009, the Under Secretary (Acting) for DHS's S&T Directorate
testified that the Directorate had performed an initial validation of the
behavior indicators nsed by BDOs." The Under Becretary stated that this
analysis provided statistically significant support. that persons
demonstrating select behavioral indicators are more likely to possess
prohibited items and that behaviors can distinguish deceptive from
nondeceptive individuals. According to S&T, this validation was the result
of statistical analyses performed by S&T using operational data from the
SPOT program database. However, we identified weaknesses in TSA's
process for maintaining these data. For example, confrols over the SPOT
database to help ensure the completeness and accuracy of the data were
migsing. Specifically, the SPOT database did not have compulerized edit
checks built inte the system to review the format, existence, and
reasonableness of data. For example, we found that discrepancies existed

*American Institutes for Research, Behanioral ITndicators Related to Decention in
Indiévidhuals with Hostile Intentions: Tnterim Results (Washington, D.C.: February 2008},
According to 8&T officials, this review included research conducted prior to 2005,

“TIHS could nat provide ns with specific contacts related o the sources of this research;
we were therefore unable to determine the extent to which it has demonstrated linkages
between hehavioral and physiological indicators and deception.

“Statement of the Under Secrelary {Acting), DHS 8&T Direciotate, belore the
Subcomnmittes on Homeland Security, Conunittee on Appropriations, 17,8, Honse of
Representatives, March 26, 2004,

Page 19 GAGLLD-T63 Rereening of Passengers by Otservation Technigues

TSA 15-00014 - 006849



between the number of passengers arrested by local law enforcement at
the screening checkpoints and the number of sereened passengers
recorded as arrested. In another example, we found thal the total huraber
of LEO referrals differed from the number of passenger records with
information on the reasons for LEC referral. Internal control standards
slate thal controls should be installed at an applicalion’s inlerfaces with
other systems to ensure that all inputs are received and are valid and that
outputs are correct and properly distributed.® TSA officials explained
these issues as data anomalies and planned to change instructions to staff
cntering data to reduce these problems. Although TSA is taking steps to
update the SPOT database, which are discussed later in this report, the
data used by 5&T to conduct its preliminary validation of related
hehaviors lacked such controls. In addition, BDDOs could not input all
behaviors observed in the SPOT database because the database limits
entry to eight behaviors, six signs of deception, and four types of
prohibited items per passenger referred for addifional screening. Because
of these data-related issues, meaningful analyses could not be conducted
Lo determine if there is an association between certain behaviors and the
likelihood that a person displaying certain behaviors would be referred to
a LEO or whether any behavior or combination of behaviors could be used
to distinguish deceptive from nondeceptive individuals. As a result, TSA
lacks assurance that the SPOT data can be used effectively to determine
that the person poses a risk to aviation security. S&T has recognized
weaknesses in the procedures for collecting data on passengers screened
by SPOT and plans to more systernatically collect data during its study by,
for example, requiring BDOs to record more complete and aceurate
information related to a passenger referral immediately following
resolution,

The S&T study is an important step Lo determine whether SPOT is more
effective at identifying passengers who may be threats to the aviation
system than random screening. However, 5&T°s current research plan is
not designed to fully validate whether behavior detection and appearances
cam be effectively used to reliably identify individuals in an airport
terminal environment who pose a risk to the aviation svstem. Foy
example, research on other issues, such as determining the number of
individuals needed to observe a given number of passengers moving at a
given rate per day in an airport environment or the duration that such
ohservation can be conducted by BDOw before observation fatigue affects

LGAOAIMIN00-21.3.1,
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effectiveness, could provide additional information on the extent to which
SPOT can be effectively implemented in airports. In another example, Dr.
FEikman told v that additional research conld help determine the need for
periodic refresher training since no research has yet determined whether
behavior detection is easily forgotten or can be potentially degraded with
time o lack of use. While S&T oflicials agree on the need Lo validate the
science of behavior detection programs, they told us that some of these
other issues could be examined in the future but are not part of the
current plan due to time and budgetary constraints, According to S&T,
gome additional analysis is underway to inform the current BDO sclection
process. This analysis is intended to provide information on the
lmowledge, skills, abilities, and other characteristics of successful BDOs.
=ince the analysis is scheduled for completion in May 2010, it vemains
unclear to what extent the findings will help to validate the science related
to 8POT. While we recognize the potential benefits of these efforts, we
helieve that an assessment hy an independent panel of experts of the
planned methodology of DIIS's study could help DIIS assess the costs and
benefits associated with a more comprehensive methodology designad (o
fully validate the science related to SPOT, Our prior work has
recommended the use of such independent panels for comprehensive,
objective reviews of complex issues.” In addition, according to the
National Rescarch Couneil, an independent pancl could provide an
objective assessment of the methodology and findings of DHS's study to
better ensure that SPOT is based on validated seience. Thus, an
independent panel of experts could help DHS develop a comprehensive
methodology to determine if the SPOT program is baged on valid scientifie
principles that can be effectively applied i an airport environment for
counterterTorism purposes,

“Her GAO, Ol and Gas Royalties: The Fedarol Systan for Colleeting O and Gas
Revenwes Needs Comprehensive Reassessmend, GAUD-08-601 (Washington, TLC.: Sepi. 3,
2008y, GAO, Combating Nuclear Smaugaling: Additional Actions Needeo to Ensure
Adequate Testing of Next Genervation Rudiation Detection Equipment, GAO-07-124T
{Washington, InC: Sept., 18, 2007). GAO, Spave Operations: NASA Efforts ta Develop and
Deploy Advanced Spaccorgft Conrputers, GAQVIMTEC-89-17 (Washington, ID.C.: Mar. 31,
198, GAQ, rarenivial Defonse Reviewr: Fylwe Repiewes Cowld Benefit fronn Iinproved
Department of Defense Anatyses qud Clhanges (o Legistalive Requivemenls, GAQHY-700
{Washington, D.C.: Sepr. 14, 2007, GAO, Cousi Guard: Chatlenges for Addrassing Budget
Conatratnts, GADRCED-97-110 (Washington, D.C.: May 1997).
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SPOT Was Deployed
Nationwide on Basis of
Threat, but Without a
Comprehengive Risk
Assessment

According to DHS's National Infrastructure Protection Plan (NIPP), risk
assessments are to be documented, reproducible (so that others can verify
the results}, defensible {techrically sound and free of significant. ervors),
and complete. The NIPF states that comprehensive risk aszessments are
necessary tor determining which assets or systems face the highest risk,
for prioritizing risk mitigalion e[forts and the allocatlion of resources, and
for effectively measuring how security programs reduce risks. For a risk
assessment to be considered complete, the NIPPD? states that it must
specifically assess threat, vulnerability, and consequence;™ after these
three components have been assessed, they are to be combined to
produce a risk ostimate.”

According to TSA, SPOT was deployed to TSA-regulated airports on the
basis of threat information in TSA's Current Airport Threat Assessment
list." TSA deployed SPOT to 161 of 457 TSA-regulated airports. TSA
officials told us that this selective deplovment, creates unpredictability for
persons seeking to cause harm 1o the aviation system because they would
not know which aicports had BRDO teams and becaose BDOs are
accasionally sent out to the smaller airports that do not have BDOs on a
permanent basis. Although TSA's selective deployment of SPOT was
based on threat information, TSA did not conduct vulnerability and
consequence assessments to inform the deployment of BDOs. As a result,

"DHS's NIPF defines risk as a function of threat, vulnerability, and consequence. Threat is
an indication of the likclihood that a specific type of attuck will be indtiated against a
specific targel or class of largets. Valnerability is the probability that 4 particular atlenipied
allack will suceeed against w particular targel or class of largets, Consequence is the ellect
ol a successiul aliuck.

“As updated in 2008, the NIPP states that to be complete a risk assessment is to asscss
threal, vulnerability, and comsequence [or every dedined risk seenncdo, However, because
the origingl 2006 version of the NIPP described risk assessinents that included all three
conmponents as “credible,” our previous reports uge thig Leron rather Lhan "complete” (see
GAD, Tronsportation Seewiity: Comprehensive Risk Assessments ond Stonger Internol
Controls Needed ra Ifelp Fnforim TSA Resource Allocarion, GAO-00-402 (Washingron, D.C.:
Mar. 27, 20097}

“We reporied in Marclt 2008 ihat TSA does not, assign uncertainly or varying levels of
confidence associated with the intelligence information used to identify threats to the
transportation sector and guide TS5A's planning and investment decisions, Since TSA's
intelligence products have not assigned confidenee levels to its analytic judgments, it is
difficult [or TSA lo correctly priontize ils tucties and investnients based on uncertain
inlelligence, In Macch 2008, we reconnended that THA worlo with the Director of Nutional
Inielligence 1o delermine the besi approach lar assigning uncerlainty or confidence levels
v analytic intelligence products and to apply this approach. TSA agreed with this
recommendation and said it has hegun taking action to address it, See GACH0D-492,
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it could not combine the results to conduct a comprehensive risk
assessment to inform the deployment of BDOs to those airports with the
highest risks.

TSA officials told us that while they have not completed a comprehensive
risk assessment for airport securiiy, they have prepared and are currently
reviewing a draft of a comprehensive, scenario-based Aviation Modal Risk
Assessment—known as the AMRA—which is to serve as a comprehensive
risk assessment for aviation security,” According to TSA officials, the
AMRA is to address all three clements of risk for domestic commercial
aviation, general aviation, and air cargo.” Although TSA planned to
release the AMBEA in February 2008, it now expects to finalize the AMRA in
2010, Accaording to TSA, the AMREA may help provide information for the
prioritization of BDO deployment within airports, but could not provide
specifics on how it would do so. Further, TSA officials noted that
information from AMRA would inform BDO deployment in conjunction
with other TSA priorities not related to SPOT." Since the AMRA is not yet
complete, il is nod. clear whether i1 will provide Lthe risk analygig.
inclnding assessments of vulnerability and consequence—needed to
inform T8A's decisions and planning for any revisions or future
deployment of SPOT, 1f AMRA lacks information relevant to the
deployment of SPOT and further research determines that SPOT has a
scientifically validated basis for using behavior detection for
cotmnterterrorism purposes in the airport environment, then conducting a
comprehensive risk assessment of aivports could strengthen TSA's ability
to establish priorities and make cost-effective resource decisions

“The AMRA is being developed by TSA pursuant to the National Strategy for Aviation
Seeurity, which was issued according to Flomeland Security Presidential Directive-16.
HEPD-16 directs the production of an overarching national siralegy (0 opiimize and
inlegrate government-wide aviation secority efforts, AMRBA was previously known as Lhe
Air Dotuain Risk Assessiment or ARRA.

"Commercial aviation includes that scetor of the nation’s civil aviation system that
provides [or the lransportation of individoals by scheduled or chartered operations fora
fee, including air carriers and alrporls. Generul aviation inclodes all civil avigtion other
than commercial and military operations, including Might aperations such as
personal/family rransportation, emergency services, wildlife and land surveys, traffic
reporting, agricultural aviation, firefighting, and law enforcement. Air carge is defined as
cargo carried on passenger and all-cargo aircraft.

“In addition, TSA states that ils risk managemeni analysis toolset may alsa be useful in
prioritizing BDO deployments since the tonlaet analyzes various scenarios for which the
nse of BDOs may be applicable.
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regarding the deployment of BIDOs to those airports deemed 1o have the
highest priority risks.

TSA Deployed SPOT
Nationwide Without
Conducting a Cost-Benefit
Analysis but Such an
Analysis Could Help
Inform Program Decisions
Moving Forward

DITS and other federal guidance recornmend conducting a cost-benefit
analysis before implementing new programs to avoid unnecessary costs
and idenlify the best way to achieve goals at the lowest cosls among
potential alternatives. Qur prior work has also supported the use of cost-
benefit analyses during retrospective reviews to validate the agency’s
original sssumptions regarding costs and benefits.” In addition, the DHS
February 2006 Cost-Benefit Analysis Guidebook and OMB guidance both
recommend the use of cost-benefit analysis, both in the planning stage for
a program, and when significant milestones or financial options are to be
assessed.” The DHS Guidebook states that a cost-henefit analysis is
designed to identity optimal financial solutions among competing
alternatives. OMB guidance also identifies cost-benefit analysis as one of
the key principles to be considered when making capital expenditures,
that expecied benefits of proposed actions should be explained, and that a
baseline should be identified discussing costs and benefits in comparison
with clearly defined alternatives. DHS's 2006 and 2009 NIPPs also state
that priority is to be given to those protective measures that provide the
greatest mitigation of risk for the resources that are available. The DHS
NIPPs add that effective protective programs seck 1o usc resources
cfficiently by focusing on actions that offor the greatest mitigation of risk
for any given expenditure. In addition, measuring cost effectiveness of
SPOT was a key TSA goal in an October 2005 version of the SPOT strategic
plan,

Althongh the DITS and OMB guidance recommend that a cost-benefir,
ahalysis be conducted prior to deploying a program nationwide—and
potentially incurring subsiantial cos{g--TSA did not conduct such an
analysis of SPOT to inform its pilot testing prior to full-scale nationwide
deployment. In early 2003, TSA began conducting a pilot test of the SPOT
program at Boston Logan airport to better understand the benefits of the
program, According to Boston Logan’s Foderal Becarity Divector, the

"See GAD, Reexamining Regulations: Opportunitics Exist to Improve Effectiveness ond
Pranspavency of Retrospeetive Reviewes, GAO-DT-TO1 (Washingron, DG Taly 16, 20077,

TDHE, Cost Benefit Analysis Gaidebook (Washington, D.C.; February 2006); OMB, Cirealar
No. A-94, Guidetines and Discount Rafes for Bengfi-Chsl Analysis of Federal Programs

{Washington, D.C: October 1892); OMB, Cireular No. A4, Regitatory Anabysis
{Washingron, .C.: September 2003).
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primary purpose of this pilot test was to understand the potential of the
program, not to validate its success.™ TSA officials stated that the
prograre had several benefits, one of which was its “negligible cost.”
However, TSA did not analyze the pilot test results to determine if SPOT
wis more cost effective than other alternatives, such as random screening
of passengers, In Ociober 2004, TSA huplemented additional pilet
programs in rovidence, Rhode Island and Portland, Maine with the goal
of providing Federal Security Directors with an additional layer of security
to identify high-risk passengers for additional screening using behavior
detection techniques. TSA concluded that the pilot program was
suceessful and cited several security benefits of these pilots. For example,
TSA personnel in Providence identified two individuals in possession of
illagal drugs, who were then arrested. Law enforcement also arrested
another individual referred to them for providing a fraudulent passport. In
anather example, BDOs in Portland discovered a passenger with multiple
passports and a hidden luggage compartment. The passenger was
interviewed by LECs and later released.

TSA determined that these initial pilot tests at three airports were
successtul without comparing pilot test data to other possible security
alternatives. For example, the results of random screening of passengers
at the pilot airports could have provided TSA with objective bascline data,
Specifically, these data could have been eompared to data collected during
the SPOT pilots to determine if SPOT was more effective than random
sereening in detecting passengers who pose a potential risk to aviation
security. TSA concluded that the pilot tests were successful hecause pilot
airports were able to easily incorporate SPOT into their security program,
train personnel in SPOT, and implement, procedures [or an additional layer
of security according to TSA.

TEA conducted additional pilot tests at the Minneapaolis-St. Paul,
Minnesota and Bangor, Maine airports in October 2005, TSA also deployed
the program to nine additional airports in response to TSA’s holiday
preparedness plan in Decomber 2005 to further operationally test the
program, Scnior SPOT program officials explained that TSA did not
conduct an analysis of the pilot testing because the program was in its

“A pilot tesl is & preliminary test or study Lo try oul provedures and discover problems
before the main study beging, This enables researchers (o make last minule corrections and
adjusiments. In a piloi, the enlire study with all ol its instruments and procedures is
condueted in miniatwre. See W Vogr, Dictionary of Siatistics and Methodelogy: 4
Nentechnical Guide for the Social Scicnees {(Newbury Park: Sage Publications, 1993).
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infancy and officials were focused on deploving SPOT to additional
airports. Since that time, TSA has not conducted a cost-benefit analysis,
which could help the agency establish the value of the program relative to
other layers of aviation security. Moreover, a cost-benefit analysis could
also be useful considering recent program growth. For example, from
fiscal year 2007 through fiscal year 2009, TSA allotted about $383 million
for SPOT. During this period, SPOT's share of TSA’s total screening
operations budget increased from 1 percent to 5 percent.” The conference
report acconpanying the fiscal year 2010 DHS appropriations act
designates $212 million of the appropriated aviation security funding for
the 8POT program.” A cost-benefit analysis could have provided TSA
management with analysis on whether this allocation was a prudent
investment, as well as whether this level of investinent in SPOT is
appropriate. Figure 3 shows the growth in the budget and personnel
nurmbers for SPOT from fiscal years 2007 through 2010

“The inrease rate for TSA's other s¢reening uperations combined was about 0,27 percent
from fiscal year 2007 1o Gscal year 2009 (Irom $3.727 billion 1o $3.737 billion, a $10 million
increase). The acreening operations account includes privatized screening; passehger anid
haggage screenet performance, compensation, and benefits; sereener training and other;
human resource services; and checkpoint support.

e FLIL Bep. No. LLLZE8, at 77 (20080 (Conl. Rep. ).
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Figure 3: Budget and Personnel Growth in the SPOT Pragram, Fiscal Years 2007
through 2010
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Bource: BAD analysis of TSA data,

Neote: The actual BDO allogation for fisgal year 2009 is as of June 2009, The appropriated amount for
SPOT for fiscal year 2010 is the amount reflected in the conference rapont accompanying the fiscal
year 2010 DHS appeapriations act. The appropriated amounts prior to fiscal year 2010 cannat be
determined because funding was approprigted as 4 lump sum with funding for other streeners and
the relevant conferance reports did not allocate a specific amount for SRPOT. BDO allocation figures
are full-time equivalents.
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SPOT's Strategic Plan
Could be Strengthened by
Addressing Key
Characteristics of a
Successful Strategy

Our previous work,” and the Government Performance and Results Act,”
set forth several key elements of a strategic plan. Such plans can guide
agencies in planning and implementing an effective govermment, program.
Table 1 summarizes the desirable characteristics of an effective strategic
plan, as identified in our prior work. In April 2009, we reported that these
characteristics are the starting point for developing a strategic plan.”

Table 1: Summary of Desirable Characteristics for Developing a Strategic Plan

Desirable characteristic

Description

Purpose, scope, and mathodology

Addresses why the plan was produced, the scope of its coverage,
and the process by which it was developed.

Problem definition and risk assessment

Addresses the particular problems and threats tha plan is directad
towards.

Goals, subordinate abjectivas, activities, and performance Addresses what the plan is trying to achieve, staps to achieve

measuras

those results, as wall as the priotities, milestonas, and
performance measures 10 gauge resuls,

Resources, investments, and risk management Addresses what the plan will cost, the sources and types of

resources and investments needed, and where resources and
invegtments should be targeted based on balancing risk
reducticns with cost.

Drganizational roles, responsibilities, and coordination Addresses who will implement the plan, what their roles will be

compared 1o others, and mechanisms far them 1¢ ¢oordinate their
afforts.

Integration and implementation

Addresses how the plan relates to the agency's other goals,
objectives, and activities, to other federal and nonfederal entities
involved in implementation or coardination, and their plans to
implament tha strategic plan.

Suurce: GAL snalysis based on GAC-03-26848 and GAQ-O4 08T,

TSA officials at Boston Logan airport told us that they completed the first
strategic plan for SPOT in 2006, The strategic plan was last updated in
Maxch 2007, The March 2007 plan includes some of the desirable
characteristies described above, such as an overall purpose, However,
incorporating additional characterigtics of an effective atrategic plan could
enhance the plan's usefulness in program management and resource
allocation decisions to effectively manage the deployment of SPOT if TSA

TGAOA08T.
"Puh. L. No. 103-62, 107 Start. 235 (1992).
“Hee GAQ, Nuliowal Prepavedness: FEMA Hoas Made Progiess, but Needs fy Complate and

Ftegrate Plawning, Exerveise, and Assegsment Effores, GAO-00-360 (Washinguon, DO
Apr. 30, 2000,
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determines that the program has a scientifically valid hasis, TSA officials
gtated that they believed the plan was sufficiently comprehensive to
develop a national program, such as SPOT. However, these officials told
us that the plan was not updated after TSA expanded the program in 2008
and 2000. They also stated that the program’s focus remained on
deploying SPOT to additional airports. Our assessment of the extent to
which the SI"OT strategic plan addresses these characteristics is presented
below,

Purpose, scope, and methodology: The SPOT strategic plan addresses
why the plan was developed (Lo, purpose) and the scope of its coverage.
Specifically, the plan describes a strategy to utilize behavior detection
screening as an additional layer of security. The plan also notes that the
primary focus is to expand SPOT in the aviation environment while also
developing a capability to deploy BDOs to support security eftorts in all
modes of transportation. However, the plan dees not. discuss the process
by which it was developed (i.e., methodology). According to TSA, officials
respomsible [or developing the plan received inpul from relevant
stakeholders at Boston Logan atrport and TSA headquarters. We believe
incorporating the methodology into the plan could make the docurent
more nseful to TEA and ether organizations, such as local law
cnforcement, responsible for implementing the plan,

Problem definition and risk assessment:; The plan addresses the
particular threat it is directed towards, Specifically, the plan describes the
nead to implement SPOT to counter terrorist activities, improve security,
and incorporate additional layers of protection within aviation security.
Haowever, the plan does not incorporate risk assessment information to
identify priorities or guide program implementation becanse TSA has not
conducled a comprehensive risk assessment related 1o the deployment ol
SPOT.” Using available risk assessment information to inform the
development of a strategic plan would help ensure that clear priorities are
established and focused on the areas of greatest need, Specifically,
incorporating the results of a risk assessmoent in the program’s strategic
man could help inform TSA's decisions such as whoether to deploy SPOT to
additional TSA-regulated aicports, to shift SPOT teams from one airport to
another, ar to remove SPOT af airports where the benefit of addressing the
risk does not outweigh the costs, as well as to identity and communicate

TS A, Strotegic Plan for Behovior Deteetion Progrom: (Washington, 10.C.: 2007),

Page 249 GAGLLD-T63 Rereening of Passengers by Otservation Technigues

TSA 15-00014 - 006859



the risks to aviation security if SPOT was not deployved to all TSA-
regulated airports.

Goals, subordinate objectives, activities, and performance
measures: The plan outlines several gnals, objectives, and activities for
the SPOT program to achieve, For example, the plan outlines a goal Lo
develop multimodal partnerships, including at the local level, to support
SPOT. An associated objective for this goal includes identifving and
fostering advocates within each mode of transportation by developing
transportation, intelligence, and law enforcement working groups with
relovant officials to share information and foster cooperation. The plan
also includes a goal to develop and implement performance measures for
SPOT. However, the plan did not include performance measures for
SPOT. Incorporating performance measures into the plan could help TSA
officials measure progress in implementing the plan’s goals, objectives,
and activities.

Resources, investments, and risk management: The plan does not,
identify the costs and resources needed to achieve program objectives
discussed in the plan. Incorporating information about cost and resources
would facilitate TSA's ability to allocate resources across programs
according to prioritics and constraints, track costs and performance, and
shift such investments and resources as appropriate.

Organizational roles, responsibilities, and coordination; The 5POT
program relies on a close parthership with law enforcement officers at
airports. TSA provides briefings to law enforcerent on the SPOT
program, and TSA officials conduct entreach efforts to local law
enforcement as needed. The SPOT SOP guidance and SPOT training
include guidance aboul ensuring that LEOs receive complele and accuraie
information about each SPOT referral. However, while the strategic plan
identifies TSA officials and offices as responsible parties for implementing
the strategic plan, it does not provide guidance on how to effectively link
the roles, responsibilitios, and capabilitics of fedoeral, state, and local
afficials providing program support., Morcover, although SPOT SOP
guidance discusses the need for BDOs to coordinate with other TSA
persormel, such as THOs and TDCs, TSA does not identify their xoles and
respensibilities in regards to the SPOT program in the program'’s strategic
plan. Integrating these elements into the strategic plan could help to
clarily the relationships belween these various implementing parties,
which would thereby increase accountability and improve the
effectiveness of implementation.
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More Fully and
Consistently Utilizing
Available Information
Technology Could
Enhance TSA’s Ability
to Identify Threats to
the Aviation System

Integration and implementation: The SPOT strategic plan does not
discuss how its scope compleraents, expands upon, or overlaps with other
related strategic documents. For example, TSA’s April 2008 Office of
Sacurity Operations Organizational Business Plan for Fiscal Year 2010
describes how its goals——including those for SPOT--relate to DIIS and
TSA siralegic goals.” However, TSA does not link goals in the SPOT
strategic plan with other related strategic doenments, such as the Aviation
Implementation Plan of DHS’s Transportation Systems Sector-Specific
Plan™ and the Massenger Checkpoint Screening Program Strategic Plan,”
By linking goals in its SPOT strategic plan to other TSA offorts, TSA could
better ensure that the program'’s objectives are integrated with other TSA
security programs and that resources are used effectively by minimizing
any unnecessary duplication with. these other actions.

Inconsistencies in the use of available information technology to aid in the
collection and recording of data on passengers by BDOs during referrals 1o
LEOs, lack of guidance on, o a mechanism for, BDOs 10 request the TSA's
Transportation Security Operations Center to run the names of passengers
exhibiting suspicious behaviors against law enforcement and intelligence
databases, and the Center's not checking all of the databuses avajlable to
it—have limited TSA's ability to identify potential terrorist threats to the
aviation system.”™ Among other information, these databases include
terrorismi-related watch lists.

"TYA, Office of Security Operations, Steategy Peplogpneil Organizotioial Business Pan

Jor Figeal Year 2010 (Washington, D.C: Apr. § 2008}

"Witldn the Transporlation Syslem Sector-Specilic Plan, the aviation implementation plan
oullines transportation security goals and key objectives wilh associated prograins within
the aviation community, The plan noles that SPOT is intended 1o identily suspicious
activities wirthin the aviation domain

“rHA issned its Passenger Checkpeint Sereening Program Strategic Plan in August 2008 (o
auiline its sleategy and ypproach [or mplementing advanced securily capabilities in airport
cheekpoints asing a combinalion of people, processes, and techoology at all airport
checkpoints, The plan cites TSA's hehavior detection capability as one of three strategic
iniriatives.

“The Trangportation Security Operations Cenler is the centeal operations and information-
gaihering point lor TSA aoross 1he nation; il serves as a 24/7-point of contact for all
Transpertation security concers, providing acceess to nultiple criminal justice and
intelligence-related databases,
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Systematic Collection of
Data on Passengers
Identified Through the
SPOT Program Could be
Improved to Better
Identify Activity
Potentially Harmful to the
Aviation System

TSA is not fully utilizing the resources it has available to systematically
collect the information obtained by BDOs on passengers whose behaviors
and appearances resulted in either SPOT referral screening, or in a referval
to LEOs, and who thus may pose a risk to the aviation system. TSA's July
2008 Privacy Impact Assessment on the TSA Transportation Security
Operations Cenler, and its August 2008 Privacy Impact Assessment on
SPOT, state that information may be obtained by BDOs to check an
individual's identity against intelligence, terrorist, and law enforcement
databuses and to permit intelligence analysts to conduct trend analysis,™

The August 2008 SPOT Privacy Impact Assessment states that information
about a passenger who has exceeded the SPOT behavior threshaold,
leading to LEO referral, may be collected and enterad into DHY's
Transportation Information Sharing System.” According to the SPOT
Privacy Impact Assessment, information collected may be submitted to the
Transportation Inforroation Sharing System daftabase for analysis, and,
through it to other linked intelligence databases and the intelligence
analysts who study them, Lo detect, deler; and defeal a criminal or Lervorist
act in the transportation domain before it occurs. The SIPOT Privacy
Impact Assessment notes that terrorist acts that threaten transportation
security are most vulnerable in the planning stages and that the timely
passage of SPOT referral information may assist in identifying such efforts
before they become operational. A Junce 2008 Transportation Information
Sharing SBystern Privacy Impact Assessment similarly states that one goal is
o use the system data Lo find trends and patterns that may indicate
preoperational terrorist or ¢riminal activity—that is, to *cotmect the dots”
about a planned terrorist attack or cximinal enterprise. Information in
T8A™s Transportarion Information Sharing System is primarily activity or
hehavioral information but may also contain personal information
regarding the individuals identified by the BDO ihrough SPOT. According

SHS, Privacy Papaet Assessiant for tie TSA Operations Cenlor Inpideni Management
Syztem (Washingron, D.C.: July 8, 2008), and Privacy Brpact Asseszmant for the Sereening
of Passengers by Observvation Technivgues (SPAT} Progroas (Washington, D.C. Ang. 5,
20083,

DHS, Provacy Fpaet Assessment for the Tronsportation Infemation Sharing System
(Washington, D.C.. June 2008), The Transportation Information Sharing System is a
databasc owned by the TSA’s FAMS component; the data entered info it may be shared
wilh other [ederal, state, or local law enlorcement and law enlorceinent suppaort entities.
Federal air marshals [ile reports related Lo the observalion ol swspicious aclivities and
input this informaiion, as well as incident. reporils submitled by airline employees and other
individuals within the aviation dowain, inta the Transportation Information Sharing
System.
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to TSA, BDOs do not analyze the data obtained during referrals; if they
have the appropriate training, they may enter the data by computer into
the Transportation Informaftion Sharing System, where they can he
analyzed by intelligence analysts. Other appropriately trained and
officially designated TSA efficialz, such as Federal Security Directors, may
also enter data into the syslem.

According to TSA, a 2008 pilot program it conducted that involved BDOs
entering data into the Transportation Information Sharing Svstern
databasc was “invaluable,” in part. hecause over 40 referrals have sinee
been passed on to other LEO organizations for further investigation, most
of which came from BDO input. A February 2006 TSA memaorandum
describes the Transportation Information Sharing System as “a critical
element in the success of SPOT" because it provides the necessary
platform for the reporting of information ohtained as a result of SPOT
referrals. TSA noted that through the use of the Transportation
Information Sharing System, two different BDO teams had separately
identified and selected the *same extremist” for secondary questioning.®
TSA officials also told us about an incident in which an individual sought
to board an aireraft with a handgun on two separate oecasions, at two
different anrports. Although the handgun was detected both times, the
individual was released after providing what scemed to be a credible
cxplanation. After the second incident, however, intelligence analysts
who reviewed the system information saw that this individual had tried
twice in 2 weeks to bring a weapon onto an aircraft. A LEQ was
dispatched to the person’s home, and an arrest was made. Without the
data inputted into the systern both times, ho pattern would have heen
detected by the analysts, according to TSA. Although the pilot program
illustrated the benefits of BD(s entering data into the system, access to
the system was nol expanded Lo all SPOT airporis in 2008 or 2009,

Internal control standards call for management to develop policies,
procedures, and techniques to help enforce management directives. THA
doos not provide official guidance on how or whoen BDOs or othor TSA
personnel should enter data into the Transportation Information Sharing
System or which data should be entered. Official guidance on what data
should be entered into the system on passengers could better position TSA

“"Because Lthe SPOT program has not been scientifically validated, il cannot be delermined
if these anecdoral results were hetter than if passengers had been pulled aside at vandom,
rather than as a consequence of being identified for further sereening by BDOs,
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personnel to be able 10 consistently collect information to facilitate
synthesis and analysis in “connecting the dots” with regard to persons who
may pose a threal to the aviation system.

On March 18, 2010, TSA officials told us that TSA recognizes the value of
recording SFOT incidents for the purposes of intelligence gathering. As a
result, TSA decided that certain data would be entered into the
Transportation Information Sharing System, and would, in turn, be
analyzed as a way to potentially “connect the dots” with other
transportation sceurity incidents.™

TSA officials said that the Federal Scourity Director at cach SPOT airport
has heen given the discretion to decide which parsonnel should have
access to the Transportation Information Sharing Systemn. However, TSA
has not develnped a plan detailing how many personnel would have access
to the system, or when they would have access at SPOT airports, TSA
officials said that training is currently being provided to personnel
regponsible [or using the system at all SPOT airports although they did not
provide information on the mimber being trained,

Standard practices for defining, designing, sand executing programs
include developing a road map, or program. plar, to cstablish an order for
executing specific projects needed to obtain defined programmatic results
within a specified time frame. However, TSA stated that it has not
developed a schedule or milestones by which database access will be
deployed to SPOT airports, or a date by which access at all SPOT airports
will be completed. Setting milestones for expanding Transportation
Information Sharing System access to all SPOT airports, and setting a dara
by which the expansion will be completed, could better position TSA to
identifly ihreals 1o the avialion sysiem thal may olherwise go undelected
and help TSA track its progress in expanding Transportation Information
Sharing System access as management intended.

"Some details about the process were deleted becanse TSA considered them to he
Sensitive Security Information,
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Guidance on and a
Mechanism for Running
Names of Referred
Passengers Through the
Databases Available to the
Transportation Security
Operations Center Could
Help Improve SPOT
Practices

Internal control standards state that policies, procedures, techniques, and
other mechanisms are esgential to help ensure that actions are taken to
address program risks.” The enrrent. process makes the BDOs dependent
on the LEQs with regard to the timeliness that LEQs respond ta BDO calls
for service, as well as with regard to whether the LE(Os choose to question
the passengers reflerred to them or conduct a background check. Our
analysis of the SPOT referral database found a wide variation in the
percent of times that LEOs responded to calls for service at SPPOT
airports.” Moreover, if a local LEO decides to run a background check on
a passcnger referred to them, they would be aceessing the FBI's NCIC and
not other intelligence and law enforcement databases.

Although LEOs may not always respond to calls for service, question
passengers, or check passenger names against databases available to TSA,
TSA has not developed a mechanism allowing BDOs to send information
fo the Transportation Security Operations Center about passengers whose
behavior indicates that they may be a possible threat to aviation security.
According Lo ThAs July 2008 Transportation Security Opervations Center
Privacy Impact Assessment, passenger information may be subrnitted to
the Transportation Security Operations Center to ascertain, as quickly as
possible, the individual's identity, whether they are already the subject of a
terrorist or criminal investigation, or to analyze suspicious behavior that
may signal some form of preoperational surveillance or activity,

COur survey of Federal Becurity Directors at SPOT airports found a notable
inconsistency in the rates at which BDOs at different airports contacted
the Transportation Security Operations Center. ™ Developing additional
guidance in the SPOT operating proceduores could help improve
consgistency in the extent to which BDOs utilize Transportation Sccurity
Operations Center resources. Given the range of responses we received
from SPOT airports about whether the BDOs contact the Transportation
Security Operations GCenter to verify passenger identities and run their

SGAOATMD-00-21 3.1

THome delails fromn our giadysis were deleled becanse TSA considered them (o be Sensitive
Security Inlormlion,

“This information can be submitted about individuals whose suspicious activity resulied in
BDO or LEQ referral. Soe TSA's July 2008 Transportation Security Operations Center
Privacy Impact Assessment,

“Sorne details of ony survey results were deleted because TSA considered them to be
Sensitive Security Information.
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names against terrorist and intelligence databases and the inconsistencies
identified related to LEO responses to BDO requests for service,
developing a standard mechanism and providing BDOs with additional
guidance could help TSA achicve greater consistoncy in the SPOT process.
Such a mechanism would provide designated TSA officials with a means of
verifying passenger identities and help them determine whether a
passenger was the subject of a terrorist or criminal investigation amd thus
posed a risk to aviation security.

Standards for internal control state that effectively nsing available
resources, including key information databases,; is one element of
furictioning internal controls.” In this connection, it is widely recognized
among intelligence entities and police forees that a capability to “run”
names against databases that contain criminal and other records is a
potentially powerful tool to both identify those with outstanding warrants
and to help discover an ongoing criminal or security-related incident.
Additionally, TSA recommendad in an April 2008 Organizational Business
plan for ity Office of Becurity Operations that the SPOT prograrm should
establish a mechanism and policy for allowing real-time checks of federal
records for individuals whose behavior indicates they may be a threat to
gecurily.™ The Office of Becurity Operations plan also states that BDOs
should communicate the data to LS. intelligence centers, with the
purpose of permitting rapid coramunication of this information to local
LEOs to take action. However, TSA officials told us that because of safety
coneemns, the Transportation Sceurity Operations Center does not provide
information from databasc checks directly to BDOs because BDOs are not
LIZOs, are unarmed, and do not have the training needed to deal with
potentially violent persons.™ If the mechanism discussed in the Office of

“Bee GAOAIMD00-2L4.1. For example, information should be recorded and
connmnunicated (o management and glbers withio the entity wha need i and inoa fHem and
within a titne frame that enables them to carry ont their intermal control and other
responsibilities, Further, effactive information technology management is eritical to
achieving ugeful, reliable, and continuous recording and communication of information,

FT3A, Stietegy Deplogimend, Qvgenizalional Business Pl Office of Secuority
Opevations, Fiseal Year 2010 (Washington, D.C April 2008). According to TSA, the Otfice
of Security Operations is the operational arm of TSA and employs the largest TSA
workforee, [ is responsible for alrport checkpoint anid baggage sereening operations as
well as other special programs designed to secure all assigned transportation modcs,

“In March 2010, TSA rold ns that over the next 18 months, it will expand access to
information classified up to the "Secret” level to an additional 10,000 TSA personnel,
including all BDOs, all SPOT Transportation Security Managers (who arc responsible for
the lacal operations of the SPOT program and supervision of the BDOs), and all
Supervisory TSOs (who directly supervise TSOs and the soereening proocess).
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Security Operations business plan were implemented, it would allow the
Trangportation Security Operations Center to use BDO information to
conduct real-fime record checks of passengers and cormmunicate the
results to LEOQs for action. Such a mechanism could increase the chances
tn detect ongoing criminal or terror plans.

TSA's Transportation
Security Operations Center
Does Not Use All Database
Resources When
Contacted

The final report of the National Commission on Terrorist Attacks Upon the
United States (the “9/11 Comraission Report™) reconumends that in
carrying out its goal of pratecting aviation, TSA should utilize the larger
set of information maintained by the federal government, that is, the entire
Terrorist Screening Database—the U8, government's consolidated watch
list that contains information on known or snspected international and
dormestic terrorists-—as well as other government databases, such as
intelligence or law enforcement databases.™ However, the Transportation
Security Operations Center is not using all the resources at its disposal fo
support BDOs in verifying potential risks to the aviation system. This
reduces the opportunities 1o “connect the dots” that would increase the
chances of detecting terrorist attacks in their planning stage, which the
SPPOT Privacy Impact Assessment states s when they are the most
vulnerable.

According to TSA, the Transportation Sccurity Operations Center has
aceess to mualtiple law enforcement and intelligence databases that can be
used to verify the identily of airline passengers; these include among
others;”

1. the Scleetee list, which identifies persons who must undergo enhanced
sereening at the checkpoint. prior to boarding;

2. the No-Fly list,™ which lists persons prohibited from boarding aircraft;
and

“"The Tervorist Screening Database 13 the central rervoriat watehlist consolidated by the
FBI's Terrorist Sereening Center and usced by multiple ageneies to compile their specific
watchlists and for sereening,

e other databases avallable to TSA ave omitted becanse TSA considered ther to be
Sensitive Security ITndormation,

“The No-Fly list is used to identify individuals who should be prevenied [rom boarding an
aircraft, The No-Fly and Selaclee lsts comiain applicable records from the FRIT's Tervorist
Screening Center consolidated database of known or suspected tervorists. Pursuant to
Horneland Security Presidential Divective 6, dated September 16, 2003, the Terrorist
Serecning Center—operational sinee December 20028 under the administration of the FRI—
was eslablishied wo develop and maintain the U8 governmeni’s consolidated terrorist
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3. the Texvorist Identity Dalamark Environment terrorist list.”

TSA stated that the Transportation Security Operations Center checks
passenger names submitted to it against these throe databases if the
passenger has been referred by a BN to a LEQ, but has not boon arrested.
Of the three databases that the Transportation Security Operations Center
is to check in the case of a referral, passengers would have already been
screened against two—the Selectee and No-Fly lists—in accordance with
TSA passenger prescreening procedures when purchasing a ticket. The
third database checked—tha Terrorist Identity Datamark Environrent—
tracks terrorists but not persons wanted for other crimes. The FI3I's NCIC
information system would contain names of such persons, but is not.
among the three databases checked for nonarrest. referrals. If the
passenger has been arresied, the Transporiation Securily Operations
Center will run Lhe passenger’s name agains the addilional law
enforcerment and intelligence databases available (o it.

In addition, TSA told us that the Operations Center does not have direct
electronic access to the Terrorist Screening Database and must call the
FBT's Terrorist Screening Center to provide it with a name to verify. TSA
stated that this is done if a passenger’s idenrity could not be verified using
the Operations Center databases. In effect, if a passenger has been
referred (o a LEQ, but not arrested, the Operations Center is 1o check the
three dalabases shown above to verify the passenger’s identity. If'a
passenger has been arrested, but the three datubases do not list the
persen, the Center can check the additional databases available to it If
nore of these databases can verify the person’s identity, the Operations
Center can comtact the Torrorist Sereening Ceonter by telophone to regquest
further screening.

screening database (the wateh list) and to provide for the use of watch-list records during
securily-related sereening processes, See QAQO8-130T, Aviation Securify: TSA Is
Frdraneing N Quavsight of Aty Cariier Efferts to Screen Possengers against Teriorist
Worch-List Recovds, but Erpects Ultimate Salution to Be Implementation of Secure Fiight
{Washingron, .. Sept. 9, 2008).

"According to DHS, the Terrorist Identity Datamark Environment is the database
rnaintained by the National Counterterrorism Contor— the primary organization in the 118
governmend for integrating und analyzing intelligence periaining Lo terrorisin and
counterterrorism--to serve as i cenlral repository for all inlormeation o know or
suspected international lerrorists with ihe exception of purely domeslic terrorism
information. See, DHS Office of Inapector General, The DHS Process for Nowinating
Mdéviduals to the Consofidated Tervorist Watchiist (Washingtom, DG February 2008).
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TSA Lacks Program
Effectiveness
Measures for SPOT
but Is Taking Steps to
Improve Evaluation
Capabilities

For passengers who have risen to the level of a LEQ referral at an airport
checkpoint, having the Transportation Security Operations Center
congistently check their names against all the databases available to it
conld potentially help TSA identify threats to the aviation systerm and aid
in “connecting the dots.” THA indicated that there are no obstacles to
rapidly checking all dalabases rather than the three listed. We did nol.
analyze the extent to which the law enforcement and intelligence
databases available to TSA may contain overlapping information.

TSA has established some performance measures by tracking SPOT
referval and arrest data, but lacks the measures needed to evaluate the
effectiveness of the SPOT program and, as a result, has not heen able to
fully assess SI*O'T's contribution to improving aviation security. TSA
emphasized the difficulty of developing performance measures for
deterrence-hased programs, but stated that it is developing additional
measures to quantity the effectiveness of the program. The SPOT program
uses Leams 1o assess BDO proliciency, provide individual and team
guidance, and address issues related to the interaction of BDOs with TSA
checkpoint personnel. However, TSA does not systematically track the
teams’ recommendations or the frequency of the teams’ airport visits, TBA
states that it 1s working to address thesc issues and plans to do so by the
cnd of fiscal year 2010.

TSA Has Taken Action to
Collect, Data for Some
Performance Measures,
but Work Remains to
Assess Progress Towards
Achieving Strategic Goals

THA agreed that the SPOT program lacked sufficient performance
measures in the past, but stated that it has some performance meagures in
place including fracking data on passengers referred for additional
screening and the resolution of this sereening, such as if prohibited items
were [ound or i law enforcement arrested the passenger and the reason
for the arrest. TSA is also working to improve its evaluation capabilities to
better assess the effectiveness of the program. DHS's NIPP, internal
controls standards, and our previous work on program assessment state
that performance metrics and associated program evaluations are needed
ta determine if a program works and to identify adjustments that may
improve its results.™ Moxeover, standard practices in program
management for defining, designing, and executing programs include

SDHS, Nafional fnfrastracture Protection Plune Pavtiering o Enkance Proteclion und
Regilicney (Washington, TL.C: 2009); GAO/AIMD-00-21.3.1; and GAQ, Performance
Measuvemant and Footuation: Definitions and Relorionships, GAO-G5- 73050
{Washington, D.C.: May 2005),
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developing a road map, or program plan, to establish an order for
executing specific projects needed to obtain defined programmatic results
within a specified fime frame.™ Congress also needs information on
whether and in what respects a program is working well or poorly 1o
support its oversight of agencies and their budgets; and agencies’
stakeholders need performance inlormation to accurately judge program
effectiveness.” For example, in the Senate Appropriations Committee
report accompanying the fiscal year 2010 DHS appropriations bill,” the
committee noted that while TSA has dramatically increased the size and
scope of SPOT, resources woere not tied to specific program goals and
objectives. Tl addition, the conference report accompanying the fiscal
year 2010 DHS appropriations act requires TSA to report to Congress,
within 60 days of enactment, on the effectiveness of the program in
meeting its goals and objectives, among other things.™ This report was
completed on March 15, 2010,

Although TSA tracks data related to SPOT activities including prohibited
ileans, law enflorcement arrests related 1o SPOT referrals, and reasons for
the arrests {output measures), it has not yet developed measures to gange
BPOT's effectiveness in meeting TSA strategic goals (outcorme measures),
such as identifying individuals who may pose a threat to the transportation,
system,” OMB encourages the use of outcome measures beeause they are
more meaningful than output measures, which tend to be more process-
oriented or means to an cnd.” For example, TSA’s Assistant General

" The Project Management Institute, The Standard for Program Management© (2006),

“GAQ, Exccutive Guide: Effectively Tmplementing the Govermment Pevformanen and.
FRosults Act, GAQYGRG-I6-118 (Washington, DC: June 19963,
“Hee 5. Rep. No. 11131, al 56-57 (2009); see also 8. Rep. No. 110386, at 59 (2008),

*See HE. Rep. No. 111-298, at 77 (2000) (Conf. Rep.). The report further directs that GAC}
review the report submitted by TSA and provide jts findings to the contmittecs no later
than 120 days after the SPOT report is submitted to the committees,

“Ouput measgures help derermine the extent to which an activity was performed ag
plarmed. Outcome-related measures are more robust measures becanse they provide a
more cuomprehensive assessment of the suceess of the ageney’s offorts, as stated in DIIS's
2009 N1PP.

MOMB and the Couneil for Bxeellence i Governiment, Performance Megsiremand
Chafienges and Strategies (Washingron, D.C. June 18, 2003).
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Manager for the Office of Operation Process and Performance Metrics™
told us that SPOT staffing levels are currently used as one performance
metric. The official said that since the SPOT is an added layer of security,
additional SPOT ataffing wounld add to security effectiveness. While
staifing levels may help gauge how fast the program is growing, they do
not measure the effecliveness in meeling strategic goals.

Similarly, TSA also cited the number of prohibited items discovered by
BDOs in SPOT metrics reports as a measure of program success, ™
However, TSA told us that posscssion of a prohihited item is often an
oversight and not an intentional act; moreover, other cheekpoint screening
layers are intended to find such items, such as the TSOs and the property
sereening equipment.” TSA also cited measures of BDO job performance
as some of the existing measures of program effectiveness, but noted that
these are “pass/fail” assessments of individoal BDOs, rather than overall
Program measures,

TyA notes that one purpose of the SPOT program is 1o deter terrorisis, bul
that proving that it has succeeded at deterring terrorists is difficalt
because the lack of data has presented challenges for the SPOT program
office when developing performance measures, We agree that developing
performance measures, especially outcome measures, for programs with a
deterrent focus is difficult. Nevertheless, such measures are an important
tool to communicate what a program has accomplished and provide
information for budget decisions. TSA uses proxy measures—indirect
measures o indicators that approginmate or represent the divect
measure-—to address deterrence, other security goals, or a combination of
both. For example, TSA tracks the number of prohibited items found and
individuals arrested as a result of SPOT referrals. According to OMB,
proxy measures are 10 be correlated 10 an improved security outeome, ard
the program should be able to demonstrate-—such as through the nse of

“The Office's primary work invelves metrics infrastructure; it assists TSA programs, if
requested, in developing applications to track quantitative measuares, sach as surrendered
items. Jislso tracks data for its Management Objeciives Report related (o three areus:
emplovess, securily elfectiveness, and efliciency.

"The types of prohibited iterns found have included knives, guns, gun armunition, certain
chemicals, strike-anywhere matches, and certain liquids/gels/acrasols; other illegal iteras
digeovered nelude narcotics and fraadulent identity docwments,

“According to TSA, TSOs focos em detecting high-risk threats which have the ability to
cause carastrophic damage to an airplane in flight {e.g., explozives).
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modeling—how the proxies tie to the eventual outcome.™ In using a
variety of proxy measures, failure in any one of the identified measures
could provide an indication on the averall visk ta security. owever,
developing a plan that includes objectives, milestones, and time frames to
develop outcome-based performance measures could better position TSA
in assessing the effeciiveness of the SPOT program.

With regard to more readily quantifiable output performance measures,
such as the number of referrals by BDOs, or the ratio of arrests to
referrals, TSA was limited in its ability to analyzoe the data related to these
measures. The 5POT database includes information on all passengoers
referved by BDOs for additional SPOT screening including the behaviors of
the passengers that lad to the additional screening, as well as the
resolution of the screening process (e.g., no further action taken, law
enforcement notification, law enforcement investigation, arrested, and
reason for arrest). However, TBA reported that any analysis of the data
had to be done manually.™

In March 2010, TSA migrated the SPOT referral data to its Performance
Management Information System, allowing for more statistical and other
analyses. According to TBA, migrating the SPOT referral database will
cnhance the SPOT program’s analytic capabilitics. For example, TSA
stated that it would be able to conduct trend analysces, better segregate
data, and create specific reports for certain data. This includes better
tracking of performance data at specific airports, analyzing by categories
of alrports (threat or geographic location), and tracking the performance
data of individual BDOs, such as number of referrals, namber of arvests,
arrest to referral rafios, and other analyses. However, since these changes
to the database were not complete at the time of our andit, we could not
assess whether the problerms we identilied with the database had been
corrected.

"OMB and the Council fur Excellence in Government, Pevformance Measurciment
Chalienges and Strategies (Waghington, D.C.June 18, 2002,

*We alao found thar the SPOT refercal database had a nomber of weaknesses, THA
designated our disenssion of these weakness as sensitive security information,
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Over 4 Years, SPOT Resulted in ~ The SPOT referral database records the total number of SPOT referrals

About 1,100 Arrests Out of since May 29, 2004, how many were resolved, how many passengers BDOs

Almost 14,000 Referrals to Law  referred to LEOs, the recorded reasons for the referrval, and how many

Enforcement referrals led to arrests, among other things, As shown in figure 4, we
analyzed the SPOT referral data for the period May 29, 2004, te August 31,
2008.

|
Figure 4; Passenger Boardings at SPOT Airports, May 29, 2004, through August 31,
2008

Approximately 2 billion passengers
boarded aircraft at SPOT airporis

Approximately 1 52,000 SPOT
secondary referrals

aizly 14,000 vassungars
alfarra] to LEUS

Approximate|

1,100 secr

related arres

Source: GAC ana yais of TSA and Bureau of Transporfat on Statisbics data.

et Figlre 4 i not drawn 1o seals,
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Figure 4 shows that approximately 2 billion passengers boarded aircraft at
SPOT airports from May 26, 2004, through Angust 31, 2008." Of these,
151,043 {less than 17100 of 1 percent) were sent, fo SPOT referral
screening, and of these, 14,104 (9.3 percent) were then referred fo LEOs,
These LEQ referrals resulted in 1,083 arvests, or 7.6 percent of those
referred, and less than 1 percent, af all SPOT referrals (0.7 percent. of
151,94:3).

We also analyzed the reasons for arrests resulting fror SPOT referrals, for
the May 29, 2004, through August 31, 2008, period. Table 2 shows, in
descending order, the reasons for the arrests.

Table 2: Reasons for Arrests from SPOT Referrals, May 29, 2004 through August
3, 2008

Reasons for arrest Number Percentage
lllegal alien 427 39
Ouwistanding warrants 209 19
Possession of fraudulent documents 166 15
Other 128 12
Possession of suspected drugs 125 12
No reason given 16 1
Undeclared currency B 1
Suspect documents 4 0
Total 1,083 899"

Sourage: TSA SRPOT refer] databass from patitd of May 23, 2004, thiough oot 31, 2008,
Tutal does not add 1o 100 percent due to rannding.

While SPOT personnel did not determine a specific reason tor arrest for
128 cases categonized as “other” or 16 other cases calegorized as “no
reason given,” aur analysis of the SPOT database found that a specific
reason {or arrest could have been determined lor these cases by using the
LEO resolution notes meluded in the database. For example, we identified
438 additional arrests related to fraudulent documents, illegal aliens, and
suspect documents, among others, The remaining 101 arrests originally
characterized as *other” or “no reason given” included arrests for roasons

Qur estimale ol the Lolal number ol passengers wha went through checkpoints is based
on Burean of Transportation Staristies data that we obtained for the airports at which
SPOT was deplayed during this period. Some figures were rounded.
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such as intoxication, unruly behavior, theft, domestic violence, and
possession of prohibited items. Many of the arrests resulting from BDO
referrals would typically fall wader the jurigsdiction of various local, state,
andl federal agencies and are nol, directly related to threats to aviation
security. For example, the 427 individuals arrested as illegal aliens, and
the 166 arrested for possession ol lraudulent docuinernts, are subject 1o the
enforcement responsibilities shared by 115, Immigration and Customs
Enforcement (ICE) and CBI’. Although outstanding warrants and the
possession of fraudulent or suspect documents could be associated with a
terrorist threat, TSA officials did not identify any direet links to terrorism
or any threat to the aviation system in any of these cases.

According to TSA, anecdotal examples of BDO actions at airporis show
the value added by SPOT to securing the aviation system. However,
because the SPOT program has not been scientifically validated, it cannot.
he determined if the anecdotal results cited hy TSA were better than if
passengers had been pulled aside af randorn, rather than as a consequence
of being identified for further seraening by BDOs, Some of the incidents
cited by TSA include the following,

¢ A BDO referred two passengers who were traveling together to referral
sereening due fo suspicious behavior. During secondary screening, one
passenger presented fraudulent travel documents. The other could not
produce any documentation ¢l his cilizenship and i was delermined he
was in the United States illegally, 1CE responded and interviewed both
passengers. ICE stated one passenger was dalso in possession of
$10,000 dollars which alarmed positive Tor narcotics when swept by a
K-9 team. ICE arrested one passenger on a federal charge of
possession of fraudulent identification docurnents and entry without
inspection, [CE stated charges are still pending for the possession of
$10,000. The second passenger was charged with a federal charge of
entry without inspection.

+ A BDO referved a passenger to referral sexecning for exhibiting
suspicious behavior. Port Authority of Portland (Oregon} Police
responded and interviewed the passenger who did not give a statement.
LE(s conducted an NCIC check which revealad that there was an
outstanding warrant for the failure to appear for a theft charge. LEOs
arrested the passenger on a state charge for an outstanding warrant for
the failure to appear for theft,

+ A BDO referred a passenger [or referral screening due 1o suspicious
behavior. During the referral, the passenger admil{ed thal he was
unlaw fully present in the United States. The Orlando (Florida) Police
Department and CBI* responded and interviewed the passenger who
stated he had $100,000 in his checked baggage, which was confirmed
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Reviewing Airport Video
Recordings of Individuals Later
Arrested or Who Pleaded Guilty
for Engaging in Terrorism-
Related Activities Could Help
TSA Beuer Identify Terrorist-
Related Behaviors

by CBP. The passenger was arrested on a federal charge of illegal
entry.

Because these are anecdotal examples, they cannot be used to reliably
generalize about the SPOT program’s overall effectiveness or success rate.
Chr analysis of the SPOT referral database found that the referral data do
not indicate if any of the passengers sent to referral screening, or those
arrested by LEOs after being referred to them, intended to harm the
aircraft, its passengers, or other components of the aviation system.
Additionally, SPOT officials teld us that it is not known if the SPOT
program has ever resulted in the arvest of anyone who is a ferroxist, or
who was planning to engage in terrorist-related activify.

Studying airport video recordings of the behaviors exhibited by persons
walting in hine and moving through airport checkpoints and who were later
charged with or pleaded guilty to terrorism-related offenses could provide
ingights about behaviors that may be common among terrorists or could
demeonstrate that terrorists do not generally display any identifving
behaviors. TSA oflicials agreed that examining video recordings of
individuals who were later charged with or pleaded guilty fo terrorism-
related offenses, as they used the aviation system to travel to overseas
locations allegedly to receive terrorist training or to execute attacks, may
help inform the SPOT program’s Ldentification of behavioral indicators. In
addition, such images could help determine if BIX(s are looking for the
right behaviors or seeing the behaviors they have been (rained 1o observe.

Using CBP and Department of Justice information, we examined the travel
of key individuals allegedly involved in six terrorist plots that have been
uneovered by law enforcement agencies.” We determined that at least 16
of the individuals allegedly involved in these plots moved through 8
different airports where the SPOT program had been implemented.™ Six

“The analysis included only flights leaving the United Srates. Departimenr of Justice data
show that more than 100 individuals have been convicted in the United States for
terrorismerelated olfenses sinee Sepleniber 11, 2001, We did not examing the travel
itineraries ol all these individuals,

"“The events included the Mumbali, India atrack of 2008; a plot to attack the Quantico,
Virvginia, Marine base in 2008; an effort by five Americans to reecive training and fight in
Pukislam in December 2009; a plol o atiack infrastrueture in New York City in 2008; an
e[lort to provide rhen and suppott [or errorists in Somalia in 2008, and an attack ona U
base in Afghanistan by an American who recelved training in Pakisian. We were unable 1o
confirm whether BDOs were stationed at the checkpoints used hy these individuals at the
time they traveled,
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of the & airports were among the 10 highest risk airports, as rated by TSA
in itg Current Airport Threat Assessment. In total, these individuals moved
through SPOT airports on at least 23 different. oceasions. For example,
according to Department of Justice documents, in December 2007 an
individual who later pleaded guilty to providing material support to Somali
terrorisls boarded a plane al the Minneapolis-Saini Paul International
Airport en route to Somalia to join terrorists there and engage in jihad.
Similarly, in August 2008 an individual who later pleaded guilty to
providing material support to Al-aeda boarded a plane at Newark Liberty
International Airport en route to Pakistan to receive terrorist training to
support his efforts to attack the New York subway system.

Our survey of Federal Security Directors at 161 SPOT airporis indicated
most checkpoints at SPOT airports have surveillance cameras installed.
As we previously reported, best practices for project management call for
conducting feasibility studies to assess issues related to technical and
economic feasibility, among other things.” In addition, Standards for
Internal Comtrol slare thal elfectively using available resources is one
elernent of functioning internal controls,” TSA may be able to utilize the
installed video infrastructure at the nation's airports to study the behavior
of persons who were later chardged with or pleaded guilty to terrorisme-
related offenses, and determine whether BDXOs saw the behaviors. The
Dircctor of Sperial Operations in 'TSA's Office of Inspection told us that
video recordings couald be nsed as a teaching tool to show the BINOs which
hehaviors or activities they did or did not observe, In addition, TSA
indicated that although the airports may have cameras at the security
gereening checkpoints, the cameras are not owned by TSA, and in many
cases, they are not accessible to TSA. However, TSA officials lack
information on the scope of these potential limitations because prior to
our work TSA did nol have information on the number ol checkpoinls
equipped with video surveillance. We obtained this information as part, of
our survey of Federal Security Directors at SI*0OT airports, While TSA
officials noted several possible limitations of the nse of the existing video
surveillance equipment, these images provide TRA o moeans of acquiring
information about terrorist behaviors in the checkpoint envirormment that

“See, GAG, Supply Chain Security: Feasibility and Cost-Benefit Analysis Would Assist
DILS and Congress in Assessing and Iinplementing the Requivement fo Seanr 100 Pervent
uf LS -Bownd Condatirers, GAG-10-12 (Washingiton, 1.C: Ocl, 30, 20000, The Project
Manugemenl Instituke, A Fuide (o the Project Monagemont Body of Knowledge,

GAOAIMD-00-21.3.1,
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is not available elsewhere, If current research determines that the SPOT
progrant has a scientifically validated basis for using behavior detection
for countertervorism purposes in the airport environment, then conducting
a study to determine the feasibility of nsing images captured by video
cameras could better position TSA in idenfifying behaviors to observe.

Standardization Teams
Assess BDO Proficiency in
SPOT Activities and
Provide Guidance and
Mentoring to BDOs

TSA sends standardization teams to SI*OT airports on a periodic basis to
conduct activities reluted to quality control. Teams observe SPOT
aperations at an airport for several days, working side by side with the
BDOs, on multiple shifts, observing their petformance, offering guidance,
and providing training when required. According to TBA, the purpose of a
standardization team visit is to provide operational support. to the BDOs,
which includes additional training, mentoring, and guidance to help
maintain a successtul SPOT program.

The standardization teams are comprised of at least two G-Band, or
Espert” BDOs who have received an additional week of training on SPOT
behaviors and mentoring skills, SPOT officials stated that the STOT
prograni uses its standardization teams to assess overall BDO proficiency
by observing BDOs, reviewing SPOT score sheet data, and other relevant
data. Standardization tcams may also provide a Behavior Observation and
Analysis review class to refresh BDOs if the team determines that such a
class is needed. The SPOT program director also said that the
standardization teams aim to monitor the airport’s compliance with the
SPOT program’s Standard Operating Procedures. As part of this
mentoring approach, the standardization teams provide individual and
team guidance to the BDOs, offer assistance in program management, and
cover issues related to the interaction of BDOs with ather TSA checkpoint
persornnel,

TSA reported to us that it does not systematically track the
standardization teams’ recommendations or the frequency of the teams’
airport visits, Btandards for Internal Control state that programs should
have controls in place to assess the quality of performance over time and
ensure that the findings of audits and other reviews are promptly resolved.
Managers are to (1) promptly evaluate findings from audits and other
reviews, including those showing deficiencies and recommendations

“G-Band, or Pxpert BDOs, have advanced to a lead rale, are able to provide technical
expertisa on the SPOT program, and are one band away from a snpervisory role.,
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TSA Developed and
Deployed SPOT
Training but Further
Action Could
Enhance Its
Effectiveness

reported by auditors and others who evaluate agencies’ operations; (2)
determine proper actions in response to findings and recommendations
from audits and reviews; and (3) complete, within established time fraomes,
all actions that correct or ofherwise resolve the matters brought to
management’s attention.” Although the standardization feams may
provide an airport. Federal Security Director with recommendalions on
how to improve SPOT operations, the SPOT program director stated that
Federal Security Directors are not required to document whether they
have implemented the team recommendations, TSA officials told us that
standardization teams can follow up on recormmendations made during
previous visits, However, TSA did not track whether corrective actions
were implamented or the frequency of the team’s airport visits 10O ensure
the implementation of the airport’s SPOT program. TSA officials stated
that they are currently examining ways to compile data to address this
issue, and expect to have a system in place in figeal year 2010,

Although TSA has taken steps Lo incorporate all four elements of an
effective training program by planning, designing, implementing, and
evaluating training for BDOs, further action could help enhance the
training's effectiveness, TSA initially consulted outside experts for help in
the training's development, which began as a half-day course and has
grown to include classroom, an-the-job, and advanced training. TSA also
has efforts underway to inprove its training program, such as the
deploynient of 5POT recurrent training. However, TSA evaluations of
SPOT program instructors found mixed quality among them, from 2006
omwards. Additionally, TSA has ongoing plans to evaluate the SPOT
training for effectiveness, but. has not. vet, developed time frames and
milestones for completing the evaluation.

TSA Has Taken Actions to
Develop and Deploy SPOT
Training

T8A’s SPOT Training Fvolved
Over Time

In 2003, TSA officials at Boston Logan International airport developed the
initial half-day training cowrse for SPOT based on an existing coursc
developed for the Massachnsetts State Police. Their goal was to take the

TGACZAIMIAON2T 3.
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behavior detection program designed for law enforcement and apply it to
sereeners at airport checkpoints. According to TSA officials at Boston
Logan, after they recognized that the lecture-style course they originally
designed was not effective, they tasked an instructional system designer
from TSA’s Workplace Performance and Training (the former name of
THA's Operational and Technical Training Division)” and an industrial
psychologist from the Office of Human Capital to redesign and expand the
course, which was piloted in 2008, The 2007 SI"OT strategic plan included
training objectives for the SPOT program as follows:

= reviewing existing behavior observation training providers,

+ establishing and pricritizing multimodal training and assistance efforts
based on threat assessments and critical infrastructure,

« establishing a Center of Excellence for Behavior Detection Program
training that would continually enhance the quantity and gquality of
training to sclected candidates, and

+ developing a recurrent training program designed to refresh and hone
skills needed for an effective Behavior Detection Program.

Since that time, the SPOT program implemented, or is in the process of
implementing, some of these objectives. For example, in 2008, as pat of
its effort towards establishing a center for excellence in behavior
detection training (third chjective}, the SPOT program participated in a
meeting with behavior detection training officials from various DS
compenents facilitated by DH®'s Screening Coordination Office to
promote the sharing of information about behavior detection training and
foster future collaboration. Additionally, the SPOT program worked with
TSA's Operational and Technical Training Division to create a recurrent
training component for BDOs (fourth objective). For example, in 2008, the
SPOT program office added 4 course gn detecting microfacial expressions
called Additional Behavior Detection Techniques,™ This 3-day course
ilds om the behavior detection skills taught in basic training, by teaching

TrHA’s Operational and Technival Training Division, within the Office of Security
Operalions, provides assistance with developmend and ilmplemeniation ol teclinicul
training lor sereening, Behavior Deteclion (Hiicers, Bamb Appraisal Officers, the Aviation
Direct Access Sereening Pragram, and technical management fraining.

I May 2004, Lhe title of (he course was changed Lo "Additional Belwvior Delection
Techuigues” becanse ABDT is actually a supplemental tool Lor BDOs to wse during the
Casual Conversaiion phase of SPOT Relerral Screening. The caurse was formerly tilled
*Advanced Behavior Detection Technigues.” Microfacial expressions are very brief facial
expressions that can last as little as 1/25 of a second.
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TsA Consulted with Some
Experts on Developing SPOT
Training

BDOs how to detect microfacial expressions. After pilot testing, the
course began implementation nationwide in January 2009,

In developing an effective training program, we previously reported that
consultation with subject matter experts and expert entities is a core
characterisiic of the strategic Lraining and development process.” THA
SPOT program staff told us that they consulted with experts on behavior
detection and observed existing behavior detection courses before
deploying the SI'OT training program. According to SPOT program
officials, a TSA staff member from Boston Logan International Airport
attended other training programs offered by other federal ageneies aned
private training organizations to inform the design of SPOT training. "™
TSA officials teld us that information from the training courses was used
to help develop the list of behaviors or “stress elevators” for the prograr,
and that the point system used to identify passengers for referral screening
was hased in part on consultations with several sobject-matter experts.

THA documentation also notes thal a SPOT working group ereated in
February 2004 consulted with the FBI's Behavioral Science Unit."™ The
Behavioral Science Unit specializes in developing and facilitating training,
research, and consultation in the behavioral sciences for the FBI law
cenforcement, intelligence, and military communitics. While TSA officials
from Boston Logan tald us that the FBI was included in this initial SPOT
working group, these officials agree that coordination with the FBI lapsed
until June 2009 when the SPOT Program Office reengaged with the
Behavioral Science Unit, and held a meeting with the unit at the FBI
Academy in Quantico, Virginia. Since that meeting, a subhject matter
expert. from the SPOT Program Office has been invited to be a member of

MGAQ, Hhoran Capital: A Guide for Assessing Strategic Training and Development
Efforts in the Federal Govenoment, GAO-1-516G (Washington, D.C. Mar. 1, 2004),

"The TSA staff member attended the following external training conrses: John Reid and
Assnciates’ Reld Techniques of Intexrogation and Advanced Reid Techniques of
Interrogation; Massachusetts State Police Academy’s Basie Investigations and Professional
Development Program Interview Technigues: hiternaiional Securily Defense Systems’
Verilication Agent for Virgin Allantic Security Systeins; New Mexico Technology, Materials
and Research Cender's PDrevention and Response 1o Suicide Bomber Indicaiors; Abriis
Corporation’s Detecting Deception and Eliciting Response; Langevin Leaining Services'
Instructional Technigues for New Instructors; Ekman Group's Understanding Emotions
and Dctecting Truth; Chamelcon Associates” Suspicious Behavior Detection; and Federal
Transit Adminustration’s Terrorist Awarenesg, Becognition, and Response,

""The purpose of the SPOT warking group was to help refine the list of SPOT behaviors and
to develop standard operating procedures and a comeept of operarions for the program.
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the Terrorism Research and Analysis Project, which is an ongoing working
group sponsored by the unit.

I July 2008, DIIS's Screening Coordination Office facilitated a
collaborative discussion on behavior detection that included TSA, CBP,
and Secret Service officials Lo betier ensure that components within DHS
share information regarding their efforts in behavior detection and provide
a forum for components to have an informed and collaborative discussion
on current capabilities, best practices, and lessons learned, According to
TSA, no further contact has occurred betweoen the DHS Behavior
Detection Working Group and the SPOT program. Thus, the extent to
which the working group’s expertise will be used to refine or augment
SPOT training in the future is not yet clear.

SPOT Program Office
Recently Deployed
Recurrent Training

Along with basic and remedial training required by the Aviation and
Transportation Security Act, TSA policy requires its screening force to
regularly complete recurrent (relvesher) training. TSA recognized that
ongoing training of screeners on a frequent basis and effective supervisory
training are critical to maintaining and enthancing skills learned during
basic training. According to agency officials, TSA is currently working
with DHS 5&T to determine the necessary frequency for refresher training
for each training course within the SPOT program. Furthermore, TSA
plans to place BDOs under TSA’s Performance and Accountability
Standards System (PASS) beginning in fiscal year 2010. This will include a
recertification module,

In 2008, the 8FOT program office began the process for developing
recurrent SPOT training. Our internal control standards and training
assessment guidance sugges! thal such relresher training should be
considerad integral to an effective training program from the start because
work conditions and environments can be expected to change over time,
and additional or updated training is essential to ensuring that the prograrm
raission continues to be accomplished.™  According to the SPOT program
affice, the recently deployved recwrrent training will be semiannual. TSA’s
Operational and Technical Training Division initially planned to pilot test
recurrent training in April 2008 followed by full implementation of the
course in approximately May 2009, Because the Operational and
Technical Training Division focus was shifted to completing the revisions

"GACQ/ATMD-00-21.3.1 and GAO-04-546¢.
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for the SPOT basic certification course, recurrent training was delayed
until September 2009 when they released the training on TSA's Online
Learning Center.

Instructor Evaluations
Found Mixed Quality;
Issues with Program
Management Led to
Instructor Retraining

Our previous work on elements of effeclive {raining states that instructors
must be both knowledgeable about the subject matter and issues involved,
as well as able to effectively transfer these skills and knowledge to
others,™ Moreover, internal control standards state that all persorinel
need to possess and maintain a level of competence that allows them to
accomplish their assigned daties.™' Management needs to identify
appropriate knowledge and skills needed for varions jobs and provide
needed training, as well as to ensure that those teaching the skills are
themselves competent.

TSA conducted internal assessments of SPOT instructors episodically
trom 2006 through March 2008. These assessments involved a few
insiructors baing rated al a time, and found a wide range of compelency
among the instructors. In January 2009, TSA's Office of Inspections and
Investigations began an investigation of the SPOT training manager, who
resigned shortly thereafter, TSA investigators determined that the training
manager and other trainers had created a hostile training environment that
intimidated some trainces. To address this problem, TSA stated that the
program office reexamined the SPOT training program nationally. This
included recertifying 47 of 54 SPOT instructors in March 200%, which
included evaluation by TSA's Office of Haman Capital, Quality Assurance
assessord. Additionally, inJuly 2009, TSA centralized SPOT training at five
permanent, regional training facilities in Orlando, Florida; Tlouston, Texas;
Phoenix, Arizona; Denver, Colorado; and Philadelphia, Pennsylvania. "
According 10 the SPOT program direclor, this will allow {he SPOT
program office more oversight over training. Previously, training was
provided at individual airports.

"G AO-DASHIG,

MGACYATMIEO0-21 3.1,

"The SPOT program relaing the discrelion (o train BOOs at a site other than one of the live
training facilities if il is more [iscally responsible 1o do so. For example, if ihere are 15

B candidares ar a single airport, the SPOT prograva will teain them at thar aivport rather
than sending them to a training facility.
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After the March 2009 recertification training, ratings scores of SPOT
instructors showed less variation than did previous ratings. We reviewed
the quality assurance instructor evahiations of two SPOT instructors
conducted by TS8A’s Office of [Twman Capital, Training Standards and
Evaluation Branch, and the 187 SPOT program instructor evaluations of 54
SPOT instructors conducled by the SPOT program office and TSA's
Operational and Technical Training Division since the program started in
October 2006, After the recertification training, 93 percent of instructors
were rated as exceeding expectations, conipared to 30 percent in the 2006
to Septernber 2008 ratings. Table 3 shows the ratings of instructors for
March 2009 compared to the period of 2006 to September 2008,

Table 3: SPOT Instructor Evaluation Ratings, 2006 to September 2008, and March 2009

Neods Meets Excoeds
Number of Unsatisfactory improvement expectations expectations No numeric
instructor {75-B4%) (B5-94%) (98-100%) seore given
evaluations  Number Percent  Number Fercent Number Percent Number Percent Number Parcent
2008 -
Sept
2008 73 4% 5 7% 36 49% e 30% 7 10%
Mareh
2008 94 0% 1 1%, 3 6% a7 S 0 %

Sourae: GAD anslysis of THA Quality Assurance Instructor Bvaluations fur 3POT

In addition to the variation in numeric scores and rating levels for the 2006
to September 2008 period, as shown in table 3, we found substantial
variation in the comments about instructor competency for the samoe

Some SPOT instructors have been evaluated multiple times, While the SPOT program
olfice provided us with print or electeonic copies of ull SPOT instruclor evaluations, some
[ormns eondained only nunieric ralings and no writien commnents; others had no nameric:
seored. Because insteoclor names were redacted from the evaluations, the numbers may
nclude duplicates. Additionally, the svaluations containing written comments were not
always filled out using complete sentences, making it difficult o ascertain the rater’s
assessment of the instructor

"SPOT Instructors are evaluaied using a Quality Assurance Instructor Evaluation, TSA

Form 1909, Ulsing this form, the evaluator assigns either 0 (zexo) points, 0.5 painis, or 1
point for each of 57 ratable items depending on whether the instructor meets the standard
as written, needs improvemoent to meet thae standard, or docs not meet the stundard. The
tolal points are then entered inlo a fornnnla that generates a percentage. This percentuge is
used to determing the overyll rating, Inslractors receiving s score of 85 percent (o 100
percent are raled as exceeds expeciations, 85 percent 10 94 percent are raied as meets
expectations; 75 percent to 84 percent are vated as needs improvement; and 0 percent to 74
percent are rated as unsatisfactory.
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period. For example, in 32 out of 74 instructor evaluation forms that we
reviewed where comments were made about the instructor prior to 2009,
the comiments ranged from superb to needs more experience as an
instructor, as well as needs more time performing the job as a BDO to be
able to teach others. In the comments on an instructor who was rated as
“reels expeclations,” the instruclor was described as having “limited
experience within the SPOT program,” that this was “a major concern,”
and it was recommended that the instructor spend as much time as
possible functioning as a BDO. In other cases, however, SPOT instructors
wore described as competent, solid, and outstanding. For example, one
instructor who received a rating of “excecds oxpectations” was described
as a superb instrnctor who “is a valued raember of the National Training
Team.” As noted above, following the March 2000 recertification training,
93 percent of the instructors received a rating of “exceeds expectations”
with only | percent “needing improvement.” Cf the 94 instructoy
evaluations completed in March 2003, 82 contained wriften comments, Of
these, multiple SPOT instructors were described as excellent,
lmowledgaable, and effecltive. For éxample, aninstructor who received a
rating of “exceeds expectations” was noted as demonstrating a high degree
of material knowledge and great presentation skills, TSA attributed the
increase in instructor ratings to two factors. The first is low turnover
among SPOT instructors, which allows instructors to hone hoth their
technical and instructor skills. The sccond factor cited by TSA is that TSA
conducted a 2-day instractor refresher training immediately prior to the
evaluations in March 2009, To ensure all instructors were reevaluated
within a specific time frame, evaloations were scheduled and conducted in
a controlled environment. Instructors knew in advance they were going 1o
he evaluated and delivered modules of the B0 certification course fo
other BDO instructors.

TSA Has Taken Some
Action, but Has Not
Evaluated the SPOT
Training Program for
Effectiveness

We previously reported that evaluation is an integral part of training and
development efforts, and that agencies need to systematically plan for and
evaluate the effectiveness of traiming and development.” Employing
systomatic monitoring and feedback processes can help by catching
potential problems at an carly stage, therchy saving valuable tine and
resources that a major redesign of training would likely entail. Similarly,
in 20086, TSA's Operational and Technical Training Division issued general
evaluation standards for training programs, stating that training programs

"G AC-04-5460,
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should be comprehensively evaluated on a periodic basis to idenfify
program strengths and weaknesses."" Moreover, standard practices in
prograre management for defindng, designing, and executing progrars
include developing a road map, or program plan, to establish an order for
executing specitic projects needed to obtain defined programratic results
within a specified time frame. "

The former SPPOT training manager told us that the SPOT program
internally evaluates the effectiveness of SPOT training through the job
knowledge tests that BDO candidates must pass following the ¢lassraom
portion of the training and the SPOT Proficiency/On-the-Job Training
Checklist following the on-the-job portion of the training. Furthermore,
the former training manager told us that TSA knows that the SPOT training
is effactive because BDOs are able to recognize behaviors at the
checkpoint, and because of BDOs" demonstrated ability to identify
criminals—such as drug couriers or peaple with outstanding arrest
warrants—through the screening process.

Although TSA has not conducted a comprehensive analysis of the
effectiveness of the SPOT training program, TSA's Office of Human
Capital, Training Standards and Evalvation Branch conducted training
cvaluations to asscss how students use what they were taught in the SPOT
basic training course. Specifically, from July through September 2008, the
Training Standards and Evaloation Branch conducted evaluations at b of
the 161 airports where the SPOT program is currently operating. Based on
BDO feedback at the 5 ajrports, the Training Standards and Evaluation
Branch's final report contained a series of recommendations for inaproving
the SPOT training program. These recommendations and TSA’s actions to
address them are summarized in table 4.

"THA, Operational and Technical Training Division, Training Standurds (Sepl. 28, 2006).

"The Project Management. Institute, The Standard for rogram Management€ 2006),
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. ________________________________________________________________________|
Table 4: TSA Training Standards and Evaluation Branch Recommendations for
Improving SPOT Training and TSA Actions on the Recommendations

Training $tandards and Evaluation
Branch recommendations

TSA action on recommendations

Ensure fraining instructors adhere 1o A set
of professional guidelines,

TSA sent 47 TEA Approved Instrictors for
the SPAT program to recerification training
in March 2009,

Add local policies and procedure as an
addendum to the (SPOT) Training,

No action.”

Include more role-playing and scenarios in
the classroom training so all trainegs can
practice casual conversation skills.

TSA added more role-playing scenarios 1o
their basic SPOT training.

Devealop recurrent training that can be
placed on the TSA Onling Learming Ceniter.

T8A developad and deplayad recurrant
training on the TSA Onling Leaming Genter
in Seplember 2009,

Develop termplates for writing reports,

TSA added an Incident Report Wiiting
course 10 the TSA Online Learning Centar,
Additionally, TSA has developed templates
for Incident Reports and After Action
Heports. TSA has also developed Online
Learning Center training for complating
SPOT Referral Raports.

Provide mare real world videos.

TSA revised the SPOT training videos in
late 2008,

Provide requrrent training of behaviors
through onling videos.

The video scenarios tor recurrent training
will be available in the second guarter of
fiscal year 2010.

Add parts of the Bomb Appraisal Officer No action.*
task ino the training.

Provide recurrent training outside of TSA  No action.”
{more Immigration and Customs

Enforcement, DEA, and CBP training).

Have BDOs spend more time with an On-  No action.”

the-Job-Training mentor.

Validate the training for course content and
On-the-Job-Training.

In 2009, in coordination with DHS S&T,
TSA began the scientific analysis of the
BRO position to empirically derive and
validate the knowledge, skills, and
attriputes that it regquires. The analysis is
projected to be complated in fiseal year
2010,

Clarify SPOT's “Walk-the-Line” policy and
communicate it to all BLO personnel,

TSA issued ravised SPOT Standard
Operating Procedures to all BOGs in
January 2009,

Sobree: TSA. Traiting Standards and Evaluation Branch. Office of Humar Capital. Meméranaum For Operational and Technieal
Training. and Behavior Detestion and Document Validation Branah, Office of Sacurity Operations on Training Transker (L3 of BROT

Traming. Cotabar 30, 2008,
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*According to TEA, the SPOT program office will determine if the recommended action is appropriate
alter the BOO job tagk analysis and training task analygig are completed.

Additionally, in conjunction with S&T, TSA conducted a training
effectiveness evaluation on the Additional Behavior Detection Techniques
course, which showed a statistically significant increase in knowledge and
skills following completion of the course.

S&T is currently conducting a BDO job task analysis, which may be used
tn evaluate and update the SPOT training curriculum. Following the
cornpletion of the job tagk analysigeanticipated in mid-May 2010-T8A’s
Operational and Technical Training Division intends to conduct an in-
depth training gap analysis,'” which will take approximately 2 months to
complete. Following completion of the training gap analysis, the agency
will develop project plans, including milestones for future doveloprment
cfforts, to address any training concerns. However, to date, the agency
does not have an evaluation plan including time frames and milestones for
completion. According to the Operational and Technical Training
Division, TSA will conduct periodic evaluations as the BDO position
evolves. By conducting a cornprehensive evaluation of the effectiveness of
its training program, TSA will be in a better position to determine if BDOs
are being taught the knowledge and skills they need 1o perform their job,
Fuarthermore, by developing milestones and time frames [or conducting
such evaluations systematically, as well a5 on a periodic basis, TSA could
help ensure that the SPOT training program is evaluated in accordance
with its directives to help ensure that the programm continues to provide
BDOs with the necessary tools required to carry out their responsibilities.

Conclusions

THA developoed the SPOT program in the wake of Septembor 11, 2001, in
an effort to respond quickly to potential threats to aviation security by
identifying individuals who may pose a threat to aviation security,
ineding tervorists planning or executing an attack who were not likely to
be identified by TSA’s other screening security measures. Becanse TSA
did net ensure that 8POT’s underlying methodology and work methods
were scienlilically validaled prior to its nationwide deployment, an
independent panel of experts could help determine whether a scientific
foundation exists for the way in which the SPOT program nses behavior
detection analysis for counterterrorism purposes in the aviation
Crvironmaent,

"The training gap analysis identifies gaps in the training currienlum,

Page 58 GAGLLD-T63 Rereening of Passengers by Otservation Technigues

TSA 15-00014 - 006888



With approximately $5.2 billion devoted to screening passengers and their
property in figcal year 2009, it is imaportant that TSA provides effective
stewardship of taxpayer funds ensuring a retarn on investinent for each
layer of its security systenm. As one layer of aviation security, the SPQT
program has an estimated projected cost of about §1.2 billion over the
nexl b years if the administration’s requested funding of 8232 million for
fiscal year 2011 remains at this level."* The nation's constrained fiscal
environment malkes it imperative that careful choices be made regarding
which investments to pursue and which to discontinue, If an independent
cxpoert panel determines that DHS's study is safficiontly comprehensive to
determine whether the SPOT program is based on valid seientific
prineiples that can be effectively applied in an airport environment for
coumnterterrorism purposes, then conducting a comprehensive risk
assessment including threat, vulnerability, and consequence could
strengthen TSA's ability in making resource allocation decisions and
prioritizing its risk mitigation efforts, Moreover, conducting a cost-benefit
analysis could help TSA determine whether SPOT provides benefits
greater than or equal 10 other security allernatives and whether its level of
investiment in the SPOT program is appropriate. Revising its strategic plan
for SBIPOT to incorporate risk assessment information, cost and resource
anmlysis, and other essential components could enhance the plan’s
uscfulness to TSA in making program management and resouxce
alloeation decisions to effectively manage the deployment of SPOT.

Providing guidance on how to use TSA's resources for running passenger
names against intelligence and criminal databasges availahle to the
Transportation Security Operations Center and helping DIIS to connect
disparate pieces of information using the Transportation Information
Sharing System and other related intelligence and crime database and data
sources could betier inform DHS and TSA regarding the identity and
background of certain individuals and thereby enhance aviation security.
In addition, implementing the steps called for in the TSA Office of
Strategic Operations plan to provide BDROs with a real-time mechanism to
verify passenger identitios and backgrounds via TBA's Transportation
security Operations Center could strengthen their ability to rapidly verify
the identity and background of passengers who have cansed concern, and
increase the likelihood of detecting and disrupting potential texvorists

This estinale assumes that there would e no Turther ingcreases for SPOT over the next &
years above the requested $232 million level for fiscal vear 2011, However, to stay even
with inflarion, the allocation would likely increase somewhat each vear.
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Recommendations for
Executive Action

intending to cause harm to the aviation system. Additionally, developing
outcorme-oriented performance measures, making improvements to the
SPOT database, and stadying the feasibility of utilizing video recordings of
individuals as they fransited checkpoints and who were later charged with
or pleaded guilty to terrorism-related offenses, could help TSA evaluate
the SPOT program, identify polential vulnerabililies, and assess Lhe
effectiveness of its BDOs. Further, developing a plan for systematic and
periodic evaluation of the training provided to BDOs along with time
frames and milestones for its completion could help ensure that the SPOT
training prograrn is evaluated in aceordance with its directives to help
cnsure that the program continues to provide BDOs with the necessary
tools required to carry out their responsibilities.

Tt help ensure that SPOT is based on valid scientific principles that can he
effectively applied in an airport environment, we recommend that the
Secretary of [Homeland Security convene an independent panel of experis
1o review Lthe mathodology of the DHS 8&T Directorate study on the S8POT
progrant to determine whether the study’s methodology is sufficiently
cormprehensive to validate the SPOT program. This assessment should
include appropriate input from other federal agencies with expertise in
behavior defection and relevant subject matter cxperts,

If this rescarch determines that the SPOT program has a scientifically
validated basis for using behavior detection for counterterrorisi purposes
in the airport environment, then we recomumend that the TSA
Administrator take the following four actions:

+  Conduct a comprehensive risk assessment to include threat,
vulnerability, and consequence of airports nationwide to determine the
effective deployment of SPOT il TSA’s ongoing Aviation Modal Risk
Assessment lacks this information.

»  Perfmmo a cost-benefit analysis of the SPOT program, incloding a
comparison of the SPOT program with other security screening
programs, such as random screening, or already existing security
TNEASIIES,

+  Revise and implemeni the SPOT strategic plan by incorporating risk
assessmenl information, identilying cost and resources, linking it 1o
other related TBA strategic documents, describing how SPOT is
integrated and implemented with TSA's other layers of aviation
security, and providing guidance on how to effectively link the roles,
responsibilities, and capabilities of federal, state, and local officials
providing program suppott.
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»  Study the feasibility of using airport checkpoint-surveillance video
recordings of individuals transiting checkpoints who were later
charged with or pleaded guilty to tervorism-related offenses to enhance
understanding of terrorist behaviors in the alrport checkpoint
cnvironment,

Ceoneurrent with the DHS S&T Dircctorate study of SPOT, and an
independent panel assessment of the soundness of the methodology of the
B&T study, we recommend that the TSA Administrator take the fellowing
six actions to ensure the progran's effective implemetttation:

+ To provide additional assurance that TSA utilizes available resources to
gupport the goals of deterring, detecting, and preventing security
threats to the aviation system, TSA shoulsd:

L]

Provide guidance in the SPOT Standard Operating Procedures or
other TSA directive to BDOs, or other TSA personrel, on inputting
data into the Transportation Information Sharing System and set
milestones and a fimme trame for deploying Transportation
Information Sharing System access to SPOT airports so that TSA
and intelligence community entities have information from all SPOT
LEO relerrals readily available to assist in “connecting the dots” and
idenlifying polential terror plots,

Implement the steps called for in the TSA Office of Securily
Operations Buginess plan to develop a standardized process for
allowing BDOs or other designated airport officials to send
information to TSA's Transportation Security Operations Center
about passengers whose behavior indicates that they may pose a
threat to security, and provide guidance on how designated TSA
officials are to receive information back from the Transportation
Scourity Operations Center.

Direct the TSA Transportation Security Operations Conter to utilize
all of the law enforcement and intelligence databases available to it
when running passenger names, for passengers who have risen to
the level of a LEO referral,

+ To better measure the effectiveness of the program and evaluate the
performance of BDOs, TSA should;

Page 41

Establish a plan that includes objectives, milestones, and time
frames to develop outcome-oriented performance measures to help
refine the current methods used by Behavior Detection Officers {or
identifying individuals who may pose a risk to the avialion gysten.
Establish controls to help ensure completeness, accuracy,
authorization, and validity of data collected during SPOT screening,
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Agency Comments
and Our Evaluation

*»  To help ensure that TSA provides BIOs with the knowledge and skills
needed to perform their duties, TSA should:
« [Lstablish time frames and milestones for its plan to systematically
conduct evaluations of the SPOT training program on a periodic
basis.

We provided a draft of our report to DHS and TSA on March 19, 2010, for
review and comment. On May 3, 2010, DHS provided written comments,
which are reprinted in appendiz 1L In conunenting on our report, DHS
staked that it concurred with 10 of our recommendations and identified
actions taken, planned, or under way to implement them. However, the
actions DIS reported it plans to take and has underway do not fully
address the intent of our lirst, recommendation. DHS also concurred in
principle with an eleventh recommendation stating that it had convened a
working group to determine the feasibility of implementing it. DHS
cornmented on the scientific basis underlying SPOT and on two statements
in our report that it believed were inaccourate—specifically, DHS disagreed
with our reliance on a 2008 National Research Council report published
under the auspices of the National Acadermy of Sciences on issues related
to behavior detection, and second, on issues related to unpublished
research they had cited as a partial validation of some aspects of the SPOT
program.'”’ Finally, DIIS commmented on our conclusion regarding the use
of the SPOT referral data,

Regarding our [irsl recommendation that DHS convene an independent,
panel of experls 1o review the methodology of DHS’s Science and
Technology Directorate (S&T) study on SPOT, and to include appropriate
input from other federal agencies with relevant expertise, IVHS concurred
and stated the current process includes an independent review of the
program that will include input from other federal agencies and relevant
experts. Although DHS has contracted with the American Institutes for
Research to conduct its study, it remains unclear who will oversee this
review and whether they are sufficiently independent from the carrent
regearch process. DHS's response also does not. describe how the review
currently planned is designed to determine whether the study’s
methodology iz sufficiently comprehensive to validate the SPOT program.
As we noted in gur report, research an other issues, such as determining

' The National Research Council is a component, of the National Avadeny of Sciences, a
part. of a private, nonprofic institution, the National Acadewies, which provide science,
technology, and health policy advice under a rongressional charter.
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the number of individuals needed to observe a given number of passengers
moving at a given rate per day in an airport environment or the duration
that such observation can be conducted by BDOs hefore observation
fatigue affects effectiveness, could provide additional information on the
extent to which SPOT can be effectively implemented in airports. Dr. Paul
Ekman, a leading research scientist in the [ield of behavior detection, tald
us that additional research could help determine the need for periodic
refresher training since no research has yet determined whether behavior
detection is easily forgotten or can be potentially degraded with time or
lack of use. Thus, questions exist as to whether behavior detection
principles can be reliably and cffectively used for counterterrorism
purposes in airport settings to identify individuals who may pose a risk to
the aviation system. To help ensure an objective assessment of the study's
methodology and findings, DHS could benefit from convening an
independent panel of experts from outside DITS to determine whether the
study’s methodology is suficiently comprehensive to validate the SPOT
program,

DHS also concurred with our second recommendation to conduct a
comprehensive risk assessment to determine the effective deployment of
BPOT. THHS stated that TSA's Aviation Modal Risk Assessment is designed
to evaluate averall transportation sccurity risk, not deplovment strategies,
However, DHS noted that TSA is in the process of conducting an initial
risk analysis using its risk management analysis tool and plans to update
this analysis in the future, However, it is not clear from DHSs comments
how this analysis will incorporate an assessment of TSA’s deployrment
strategy for SPOT.

DIIS also concurred with our third recommendation to perform a cost-
berefit analysis of SPOT. DHS noled that TSA is developing an initial cost-
benefit analysis and that the flexibility of behavior detection officers
already suggests that behavior detection is cost-effective. However, it is
not. clear from DHS's comments whether its cost-benefit analysis will
include a comparison of the SPOT program with other seourity screening
programs, such as random screening, or already existing security
measnres as we recommended. Completing its cost-benefit analysis and
comparing it to other screening programs should help establish whether
the SPOT program is cost-effective compared to other layers of security.

With regard to our lourth recommendation 1o revise and implement the
SPOT strategic plan using risk assessment information, DIIS concurred
and noted that analysis facilitated by the risk management analysis Log]
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will allow the program to revise the SPOT strategic plan to incorporate the
elerments identified in our recomimendation.

DIIS also concurred with our fifth recommendation to study the feasibility
of using airport checkpoint-surveillance video recordings to enhanee its
understanding of terrorist behaviors, DHS noted that TSA agrees this
could be a useful tool and is working with DHS's S&T Directorate to utilize
video case studies of terrorists, if possible, These cases studies could help
TSA determine what behaviors had been demonstrated by these persons
convicted of terrorist-related offenses who went through SPOT airports,
and what could be learned from the observed behaviors,

DHS concurred with our sixth recommendation that TiSA provide guidance
in the SPOT SOP or other directives to BDOs, or other TSA personnel, on
how to input data into the Transportation Information Sharing System
database. DIIS stated that the SPOT SOP is undergoing revision, and that
the revised version will provide guidance directing the input of BDO data
into the Transportation Information Sharing System, DHS anticipates
release of the updated SPOT SO in fiscal year 2010. DHS also agreed that
T8A should set milestones and a time frame for deploying Transportation
Information Sharing System access to SPOT airports so that TSA and
intelligence community entitics have information from all SPOT LEO
referrals readily available to assist in *connecting the dots” and identifying
potential terror plots. DHS stated that TSA is currently drafting a plan to
include milestones and a time frame for deploying System access to all
SPOT airports.

DITS ecomcwrred with cur seventh recommendarion to develop a
standardized process to allow BDOs or other desighated airport. officials to
send information {0 TSA’s Transportation S8ecurity Operations Center
abomt passengers whose hehavior indicates they may pose a threat to
security, and to provide guidance on how designated TSA officials are to
receive information back from the Center. DHS stated that TSA has
convened a working group to address this recommendation, Moreover,
TSA is developing a system and procedure for sending and receiving
information. from the Center and stated that it anticipates having a system
in place later in fiscal year 2010,

DIIS concwrred in principle with vegard to our eighth recommendation
thal the Transportation Security Operations Cenler utilize all of the
databases available to it when conducting checks on passengers who rise
{0 the level of a LEO referral against intalligence and criminal dalabases,
DS stated that TSA has convened a working group to address this
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recommendation. According to DHS, this group will conduct a study
during fiscal year 2010 to determine the feasibility of fully inplementing
this recomrmendafion. As such, the study is to review the various
authorities, permissions, and limitations of each of the databases or
systems cited in our report. DIIS stated that access to sorme of the
systems, requires more justification than a BDO referral. Further,
according to DHS, because some of the databases or systems contain
classified information, TSA will also need to adopt 4 communication
strategy to transrait the passenger inforraation between the BDO and
Transportation Secarity Opcerations Center. DHS stated that TSA will
work on a process to calleet the passenger information, verify the
passenger’s identity, through checks of databases, and analyze that
information to determine if the passenger is the subject of an investigation
and may pose a risk to aviation security.

With regard to our ninth recommendation to establish a plan with
objectives, milestones, and time frames to develap outcome-oriented
performance measures for BDOs, DHS concurred and stated thar TRA
intends to consult with experts to develop ontcome-oriented performance
easures.

DHS also concurred with our tenth recommendation to cstablish controls
for SPOT data. DHS noted that TSA established additional controls as part
of the SPOT database migration to TSA's Performance Management
Information System and is exploring an additional technology solution to
reduce possible errors. As noted in our report, since these changes to the
database were not complete at the time of our andit, we could not assess
whether the problems we identified with the database had heen corrected.

Regarding our eleventh recommendation Lo eslablish time [rames and
milestones to systematically evaluate the SPOT training program on a
periodic basis, DHS concurred and stated that TSA intends to develop
such a plan following completion of DH®'s 8&T Directorate’'s BDO Job
Task Analysis, and THA s training gap analysis, which identifies gaps in the
training curricilum.

DHS also commented on the scientific basis underlying SFOT.

Specifically, DHS stated that decades of scientific research has shown the
SPOT hehaviors to be “universal in their manifestation.” Iowever,
according Lo DHS, its 8&T Direclorate is examining the extent 1o which
hehavior indicators are appropriate for screening purposes and lead to
appropriate and correct, secarily decisiona, TYHS also coramenied that the
results of this work, which is currently anderway, will establish a scientific
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basis of the extent to which the SPOT program. instruments and methods
are valid. Thus, DHS's cornments suggest that additional research is
needed to determine whether these behaviors can be used in an airport
environment for screening passengers to identify threats to the aviation
system.

Moreover, DHS took 1ssue with our use of a report from the National
Research Couneil of the National Acadenmy of Sciences stating that we
inproperly relied upon this report.’ We disagree. DHS questioned the
findings of the National Research Council report and stated that it lacked
sufficient information for its conclusions because it principally focused on
privacy as it relates to data mining and behavioral surveillance and was
not infended to represent an exhaustive or definitive review of the
research or operational literature on behavioral screening, including
recent unpublished DIIS, defense, and intelligence community studies.
DIIS also stated that the National Research Council report did not study
the SPOT program and that the researchers did not conduct interviews
wilh SPOT personnel.

As we noted in our report, although the National Research Council report
addresses broader issues related (o privacy and data mining, a semor
Council efficial—and one of the authors of the study-—stated that the
committee included behavior detection as a forus because any behavior
detection program could have privacy implications. This official added
that the primary objective of the report was to develop a framework lor
sound decision making for programs, such ag SPOT, and help ensure a
gound scientific and legal basis. According to this official, the National
Academy of Sciences’ Committee on Technical and Privacy Dimensions of
Information for Terrorism Prevention and Other National Goals—which
had oversighl of the report-—was briefed on the SPQT program as part of

Eational Research Council, Protecting Tedividual Privacy fn the Struggle Against
Torvorists: A Framework for Assessweent (Washinglon, D.C: National Acadernies Press,
20083, The report’s preparation was overseen by (he Nationul Academy of Science's 21~
member Commiilee on Technical and Privacy Dimensions of Infonnaiion for Terrorism
Prevention and Other National Groals. We reviewed the approach used and the information
provided in this study and found the study to he credible for our purposes, The
contribuiors included recognized cxperts across a variety of fields, ineluding William [
Perry, [ormer Secrelary ol Defense, and Dr. Tara (PToole, then-CEO and Director of the
Ceriter for Blosecurily ol the University of Pittsburgh Medical Cenler, Prolessor of
Medicine and of Public Healih at the University of Pitisbuegh. (De. O'Toole was
snbsequently nowinared and condirmed as the Under Secretary of the DHS Science and
Technology Directorate.)
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the study. The Committee also conducted meetings with three experts in
behavior detection as part of their research. During the course of our
review, we interviewed three Committee members responsible for
devaloping the report’s findings, as well as four other beliavior detection
experts, including the three whe participated in the Nafional Research
Council study. Our discussions with these experts corroborated the
report’s findings. 'Thus, we believe that our use of the Council report was
an appropriate and a necessary part of our review.

However, the National Rescarch Council report was only one of many
sources that we analyzed with regard to the scienee of behavioral and
physiological screening, and its applicability to an airport environment. As
we notad in the description of our methodology, our study included
interviews with officials from DHS as well as several of its components
aned other 115, government agencies—each of which use elements of
hehavior detection in their daily work., We also interviewed El Al airline
officials, a former director of security at Israel's Ben-Gurion airport, and
seven natiomally recognized experts in behavior delection as paxt of our
review, Moreover, as we explained in the discussion of our scope and
methodology, we conducted a survey about the SPOT program of all 118
Federal Security Directors for all SPPOT airports, and conducted site visits
to 15 SPOT airports. In addition, we analyzed the SPOT referral database,
to the extent the data permitted, covering a 4-year period and the results
from 2 billion passengers passing through SPOT airports. Moreover, we
afttended both the basic and advanced training courses in behavior
detection provided by TSA to BDOs, in order to better understand how the
program is carried out. Therefore, our analysis of the program was not
derived from or based on a single study by the National Research Council
as DIIS suggested, but rather is based on all of the information we
gathered and synthesized from mulliple, diverse, experl sources, each of
which provided different perspectives ahout the program, as well as about
behavior detection in general.

DHS also disagreed with the accuracy of a statoment included in our
reprort that noted DHS S&T could not provide us with specific contacts
related to sources of infornmation for certain researcch it cited as support
for the 3FOT program. In its comments, DHS stated that it had provided
us with all requested documents that represent DHS's S&T Directorate-
sponsored research, We agree. Tlowever, DIIS did not provide us with
conlact information for the sources of unpublished studies by the
Department of Defenge and other intelligence community studies that DIIS
S5&T had cited as support for the SPOT program. Without such
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information, we are unable t0 verify the contents of these unpublished
studies.

Finally, DIIS stated that while we were unable to use the SPOT referral
data to assess whether any behavior or combination of SPOT behaviors
could be used to reliably predict the final outcome of an inciden! invalving
the use of SPOT, it was able to analyze the SPOT referral database
successtully after working with TSA to verify scores assigned to different
indicators, Our concern with the data did not involve the question of
whether some behaviors were entored cryonecously, nor whoether errors in
coding were excessive or non-random. Rather, we were concerned with
whether the data on behaviors were comaplete. Specifically, it cannot be
determined from the SPOT referral datahase whether all behaviors
observed were included for each referred passenger by each BDO or
whether only the hehaviors that were sufficient for a LEO referral were
recorded into the database, It is not, possible to determine from the
database if the number of observed behaviors entered for a given
passenger was the total number of observed behaviors, or whethey
additional behaviors were observed. A rigorous analysis of the relative
effects of the different behaviors on the outcomes of the use of 8IPOT
woruld require each BDO to record, for each of the observable behaviors,
whether it was or was not observed,

THA also provided technical comments that we incorporated as
appropriate,

We will send copies of this report. to the Secretary of Homeland Securify;

the TSA Administrator (Acting); and interested congressional committees
as appropriale. The reporl will also be available al no charge on the GAO
Web site at http/www.gao.gov,

If you or your staff have any questions about this report, please contact me
at (2023 512-4379 or lords@ean gov., Contact points for our Qffices of
Congressional Relarions and Public Affairs may be found on the last page
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of this report. Key contributors to this report are acknowledged in
appendix 111,

Sinceraly yours,

mtephen M. Lord

Director, Homeland Security and Justice Issues
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Appendix I: Scope and Methodology

To determine the extent fo which the Transportation Security
Administration (TSA) determined whether the Screening of Passengers By
Observation Techniques (SPOT)Y program had a scientifically-validated
hasis for identifying passengers before deploying it, we reviewed literafure
ort behavior analysis by subject matter experts, interviewed seven experts
in behavior analysis, interviewed other federal agencies and enlities aboul
how they use behavior detection technigques, and analyzed relevant reports
and books on the topic. These ingcluded a 2008 study by the National
Research Couneil of the National Acadenwy of Sciences that has a
discussion regarding deception and behavioral sarveillance, as well as
other issues related to behavioral analysis.’! We interviewed Dr, Horbert 8,
Lin, who was a primary author of the report, as well as Dr. Robert W,
Levenson, and Dr. Stepban E. Fienberg, both members of the Acadamy
committee that oversaw the report, about the report's findings with regard
10 behavior detectinn, and the extent to which hehavior detection in a
complex environment, such as an airport terminal, has been validated with
regard to its etfectiveness in identifying persons who may be a risk to
aviation secorily, Other behavior detection expearts we consulled were Dr,
Paul Ekman;® D, Mark Frank:* Dr. David Givens;’ Dr. David Matsumaoto;”

‘National Research Couneil, Protecting Tndividual Privocy in the Struggle Against
Tervorists: A Framework for Assessment (Washington, D.C.: National Acadeimies Press,
2008}, The report’s preparation wag overseen By the NAS'S 21-mcmnber Coramittoe on
Technical and Privacy Dintensions of Information for Terrorism Prevention and Other
National Goals, We reviewed the approach used and the inforoation provided in this stady
and found the study to be credible for our purposes. The contributors included recognized
experts across a variety of flelds, incloding William J. Perry, former Secretary of Defense,
and Dr. Tara O"Taole, then-CEO and Director of the Center for Biosceurity of the
Lniwersity of Pittsbargh Medical Center, Profassor of Medicine and of Public Health at the
Universily ol Pittshurgh. {Dr. O'Toole was subsequently nominated and conlinmed as the
Undlee Secratary of DHS's Science and Technology Directovate, The National Research
Couneil is a component. of the Narional Academy of Sciences, a part of a private, nonprafit
institution, the National Academies, which provide seience, technology, and health policy
ardvice under a congressional charter

Dr. Bkman is prolessay emeritus of psychology al the University of California Medlcal
Scheol, San Franciseo, and is considered one of the world's foremost experts on facial
expressions. His books include: Fmnatiorns Revealed: Recognizing Faces and Feelings to
fprove Commranications aud Evotionat Life (Now York: Holt and Compangy, 2002,
Ewmotion in the I Feee (New York: Pergamon Press, 1072); Unimashing the Fave: A
uicle fy Recoguizing Ewaliony fiort Fuctal Clues (Englewood Clills, No): Prentice-Hall,
1875}, Tir. Ekmean has published more than 10D articles,

‘Tir. Frank is Associate Professor, Department of Communication, College of Arts and
Seienees, at the University at Buffalo, State University of New York, He is on the Advisory
Board of the University’s Center for Unified Biomelrics and Sensors, and has conducted
research supported by DHS, the Delense Advanced Reseacch Projecls Agency, and the
National Science Foundation.
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Appendix I Scupe and Msthodelogy

and Mr. Rafi Ron, former director of security at Israel’s Ben-Gurion
Airport. Dr. Ekmman, Dr. Frank, and Mr. Ron provided expert advice for the
National Research Couneil study. Dr. Givens was identified by T8A as
having been their principal source for the nonverbal behavior indicators
usexl by the SPOT program. We also interviewed Dr. Lawrence M. Wein,
an experl in emergency responses Lo lerror altacks and mathematical
models in operations management.” In addition, we interviewed officials
from the Department of Homeland Security's (DHS) Science and
Technology (5&T) Directorate regarding their ongoing research into
behavior detection. Although the views of these experts canmat. he
generalized across all experts in behavior analysis because we selected
individuals bascd on their publications on behavioral analysis or related
topics, their recognized accomplishments and expertise, and, in some
cases, TSA’s use of their work or expertise to design and review the SPOT
program’s behaviors, they provided us with an overall understanding of
the fundamentals of behavior analysis, and how it could be applied.

To determine the basis for TSA'S strategy to develop and deploy SPOT and
evaluate to what extent SPOT was informed by a cost-benefit analysis and
a strategic plan, we reviewed program documentation, including brietings
prepared by the SPOT program office during the course of developing and
ficlding SPOT, two vorsions of a strategic plan for SPOT, and the 2009
SPOT standard operating procedures guidance. We compared the plans
and analyses used by TSA to develop and implement SPOT to eriteria on
how to develop and implement programs in DHS’s 2006 Cost Benefil
Anatysis Guidebook,” as well ag to Office of Management and Budget
guidance on the utility of cost-henefit analyses in program

‘Tir. Givens is the director of the nonprofit. Center for Nonverbal Stndies, in Spokane,
Washington., He ia the author of Love Sigrats: A Practical Field Guide to the Body
Language of Cowrdship (5t Martin's, New York, 2000} and Crisne Sigaals: How fo Spot a
Crisdnat Betere Yoo Become o Viethn (80 Martin's, 20081 The Center's Webs gite links 1o
Dir. Givens' reference tool, The Noreverbul Dictionary of Gestuves, Signs and Body
Langrucrge Cues,

Dr. Matsuraots is a Professor, Department of Payehology at Son Franciseo State
Tnisersity, and is an associate of Dr, Ekman.

"Dr. Wein is the Paul E. Holden Professor of Management Science ar the Graduate School
of Business, Stanford University. His homeland security-related work includes four papers
in Proceedings of the National Academy of Sciences, on an emergency responsc to a
smallpes allack, an emergency response to an anthrax attack, o biometric analysis of the
LS-YISIT Prograim, and an analysis of a hioterror attaclk on the ilk supply,

"DHS, Cast Benefit Anafysis Guidebonk (Washingron, D.C.; February 2008),
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Appendix I Scupe and Msthodelogy

implementation.” We also analyzed the development of SPOT in light of
the standards and criteria cited in DHS's 2006 National Infrastructure
Protection Plan, We met with relevant TSA officials to discuss these
issues. To assess whether DIIS developed an effective strategic plan for
SPOT prior to implementing the program, we interviewed TSA officials
involved in developiment of the SFOT strategic plan. We analyzed whether
the SPOT plan incorporated the desirable characteristics of an effective
strategic plan as identified by previous GAQ work on what strategic plans
should include to be considered effective, such as a risk assessment, cost
and resources analyvsis, and a means for collaboration with other key
entities.” We also examined it in light of the requirements of the
Government Performance and Results Act of 1993, which specifies the
elements of strategic plans for government programs.” We assessed
whether the SPOT strategic plan was followed by TSA. As part of our
analysis of the planning for 8POT hefore it was implemented on a
nationwide bhasis, we reviewed TSA documentation related to the
development and pilot testing of SPOT, such as a TSA white paper on
SPOT, and interviewead key program officialy from both headquarters and
field offices.”

We also interviewed cognizant officials from other ULE, government
agencics and agency entities that utilize hehavior detection in their work,
including U.8, Customs and Border Protection (CBP), the U.S. Secret
sorvice, the TSA's Federal Aix Marshal Scrvice (FAMS) component, and
the Federal Burean of Investigation (FBIL). We sought their views on the
utility of various hehavior detection methods, their experience with
practicing behavior detection, and asked them about the extent to which
T8A had comsulted with them in developing and implementing the SPOT
program.

To better understand how 5T'OT incorporated expertise about the use of
behavior detection in an airport setting, we interviewed officials from

"Office of Managemerit and Budget (OMB), Circular No. A-94, Guidelines and Discount
Rates for Benefil-Cost Analysis of Federal Progromes (Washingron, D.C Qetaber 19923
and Cireular A, Regulatory Avalysts (Washingron, D.C.: September 20063).
"GAQ-04-408T.

"Pub, L. No, L0362, 107 Stat, 285 (1993),

STSA, Screening of Pessengers by Obsevvotion Techninuwe (SPOTY Wikte Paper for the
Department of Honietand Security (Washington, 1.C.: Feb, 22, 20053,
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Israel’s El Al Aixlines, which is cited by TSA as having provided part of the
basis of the SPOT progran. We asked about El Al's methods to ensure the
security of its passenger aireraft, and also interviewed a forrmer head of
security at Israel’s Ben-Gurion airport, who has advised TSA on secnrity
issues. We asked TSA and SPOT program officials about their
consullations with El Al, and about the ways in which Lthey had wtilized El
Al's expertise, as well as about any other entities whose expertise they
may have adopted into SIPOT,

To determine the challenges, if any, that cmerged during implementation
of the SPOT program, we interviewed headquarters and field personnel
about how the program has utilized the resources available to it to ensure
that it is effective, These resources included the support of law
enforcement officers {LEOs), to whom passengers are referred by
Behavior Detection Officers (BDOs) for additional questioning. In
addition, we interviewed SPOT program and TSA officials about the
databases available to them at TSA’s Transportation Security Operations
Center Lo determine if a suspect passenger is being sought by other 118,
law enforcement or intelligence entities, and whether there is guidance for
BDOs on when and how to contact the Transportation Security Operations
Center, We also asked about whether there 1s guidance and training for
BIMO= on how to access ToA’s Transportation Information Sharing System
databasc, which is owned by FAMS, and is available through the
Transportation Security Operations Center.” To deterniine if any
management challenges had emerged related to management controls in
developing and implementing SPOT, we compared TSAs approach for
implementing and managing the SPOT program with GACYs Standavds for
Internal Control in the Federal Government' and with visk management
principles we had previously identified." Our legal counsel office
reviewed courl decisions relevant {0 the SPOT program.  In addilion, we
interviewed attorneys from the American Civil Liberties Union, and
obtained and reviewed TSA's Privacy lmnpact Assessments for SPOT, the
Transportation Security Operations Center, and the Transportation

“The datu [rom interviews of suspicious passengers by FAMS sre inpulted into the
Transportation Information Sharing Syslenm, as ave reports sent 1o FAMS lrom airline
employeas aboul suspicions passengers.

"GAQ/AIMD-00-21.3.1.
”GAO, Transpaviction Secwvify: Comnprehensive Risk Agsessmoents and Stronger Iefevnad

Comrots Needed o Help Taforn TSA Resourvee Altocarion, GACO-00-492 (Washingron, [0.0:
Mar, 27, 2000
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Information Sharing System. We also met with and discussed relevant
privacy and legal issues with TSA's Offices of Privacy and Civil Rights/Civil
Liberties. To obtain data about certain aspects of the SPOT prograrn that
the SPOT program office did not have, we conducted a survey of Federal
Security Directors"” whose responsibilities included security at all 161
SPOT airports at the time of our survey, (Some Federal Security Directors
have responsibility for more than one airport.) We obtained a 100 percent
response rate, This survey asked, among other things, about whether
there were cameras at security checkpoints that record the interactions of
Transportation Secarity Officers (TS0), BDOs, and passengers; if the
airport authority had an agreement with TSA that specifies cortain law
enforcement actions during a SPOT referral; and if there was an
agreement, or any other comparable guidance that specified a time limif,
for LEOs to come to checkpoints after being called for help by BDOs,

Ta determine the extent fo which TSA has measured SPOT's effect on
aviation security, we obtained and analyzed the TSA SPOT referral
dalabase, which records all incidents in which BDOs refer passengers to
secondary, more intensive questioning, and which also records all
incidents in which BDOs chose to refer passengers to LEOs. We found
that the SPOT database was sufficiently reliable to count the number of
arrests resulting from referrals from BDOs to LECs, for examining the
reasons for each arrest, and for counting the percentage of times that
LEOs responded to BDO ealls for service, and the length of time required.
Use of these data required us (o resolve apparent, contradictions and
anomalies in the database to make the data useahle, Because of data
prablems, we were unable to conduct analyses to assess whether any
behavior or combination of behaviors could he used to predict the final
outcome of an incident involving the use of SPOT. In addition, we
reviewed relevant standardization team reports and observed a
standardization team visit in operation.

In addition, we spoke with BDO managers, Federal Security Directors, and
Assistant Fedoral Secarity Dircctors to dotertning how BIDOs are
cvaluated., To do so, we conducted site visits to 15 conmmoercial airports at
which BDOs and SPOT have been deployed, or almost 10 percent of the

YFederal Securily Directors are the highest ranlkdng TSA securily oflicials at US. airports;
Assistanl Federal Securily Directors are (heir assistants, Bolhoare responsible for all
aspects ol security al alrports, including ¢oordinalion with federal and nonfederal law
enforcement entitisg aperating at airpores, siuch as FAME, the Drug Enforcement
Adminiztration, and CBP,
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161 airports with SPOT. We chose these aixports taking into account the
following criteria, among others. (1) each airport had BDOs deployed, and
at each, the SPOT program had been in effect for no less tharn 3 months;
(2) airports were chosen to provide a variety of sizes, as measured in
annual passenger volume; physical location within the country (northeast,
southwest, central, Pacific Coast, rural, urban), and estimated risk of
terrorist incident, using DHS's Current Airports Threat Assessment list
(visiting 6 that were in the top 10, and others much lower); (3) BDOs who
are emploved by contractors, rather than employed directly by TSA; and
{4y airports with LEOs wheo were identified to us by TSA as having
received sonie form of behavior detection training and airports where thoy
wore not known to have received such training, In addition, we took into
account the location of the airports with regard their proximity to subject
matter experts on behavior detection whom we wished to interview, as
well a8 the time and cost required to reach certain airports,

At each of the airports we visited, we interviewed cognizant officials,
including (he Federal Security Director or Assigtant assigned to the
airport, the BDO program manager, one or two BDOs, and one or two
LEOs who have interacted with BDOs, Since each of these airports differs
in terms of passenger vohune, physical size and lavout, deographic
location, and potential value as a target for terrorism, among other things,
the results from thesc visits are not generalizable to other airports,
However, these visits provided helpful insight into the operation of SPOT
at airports.

I addition, to determine if individuals had transited SPOT airports who
were later charged with or pleaded guilty fo terrorism-related offenses, we
reviewed information contained in (1) the Treasury Enforcement
Communication System II database maintained by CBP;Y (23 Department
of Justice information and court documents, including indictments and
related documents; and (3) media accounts of individuals accused of

"The Curreni. Airporis Threal Assessment is a threat eslimate designed to provide a
snapshol. ol the current errorist threal 1o airports in the United Slates as well as for major
Irternationd sirports serving as last poinds ol depastuge [or U5, airlines.

"The Treasury Enforecment Communication Systen was designed to provide eontdrolled
arcess Lo a large database of inlormation about suspects and Lo inlerface with a number ol
olher law enforcemnent systeins, These capabilities are provided to users theowgh various
applications, including the Inspection/Tnteragency Border Inspection System applicalions
that facilitate passenger processing through the implementation of innovative border
control technology.
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terrorism-related activities. We compared information pertaining to these
individuals’ dates of transit to the dates when SPOT was deployed to the
various airports identified in the Treasury Enforcement Coromunication
System and Justice Department data to determine if SPOT had been
deployed at a given airport when the transits occurred. Further, we used
our survey of Federal Securily Directors at SPOT airports Lo determine the
extent to which video surveillance cameras are present at checkpoints.

To assess the extent that SPOT training incorporates the attributes of an
cffcctive training program, we had training experts at TSA headquarters
complete a training assessment tool that we developed using our prior
work for assessing training courses and curvicula. ™ To address training-
related issues, including to understand better how other entities train theix
employees in behavior detection, and what their curricula include, we
conducted site visits to the Secret Service, FAMS, CBP, and the FBI, and
also interviewed nongovernmental experts on hehavior detection (our
selection of these experts is discussed above). As part of our assessment
of BPOT {raining, we altended the basic SPOT Lraining course given 1o
BDOs, a8 well as the advanced SPOT course on behavior detection. We
interviewed BDOs and BDO managers about the SPOT training, as well as
officials of El Al airlines, with regard to how El Al trains and tests its
persenncl whe utilize hehavior recognition and analysis as part of their
assessment of El Al passengers.

We conducted this performance audit from May 2008 through May 2010, in
accordance with generally accepted government auditing standards,
Those standards require that we plan and perform the audit to abtain
sufficient, appraopriate evidence to provide a reasonable basis for our
findings and conelusions based on our audit objectives. We believe that
the evidence oblained provides a reasonable basis for our findings and
conclusions based on our audit objectives,

"GAQ, Human Capital: A Guide for Assessing Strategic Training and Development
Efforts in the Fedeyal Goverrment, GAO-04-546G (Washington, [3.C. Mar. 1, 2004),
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118, Dwpariment of Homeluad Socurity
Washingron. DO 20518

May 3, 2010

Mr. Steve Loxd

Drirecior, Homeland Security & Justice Tssues
LS. Gowvetnment Accountabiliy Office (GAO)
M1 G Soeet, NW

Washington, D€ 4548

Dear Mr, Lond:

Thank you for the appartunity 1o review and comnment on GAC-10-15780), the draft report
titled: Aviation Sccuriry.' Eﬁ'orﬂ to Validate Aspects of T8A's Screening of Passengers by
Observation Techniques (SPOT) Program Underway, But Opportunivies Exist 1o Steangthen
Validation and Address Operational Changes. The Transportation Security Administration
(TEA) aptreciates the ULE, Govemment Accountability Office™s work in planning and
conducting its review and issuing this report.

TSA deplayed the SPOT program in an effort to mitigate the threat of individuals with
porentially hostile intent from boarding a commercia) airplane and cavsing havm, Congress has
enentraged the use of behavior recognition 1o enthance aviation security and hag provided
resourges to support its implementation and expansion. The SPOT program fulfills the mandate
of Section 1611 of the Impletnenting Recommendations of the %/11 Commission Act, L. 110-
53, that “TSA shall provide advanced teaining 10 the transportation security officers for the
development of specialized security skills, including behavior observation and analysis ., in
arder 1o enthance the effectiveness of layered transportation security measures.”

Intelligence continues to show there is no specific terrorist prafile. Ina March 10, 2010,
hearing before the Senate Homeland Becurity and Governmental Affairs Commitice, TSA Acting
Administrator Gale Rossides highlighted the challenge faced by TSA, leaders in “halancing the
rerquineanent to screen all passengers and to actually foens our officers’ attention on the right
passengers,” TSA designed SPOT to increase its ability to focus on the “right passengers” by
identifying persons exhibiting behaviors and appearances that may ingdicate steess, fear, and
deception, and distinguish them from other travelers.

SPOT is Based on Seientific Research and Law Enforvement Practices

T8A s development and deployment ot SPOT was a planned and deliberate process based on
more than 3 years of operational test-bed assessment of SPOT at Boston's Logan International
Adrpor from June 2003 until nationwide rallout began in fiscal year (BY) 2007, TSA carefully
developad SPOT by using selective behaviors recogmized within both the scientific and law

www,dhs.gov
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enforcement communitics as displaying stress, fear, and deception. & SPOT working group,
made up of various TSA and U.S, Department of Homeland Security (DHS) components,’ was
created in February 2004, Other organizations, sweh as the Massachusetis State Police, the
Federal Bureau of Investigation {FBI) Bebavioral Sciences Unit, and the Federal Law
BEoforcement Training Center, were also involved in SPOT development. Though these
working groups, TSA has developed and finalized SPOT standurd operating procedures (80Fs)
for a common ability to assess behaviors indicating hostile intent for both aviation and mass
transit modes of transportation. TSA continues o consult with its SPOT working group partmers
as it upddates the procedures and science behind the program,

Decades of seientific resgarch hava shown the behaviors to be universal in their
manifestation. [n fact, the DHS Science and Technology Directorate (S&T) completed a study
on suicide bomber indicators in July 2009 that illustrates s very high degree of overlsp beiween
opemtionadly reported auicide bomber indicators and TSA SPOT behaviors, This result farther
bolsters TSA's conteniion that the SPOT program draws from the best practices of many defense,
inteltigence, and law enforcement organizations,

SET bepan research in 2007 to examine the validity of the SPOT progeam, The series of
studies involved in this research is designed to assess the validity of the SPOT scoring system,
ineludisg the use of individual behavioral indicators to identify high-risk travelers. More
specifically, $&T"s research plan aims to examine the ¢xtent to whith these behavioral indicators
are appropriate for screening purposes and lead to appropriate and conect seourity decisions,
When this study is complete, SPOT will be one of the most, if not the most, rigorcusly tested

behavior-based seourity screening programs in existence.

Resullts of this work will establish a scientific basis of the extent to which the SPOT program,
includisg its instrument and methods, such ag the SPOT Referral Report and SOPs, are valid.
Although it is challenging to establish the validity of a detervent program in which the outcomes
of interest are extremely rare, critical elements of reliability and validity will be rigoroosly
assessed. Of particular importance is the evaluation of criterion-related validity, or the extent 1
which travelers are correetly selected for sereening based on the SPOT seoring system.
Establishing this degree of classification accumey justifics the use of the SPOT program to
Jiseriminate high-risk travelers from low-risk ravelers, Regardless of any other metrics, the
extent to which the SPOT scores accurately identity high-risk travelers is critically important to

program validity.

Following criteon-related validity, the next central element of validity is the consisiency of
implementation of the instrament and program. This will be examined in a variety of ways,
including an investigation of the consistency in the aperational use of SPOT behavioral
indicators Bebavior Detection Officers (BD0s) and atros4 Jlocations and time periods, all of
which represents relinbility assessment. Finally, construct-related validity, or the extent to which

'ineludes TEA's Ofive of Civil Rights, Office of Chief Counsel, and Privacy Office, and
NHS's Policy Qffige and Transportation Security L.aboratory.
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the SPOTF program behaviors tuly represent the expeessions of high-risk fraveless, will be
examined by comparing the SPOT behaviors to similar instriments in wse for the same puipose.
B&T s July 2009 study of suicide bormber indicators was the first step in evalusting consirct-

related validity.

This research is expected to be compléted in FY 2011, TSA undarstands that after thiy
validation is complete, theee will be other areas whers further research should be conducted, and
itis TSA's intention 1o complete this research.

uatimnl Atndem! gg Scienm (NAS] Rep_ort Dy,ga_ﬁgl _m}gpt m Ethmive o
itive Beview of the Reses or ) " ral

TSA would like to specifically address a few comments in the GAO-10G-15781) report that we
betiove are inacourate. The repott draws beavily from o National Acadermy of Sciences (NAS)
repart which is being improperly relied upon. As the sponsor of the NAS study, DHS S&T
questioned it findings, stating that the study lacked sufficiens information for its conclusions
berause the NAS study principally focused on privacy as it relates to behavioral surveillance—not
on hehavioml survaillance technology itself. The study was not intended to, and the results do
not represent an exhaustive or definitive review of the research o operational literature on
behavioral and physiological screening, including recent findings feom ungrublished DHS,
defense, and intelligence community studies, Furthermore, it should be noted that the report did
not study the SPOT program, nor did any of the ressarchers sondust interviews with SPOT

progeam personnel,

Additionally, GAQ states that “IYHS 8&7T could not provide us with specific contaces related
w the sowrcas of this research.” This staternent is mot accurate. The resord showld reflect that
IS S&T provided all requested documents that represented 8&Twsponsored research and for
which 8&T possessad the requisite relesse authority. DHS was not able 1o release specific
deeuments related 1o research for which it was not the ariginator.

The report further states that the audit s was onable w use the SPOT referral data to assesy
whether any behavier or comhination of SPOT behaviors could be used to reliably predict the
fine] outoome of an incident involving the use of SPOT. However, DHS S&T was able to
suceesstully conduct some preliminary analysis of the SPOT referral database. Prior to analysis
of the SPOT reports, S&T worked with TSA 10 verify the scores assigned 1o cach indicator with
the SPOT score sheets and to rescore the pertinent sections and total accordingly for nearly
100,000 operational reports from 2008, While rand om sriors were noted, crrors i Jorge
databases that require manual éntry are not unenmon. Convention suggests that large
databases like this typically include an ecror rate of 3 1o § percent, As long as such ervors are
randuin, the analytical method is rabust enough to account for random errors in this range.

In conclusion, TSA strongly believes that behavior detection is a vital layer in its aviation
security sirategy, and will confinue to sirengthen as the program matres. Leaders within the
community of behavior detection researchers agree. TSA appreciates (GiAL's work 0 identify
opportunitics to enhance the SPOT program, and wa will continue to work diligently to address
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the issues ideniified by GAD. Our ongoing progress demonstrates owr commitmant 1o TSA'S
mission of sectring our Nation's transportation systems.

We also appreciate the apportunity to provide you with, in collaboration with DHS S&T,
comments to GAO's audit recommendations,

Recommendation 1; Ta help ensare that SPOT is based on valid acientific principles that
can be effectively spplied in an aivport environment, we {CAO) recommend that the
Secretary of Homelsnd Secarity ronvene an independent panel of experts to review the
methodology of the S&T Directorate study on the SPOT pragram hefore the study iy
implemented to determing whethor the study’s methodology iy sufficiently camprehensive
to validate the SPOT program. Thiy ssseasment should include appropriate input from
other federal agencies with expertise in bebuvior detection und retevant subfect matter

experts.

Coneur, The U.8. Department of Hometand Securiry (DHS) Science & Technology
Directorate's (S&T) current validation process includes an independent and comprehensive
raview of the ongoing SPOT study to be conducted in support of and in collaboration with the
TSA SPOT program. The assessment will include inpot from other Pederal agencies with
expertise in behavior detection and relevant subject matter experts. S&T will work with TSA to
present the SPOT validation praject to the panel, produce a report susnmarizing the panel’s
recommendations, and implement pertinent suggestions ih FY 2010.

GAO further recommends that i this research determines that the SFOT program has a
scientifically validated basis for using behavior detection for countertcrrorism purposes in
the airport stivirsnment, then the TSA Administrator take the following acrions:

Jecommendation 2: Conduct 3 comprehensive risk asseysment to include threat,
vulnerahbility, and consequence of airpurts nationwide to determine the effective
deployment of SPOT if TSA’s ongolng Avistion Modal Risk Assexsment tacks this

informution.

Conenr, TSA'zs Aviation Modal Risk Assessment {AMR.A) i5 designed to evaluate the
trangportation security risk landscape and compare it to other modes. Howevar the AMBA does
not evaluate risk effectiveness of countermeasures or optimal deployment strategies. For the
Aviation mode, TSA uses the Risk Management Analysis Tool (RMAT), a risk simulation model
based on laboratory and gperational data that evaluates risk using threat inputs, vulnerahility
information, and congequence estimates, TYA ig in the process of conducting an initial risk
analysis on the $POT program using RMAT. The risk analysis is based on the initial SPOT
validation results and will be updated as the validation study results sre finalized.

i Perform s cost-benefit analysis of the SPOT program including a
comparisan of the SPOT program with other security screening programs, such a3 random
sereening, or already existing enrity measares.

The SPOT program will use RMAT 10 perform a cost-benefit analysiz of Behaviar
Detection Officers (BDO3) a8 4 cowtermeasure. The first step in the process iz the inkilal risk
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assessment that is being conducted on the SPOT praogram using RMAT. For the costbenefit
analysis, costs will be defined as the 5-year total cost of the countermeasure across the aviation
systemn. Benefit will be defined a3 risk-reduction across the aviation security system against a
portfolio of scenaries, TSA is currently developing an instial cosi-benefit analysis for a variety
of passenger-screening countermeasures bne luding BDOs aaing the RMAT toal as a basis for
analysis. BDOs flexibility across a variety of risk scenarios suggests that bebavior detection is a

eost-¢ flective countenmeasire.

Becommendatinn 4, Revise and implement the SPOT strategic plan by incorporsting risk
assessment information, identifying cost and resources, linking it to other related TSA
strategic docomenty, desocibing how SPOT iy ineegrated and implemented with TSA’
other layers of aviation security, and providing guidacce on bow 1o cffectively link the
roles, respanaibilities and capabilities of federal, atate, and boca) officials praviding

program support,

Cagenr, The RMAT risk analysis of the B program is assisting the SPOT program in
identifying other countermeasure capabilities that are linked to the bebavior detection capability.
This analysis will allow the SPOT program to develop a revision to the SPOT swategic plan that
will incarporate the elements identified in the recommendation,

Becommendation ;. Study the feasibility of nving airpart checkpoint-anrveitlanee video
recordings of individuals teansiting checkpoints, snd who were Iater charged with or
pleaded guilty to terroriam-related offenaes, to emhance its understanding of terrovist
hehimviors in the sirport checkpoint eoviconment,

Capgur., TSA will study tha feasibility of using checkpoint surveillance video recordings of
individuals transiting checkpoints, and who were later charged with or pleaded guilty 1o
terrotissnereluted offenses. THA agrees that this conid be a usefil toal in undersanding terrorist
behaviors in the checkpaint environment.

Additionatly, TSA is currenily working with DHS S£&T/Hurman Factors to conduct operational
video validation of the SPOT program. TSA will use a variety of video case studies to validaty
the SPOT progeam including, i€ possible, reviewing video of #rrorists wansiting the T5A
checkpoint. It is excesdingly tare, however, for video cameras to capture terrorists transiting
T8A chockpoints. Unfortrately, this factor significantly reduces the fausibility of conducting

these case studies,

GAO slso recommends that concarrent with the DUS S&T Directorate study of SPOT, apd
an ndependent pael esesgmentt of the sounduess of the methodology of the 8&T study,
the TSA Administrator take the following actions:

Becommendation 6; Provide guidance in the SPOT SOP or ather TSA directive ta BDOy,
or ather THA personnel, on inputting data jnto the Travsportation Infarmation Sharing
System (TISS) and set milextoars sad a timeframe for deploying Transporiation
Informatinn Sharing System access to SPOT wivports so that TSA and intelligence
community catities have information from all SPOT Law Enforcement officer (LE))
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referrals readily avallable b asyist i “conmecting the dots” and identifving potential terror
plots.

Concur. TSA is currently undergaing & tevision of the SPOT Standard Operating Procedure
(S0P}, The S0P will provide guidance directing the input of BDO data into TISS. TSA
anticipates release of the updated SPOT SOP in F'Y 2010. Addidonstly, TSA is surrently drafting
a formal plan 1o inelude milestones and a timeframe for deploying TISS access to all SPOT
alrports,

Recommendution 7: Tmplement the steps ealled for in the TSA Office of Security
Operations Busingss plan (0 develop a standardized process for allowing BIMOy or ather
design ated airport officials to send information tu "TSA’s Transportation Security
QOperations Center (TSOC) about pasaengers whose bebavinr indicates that they may pose
» threst tn security, and provide guidance on bow designated TEA officials are to recelve
information back fram the Transporiation Security Operations Center.

Copcyr, TSA has convened a working group made up of members of the Office of Security
Opermtions, Office of Chiel Counsel, Office of Intelligence, and the Office of Law
Bnforcement/Faderal Air Marshal Service (FAMS) to address this recommendation. TSA is
developing a system and procedure for sending and receiving imformation from the TSOC and
anticipates having a system in place in FY 2014, 1t should be noted that information from BDO
refervals has been transmitted to the TSOC previously, however, TSA agrees o institute 9

shandardized process,

Recommendation 8: Utilize all of the databsses available to the Transpoetarion Security
Opsrations Center when running passengers who rise to the level of a LEO referral against

inceltigence and criminal dutabases.

Concur in priociple. TSA has convened a working group composed of members of the Office
of Security Operations, Office of Chief Counsel, Office of Imelligence, and the Office of Law
Enforcement/FAMS 10 address this recommendation. This group will eonduct 4 feasibility study
during FY 2010 to examine if this recommendation can be fully implemented. This sndy will
look ar the various suthoritics, permissions, and limitstions of cach of the databases or systems
cited in this audit. Access to some of the systerns, such as Ceitninal History Record Check
{CHRC), requires more justification than a BDO refarral. Bacause some of the dotabases or
systems contain ¢lassified information, TSA will alwo need 1o adopt a commundcation strategy to
transmuit the passenger information back and forth between the BDO and TSOC. TSA will work
ok u process o collect the passenger information, verify the passenger’s identity, through shechs
of databases, and analyze that information to determine if the passenger is the snbject of an

investigation and may pose @ risk to aviation.
9; Establish » ptag that includ ey objectives, milestones, and timelrames

todcvelnpoutmme-nnemed perfortndnce aeasures to help reflae the current methads
wacd by Behavior Dietection Officers tor identifying individuuls who may pose & risk fo the

aviation system.
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TEA understands the value of outcome-otiented performance measures, However, s
noted by GAQ, there is difficulty in establishing these measures for a deterrence-based program.
Nenetheless, TSA wiil consult with industry experts to develop sutcome-otietited performance
measures. TSA will establish a plan that includes ohjectives, milestones, and timeframes, with
an end result of producing, ouicome-nriented performance measurss to help refine the current
methods used by BDOs for identifying individuals who may pose a risk to the aviation system.

epdation 10: Establish controls to help ensure completeness, acewracy,
wuthorieation, aod vakidity of data coliected during SPOT seraening,

Conanr, In March 2010, TSA migrated the 8POT databaze 0 TSA"s Performance Managemsnt
Information System. This miigration greatly enhances the SPOT program’s capabilities, as chey
relate to completeness, acoumcy, avthorization, and validity of daia collecied during SPOT
screening. Additional controls have bean part in plate 1o address the shortcomings of the
previous database which were highlighted by GAQ. TSA is also exarining a technology
sohnien 1o allow one-time transeription of all SPOT referrat data. "This will reduce the
possibility of errnes due to ingorrest transcription from one medium to another.

Recommepdation 11; Establish timeframes and milestones for its plan to systematically
conduci evahnationy of the SPOT teaiming progeso nn 4 periodic basis,

Coneur, DHS S&T, in conjunction with TSA bas sponsored a KD Job Task Analysis (JTA).
Outputs of the FTA wil] in¢lude Knowledge, Skills, Abilities, and Other characteristics of BEX)s
and Training Leaming Objectives. These rwo items will enble TSA to conduct an in-depth
training gap analysis. This analysis will begin immediately following completion of the JTA and
will mke approximately thres months to complete. Upon completion of the iraining gap analysis,
T8A will develop detailed project plams with milestones and schedules based on the scope of the
overa)| curriculum development/revision effort,

Sineerely yours,

) -
L\L\m 8 Fode
Jerald B Levine

Director
DHS GAO/OIG Linison Office
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