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Why GAO Did This Study 
To enhance miation security, the 
Transpmt,ation Security 
Administration (TSA) begml initial 
testing in October 2003 of its 
Screening of Passengers by 
Observation Techniques (SPOT) 
program Behavior Detection 
Officers (llDO) earry out SPOT's 
mission to identify persons who 
por:;t.' a risk to aviation se(·mity by 
focusing on behavioral and 
appearance indicators. GAO was 
a.<.lkcd to review the SPOT program. 
GAO :malyzed (1) the extFnt to 
which TSA validated the SPOT 
program before deployment, (2) 
implementation challenges, and (8) 
the extent to which TSA measures 
SPOT's effect on aviation security. 
GAO analyzed TSA documents, 
such as strategic plans and 
operating procedures; intervit>wed 
agency personnel and subject 
maU.cr experts; and visited 15 
SPOT airporls, among other things 
Although thf' rf'sults from thf'se 
Yisits are not generalizable, tiH•y 
provided insights into SPOT 
opf'rations. 

What GAO Recommends 

GAO recommends that TSA, among 
other things, use an independent 
panel of experts to assist in 
validating SPOT, enhance SPOT 
data collection and analysis, fully 
utilize TSA resources to identify 
po:ssible 1Ju'eats, and establi!:lh a 
plan to develop more outcomt>~ 
orit>nted measures for SPOT. DIIS 
reviewed a draft of this report and 
generally concun'(~d with our 
rceomm('ndations although its 
plans do not fully addrf'ss one of 
our recommendations. 
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AVIATION SECURITY 

Efforts to Validate TSA's Passenger Screening 
Behavior Detection Program Underway, but 
Opportunities Exist to Strengthen Validation and 
Address Operational Challenges 

What GAO Found 
Although the Department of Homeland Security (DHS) is in the proce~.s of 
validating some aspPcts of the SPOT program, TSA deployed SPOT 
nationwide without first validating the scientific basis for identifying 
suspicious passengers in an airport f'mironment. A scientific consensus does 
not exist on whether beha\ior detection principles can he reliably wwd for 
cnunt.prt,errorism JliHJlOSf'S, according t.o the N:1tional Research Council ofthe 
National Academy of Sdenc:Ps. According to TSA, no ntJwr large-scale 
sec11rit.y sneening program ha.'>Pd on belmvioral indicat.ors ha.o.; evPr bePn 
rigorously sdentifically validated. DHS plans to rPviPw a_<:;pects of SPOT, such 
as wh0ther the program is more effertive at identifying threats than random 
screening. Nonetheless, DHS's current plan to assess SPOT is not designed to 
fully validate "'vhether behavior detection can be used to reliably identify 
individuals in an airport environment who pose a secmit~y risk. For example, 
factors such as the length of time BDOs c:an observe passengers without 
hecoming fatigued are not part ot'the plan and could provide additional 
infonnation on the extent to whi~ch SPOT can be effeC'tively implementecL 
Prior GAO work has found that independent expe1t review panels can provide 
comprehensive, ohjer:tive reviews of complex issues. l~se of such a panel to 
review DHS's methodology could help ensure a rigorous, scientific validation 
of SPOT, helping provide more assurance that SPOT is fulfilling its mission to 
strengthen aviation security. 

TSA is experiencing implementation challenges, including not fully utilizing 
the resources it ha"l available to systematically collect and analyze the 
information obtained by BDOs on passengers who may pose a threat to the 
aviation system. TSA's Transportation System Opl."ratit tns Center has thl" 
resources t.o investigate aviation threats but generally does not check all law 
~nfnrcPment. :md int.PlligPnce dataha'lf'S availahlf' tn it tn identify pPmnns 
referred by BDOs. Utilizing existing resourcf's would enhance TSA's ability to 
quickly verify passenger idf'ntity and could help TSA to more reliably "comwct 
the dnts." Fmther, most BDOs lack a nwdtanism to input data on suspicious 
passengers into a database used by TSA analysts and also lack a means to 
obtain information from the Transportation System Operations Center on a 
timely basis. TSA statPs that it is in the process of providing input 
eapabilities, hut does not have a time frame for when this will oecur at all 
SPOT ail])()rts. Providing BDOs, or other TSA personnel, with these 
capabilities could help TSA "connect the dots" to identify potential threats. 

Although TSA has somf' performancP mPa"lnrf's relatf'd to SPOT, it lacks 
outcome-oriented mPasures to evaluatP thP program's progrc->ss toward 
reaching its goals. Establishing a plan to develop tlwsf' measures could better 
positjon TSA to determine if SPOT is contributing to TSA's strategic goals for 
aviation se('urity. TSA is planning to enhance its evaluatjon capabilities in 
2010 to morf' readily asspss thP program's f'f'fectiveness by conducting 
st.atistical anHlysis of d<Jta related to SPOT refernlis to law enforcement and 
a<;sodatecl arrPsts. 

________________ United States Government Accot,Jntability 011ice 
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GAO 
Accountah1lity • Integrity • Anliabil1ty 

United States Government Accountability Office 
Washington, DC 20548 

May 20, 2010 

The Honorable .John L. Mica 
Ranking Member 
Committee on Transportation and fnfrast.met.urP 
House of Representatives 

Dear Mr. Mica: 

The terrorist attacks of September 11, 2001, highlighted the need to 
improve security within the nation's ci\.il aviation system to deter persons 
seeking to repeat similar attaeks on the nation's critical infrastructure. In 
October 2003, the Transportation Security Administration (TSA) of the 
Department of Ilorneland Security (DIIS) conducted an operational test of 
the use of behavior detection techniques to screen passengers in an 
airport environment, and subsequently began training certain 
Transportation S(~cm·it.y Officers (TSO)-TSA mnploy(:•es n~sponsible for 
~c.reening passenger~ and their property-in these technique~. These 
TSOs performed behmior observation as a collateral duty. Beginning in 
fiscal year 2007, TSA created separate Behavior Detection Officer (BOO) 
positions a.." part of the S<'n:cning of Passengers by Observation 
Techniques (SPOT) program.' According to TSA, the SPOT program is a 
derivative of other behavioral analysis programs that have been 
successfully ernployed by law enforcement and security personnel both in 
the United States and around the world, particularly that of Israel's airline, 
ElAL' 

TSA designed SPOT to provide BDOs with a means of identit:Ving persons 
who may pose a poit>niial st>cul'it.y risk ai TSA-regulait>d airport.S'1 hy 
focusing on behaviors and appearances that deviate from an established 

'BDOs must have at Jpa.qr 12 months e:xprriencf' a.s a TSO. or rvlatrd SN'urity work 
vxpf'IivncP, and must pa.,;;s a BDO trainmg course. 

'TSA I.'UIIlions thut tl\1:' upplkabili1y or El Al'$ Sl:'('llfity jlr()('t-'SSt'S1o1lwse \lSt'd by THAis 
tonMrainrd tJy diff€'ren<·rs in tlw s('al€' M Bl Al's W(H'ldwid€' dp.-ratiOIII'J and tlw !lt:xihilu.l.-s 
that El AI hill' in implPmPnting s0cnrity proc0ssvs wmpared t0 con:o;traints on TSA. F0r 
exantple, El Al srcurity sao?eners are encomaged to spend a.'> much timo? with paEmengers 
as needed, and are not concerned whether passene1ers C"AlJerience delays in boardin~S an 
aireraft 

'For thr purpose;;, 0fth1» r0port, tlw term ''TSATvgulated rurprm." refN'S to a 0 .S. a1rpmt 
operating undN a TSA,appwv<'d Sf'('llfit:v program. 

Pag(' 1 GAO-l0-71ia Srn~cning nfPa,;,,;,cugers by Observation Terhniqu()s 



TSA 15-00014 - 006832

baseline, and that may be indicative of stress, fear, or deception. 
Passengers in an airport terminal, including those waiting in security 
checkpoint. lines, are obsPrved by the BDOs to determine if their 
behavioral and appearance indicators-which are assigned varying points 
by SPOT .... · have (in combination) exceected a predeterminPd numerical 
threshold. In cast's where tJw passenger ex(~t:>eds tJw threshold, the 
passenger is referred for additional screening by BDOs and a TSO. During 
this referral screening, if the passenger exhibits behaviors that exceed 
another numerkal threshold, they are to be referred to a law enforcement 
officer (LEO) for further investigation. In addition to observing 
passengers at airpott check-points, BDOs may patrol throughout an airport 
terminal, and sometimes participate in other activities, such as TSA's 
Visible Jntemwdal Prevention and Response team opemtions. These 
teams are responsible for periodically augmenting security at air and 
ground transportation facilities around thf' country.-) 

As of March 2010, TSA deployed about ;1,000 BOOs at an annual cost of 
about. $212 million; this force increa.,ed almost fifteen-fold betwN~n March 
2007 and July 2009. BDOs have been selectively deployed to lGl of the 457 
TSA-regulated airports in the Cnited States at which passengers and their 
property are subject to TSA-mandated screening procedures.'· The 
conference report accompanying the fiscal year 2010 DHS appropriations 
act provided that $211.9 million of aviation security funding was for the 
SPOT program.'' The administration has requested $282 million for SPOT 
for fiscal year 2011, a ~20.2 million (9.5 percent) increase over the cunent 
funding level. This increase would support a workforce increase from 
about :1,000 to ~3,;150 BDO.s. If this funding rPquest is approved and 
maintained, SPOT would cost ahout $.1.2 billion ovPr the nPxt i'i yenrs. 

'ViNible lntermodal Prevention uttd Hesponse leamN are compri:,;ed of fede1al uir mm·Nhals, 
surface trartNporlution security inspedors, TSOs, l:IDON. and cmtines 

·'TSA classifies Its regulated airports in the United States into one of fiyc categories-X, I, 
II. IlL and IV. Generally. ('ategory X airports have the largesl number of passenger 
h(Jarding$ and ca1egory IV airpot1:; have the lea:;t. 

"SPe H.R RPp. ~o. 111-208 at 77(2000) (Conf. Rf'p.), The eonf•m:>ncP report directed TSA to 
report, no later tlum GO days after enactment, on the scientific basis for using beha\ior 
pattern recognition for observing mrline J.Hlsseugers for si~(us of ho.slile mleul, the 
effectiveness of the SPOT program in meeting ils goals and objel'tives, unr_l the justifkation 
for t>xpanding thf' program_ Th€' !'(.Jnfet€'1l!'f' rt:'port also dirt;'Clt>d us I<.J n•vif'w this rt>pnt1 
and t0 pro\1f10 onr fmdings t0 thP Conunitt0Pfl no lat0r than 120 flay:;, aftPr thP TSA report i:;; 
snhmittt>d. TSA ('OmpletprJ its rt>port to C0ngrt>ss on Mard1 J.'i, 2010. 

Page 2 GAO· I 0· 763 Hrr~('niug nf Pa>~>~engcrN by Ohs~rvation T('fhniqu~s 



TSA 15-00014 - 006833

You asked us to address SPOT's development and implementation. This 
report addresses the following questions: 

1. To what extent did TSA determine whether SPOT had a scie-ntifically 
validated basis for identifying passengers before deploying it and 
utilize recognized best practices during SPOT's developrnent? 

2. \\'hat management challenges, if any, have emerged during the 
implementation of SPOT at the nation's airports? 

;1. To what extent has TSA meas;ured SPOT's effect on aviation security'! 
4. To what extent. has TSA incorporated the athibutes of an effective 

training program into the training for SPOT? 

This report is a public version of the restricted report (GA0-.1 0--157SU) 
that we provided to you on May 14, 2010. DHS and TSA deemed some of 
the information in the restricted report as sensitive security information, 
which must be protected from public disclosure. Therefore, this report 
omits this infonnation. Although the information provided in t.hls report is 
more limited in scope, it addresses the same questions a.;:; the restricted 
report. Also, the overall methodology used for both reports is the same-. 

To determine the extent to which TSA determined whether SPOT had a 
scientifically validated basis for identifying passengers who may pose a 
risk to aviation secmity before deploying it, we reviewed literature on 
bt~havior analysis by subject mattt~r experts, and analyzed relevilll.t reports 
and books on the topic. These included a 2008 study by the National 
Research Council of the National Academy of Sciences that included a 
discussion section on deception and behavioral surveillance, as well as 
other issues related to behavioral analysis.- \Ve int.eniewed seven 
recognized experts in the field, and an expert on emergency responses to 
terror a1.taeks and mathematical models in operations management" 
Although the vie\vs of these experts cannot be generalized across all 
experts on behavior analysis, becausf" we self'cted these individuals based 
on their publications on hehavioral analysis or related topics, their 
recognized accomplishments and expertise, and, in some cases, TSA's use 
of their ·work or eA1wrtise to design and revie\v the SPOT program's 

·National Resf'arch C0un\il. Proterti.ng lndini.dunl Primry in thr Strugglr A(lninsl 
Tl'rmrists,- A Fmm('workfor Astwssmcnt (WaE;hington, D.C.: Kational Acadf'tmes Press. 
~008). \Vc reviewed th0 approach used ami the information pro\ided in this study :md 
found lht> study and ils re~Ltlls lobe rdiablt> fur tlw puq.><x'>t'S for whidt we used it inti us 
repm1. 

'Sf'e app, f for arldit.i0naJ inf0nnati0n on tlw f'Xperts Wf' int.f'rviewed. 
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behmiors, they provided us with an understanding of the fundamentals of 
behavior analysis, and its use in airports. We also inten.iewed cognizant 
otiidals from otlwr U.S. gowrnment agencies that utilize hPhavior analysis 
in their work, including U.S. Customs and Border Protection (CI3P), the 
lJ.S. Secret Service, the Federal Air :tvlarshall Sel'\ice (FAMS), and t.hf' 
I<~ederal Bureau of Invesiigat.ion (FBI)." To better understand how SPOT 
incorporated expetiise on beha\ior <malysis for aviation secmity, we also 
interviewed current and retired officials of Israel's El Al Airlines, whose 
security processes TSA dt.es as providing part of the basis of the SPOT 
prograrn."' 

To determine to what extent TSA utilized best practices during SPOT's 
development~lncluding carrying out a comprehensive risk assessment a 
cost-benefit analysis, and a strategic plan-we interviewed program 
officials and reviewed related program documentation, including briefings 
used in the rourse of developing and fielding SPOT, strategic plans, and 
standard operating procedures. 11 We cornpared these documents to OilS's 
2006 Cost. !Jcnc,fil Anolysis Guidebook, u Office of M:.magt:•ment. and 

"'For reasons of scope, we did not assess the scientific basis of the methods and proc<·sses 
used by these a,.;cnctcs in their upplkation of behavioral detcdton. 

'"Alt.hongh SPOT is hru;;Nl in ilonw respects on El Al's aviation ilPCill'ity program, El Al's 
proC'esses differ m substantive ways from those used by thP SPOT program. In pruticular, 
El. \.1 docs not usc a list of speetfic bduwiors with nmncrkal values for each, or a 
numericallhreshold to delennine whether or 1\0t. to question a passenger; rather, El AI 
s.:curlty otl"ieeJ"s ultlizP behavioral indk-ators a.iJ a lia.sis for interviewing all pa':ls<:ngers 
boarding ~:1 AI pa<;senger aircral"t, and ac<·essing rel\"vant. intelligenct> databases, when 
de0nwrl appropriate. In addition. El AI officials told us that th0y train all tlwir per>lonnf'l­
notjust security officers-in elements of beha.Yior analysL'!, and condur.t cove1t tests of 
then employees' attentiveness at frequent mtcrvals. According to these officials, El Al also 
pt:'rwit.-; wlmt is ternwd "profiling."' in whkh pa-;s!:'nw·rs may b!:' ;;ingkd out. for further 
1pwstiontng bosPd 011 tllt'ir natwnality, d.hnkit.y, rrligidn, appr;trancr, or othPr "-"''riplivf' 
rharad.f'ristks, but.t.hf'SE' arr not the only nasi;; on which a passenger may lw qu<"stionf'd 
In addition. El AI :<.ecnrity officf'UlllXf' PmpowHed to bar arw pa.ss0nger from hoarding an 
aircraft. The scale of El A..l operaHons is ('Onsiderably smaller than that of major airlmes 
operating w1thm the Cnited StatC's. A~ of 2008, El AI had a fled of :_H ai1emft. In Ismd, El 
AI operntes out of ont> hub niq)f)rt, Bt>n-Gurion Intema\i(mnl, nnd al.-;o flies to Eilat., n dty in 
~omut.hfrn Israel; in Pontr-a<;t, t.hprf> ar€' 4h7 'l'SA-rrgulat.rd airports in t.hf I :nit.rd St.at.rs. In 
200R, El AI had pa.o;;srngrr- hoardings (If al)<.lllt 3_() million; in eontmst, Snut.hwrst Air•Jines 
alone flew about 102 million pa.<>sengers in the sante ~'ear. 

' LTn\t>;;s otherwbe noted in Ute rt'pmL we refer to the SPOT strategic planl~-"ued m March 
2007. 

"DHS, Cnst Brtu;tit AnnllJsis Guirtr!Jnnk (Washingtnn, D.(.: Ff'b, 1. 200f\). 
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Budget (OMB") guidance,~> and DHS's 2006 and 2009 National 
Infrastructure Protection Plans (NIPP), which set fotth a risk management 
framework to guide sPcurity decision making and resource allocation 
decisions, and our previous work on the characteristics of an effective 
strategic plan. 

To identify any challenges that emerged during implementation of the 
SPOT program, we conducted field site \-isits to IG TSA-regulated airports 
with SPOT that represent almost 10 percent of the 161 TSA-regulated 
airports with SPOT to observe operations and meet with key program 
personnel. 11 We chose airports with high, medium, and low passenger 
volume; airports with BDOs who are TSA (Le., government) employees 
and an ailvmt. with BDOs employed by contractors a..-o; part of the TSA 
Screening Partnership Program; and airports with LEOs who were 
identified by TSA a..;; having receivPd somP fomt of behavior det.f'ction 
training and airports where they were not knmvn to have received such 
training.'' We also selected aitr1orts on the ba..<:;is ofTSA's a..«;sessrnent of 
which ones are at. highest l'isk of att.ack by terrorists, including the 2 t.hal 
ranked the highest1 ilS reported in TSA's Current Airpoti Threat 
Assessment. 1'' Since the airports we selected range broadl~' in terms of 
passenger volume, physical size ~utd layout, geographic location, ~md 
potential value as a target for terrorism, among other things, the results 
from these visits arc not generalizable to other airpmts. However, these 
visits provided helpful insights into the operation of SPOT at airports. In 
addition, to determine whether challenges emerged in implementing 
SPOT, we compared TSA's approach for implementing and managing 

1 OMD, Circular No. A·U'l, Guidelines a11d Discount Rates .fOr flenr::fit·Cost Ana(iJSiH of 
}hlnu/ Pn.uJrum,~ (W;v;;hing\IJII. D.C.: Od.ober HH18); Cin'nlar No. AA, &~gu/olory 
AlliJ.Iy::.i!J (W;v;;hing!on, U.C.· Sept 80tH) 

''Sel? app I for additional details on tlw airports we visited 

1 .Al airports parlidpatmg in TSA';,: Screelling Purtner:;hip Program, private-sector 
1;ontnKtor-:; IWifonn ':wreeldng aetivi1it>s, induding SPOT, in ac1.·ordmK·e with TSA 
t€'quin.•ment;,; and ov<;>rt:aght. St<e 48 U.fH'. * 449~0. Crlll!ss oth€'rwl><e !Jp<'tirted, rt>f€'rences 
to TSOs indur!0 privat0~sert0r r0nt.rao:-t sn00ners, F0r m0r0 information, Sf'f' rTAO, 
A1•iothm 5)wwrft.u: Progms11 Modr to S'rt Up Progmm Usin.a Pril·atr"S('('torAirporl 
S'crernPrs. but More Work Remains, GAO-OG-lGfi (Washington, D.C. J\.Iar. :H, 2006). 

''Thp TSA Cunen1 Airpm1. Threat Asst>ssmpnt. is a thrE'at. E'S1imat.P dt>signpd 10 ;pmvidt> a 
snapsh0t of the cnrrPnt tHrorist t.hrt>at to :UJTIOI"t.s m tlw tlnitt>rl State:<. a.<; wt>ll a.<; for mn.Jor 
internn.tional airp0rt.l'l serving afllast points of depa1tnrP f0r CS. airlines. 
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SPOT to our S'tandardsfor Intern((( (7ontml in the Fedr?ral Governmr?nt 17 

and to risk management principles \Ve had previously identified. ji, In 
reviewing TSA's approach to developing and implementing SPOT, we 
considered relevant laws, regulations, and other materials, including those 
related to piivacy, such as TSA's Privacy Impact il"lsessments. To obtain 
c:omparat.ive data on how SPOT had heen implemented at. different 
airports across the nation1 we conducted a survey of all Federal Security 
Directors responsible for security operations at. TSA-regulat.ed airports 
with SPOT. 1

"
1 (This accounted for alllGl TSA·regulated airports with 

SPOT because a single Federal Security Director may be responsible for 
several airpotts.) We obtained a 100 percent response rate. This survey 
asked, among other things, about the relationship between LEOs and the 
ailTJOrt authmity and BDOs. In addition, to understand the interaction of 
BDOs and LEOs, as well as other SPOT implementation issues, at each of 
the 15 TSA-regulatf'd airports we visited we spoke with 13DO managers, 
Federal Security Directors, Assistant Federal S0curity DirE'ctors, 1 or 2 
13DOs, and 1 or 2 LEOs. 

To determine the extent to which TSA has measured SPOT'~ eff-ect on 
aviation ~ecurity, we obtained and analyzed the TSA SPOT referral 
database/" which aim~ to record all incidents in which passengers who 
have passed through the checkpoint arc sr-nt to SPOT referral sC'rccning 
for additional questioning and screening of property and person. The 
database also maintains records of instances where passengers were 
referred by a BDO to a LEO for questioning. We assessed the reliability of 
the SPOT referral data by (1) performing electronic testing of required 
data elements, (2) reviewing existing information about the data and the 

':GAO, Standardsj(Jr Intemal Crmf)'(J/.~ in fhi' FNfrral Grm:mmu:nt, GAO/AI\Hl-00-2Lll 
(Wa>.hingt0n, D.C.: ~ovf'mhPr HlDO). 

"8ve GAO. Risk Munii.IJ(')II('Itl: Furl/wr fl(;{im"JIU'Iti!J .\'ceded /o.c1s»t::>s Jli!Jk» and 
['l'iot·iti:::e /'rulr•clii'C MeMwres a/ !'oris awl Othr>l' C:riliralltlfi·o.s/ructw·r', GAO-Oii-91 
(\l,.'ashington, D.C.: Dec. Hi. 2001')') and Tmnsportatiou Sr:u.Jrillr Compi'thr:n.~il.'i' Risk 
Assessnu·nts o.nd Stronger Intt•nwl Control.~ Needed to Ilrlp lilfrmn T.\'..4 Resourrr 
A/lru~otion, GAO-O~l-4~.12 (\Va:<Jhington, D.C.: Mar. 2i, 2009). 

'''Ft"dt>rfll Security Directors arr thE> higlwst r;mking TSA qfTidab; rrsponsihlr J'nr HE'tur·it.y 
OJWrati0ns at TSA~r0gnlatf'd airp01ts. Sf'f' 4P C5.C, § 44n>:l:l Tlwy and thPir a.<-;si:o;tants 
o:ooxdinatf' with both fedPral and nonfederal entitiPs prPsent at their airports. including the 
FAJI..IS, the Dmg Enforcement Administration, and CllP. \!.'hen appropriate, Federal 
Security Dirccturr,. may ba1 an individual from buarding an aiH:mft. 

""Thf' SPOT rf'ferral data w0 :malyzNI c0verPd the pf'norl May 20, 20()4, through August :31, 
2008. Tlwsf' wer0 thf' data availahlf' at thf' timf' nf om analysis. 
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system that produced them, and (:J) inteniewing agency officials 
knowledgeable about the data. We found a number of problems related to 
how tlw data w0re collected and recorded that are discussed latPr in this 
repmt.. A"i a result, we were unable to use the SPOT referral data to a..o;;;sess 
whether any behavior or combination of SPOT behaviors could be used to 
l't:>liably prt:dic:t t.he final outcome of an incident involving the use of SPOT. 
However, with the stated limitations in mind, and after resolving certain 
contradictions and anomalies in the database, we utilized the SPOT 
referral data to provide examples of information used by TSA to report on 
the prognun's performance, including a count of arrests ::Uld the reasons 
for those arrests. In addition, to dctcmline if individuals who were later 
charged with or pleaded guilty to terrorism~related offenses had transited 
SPOT airports and whether TSA could obtain infonnation from these 
transits to enhance its understanding of terrorist behaviors, we reviewed 
CBP and Department. of .Justice information to ( 1) ictent.ity individuals who 
were charged ,~·ith or pleaded guilty to terrorisnHelated offenses and (2) 
determine if these individuals had, prior to being charged, transited 
airports whfm.~ SPOT had been deployed. Furth~~r', we used our smvey of 
Federal Security Directors at SPOT airports to determine the extent to 
which \ideo surveillance cameras, which could make video recordings of 
terrorists transiting airports, are present at checkpoints. 

To assess the extent that SPOT training incorporates the attributes of an 
effective training program, we had TSA training experts complete a 
training assessment tool that we developed using guidance ·we prepared in 
our previous work for assessing training courses and curricula .. n To better 
understand how other Pnt.it.ies train their employef's in behavior detection, 
and what. thPir curricula includn, we conductPd site visits to thf' Secret. 
Service, CBP, FAMS, and the FBI, and also int.etviewed nongovernmental 
experts on aspects of behavior detection training. Wt: intt:rvit:wed BDOs 
and BDO managers about the SPOT training. Tn addition, we interviewt'd 
El AI officials with regard to hm'\' El Al trains and tests its personnt'l in 
behavior recognition and analysis. Appendix I contains additional details 
about our scope and methodology. 

We conducted this performance audit from May 2008 through May 2010 in 
accordance with generally accepted govenunent auditing standards. 
Those standards require that we plan and perfonn the audit to obtain 

"-GAO, Human Capital: A GJndr.f(J!" Armrssir19 SrmM{II-t. Tmioiny a11d DrJ.'d()pmtnr 
l?.tf"orts ill the Fedrrn/ Ga11rnnnr11t. (iA0,04,~J4(l(; (Wa.<;hingt0n, D.C.: !1-lar. l, 2004). 
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Background 

sufficient, approp1iate e\idence to provide a reasonable basis for our 
findings and conclusions based on om audit objectives. We believe that 
the I:'Vidence ob1.ained provides a rl:'asonable ba.-;is for our findings and 
conclusions ha.'>ed on our audit objectives. 

The A\iation and Tnmsportation Security Act established TSA a8 the 
federal agency with primary responsibility for securing the nation's civil 
aviation system1 which includes the screening of all passenger and 
property lransported by commercial passenger aircraft.'· TSA eurrenQv 
has direct responsibility for, or oversees the perfonnancc of, security 
operations at approximately 457 TSA~regulated airports in the United 
States implementing secmity requirements in accordance with TSA~ 
approved security programs and other TSA direction. 'i At TSA-regulated 
airports, prior to boarding an aircratl, all passengers, their accessiblf' 
propett.y, and thE'ir checkE'd baggage are screened pursuant to TSA~ 
established procedures, which include, for example, pa.-<;sengers passing 
through St~(:ul'it.y dwckpoints where 1.hey and \.heir ident.ificat.ion 
documents are checked by TSOs and Travel Document Checkers, or by 
Screening Partnership Program employees. 

TSA uses multiple layers of security to deter, detect., <md disrupt persons 
posing a potcntiallisk to aviation security. These layers includ-e three 
principal types of screening employees at airport checkpoints-Travel 
Document Checkers, who examine tickets, passports, and other forms of 
identification; TSOs, who examine property, including checked baggage, 
and p0rsons using x-ray 0quipment and magnetometers, as well as other 
clevir-ns; and BDOs, using SPOT to assess passPngf'r behaviors and 
appearance.~~ BDOs are the only type of" TSA screening employees not. 
deployed to all TSA-regulaied airports and all chpckpoints within the 

"See Pub, L. 'Jo. 107-71, 1 Hi Stat .')~17 (2001). For purposes ort.his report, '·comnwrl"ial 
aircraft" ref0rn to a U.S. or forf'ign~ba.sPd air carriH op0rat.ing nnrler TSA~approverl sermiry 
programs with rPgliiarly srheduled JHSSPnger operations to or from a ll.S. airport. 

'St>l:' 48 C.F.R pt. Ji542. !:'oltll:' C!)ll\1\ll:'lTial ll.[J1JOJ"(S Wilh ft'WI:'r !hull 8,500 anmw.l 
enplanrnl€·nts (Pil."-!Jl'Yig€'1-s bo;uding an airuaft) do not have TSA-;tpproved scrrening 
pwcesses. Enplanenwnts are thf' nnmber nfpaying pa.%Pngern on a sdwdn!Pd nr 
nonscho?duled (charto?r) flight. Infants and airlino? personnPI arP not included. A stop at an 
airport is not con..'!iclo?recl an enplmlf'ment if tht> pa..'!sPnger doo?s not transfer ail-craft. 

"l'riva1E'·So?("1!.lt" S!"rt>enE'rs unrlt>r C<.mtrad to and ovt>rSt>E'll b~ .. TSA, and nnt TSOs, pE'r!"orm 
screPnmg n.nivitlf'S at airports pamcipn.rmg m TSA's ScrPPnmg Partnership Program. St't' 

4:J tJ.S.(:. ~ 44:J20. 
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airports \vhere it is deployed on a regular basis. TSA deployed SPOT as an 
added layer of secmity to help deter terrorists attempting to exploit TSA's 
focus on prohibited items and other potential security weaknesses. Other 
secmity layers eited by TSA indude intelligence gathering and analysis; 
passf'ngf'r prescreening; random canine team searches at airpmiB; federal 
air marshals; reinforced CN~kpii doors; federal flight deck officers: tht:> 
passengers themselves; as ·well as other measures both visible and 
invisible to the public. Figure 1 shows TSA's 20 aviation security layers. 

Figure 1: TSA's Layers of Aviation Security 
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'Thl:' No·Fiy Liffil is used to identify individual$ who should be preveniM from boMding 11n aircrllfl: 1\ 
contains applicable records from the FBI's Terrorist Screening Center consolidated database of 
~nown or suspocled terrorists. 

"The four layers inside tl1e grey bar are screening layers of security applied to passengers and their 
prope11y 

Page') GAO· I 0· 763 Hrr~('ning nf Pa>~>~engcrN by Ohs~rvation T('thniqu~s 



TSA 15-00014 - 006840

SPOT Uses Behaviot 
Detection Techniques to 
Assess Passenger 
Behaviors and 
Appearances 

The grey area in figure 1 highlights four layers that apply to passengers 
and their property as they seek to board an aircraft. Airport LEOs, another 
layf'r of security cited by TSA, do not report to TSA and may not maintain 
a physical presence at smaller TSA-regulated airports. According to TSA, 
each one of these layers alone is capablP of stopping a terrorist attack In 
combination, TSA states that their security value is multiplied, creating a 
much stronger system, and that a terrorist who has to overcome multiple 
security layers in order to carry out an attack is more likely to be 
preempted, detetred, or to fail during the attempt. 

The SPOT program utilizes behavior observation and analysis techniques 
to identify potentially high~risk passengers. lndhiduals who exhibit 
suspicious behmiors, including both physical and appearance indicators, 
may be required to undergo additional screening. Field agents and law 
enforcement officers of other federal agencies and entitif's~:-mch as the 
Fl3I, the Secret Service, CBP, and FAl\,18-utilize elE'ments of behavior 
detection analysis as a part of their work. In addition, some foreign 
rmt ities, such as Israt~l's El AI airlin~~s, us~~ behavior detection and analysis 
techniques as part of their security efforts. However, TSA emphasized to 
us that the SPOT program is unique among these entities because it uses a 
point system to help identify suspicious persons on the basis of their 
behavior and appe<mmcc and because behavior detection and analysis arc 
the central focus of SPOT. Officials from the other agencies stated that 
their field personnel incorporate behavior detection as one of many skills 
used in their ·work; in contrast, behavior detection is the primar:y element 
of the BDOs' work. 

SPOT trains BDOs to look tor and rf'("ognize facinl exprPssions, body 
language, and appearance that. indicate the possibility that an individual is 
engaged in some form of decE'ption and fears discovery. These hphaviors 
and appearances are listed on a SPOT score sheet used in SPOT training. 

Pa.'3senger behavior and appearance are to be compared by the BDOs~ 
who typically work in two-person teams. BDOs arc expected to "walk the 
linc'"~that is, to initiate casual conversations with passcngers waiting in 
line, particularly if their observations led them to question someone 
exhibiting behaviors or appearances on the SPOT checklist As the BDOs 
walk the line, and the passenger with SPOT indicators is reached, a casual 
convPrsation is used to determine if there is a ha.-.is for observed behaviors 
or appeuranc~~s on tht' che(~klist.. In most. instanct'S, these conversation/:! 
provide information to the BDOs that. pf'rmit.s them to ('Onsider the issue 
resolvr-d, and henee not n sennity concern. Figure 2 belO\v i1lustrates the 
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first step of the three-step SPOT process, the BDO-passenger interaction at 
a checkpoint prior to the passenger passing through a magnetometer. 

Figure 2: The First Step in the SPOT Process: BOOs Observing Passengers About to Go Through Checkpoint Magnetometer 
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Note: Circle around passenger shows a person who is exhibiting a cluster of suspicious behaviors. 
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As shown in figure 2, passenger behavior and appearance are observed by 
the BDOs as passengers wait in line for screening at a security checkpoint. 
Even if the checkpoint is busy, the BDOs must attl:'mpt to visually scan all 
the pa'>scngers waiting in line, as well a.."i persons near the checkpoint, to 
determine if any are showing behaviors or appearances on the SPOT 
dt€"cklist.. According w TSA. on averagt: a BDO has approximatt:>ly 30 
seconds to assess each passenger while the passenger ·waits in line. For 
passengers exhibiting indicators above baseline conditions, the BDOs are 
to (mentally) add up the points assigned to each indicator they observe. 
Both BDO team members must agree that observed indicators have 
exceeded the predetcmtincd numerical threshold, although they do not 
have to identify the same indicators the passenger exhibited. In instances 
when a pa..<:isenger's SPOT indicators place them above the numerical 
threshold, and the passenger has placed their property on the conveyor 
belt for Xwraying, and ha'> walked through the magnetometer or equivalent 
screening device for pa...;;sengers, he or she will be directed to the sE?cond 
step of SPOT, referral screening. This involves additional questioning and 
physical SN:tr(:h of t.lwir person and pmJwrty by HDOs and TSOs. This 
referral screening occurs in the checkpoint area. 

If the passenger's behavior escalates further·····-accumulating more points 
based on the SPOT checklist~thc BDOs arc to rcfcr the passenger to a 
LEO. A referral to a LEO is a potential third step in the SPOT process. 
BDOs are not LEOs~they do not conduct criminal investigations, carry 
weapons, or make arrests. 

After a passenger has been referred by the BDOs to a LEO, the LEO is then 
expecterl to inrlependent.ly determine, through adrlitional investigation, 
such as questioning the pa.."isenger and, it appropriate, by conducting an 
idPntity verification and baekgmund dwek through t.hf' FBI's National 
Crime Information Center (NCJC'), whether sufficient grounds exist to t~tke 
further action, such as detaining or arresting the passenger. TSA officials 
who are LEOs also have access to NCIC, such as an airport's Assistant 
Federal Security Director for Law Enforcement or federal air marshals. 
NCTC is th<' FBI's computerized index of criminal justice infomwtion (i.e., 
criminal record history information, fugitives, stolen properties, and 
missing persons). avllilable to federal, state, mtd local law enforcement 
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SPOT Has Been Deployed 
in Phases 

and other criminal justice agencies at all times,[, Similarly, other federal 
LEOs also have such access, including CBP, and Drug Enforcement 
Agency (DEA) personneL However, since both local and federal LEOs 
have other responsibilities, and may not be present at each operating 
checkpoint, BDOs may have to seek them out to request an NCIC check. 
Accmding t.o TSA. a.'iide from requiring that an airport maintain a law 
enforcement presence,"' it exercises no jurisdiction over the hnv 
enforcement activities of non-TSA officers or entities at an aiqJOrt; thus, it 
cannot require LEOs to conduct an NCIC check or to provide BDOs with 
information about the ultimate disposition of cases referred by them to 
LEOs. 

Once the LEO concludes his or her investigation and determines whether 
the passenger will be atTested or detained, TSA officials at'e to evaluate the 
security concerns t.o determine whf'thf'r to allow the pa..;;senger to proceed 
to the bomding gate. (In some instancf's, a LEO might. choose not to arrest 
or detain a pa..;;senger; TSA would then decide whether the infraction was 
suffki~mt.!y serious to rwc~~ssitate barring the pa.<.Jsengt:'l' from boarding.) 
After a referral incident ha.s been resolved, BDOs are to enter information 
about the incident into TSA's SPOT referral database. The data entered 
are to include time, date~ location of the incident, behaviors witnessed, 
prohibited itrms found (if any), and information on the LEO's response (if 
applicable), such as whether the LEO questioned the passenger, arrested 
the individual, or released the passenger. The SPOT referral database 
contains no personal identifying information about passengers. 

Th0 SPOT program hegan with pilot t0sts in 2003 and 2004 at several New 
England airports, in which TSA began using uniformed BDOs at airport 
che-t'kpoints. Alh'l' sonw initial pilot pmjects and t.f'SI. dPployments, 644 

,.,TIWflf> rf'qllE'lflts would typkally lw mad"' to tlw law E'lnfor(:tlment t>ntit~' f>ntplo~'ing the LEO. 
such as tht> airport authority polire depaxtmo?nt The departmPnt would have a computo?r 
that can access NCIC. According to the Fill's \Vebsitc. the NCIC database consists of Hl 
files 01 databases, St'ven art' properly ftl<es which cont.um records for articles, bouts, guns. 
lkt>nse plat.e-:; .. securities, vt>hides, and vt>hide and bout purts. Twelve ure person files ure 
tht- {'onvkt.pd 8€'1wat OJTt>nder H.t>gl><try, Fmrign Fugiliw, Tde-11\ity Thf'll, Imrnigrauon 
Violator. !Vhfl:o;ing Pers0n, l'wtf'\ti0n OrdPr, Supervised RPI'i'af;f', Unidf'ntifif'rl Pers0n. t:.s. 
Sec1·et Service Protective, Violent Gang and Terrorist Organization. and Wanted Person 
Files The Interstate Identification Index. \Vhich contains automated criminal history 
reeord informatiun, ts also utTessible through !he same llt'lwurk w,: NClC. The Viulent 
Gang und Terrorbt Orgaui<;alioi\ file im:lurJes lhe names of known or .<;uspected terrorists. 
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DHS Is Taking Action 
to Validate the 
Scientific Basis of 
TSA's SPOT Program 
but Opportunities 
Exist to Help Inform 
Future Program 
Decisions 

BDOs were deployed to ,12 airports in the first phase of the program from 
November 2006 tlU'ough June 2007. As ofMru·ch 2010, about 3,000 BDOs 
utilizing SPOT were dPployed at.161 of 457 TSA~regulated airports."' 

BDO eligibility is restricted to TSOs with at least 12 months of TSO 
experience, 01' others with related Sf"eurity pxperienee. Applicants must 
apply and be accepted into the BDO training prognun. The training 
includes 4 days of classroom courses, followed by 3 days of on-the-job 
training, BDOs must memorize all of the behaviors and appearam~es on 
the SPOT checklist, as well as the point value assigned to each, jn order to 
be able to add these up to determine if a passenger should be sent to SPOT 
referral screening. BDO applicants must also pass a job knowledge test at 
the conclusion of the training. The test includes related multiple choice 
questions, true or false statements, and case-based scenarios. 

Although DllS is in the process of validating the way in which the SPOT 
program ut.iliz(~S the science of behavior detN:t.ion in an airport 
environment, TSA deployed SPOT nationwide before first determining 
whether there was a scientifically valid basis for using behavior and 
appearance indicators as a means for reliably identifying passengers as 
potential threats in illrports. TSA reported that it deployed SPOT before a 
scientific validation of the program was completed in response to the need 
to address potential threats to the aviation system that would not 
necessarily be detected by existing layers of aviation security. TSA stated 
that no other large-scale U.S. or international screening program 
incmporating behavior~ and appearance-based indicators ha"l ever been 
rigorously sdent.itically valldntefL While TSA dPployed SPOT on thf' basis 
ot some risk-related tactors, such as threat information and airport. 
passengpr volume, it. did not use a comprehensive risk assf"ssm€'nt t.o guide 
its strategy of seledively deploying SPOT to Hil of the nat.ion's 457 TSA· 
regulated airpotis. TSA also expanded the SPOT program over the last :3 
years without the benefit of a cost-benefit analysis of I:IPOT. Additionally, 
TSA's strategic plan for SPOT could be improved by the inclusion of 
desirable characteristics identified in our prior work, such a<; risk 
assessrnent information, cost and resources analysis, and a means for 
collaboration with otlter key entities. 

"'TSA~rf'gnlatf'd airports luv0 regular mmnwrdal pil.'lfwnger sf'rvlcP and comply w1th TSA 
r0gult~tinns fnr pt~ssf'ng<'rs ami their property in ordPr t0 opNiltP 
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TSA Is in the Process of 
Validating the Scientific 
Basis Used to Identify 
Passengers with SPOT 
Behaviors 

TSA proceeded with deploying SPOT on a nationwide basis before 
determining whether the list of passenger behmiors and appearances 
underpinning the SPOT program were seientilkally validated, and whether 
these techniques could be applied for counterterrorism purposes in an 
airport environment. In 2008, a repmt issuf'd by the National Research 
Coundl of the National A<:ademy of Sden(~es noted that behavior and 
appearances monitoring might be able to play a useful role in 
counterterrorism efforts but state<d that a scientific consensus does not. 
exist regarding whether any behavioral sun:eillance or physiological 
monitoring techniques arc ready for usc in the counterterrorist context 
given the present state of the science. 1~ The report also stated that the 
scientific evidence for behavioral monltoril\_~ is preliminary in nature. !I· 
AeconHng to the repmt, an infonnation~based program, such as a behmior 
detection program, should tlrst detennine if a scientific foundation exists 
and use scientitkally valid critPria to evaluate its effectiveness hefore 
going forward. The repmt added that programs should haw a sound 
experirnent.al basis and documentation on the program's effectiveness 
should he reviewed by an independent entity capable of evaluating the 
suppotiing scientific e"idence. The report also stated that often scientists 
and other experts can help independently assess the scientific e\idence on 
the effectiveness of a program. A contributor to the National Research 
Council report also stated that. no conclusive research has been conducted 
to determine if behavior detection can be reliably used on a larger scale, 
such as in an airport setting, to identify persons intending to cause hann to 
the aviation system. 

While TSA and DIIS's Srienre and Technology (S&T) Directorate oturials 
agreed that SPOT wa..;;; rleploy0d bf'fon" its scif'nt.itk underpinnings were 
fully validated, they stated that no large-scale U.S. or international 
operational screening program inCOIJ)0fating behavior- and appearance-

"'National RrM;lxc:h CounciL PmltY:Ii!rglr1dil!irtual Pl'ivnc,y in tllr Stnl{lglt A9ai11st 
Trn·oriMs.· A Fmmaworkfo1' Assrssmcm (Washington, D.C.: National Academies Press, 
2008). The report's preparation was overseen by the )Jational Academy of Scknces 
ComntiUee ou Technical and Privacy Din tensions of Infornwlion for Terronsnt P1eventwn 
mtd Othl'r :--Jational Goals. AlthfJ11gh the report addr<>sses broud<>l' issues relutl:'d lo privacy 
and dn.tn. mining, <l >~enior Natinmtl Rr!Jearch ('nun,'tl olTiti<tl stated that Uw PollHt<iUer 
indmlerl beha\ior rletedinn as a fnrns hPramw an~' behavinr deterti0n prngram rnulrl have 
ptivac~' implications. 

'''Spectfkally, the report states !ha! the scteutiiic support fm lmkag:e;; between behavioral 
and physi<.Jlogical markt"rs and HH;'ntal stat.r is strongest f<.Jr Plt>nwntary stat.rs, wd1 a.-; 
simple emot.i0m:,; weak for more compl0x statPs, :<ltwh a.<; d.e<'Pption; and nonexmt.Pnt for 
highly complex statPs, snrh ;w when ind.ivirluals hnld t.Pnmist int.Pnt and hPliPfs. 
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based indicators has been 1igorously scientifically validated. These 
officials also questioned the findings of the National Research Council 
report and stated that the study lacked sufficient information for its 
conclusions because it did not consider recent findings frmu unpublished 
DIIS, defense, and intelligence community stuctiPs.·~~> However, National 
Researdt Council offidals stated that. an agency should be cautious about 
relying on the results of unpublished research that has not been peer 
reviewed, such as that generated by DHS and the defense and intelligence 
community, and using unpublished work as a basis for proceeding with a 
process, method, or proy,ram. 11 Moreover, we have previously reported 
that peer review is widely accepted as an important quality control 
mechanism that helps prevent the dissemination of potentially erroneous 
information. '' 

In addition to the unpublished r0search, TSA told us that the SPOT 
program was ba..;;ed on operational best. practices from law enforcement, 
defense, and the intelligence co nun unities. Acf~ording to TSA oftkials, the 
agency ba'ied its choict:' of SPOT bt:'ltavior, appearance, and deception 
indicators on existing research and training programs. For example, TSA 
dted research on emotions and their behavior indicators bv Dr Paul 
Ekman,;; interviewing and interrogation by Stan ·walters, 11 'and .nonverbal 

"'DHS's S&T Diret'torul<:' ('Ottld not prrJYitle us with spel'lfk l'Olltads related to lht' sonrt·t's 
of thi-;; research. 

·pl~('r n:Yi1:w is th(' prot'('Ss of sub.kcting an author's sdlUlHrly work, research. or i<kas to 
llw so::rulmy 0f oUters who art:' experls in the same fit'Jd_ Such rt:'view is considt:'r<:d u form 
of sdeulific Yalidalion. 

'For PxmnplP, WP reportPd that tlw National InstitutPs of Health did not post its 
rcseardwrs' final reports because the nsks associated with postin;.t results that have nut 
lwen .;;('rullnizt'd and ''alidalt:>d by pt'er H'''it'w art' li)O grl:'uL St-'1:' GAO. Urri!'('l·si(y 
Rc::.r·wr·lr: M(!s/ f't:dcru/ Ayer(('ies .'Vced to Bdler Pro/(•t·/ agahtsl f'irwun'al Cou,!lids q{ 
Irrlen•s/, CA0-01-:Jl (Washiug!on, DD Nuwmber 200J). 

Dr. Ekman is professor emeritus of psychology at the l"niYersity of California l\-Icdical 
School, Sun Fnutdsw, und is considert'd one of !he world':> forl:'mosl experts on facial 
t'X!JH'ssions. His h()oks indnde: Emo/iOI'I~ Revc«kd: Uel'o_qnizirt.Q Fan·~ 1111d fh·li!UJS lo 
lmp1·our nnn·mu·rucolirms ,,1111 F.m(J/im-w/f,Ur' (NE>w Yor'k: Hr>!t and Cmnpany, 2Cr0:1_l; 
Bmotirm in thr Hrmwn Fnrr {NPw Y0rk: J'prgamon l'r0ss. ln/2): l.'mnnRking f/rr Fnr:r: A 
Guide to RrrogH!.:-in,q Emotiom:.timn Facial Clues (Englewood Cliffs. N.J .. Prentire-H:tll. 
107:1). Dr. Elanan has published morP than 100 articlf's. 

'\Jr. \Valt.E't~ is thE' <l\t1 hor oflh;: 1'1·1 1/Ciple$ oJ Killr'.~ir l~tll'l"i!iel(} and fu{(m'(Jgat ion. 2' ' 
Editwrr a." Wf'll a,<; nmnPmlw tranung mat.f'tials rE'lnted to mtPfl.'lf'WIIlg and mtNmgation 
t0,hniqn0s, 

Page 16 GAO· I 0· 763 Hrr~('ning nf Pa>~>~engcrN by Ohs~rvation T('fhniqu~s 



TSA 15-00014 - 006847

indicators by Dr. Dm-id Givens,-, and Dr. Mark Frank:" as support for the 
choice of several of the behmior indicators. According to TSA, its 
development of the SPOT program was based on related DIIS research 
and information from the training curricula ot other federal agencies, such 
as the Federal Transit Administration anct thf' Bureau of Alcohol, Tobacco, 
J<~irearms, and Explosives.·1

·: 

As with the SPOT behavior indicators, TSA told us that it sought input in 
creating the SPOT point scoring system from subject matter experts and 
from participants in TSA's SPOT working group, which consisted of law 
enforcement ofticials from agC'nciC's such as FBI, DEA, and local law 
enforcement officials.·'" While TSA officials said that they coordinated 
with relevant subject matter experts, sueh as Dr. Ekman, and based the 
SPOT scoring system on existing research and training programs, no 
validation of the behavior, appearance, and deception indicators wa..-; 
conductf'd prior to thf' deployrnf'nt of SPOT in Novernhf'r 2006. According 
to TSA officials, they used professional judgment in developing the SPOT 

'Dr. Givens is the dirPrtor oft he nonprofit CPntPr for KonvNhal StudiPs, in SpokanE', 
Washington. Dr. Ghvns is the author of Lo1.'r ,'\'ignals: A Pmrtical Field Guida to the flodv 
Lunq·1ww: qf Courtship (St. Martin's, >kw York, 200J) and Cl'i me Si.q!W/s: llou: to Spot a 
Cl'imhwl H<:.,!(m· Yr;u H<:WfiW o VidiHI {8l. .\1urlin':,;, 8008!. Thv C.:nlt:r':,; Wt>b sile liukN to 
lk Givens' uulmv refvrvnee tool, '17w }v'rnwaball>idiourrry (({Gestures, Sig11s arrd Hody 
Lmil}ilrJg<' C'tH'S. Dr. Givrn!J said t.hat hr h;ld did no\ know which nonwrhal ind!c;\tr>r~ had 
hPen selPctNl hy TSA for use in SPOT, that he had not hPPn asked by TSA to re\iew their 
rho ices from his list, or to ro:-\io:-w otho:-r aspens of the SPOT program. Acrordmg to Dr. 
Givens, attempting to dC'teet mon• t.Ium nine nonverbal indicators would lw dlffknlt for 
most individuals, even those trained in behatior Uetcction. 

'Dr. Frank is A.'lsodat.P Profpssor, DPpartnwnt of Communication, CollPgP of Artfl and 
Sciences, at the University at Buffalo, State University of Kew York He is on the Adtisory 
I3oard of the University's Center for Unified Dmmetncs and Sensors, and has conducted 
rest>ard1 supported by OHS, tht:' Deft:"nst:' Adnmct:'d Research Pwjed;;; Agency, and tlw 
1\'alional Sdr-Jtt:e f<'oundalion. l!r. Fmuk lold us \hal he had obst>tVt'd 8POT at a:tl airporl 
and had some coordinatinn with TSA. Hnwt'ver, hr- said that. he had nnt. reviewed the SPOT 
training currintlum or the SPOT scoring system Dr. Frank stated that no stndy has h0en 
perfom1erl to validate ust' of hehavwr df'tertwn in an a~rport sf't.ting. 

,-Aci.·ording to DHS's S&T Diredoralt>. it. <'Olltpleh;d u study (lr\ suidde hontber indkal!)rs in 
July 21)0fJ. Tlw pmgram manager st.at<>d that. they rrvirwrd \r)7 dO!'untenti'J and idt'ntiriE>d 
approximatf'lY 1,200 suiridf' indirators. whirh wPrf' similar to SPOT t'Hirirlf' homlwr 
indicators. S&T stared that the study provides preliminary support for the detf'ction of 
suicide bomber indicators and that SPOT repr0sents best practices from defense and 
ini1~1ligC'nee organizations. 

"Arcording to TSA, tlw FBI pmttripatt'd in disrus:;;wnfl rPlatt'd to SPOT's dt'Voi'l0pmPnt in 
2000. 
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point system and stated that the purpose of developing the scoring system 
was to increase the objectivity of the SPOT process. 

Dr. Ekman stated that, in his opinion, and after reviewing the scoring 
system and observing the program in operation, it was not clear whether 
the SPOT behaviors and appearancf's, and the related point. system, t:ould 
be used effectively in an airport environment because no credible 
validation research on this issue had been conducted. He noted, for 
example, that research is needed to identify how many BDOs are required 
to observe a given number of passengers moving at a given rate per day in 
an airport emrironmcnt, or the length of time that such obscn'ation can be 
conducted before observation fatigue affects the effectiveness of the 
personnel. He eommented that obsen'ation fatigue is a well~knmvn 
phenomenon among workers whose work involves intense observation, 
and that it is essential to determine the duration of effectivp observation 
and to ensure consistPncy and reliability among the personnel carrying out 
the obse1vations. 

DHS has recognized the need to conduct additional research to 
scientifically validate the use of the SPOT behavioral indicators in an 
airport environment DHS's S&T Directorate began research in 2007 to 
determine if there is a statistically significant correlation between the 
SPOT behaviors exhibited by airport passengers and finding airpmi 
passengers with prohibited items (such as weapons), false documents, and 
illegal drugs or \vho pose a potential risk to m,iation security, According 
to S&T, this research is expected to be completed in fiscal year 2011 and is 
to include three key elements. First, the study's purpos£> is to assess the 
rellability of the SPOT program by analyzing TSA 's SPOT dnt.aba...;;;e to 
determine patterns of BDO scoring to mea...:;ure consistency across BDOs, 
teams, locations, and of.hpr variablE'S. Second, ihf' study airns t.o compare 
the <:unent implementat.ion of SPOT to random pa":lsenger screE'ning. 
Specifically, according to S&T officials, 130,000 passengers are to be 
randomly selected for additional SPOT referral screening. The study's 
design states that data collected about these passengers will be compaxed 
to data for passengers S('recncd through the normal SPOT process. S&T 
officials expect that the results of this element of the study will prO\ ide a 
better understanding of how SPOT compares to randorn selection, as well 
as providing a baseline of each indicator present in the traveling public. 
Third, the study also aims to utilizP live and video dat.a, as available, to 
me.a.':lnre SPOT score ratings by BDOs of b~·haviors exhihiled by 
passengers against ratings of the samP passengers by subject matter 
expt:>l'IB. This rlement. of the study could help determine whrther HDOs 
are using, or are continuing to use, the SPOT score sheet correctly as time 
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passes after their initial training. According to S&T officials, the study is 
to form the basis for BDO perfotmance and training requirements. 

The S&T Directorate reported some preliminary findings a.%ociated with 
this research in February 2008. The Direct.oratf' reported that although 
some of the existing litt:>rat.ure supported the possibility of using 
behavioral and physiological cues, the results ~u·e not methodologically 
strong enough to support standardized applications in an operational 
setting.:" The preliminary findings also noted that it is not known whether 
behavioral and physiologieal cues linked to deception in pl:mning a hostile 
action \Vill be the same or different as those indicators linked to deception 
by an individual after they have already engaged in a hostile action. 
However, an S&T program director stated that although early literature 
can be characte1ized as methodologically weak, more recent unpublished 
research sponsored by DliS, the Departmf'nt of D0fense, anct the 
intelligence community is promising in that it has demonstrated some 
linkages between behavioral and physiological indicators and deception.~" 

In l\larch 2009, the Under Secretary (Acting) for DHS'.s S&T Directorate 
testified that the Directorate had performed an initial validation of the 
behavior indicators used by BDOs. 11 The Under Secretary stated that this 
analysis providr-d statistically significant support that persons 
demonstrating select behavioral indicators arc more likely to possess 
prohibited items and that behaviors can distinguish deceptive from 
nondeceptive individuals. According to S&T, this validation was the result 
of statistical analyses perfonned by S&T using operational data from the 
SPOT program database. IlowPver, we identified weaknesses in TSA's 
procPss fnr maintaining these data. For exmnplP, rontrols ovPr tlw SPOT 
dat.aba..;;e to help ensure the completeness and arcurary ot the data were 
missing. Spedfically, the SPOT dat.abasf' did not. have (~omputerized edit 
checks built into the system to review the format, existence, and 
reasonableness of data. For example, we found that discrepancies existed 

""American Institutes for Research, fl('hrwioml Indicators Related to Df'cr>ption in 
l11dividual8 n·ith Ilostdc lnlcillions.· l11terhn Results (Washmgton, D,C.: Febnmry 2008). 
According to S&T offir:ials, this rc;icw included res('arch conduet('d prior to 200:) 

'"DHS conlrl1wt. providP nt' with spf'rifir r0nt.arts rf'latf'fl to tlw sonr\PS of thi::- rPseardt: 
we wPre tlwrPfore unable to detPrmine tlw extent to which it has demonstrJ.tf"d linkages 
behveen behaYioral and physiological indicators and dereption 

' St.<ttf'mt;>nt of tlw l)m:lt;>r Sf'!'ff't.ary (Acting), DHS S& T Dirt;>ct.oratf', ht;'l"ort;> t.hf' 
SuhcomnuttPt> on Homeland Serntit.y, ConumrtPP on Appropnatwns, t:.S. Hons0 of 
Represt>nt.atives, \-Iarrh 26, 2008. 
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between the number of passengers anested by local law enforcement at 
the screening checkpoints and the number of screened passengers 
recorded as arrested. In another example, we found that tlte tot·al number 
of LEO ret"enals differed from the number of pa.."iSenger records with 
information on the rea...;;ons for LEO referral. Internal control standards 
state that controls should be installed at an application's interfaces with 
other systems to ensure that all inputs are received and are valid and that 
outputs are correct and properly distributed. 40 TSA officials explained 
these issues as data anomalies and planned to change instructions to staff 
entering data to reduce these problems. Although TSA is taking steps to 
update the SPOT database, which are discussed later in this report, the 
data used by S&T to conduct its preliminary validation of related 
behaviors lacked such controls. Tn addition, BDOs could not input all 
behaviors observed in the SPOT database because the database limits 
entry to eight behaviors, six signs of d0reption, and four types of 
prohibited items per pa..-,senger referred for additjonal screening. Decause 
of these data-related issues, meaningful analyses could not be conducted 
to dt~h~rmine ifUwre is an a .. "lsodat.ion be1.wet:•n certain behaviors and the 
likelihood that a person displaying certain behaviors would be referred to 
a LEO or whether any behavior or combination of behaviors could be used 
to distinguish deceptive from nondeceptive indhiduals. As a result, TSA 
lacks assurance that the SPOT data can be used effectively to determine 
that the person poses a risk to aviation security. S& T has recognized 
weaknesses in the procedures for collecting data on passengers screened 
by SPOT and plans to more systematically collect data during its study by, 
for example, requiring BDOs to record more complete and accurate 
information related to a passengf'r rf'fenal immediately following 
resolution. 

The S&T study is an important st.ep to df'tennirw whether SPOT is rnore 
effective at identifying passengers who may be threats to the aviat.ion 
system than random screening. However, S&T's current research plan is 
not. designed to fully validate whether behavior detection and appearances 
can be effectively used to reliably identify individuals in an airport 
tcnninal environment who pose a risk to the aviation system. For 
exruuple, research on other issues, such as detem1ining the number of 
individuals needed to obse1ve a given number of passengers moving at a 
given rate per day in an airport environment or the duration that such 
observation ran bP conducted by llDOs before obsHvation fatigue affects 

'"(lAO/ AUvfiH)(J<21 .. ll. 
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effectiveness, could provide additional infonnation on the extent to which 
SPOT can be effectively implemented in airpotts. In another example, Dr. 
Ekman told us that additional research could help determine the twed t'or 
periodic refresher training since no research has yet determined whether 
behavior detection is ea.sily forgotten or can be potentially degraded with 
time or lack of use. While S&T offidals agree on the nt:>ed to validatP the 
science of behavior detection programs, they told us that some of these 
other issues could be examined in the future but are not part of the 
current plan due to time and budgetary constraints, According to S&T, 
some additional analysis is underway to inform the current BDO selection 
process. This analysis is intended to provide information on the 
knowledge, skills, abilities, and other characteristics of successful BDOs. 
Since the analysts is scheduled for completion in May 2010, it remains 
unclear to what extent the findings will help to validate the science related 
to SPOT. While we recognize the potential bene tits of these efforts, we 
believe that. an assessment by an indE'pendent panel of expetts of the 
planned methodology ot' DIIS's study could help DIIS a._o;;sess the costs and 
bt~tH:d'its assoda1.ed with a rnort~ comprt:'ltensive methodology designed to 
fully validate the science related to SPOT, Our prior work has 
recommended the use of such independent panels for comprehensive, 
objective reviews of complex issues.·'' In addition, according to the 
National RcsC'arch Council, an independent panel could provide an 
objective assessment of the methodology and findings of DHS's study to 
better ensure that SPOT is based on validated science. Thus, an 
independent panel of experts could help DHS develop a comprehensive 
methodology to determine if the SPOT program is based on valid scientific 
principles that can be effectively applied in an airport environment t'or 
counte1terrorism purposes. 

'·St'e GAO. Oil mul Gal> Ruyallh!8,· 17u: H:dem/ .':.';1}8/cm Jiw Cu/l(•t·/'irrg Oil 'U/d (;qs 
Reucnuesll,lf:cds Comprl'llensiuc Rco,~.W',~smcnl, GA\1-0S-(JDJ (Washingt.<Jn, D.C.: Sept :3, 
2008). GAO, Cnmliafl.nq Nu.denr Smugglmg: Alidrrimrnl A.aimrs ,'\/redrd to Ensurr 
Ad('quale T('slinq q{Ne.rr Grn('ration Rmliation D('fecrion Equipment, GAO-Oi-U4T 
(Washin~ton, D.C.. Sept. 18, 2007). GAO, !)'paer: Opcratimw: N:l.~Jll!.:trorts to Dcrclop 011d 
Deploy Ad ('(I wed S'paceeraJI Computers, CAOIL\ITEC·S~J.JI (\VushiHI(ton. D.C.: .Vlur. 01, 
Hl.SU). GAO, \;uwhermhlllJej('w;c Rn .. in;:: Future Reeiew!S Could Herrejil jhrrn lmprtn·nl 
DepQ!'Irrwnl l!f J)(>jim.~e A.!wly.~es 1~nd Cli:Wiljl\~ lo l.l'gis/Qtir'l' Reqoii'!'J!/1'!1/8, CTA0-07-IOD 
(Washington, D.C.: Sept.l4, 21)07). GAO, Caast Guard.- Chnfl('II[II'Hj'orArirlJ·(1sHirJg Budqel 
Crms/1-a inls, GAO/RCED~Oi~ 110 (Washington. D.C: May WM), 
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SPOT Was Deployed 
Nationwide on Basis of 
Threat, but Without a 
Comprehensive Risk 
Assessment 

According to DI-IS's National Infrastntcture Protection Plan (NIPP), risk 
assessrnents are to be docurnented, reproducible (so that others can verify 
the result.;;), defPnsible (tedmieally sound and frPe ot' signitlcant errors), 
an.d complete. The NIPP states that comprehensive risk a..<;sessments are 
necessary for determining which assets or systrms face the highest risk, 
for prioritizing risk mitigation efforts and the allocation of resources, and 
for effectively measuring how secmity programs reduce risks. For a tisk 
assessment to be considered complete, the NIPP states that it must 
specifically assess threat, vulnerability, and consequence; 11 after these 
thr('c components have been assC'ssed, they arc to be combined to 
produce a risk estimate. n 

AeconHng to TSA, SPOT was deployed to TSA~regulated airports on the 
basis of threat information in TSA's Current Airpmt Threat Assessment 
list. 1'' TSA deployed SPOT to HH of 457 Tf;A~rPgulated airpmts. TSA 
officials told us that. this selective deployment creates unpredictability for 
persons seeking to cause harm to the aviation system because they would 
not know which airports had HDO teams and because BDOs are 
occasionally sent out to the smaller aillJOrt.'5 that do not have BDOs on a 
permanent basis. Although TSA's selective deployment of SPOT was 
based on threat information, TSA did not conduct vulnerability and 
consequence a<:~scssments to inform the deployment of BDOs. As a result, 

"DHS's KIPP definE's risk as a funrtion of threat, vulnt>rability, and consequenct>. Threat IS 
an indication of thC' likdihoud that a spet:ifu: tYJJ•: of attack will bC' mitiatt>d against a 
specific target or dass of t.argt'ls. \'nlnerability is the probability tim\ a particulur at.t.empt.ed 
atlal·k wtll succeed against a purlicular tmget or das:; oftargels. Consequ<:nr·e is Ute eflect 
of a successful alt.aek. 

···As updated in :WOU, the NIPP states that to be complete a risk assessment ts to assess 
threat. vulnt'rabi!Hy, and ('tJllSl'qllenn: for t'V('I'Y dt'iined nsk ~;cenario. However, because 
lhe original :WOti Vl:'rsion of the NIPP desnil.H,·d risk ussesslrtenls lhut iiK'lttdl:'d alllhree 
tomponent!J M "<.'!'Pdible," our prrvious rrpot\S U!Jl:' thi!J term r;ltlwt tlun "t>nmplrte" lSE'P 
GAO. 1'rrmspMiation Srruht,y: Cmnp!'Pf/rn~iva Risk Assrss·mrmt.~ and Strrmgrr JntrJ'1H1/ 
Controls Ncrdod rn Ilr:lp lnforrn TSA Rrsourcl' Allorall'rm. GAO~OD~4D2 (Washington, D.C: 
1\Iar. 27, 200D)). 

''We repoti.f'd in Marrh 200\:J that TSA dol:'s not a.<;!Jign uncertainty nr varying lew•ls of 
ronfidPnre a.<Jsoriat.Pd with thP mtPlligence mfonnanon mwd to idli'nt1fy thrf'at.s to t.lw 
transpmtation sector and guide TSA's planning <:md im·estmPnt dPdsions. SincE' TSA's 
intclligem·e products have not assigned eonfidencc kvds to its analytkjudgmt'nts. it is 
liifTi.cult for TSA lo correct!~' priUiittze its tadK'S and irwestmeuts based on uncertain 
inlklligeJwe. In !\lard\ 2008, Wl' re('OIIl!lll'IV.lt'd that TSA worl\ wilh the Diredor of National 
Jntelligto•nct' to del ermine lht' hp!J\ appma~·h !'m il!J!Jigning uncpriaint.y !.lr confidence lpvp)!J 
t0 analyt1c mtt>lligenc0 prodnct.fl Mrl to apply th1s approach. TSA agr<>Pd w1rh th1s 
r0comm0ndation anrl said it has hf'gnn taking action to arlrlrf'ss it. S<i'f' GAO,or:q02. 
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it could not combine the results to conduct a comprehensive risk 
assessrnent to inform the deployment of BDOs to those airports \Vith the 
highest risks. 

TSA oftkials told us that whilf' they have not. complet.f'd a comprehensive 
risk asst:>ssment. for airport St:>turiiy, they have prepared and are cmwnily 
reviewing a draft of a comprehensive, scenatio~based Aviation Modal Risk 
Assessment-----known as the AMRA~which is to serve as a comprehensive 
risk assessment for aviation security.,; According to TSA officials, the 
AMRA is to address all three clements of risk for domestic cornrncrdal 
aviation, general aviation, and air cargo.'~ Although TSA planned to 
release the AMRA in February 2008, it now expects to finalize the AMRA in 
2010. Aecording to TSA, the AMRA may help pro\ide infonnation for the 
prioritization of BDO deployment within airports, but could not provide 
speritlrs on how it would do so. }\nther, TSA officials noted that. 
information from AMRA would inform BDO deployment in conjunction 
with other TSA priorities not related to SPOT.''' Sinee the AMRA is not yet 
complete, it. is no1. dNtr wlwtlwr it will provide tlw fisk analysis­
including a.ssessments of vulnerability and consequence~needed to 
inform TSA's decisions and planning for any revisions or future 
deployment of SPOT. If AMRA lacks information relevant to the 
deployment of SPOT and further research detcm1incs that SPOT has a 
scie-ntifically validated basis for using behavior detection for 
conntertenorism pmposes in the airpmt em ironment, then conducting a 
comprehensive risk assessment of airports could strengthen TSA's ability 
to establish priorities and make cost-effective resource decisions 

'"ThP AJ\IRA is hPing dPvPlopPrl by TSA pursuant to thP ~ational StratPgy for AYiatmn 
Security, \Yhkh was issued according to IIomt'land Security Presidential Directive· !G. 
HHPl)-\(i dire('ts t\u;' production of !ill OH;'I'<U'('hiJlg nati(JJWI strategy to optimi~e and 
integrate government" wide aviation security efforls. AMRA wa;,; prevwusly known as Ute 
Air Donwiu Hisk Assessment or ADHA. 

"Commercial aviation includes that sector of the nation's civil aviation system that 
J.Hovidt's for lilt' Lrauspor!ation of individuals by sdtetluled or chartered operations for a 
ft'<>. indudi11g nir ('Hl'rit't":; and aillJOrts. General aviation illl.'llldt:'$ all civil aviation otllt:'r 
than hHilrtlf'r'tial and military opt>rations, lntluding llight qpf'rations sud1 ao;; 
personal/famii;.' transportation, Pmergenc;.' sprvir0s, wildlifP and lanrl sun'Py~. traffir 
rPportJng, agricultural aviauon, ftreftghting, and law enforcement. .o\Jr cargo is defined as 
cargo carriPd on pa.'lsPnger and all-cargo aircraft. 

'"In addition, TSA $1.at.Ps that il!J risk lll(IJI(lgemPnt analysis toolset may also bt" II$Pful in 
prioritizmg BDO df'ploynwnts snwv tlw to0ls0t analyz0s vanou;;, st'enarios for wlu<"h thv 
nse ofBDOs ma;..- hP appli<"ahl0 

Page 2\1 GAO· I 0· 763 Hrr~('ning nf Pa>~>~engerN by Ohs~rvation T('fhniqu~s 



TSA 15-00014 - 006854

TSA Deployed SPOT 
Nationwide Without 
Conducting a Cost-Benefit 
Analysis but Such an 
Analysis Could Help 
Inform Program Decisions 
Moving Forward 

regarding the deployment of BDOs to those airp01is deemed to have the 
highest priority risks. 

DIIS and other federal guidance recommend conducting a cost-benefit. 
analysis before implementing nf'w programs to avoid unnecessary costs 
and identify the best. way to achieve goals at. the lowest costs arnong 
potential alternatives. Our prior work h<!S also supported the use of cost­
benefit. analyses during retrospective reviews to validate the agency's 
original assumptions regarding costs and benefits. ··'I In addition1 the DHS 
Feb mary 2006 Cost-Benefilluwlysis Guidebook and OMB guidance both 
recommend the usc of cost-benefit analysis, both in the planning stage for 
a program, and when significant milestones or financial options are to be 
a:;:osessed. ··l The DHS Gtddchook states that a cost~benefit analysis is 
designed to identit\r optimal financial solutions among competing 
alternatives. 01\'IB guidance also identifies cost-henetlt analysis a."l one of 
the key ptinciples to be considered 'vhen making capital expenditurf's, 
that expected benefits of proposed actions should be explained, and that a 
ba .. .-;eline should b~~ identifir~d disc,Issing costs and benefits in comparison 
with dearly defined alternatives. DHS'.s 200G <.md 2009 NIPPs also state 
that p1i01ity is to be given to those protective measures that provide the 
greatest mitigation of risk for the resources that are available. The DHS 
NIPPs add that r-ffcctivc protective programs sr-ek to usc resources 
efficiently by focusing on actions that offer the greatest mitigation of risk 
for any given expenditme. In addition, measuring cost effectiveness of 
SPOT was a key TSA goal in an O-ctober 2005 version of the SPOT strategic 
plan. 

Although th" DITS and OMB guidancf' recomnwnd t.hnt a cost-benefit 
analysis be conducted prior to deploying a program nationwide-and 
potentially incurring subsiant.ial eost.s-TSA did not conduct. such an 
analysis of SPOT to inform its pilot. testing prior to full-scale natiomvidt' 
deployment. In early 2003, TSA began conducting a pilot test of the SPOT 
program at. Boston Logan airport to better understand the benefits of the 
program. According to Boston Logan's Federal Security Director, the 

··"Sf'li' GAO, RreYnmining Re{lulntion.~: Opportmritirs E.rist to Impl"mw F;tfi:rfirx'nrss nnrl 
Tmmpa r-enrp q( RU/"()Sjlt:rl i r.'r Rrvir>ws. GA0~07 ~'ifJl (Wa'>hington. DJ' __ .fni~' IG. 2007'). 

DHS. Cos! Bcw:fil.-lrwf.ysis Guiddmok (Waslnngtou, D.C.: February 200G); OMB, Cin:ulur 
No. A-~J4, Guidelines 1~1uf IJismrurl RalesJol· Renejii-C:o::;( Alli~ly.~i.~ 1:f F(>dem/ Pmgi"(Jms 
(Washington, D.C: 0<'tOhf'r 1D!J2), o:\'IB, Cirrnlar 1:-.'o. A·4, Re{lulafm'IJ Analysr.8 
(Washington, D.C.: Sf'ptf'mhPr 200:1), 
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primary purpose of this pilot test was to understand the potential of the 
program, not to validate its success. ·.J TSA officials stated that the 
program had several beneflts, one of which was its ''negligible eost." 
However, TSA did not analyze the pilot test results to determine if SPOT 
was more cost effective than other alternatives, such a.•;; random screening 
of passengers. In Odober 2004, TSA implenu,ntt:>d additional pilot 
programs in Providence, Rhode !~land ~uvl Portlami1 Maine ·~·ith the goal 
of providing Federal Security Director~ ·with an additional layer of security 
to identify high-risk passengers for additional screening using behavior 
detection techniques. TSA concluded that. the pilot program was 
successful and cited several security benefits of these pilots. For example, 
TSA personnel in Providence identified two individuals in possession of 
illegal drugs, who \vere then arrested. Law enforcement also arrested 
another individual refened to them for providing a fraudulent passport. In 
another example, BDOs in Portland discovered a passenger with multiple 
passports and a hidden luggage compartment The passenger was 
interviewed by LEOs and later relea._<:;ed. 

TSA determined that thet:le initial pilot tet:lts at three airports were 
successful without comparing pilot test data to other possible security 
alternatives. For example1 the results of random screening of passengers 
at the pilot. airports could have provided TSA with objective baseline data. 
Specifically, these data could have been compared to data collected during 
the SPOT pilots to deternline if SPOT was more effective than random 
scr-eening in detecting passengers who pose a potential risk to aviation 
security. TSA concluded that the pilot tests were successful because pilot 
airports were able to easily incorporat£> SPOT into their secmity program, 
train personn0l in SPOT, and implem0nt procedures for an additional layer 
ot ~ecurity according to TSA. 

TSA conductt'd additional pilot tests at the Minneapolis-St. Paul, 
1-Iinnesota and Bangor, Maine airports in October 2005. TSA also deployed 
the program to nine additional airports in response to TSA's holiday 
preparedness plan in December 2005 to further operationally test the 
program. Senior SPOT program offidals explained that TSA did not 
conduct an analysis of the pilot testing because the program was in its 

'A J.nloL !est is a preliminary test ur study lo try uu! procedures m1d discover problems 
before !he mum study beg:im;, This enables rest'archers to make last minute corredwns aud 
adjllStnwnts. In a pilot, t/11:' E'lllirt> study with all ol' its instrunwnts and pro<:NhtrE's is 
ronrlurted m rmmntnrP. SPP W.P. Vogt, Dittl01111!'!/ of Statist1r:s and Merhndol0{1y: A 
Nnntrr:h 11 irnf Guide{M flw Sor:inf Srirncr~; (~t>whnry Park: Sagv Pnhli\ati0nfi, 19\:(!). 
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infancy and officials were focused on deploying SPOT to additional 
airports. Since that time, TSA has not conducted a cost-benefit analysis, 
which could lwlp the agency establish the value of the program relative to 
other layers of aviation security. Moreover, a cost-benefit analysis could 
also be useful considering recent program grovvth. For example, from 
fiscal year 2007 through fis(~alyear 2009, TSA allotted about $aS3 million 
for SPOT. During this period, SPOT's sh~u·e of TSA's total screening 
operations budget increased from 1 percent to 5 percent.·,· The conference 
report accompanying the fiscal year 2010 DHS appropriations act 
designates $212 million of the appropriated aviation security funding for 
the SPOT program.··' A cost-benefit analysis could have provided TSA 
management with mmlysis on whether this allocation was a pmdent 
investment, a..<) well a.."i whether this level of investment in SPOT is 
appropriate. Figure 3 shows the gro\\ih in the budget and personnel 
numbers for SPOT from fiscal y0ars 2007 through 2010. 

Tho: iw.:I<:u:;e rut<: fur T.SA'H utlll'r :;n.:ening upt:rati0ll8 combined was aiJoul 0.:27}Je1Ct'lll 

!'tom fiSl'ill yl:'ilr 2007 j() fiSl'ill yl:'ilr 2009 (h'Ofrl .$:l727 billi(m to $:3.7:17 billiml, a $10 (nillion 
m<T~'il.S<c). The scrH•nmg operatwn:;, aC1'0\Illt indudes privatiz~·d srre.:cmng; pa'lf\(<llger tmd 
baggage screener JWrformanl:"e, compPnsation, and benefits; snPener training and otllf'r; 
human rrsourre seniC'Ps; rued chrd:point support. 
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Figure 3: Budget and Personnel Growth in the SPOT Program, Fiscal Years 2007 
through 2010 
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SPOT's Strategic Plan 
Could be Strengthened by 
Addressing Key 
Characteristics of a 
Successful Strategy 

Our previous work,·,-, and the Government Performance and Results Act, 56 

set forth several key elements of a sn·ategic plan. Such plans can guide 
agencies in plamUng and implementing an effective govenunent program. 
Table 1 summarizes the desirable characteristics of an effective strategic 
plan, as identified in our prior work. In Apri12009, we reported that these 
charactetistics are the starting point for developing a stl'ategic plan. rrr 

Table 1: Summary of Desirable Characteristics for Developing a Strategic Plan 

Desirable characteristic 

Purpose, scope, and methodology 

Problem definition and risk assessment 

Description 

Addresses why the plan was produced, the scope of 1ts coverage, 
and the process by which it was developed. 

Addresses the particular problems and threats the plan is directed 
towards. 

Goals, subordinate objectives. activities. and performance 
measures 

Addresses what the plan is trying to achieve. steps to achieve 
those results, as well as the priorities, milestones, and 
pertormance measures to gauge results, 

Resources. investments, and risk management Addresses what tt1e plan will cost, tt1e sources and types of 
resources and investments needed, and where resources and 
investments should be targeted based on balancing risk 
reductions with cost. 

Organizational roles, responsibilities, and coordination Addresses who will implement the plan, what their roles will be 
compared to others, and mechanisms lor them to coordinate their 
efforts. 

Integration and impiP.mentation Addresses how the plan relates to the agency's other goals, 
object1ves, and activ1ties, to other federal and nonfederal entities 
involved in implementation or coordination, and their plans to 
implement the strategic plan. 

TSA officials at Boston Logan airport told us that they complr-ted the first 
strategic plan for SPOT in 2006. The strategic plan was last updated in 
March 2007. The March 2007 plan includes some of the desirable 
cltru·acteristics described above, such as an overall purpose. However, 
incorporating additional characteristics of an effective strategic plan could 
enhance the plan's usefulness in program management and resource 
allocation decisions to effectively manage the deployment of SPOT if TSA 

'(~AiJ-01-'IOt\T 

.. ,.Pub. L. No. 103-G::!, 107 Stat. 2SG (1!:193) . 

. St;'P (;A(), lli'otimwll'n'JXH"r'dlir'SS: FE,IJ,fA Hos Mode f'I"Oljl"(88, but Need.'; to C(!llljlkle r111d 

lntr:qmrr Planning, E-"n'rtist, and Assrssment E_f.{OI"ts, GAO-OD-:J(J\1 (Washingmn, fJ.C.: 
ApL :30, 2009) 
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determines that the program has a scientifically valid basis. TSA officials 
stated that they believed the plan was sufficiently comprehensive to 
develop a na1.ional program, such as SPOT. II ow ever, thesl:' otiidals told 
us that the plan wa'> not updated after TSA expanded the program in 2008 
and 2000. Thf'y also stat.f'd that the program's focus remained on 
deploying SPOT t.o additional airport.">. Our asst:>ssrnent of the extent t.o 
which the SPOT strategic plan addresses these characteristics is presented 
below. 

Purpose, scope, and methodology: The SPOT strategic plan addresses 
\vhy the plan was developed (i.e., purpose) and the scope of its coverage. 
Specifically, the plan desclibes a strategy to utilize behavior detection 
screening as an additional layer of seeurit.y. The plan also notes that the 
primary focus is to expand SPOT in the aviation environment while also 
developing a capability to deploy BDOs to suppmt sPcurit.y efforts in all 
modes of transportation. However, the plan does not discuss the process 
by which it wa'> developed (i.e., methodology). AN~ording to TSA, officials 
responsihle for developing 1.he plan receiwd input fn1n\ relevant. 
.stakeholders at Boston Logan airport and TSA headquatiers. \Ve believe 
incorporating the methodology into the plan could make the document 
more useful to TSA and other organizations, such as local law 
enforcement, responsible for implementing the plan. 

Problem definition and risk assessment: The plan addresses the 
particular threat it. is directed towards. Specifically, the plml describes the 
need to implement SPOT to counter terrotist activities, improve security, 
and incorporate additional layers of protection within aviation security. 
llowevf'r, t.hf' plan do0s not incorporate risk assessment infnrnwtion to 
identity priorities or guide program implementation bec-ause TSA has not. 
conducted a comprehensive risk assessment. related to the deployment of 
SPOT. '8 Using available risk assessment information t.o infonn the 
development of a strategic plan would help ensure that dear priorities are 
established and focused on the areas of greatest need, Specifically, 
incorporating the results of a risk assessment in the program's strategic 
plan could help infonn TSA's decisions such as whether to deploy SPOT to 
additional TSA-regulated airports, to shift SPOT temns from one airport to 
another, or to remove SPOT at airpmts where the benefit of addressing the 
risk does not outweigh the costs, as well as to identify and communicate 

-,,TSA, S'tmtrgir Plan for Bellnni.or Detrrtinn Pro,gmm (\Vashington, DX:.: 2007). 
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the risks to m-iation security if SPOT was not deployed to all TSA­
regulated airports. 

Goals, subordinate objectives, activities, and performance 
measures: The plan outlines several goals, objectives, and activities for 
the SPOT pmgram to achit:>ve. For example, the plan outlines a goal to 
develop multimodal patinerships1 including at the local level, to support 
SPOT. An associated objective for this goal includes identifying and 
fostering advocates within each mode of transportation by developing 
transportation, intelligence, and law enforcement working groups with 
relevant officials to share information and foster cooperation, The plan 
also includes a goal to develop and implement perfonuance measures for 
SPOT. However, the plan did not in dude performance measures for 
SPOT. Incorporating performance measures into the plan could help TSA 
officials mea.;;ure progress in implementing the plan's goals, objectives, 
and activities. 

Resources) investments) and risk management: Tlw plan dOt.~s not 
identify the costs and resources needed to achieve prognun objecbves 
dis(~ussed in the plan. Incorporating information about cost and resources 
would facilitate TSA's ability to allocate resources across programs 
according to priorities <mel constraints, trark costs and perfonnancc, and 
shift such investments and resources as appropriate. 

Organizational roles, 1·esponsibilities, and coordination: The SPOT 
program relies on a close partnership with law enforcement officers at 
airports. TSA provides briefings to law enforcf'ment on the SPOT 
program, and TSA nffif"ials conduct outreaeh effort"> to local law 
enforcement as needed. The SPOT SOP guidance and SPOT training 
include guidance about ensuring thai LEOs receive complete and accurate 
information about each SPOT referral However, while the strategic plan 
identifies TSA officials and offices as responsible parties for implementing 
the strategic plan, it does not provide guidance on how to effectively link 
the roles, responsibilities, and capabilities of federal, state, and local 
officials providing program support. Moreover, although SPOT SOP 
guidance discusses the need for BDOs to coordinate with other TSA 
personnel, such as TSOs and TDCs, TSA does not identify their roles and 
responsibilities in regards to the SPOT progran1 in the program's strategic 
plan. Integrating thf'se elements into the strategic plan could help to 
clarify the n~lationships bet.wNm t.h~·st~ various irnplement.ing parties, 
which would thereby in<'rea.•;;e accountability and improve the 
effectiveness of implernentaUon. 
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More Fully and 
Consistently Utilizing 
Available Infonnation 
Technology Could 
Enhance TSA's Ability 
to Identify Threats to 
the Aviation System 

Integration and implementation: The SPOT strategic plan does not 
discuss hmv its scope complements, expands upon, or overlaps with other 
related strategic documents. For example, TSA's April 2008 Office of 
Security Operations Organizational Business Plan for Fiscal Year 2010 
desclibes how its goals .... · inducting those for SPOT· .... relat.f' to DIIS and 
TSA st.rat.egic goals."' However, TSA does not link goals in the SPOT 
strategic plan with other related strategic documents, such as the A\iation 
Implementation Plan of DHS's Transportation Systems Sector-Specific 
Plan"'' and the Passenger Checkpoint Screening Program Strategic Plan. '' 1 

By linking goals in it.s SPOT strategic plan to other TSA efforts, TSA could 
better ensure that the program's objectives arc integrated with other TSA 
secmity programs and that resources are used effectively by minimizing 
any unnecessary duplication with these other actions. 

Inconsistencies in the use of available information t.f'chnology to aid in the 
collection and recording of data on pa.~sengers by BDOs during referrals to 
Lg()s, lack of guidanct~ on, or a mt~ehanism for, HDOs 1.o n~quest t.lw TSA's 
Tran~portation Security Operation~ Center to run the names of pas~engem 
exhibiting suspicious behaviors against law enforcement and intelligence 
databases, and the Center's not checking all of the databases av.a.ilable to 
it-have limited TSA's ability to identify potcntial tcnorist threats to the 
aviation system. nc Among other information, these databases include 
terrolism~related watch lists. 

·''TSA, Offkt> of St>c11rit.y Opt>rations, S'tm~~:gy lJep/n)J)tWI/1 O!'f/'1 11 i::ol ioi/IJ/ RJ~Silit'·~.S l'/1111 
for Fi.~wl YNJJ' 2010 (Washington, D.C: Apr. 8, 200R) 

''"Within tlw Tntnsportu1ion Sy.-;1em St>dor"Spedlk Plun, t\1e ll\'intion implenwnta(.ion plnn 
oullmes tnmsporla1ion :,;vcuri1y gouts tUtd key objectives wiUt u.ssoda1t-d progrtUns within 
the ~wiat.ion rommunity. The plannol.f'f< that SPOT if< intf'ndt'd to idf'nl.il'y f<uspidous 
acthitif'S within the aviation rlomain 

"TSA issued 1\s Pusseuger Chel'kpoiut St·reeniug Program Stralt-gic Plan in August 8008\u 
outline ils ':\lrategy and approach fr)r intpkmenting advanr_·pd setmily r_·apabililks in uinwrl 
tht>l'kpoints tl~Jing a Pomhin;ll.ion nf'peoplr, pr'rW<'Hkf'H, <ltld tedwology at all airport 
r]w('kpoints. Thf' plan ritt's TSA'fl lwhavior rif'tt'rt.ion rapahilit~· as onP of thref' :o;trat.rgir 
initiatives. 

"·The Transportation Ser_·urily Operations Center is the centrul operations and inforntalwn· 
g<l11wring pr)int l'r)r TSA ar:ross thE' n;ltinn; it. ~PtVt:'S a.s a :24/7.poin1 ol' eont<td ror (Ill 
rransportnrion "eo:unty rono:f'm,.,, provtdmg aro:Pf'S to multiple annmal.)ttstim and 
intf' llig<'n<r·rrlatrd databases. 
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Systematic Collection of 
Data on Passengers 
Identified Through the 
SPOT Program Could be 
Improved to Better 
Identify Activity 
Potentially Harmful to the 
Aviation System 

TSA is not fully utilizing the resources it has available to systematicallY 
collect the information obtained by BDOs on passengers whose behaviors 
and appearanees resulted in either SPOT referral screening, or in a referral 
to LEOs, and who thus may pose a risk to the aviation system. TSA's July 
2008 Privacy Impact Assessment on the TSA Transportation Seeurity 
Operations Center, and its August 2008 Privacy Impact Assessment. on 
SPOT, state that information may be obtained by BOOs to check an 
indi\idual's identity against intelligence, terrorist, and law enforcement 
databases and to permit intelligence analysts to conduct trend analysis.'"1 

The August 2008 SPOT Privacy Impact Assessment states that information 
about a passel\_~er who has exceeded the SPOT behavior threshold. 
leading to LEO referral, may be collected and entered into DRS's 
Transportation Infonnation Sharing System."' According to the SPOT 
Privacy impact A.;;spssment., infonnation collected may he submitted to thf' 
Transpmt.ation Information Sharing System database tor analysis, and, 
through it to other linked intelligence dataha..;;es and the intelligence 
analysts who study them, to detect, dt:'ler, and dt~feat a criminal or terrm·ist 
oct in the transportation domain before it occur~. The SPOT Privacy 
Impact As~es~ment notes that terrorist acts that threaten transportation 
security are most vulnerable in the planning stages ~md that the timely 
pa:ssagc of SPOT referral information may a<:~sist in identifying such efforts 
before they become operational. A June 2008 Transportation Information 
Shruing System Privacy Impact Assessment similarly states that one goal is 
to use the system data to find trends and patterns that may indicate 
preoperational terrorist or criminal activity-that is, to ''connect the dots" 
about a planned terrorist attack or criminal entf'rprise. Information in 
TSA's Transpmtation Information Sharing Systf'm is primarily activity or 
behavioral inforrnation but may also contain personal information 
rpgarding the individuals identified hy the BDO through SPOT. Ae('ording 

'"DHS, Pl'it!ntylmpart ASSI'Rsmaotfor 1/11! TS~4. Oprmtions Centr?r lnririNif Mmrn.rfr?·tmmr 
f<)ystem (Washington, D.C.: .Tuly 8, 2008), .and Privacu Impact Assrssnwntfo1' tllr S'rrvenin,q 
q{Pusscn,gers b,11 Obscn,ation Tcclmiqncs (SPOT) Pro,gram (\Va5hington, D.C.. Aug. !J, 
2008), 

'"DHS, Pt·lvn,;ylmparf As.~rssmefltfrn thr Tmn.~portntion JnfrwmofWII 8/wl'inq S'y.~tcm 
(W<.._'>hiugton, D.C.: .Jurw 2008). ThE> Tnmspmtation Information Slurring SystPm is a 
database owned by the TSA's FAl\JS component, tht' data entt'red into it may be shared 
wilh other federal, slate, or local law enforcement and law euforcemeut support eutities. 
Fetleml uir mut-:shab file reports related t-o the observation of sm:pkwus adJvities and 
inp11t thi~ infnrmat.i!.Hl, <IS wPtl as ilwidPnJ no.poi1!; suhmiH.E'd by <Iirlint;' PmpiOJ''E't-'~ and otlwr 
mdividnals withm the a\iaunn dnmam, mw tlw Tran:<.portation Informatinn Sharing 
Syst.0m. 
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to TSA, BDOs do not analyze the data obtained during referrals; if they 
have the appropriate training, they may enter the data by computer into 
the Transportation Information Sharing System, wherP they ean be 
analyzed by intelligence analysts. Other appropriately trained and 
officially designated TSA officials., such as Federal Security Directors, may 
also enter data into the system. 

According to TSA, a 2008 pilot. program it conducted that involved BDOs 
entering data into the Transportation Information Sharing System 
database was "invaluable," in part because over 40 referrals have since 
been passed on to other LEO organizations for further investigation1 most 
of which came from BDO input A February 2006 TSA memorandum 
deseJibes the Transportation Information Sharing System as "a critical 
element in the success of SPOT" because it prmides the necessary 
platform for the reporting of information obtained as a result of SPOT 
referrals. TSA noted that through the use of the Transportation 
lnforrnation Sharing System, two different BDO teams had separately 
identified and selected t.lw "same extremist." for secondat'y quest.ioning.'1" 

TSA officials also told u.s about an incident in which an individual .sought 
to board an aircraft with a handgun on t\VO separate occasions, at two 
different airports. Although the handgun was detected both times, the 
individual was released after providing what seemed to be <J credible 
explanation. After the second incident, however, intelligence analysts 
who reviewed the system information saw that this individual had tried 
tv,'ice in 2 ·weeks to b1ing a weapon onto an aircraft A LEO \Vas 

dispatched to the person's home, and an arrest was made. Without the 
data inputted into the system both times, no pattern would have been 
rletectf>d by tlw analyst,;;, aceording to TSA Although thP pilot program 
illustrated the benents ot BDOs entering dat.a into the system, access to 
t.he system wa.s not expanded to all SPOT air))Orts in 2008 or 2009. 

Internal control standards call for management to develop policies, 
procedures, and techniques to help enforce management directives. TSA 
docs not provide official guidance on how or when BDOs or other TSA 
personnel should cntc·r data into the Transportation Information Sharing 
System or which data should be entered. Official guidanee on what data 
should be entered into the system on passengers could better position TSA 

'·'HP(\lUSP t.ht> SPOT program has not ht;>Pll S('i!"ntit1c;llly validat.t>d, it <,'an not ht:' dE'tt:'rmint;>d 
1f the:<.e an0cd0tal resnlt.<, w0re lwt.ter than tf pa.<,sengHs hnrl hvvn pnll0rl astdt' at random, 
ratJwr than a.o; a o:ons0qnencv of bving irl0ntified for furthPr srrevning by BD0s. 
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personnel to be able to consistently collect infonnation to facilitate 
synthesis and analysis in ''cotmecting the dots" \Vith regard to persons who 
may pose a 1.hrea1. to the aviation :sys1.PHL 

On March 18, 2010, TSA oftkials t.old us that TSA recognizes the value of 
recording SPOT incidents fm the purposes of intelligence gathering. As a 
result, TSA decided that certain data would be entered into the 
Transportation Information Sharing System, and would, in turn, be 
analyzed as a way to potentially '\~onnect the dots" with other 
transportation security incidents.•·'; 

TSA officials said that the Federal Security Director at each SPOT airport 
has been glven the discretion to decide \Vhich personnel should have 
access to the Transportation Information Shming System. However, TSA 
has not developed a plan detailing how many personnel would have access 
to the system, or when they would have access at SPOT airpmts. TSA 
officials said that training is currently being provided to personnel 
responsihle for using the systt:•m at. all SPOT airpm·ts although lht~Y did not 
pro>ide information on the number being trained. 

Standard practices for defining, designing, and executing programs 
include dcvr-loping a road map, or program plan, to establish an order for 
executing specific projects needed to obtain defined programmatic results 
within a specified time frame. However, TSA stated that it has not 
developed a schedule or milestones by which database access will be 
deployed to SPOT airports, or a date by which access at all SPOT airports 
will b£> completed. Setting milestones for expanding Transportation 
Information Sharing System access to all SPOT airpmt.s, and setting n datP 
by which the expansion will be completed, could better position TSA to 
idPntify threats t.o iht' aviation system thai may of.hprwise go undetected 
and help TSA t.raek its progress in expanding Transportation Information 
Sharing System access as management. intended. 

'"Somf' details ahour thf' pto('f'!'>fl wHe dPletNl hPcansf' TSA t'onsulPrNI thPm to hP 
Sensiti\'f' SP,urit~' Infonnati0n. 
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Guidance on and a 
Mechanism for Running 
Names of Referred 
Passengers Through the 
Databases Available to the 
Transportation Security 
Operations Center Could 
Help Improve SPOT 
Practices 

Internal control standards state that policies, procedures, techniques, and 
other mechanisms are essential to help ensme that actions are taken to 
address program risks.,,- Tlw eurren1. process makes the BDOs dependent 
on the LEOs with regard to the timeliness that LEOs respond to BDO calls 
for service, as well as with regard to whether the LEOs choose to question 
the passengers referred to tlwm or (~onduc:t a background check. Our 
analysis of the SPOT referral database found a ·wide variation in the 
percent of times that LEOs responded to calls for service at SPOT 
airports.,;, Moreover, if a local LEO decides to run a background check on 
a p.asscngcr referred to them, they would be accessing the FBI's NCIC and 
not other intelligence and lmv enforcement databases, 

Although LEOs may not ahvays respond to calls for service, question 
passengers, or check passenger names against databases available to TSA, 
Tf;A ha.;; not developect a mechanism allowing BDOs to send information 
to the Transportation Security Operations Center about passengers ,~·hose 
behavior indicates that they may be a possible threat to aviation security. 
According to TSA's ,July 200H Tn:mspmta1.ion s~~curit.y Orwrat.ions C~mt.er 
Privacy Impact Assessment, pussenger information may be submitted to 
the Transportation Secmity Operations Center to ascertain, as quickly as 
possible, the individual's identity, whether they are already the subject of a 
terrorist or criminal investigation! or to analyze suspicious behavior that 
may signal some form of preoperational surveillance or activity.';" 

Our suiYey of Federal Security Directors at SPOT airports found a notable 
inconsistency in the rates at which BOOs at different airports contacted 
the Transportation Security Operations Center. 7" Developing additional 
guidance in the SPOT operating procedures could help improve 
consistency in the extent to which BDOs utilize Transportation Security 
Operations Center resources. Given the range of responses we received 
from SPOT airports about whether the BDOs contact the Tnmsportatlon 
Security Operations Center to verify passenger identities and run their 

"'Some detuib from our !maly~i-,; were ddeted be(•au::;e TSA (;OmirJered them (o be Sen~itive 
Securily hlformalimt. 

""This inionnauon ran b0 submitJPd about individuals whos0 suspicious arth.·iry result0d in 
DDO or LEO referraL Sec TSA's July 2008 Tran~portation Security Operation~ Center 
Privacy Impact i\s;,essm•~nL 

'"Somf' df'tnils of onr snrv0y r0>oults Wf'ff' d0!0ted h0Cli1Sf' TSA tonsirler0d tlwm to be 
Sensiti\'f' SPtmit~' Information. 
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names against terrorist and intelligence databases <.md the inconsistencies 
identified related to LEO responses to BDO requests for service, 
developing a standard mechanism and providing BDOs with additional 
guidance could help TSA achieve greater consistency in the SPOT process, 
Such a mechanism would providc dcsignatcd TSA officials with a means of 
verifying passenger identities mtd help them determine whether a 
passenger was the subject of a tenorist or <:liminal investigation and thus 
posed a 1isk to aviation securtty. 

Standards for internal control state that effectively using available 
resources, including key information databaSt$, is one dement of 
functioning internal controls.'' In this connection, it is widely recognized 
among intelligence entities and police forces that a capability to "run" 
narncs against databases that contain criminal and other records is a 
potentially pmverful tool to both identify those with outstanding warrants 
and to help discover an ongoing criminal or security-related incident 
Additionally, TSA reconunended in an Aprtl2008 Organizational Business 
plan for its Office of Security Operations that the SPOT program should 
establish a mt>chanism and policy for allowing reaJ.t.ime dte<'ks of federal 
re<'ords for individuals whose behavior indicates they may be a threat to 
seeurity. ~~ The Office or Security Operations plan also states that BDOs 
should communicate the data to U.S. intelligence centers, with the 
purpose of permitting rapld communication of this information to local 
LEOs to take action. However, TSA officials told us that because of safety 
concerns, the Transportation Sccmity Operations Center docs not provide 
informaLion from database checks directly to BDOs because BDOs arc not 
LEOs, are unarrned, and do not have the training needed to deal with 
potentially violent persons.:' If the mechanism discussed in the Offiee of 

-i;ee CAO/All\W-00-8L:1L For t:'Xamplt:. infunnatiun should be recorded and 
communi!';lted td ul;tnagemen1 and olht'r"- wit.hhl l.ht' entity who neE'd i1. and in a form and 
withil1 a time franw that Pnahlt>s tlwm to carry ont thPir inten.al control and otlwr 
ro?spon._o;ibilities. Further, effertiw infomwtion technology manago?IWmt is critical to 

achiPving u.•wful, r('!iuble, and continuou._,;; recording und ('.ommuniration of iuformation. 

-,TSA, Slmi•'!}IJ /Ji"ploymr11/, ()l'gol/i::::ulimwl Jiur;i'tlrss 1'/ltll, Ojjhr: r~f,'·il'l'lll'ify 
Opi>mfiotiS, Fi.v:nl YM!" .'2010 (Washington, D.C.: Apri12008). According to TSA, thP Office 
of Security Operation._'! i'i the operational arm of TSA and employs the largf'st TSA 
\Yorkforec. lt is responsible for aiqmrt dwckpoint and baggage SClC't'ning opcraiwns a:> 
\Yell as oU1cr special prognuns designed to secure all assigned tnmsport.ation modc·s. 

'In Marrh 2010, TSA told ns that ovPr tJw nPxt 18 mnnths, it will Pxpanrl an:ess to 
information classified up to the "S('cret" }('vel to an additionallO,OOO TSA personn('L 
inclnding all I3DOs, all SPOT Transportation Security }tanagers (who arc responsible for 
the local operations of the SPOT progrmn and supervision of the DDO.s ), and all 
Supt"Jvisury TSOs (wlw diredly SliJWIVi.se TSOs and the sc:reening proc:ess). 
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TSA's Transportation 
Security Operations Center 
Does Not Use All Database 
Resources When 
Contacted 

Security Operations business plan were implemented, it would allow the 
Transportation Security Operations Center to use BDO infonuation to 
conduct real-time record checks ot' passengPrs and communicatT~ the 
results to LEOs for action. Such a mechanism could increa."ie the chances 
to detect ongoing criminal or terror plans. 

The final report of the National Commission on Terrorist Attacks Upon the 
United States (the "9/11 Commission Report") recommends that in 
carrying out its goal of protecting aviation, TSA should utilize the larger 
set of information maintained by the federal government, that isj the entire 
Terrorist Screening Database~the U.S. government's consolidated watch 
list that contains infommtion on known or suspected international and 
domestic terrorists~as well as other govemment databases, such as 
intelligencf' or law enforcement databa.;;es. 71 Ilowfwf'r, the Transpottation 
Security Operations Center is not using all the resources at its disposal to 
support BOOs in verifying potential risks to the aviation system. This 
reduces the opportunit.it.~A to "conn(~ct.the dots" that would increast.~ the 
chances of detecting tetTorist attacks in their planning ~tagej which the 
SPOT Privacy Impact A.s~essment state~ is when they are the most 
vulnerable. 

According to TSA, the Transportation Security Operations Center has 
access to multiple law enforcement and intelligence databases that can be 
used to verify the identity of airline passengers; these include aJUong 
others:,., 

L the Selectee list, which identifies persons who must undergo enhanced 
scret'ning at the checkpoint prior to boarding; 

2. the No· Fly list,''' which lists persons prohibited from boarding aircraft; 
and 

"Thf' Tf'rrorist ScrPf'ning Databa<;e is tlw cf'ntral terrorist watrhlist consolidated by Ute 
FI3I 's Terrorist Screening Center illld used by multiple agencies to compile their specifte 
watdthsts and for screening 

;."The ntlwr databa.<;PS avrulablP to TSA arP rmuttPd hp,~ausP TSA rnn:;,id0md tlwm to he 
Sen:<>ilivf' f;pcurit~· htfonnatinn. 

''The _:>.lo-Fly lisL is used to ideulify indbadnals who should be prevented from boarding an 
nirrnt!l. Tlw Nr>·F'ly ;wd St.•lco<l.E''' li1.-ts ,·ontain ;tpplkab!t• records from tlw FBI's T~;•rrmis! 
ScrPening CPnter ronsolirlatf'd datahasP of known or snspert.ed fpn·orists. Pnrsnant to 
Homeland Serurity Prf'sidennal DirPctive G, dated SeptembPr lG, 200;3, the Terronst 
Sttl't"ning CC"ntt"r~op('rational since [k<x'mbt"r 400:3 under tlw administration uf tlw FUI~ 
wa~ er;lnbli.':lhed to dt>velop and maintain the L 8. g:ovenmK'II( 's consoliduled Li:.'ITO!ist 
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3. the Te-trorist Identity Datarnark Environment terrorist list..~7 

TSA stated that the Transpotiation Security Operations Center checks 
passenger names submitted to it against these thrc0 databases if the 
passenger has been referred by a BDO to a LEO, but has not been arrested. 
Of the three databases that the Transportation Security Operations Center 
is to check in the case of a referral, passengers \vould have already been 
scr-eened against two-the Selectee and No-Fly lists-in accordance with 
TSA passenger prescreening procedures when purchasing a ticket. The 
third database checked-the Terrorist Identity Datamark Environment­
tracks terrorists hut not persons wanted for other crimes. ThE' FBI's NCIC 
information system would contain nanws of suf'h persons, hut is not 
among the three databa.-;es ehecked for nonarrest referrals. If the 
pa..;;senger has he-en arrestt>d, the- Transportation Security Opt>rat.ions 
Center will run the passeng~:~r's name against t.he additional law 
enforcement. and intelligetH.:e databa.;;es available to it .. 

In addition, TSA told us that the OperatiOns Center does not have direct 
electronic access to the Terrorist Screening Database and must call the 
FBI's Terrorist. Scref'ning CE'nter to providE' it with a name to verify. TSA 
stated that this is done if a pa.">senger's identity could not he verified using 
the Operations C!:'ntl:'r datahast:>s. In effect., if a pa..;;Ht:'ngt:>r has been 
referred to a LEO, hut not arrested, the Operations Center is to (•heck the 
thret~ databases shown above t.o verify the passeng0r's identity. If a 
passenger has been arrested, but the three dat<ibal')es do not lbt the 
person, the Center can chcc k the additional databases available to it If 
none of these database:s can verify the per:son's identity, the Operations 
CentC'r can contact the Tcrrmist Screening Center by telephone to request 
further screening. 

screemng: database (thC' wateh list) and tu pruvidC' for the use of\vatch~list reeords dunng: 
sennily-rl'lalr:d scr('t'lting prm:l'SSPS, .:ll'.c' C;\0-0t>-l:ll\T, 41Pia/ iou ,'l'tJntl'ii,IF 1:~:,-1 I~ 

Rllhancil!ylts Om'IWi!flll of Ail' ('oh·icr EJ.f(JJ'/f< '" Scu~r'li f'o.ssr'IIIJr'I'S oyuiiiSl Term !'if<! 
Wntr:h-List Rrrrmls, lmt E.rpr.rts Ultimatr Solution to Br' lm.pl17!1WHtotirm ofSentrr Fliyht 
(Washingtrm, D.C.: St<pt. D, 200RJ. 

'"Arconling to DHS. thf' Tf'rrorist Identity Datamark Etwironment is tllf' database 
maintained by the National Countcrtt'rrorism Center~ the primary or~anization in the U.S 
~(ovt'rnment fur inll'grating and analyzin~; intl'lligenee pl'ttuiuin:( lu terrorism and 
counterterrorism ····W St'IVt' as a eentrul repository fur ull iuformution u11 knowu or 
S\tSpi'dt"d intf'rn(ltinnal terrorists with tlw t"xJ:<'ption or purely dnnwstiP t.f'rrorism 
mfonnatwn. S0e, DHS, Offtcf' of Insp0n0r (f<'nt'ral, Thr DHS Pnwrssfnr NMnii!Giiny 
[ndil!irlJWls tn tllr Con~ofir/(/ff'd "Tei'I'OI'ist Wntrh/.ist (Washingtnn, D.C:.: Ff'hmary 2008) 
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TSA Lacks Program 
Effectiveness 
Measures for SPOT 
but Is Taking Steps to 
Improve Evaluation 
Capabilities 

TSA Has Taken Action to 
Collect Data for Some 
Performance Measures, 
but Work Remains to 
Assess Progress Towards 
Achieving Strategic Goals 

For passengers who have risen to the level of a LEO referral at an airp01i 
checkpoint, having the Transp01tation Security Operations Center 
consistently cheek their names against all the databa.<;es available 1.0 it 
could potentially help TSA identify threats to the aviation system and aid 
in "connecting the dots.'' TSA indicated that there arf' no obstacles to 
rapidly du,cking all databases rather than the thrt:>e listed. We did not 
analyze the extent to which the la•~' enforcement and intelligenee 
databases available to TSA may contain overlapping infonnation. 

TSA has established some performance measures by tracking SPOT 
referral and an·est data, but lacks the measures needed to evaluate the 
effectiveness of the SPOT program and, as a result, has not been able to 
fully assess SPOT's contribution to improving m..iation security. TSA 
emphasized thf' difficulty of developing performance mea.,•mres for 
deterrence-based programs, but stated that it is developing additional 
mea...;;ures to quantify the effectiwmess of the program. The SPOT program 
uses h~ams t.o asst~ss HDO pmfidency, pmvi<ie individual and team 
guidance, and address issues related to the interaction of BDO.s ¥vith TSA 
checkpoint personnel. However, TSA does not systematically track the 
teams' recommendations or the frequency of the teams' airport \-isits. TSA 
states th<Jt it is working to addrr-ss thcsc issues <Jnrl plans to do so by tbc 
end of fiscal year 2010. 

TSA agreed that the SPOT prograrn lacked sufficient performance 
mea...;;ures in the pa...;;t, but stated that it has some performance measures in 
plaf:f' including t.ra("king data on passengers referred for additional 
screening and the resolution of this screening, such as; if prohibited items 
wert' found or if law enfon'emt:>ni arrested t.he pa.,;;senger and the reason 
for the arrest.. TSA is also working to improve it.s evaluation capabilities to 
better assess the effectiveness of the program. DHS's NIPP, internal 
controls standards, and our previous work on program assessment state 
that performance mctrics and associated program evaluations arc nccdcd 
to determine if a program works and to identify adjustments that may 
improve its results.'" 1\loreover, standard practices in program 
management for defining, designing, and executing programs include 

·'DHS. Naliorwllllfmslmcluu• !'11Jieclirm I'/1111: Parlrln in_q /u Br1faurce P1olcdion and 
Re$i/i erwy (Washington, D.C.: 200!-l): GAO/ Al IVJ [).()0.21.:1 J; and GAO, l'r'ljimoo 1/C(' 

Mr:nswmlwn.r nnrl EMluarirm: Drjinition.~ and Rdarinn.~llips, GAO·fl':i·i:JfJSP 
(Washington, D.C.: 1\Iay 2000). 
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developing a road map, or program plan, to establish an order for 
executing specific projects needed to obtain defined programmatic results 
within a specitled tilne frame."' Congress also nPeds information on 
whether and in what respects a program is working well or poorly to 
support its oversight of agendes and their budgf'ts; and agencies' 
stakeholders need performance infonnation to accurately judge program 
effectiveness. 81

' For example, in the Senate Appropriations Committee 
report accompanying the fiscal year 2010 DHS appropriations bill, 111 the 
committee noted that while TSA has dramatically increased the size and 
scope of SPOT, n•som·ces were not tied to specific program goals and 
objectives. In addition, the conference report accompanying the tiscal 
year 2010 DHS appropriations act requires TSA to report to Congress, 
within 60 days of enactment., on the effectiveness of the program in 
meeting its goals and objectives, among other things.~>! This report was 
completed on March 15, ;WlO. 

Although TSA tracks data related to SPOT activities including prohibited 
items, law enrm·cenwnt arrt~sts relatt~d 1.o SPOT rt~ft:•rTals, and re:.lSons for 
the atTests (output measures), it ha .. '5 not yet developed measures to gauge 
SPOT's effectiveness in meeting TSA strategic goals (outcome measures), 
such as identifying individuals who may pose a threat to the transportation 
system,~·· OMB encourages the usc of outcome measures because they are 
more meaningful than output measures, which tend to be more process· 
oriC'nted or means to an end. •·• For example, TSA's Assistant General 

"'·The Project Management Institute, The Shmdard for Program 1"1-ianagcmentC (200{i) 

"'GAO, Etw·util": Guirlr:: EfJi:rfii•Piy lmplrmr:nting thr (ifwrmmnlf PmfoJ"manm anrl 
Results Act, GAOI!"TGD"!lfq IR (\Vaflhington, D.C: ,Jnnf' HJ96) 

"tlee S, Hep No. 111-31, a( 56·57 (4009); see also tl, IV:>p, No. uo.:JUti. at :;>D (2008) 

o'Se02 H.R. Rep. 1\o. 111-2\JS, at 77 (2009) ( Conf. Rep.). The report fwther dirPcts that GAO 
renew the report submitted by TSA and pwvide itr, findings tu the COHHnittt•e:-,. no lali.'r 
than 120 days uftt·r the SPOT report is submittt·d to the committees. 

''Output mP~nres lwlp rlPtPm1inP tlw 0xtent to which an a<tivit,y was perf0nnf'rl as 
planned. Outcomf'~rf'latf'd mf'asnrrs ar0 more robust tnNisures berauE;e thry provide a 
more cumprehensivc assessment of the success oftl1c agency's cffu1ts, ac; stated in DIIS's 
20091\IPP. 

"'OMB and tlw Comw1l for Excellence m GoVf'mmrnt, !'!'ifm·mana .itfrasunnri!W.f 
Clwllmges rmd Str(!fl'[lies (Washington, D.C.: ,huw 18, 201):)). 
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Manager for the Office of Operation Process and Peliormance Metrics~·, 
told us that SPOT staffing levels are cunently used as one pelionnance 
rnctrie. The ot'fidal said that since the SPOT is an added layl:'r of security, 
additional SPOT staffing \Vould add to security etfecti\'eness. While 
staffing levels may hPlp gauge how fast the program is growing, they do 
not mea"iure the effediveness in meeting strategic goals. 

Similarly, TSA also cited the number of prohibited items discovered by 
BDOs in SPOT metrics reports as a measure of program success.·"' 
However, TSA told us that possession of a prohibited item is often an 
oversight and not an intentional act; moreover, other checkpoint screening 
layers are intended to find such items, such as the TSOs and the property 
screening equipment.'' TSA also dted measures of BDO job peliormanee 
as some of the existing measures of program effectiveness, but noted that 
these are "pass/fail" a..;;sessment.s of individual BDOs, rathPr than overall 
program measures. 

TSA nott:'S that mw puq)().se of the HPOT prograrn is to dt~ter tt.~rrorists, but 
that proving that it has succeeded at deterring terrorists is difficult 
because the lack of data has presented challenges for the SPOT program 
office when developing perfornumce measures. We agree that developing 
performance measun:s, especially outcome mca.•:~urcs, for programs -..~:it11 a 
deterrent focus is difficult. Nevetihclcss, such measures arc an important 
tool to communicate what a program has accomplished and provide 
information for budget decisions. TSA uses proxy measures-iudirect 
measures or indicators that approximate or represent the direct 
mea.-mre-to address deterrence, othf'r serurity goals, or a combination of 
both. For exmnplP, TSA tracks tlw number ot' prohibited items t'ounrl nnd 
individuals arrested as a result of SPOT ret'errals. According to OMB, 
proxy measm·ps art> to bt:> correlated t.o an impmvf'd security outcome, and 
the program should be able to demonstrate-such ;t,.-:; through the use of 

,.'Tht> Offict>'s primary work involvt>s mf'tt·ics infrastn1cture; it assists TSA programs, if 
IC·quested, in developing applkations io traek quantitativC' nH'asures, sueh us surrenderC'd 
itt:ms. It. ulso tracks duln for its J'lhumgement Objedjves Heport relnted to three areas: 
l'mployees, Sl't'lll'ily pffedhvness, and efl'kit'ncy 

"'Tho? t~TJo?S of prohibited items found havo? included knives, guns, gun anununLtion, rNtain 
chemicals, strik0-any>vhere matches, and certain liquids/gels/aerosols; other illegal items 
d1seovered include narcotics and fwudnknt identity documents. 

,. Arcording to TSA, TSO!l foruf! 0n rlt'tPrtmg h1gh-risk thrvaL<, which havv tlw abillty to 
rause cata.<>trophio: rlamag0 t0 an airplan0 in t1ight {e.g., t>xphsiws). 
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modeling-how the proxies tie to the eventual outcome.~, In using a 
vmiety of proxy measures, failure in any one of the identified measures 
could provide an indication on tlte overall risk to security. However, 
developing a plan that includes objectives, milestones, and time frames to 
develop outcome-based performance measurf's could better position TSA 
in assessing the effediveness of the SPOT pmgram. 

With regard to more readily quantifiable output performance measures, 
such as the number of referrals by BDOs, or the ratio of arrests to 
referrals, TSA was limited in its ability to analyze the data related to these 
measures. The SPOT database includes information on all passengers 
referred by BDOs for additional SPOT screening including the behaviors of 
the pa.<:isengers that led to the add.itional screening, as \veil as the 
resolution of the screening process (e.g., no further action taken, law 
enforcement notification, law enforcement investigation, arrested, and 
rea~son for arTest). However, TSA reported that. any analysis of the data 
had to be done manually.,,, 

In l\larch 2010, TSA migrated the SPOT referral data to its Performance 
1\bnagement Infonnation System1 allowing for more statistical and other 
analyses. According to TSA, migrating the SPOT referral database will 
r-nhance the SPOT program's an<Jlytic capabilitks. For exmnple, TSA 
stated that it would be able to conduct trend analyses, better segregate 
data, and create specitlc reports for certain data. This includes better 
tracking of performance data at specific airports, analyzing by categories 
of airports (threat or geographic location), and tracking the petformance 
data of individual BDOs, such a.~ number of referrals, number of arrests, 
arrest to referral ratios, :.md other analyses. However, slnre thf':se ('hanges 
to the database vvere not. complete at the time of our audit., we could not 
assess whether the problems we identified with the dat.aba..;;p had been 
corrected. 

"OMn and the Council fur Excellence in Government, Pe1.fvnmrnec .Measnrcment 
C/w//(rll._qt'8 aml Stnrl,•_qic~· (Washington, D,C.: JUIW 18, .200:3). 

""Wp alf'o found that tlw SPOT r0fvrral databa<,e had a numhN' of W0akn0f'S0f'. TSA 
designatvd onr disrnssion ofthPsP w0aknf'ss as sensitivf' sPrurit~· information. 
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Over 4 Years, SPOT Resulted in 
About 1,100 Arrests Out of 
Almost 14,000 Heferrals to Law 
Enforcement 

The SPOT referral database records the total number of SPOT refenals 
since May 29, 2004, how many were resolved, how many passengers BDOs 
refcrrPd to LEOs, the rreorcted reasons for the referral, and how many 
referrals led to arrests, among other things. A,;; shown in figure 4, we 
analyzed the SPOT referral data for thf' peliod May 29, 2004, to August ;11, 
2008. 

Figure 4: Passenger Boardings at SPOT Airports, May 29, 2004, through August 31, 
2008 

Approximately 2 billion passengers 
boarded aircraft at SPOT airports 

Approximately 152,000 SPOT 
secondary referrals 

Note: Figure 4 is not drawn to scale. 
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Figure 4 shows that approximately 2 billion passengers boarded aircraft at 
sPoT airpotts from May 29, 2004, through August 31, 2008. "'' Of these, 
151,04;1 (less than 11100<~' of 1 percent) were sent 1.0 SPOT referral 
screening, and otthese, 14,104 (9.3 percent) were then referred to LEOs. 
ThcsP LEO referrals resultPd in 1,08:1 arrests, or 7.G percent of those 
refPtTed, and less than I percent of all SPOT refenals (0.7 pf'r(~e-nt of 
JGJ,94:J). 

We also analyzed the reasons for arrests resulting from SPOT referrals1 for 
the :May 29, 2004, through August 31, 2008, period. Table 2 shows, in 
descending order, the reasons for the arrests. 

Table 2: Reasons tor Arrests from SPOT Referrals, May 29, 2004 through August 
31' 2008 

Reasons for arrest Number Percentage 

Illegal alien 427 39 

Ou1standing warrants 209 19 

Possession of fraudulent documents 166 15 

Other 128 12 

Possession of suspected drugs 125 12 

No reason given 16 

Undeclared currency 8 

Suspect documents 4 0 

Total 1,083 

'Total does r10t add to 100 per<;ent due to round,ng 

While SPOT personnel did not determine a specific reason for arrest for 
128 cases categorized a.;; "other" or Hi other cases categorized as ''no 
rea..'Jon given," our analysis of the SPOT database found that a spedfk 
rea.r;on for arrest could have been determined for theSt' ca.<;es hy using the 
LEO resolution notes included Jn the dat<ibal')e. For ex<:unple, we identified 
43 additional arrests related to fraudulent documents, illegal aliens, and 
suspect documents, among others. The remaining 101 arrests originally 
characteriz0d a..o:; ''other" or "no reason given" included arrests for reasons 

'"'Our PSt.imatE" of thE" total numbE"r or pa.<;;sPngE'r~ who wt;'nt through dwckpoint.s is h<t.'>E'd 
on Bnr<'lan 0f Transportation StatlMh'S data thn.t we obtained for the a1rports at whkh 
SPOT war; df'ployed rlnring this pf'riod. Some figurpr; wPre roumlf'rL 
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such as intoxication, umuly beha"ior, theft, domestic \iolence, and 
possession of prohibited items. Many of the anests resulting from BDO 
referrals would typieally fall under tlw jurisdiction of various lc)(;al, state, 
and federal ageneies and are not directly related to threats to aviation 
secmity. For example, the 427 individuals arrested as illf'gal ali0ns, and 
the 166 arTeSt.f'd for possession of fraudulf'nt documents, are subject to the 
enforcement responsibilities shared by U.S. Immigration ~md Customs 
Enforcement. (ICE) and CBP. Although outstanding warrants and the 
possession of fraudulent or suspect documents t~ould be associated with a 
tenorist threat, TSA officials did not identif-y any direct links to terrorism 
or any threat to the aviation system in any of these cases. 

AeconHng to TSA, anecdotal examples of BDO aetions at aill)orts show 
the value added by SPOT to securing the aviation system. However, 
because the SPOT program ha.'> not been scientifically validated, it cannot 
be determined if the anecdotal results cited by TSA \vere bettf'r than if 
passengers had been pulled aside at randorn, rather than as a consequence 
or tH~ing idt~nt.iti~~d for further ~Wl'E~t~ning by BDOs. Home of t.he incidents 
cited by TSA include the following. 

• A I3DO referred two passengers who were traveling t.ogetlw·r to rf'ferral 
screening due to suspicious behavior. During Sf'(·ondary sereening, one 
passenger presented fraudulent travel document<.;. The other could not 
producf' any documentation of his ciiizpnship and it was determined he 
\vas in the United States illegally, ICE responded and inteniewt'd both 
passengers. ICE stated one passenger was also in possession of 
$10,000 dollars which aJarnH:'d positive for mu:cotics when :-:.wept. by a 
K-9 team. ICE atTested one passenger on a federal charge of 
possession of fraudulent identification documents and ent.Iy without 
inspection. ICE stated chaTgc.s are still pending for the possession of 
$10,000. The second passenger \Vas charged with a federal charge of 
entry without inspection. 

• A BDO referred a passenger to referral screening for exhibiting 
suspicious behavior. Port Authority of Portland (Oregon) Police 
responded and interviewed the passenger who did not give a statement. 
LEOs eonducted an NCIC check which revealed that there was art 
outstanding warrant for the failure to appear for a theft charge. LEOs 
arrPsted the passenger on a state charge for an outstanding warrant for 
the failure to appear for thett 

• A BDO teferted a passenger' fot refetral screening due t.o suspicious 
behavim. During the refprral, t.!w passenger admitted thai he wa."i 
unlawfully present. in the United St.at.es. The Orlando (Florida) Police 
Department and CBP responded and int.ervie\ved the passenger who 
stated he had $100,000 in his checked baggage, which was confirmed 
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Reviewing Airport Video 
Recordings of Individuals Later 
Arrested or \Vho Pleaded Guilty 
for Engaging in Terrorism~ 
Related Activities Could Help 
TSA Bettcl' Identify Terml'ist-­
Related Behaviors 

by CBP. The passenger wa.s arrested on a federal charge of illegal 
entry. 

Because these are anecdotal examples, they cannot be used to reliably 
generalize about the SPOT program's overall effectiveness or success rate. 
Our analysis of the SPOT referral database found that the referral data do 
not indicate if ~my of the passengers sent to referral screening, or those 
arrested by LEOs after being referred to them, intended to harm the 
aircraft, its passengers, or other components of the aviation system. 
Additionally, SPOT oftkials told us that it is not known if the SPOT 
program has ever resulted in the arrest of anyone who is a terrorist, or 
who was planning to engage in t€rrotist~relat.e-d activity. 

Studying aiqxnt video recordings of Uw behaviors exhibited hy persons 
waiting in line and moving through aiqwrt checkpoints and who were later 
charged with or pleaded guilty to terrorism-related offt~nses could provide 
insights about behaviors that may be common among terrorists or could 
demonstrate that terrorists do not generally display any identifying 
behaviors. TSA officials agreed that examining video recordings of 
individuals who were later charged with or pleaded guilty to term1ism~ 
related offenses, as they used the aviation system to travel to overseas 
locations allegedly to receive termrist training or to execute attacks, may 
help inform the SPOT program's identitlcation of behavioral indicators. In 
addition, such images could help det0nnine if BDOs are looking for the 
right b~haviors or se~ing the behaviors they have been trained to observe. 

Using CBP and Depatiment of Justice inforrnat.ion, we examined the travel 
of key individuals allegedly involved in six terrorist plots that have been 
uncovered by law ~mforcement agencies."11 We determined that at least Hi 
of the individuals allegedly involved in these plots moved through 8 
different airports where the SPOT program had been implemented."' Six 

''·Thf' analysis included onlv flighl<> !Paving the t:nitf'd StatPs. Department of .r ustice data 
show that more than '100 indiYiduals have been comicted in the United States for 
Lerrorism-reluted offenst's sine<:: SepLentber 11, <;OOL We did not exumin<:: !he truvd 
it\Jt(-'l'liries of ullllwse individuals. 

''"Thf' f'\"Prtl<> indw:lPd tlw :\Jumhai, India attack of 2008; a plot to attack the Quantico. 
\'irginia, Marine base in 2008; an effort by t1vc Americans to receive trainin~ and fight in 
Pakis!un in December 2009; a plol !o aU.ur:k infra-;lrudure in .'Jew York City in 2008: !ill 
eff011 to provh.le m<::n and support for Lt'ITotisl;,: in Somuliu m 2008: and un attack ol\ a C.S 
base in Afghanistan by an Anwrir•an who t"E'Ct>ivPd training in Pakistan. Wt> wf'l'e unab!t> to 
ronfirm wht>tht>r BOOs wert' statwn0rl at tht> cht>rkpomt."> nsNI by tht'sP mdi\1rlnals at rJw 
timP th0y trawlf'd. 
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of the 8 airpmis were among the 10 highest risk airports, as rated by TSA 
in its Cunent Airport Threat Assessment. In total, these individuals rnoved 
through SPOT airpm1s on at least 2;1 diff0ren1. oceasions. For example, 
aeenrding to Department of Justice documents, in December 2007 an 
individual who later pleadf'd guilty to providing material suppmi, to Somali 
terrorists boarded a plane at the Minneapolis-Saint Paul lntt:>mational 
Airpoti en route to Somalia to join terrorists there and engage in jihad. 
Similarly, in August 2008 an indivldual who later pleaded guilty to 
providing matelial support to Al-Qaeda boarded a plane at Newark Liberty 
International Airport en route to Pakistan to receive teuorist training to 
support his efforts to attack the New York subway system, 

Our survey of Federal Security Directors at 1 Gl SPOT airports indicated 
most checkpoints at SPOT airports have surveillance cameras installed. 
As we previously reported, best practices for projf'rt. management rall for 
conducting fe-asibility studies to asse-ss issues related to technical and 
eeonomie feasibility, among other things. "1 In addition, Standards for 
Internal Control stale that effe(:\.ively using available resourct~s is one 
element of functioning internal controls. 111 TSA may be able to utilize the 
installed video infrastructure at the nation's airports to study tht.~ behavior 
of persons who were later charged with or pleaded guilty to teuorism~ 
related offenses, and determine whether BDOs saw the behaviors. The 
Director of Special Operations in TSA's Office of Inspection told us that 
video recordings could be used a.s a teaching tool to show the BDOs which 
behaviors or activities they did or did not observ·e. In addition, TSA 
indicated that although the airports may have cameras at the security 
screening checkpoints, the cameras are not owned by TSA, and in many 
ca.<;es, they are not accPsslble to TSA. llowPver, TSA ofticinls lark 
information on the srope of these potential limitations berause prior to 
our work TSA did not havE' infonnation on thE' number of checkpoints 
equipped with vidt>o Sllrveillance. We obtained this information as part of 
our survey of Federal Security Directors at SPOT airports. 'While TSA 
officials noted several possible limitations of the use of the existing \ideo 
surveillance equipment, these images provide TSA a means of acquiring 
information about terrorist behaviors in the chC'ckpoint environment that 

····sel?. GAO. ,",'upply Chain Security.- FeasibiUr.u and Cost·fl('nr;t'it Ano!usis Would Assist 
DIIS a11d Co11yrcs;; iu ,lssessin,g a11d Jmplcuwlrlill,q the Requin:-ment to Scan 100 Pcrt·cnt 
l!{ U .• S.-Houud ConluimTs, GA0-10-12 (\Vashington. D.C.: Od. ~lO, ~000). Tht' Project 
1\lanagen\ent. Inst.itut.t', A Guide lu !he Pr·ojr'('l Munaqnrwnl Body o}'Krwrdcdr;('. 

'''(lAO/ AUVfT.H)(J<21 .. ll. 
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Standardization Teams 
Assess BDO Proficiency in 
SPOT Activities and 
Provide Guidance and 
Mentoring to BDOs 

is not available elsewhere. If current research determines that the SPOT 
program has a scientifically validated basis for using behmior detection 
tor countertennrism purposes in the airport environment, then conducting 
a study to determine the feasibility of using images captured by video 
cameras could better position TSA in identifying behaviors to observe. 

TSA sends standardization teams to SPOT airports on a periodic basis to 
conduct at~tivities related to quality control. Teams observe SPOT 
operations at an airport for several days, ~vorking side by side with the 
BDOs, on multiple shifts, observing their pcrforrnanec, offering guidance, 
and prmiding training when required. According to TSA, the purpose of a 
standardization team visit is to prmide operational support to the BDOs, 
which includes additional training, mentoring, and guidance to help 
maintain a successful SPOT program. 

The standardization teams are comprised of at lea._«;t two G-I3and, or 
Exp(~ft ,,,-, BDOs who have received an additional week of training on SPOT 
beha\iors and mentoring skills. SPOT officials stated that the SPOT 
program uses its standardization teams to assess overall BDO proficiency 
by observing BDOs, reviewing SPOT score sheet data, and other relevant 
data. St;~ndardization teams may also provide a Behavior Observation and 
Analysis review class to refresh BDOs if the team determines that such a 
class is needed. The SPOT program director also said that the 
standardization teams aim to monitor the airport's compliance with the 
SPOT program ·s Standard Operating Procedures. As part of this 
rnentoring approach, the standardization teams provide individual and 
team guidancP tn thf' BDOs, offer assistance in program management, and 
cover issues related to the interaction ot" BDOs vvit.h other TSA checkpoint 
personnel. 

TSA reported to us that it does not systematically track the 
standardization teams' recommendations or the frequency of the teams' 
airport visits. Standards for Internal Control state that programs should 
have controls in place to assess the quality of performance over time and 
ensure that the findings of audits and other reviews are promptly resolved. 
Managers are to ( 1) promptly evaluate findings frmn audits and other 
reviews, including those showing deficiencies and recommendations 

"'·G~Band, or Exp0rt BDOs, haw n.rlvanc0d to a lead r0l0, are abl0 to pmvide tet'hmen.l 
0Xpf'rtis0 0n tht? SPOT pmgram, and arf' 0n0 band awa;.-· from n. snpPrvisory rol0. 
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TSA Developed and 
Deployed SPOT 
Training but Further 
Action Could 
Enhance Its 
Effectiveness 

TSA Has Taken Actions to 
Develop and Deploy SPOT 
Training 

TSA's SPOT Training Evolved 
OverTime 

rep01ted by auditors and others who evaluate agencies' operations; (2) 
determine proper actions in response to findings and recommendations 
from audits and reviews; and (;1) complete, within Pstablished time frames, 
all .actions that coned or otherwise resolve the matters brought to 
management's attPntion. "·· Although the standardization teams may 
provide an airport Federal Security Dircdor with re(~omrnendations on 
how to improve SPOT operations 1 the SPOT program director stated that 
Federal Security Directors are not required to document whether they 
have implemented the team recommendations. TSA officials told us that 
standardization te::um~ can follow up on rcconuncndations made during 
prC\ious visits. However, TSA did not track whether corrective actions 
were implemented or the frequency of the team's airport visits to ensure 
the implementation of the airport's SPOT program. TSA officials stated 
that they are cunently examining ways to compile data to address this 
issue, and expect to have a system in place in tlscal year 2010. 

Although 'I'SA has taken st<~ps to incorporatt~ all four (~h~nwnts of an 
effective training program by planning, designing, implementing, and 
evaluating training for BDOs, fmther action could help enhance the 
training's effectiveness. TSA initially consulted outside experts for help in 
the training's development, which began as a half~day course and has 
grown to include classroom, on -the-job, and advanced training. TSA also 
has efforts unde:rvvay to improve its training program, such as the 
deployment of SPOT recurrent training. Hmvever, TSA evaluations of 
SPOT program instructors found mixed quality among them, frotn 2006 
onwards. Additionally, TSA ha.;; ongoing plans to evaluate the SPOT 
training fnr pffectivnnf'SS, but ha"> not yet developed tinw fntmf's and 
milestones !"or completing the evaluation. 

In 2003, TSA officials at Boston Logan International airport developed the 
initial half~day training course for SPOT based on an existing course 
developed for the J\lassachusetts State Police. Their goal was to take the 

'" (;AOi AIJ\'1]).(){).~ \_;t I 
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behavior detection program designed for law enforcement and apply it to 
screeners at airpott checkpoints. According to TSA officials at Boston 
Logan, after they recognized that the lecture-styli:' course they originally 
designed was not effective, they t.a_<;ked an instructional system designer 
from TSA's Workplace Peli'ormance and Training (the former name of 
TSA's Opf'raiional and Technical Training Division)''! and an industrial 
psychologist from the Office of Human Capital to redesign and expand the 
course, which -..vas piloted in 2005. The 2007 SPOT strategic plan included 
training objet~tives for the SPOT program as follows: 

reviewing existing hehavior observation training providers, 
• establishing and prioritizing multimodal training and assistance efforts 

based on threat assessments and critical infrastructure1 

• establishing a Center of Excellence for Beha\ior Detection Program 
training that would continually enhance the quantity and quality of 
training to selected candidates, and 

• developing a recurrent training program designed to refresh and hone 
skills needed for an effective Behavior Detection Program. 

Since that time, the SPOT program implemented, or is in the process of 
implementing, some of these objectives. For example, in 2008, as part of 
its effort towards establishing a center for excellence in behavior 
detection training (third objective), the SPOT program participated in a 
meeting \Vith brhavior rletection training otl'kials from various DTTS 
components facilitated by DHS's Screening Coordination Office to 
promote the sharing of inforn1ation about behavior detection training and 
fostpr fut.un' collaboration. Additionally, the SPOT program '"'·or ked with 
TSA's Operational and Technical Training Dhision to create a recurrent 
training component for BDOs (fourth objective). For example, in :2008, the 
SPOT program office added a course on detecting microfacial expressions 
culled Additional Beha\ior Detection Techniques."~ This 3 .. day course 
builds on the behavior d('tection skills taught in basic training, by te<lching 

'''TSA's Operatwnul and Tedmh:ul Truiniltg Divtsion. wilhiu Ute OiTK·e of Secunty 
Operali(lr\S, prot•idt;:; assbtmwe wit\1 det·dopment and itnplelllentation of l.ed mkul 
tr<lit1ing for !J!'t\"t?-lling, Bt:h<wim DE'Ir<tiqn O!'fkt>rk, Bomh Appra1sal Ol'l'itE>rs, thE' Aviation 
DirPd Ao:Tess Srreening Pmgram, and te<'hniral managenwnt training. 

''"Iu111ay 200!:-1, !he title of the eour.<;e wm; changed lo "Aliditwnull:lehuYior Delediun 
Tedunque;;" because ABDT is ut'!uully a supplemen1allool for liDOs to use dmiug the 
CaslJ;ll Convt"rsat.ion pha-;P !.lf SPOT Rel't>rr;ll Ekrepning. Tlw cn\ll'kP was f!.lnlH>rly tHird 
"Advruwed Beha\iM DPtPf'hon TPchniqnli's." :\'lkrofanal 0X)11'Pkktons are very hnr{farial 
expressions that <'an last afi little as It2."i 0f a seo:-onrl. 
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TSA Consulted with Some 
Experts on Developing SPOT 
Training 

BDOs how to detect microfacial expressions. After pilot testing, the 
course began implementation natiomvide in January 2009. 

In developing an effective training program, we previously reported that 
consultation with subject matter E'Xtwrts anct expf'rt. entities is a core 
characteristic of the strategic training and developnw·nt process.''" TSA 
SPOT program staff told us that they consulted with experts on behavior 
detection and observed existing behavior detection courses before 
deploying the SPOT training program. According to SPOT program 
officials, a TSA staff member from Boston Logan Intcmational Airport 
attended other training programs offered by other federal agencies and 
private training organizations to inform the design of SPOT trainil\_~. '"'' 
TSA officials told us that infonnation from the training courses was used 
to help develop the list of behmiors or "stress elevators" for the program, 
and that thP point system used to identitY passengers for referral scref'ning 
was based in part. on consultations \Vith sewral subject~matter experts. 

TSA documentation also noh~s that a SPOT working gmup crt~ated in 
February 2004 consulted vdth the FBI's BehlX\i.oral Science Unit, 11

,
1 The 

Beha\ioral Science Cnit specializes in developing and facilitating training, 
research, and consultation in the beha\ioral sciences for the FBI, law 
C'nforccmcnt, intelligence, and military communities. While TSA officials 
from Boston Logan told us that the FBI was included in this initial SPOT 
working group, these officials agree that coordination with the FBI lapsed 
until June 2009 when the SPOT Program Office reengaged with the 
Behavioral Science Cnit, and held a rneeting with the unit at the FBI 
Academy in Quantico, \'irginia. Since that mPeting, a subject matter 
expert from the SPOT Program Oftice ha.'> hf>Pn invited to be a member of 

""GAO, Ilumau Capital: A Ouidcfor .1':.scssin,q Stmtc.qic Tminiu_q and Dct.•elvpmcnt 
Efforts in th(' tcdr:ral Govemment. G/\O,Ql,:)lGG (Washington, D.C .. !\'far. 1. 201Jl). 

'"'"''lw TSA staff mt>mhf't atttlndf'd t.lw fol10wing t>Xtf'fnal training cnnt.SO?.'i: .l0hn RPid and 
Associattls' RO?id Ttlrhniquo:>s oflntf'rrogation and AdvancO?d Rtlid Terhniquf's of 
Interrogation; 1\.[a.ssachusctts State Police Academy's I3asic Investigations and Professional 
DevdopmenL Program luterview Techmques: lulernalimml Security Defense Systems' 
V<>rLfka1ion Agent for Virgin Allunt.k S<>Clltity Systetm;: New 1\·lexico Tt'(:hrwlogy, Matl:'rial.-; 
and Rrseardt ('pnt.pr'I'J f'revrntinn and R<"spnnse t.o Suidd€' Bnmlwr Tnditators: Ahraxis 
Cmp0ratinn's Llf'tO?rting Llf'rO?pti0n ami Eli<iting Rf'sp0mw; Langevin Lmrning Sf'rvio:w;' 
Instrurrional Terhniqurs for 1\ew Instructors: Ekman Group's Understandmg Emotions 
and Detecting Tmth; Chameleon Ac;sociates' Suspicious Behavior Detection; and Fed0ral 
Transit Admifusiration's Tcrrori"t AwHrC'lWSS, R1~cugniiwn, and Re"pon;,e 

'"'Th0 purpose 0ftlw SPOT working group was to h0lp rf'finf' thf' l!st of SPOT lwhav10r>o and 
to rlevO?lop st-andard opNating prorO?dnrf's and a t::01Kf'pt of OJWrations for th0 program. 
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SPOT Program Office 
Recently Deployed 
RecmTent Training 

the Terrorism Research and Analysis Project, which is an ongoing working 
group sponsored by the unit. 

In July 2008, DIIS's Screening Coordination Oftke facilitated a 
collaborative discussion on hf'havior detection that. inducted TSA, CBP, 
and Secret. Service officials to lwt.ter ensure that components within DHS 
share infonnation regarding their efforts in beha\·ior detection and pro,ide 
a forum for components to have an informed and collaborative discussion 
on current. capabilities, best practices, and lessons learned. AtT-ording to 
TSA, no further contact has occurred between the DHS Behavior 
Detection 'Vorking Group and the SPOT program. Thus, the extent to 
which the working group's expertise will be used to refine or augment 
SPOT training in the future is not yet clem. 

Along with basic and remedial training required by thf' Aviation and 
Transportation Security Act, TSA policy requires its screening force to 
regulal'iy complete n~current (_n~rr·esher) training. TSA n:cogni""t~d that. 
ongoing training of screener~ on a frequent basis and effective supervisory 
training are critical to maintaining and enhancing skills leamed during 
basic training. According to agency officials~ TSA is currently working 
with DHS S&T to determine the necessary frequency for refresher training 
for each training course -within the SPOT program. Fmthcrn10rc, TSA 
plans to place BDOs under TSA's Performance and Accountability 
Stmvtards System (PASS) beginning in fiscal year 2010. This will include a 
recertification module. 

In 2008, the SPOT program otfice began the process for developing 
recurrent SPOT training. Our internal control standards and training 
assessment. guidance suggest. that. such refresher training should be 
considered integral to an effective training program from the st.ati because 
work conditions and emironments can be expected to change over time, 
and additional or updated training is es~ential to en~ming that the program 
mission continues to be accomplished. 1111 According to the SPOT program 
office, the rccc·ntly deployed recurrent training \vill be sc·miannual. TSA's 
Operational and Teclmical Training Division initially planned to pilot test 
recurrent training in April2009 followed by full implernentation oftl1e 
course in approximately May 2009. Because the Operational and 
Technical Training Division focus wa.'! shifted to completing the rf'visions 
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Instructor Evaluations 
Found Mixed Quality; 
Issues with Program 
Management Led to 
Instructor Hetraining 

for the SPOT basic certification course, recunent training was delayed 
until Septernber 2009 \Vhen they released the training on TSA's Online 
Leaming Center. 

Our previous wmk on elements of effective training states that insirudors 
must be both kno-wledgeable about the subject matter and issues involved, 
as well as able to effectively transfer these skills and knowledge to 
others, 1"

1 Moreover, internal control standards state that all personnel 
need to possess and maintain a level of competence that allows them to 
accomplish their assigned duties.~"' Management needs to identify 
appropriate knowledge and skills needed for various jobs and provide 
needed training, as well as to ensure that those teaching the skills are 
themselves competent. 

TSA conducted internal assessments of SPOT instructors episodically 
from 2006 through 1'larch 2008. These a..«;sessments involved a few 
instructors heing rated at a t.inw, and found a widt~ range of cornpt.~ttmcy 
among the instructors. In .January 2009, TSA's Office of Inspections and 
Investigations began an investigation of the SPOT training manager, who 
resigned shortly thereafter. TSA investigators determined that the training 
manager and otlwr trainers had created a hostile training r-mironment. that. 
intimidated some trainees. To address this problem, TSA stated that the 
program office reexamined the SPOT training program nationally. This 
included recertifying 47 of 54 SPOT instructors in March 2009, which 
included evaluation by TSA"s Office of Human Capital, Quality Assurance 
a..~sessors. Additionally, in .July 200!1, TSA cf'nt.ralized SPOT training at five 
penmment., regional training fa('ilitles in Orlando, Florida; Houston, Texas; 
Phoenix, Arizona; Denver, Colorado; and Philadelphia, Pennsylvania. 1''-· 
According t.o the SPOT program director, this will allow the SPOT 
program office more oversight over training. Pre\iously, training was 
prmided at indi\idual airports. 

'"Tile SPOT progrmn retains !he disnelicntto train .I:UJOs at a sile other tlmn one of the five 
t.r;lining facilitiPs if i1 is morE' fisPally r~Csponsibl€' 1!.l do so. For t>xamplE', ifthNE' an:' J,) 
BDO o:andirlatPfl at a singl0 aupmt, the SPOT program will tram tlwm n.r that airport rather 
than s0nrling t.hPm to a training facility. 
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After the March 2009 recertification training, ratings scores of SPOT 
instructors showed less variation than did previous ratings. \Ve reviewed 
the quality assurtmce instructor evaluations of two SPOT instructors 
conducted by TSA's Otfice of Human Capital, Training Standards and 
Evaluation Branch, and the H)7 SPOT program instructor evaluations of 54 
SPOT inst.rudors conduct.t:>d by the SPOT program office and TSA's 
Operational and Technical Training Dhision since the program st.art.ed in 
October 200G. w: After the recertification training, g;j percent of instructors 
were rated as exceeding expectations, compared to 30 percent in the 200G 
to September 2008 ratings. Table 3 shows the ratings of instructors for 
March 2009 compared to the period of 2006 to September 2008. nr: 

Table 3: SPOT Instructor Evaluation Ratings, 2006 to September 2008, and March 2009 

2006-
Sept 
2008 

2009 

Number of 
instructor 
evaluations 

73 

94 

Unsatisfactory 
(0-74%) 

Needs 
improvement 

(75-84%) 

Meets 
expectations 

(85-94%) 

Exceeds 
expectations 

(95-100°/o) 
No numeric 
score given 

Number Percent Number Percent Number Percent Number Percent Number Percent 

3 

0 

4% 5 7% 36 49% 22 30% 7 10% 

0% 1% 6 6% 87 93% 0 

In addition to the variation in numeric scores and rating levels for the 2006 
to September 2008 period, as shown in table 3, we found substantial 
variation in the comments about instructor competency for the same 

''"'"Some SPOT instmctors have been evaluated multiple times. \!.'hile the SPOT program 
o!fiw provukd us wtth pnnt or dH·(rouk ("Opit'0 of all SPOT ittstrut'!lJI evalnutions, :oomt' 
forms cuntuillt'd only llUll\t'lic ratings and 110 wrillt>n comnv:nt-:;: other:;; had no nmnerk 
S!'Or<'!J, B<'tause instructor nam0s \H•rr r<'dfl!'lvd from thE' t:valuatinns, thE' numb0rs mAy 
indndr rlnplicates. Additionfllly, the f>Valnations containing writtf'n comments Wf>H< not 
always filled out using completP srnto:>nces, making it difftcult ro asce1tain thr rater"s 
a.o;sessment of thP instructor 

'"·SPOT Instructors arE' f'Valuated using a Quality Assurancp Instructor F.valuation, TSA 
Form lfJ09. (lsmg this form, th0 Pvaluator assign:;, mther 0 lZPro) points, 0 :'l points, or I 
point for o:>ach of .G7 ratablP items do:>pending on wlwthf'r tlw instructor Illoi'P1S the :;,t.andard 
as writt-en, needs improvement to meet the standard, or does not meet the standard The 
tu!.al points are tht:n entert:d into a fonnulu \hut ~(enerute.s u percentage. This perceutal(t' is 
used to d<:'terrnine lite overall rating. Inslrm·wrs receiving u score of Ui5 percent to 100 
pi'n'f'nt art: ratPd a.-; f'XCP('ds pxpf'~·tations; 8:) pPrcE>nt to ~!4 pi'r!'f'tlt arE' ratt:d ;Is mrf'tS 
PXpli'ctatwns; 7fi poi'tt'li'nt to 84 poi'tt'li'nt. urv rat prJ as nv0d» 1mpr0v0nwnt. and 0 p0rr0nt. to 74 
perc-Pnt. are rater! as unsat.isfadol)·. 
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TSA Has Taken Some 
Action, bnt Has Not 
Evaluated the SPOT 
Training Program for 
Effectiveness 

period. For example, in :32 out of 7,1 instructor evaluation fonus that we 
reviewed where cornments were made about the instructor prior to 2009, 
the eomrnents ranged from superb to needs more experience as an 
instmctor, as \Veil a_,;; needs more tirne performing the job as a BDO to be 
able to teach others. In the cmmnents on an instructor who wa_.:;; rated a_.;; 
''nto:>et.s expectations," tlw instrudor was deS(Tihed as having ''limited 
experience \Yithin the SPOT progrillll," that this was "a m~~or concern," 
and it was recommended that the instmctor spend as much time as 
possible functioning as a BOO, In other eases, however, SPOT instructors 
were described as competent, solid, and outstanding. For example, one 
instructor who received a rating of "exceeds expectations'' was described 
as a superb instructor who "is a valued member of the National Training 
Team." As noted above, following the March 2009 recertification training, 
93 percent of the instructors received a rating of ''exceeds expectations" 
wit.h only 1 percent "nf'eding improvement.." Of the 94 instructor 
evaluations completed in March 2000, 82 contained \Vritten comments. Of 
these, multiple SPOT instructors were described as excellent, 
knowledgeable, and effectiw. For t~xrunplt\ an instructor who receivt~d a 
rating of "exceeds expectations" was noted us demon~trating a high degree 
of material knowledge and great presentation skills. TSA atttibuted the 
increase in instructor ratings to two factors. The first is low turnover 
among SPOT instructors, -~·hich allows instructors to hone both their 
technical and instmctor sldlls. The second factor cited by TSA is that TSA 
conducted a 2~day instmctor refresher training immediately prior to the 
evaluations in 1-Iarch 2000. To ensure all instructors were reevaluated 
within a specific time frame, evaluations were scheduled and conducted in 
a controlled environment Instntctors knew in advance they were going to 
be >Pvnluated and delivered modulf>s ot' the BDO certifieat.ion course to 
other BDO instructors. 

We previously reported that evaluation is an integral part of training and 
development efforts, and that agencies need to systematically plan for and 
evaluate the effectiveness of training and development.''" Employing 
systematic monitoring and fccdback processes can help by catching 
potential problems at an early stage, thereby saving valuable time and 
resources that a major redesign of training vwuld likely entaiL Similarly, 
in 2006, TSA's Operational and Technical Training Division issued general 
evaluation standards for training programs, stating that training programs 
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should be comprehensively evaluated on a periodic basis to identify 
program strengths and weaknesses. 1"" Moreover, standard practices in 
program managPrnent for defining, designing, and exeeuting programs 
include developing a road map, or program plan, to establish an order for 
executing speritk projec-ts needed to obtain defined programmatic results 
within a specified t.inu, framt:>. 11

" 

The former SPOT training manager told us that the SPOT program 
internally evaluates the effectiveness of SPOT training through the job 
knowledge tests that BDO candidates nutst pass following the classroom 
portion of the training and the SPOT Proficiency/On-the-Job Training 
Checklist following the on-the-job portion of the training. Furthermore, 
the former training manager told us that TSA knows that the SPOT training 
is effective because BDOs are able to recognize behaviors at the 
checkpoint, and because of BDOs' demonstrated ability to identify 
criminals-such as drug couriers or pe-ople \Vith outstanding arrest 
warrants-through the screening process. 

Although TSA has not conducted a comprehensive analysis of the 
effectiveness of the SPOT training program, TSA's Office of Human 
Capital, Training Standards and Evaluation Branch conducted training 
r-valuations to a..<:;scss how studr-nts usc -..~:hat they wr-re taught in the SPOT 
basic training course. Specifically, from July through September 2008, the 
Training Standards and Evaluation Branch conducted evaluations at :3 of 
the 161 airports where the SPOT program is currently operating. Based on 
BDO feedback at the 5 airports, the Training Standards and Evaluation 
Branch's final report contained a series of recommendations for improving 
the SPOT training program. These ff'('Ommendntions and TSA 's adinns to 
address them are summarized in table 4. 

'""T.SA, Operational and Technical Truiniug Divio;ion. Truining St.umlunb (.':::lt>pl., <;!), <;OOG). 

u'ThP PmjPrt l\'[anagPnwnt.Inst.itut.P, Thf' Standard f0r Pmgram Managf'nwntO (200fl). 
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Table 4: TSA Training Standards and Evaluation Branch Recommendations for 
Improving SPOT Training and TSA Actions on the Recommendations 

Training Standards and Evaluation 
Branch recommendations 

Ensure training instructors adhere to a set 
of professional guidelines. 

Add local policies and procedure as an 
addendum to the (SPOT) Training. 

Include more role-playing and scenarios in 
the classroom training so all trainees can 
practice casual conversation skills 

Develop recurrent training that can be 
placed on the TSA Online Learning Center. 

Develop templates writing reports. 

Provide more real world videos. 

Provide recurrent training of behaviors 
through online videos. 

Add parts of the Bomb Appraisal 
task into the trwning. 

Provide recurrent training outside ot TSA 
(more Immigration and Customs 
Enforcement, DEA, and CBP training). 

Have BOOs spend more time with an On­
the~Job,Training mentor. 

Validate the training for course content and 
On -the-Job-Trw ning 

Clarify SPOTs "Walk-the-Line"' policy and 
communicate it to all BDO personnel. 

TSA action on recommendations 

TSA sent 47 TSA Approved Instructors for 
the SPOT program to recertification training 
1n March 2009. 

No action. 

TSA added mo1·e role·playing scenarios to 
their bas1c SPOT training. 

TSA developed and deployed recurrent 
training on the TSA Online Learning Center 
in September 2009. 

added an Incident Report Writing 
course to the TSA Online Learning Center. 
Additionally. TSA has developed templates 
lor lnc1dont Reports and After Action 
Reports. TSA has also developed Online 
Learning Center training for completing 
SPOT Referral Reports. 

training videos in 

The video scenarios for recurrent training 
will be available in the second quarter of 
fiscal year 2010 

No action. 

No action." 

No action.<" 

In 2009. 1n coordination with DHS S&T, 
TSA began the scientific analysis of the 
BDO position to empirically derive and 
validate the knowledge, skills, and 
attributes that it requires. The analysis is 
projected to be completed in t1scal year 
2010. 

TSA issued revised SPOT Standard 
Operating Procedures to all BOOs in 
January 2009. 

Source TSA. Tra,~ing StanddrJ; and EvaluaiiM Brar1d1. Ofl,ce or Hurna(o Cap,tal. MemG•randum For Op~ratic-nal dnJ Technicdf 
Traon•pg. onti BQhQVIN Det~ct•~n una Do~u11wnt 'laltdotton Bron.or,. Off•c~ ~~ SPcunty Oporatt~nG on Trmntng Tton•f~r (l3) ~~SPOT 
Tt~tntng. October 30.2008 
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Conclusions 

'According to TSA. the SPOT program office will determine if the recommended action is appropriate 
after· the BDO JOb task analysis ar1d llllining task aMiysis are completed 

Additionally, in conjunction with S&T, TSA conducted a training 
effectiveness evaluation on the Additional Behavior Detection Techniques 
course, which showed a statistically significant increase in knowledge and 
skills following completion of the course. 

S&T is currently conducting a BDO job ta..;;k analysis, which may be used 
to evaluate and update the SPOT training curriculum. Following the 
complel.ion oftht> job task analysis-ant.idpat.ed in mid-May 2010-TSA's 
Op(;'rational and Technical Training Dhision intt•nds to conduct an inM 
depth training gap analysis, 111 which will take approximately 2 months to 
complete. Following completion of the training gap analysis, the agem·y 
'"ill develop project plans, including milestones for future development 
efforts, to address any training conccms. However, to date, the agency 
does not have mt evaluation plan including time frames and milestones for 
cornpletion. According to the Operational and Technical Training 
Division, TSA will conduct periodic evaluations as the BDO position 
evolw~s. By conducting a comprehensive evaluation of the effectiveness of 
its training progrant, TSA will he in a better position to detennine if BDOs 
arf' being taught the knowlf'dgP atld skills they nePd to perform their job. 
Furt.hennote, by developing milest.orws and lime frame& for· conducting 
such evaluations systematically, as wellllS on a periodic basis, TSA could 
help ensure that the SPOT training program is evaluated in accordance 
with its directives to help ensure that the program continues to provide 
BDOs '\ith the necessary tools required to carry out their responsibilities. 

TSA developed the SPOT program in the wake of September 11, 2001, in 
an effort to respond quickly to potential threats to aviation security by 
identifying indhiduals who may pose a threat to aviation security, 
including terrorists planning or f'Xecuting an attack who were not likely to 
be identified by TSA's other screening security measures. Because TSA 
did not f'nsurf' that SPOT's underlying methodology and work mf'thods 
wen, sdentifitally validated pripr to it.s nationwide deployment., an 
independent panel of experts could help determine whether a scientific 
foundation exists for the way in which the SPOT program uses behavior 
detection analysis for counterterrorism purposes in the aviation 
environment. 

'-'ThP training gap analysis idf'ntifiPs gap~ in tlw training <:nrri<nlnm. 
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With approximately $5.2 billion devoted to screening passengers and their 
property in fiscal year 2009, it is important that TSA provides effective 
stewardship of taxpayer funds l:'nsuring a return on investment for each 
layer of its security system. A<> one layer of aviation security, the SPOT 
program has an estimated projected cost of about $1.2 billion over the 
next. 5 years if the administration's requested funding of 8232 million for 
fiscal yem 2011 remains at this level.''' The nation's constrained fiscal 
environment makes it imperative that careful choices be made regarding 
which investments to pursue and which to discontinue. If an independent 
expert panel determines that DHS's study is suffidently comprehensive to 
determine whether the SPOT program is based on valid scientific 
principles that can be effectively applied in an airport environment for 
counte1terrorism purposes, then conductlng a eomprehensive lisk 
assessment including threat, vulnerability, and consequenee could 
strengthen TSA's ability in making resource allocation derisions and 
prioritizing its risk mitigation etfmts. Moreover, conducting a cost~benefit 
analysis could help TSA determine whether SPOT provides benefits 
gn~ata· than or equal t.o other security al1.t~rnatiws and whether its level of 
inve~tment in the SPOT program is appropriate. Revi~ing its strategic plan 
for SPOT to incorporate tisk assessment infonnation, cost and resource 
analysis, and other essential components could enh~mce the plan's 
usefulness to TSA in making program m<magcment and resource 
allocation decisions to effectively manage the deployment of SPOT. 

Providing guidance on how to use TSA's resources for rmu1ing passenger 
names against intelligence and criminal databases available to the 
Transpmtation Security Operations Center and helping DIIS to connect 
rlisparatn pi0ces of infonnatlnn using the Transportation Informatlnn 
Sharing System and other related intelligence and crime database and data 
sourCE'S rould hPtter inform DHS and TSA rpgarding the identity and 
background of eert.ain individuals and thereby enhance aviation secmity. 
In addition, implementing the ~teps called for in the TSA Office of 
Strategic Operations plan to provide BDOs with a real~time mechanism to 
verify passenger identities and backgrounds via TSA's Transportation 
Security Operations Cent.C'r could strengthen thc·ir ability to rapid~v verify 
the identity and background of passengers who have caused concem, and 
increase the likelihood of detecting and disrupting potential terrorists 

'-'Thi~ E'StimatE' as~umt>s that tht>r<' would bE' no l'urt/H;'f incr<'<t-<;;t>s fnr SPOT Qvl;'r Ow twxt :) 
y0ars ahnw the rf'quPstPd $2:32 milhnn if'vel fnr fi:;,cn.l year 201 L Hmvt'vPr, tn stay ev0n 
with int1ation, thf' n.llo.;-ation w0ulr!likf'l:V incn>n.se somf'what f'n.<h Yf'<tr. 
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Recommendations for 
Executive Action 

intending to cause harm to the a\-iation system. Additionally, developing 
outcome-oriented performance measures, making improvements to the 
SPOT database, and studying the feasibility of utilizing video recordings ot' 
individuals a.."i they transited checkpoints and \Vho were later charged with 
or pleaded guilty to terrorism~related offenses, could help TSA f'valuate 
t.he SPOT pmgram, ident.iiY potential vulnerahilitit:>s, and assess the 
effectiveness of its BDOs. Fmiher, developing a plan for systematic and 
periodic evaluation of the training provided to BDOs along with time 
frames and milestones for its completion could help ensure that the SPOT 
training program is evaluated in accordance with its directives to help 
cnsurC' that the program continues to prmidc BDOs \\-ith thC' necessary 
tools required to carry out their responsibilities. 

To help ensure that SPOT is based on valid scientitlr principles that. can be 
effectively applied in an airpmt emironment., we recommend that the 
Secretary of Homeland Security convene an independent panel of experts 
to n~view tht~ rnethodology of the DHS S&T Din~ct.m·ate st.udy on the SPOT 
program to determine whether the study's methodology is sufficiently 
comprehensive to validate the SPOT program. This assessment should 
in dude appropriate input from other federal agencies with expertise in 
behavior detection and rekvant subject matter experts, 

If this research dctcm1ines that the SPOT program has a scicntiflcally 
validated basis for using behavior detection for countertenorism purposes 
in the airport emironment, then we recommend that the TSA 
Administrator take thf' following four actions: 

• Conduct a comprC'hcnsive risk assessment to include thrC'at, 
\-ulnerability, and consequence of airports nationwide to determine the 
effective deployment of SPOT if TSA's ongoing Aviation Modal Risk 
Assessment lacks this information. 

• Perform a costwbenefit analysis of 1.he SPOT program, including a 
comparison of the SPOT program with othe-r security scree-ning 
programs, such as random screening, or already existing security 
mea.."iures. 
Revise and irnplement. the SPOT strategic plan hy incorporating tisk 
assessment. inronnaiinn, identifying co::;t and resources, linking it. io 
other related TSA strategic documents1 describing how SPOT is 
integrated and implemented with TSA~s other layers of aviation 
security, and prO\iding guidance on how to effect.in•ly llnk tht> roles, 
responsibilities1 and capabilities of federal, state, and local officials 
prmiding program support. 
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* Study the feasibility of using airport chedqJoint-.surveillance video 
recordings of individuals transiting checkpoints who were later 
chargc·d with or pleaded guilty to terrorism~related offenses to enhance 
understanding of terrorist behaviors in the airport checkpoint 
environment. 

Concurrent with the DHS S&T Directorate study of SPOT, and an 
independent panel assessment of the soundness of the methodology of the 
S&T study, wr rr('omnwnd th<lt. thr TSA Arlministrator takr thr follmving 
six actions to ensure the program's effective implementation: 

• To provide additional assurance that TSA utilizes available resources to 
support the goals of deterring, detecting! and preventing security 
threats to the aviation system, TSA should: 
• Provide guidance in the SPOT Standard Operating Procedures or 

other TSA directive to BDOs, or other TSA personnel, on inputting 
data into the Transportation Information Sharing System and set 
milestones and a time frame for deploying Transport.ation 
Information Sharing System access to SPOT airports so that TSA 
and intf'lligf'nCE' ('Omml.mity entities haw information from all SPOT 
LEO rel'errals readily availahle t.o assist in "connecting the dots" and 
idPnLifying potential t.l:'rror plots. 
Implement. the steps called for in the TSA Office of Se('urity 
Operations Buslness plan to develop a standardized process for 
allowing BDOs or other designated airport officials to send 
information to TSA's Transportation Security Operations Center 
about passengers whose behavior indicates that they may pose a 
threat to security1 and provide guidance on how designated TSA 
officials arc to receive information back from the Transportation 
Security Operations Crnt.Pr. 

• Direct the TSA Transportation Sccmity Operations Center to utilize 
all of the law enforcement and intelligence databases available to it 
when rmming passenger names, for passengers who have lisen to 
the level of a LEO referral. 

• To better measure the effectiveness of the program and evaluate the 
performance of DDOs, TSA should: 

Establish a plan that includes objectives, milestones, and time 
frames to develop outconu'~~oriented perfonuance rnea.o;;;ures to help 
rPfine t.hf' current methods used by Bf'havior Det.edion Officers for 
identifying individuals who may pose a risk t.o the aviation system. 

• Establish controls to help ensure <~ompletem•ss1 accuracy, 
authorization, and validity of data collected during SPOT screening. 
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Agency Comments 
and Our Evaluation 

* To help ensure that TSA pr<n·ide.s BDOs with the knowledge <.md skills 
needed to perform their duties, TSA should: 
• Establish time frames and milestones for its plan to systematically 

conduct evaluations of the SPOT training program on a periodic 
basis. 

\Ve provided a draft of our report to DHS and TSA on Mm-ch 19, 2010, for 
re\dew :md comment. On 1\·fny 3, 2010, DHS prmirted written commPnt.s, 
which are reprinted in appendL'X II. In commenting on our report, DHS 
stated that it concurred with 10 of our recommendations and identified 
actions taken, planned, or under way to implement them. Ilowever, the 
acl.ions DIIS repmtNl it plans to take and has undervvay do not fUlly 
address tht.~ intt.m\. of our first. recommendation. DHS also \~onnuTt~d in 
principle with an elPvenlh recommendation stating that. it had convened a 
\Vorking group to determine the feasibility of implementing it. DHS 
commented on the scientific. basis underlying SPOT and on two statements 
in our report that it believed were inaccurate-spedfically, DHS disagreed 
\Vith our reliance on a 2008 National Research Council report published 
under the auspices of the National Academy of Sciences 011 issues related 
to behavior detection, and second, on issues related to unpublished 
research they had cited as a partial validation of some aspects of the SPOT 
program. 11

.
1 Finally, DTTS cornmentt•d on om conclusion regarding tlw use 

of the SPOT rf'ferral data. 

Regarding our first recornmendation that. DHS convene an independent 
panel of ~~xpert.s to r~~view the methodology of DHS's Sd<~nce and 
Technology Directorate (S&T) study on SPOT, and to include appropriate 
input from other federal agencies with relevant expetiisef DHS concurred 
and stated the current process includes an iml.ependent re\iew of the 
program that will include input from other federal agencies and relevant 
experts. Although DHS has contracted with the American Institutes for 
Research to conduct its study, it remains unclear who will oversee this 
review and whether they are sufficiently independent frotu t11e current 
research process. DIIS's response also does no1. describe how the review 
currently planned is designed to determine whether the study's 
methodology is suftkient.ly comprehensive to validate the SPOT program. 
As we not.ed in our report, research on other issues, such a.,;; determining 

'-· Tht> N<I1innal Rt>SE'areh (\lund] is <I <:ompnnt;'nl n!'tlw 'Ja1i<m<Il A<>adt>my <J!' Scit>nct>s, <I 
part. of a pnvatt>, nonprofit mst.itutirm, thf' 'Jational Acarlemit>s, whwh pr0'vidt> SO:IeJK<', 
tt>dmol0g)', anrllwalth polio-· ad'vi\P nnrler a r0ngressional rharter 
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the number of individuals needed to observe a given number of passengers 
moving at a given rate per day in an airport envirorunent or the duration 
that such observation can be eonducted by BDOs before observation 
fatigue affeds etlectiveness, could provide additional information on the 
extent to which SPOT can he f'tlectivf'ly implf'ment.ed in airports. Dr. Paul 
gkman, a leading research sdentisi in the field of behavior det.edion, told 
us that additional resemch could help determine the need for periodic 
refresher training since no research has yet detennined whether behavior 
detection is easily forgotten or can be potentially degraded with time or 
lack of usc. Thus, questions cxlst. as to whether behavior detection 
principles can be reliably and effectively used for counterterrorism 
purposes in airport settings to identify indi1.iduals who may pose a risk to 
the miation system. To help ensure an objective a."isessment. of the study's 
methodology and findings, DHS could benefit from convening an 
independent panel of experts from outside DIIS to detennine whether the 
study's methodology is sufficiently comprehensive to valictate the SPOT 
program. 

DHS also concurred with our second recommendation to con dud a 
comprehensive risk assessment to determine the effective deployment of 
SPOT. DHS stated that TSA's Aviation Modal Risk Assessment is designed 
to evaluate overall transportation security risk, not dcploymcnt strategies. 
However, DHS noted that TSA is in the process of conducting an initial 
1isk analysis using its risk management analysis tool and plans to update 
this analysis in the future. Hov.-ever, it is not clear from DHS's comments 
how this analysis will incorporate an assessrnent of TSAs deployment 
strategy for SPOT. 

DIIS also concurred with our third recommendation to perform a cost­
benefit analysis of SPOT. DHS noted that TSA is developing an initial cost­
benefit analysis and that the flexibility of behavior detection officers 
already suggests that behavior detection is cost-effective. However, it is 
not dear from DHS's comments whether its cost-benefit analysis will 
include a comparison of the SPOT program with other sccmity screening 
programs, such as random S('rccning, or ::drc·ady existing security 
measures as we recommended. Completing its cost-benefit analysis and 
comparing it to other screening pwgrams should help establish whether 
the SPOT program is cost-effective compmed to other layers of security. 

Y./it.h regard to om fourth n'eonunendation to revise and irnplement Uw 
SPOT strategic plan using risk assessment information, OilS concurred 
and noted that. analysis facilit.ated hy the risk management analysis tool 
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will allow the program to re\-ise the SPOT strategic plan to incorporate the 
elements identified in our recommendation. 

DIIS also concurred with our fifth recommendation to study the feasibility 
ot using airport checkpoint-surveillance vidf'o recordings to enhance its 
underst.amJing of terrorist. behaviors. DHS noted that. TSA agn:•es this 
could be a useful tool and is working with DRS's S&T Directorate to utilize 
video case studies of terrorists, if possible. These cases studies could help 
TSA detennine what behaviors had been demonstrated by these persons 
convicted of terrorist-related offenses who went through SPOT airports, 
and what could be learned from the observed behaviors. 

DHS concurred with our sixth recommendation that TSA prmicle guidance 
in the SPOT SOP or other directives to BDOs, or other TSA persom1el, on 
how to input dat.a into the Transportation Information Sharing Syst.f'm 
database. DIIS stated that the SPOT SOP is 1mdE'rgoing revision, and that 
the revised version will provide guidance directing the input of I3DO data 
into tht~ Transportation Information Sharing System. DHS ant.kipat.es 
relea.'5e of the updated SPOT SOP in fiscal year 2010. DHS also agreed that 
TSA should set milestones and a time frame for deploying Transportation 
Information Sharing System access to SPOT airports so that TSA and 
intelligence community entities have infom1at.ion from all SPOT LEO 
referrals readily available to assist in ''connecting the dots" and identifying 
potential tenor plots. DHS stated that TSA is cunently drafting a plan to 
include milestones and a tirne frame for deploying System access to all 
SPOT airports. 

DITS enncurrf>d with our seventh recnmmf'ndation to devnlop a 
standardized process to allow BDOs or other designated airport- oftlcials to 
send information to TSA's Transport.at.ion Security Operations CPnier 
about passengers whose beha\-ior indicates they may pose a threat to 
security, and to prm·ide guidance on how designated TSA officials are to 
receive information back from the Center. DHS stated that TSA ha.':> 
convened a working group to address this recommendation. Moreover, 
TSA is developing a system and procedure for sending and receiving 
information from the Center and stated that it anticipates hming a system 
in place later in fiscal year 2010. 

DIIS concmTf'd in principle with rf>gard to our f>ighth recommendation 
t.hat the Tran1:1portat.ion Security Operations Cenl~~r ut.ilizt~ all of the 
databa..;;es available to it when conducting checks on pa..;;sengers who rise 
to the levr-1 of a LJ<:O referral against. intelligence and criminal dt1tabases. 
DHS stated that TSA has convened a working group to address this 
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recommendation. According to DHS, this group will conduct a study 
during fiscal year 2010 to determine the feasibility of fully implementing 
this recomnwnda1.ion. A<;; sueh, tlw study is to review tlw various 
authorities, pern1issions, and limitations of each of the databases or 
systems cited in our report. DIIS stated that accf'ss to some of the 
systems, requires more justification than a BDO referral l<~urt.her, 

according to DHS, because some of the databases or systems contain 
classified information, TSA will also need to adopt. a communication 
strategy to transmit the passenger information between the BDO and 
Transportation Security Operations Center. DHS stated that TSA will 
vmrk on a process to collect the passenger information, verify the 
passenger's identity, through checks of databases, and analyze that 
information to determine if the passenger is the subject of an investigation 
and may pose a risk to aviation security. 

With regard t.o our ninth recommendation to establish a plan with 
objectives, milestones, and time t'rames to develop outcome-oriented 
pt~t'formance measures for HDOs, DH.S concurTed and stat.t~d that TSA 
intends to consult with experts to develop outcome-oriented performance 
measures. 

DRS also concurred with our tenth recommendation to establish controls 
for SPOT data. DHS noted that TSA established additional controls as part 
of the SPOT database migration to TSA's Perfonnance Management 
Infornmtlon System and is exploring an additional technology solution to 
reduce possible errors. As noted in our report, since these changes to the 
databa.;;e were not rompl£>te at the time of our audit, we could not assess 
wh.Ptlwr the problems we identified with thP clatabase had been cnm:.rt.ed. 

Rf'garding our eleventh recommendation to f'Siablish tim£:" frames and 
milestones to systematically evaluate the SPOT training program on a 
periodic basis, DHS concurred and stated that TSA intends to develop 
such a plan follo\ving completion of DHS's S&T Directorate's BDO Job 
Task Analysis, and TSA's training gap analysis, which identifies gaps in the 
training curricttlum. 

DHS also commented on the scientific basis underlying SPOT. 
Specifically, DHS stated that decades of scientific research has shown the 
SPOT behaviors to he "universal in their manifestation." Ilow£>vPr, 
a('emding to DHS, its S&T DirN'toratt~ is ~·xamining the t•xt.~:•nt. to vl'itich 
behavior indicators are appropriate for screening purposes and lead to 
appropriate and correct security decisions. DHS also ('Ommented that the 
results of this work, which is currently underway, will establish a scientific 
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basis of the extent to which the SPOT program instntments and methods 
are valid. Thus, DHS's comments suggest that additional research is 
needed to determine whether these lwhaviors can he used in an airport. 
environment for screening pa.."i.Sengers to identify threats to the aviation 
system. 

Moreover, DHS took issue with our use of a repmt from the National 
Research Council of the National Academy of Sciences stating that we 
improperly relied upon this report. 111 We disagree. DHS questioned the 
findings of the National Research Council report and stated that it lacked 
sufficient information for its conclusions because it principally focused on 
privacy as it relates to data mining and behavioral surveillance and was 
not intended to represent an exhaustive or definitive review of the 
research or operational literature on behavioral screening, including 
recent unpublished DIIS, defense, and intelligence community studif's. 
DIIS also stated that the National Resear\h Council report did not study 
the SPOT program and that the researchers did not \onduct interviews 
with SPOT persomwl. 

As we noted in our report, although the National Research Council report 
addresses broader issues related to privacy and data mining, a senior 
Council official~and one of the authors of the study~<:itatcd that the 
committee included behavior detection as a focus because any behavior 
detection program could have privacy implications. This offlcial added 
that the primary objective of the report was to develop a framework for 
sound decision making for programs, such as SPOT, and help ensure a 
sound srientitir and legal ha'!is. According to this oftlrial, the National 
A<"'ademy of S('ienees' Conunlttee on TP('hnical and P1ivacy DimPnslnns of 
Intormation tor Terrorism Prevention and Other National Goals-which 
had oversight. of tlw report-was briefed on the SPOT program as part of 

'·':-Jational Rcscuxch C oundl, P.rotet'finy JJaliDirhwl Prr~·acy ·in the Strupglc :lgaiw;;t 
Tcnvrisls: A Fmm("l(··urk.for Asscs:mw1.1! (Washinglou, D.C.: t\ahonal Acmlemies Press, 
800H), Tlw H'JJtlli's p!eparalion wus oVt'l";<Jeen by 1he :--Jational Academy of Sdenef''s 31~ 
tnf'mher CommiU.f'<' on Technical and l'ri vacy Dimensions of lnfonnatinn for TNrorism 
Prevention anrl Otlwr Natwnal Goals. We rvVJvwvd thv approad1 used ancl t.hf' mformation 
proddf'd in t11is study and found tlw study to be ('H'dihlP for our purposes. Tiw 
contributors included recognized experts across a variety of fields, including William J 
Perry, former Sene! my of Defense. uml Dr. Tara O'Toole, theu-CEO aud Director of Uw 
Center for fliosecuri!y of the Luiver;;ily oi Pittsburgh Yledical Cente1, Profes:>or of 
1\It;>dieint> and!.>!' T'1Jblk Hea(lh at tlw 1JniH'rsi1y of Pittsburgh_ (Dr. O'TO!.>le wQs 
snh:wqnenrly nominated and t"onfirnwrl a" thf' Under Sf'<'retary oft.hv DHS SnPnrf' and 
T0chnol0gy Dir0ctmatt>.) 
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the study. The Committee also conducted meetings \vith three experts in 
behavior detection as prut of their research. During the course of our 
review, we interviewed three Committee members responsible f'or 
developing the report's findings, a_.;; well a.;; four other behavior detection 
experts, including the three vvho part.idpated in the National Research 
Coundl study. Our dis(~ussions with these experts cormborat.ed the 
report's findings. Thus, we believe that our use of the Council report was 
an appropriate and a necessary part of our review. 

However, the National Research Council report was only one of many 
sources that we analyzed 1vith regard to the science of behavioral and 
physiological screening, and its applicability to an airport environment. As 
we noted in the description of our methodology, our study included 
interviews with officials from DHS as well as several of its components 
and other U.S. government agencies~each of whirh use elements of 
behavior detf'ct.ion in their daily work We also interviewed El A1 airline 
officials, a former director of security at Israel's Ben-Gurion airport, and 
seven nationally re(:ogniz.ed experts in bt~havior detection a.-"1 part of our· 
review. MoreoYer, as we l'A1Jlained in the discussion of our scope and 
methodology, we conducted a survey about the SPOT program of allll8 
Federal Security Directors for all SPOT airports, and conducted site visits 
to 15 SPOT airports. In addition, we analyzed the SPOT refcnal databa.<:ic, 
to the extent the data pennitt.cd, covering a 4--ycar period and the results 
from 2 billion passengers passing through SPOT airpmts. Moreover, we 
attended both the basic and advanced training courses in behavior 
detection provided by TSA to BDOs, in order to better understand how the 
program is rarried out. ThPrefore, our analysis of the program was not 
rleriverl from or based on a singlP sturly by the National Rf'search Council 
as DIIS suggested, but rather is ba.sed on all of the intormation we 
gathered and synthesized from multiple, diverse, expert. sources, each of 
which prm-ided different perspectives about tlw program1 as well ;t._-:; about 
behavior detection in general. 

DHS also disagreed with the accuracy of a statement included in our 
report that noted DHS S&T could not provide us with specific contacts 
related to sources of infonnation for certain research it cited as support 
for the SPOT program. In its conunents, DHS stated that it had provided 
us with all requested documents that represent DRS's S&T Directorate­
sponsorf'd research. Wf' agree. IIowevf'r, DIIS did not provide us with 
contact information for the som\'v'S or unpublished st.udi~·s by the 
Department of Defensf' and other intelligence community studies that DIIS 
S&T had dt.r-d as support. for thr SPOT program. \Vit.hout. such 
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information, we are unable to ve1ify the contents of these unpublished 
studies. 

Finally, DIIS stated that while we were unable to use the SPOT referral 
data to a...;;sess whether any behavior or combination of SPOT behaviors 
could be used t.o reliably predict the final oukome of an incident involving 
the use of SPOT, it was able to analyze the SPOT referral databW:~e 
successfully after working with TSA to verify scores assigned to different 
indicators. Our com~ern with the data did not involve the question of 
whether some behaviors were entered erroneously, nor whether errors in 
coding were excessive or non-random. Rather, we were concerned with 
whether the data on behaviors were complete. Specifically, it carutot be 
detem1ined from the SPOT referral database whether all behaviors 
observed were included for each referred passenger by each BDO or 
whether only the behaviors that were sufficient for a LEO referral were 
recorded into the database. It is not. possible to determine from the 
databa...;;e if the nurnber of observed behaviors entered for a given 
pa.-.-;senger wa"J t.he tot.al numb~~r of observed behaviors, or whet.lH~l' 
additional behaviors were observed. A rigorous <.malysis of the relative 
effects of the different behaviors on the outcomes of the use of SPOT 
would require each BDO to record, for each of the observable behaviors, 
wh('thcr it was or was not obsc:rv•:d. 

TSA also provided technical comments that we incorporated as 
appropriate. 

We will semi copies of this rnport. to the Sf'('ff't.ary of Tlomelancl Security; 
the TSA Administrator (Acting); and interested congressional committees 
as appropriate. The report will also be availahle ai no dmrge on ihf' GAO 
Web site at http://www.gao.gov. 

lf you or your staff have any questions about this report, please contact me 
at (202) 512~4379 or lords(Iigao.gov. Contact points for our Offices of 
Congressional Relations and Public Affairs may b<' found on the la..'lt page 
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of this report Key contributors to this report are aclrnowledged in 
appendLx III. 

Sincerely yours, 

Stephen lVI. Lord 
Director, Homeland Security and ,Justice l!:i8Ues 
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Appendix 1: Scope and Methodology 

To deterrnine the extent to which the TranspOliation Secmity 
Administration (TSA) detennined whether the Screening of Passengers By 
Observation Trehniques (SPOT) program had a scientltlcally-validated 
basis tor identifYing pa.%engers b-efore deploying it, we revie\ved literature 
on behavior analysis by subject matter experts, interviewed seven experts 
in behavior analysis, interviewed other federal agencies and entities about 
how they use behavior detection techniques, and analyzed relev~mt reports 
and books on the topic. These included a 2008 study by the National 
Research Council of the National Academy of Sciences that has a 
dis('ussion regarding deception and behavioral surveillance, as well as 
other issues related to behavioral analysis.' We interviewed Dr. Herbert S. 
Lin, who was a primary author of the repmt, as well as Dr. Robert W. 
Levenson. and Dr. Stephen E. Fienberg, both members of the Academy 
committee that oversaw the repmt, about the report's findings with regard 
to behavior d0tection, and thf' extent to which behavior detection in a 
complex environment, such as an airport terntinal, ha..;; bE'en validated with 
regard to its effectiveness in identifying persons who rnay be a risk to 
aviat.ion security. Other behavior ddt:•ct.ion exp~~rts wt.~ consultt~d wert.~ Dr. 
Paul Ekman;' Dr. Mark Frank;"' Dr. David Givens;' Dr. Da\id lVIatsumoto; -. 

'National ResParch Council, Prorcctin,g Jndinidual Prim elf in thr Stmry,qlr Agrrinst 
TcrroJ·ists: A Fmmcwurkfvl'llssessmcnt (\Vashington, D.C.: Kational Academies Press, 
2008). The repurfs pn•pm·atiou was overseen IJy tho: ::-JAS"s ::ll-rnc·mber Committee on 
Tecluueal and Piivuey Dmtensiuns uf lnfurnwtiun for Terrorism Preventionund Other 
N;\tional Goals. We ncvhcwpd tlw approad• u:o;ed and the inl"orntatinn pmvid<"d in this study 
and found thP study to he crPdihlf' for our purposes. Tlw contributors indndP.d rf'cognizf'd 
expo?rt<> acro!ls a variPty of fields, including William .J. Perry, former Secretary of Defense, 
and Dr. Tara O'Toole, then-CEO and Director of the Center for niosecurity of the 
l:uhusity of Pittsburgh }fedical Center. Profl'ssor of }fedicine and of Public Ikalth at the 
Lniversity of Pittsburgh. (Dr. O'Toole wus snbseqneully nominated and eoufinned as lite 
I:ndrr Srcrrt.ary of DHS's Scit>lKP and Technology Dirrctorate. Tlw 1\'ational Rt:s0arch 
Council is a componPnt ofthf' National AcadPmy of Sciences, a part of a privatf', nonprofit 
institution, th(> National Academies, which prm·ide sd0nce, trdmology, and lwalth policy 
ad\ice under a congtv!lsional charter 

'!Jr. Ekman is prol't>s:<;M enwritu:<; of psychology at thE' UniH•r:<;ity ofC'alif"ornht \ledk<tl 
School, San Franciflco, and i:;, consirlerNl one of the worl(ffl for0most 0xperrs on facial 
expTPssions. His books include: Emotions Revealed: Rrro,qnizin,q Fares 11nd Feeling.~ to 
hnpmuc Comm·un ication.s and Emotional Lrfc (New York: Ilolt and Company, .200:J); 
!;mot i 011 ill the JfuJI/all Fa('C (New York: Pergamon Press. 107.2): Umnaskin.Q tire fi(/('C: /1 
.'}Uide /u RtTl!.QIIizing b'Nwliuw; }i'OJII Ftrdal C/U('S (Englewood CUlls. 2\J_,J.· Prentke-Hall, 
HJ/:5). Dr. Ekman has published more tlmn 100 urtkles 

Dr. Frank is Associate Professor, Department of Communication, College of Arts and 
Sciences, at the LlniYersity at I3uffalo, State Llniversity of Kew York. lie is un the .\dvisory 
B(1ard of tlw llnivt:'rsity"s Cenkr for Unified Biomelrks mvl Seu.-;or.:;, and hus ('Owlu,:tt:'d 
rest:ar!'h supported hy flHS, tlw Delf'tlSf' Advancrd Rese11rch Projects Agency, and tlw 
Nat.ional Scierwt> Foundati<m, 
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Appt>ndix 1: Sc•Jpt> and J\.l(.'thodo!Qgy 

and Mr. Raft Ron, former director of security at Israel's Ben-Gurion 
Airport. Dr. Elanan, Dr. Frank, and Mr. Ron provided expe1t advice for the 
National Research Council study. Dr. Giwns was identified by TSA as 
having been their principal souree for the nonverbal behavior indicators 
used by the SPOT program. We also interviewed Dr. Lawrence !VI. Wein, 
an expert in enwrgency responses t.o terror at.ta(~ks and mathematical 
models in operations management.'' In addition, we interviewed officials 
from the Department of Homeland Security's (DHS) Science and 
Technology (S&T) Directorate regarding their ongoing research into 
behavior detection. Although the views of these experts cmmot be 
generalized across all expetts in behavior analysis because we selected 
indi-viduals based on their publications on bcha;,.ioral analysis or related 
topics, their recognized accomplishments and expe1tise, and, in some 
cases, TSA's use of their work or expertise to design and review the SPOT 
program's behaviors, thPy provided us with an overall understanding of 
the fundamentals of behavior analysis, and how it could be applied. 

To det.ermirw the ba'5is for TSA's strategy t.o dewlop and deploy SPOT and 
evaluate to what extent SPOT wa.'5 informed by a cost-benefit <.malysis and 
a strategic plan, we reviewed program documentation, including briefings 
prepared by the SPOT program office during the course of developing and 
fielding SPOT, two versions of a strategic plan for SPOT, and the 2009 
SPOT standard operating procedures guidance. We compared the plans 
and analyses used by TSA to develop and implement SPOT to criteria on 
how to develop and implement programs in DHS's 2006 Cost Benrj'U 
Analysis Guidebook,' as well as to Office of Management and Budget 
guidance on the utility of cost-benefit analyses in prograrn 

'Dr. Givens is the director of the nonprofit Center for Nonverbal Studies, in Spokane, 
Wa..shington. He is th<? author of Lol'l' Signals.· A Pml'lim/. Fidd. GuiflP to rhe flud.11 
Lanqmrye qf Courtship (St. Martin's, ~ew York, 200::-i) and C'rinw Si,q11als: lion· to Spot a 
Cl'imiual H<fon· You Hcumw a Vi dim (~L .Yiarlin':;, <;OOS)_ Tilt' Cen!t:'r';; Web site huk:,;1o 
lk Givt:ns' reft:rl'IK'l' lou!. The Nom'el'lw/llicl-iouor.IJ ofGe:>lurc::;, S'i.<fll:i arrcl Body 
Lang1Wlj(' Cues. 

··or. Matsumoto is a Professor, Depmtm•~nt of Psycholo)!;y at San Fwndseo State 
t:nivcrsity, and is <.m assodat(' of Dr. Ekman. 

"Dr. \Vein is the Pan! E. H0lrl0n Prof0ssor of:\-Ianagenwnt Srif'n('e at tlw Gradnat0 Sdwol 
ofBusinPss, Stanford l:niversity His homeland serurity~rPlated work includes four papers 
in Procccdin,qs of tl1e Nativ11al1kadcm.1J (:{Sciences, on >m cmerg:cney response to a 
smallJJOX aLlw_·k an emergew:y resvonse to an unlhmx atl<H:k, a biumetric analysi:,. of 1hl' 
LS-·VISrr Program, and an mwly.sis of a biolerror attad< on the milk supply. 

'DHS, {'ost Bmr:fit A.nntysis G-uidr/Jnot.: (Wa.,hington, D.C.: F0brnary 2006). 
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implementation.' We also analyzed the development of SPOT in light of 
the standards and criteria cited in DHS's 2006 National Infrastructure 
Protection Plan. Wf' met with relevant TSA offlcials to discuss these 
issues. To assess whether DIIS developed an effective strategie plan for 
SPOT prior to implementing the program, we interviewPd TSA officials 
involved in development of the SPOT strategic plan. We analyzed whether 
the SPOT plan incorporated the desirable characteristics of an effective 
strategic plan as identified by previous GAO work on what strategic plans 
should include to be considered effective, such as a risk assessment., cost 
and resources analysis, and a means for collaboration ~vith other key 
entities.'· We also examined it in light of the requirements of the 
Govemment Performance and Results Act of 1993, which specifies the 
elements of strategic plans for goYemment programs. 1" \Ve assessed 
whether the SPOT strategic plan was followed by TSA. As part of our 
analysis of thP planning for SPOT before it wa..-. implemented on a 
natiomvide ba..sis, we revif'wed TSA documentation related to the 
development and pilot testing of SPOT, such as a TSA white paper on 
SPOT, and interviewed key program officials from both headquarters and 
field offices. 11 

We also interviewed cognizant officials from other U.S. government 
agencies and agency entities that utilize behavior detection in their work, 
including U.S. Customs and Border Protection (CBP), the U.S. Secret 
Service, the TSA's Federal Air Marshal Service C:FM'IS) component, and 
the Federal Bureau of Investigation (FBI). \Ve sought their views on the 
utility of various behavior detection methods, their expetience with 
practicing behavior detection, and asked them about the extent to which 
TSA had consulted with them in developing ami implnmenting thf' SPOT 
program. 

To better understand how SPOT incoq>orated expertise about the use of 
behavior detection in an airport setting, we interviewed officials from 

"Ofticp of:\Ianagement and Buclgt>t (Ol\IB), Circular No. A-94, Gur'ddinrs and Dr'srount 
Rules for lkllqfii"Cosl.1ua(qsis ~{Fcd('!"al Programs (Wa:;hiugron, D.C.. Odobcr 1002): 
:md Circular A"'J, Re.!}ululom Arw(t;sis t\V:mhingron, D.C: Sqltl:mbc·r :.WO.'l) 

'''Pub. L. No. 10:J-G2, 107 Stat. 28G (lDD:J). 

'-TSA, S'r.i~Y:rnnq ofPasrxmyr:rs liy 0/JSr'I"VOftMI Ter.lmii}U.(' (SPOT_! Whitt Paperj01· rhr: 
Dr.pamnrnt nfHomr/.and S'rr.urity (Washington, D.C: Ff'h. 22, 20(1:)}. 
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Israel's El A1 Airlines, which is cited by TSA as having provided part of the 
basis of the SPOT program. We asked about El Al's rnethods to ensme the 
srcutity ot" its passenger aircraft, and ahm interviewed a fornwr lwad of 
secmity at. Israel's Ben-Gmion airport., who ha..<; advised TSA on seemity 
issues. We asked TSA and SPOT program oftkials about their 
consultations with 1<:1 AI, and about. the ways in which they had utilized El 
At's expertise, as \veil <tS about any other entities whose expertise they 
may have adopted into SPOT. 

To determine the dmllengcs, if any, that emerged during implementation 
of the SPOT program, we intervic\vcd headquarters and field personnel 
about. how the program has utilized the resources available to it to ensure 
that it is effective. These resources included the support of law 
enforcement. officers (LEOs), to whom passengers are refened by 
Behavior Detection Ot't1cers tBDOs) for additional questioning. In 
addition, we intervie\ved SPOT program and TSA officials about t.he­
databa..<;es available to t.hern at. TSA"s Transportation Security Operations 
Cent.m· to det.rmnint~ if a suspect pa.-"lsengm· is heing sought hy other U.S. 
li.nv enforcement or intelligence entities, and whether there h:l guidance for 
BDOs on \Vhen and how to contact the Transportation Security Operations 
Center. We also asked about whether there is guidance and training for 
BDOs on how to access TSA's Transportation Information Sharing System 
database, which is owned by F AlVIS, and is available through the 
Transportation Security Operations Center. 11 To determine if any 
management challenges had emerged related to management controls in 
developing and implernenting SPOT, we cornpared TSA's approach for 
implementing and managing the SPOT program with GAO's Struu],ards for 
Internal Contr-ol in the Fcdrrol Gover'Yimc·t~.t 1 ' and with risk management. 
principles we had previously identitled. '" Our legal counsel otUce 
reviewed court dedsions relevant t.o the SPOT program. In addition, we 
int~niewed at.tornt'ys from the American Civil Libetiies Cnion, and 
obtained and reviewed TSA's Privacy Impact Assessments for SPOT, the 
Transportation Security Operations Center, and the Transportation 

'·The dntu from inkrview>;; of ':Ht'5pidou.<; pU .. ';'jt'!lger'j by FAI\1.'3 nre inputted into the 
Transporlillion Jnfurmation Sharing Sysl-t'lll. iJ'j are 1eporls 'jt'l\t to l"AMS from mrline 
employt:i:'s 111Jout 'jl!Spiciou8 1Jil88eugt:r'5 

I 'GAO/A..IJ\.ID-00-21.;3.1. 

"GAO, TJ"!111,~prH"IrJ/irm Sr'tUI"ity Comprclir'n.~il'(' RiM; A-5-5es.~meu!-5 and S/I"Oit[}o· ln(r'l"lio/ 
CMlfi·Q/8 /'-irr:rirri In Hr:lp 111/!JI"m TSA Rrs0u1·rr A./10rarinn, GAO~Ofr4fJ2 (Wa.<,hington, D.C. 
1\lar. 27, 2008) 
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Inforrnation Sharing System. We also met with and discussed relevant 
privacy and legal issues with TSA's Offices of Privacy and Civil Rights/Ci\il 
Liberties. To obtain data about certain aspeets of the SPOT program that 
the SPOT progranl oftice did not have, we conducted a survey of Federal 
Security Dirf'ctor::t· whose responsibilities inducted security at allUH 
SPOT airports at the time of our survey. (Some Fedt:>ral Security Directors 
have responsibility for more th<m one airpoti.) We obtained a 100 percent 
response rate. This survey asked, among other things, about. whether 
there were cameras at security checkpoints that record the interactions of 
Transportation Security Officers (TSO), BDOs, and passengersi if the 
airport authority had an agreement with TSA that specifics certain law 
enforcement actions during a SPOT referral.: and if there was an 
agreement, or any other comparable guidance that specified a time limit 
for LEOs to come to checkpoints after being called for help by BDOs. 

To determine the extf'nt to which TSA ha.-. measured SPOT's eft€ct on 
aviation security, we obtained and analyzed the TSA SPOT referral 
dat aha"lt\ which records all inddE~nts in which BDOs n~ft~r passengers to 
.secondary, more intensive questioning, and which also records all 
incidents in which BDOs chose to refer passengers to LEOs. We found 
that the SPOT database was sufficiently reliable to count the number of 
arr•:sts resulting from rcfc-rrals from BDOs to LEOs, for examining the 
reasons for each arrest, and for counting the percentage of times that 
LEOs responded to BDO calls for service, and the length of time required. 
Use of these data required us to resolve apparent contradictions and 
anomalies in the database to make the data useable. Because of data 
problems, Wf' were unable to conduct analysf's to assess whether any 
behnvior or combination of behnviors coukl hf' usf'd to predict the flnnl 
outcome of an incident involving the use ot SPOT. In addition, we 
rpvif'wed l'f'lpvant st.andardi;-;aiion t.f'am reports and observed a 
standardization team visit in operat.ion. 

In addition, we spoke with BDO managers, Federal Secmity Directors, and 
Assistant Federal Security Directors to determine how BDOs arc 
evaluated. To do so, we conducted site visits to 15 commercial air.ports at 
which BDOs and SPOT have been deployed, or almost 10 percent of the 

''Federal Secmi!;,' Directors are tl1e highest ranking TSA security officials ut lJ .S. airports; 
AssisLun! l''ederal Se<_•miLy Dire<_•tur:s are their assistants. BoUt are responsible fur all 
asped.s or Sf'l'Urity at. airpl.ltis, inclu11ing ('l)(1fdinatil.lll with !'~Cderal and lHHlf€'ll€'rallaw 
vnforcvmf'nt ent1t1es operatmg at a1rp0rts, snch m:; FA:\'IS, tlw Drug Enforcf'ntf'nt 
Administration, ami CBP. 
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161 airports with SPOT. We chose these airports t:1.king into account the 
following criteria, among others: (1) each airpott had BDOs deployed, and 
at each, the SPOT program had been in f'fTect for no less than 2 months; 
(2) airports were chosen to provide a variety of sizes, as measured in 
annual passenger volume: physical location within the country (northf'<L"it, 
southwest, central. Padfk Coast, rural. urban); and estimated risk of 
terrorist incident, using OHS's Current Airports Threat Assessment,l" list 
(\isiting G that were in the top 10, and others much lower); (a) BOOs who 
are employed by contractors, rather than employed directly by TSA; and 
( 4) airports with LEOs who were identified to us by TSA as having 
received some form of behavior detection training and airports where they 
were not lmown to have received such training. In addition, we took into 
account the location of the airports \Vith regard their proximity to subject 
matter experts on behavior detection whom we wished to interview, as 
well as the time and cost required to reach certain airpmts. 

At each of the airports we visited, we inte1viewed cognizant officials, 
including thr~ Fe<hmal SN:urit.y Din~ct.or m· Assistant a'5sigrwd t.o the 
airport, the BDO program m<.mager, one or two BDOs, and one or two 
LEOs who have interacted with BDOs. Since each of these airports differs 
in tenus of passenger volume, physical size and layout, geographic 
location, and potential value as a target for terrorism, among other things, 
the results from these visits arc not generalizable to other airports. 
However, these visits provided helpful insight into the operation of SPOT 
at ai:rpmis. 

In addition, to determine if individuals had transited SPOT airports who 
wen" later charged with nr pl0aded guilty to terrorism-rnlatPd offenses, Wf> 

reviewed intornwtion contained in ( 1) the Trea.sury Entorc-ement 
Communication System II database maintained by CBP; 11 (2) Department. 
of .Tust.ice information and court documents, including indictnwnt.s and 
related documents; and (3) media accounts of individuals accused of 

''·The Cmren!. A.irporl.s Threat Asses:>mettlls a lhreal t'SLmmte desig:n<:'d lu provtd<:' a 
•:;nap-:;lwl. of the ('UlTt'\11 l.eJrol'ist threat lf.l ailvorh il1 the lTnited SU.li<:'S us well a..-; for major 
intvrnational llillJoJI'!.s servin~ us last pomt.il ol d<:'panurt' fur L.S. airlines 

'"The Treasury Enfoi'Ccment Communication System was designed to provide controlled 
nrx:ess (ott llll'/~t' database of iufonnutwn nbout snspeeL.,; umllo in!erfuee with tt number of 
other law enforcemeul systems, These eapalnlilies are provtd<:'d lu users lhroug:h various 
applications. ind~Hling l.ht;> JnspP(\.i<.m/TntPragPnr·y Ron:h:'r Tnspt>dion Systt:>m appli<.'ations 
that. facJlitatP pMsPngvr pmc0ssing thwugh the 1mplPmPntat10n ofmnovatiw horrler 
rontrol tli'rhnology 

Page 7!'i GAO· I 0· 763 Hrr~('ning nf Pa>~>~engcrN by Ohs~rvation T('fhniqu~s 



TSA 15-00014 - 006906

Appt>ndix 1: Sc•Jpt> and J\.l(.'thodo!Qgy 

terrorism-related activities. We compared information peliaining to these 
individuals' dates of transit to the dates when SPOT was deployed to the 
various airports identified in the Treasury Enforcement Communication 
System and Justice Department data to detennine if SPOT had been 
deployed at a givf'n airpo1t when the transits occurred. Further, we used 
our survey of Ft:>deral Security Directors at SPOT airports to determine the 
extent t.o which \ideo sun'eillance cameras me present at checkpoints. 

To assess the extent that SPOT training incorporates the attributes of an 
effective training program, we had training cxpe1ts at TSA headquarters 
complete a training assessment tool that \Ve developed using our prior 
work for assessing training courses rmd curricula.'" To address training­
related issues, inducting to understand better hmv other entities train their 
employees in behavior detection, and what their cunicula include, we 
conducted site visits to the Secret. f;e~1ire, FAMS, CBP, and the FBI, and 
also inteiviewed nongovernmental E'Xperts on behmior detection (our 
selection ofthese experts is disf~ussed above). As part of our a...;;sessrnent. 
or SPOT training, we att.endt:•d thP basic SPOT training courst~ given to 
BDOs, a.'5 well as the advanced SPOT course on beha\ior detection. We 
inteniewed BDOs and BDO managers about the SPOT training, as well as 
officials of El A1 airlines~ with regard to how El A1 trains and tests its 
personnel who utilize behavior recognition and analysis as part of their 
assessment of El A1 passengers. 

"\Ve conducted this performance audit from l\'Iay 2008 through May 2010, in 
accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide n rea..-<;onable basis for our 
tlndings and conclusions based on our audit obJectives. We believe that. 
t.he evidence obt.airu>d provides a reasonable ba..;;is for our findings and 
conclusions bilSed on our audit objectives. 

'"GAO, Human Capital: A GJndr.f(J!" Armrssir19 SrmM{II-t. Tmioiny a11d DrJ.'d()pmtnr 
l?.tf"orts ill the Fedrrn/ Ga11rnnnr11t. (iA0-04-~J4(l(; (Wa.<;hingt0n, D.C.: !1-lar. l, 2004). 
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May:J.,lOJO 

Mr. Steve Lord 
Director, Homeland Se<U1ity & Jm;tice ls~ues 
U.S. Government Accounltlbihry Offite (OAO) 
441 0 Street, NW 
Wru:b!ngton, DC 20548 

tkar Mt. LonJ: 

V$, fHip>rtm•~t ~~ llMI\tlo•d S.<urit) 
Wa.htntwn_ OC ~012~ 

Homeland 
Security 

Thank you for the opportunity to review ood comment on GA0-10·15'lSU, the draft report 
titled: Al'l"nlion Security: Efforts 10 Validate Aspects ajTSA 's Screening of Pa.~sengers by 
ObserwJiion Tcchnlque.r (SPOT) Program Underway, .8w Opportunities Exm w Strengthen 
Validation and Addres.• ()p{/rafional Changes. The Transportation Security Administration 
(TSA) appredates the U.S. Government Accountability Office's W(lfk in planning and 
oonduct.ing its review and issuing this report. 

TSA deployed the SPOT ptogrWD in an effort to mitigate the threat of individuals with 
potentially hostile intent from boarding a commercial airplane and eal.l$ing harm. Coo,gress hru; 
encotn"aged the use of behavior recognition to enhance aviation security and h..u ptovided 
resources to support its impkmentation and expansion. The SPOT program fulfill$ the mandate 
o( Stction 1611 e>fthelrnplemeotiog Rec;Orr'!rnendation~ of the 9/11 Commission Act, P.L 110-
53, !.hat "TSA shall provide advanced training to the tnmsporution security nfficen for the 
development of specialized seeurlty skills, i.ncluding behavior observation and analysis ... in 
order to enhance the etTectivene:'ls of layered transportation se<:urity measmes." 

lntelligen!X continues to show there is no specific terrorist profile. ln a March tO, :l:0\0, 
heftring &.::fore the Senale Homtda.nd Security and Governmental Affairs Committee, TSA Acting 
Administrator Gale Ross ides highlighted the ch~lenge faced by TSA leaders in "balancing the 
requirement to :JJ:roon all passengers and In actually focus our officers' attention on the right 
pasS(nget:;," TSA designed SPOT to increase its ability to focus on the ''right passengers" by 
identifyi.:ng persons exhibiling behaviors and appearances that may indicate stress, fear, and 
deception, and distinguish them from other travelers. 

SPOT if Band on Scientific Researcb •ad bw Eafon:ement Praerieu 

TSA's development and deployment of SPOT was a planned and deliberate pi'OCess based on 
more than 3 years of operational test-bed assessment of SPOT sl Boston's Logan International 
Airpon from June 2003 Wltil nationwide rollout began in fiscal year (FY) 2007. TSA carefully 
developed SPOT by wins: selective behaviors recognized within both the scientific .md Jaw 
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enforcement communities tiS displaying stress, fen, and deception. A SPOT working group. 
made up of various TSA and U.S. Department of HomelMd Security (DHS) components,1 

wa.<; 

created io February 2004. Other org.ani:utloos, such as the Massachusetts State Polrce, the 
Federal Bureau o(Invo:stigation {FSIJ Behavioral Sdtncts Unit, and th¢ Fedtral Law 
Enforcement Training Center, were also involvtd in SPOT development Through these 
working groups, TSA has developed and finalized SPOT standard operating procedures (SOPs) 
for a oommon ability to assess behaviors indicating hofitile intent for OOth aviation and mass 
transit modes oft:ransportation. TSA continue.!' to oonsult with its SPOT wurlcing group partner~ 
as it updates the proc«<ures and science behind the progr~~m, 

Decades of scientific research have sht>wn dle behaviors to be universal in their 
manifestation. In fact. tbe OHS Science and Technology Directorate (S&T) completed a study 
on sl,liclde lx>Plber indicators in July 2009 that iUustrate~ a very high degree of overlap between 
!)j')erntionally reported suicide bomber ind.k.ators and TSA SPOT behaviors. This re:Jult further 
bolsters TSA's contention dmtthe SPOT program d.l"aws from the best practices ofma.ny defen$e, 
i.tltelligence, and law enforcement orgttniz.ations. 

SPQT SdePt!fit V!Udation il!e OngW!g 

S&:T began resenrch in 2007 to examine the validity of the SPOT program. The senes of 
swdies i.nvolv~ in this ~arch is design¢(!. to assess the validity of the SPOT scoring syst¢m, 
iru;ludit~g the: use of individual behavioro.l indicators to identify higll~risk travekTs. More 
specifically, S&T's research plan aims to exwnine UJ.e extent to which these behaviornl indicators 
are appropriate for screening purposes and lead to appropriat.e and coneet security decisions. 
1,1/hcn this study is complete, SPOT will be one of the most, if not the most, rigorously tested 
behavior-base<! security screening progmms in existence. 

Result:<; of this work will establish a scientific basis of the ettent to which the SPOT program, 
ineludillg its instrument Md melhods, such as the SPOT Referral Report IUld SOPs, are valid. 
Although it is chAllenging to establish the validity of a deterrent program in which the outcomes 
of intere.'lt are extrtme!y mre, critical elements of reliability and validity will be rigorowdy 
assessed. Of particular importance is the evaluation of crilerion-relate.d vo.lidity, or the extent to 
which travel en; are correctly selected for s.:reening based on the SPOT sooting symm. 
Establishing this de~ of classification accuracy justifies the use of the SPOT pro.grarn to 
discriminate high·ri.sk traveler& from low·risk truvelem. Regardless of any other metrics, the 
extent to which the SPOT scores accurately identitY high-risk travelers is critically important to 
pro.grarn validity. 

Following criterion-rela!ed validity, the next central element of validity is the consis1ency of 
implementation of the- instrument and program. This will be examined in a variety of ways, 
including an inve:nigation of the consistency in the op.::ratie>nali.W<: of SPOT behavioral 
indicators Behavior Detection Officers (BOOs) ilnd aCroSS locations and time periods, all of 
which repre$ent$ reliability IWitSSmtnt. Finally, conslructwrelated \'alidity, or the e~~:tent to whi.ell 

' Includes TSA 's Offi~ of Civil Rlghw, Office of Chief Counsel. and Privacy Office, and 
OMS'~ Policy Ot'li.ee and Tramponation Security l..abomtmy. 
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the SPOT program behaviors truly represent the exprcstJion)' ofhigb·risk travel en;. will be 
e"'amin.ed by comparing the SPOT behaviors to similar instrtlnletlls ln USt for the same putJX>Se. 
S&T's July 2009 ~udy of suldde bomber indicators was IlK: first step in evaluating construct· 
related validity. 

ihi,; research is expeo;ted to be completed in FY 2011. TSA undtlrstands t.hllt after this 
validation is oomplete, there \\-ill be other arMS wheno further research should be conducted. and 
it is TSA's intentic.n to complete this research. 

Nation11 Ac:ademy of Sdeni:t-!1 INASl Reoort Dj)nl!qtJUJ:!!:!W!t •n Eihau~tive or 
Definitive Rnjtly tftbe Renartl! or Operational Lifen!hlrt...Jt!lltl!aviora! Scmning 

TSA would like to specifically address a few comments in the GAO-l 0-157SU report that we 
believe Me inaoo~.~n~te. The teport dr•ws beavily from a National Academy of Sciences (NAS) 
report which is being improperly reliOO upon. As the sponsor of t}le NAS study, DHS S8t:T 
quesdonOO il:l findings, stating that the study lncked sufficieol information for its conclusions 
becau~e the NAS $JUdy principally focused on privacy as it relates to behavioral surveillance-not 
on behavioral sl.lt"Vt:Jllmce te.:;hnology itself. The study was not intended to, md the results do 
not represent an exhaustive or defmitlve review of 11\e te$eat¢h or operationalliteratw"e on 
behavioral md physiological screening, including recent findin~ from unpublished DHS, 
!kfense, !Uld intelligenct: community !lludies. Furthemmre, it should be noted that the repOrt did 
not study the SPOT program, nor did any of the researchers conduct intervie,., with SPOT 
program personnel. 

Additionally, GAO states that "DHS S&T could !'lOt pruvid¢ us with spedfk contacu; related 
to the source!i- Qftbis rescafch}' Th.is statement is not UCG\II"ate. The record should reflect !.hat 
DHS S& T provided all requested docuruents that reprtseoted S&T -sponsored rl:!learoh IUld for 
which S&T possessed the requisite release authority. DHS wall not able to release s.(:'C(ific 
documents related w research for which it was not the originator. 

The report further states that the audit tt.am was una.ble 10 use th¢ SPOT rcferral dMa to assess 
whether any behavior or CQUlbination ofSf>OT behaviors oould be used to reliably predict the 
ti.n.&l outcome of an incident involvUlg the use ofSPOT. However, DHS S&T WM able to 
sueu"'ssfully conduct some preliminary analysis of the SPOI referral database. Prior to analysis 
of the SPOT reports, S&T worked 'With TSA to verity the swres llSilignr.d to each indicator wilh 
the sPOT score sheets and to rescore the pertinent secrioru: and total accordingly for nearly 
100,000 operational reports trom 2008. While random errors were noteil, errors in large 
databases that require manual entry are not una:ro:nmon. Convention suggests that large 
databAAes like lhis typically include an error nde of 3 to 5 percent. As long as such errors are 
random. the attt!.lytital method is robust enough to account for random errors in this range. 

In conduslon, TSA strongly bdi<'ves that behavior dete<:tion is a vital layer in tts aviation 
security :strategy. and \\-ill continue to strengthen as the program matures, Leaders within the 
community ofbtlhavior detection researchers agree. TSA appredates GAO'$ work to identify 
opportunities ro enhance the SPOT prog.ram. and we will continue to work diligently to >Wdre$$ 
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the is&\les identified by OAO. Our ongoing progres.\ demonstrates ow commitment to TSA 's 
mis.~ion of securing our Nation's transportation systems. 

We ubo uppl1tt(;iate the opportunity to provide y.:.u with. in collaboration with DHS S&T, 
comments to GAO's .audit retonunend.atiotiS. 

Recommendation l; to btlp flliUrt that SPOT ill bated oa l'alid uientifie prim:iplu that 
can be effectively applied in 1111n .trport environment, we {GAO) recommend that the 
SeereU.ry ofHomeb.nd Securicy convene an iadependent panel of dpnts to ~eVIeW tbt 
methodology of tbe S&:T DiTectorate 'tudy on tbe SPOT prllg,..m before the Jtu.dy ill 
implemtnted to determine wbrtber the 1tudy'1 lll.efbtldology I~ suft'leiently c:omprehenJivoe 
to v.Jidate the SPOT program. Tbb ane1111ment •hould inthtde •ppropriate input (rum 
other federalagentiet wltb txptl"tUUe in bebl'lllor detection and ulevant tubjed m1tcer 
u:pcl'tll. 

~r:~ The U.S. Department of Homeland Socuriry (DHS) Science & Teehnolosy 
Dirtctomte's (S&l) current valiclation process includes M independent and comprehensive 
review of the ongoing SPOT study to be conducted in support of and in collabo~tion with dle 
TSA SP'OT program. The aw:ssment will include input from other Federal agencies with 
expenise in behavior dete1:tion and relevant subject matter experts. S&T will WCII.'k wid! TSA to 
ptes.ent the SPOT validation project to the p.mel, produo:c a ttport swmnari:ring the panel's 
recommendations, and implement pertinent suggestion$ ill FY 2010. 

GAO further recommtlld~ tbat II tblt r.euarth d.tttrmiaes that the SPOT program hiS a 
ulentilieally valid.tttd basil! for usillg Mb.tvior d«ttttion for COllllterterrorbm purpose! i.rl 
the airport enViNnment, then the TSA AdmiDbtrator take the following actions: 

R«ommendltioD 1: Conduct • eompreheasi'vc risk auttsment to iftdude threat, 
vulnerability, and eoottqueun nlairporu m11tinnwlde to dc:fermiae the effective: 
deplo)'IJ!Itllt of SPOT lfTSA's ongoing Avilation Modal Risk Auusmeut laeb tblll 
infoJ'U:UlltiOb.. 

~ TSA 's Aviation Modal RiM:: Assessment {AMRA) is design.e<:l to eva!u#te the 
transportation se-;:urity risk landscape and compare it to other modes. However the AMRA dooti 
not evaluate risk effectiveness of countermea11U(I';$ or optimal deployment strategie~. For the 
Aviation mode, TSA uses the Risk Management Analysis Tool (RMA T), a risk. simulation model 
based on laboratory and operational data that evaluates risk using threat inputs, vulnerability 
information, and OOilS«lUence esdruates. TSA is in. the process of conducting an initial risk 
analysis .:.n the Sf>OT pmgram using RMA T. The risk analysis is based on the initial SPOT 
validation results and will be updated as the validation study results are flnali?:ed. 

Rcteummcndad<m 3) Ptrfol'lb a cnst-bc:ndlt analysd of the SfOT protcnm including a 
comparitnn or tbt SPOT program with other security sc:reenlng program" tucb as random 
screening, or alrcady Utfng '"qrity rueiSures. 

~ The SPOT program will use RMAT to perfonn a cosH>eneftt analysis of Behavior 
Deteetion Ofticers. (BOOs) as a countermeasure. The ftrst step in the process i~ the initial risk 

' 
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assessment that is being comiuctel.i on the SPOT program using RMA T. For the cost-benefit 
analysis, co~ls will be l.iefined a$ the 5-year total cost of the C(luntermell$l!Te across the aviation 
system. Benefit will be defined as risk-reduction a.crotJS the aviation security system against a 
portfolio of scenarios. TSA i~ currently developing an initial cost-benefit W\y~is fota variety 
of passenger--screening oX~UI'ltermeasures including BOOs using the RMA T tool as a basis fot 
aoalyt;i$. BOOs' flexibility across a variety of risk scenarios suggests that behavior detection ts a 
eost...effective COUJ\termeasure. 

Rmmmendatioa 1. Revise and implement the SPOT straftgje plan by ineorpontitlg rilk 
auessmmt iaformation, idttltif)'ibg eost and rttotareet, lib king it t(J IJtbtr related TSA 
strattgie ducumentt, duerlblng bow Sf'OT '* integrated and impleuu:am:d witb TSA's 
other lay en of aviatloa Keurily, and previdlng guidance oa bow to cff«tivtly Unk the 
n~IH, rot~~ponJibUitlet and upabllltie~ <1f fedtnd, ~Uite, and I(IUI offlei.ak prnvldlng 
program ttapport. 

~ The RMA T risk analysis of the BOO proeram is assi~ti.ns. the SPOT progmtn in 
identifyit1g other C(luntcrmeasure capabilities !hat are linked to the behavior detection capability. 
This analysis will allow the SPOT program to develop a revision to the SPOT strategic pl1111 that 
will incorporate the elements identified in tile re>;;ommendation. 

ReyommeDdati<ln $; Study the leulhUity ofatin.g airport eh~kpoint~UI"VtUianet Vkl«< 
rt<:otd.i.n.gt of indllvldutlillranaltlng ehe-ekpolnt!l, and who 'fl'tre later charged whb or 
pleaded guilty to te-rrori!Jm-nlated 11fl'e-n~e:J, t<1 enhance its undentanding of terr11rist 
bduvion in the airport tbe-ekpolnt envlronmtont. 

~ TSA will study lhe feasibility ofl.l!ing ehewkpoinl surveiH!IIlee video re..:¢rdings of 
individuals ttMSltirtg ehed:poblts, and wbo were later charged with or pleaded gt.Uity to 
terrorisro•reluted offenses. l'SA agrees that this could be a useful tool in undei'Stllflding terrorist 
~baviors in lhe checkpoint environment. 

Additionally, TSA is currently working with DHS S:&T/Human Faetors to conduct operational 
video validation of the SPOT program. TSA will we a variety of video case ~tudics to validate 
the SPOT program including, if possible, reviewing video of terrorists traru;iting the TSA 
checkpoint. It is exceOOingly rare, however, fur video camCTas to copture terrorists trnru;itins, 
TSA checkpoints. UnforturJatt:ly, th.b factor signjficandy reduces the feasibility of oonducting 
these case studies. 

GAO als11 recommend~ that e<1ncun-ent with the DlfS S&T Diftttllrate study of SPOT, •nd 
•n indtptttdtnt p»nf:lu,mme-nt of tbt .ottndllla~ of tbc: mttbodol<~ll.Y of tht S&T tiudy, 
tho: l'SA Adminlttu.l<lr take the follllwklg acti11Dt: 

Brtqmtoendatiotl 6; Provide gukl•ntt ib tbt SPOT SOP o~ other TSA dirtdivt to BOOs, 
or otber TSA pe-nonn~l, on inputting dllta into lht Tran•portation lnf~m~~atlon Shllr'i#g 
Sytttm (fiSS) and set miletlones and • dmeframt (or dfPioying Tnn~portation 
Information Sb•ring Sy1tr-m aeccn to SPOT •irporu to that TSA and inttlligentt 
rommunity entitles have information from all SPOT Law F.nforctmenl IJffieet (LEO) 
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referrals readily available to anist in "«~nnecting the dots" a11d Jdeati(ylng pottndil tnror 
plots. 

~ TSA is currently uoderaoina it revision ()(the SPOT Standard Operating Procedure 
(SOP), The SOP will provide guidance dite()ting- the input of BOO data inro TlSS. TSA 
anti\Jipates release of the updated SPOT SOP in FY 2010. Additionally, TSA is currently drafting 
a follJial plrw to include milestones and a timefram.e for deploying TISS access to an SPOT 
aiJvorts. 

&tuxnmendation 1: latpleatellt the Skpt ulled for ill. tbe TSA Oft"lte of Security 
Operations Bwsilu~u plan to develop a 'tllndardiud process for allowing BOO. or other 
dt~lguated aiflKlrt omcl.elll to und intbnnaiion to TSA •s Transportllltion St"'eurity 
Operations Center (fSOC) about pa:JJengen •·brute bfbavinr illdicates that they Ill illY po~ 
a thl'fltt to security, and provide guida11u on bow designated TSA offldals 111re to rutlve 
ill formation bacfl;. from tbe Trall$porbtinn Set•uity Operation' Center. 

~ TSA has convened a working group made up ofmembc:rs of the Offia-. ofSe.;:urity 
Opemtions, Offioo of Chief Counsel, Office ofinteUigeoee, and the Office of Law 
Eoforoement/Federal Air Marshal Service (fAMS) to address thi~ reoommendation. TSA is 
devel(lping a system and pl"(l(;edure f;)r sending and meiving information from the TSOC and 
D.lltitipates having. a system in place in FY 2010. It shl)llld be noted thai infonnation from BOO 
referrals has been h'tlllSmitted to the TSOC previously; lu,l~ver. TSA agrees tQ i.Jlslitute a 
standardized process. 

Recommendation 8: Utilize all oftlu dltahuu avaibble to tbe Trarupor«ation ~eurily 
Opua.tioa• Ceattr ll'hen ru.anillg pusengen who rile to the Ifni of a LEO rercrral agail:lst 
hueUig.entc: :and criminal databl"!ea:. 

Contur m priQtJpl!l!, TSA has convened a working gwl.lp oompos.ed (If members of the Office 
ofSe~:urity Operations, Office of Chief Counsel, Office of intelligence, llltd the Office of Law 
&lforcementiFAMS to address this rerommendatioo. This group will conduct a feasibility study 
during FY 2010 to elWtline if this recommendation c1111 be fillly implemented, This srudy will 
look at the various authorities, permissions, and limitations of each of the databases or systems 
cited in this audit Access. tt> some of the systerru;, such .u Criminal History Reeocd Cbe,;;:k 
(CHRC), requires more justificatioo than a BDO referral. kause S<!me of the dotabMes or 
systenu contail'l dus!lied itl.formatioo, TSA will also need to adopt a oommunkation strategy to 
transmit the passenger informatiml back and forth lx:tween the BOO and TSOC. TSA will work 
on a pro.ce~s to tollect the pas!1enger illfonnation. verify the passenger's identity. thtough checks 
of databases, and analyze that information to der.ennine if the passenger is the subject of an 
itl.Yestig-ation and may pose a risk to aviation. 

R«ompundarion ?; Establl.~h • plao tbat b:leludes objettivn, milutoou., and tlmel'nlmn 
to devdop outrome-Briented perfoi"UllD« Qat*"""" to help refJne the eurrcnt mdbod' 
uted by Behavior Det~on Offltc:n for ldeotl(ying individuals wbo may poae • ritk to the 
aviatioa sy,tem. 
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Ap~ndix II: DIIS Comments 

~ TSA understands the value of outcome-oriented performance tntMures. However, w. 
noted. by GAO, there is difficulty in establishing these measnres for a deterrence.baseQ. program. 
Nonetheless, TSA will consult with industry experts to develop outoo~omted perfotmlll'lce 
measures. TSA Will establish a plan tba.t includes objectives, milestones,Md time frames, with 
an end result ofpradudng QUtCQme-orientod perfonnMce measures to help «:fine the cunent 
methods used by BOOs for identifyitlg: individuals who may pose: a risk to the aviation system. 

Retommeodation 10: Establish controls to htlp tnsure eooa.ple~neu, At("l!racy, 
autborization, and validity or data toll«c:tftt during SPOT sereeniftg. 

7 

~ In Ma«;h 2010, TSA migtated the SPOT database to TSA's Pertimnance Management 
Information System. Thi~ nrigrotion greatly enh110ce~ the SPOT program's eapabilities, as they 
~late t<:~ completeness, accumcy, authori7.atiol). and validity of data oollected during SPOT 
screening. Additional controls have been put in place to IK!dres~ the shortcomings of the 
previous databuse which we~ highlighted by GAO. TSA is ll.lw examining a teclmo!Qgy 
oohttion tQII.IIowone·time tn:tnl!criprion of all SPOT retemd data. This will redU(e the 
possibility of errors due to incorrect trllnscriptlon from one medium to aootber. 

Res:ommend•lfon 11: Est!!blillb timefnmes and mUMtoDU for It'll pl•o to ll)'ltematieaUy 
eoad11ct evahlatkun nfdle SPOT tr.tlaing program on a periMSic basil. 

~ DHS S&T, in conjtmction with TSA bas sponsored a BOO Job Task Analysi$ (ITA). 
Outputs of the JTA will include Knowled&e, Skills, Abilities, and Other characteristics of BOOs 
!llld Training Learning Objectives. These rwo iu.ms will enable TSA to oonduct an in4Jepth 
ttaining gap analysis. This analysis will begin immediately following completion of the JTA artd 
will blke approximately throo month-' to cumplete. Upon completion of the training gap analysis, 
TSA will develop detailed project plMS with milestone~ and Schedules based on the scope oftbe 
overall currieuJum developm.entlrevision effort. 
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