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HOMEGROWN VIOLENT EXTREMIST

MOBILIZATION
INDIGATORS

FOR PUBLIC SAFETY PERSONNEL
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KEY

2015 HVE MOBILIZATION BEHAVIORAL INDICATORS

(U/4EQUO) The indicators of violent extremist mobilization described herein are intended

to provide federal, state, local, territorial and tribal officials a roadmap of observable
behaviors that could inform whether individuals or groups are preparing to engage in
violent extremist activities including potential travel overseas to join a Foreign Terrorist
Organization (FTO). The indicators are grouped by their assessed levels of diagnosticity—
meaning how clearly we judge the behavior demonstrates an individual's trajectory towards
terrorist activity. The list also includes additional information concerning what the behavior
could indicate, identifies likely observers, and a provides a probable time frame between
the behavior and an ultimate violent act. Some of these activities might be constitutionally
protected and may be insignificant on their own, but, when observed in combination

with other suspicious behaviors, may constitute a basis for reporting. Law enforcement

(LE) action should not be taken based solely on the exercise of constitutionally protected
activities or on the apparent race, ethnicity, national origin, or religion of the subject.

BACKGROUND

(U/#=55) By law, the National Counterterrorism Center (NCTC) focuses on international
terrorism. Senior Intelligence Community officials judge that violent extremists inspired or
enabled by ISIL and al-Qa’ida, including their allies and affiliates, are among the most lethal
international terrorist threats to the Homeland. This product focuses on the threat from
those actors.

(U/AF=3In 2014, NCTC's Office of National
Intelligence Management (NIM) formed an
Interagency Analytic Focus Group, including
experts from DCTC, DHS/I&A, DOE, FBI, NCTC,
NSA, and cleared representatives of State and
local law enforcement, who collaboratively
developed the list of behavioral indicators and rank
ordered them into three tiers of diagnosticity. The
focus group created this list with law enforcement,
homeland security, and public safety officials

in mind. The focus group has not yet assessed
how frequently these mobilization indicators

were observed in case studies, in contrast to a
similar NIM-led mobilization indicators study in 2011, because it determined highlighting
diagnosticity would carry greater validity and would be of greater utility to the intended
customer set than frequency of observation.

KEY


pindlek
Cross-Out

pindlek
Line

pindlek
Line


Approved for release by ODNI on 6-7-2017, FOIA Case DF-2017-000007.

UNCLASSIF | EDHSR=SFEH=a5E5r

GROUP INDICATORS

(U/7755) GROUP A Indicators are very diagnostic on their own.

(/481 GROUP B Indicators are moderately diagnostic, more so when observed with
other indicators.

(U/FEES) Indicators are minimally diagnostic on their own and require the
presence of other indicators to gain diagnosticity.

(U/A=2) Nothing in this list of indicators is intended to confer additional authorities

to law enforcement beyond that which is provided by federal, state, and local laws

and regulations. Officers who believe an individual or group are exhibiting significant
mobilization indicators are encouraged to immediately contact the local FBI Joint Terrorism
Task Force.

MOBILIZATION INDICATOR SELECTION CRITERIA KEY

DIAGNOSTIC
Minimally Moderately Highly

DEPENDENT

For this selection citerion, Highly refers to “dependent on many other indicators.”
Moderately refers to “dependent on other indicators.”
Independently refers to “not dependent on any other indicators.”

Highly Moderately Independent

OBSERVABLE
Nearly Unobservable Moderately Highly

TEMPORAL

Near Term Concern Imminent Concern

2015 HVE MOBILIZATION INDICATORS
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GROUP A |\ |DICATORS ARE VERY DIAGNOSTIC ON THEIR OWN.

(I.LE. END OF LIFE PREPARATIONS)

(C’ DIAGNOSTIC

4

THIS BEHAVIOR ON ITS OWN IS
A MOBILIZATION INDICATOR

D DEPENDENT

THIS BEHAVIOR ON ITS OWN IS
A MOBILIZATION INDICATOR

() OBSERVABLE

IF SHARED WITH OR OTHERWISE DISCOVERED BY FAMILY,
FRIENDS, BYSTANDERS, ONLINE AND SOCIAL MEDIA
CONTACTS

TEMPORAL

BEHAVIOR TYPICALLY OCCURS DAYS/HOURS BEFORE
VIOLENT ACTION

GROUP A
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(( ' DiaGNOsTIC

THIS BEHAVIOR STRONGLY INDICATES
PREPARATION TO FIGHT WITH OR
OTHERWISE SUPPORT AN FTO

| DEPENDENT

THIS BEHAVIOR ON ITS OWN IS
A MOBILIZATION INDICATOR

(1)) OBSERVABLE

BY FAMILY/FRIENDS

MEMPORAENN (NEAR TERM CONCERN)

GROUP A



pindlek
Sticky Note
None set by pindlek

pindlek
Sticky Note
MigrationNone set by pindlek

pindlek
Sticky Note
Unmarked set by pindlek


Approved for release by ODNI on 6-7-2017, FOIA Case DF-2017-000007.

UNCLASSIFIEC/ 7GR CriiCiAL UST ONLY

2015 HVE MOBILIZATION INDICATORS
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{( ' DpiaGNosTIC

ACTING ON MOTIVATION TO
FIGHT WITH OR SUPPORT AN FTO

J DEPENDENT

THIS BEHAVIOR ON ITS OWN IS
A MOBILIZATION INDICATOR

‘() OBSERVABLE
SEARCHING FOR TRAVEL ROUTES, PURCHASE OF TICKETS,
AND ASKING QUESTIONS ON HOW TO TRAVEL CAN BE

OBSERVABLE BY FAMILY/FRIENDS, ONLINE CONTACTS,
TRAVEL AGENTS, AND LAW ENFORCEMENT

MEMBORAEEN (NEAR TERM CONCERN)

GROUP A
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SEERING RELIGIOUS™
OR POLITICAL
JUSTIFICATION
FOR VIOLENT
ACTS

TERRORIST ACTS WOULD BE
PRINCIPAL MOTIVATION FOR
THIS BEHAVIOR

THIS BEHAVIOR ON ITS OWN IS i
A MOBILIZATION INDICATOR '

[CBSERVABLE]| (@):

MOBILIZED VIOLENT EXTREMISTS CAN BE
OBSERVED IF THEY SEEK PERMISSION OR
SANCTION TO ENGAGE IN VIOLENCE FROM
REGLIGOUS LEADERS, FAMILY, FRIENDS, AND
ONLINE CONTACTS

_ (NEAR TERM CONCERN)

BEHAVIOR IS TYPICALLY LATE-STAGE PREPARATION
FOR ACTION
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GROUP B INDICATORS ARE MODERATELY DIAGNOSTIC, MORE
SO WHEN OBSERVED WITH OTHER INDICATORS.

INDICATORS
OBTAINING EXPLOSIVE PRECURSORS

® piaGNosTIC, particularly if there is information suggesting that
violent action is the principal motivation for this behavior

) DEPENDENT on other indicators pointing to terrorism and intent
to take violent action

@) OBSERVABLE by sellers, LE if alerted
TEMPORAL (Near-Term Concern)

IMPLICIT OR EXPLICIT SELF-REPORTING OF
COMMITMENT OR INTENT TO ENGAGE IN
VIOLENT EXTREMIST ACTIVITY

(e.g., Avatar/Profile picture showing commitment to violent jihadist activity)

® piaGNosTIC, depending on how explicitly terrorism is linked to this behavior
! DEPENDENT on other indicators pointing to violent action

() OBSERVABLE to family, friends, online contacts, social media users,
and educators

TEMPORAL (Near-Term Concern)

FORMING AN EXCLUSIVE CELL OF LIKE-MINDED
VIOLENT EXTREMIST ACTORS

o DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

) DEPENDENT on other indicators pointing to terrorism

@ OBSERVABLE by family, friends, community members when not solely via
online communications

TEMPORAL (Near-Term Concern) behavior is typically late-stage preparation
for action

GROUP B


pindlek
Sticky Note
None set by pindlek

pindlek
Sticky Note
MigrationNone set by pindlek

pindlek
Sticky Note
Unmarked set by pindlek


UNCLASSIFIED/

A
Approved for release by ODNI on 6-7-2017, FOIA Case DF-2017-00007.
INDICATORS

CONDUCTING SUSPICIOUS FINANCIAL
TRANSACTIONS TO SUPPORT TRAVEL TO CONFLICT
ZONES, OR TO ACQUIRE WEAPONS, EXPLOSIVES,
OR PRECURSORS

([ DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

) DEPENDENT on other indicators pointing to terrorism
@ OBSERVABLE by family, friends, sellers, sales/bank records, travel agents,
customs, LE

TEMPORAL (Near-Term Concern) behavior is typically late-stage preparation
for action

CREATING PHYSICAL SIMULATIONS FOR
ATTACK/ASSAULT PLANNING PURPOSES

([ DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

) DEPENDENT on other indicators pointing to terrorism and intent to take
violent action

@ OBSERVABLE by employees of the institutions, family, friends, security officers
TEMPORAL (Near-Term Concern)

EMPLOYING COUNTER-SURVEILLANCE TECHNIQUES

(] DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

) DEPENDENT on other indicators pointing to terrorism and intent to take
violent action

( ) OBSERVABLE by family, friends, LE, and educators
TEMPORAL (Near-Term Concern)

2015 HVE MOBILIZATION INDICATORS
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INDICATORS

OBSERVED CHANGES IN BEHAVIOR OR
LINGIUSTIC EXPRESSION THAT REFLECT
NEW CLARITY OF PURPOSE RELATING TO
VIOLENT EXTREMIST CAUSES

() DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

) DEPENDENT on other indicators pointing to terrorism and intent to take
violent action

[ ) OBSERVABLE by close family, friends, online contacts, coworkers
TEMPORAL (Near-Term Concern)

HAVING SUSPICIOUS TRAVEL PATTERNS

(e.g., one way tickets, use of pass-through hubs, claims
of lost passports)

e DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

) DEPENDENT on other indicators pointing to terrorism and intent to take
violent action
[ ) OBSERVABLE via ticket reservations, travel and customs history, possible
awareness by family and friends

TEMPORAL (Near-Term Concern)

DELETING SOCIAL MEDIA, ONLINE ACCOUNTS TO
AVOID TRACKING BY LAW ENFORCEMENT

o DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

) DEPENDENT on other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by LE with FISA authorization, or by witting family and friends

TEMPORAL (Near-Term Concern) if deletion is done to hide planning activities or
operational activities

GROUP B
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INDICATORS

SURVEILLING POTENTIAL TARGETS

() DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violent acts needed to confirm mobilization

1) DEPENDENT on other indicators pointing to intent to take violent action
OBSERVABLE possibly by security guards, LE, community members
TEMPORAL (Near-Term Concern)

HAVING AN ACKNOWLEDGED OR IMPLIED
MEMBERSHIP IN, OR ASSOCIATION WITH
VIOLENT EXTREMIST GROUPS

(e.g. individuals declare they are members of ISIL on social media)
o DIAGNOSTIC; other indicators pointing to intent to act needed to
confirm mobilization
) DEPENDENT on other indicators pointing to intent to take violent action
( ) OBSERVABLE by family, friends, online contacts, LE
TEMPORAL (Near-Term Concern)

PLANNING OR ATTEMPTING TO TRAVEL TO A
CONFLICT ZONE

(non-specific)
() DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm violent extremism as motivation for travel

) DEPENDENT on other indicators pointing to terrorism and intent to take
violent action

() OBSERVABLE by family, friends, online contacts, travel agents,
customs officials, LE

TEMPORAL (Near-Term Concern)

2015 HVE MOBILIZATION INDICATORS
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INDICATORS

EXPRESSING ACCEPTANCE OF VIOLENCE AS
A NECESSARY MEANS TO ACHIEVE
IDEOLOGICAL GOALS

@ DIAGNOSTIC; other indicators pointing to intent to commit violence needed to
confirm mobilization

) DEPENDENT on other indicators pointing to violent action
() OBSERVABLE by family, friends, online associates, and educators
TEMPORAL

ATTEMPTING TO RADICALIZE/MOBILIZE OTHERS,
ESPECIALLY FAMILY MEMBERS AND CLOSE FRIENDS

o DIAGNOSTIC; terrorist acts would be the principal motivation for this behavior
) DEPENDENT on other indicators pointing to violent action

OBSERVABLE possibly by family, friends; otherwise, access to in-person or
encrypted communications would be necessary

TEMPORAL

ENCOURAGING VIOLENCE TOWARDS U.S. MILITARY
OFFICIALS OR LAW ENFORCEMENT

e DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

) DEPENDENT on other indicators pointing to violent action

[ ) OBSERVABLE by family, friends, online associates, religious leaders
and educators

TEMPORAL

GROUP B
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INDICATORS

PARTICIPATING IN VIRTUAL SITES/GROUPS THAT
PROMOTE VIOLENT EXTREMISM

() DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

) DEPENDENT on other indicators pointing to violent action
@ OBSERVABLE to family, friends, social media and gaming contacts
TEMPORAL

COMMUNICATING WITH OR LINKING TO
VIOLENT EXTREMISTS ONLINE

o DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

) DEPENDENT on other indicators pointing to intent to take violent action

( ] OBSERVABLE by family, friends, social media contacts, people with access to
computer search/history, LE

TEMPORAL

SEEKING GUIDANCE FROM CONVICTED OR
INCARCERATED TERRORISTS

() DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

1) DEPENDENT on other indicators pointing to intent to take violent action
o OBSERVABLE by family, friends, online contacts, corrections officials, or LE
TEMPORAL

2015 HVE MOBILIZATION INDICATORS
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INDICATORS

SENDING MONEY, MILITARY OR SURVIVALIST GEAR
TO SUSPICIOUS PEOPLE OR GROUPS OVERSEAS

() DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

! DEPENDENT on other indicators pointing to intent to take violent action

( ] OBSERVABLE by family, friends, money services, banking institutions, material
providers/shippers

TEMPORAL

EXPRESSED DESIRE TO TRAVEL TO CONFLICT ZONE
TO FIGHT WITH OR SUPPORT AN FTO

@ DIAGNOSTIC; depending on how explicit the aspiring traveler is regarding
planned activities overseas

! DEPENDENT on other indicators pointing to violent action
() OBSERVABLE by family/friends, online contacts, travel agents, LE
TEMPORAL

CONDUCTING INTERNET RESEARCH FOR TARGET
SELECTION, ACQUIRING TECHNICAL CAPABILITIES,
PLANNING AND LOGISTICS

() DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

! DEPENDENT on other indicators pointing to intent to take violent action
@ OBSERVABLE by family, friends, bystanders, LE with a warrant
TEMPORAL

GROUP B


pindlek
Sticky Note
None set by pindlek

pindlek
Sticky Note
MigrationNone set by pindlek

pindlek
Sticky Note
Unmarked set by pindlek


UNCLASSIFIED/OR=-SH =SSOt

Approved for release by ODNI on 6-7-2017, FOIA Case DF-2017-00007.
INDICATORS

SUSPICIOUS ACQUISITION OF MAPS/BLUEPRINTS

o DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

1) DEPENDENT on other indicators pointing to terrorism and intent to take
violent action
@ OBSERVABLE by people with access to computer search history, city records
personnel, librarians

TEMPORAL

SEEKING OCCUPATIONS WITH SENSITIVE ACCESS

(airport, critical infrastructure/transportation, LEO, military, security clearance)

o DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization as motivation

2 DEPENDENT on other indicators pointing to terrorism and intent to take
violent action
@ OBSERVABLE by family, friends, job recruiters, employers, possibly
online associates

TEMPORAL

CREATING VIRTUAL SIMULATIONS FOR
ATTACK/ASSAULT PLANNING PURPOSES

([ DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

) DEPENDENT on other indicators pointing to terrorism and intent to take
violent action

@ OBSERVABLE by family, friends, online contacts, gaming participants, LE
TEMPORAL

2015 HVE MOBILIZATION INDICATORS
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INDICATORS

BEING OSTRACIZED OR RECEIVING OVERT
DISAPPROVAL OR REJECTION FROM
FAMILY OR COMMUNITY FOLLOWING
EXTREMIST OUTBURSTS OR BEHAVIOR

@ DIAGNOSTIC; other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

2 DEPENDENT on other indicators pointing to terrorism and intent to take
violent action

@ OBSERVABLE by family, friends, religious congregations, community members
TEMPORAL

GROUP B
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INDICATORS ARE MINIMALLY DIAGNOSTIC ON THEIR
OWN AND REQUIRE THE PRESENCE OF OTHER
INDICATORS TO GAIN DIAGNOSTICITY.

INDICATORS

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action
@ OBSERVABLE by family, friends, online contacts, sellers, transaction/bank
records, possibly LE

TEMPORAL

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by family, friends, online contacts, sellers, transaction/bank
records, LE with a warrant

TEMPORAL

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violent acts needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by LE, family, friends
TEMPORAL

21
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INDICATORS

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by LE, family, friends, community members
TEMPORAL

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by family, friends
TEMPORAL

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by family, friends
TEMPORAL

22
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INDICATORS

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by family, friends, community members
TEMPORAL

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by family, friends, online contacts, religious community
TEMPORAL

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by family, friends
TEMPORAL

23
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INDICATORS

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by family, friends, religious community
TEMPORAL

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by family, friends, online contacts, social media users
TEMPORAL

DIAGNOSTIC; many other indicators pointing to terrorism and intent to act
needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by family, friends, online associates, religious community,
possibly educators

TEMPORAL
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INDICATORS

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by family, friends, community, online associates
TEMPORAL

(e.g. changing SIM cards, phone numbers or using disposable “burner” phones)

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by family, friends, online contacts, possibly LE
TEMPORAL

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by family, friends, online contacts
TEMPORAL
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INDICATORS

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by family, friends, possibly online contacts, and
community members

TEMPORAL

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE by family, friends, online contacts, social media users, LE
TEMPORAL

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on many other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE except by LE, family and friends
TEMPORAL
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INDICATORS

DIAGNOSTIC; many other indicators pointing to terrorism and intent to commit
violence needed to confirm mobilization

DEPENDENT on other indicators pointing to terrorism and intent to take
violent action

OBSERVABLE except by family, friends, online and social media contacts,
bystanders, and persons with access to computer search history, possibly LE

TEMPORAL
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