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attempting and conspiring to provide material support and
resources to a designated foreign terrorist organization.®

The couple’s arrest made national news, arriving at the
tail end of a summer that saw an unprecedented number
of ISIS-related arrests across the country. While the U.S.-
based ISIS supporters who have been charged come from
a wide range of ethnic and socio-economic backgrounds,
many share core characteristics: they were American-born,
under age 30, and had no previous history of radical views
or activities. How could these seemingly ordinary young
American men and, in growing numbers, women, be at-
tracted to the world’s most infamous terrorist organiza-
tion? There is no simple answer to this question, as each
individual’s radicalization has its own unique dynamics.
Still, cases like that of Dakhlalla and Young are increas-
ingly emblematic of the dynamics of radicalization seen
throughout America over the last few years.

From Hijackings to Hashtags:
The Evolution of Jihadism in America
Violent extremism of the jihadist inspiration is not a new

phenomenon in America.” Already in the 1980s, a small
number of American citizens and residents traveled to

Afghanistan to join the mujahideen seeking to repel the
Soviet invasion.® Throughout the 1990s, scattered clusters
of American-based militants were involved in other foreign
conflicts (e.g. Bosnia and Chechnya) or provided material
support to al Qaeda and other Sunni extremist groups.
One such cluster based out of New York and New Jersey
carried out one of the earliest attacks on U.S. soil, the 1993
World Trade Center bombing.’

After the September 11, 2001, attacks, the U.S. counter-
terrorism community adopted a more aggressive posture,
resulting in the discovery of dozens of individuals and cells
across the country. American jihadists operating through-
out the 2000s and early 2010s varied significantly in terms
of their profiles, organizational affiliations, and operational
capabilities.”® While some had deep links to al Qaeda and
its affiliates, others were nothing more than sympathizers
of jihadist ideology lacking operational connections.

Over time, the greatest threat to the U.S. homeland
came to be posed not so much by groups operating over-
seas (although a number of plots conceived by al Qaeda
and its affiliates have been thwarted over the last decade),
but from “self-radicalized, homegrown extremists in the
United States.”" In fact, in 2010 then-Attorney General
Eric Holder indicated that the terrorist threat had “changed

6.

7.

10.

11.

WAPT News, “2 Mississippi Residents Charged with Trying to Join ISIS: Jaelyn Delshaun Young, Muhammad Oda Dakhlalla
Arrested,” August 12, 2015.

An inherently controversial and arguably improper term, “jihadism” refers to the ideology adopted by groups such as al Qaeda and
ISIS. The authors are aware that the term “jihad” has a number of meanings and that most Muslims use the term in ways different
than these groups.

J.M. Berger, Jibad Joe: Americans Who Go to War in the Name of Islam (Washington DC: Potomac Books, 2011).

See Lorenzo Vidino, “Homegrown Jihadist Terrorism in the United States: A New and Occasional Phenomenon?,” Studies in Confflict
& Terrorism 32, no. 1 (January 2009): 1-17.

For more on jihadist networks in the U.S., see Brian Michael Jenkins, “Stray Dogs and Virtual Armies Radicalization and Recruitment
to Jihadist Terrorism in the United States Since 9/11,” RAND Corporation, Occasional Paper, 2011.; Risa A. Brooks, “Muslim
‘Homegrown’ Terrorism in the United States: How Serious Is the Threat?” International Security 36, no. 2 (Fall 2011): 7-47.; Chatles
Kurzman, “Muslim-American Terrorism in the Decade Since 9/11,” Triangle Center on Terrorism and Homeland Security, February
2012.; Scott Matthew Kleinmann, “Radicalization of Homegrown Sunni Militants in the United States: Comparing Converts and
Non-Converts,” Studies in Conflict and Terrorism 35, no. 4 (2012): 278-297.; Jerome P. Bjelopera, “American Jihadist Terrorism:
Combating a Complex Threat,” Congressional Research Service, January 23, 2013.; Charles Kurzman, “Muslim-American Terrorism:
Declining Further,” Triangle Center on Terrorism and Homeland Security, February 1, 2013.; Jessica Zuckerman, Steven P. Bucci, and
James Jay Carafano, “60 Terrorist Plots Since 9/11: Continued Lessons in Domestic Counterterrorism,” The Heritage Foundation,
July 2013.; and Lorenzo Vidino, “From KSM’s Genius to Sheer Amateurism: The Post-9/11 Evolution of the Terrorist Threat in the
United States,” in Bruce Hoffman and Fernando Reinares, eds., 7he Evolution of the Global Terrorist Threat: From 9/11 to Osama bin
Laden’s Death (Columbia University Press, 2014), 3-28.

Testimony of Robert S. Mueller, III, Director of the Federal Bureau of Investigation, United States Senate, Annual Worldwide Threat
Assessment, Select Committee on Intelligence, February 5, 2008.
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Introduction

from simply worrying about foreigners coming here, to
worrying about people in the United States, American citi-
zens—raised here, born here, and who for whatever reason,
have decided that they are going to become radicalized and
take up arms against the nation in which they were born.”"

American jihadists have engaged in a broad spectrum
of activities, ranging from providing logistical support to
several foreign terrorist organizations (mainly al Qaeda
and its various affiliates but also the Taliban, Pakistan’s
Lashkar-e-Taiba, Indonesia’s Jemaah Islamiyah, etc.) to
fighting in foreign conflicts, particularly in Afghanistan,
Iraq, and Somalia. In several cases these individuals
planned attacks on U.S. soil. Authorities have thwarted
most of these plots. In fact, many were conceived partially
after prodding from the FBI, which since 9/11 has made
abundant use of “sting operations” to prevent aspiring
jihadists from committing acts of violence. On other oc-
casions, American militants succeeded, as in the cases of
Little Rock (2009), Fort Hood (2009), and Boston (2013).

Between 2001 and 2013, more than 200 U.S. citizens and
permanent residents were convicted of terrorism-related
activities.”” This figure clearly indicates that a small but
significant number of American citizens and residents
embrace jihadist ideology and are committed to using vio-
lence, at times against fellow Americans, to this end.

Of course, when analyzed in comparative terms, these
numbers and dynamics can be seen in a different light. Some
argue that other forms of extremism constitute an equal, if
not larger, threat to American domestic security. A study by
the New America Foundation, for example, has calculated
than since 9/11 almost twice as many Americans have been
killed by white supremacists and other anti-government do-
mestic radicals than by Islamist extremists.*

Moreover, while the challenge of jihadist radicalization
certainly exists in the United States, its intensity and size

are significantly smaller than in most European countries.
Due to multiple concurring factors—such as a compara-
tively more integrated American Muslim community and
the sporadic and geographically-limited presence of radi-
calizing agents (radical mosques, extremist preachers, and
recruiting networks)—America has witnessed little of the
radicalization dynamics seen in countries such as France,
Great Britain, Belgium, and Denmark. The American “ji-
hadist scene,” assuming a coherent one exists, is signifi-
cantly smaller, more decentralized, and less professional
than that of most European countries.

By 2011 the jihadist threat on both sides of the Atlantic
appeared to have somewhat plateaued. To be sure, the
problem of homegrown radicalization clearly still existed.
But the somewhat stagnant level of the threat, better law
enforcement and intelligence practices, and the enthu-
siasm generated in the West by the promise of the Arab
Spring suggested that jihadism was a manageable and po-
tentially even subsiding problem.

In the last four years, though, jihadism in the West
has received a boost triggered by staggering events on
the ground in the Middle East. In particular, the con-
flict in Syria, the successes achieved on the ground by
ISIS and other jihadist groups, and ISIS’s formation of a
self-proclaimed caliphate have had a magnetic draw for
many young Western Muslims.

The scale of this recent mobilization is unprecedented.
In May 2015, the United Nations Security Council estimat-
ed more than 25,000 foreign fighters from more than 100
countries have joined ISIS and other jihadist groups in
Syria.”” Even though precise data is virtually impossible to
obtain, it is believed that some 5,000 European citizens or
residents have become foreign fighters in Syria and Iraq, a
number that dwarfs all previous mobilizations (Afghanistan,
Bosnia, Chechnya, Iraq, Somalia, and Mali) combined.

12. Jack Cloherty and Pierre Thomas, “Attorney General’s Blunt Warning on Terror Attacks,” ABC News, December 21, 2010.

13. Charles Kurzman, “Muslim-American Terrorism in 2013,” Triangle Center on Terrorism and Homeland Security, February 5, 2014, p. 2.
14. Scott Shane, “Homegrown Extremists Tied to Deadlier Toll than Jihadists in U.S. Since 9/11,” The New York Times (NYT), June 24, 2015.
15. United Nations’ Security Council, “Action Against Threat of Foreign Terrorist Fighters Must be Ramped Up, Security Council Urges

in High-Level Meeting,” 7453 Meeting (AM), May 29, 2015.

16. Peter R. Neumann, “Foreign Fighter Total in Syria/Iraq Now Exceeds 20,000; Surpasses Afghanistan Conflict in the 1980s,” The
International Centre for the Study of Radicalisation and Political Violence (ICSR), January 26, 2015.
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Particularly alarming are numbers from certain countries,
such as the 1,200 estimated to have left France, and the 400
who left Belgium, a country of only 11 million.

The numbers in the U.S., while similarly difficult to
measure precisely, are significantly lower than those in
most European countries. In June 2015 the FBI stated that
“upwards of 200 Americans have traveled or attempted to
travel to Syria to participate in the conflict.”"” A few weeks
later, the Office of the Director of National Intelligence es-
timated that more than 250 individuals from the U.S. had
traveled or attempted to travel to the conflict area, a few
dozen had joined the ranks of ISIS, and some 20 had died."®

Moreover, the surge in the number of American foreign
fighters is small compared to those who sympathize with
and embrace ISIS’s ideology. American authorities have con-
sistently said that the popularity of ISIS’s propaganda, driv-
en largely by its savvy social media tactics, wholly overshad-
ows that of al Qaeda. Tellingly, in May 2015 FBI Director
James Comey spoke of “hundreds, maybe thousands” of
ISIS sympathizers and potential recruits across the country,
disclosing that the Bureau had related investigations run-
ning in all 50 states."” A few months later, in October 2015,
Comey revealed that the FBI had a staggering 900 active in-
vestigations against homegrown violent extremists.”

Publicly available information confirms a sharp surge
of jihadist activities in the U.S., especially when compared
to dynamics seen in the years since the wave of arrests fol-
lowing 9/11. Since March 2014, 71 individuals in one way
or another linked to ISIS have been charged in the U.S.
for terrorism-related activities. The number of arrests has
spiked in recent months, with 56 arrested since January
2015. In the same period, a handful of attacks have oc-
curred across the country.

Searching for Answers

What explains the recent surge in American jihadi recruits?
Who are the Americans lured by the siren songs of ISIS’s
propaganda? How do they embrace such radical ideology,
turning their backs on their country and, in most cases,
their families? Do they do so by themselves or in clusters
of like-minded individuals? Once radicalized, what do they
seek: to join the ISIS caliphate between Syria and Iraq or
to carry out attacks in the U.S.?

Answers to these and related questions concerning ISIS
mobilization in the U.S. have puzzled authorities and the pub-
lic alike. To shine new light on them, the staff at the George
Washington University’s Program on Extremism engaged in
a six-month study of the recent surge in domestic radicaliza-
tion. The result is this report, which, while unable to exam-
ine every aspect of such a complex and fluid phenomenon,
provides a comprehensive overview of ISIS-related radical-
ization and mobilization in the United States.

The report consists of two parts. The first examines all
cases of U.S. persons arrested, indicted, or convicted in
the United States for ISIS-related activities since the first
case in March 2014. A wide array of legal documents re-
lated to these cases provides empirical evidence for iden-
tifying several demographic factors related to the arrested
individuals. This section also looks at the cases of other
Americans who, while not in the legal system, are known
to have engaged in ISIS-inspired behavior.

The second part of the report examines various aspects
of the ISIS-related mobilization in America. Here the report
analyzes the individual motivations of ISIS supporters; the
role of the Internet and, in particular, social media, in their
radicalization and recruitment processes; whether their rad-
icalization took place in isolation or with other, like-minded
individuals; and the degree of their tangible links to ISIS.

17. Testimony of Michael B. Steinbach, Assistant Director of the FBI, Terrorism Gone Viral: The Attack in Garland, Texas and Beyond,

House Homeland Security Committee, June 3, 2015.

18. Barbara Starr, ’A Few Dozen Americans’ in ISIS Ranks,” CNN, July 15, 2015.
19. Tom Vanden Brook, “ISIL Activity Drives up Pentagon Threat Level,” USA Today, May 8, 2015.
20. Kevin Johnson, “Comey: Feds have Roughly 900 Domestic Probes about Islamic State Operatives,” USA Today, October 23, 2015.
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A Snapshot of ISIS in America

and in over a third of the cases they are 21 years or young-
er. . .. That is different than the demographic we saw who
went to support core al Qaida in the Afghanistan FATA
(Federally Administrated Tribal Areas) region.”*!

Gender

Sixty-one of the seventy-one individuals (86%) are male.
Nonetheless, women are taking an increasingly promi-
nent role in the jihadist world. A handful of studies have
attempted to identify the reasons why ISIS’s ideology at-
tracts a growing number of Western women.? While some
of these motivations are identical to that of their male
counterparts (i.e. the search for a personal identity and the
desire to build a strict Islamic society), others are specific
to women. The role of women in ISIS varies from propa-
ganda disseminators and recruiters to those as the “wife of
jihadist husband” and “mother to the next generation.””

Time Frame

The tempo of ISIS-related arrests has increased markedly
in 2015. An overwhelming majority (56 individuals) were
arrested for ISIS-related activities this year. This represents
the largest number of terrorism arrests in a single year
since September 2001.

Location

While the FBI has stated that there are active ISIS-related
investigations in all 50 states, to date only 21 states have
had at least one arrest within their borders. New York
saw the highest number of cases (13), followed closely by
Minnesota (11).

Legal Status

The vast majority of individuals charged are U.S. citizens
(58) or permanent residents (6), underscoring the home-
grown nature of the threat. Researchers were unable to
determine the legal status of seven individuals.

Converts

Approximately 40% of those arrested are converts to Islam.
Given that an estimated 23% of the American Muslim pop-
ulation are converts, it is evident that converts are overrep-
resented among American ISIS supporters.*

Use of Informants/Stings

Over half (39) of the individuals were arrested after an
investigation involving an informant or undercover law
enforcement officer. Since 9/11, the FBI has regularly
employed this tactic in terrorism investigations, with a re-
markable conviction success rate. At the same time, the
use of this tool has caused friction with segments of the
American Muslim community.

Travel Abroad

Fifty-one percent of those charged with ISIS-related activ-
ities attempted to travel abroad or successfully departed
from the U.S. In October 2015, FBI Director Comey re-
vealed that the Bureau had noted a decline in the number
of Americans seeking to travel overseas, although he did
not elaborate on what elements triggered this shift.”

Domestic Terror Plot

An overwhelming majority of those charged (73%) were
not involved in plotting terrorist attacks in the U.S. Most
U.S.-based ISIS supporters were arrested for intent to do

21. Department of Justice, “Transcript of Assistant Attorney General John P. Carlin’s Briefing at the Foreign Press Center on the Foreign
Terrorist Threat and Other National Security Issues,” September 28, 2015.

22. See, for example, Saltman and Smith, ““Till Martyrdom Do Us Part’,” ISD and ICSR, May 2015. See also Edwin Bakker and Seran
de Leede, “European Female Jihadists in Syria: Exploring an Under-Researched Topic,” International Centre for Counter-Terrorism—

The Hague (ICCT), April 2015.

23. Erin Marie Saltman and Melanie Smith, “Till Martyrdom Do Us Part’: Gender and the ISIS Phenomenon,” Institute for Strategic

Dialogue (ISD) and ICSR, May 2015, p. 70.
24. Pew Research Center, “Converts to Islam,” July 21, 2007.

25. Johnson, “Comey: Feds have Roughly 900 Domestic Probes about Islamic State Operatives,” USA Today, October 23, 2015.
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A Snapshot of ISIS in America

them with a knife.” Authorities allege that prior to the inci-
dent Rahim conspired with his nephew, David Wright, and
Rhode Island resident Nicholas Rovinski, as well as addition-
al unnamed conspirators, to assassinate individuals within
the U.S. on behalf of ISIS. On the morning of June 2, 2015,
Rahim changed his plans and called Wright to explain that
he wanted to act imminently and target the police. Once law
enforcement approached him in the parking lot of the CVS
drugstore where he worked, he lunged at them with a knife
and was shot and killed.*

Killed in Syria/lIraq and Clearly Identified

Sixto Ramiro Garcia, a Houston resident, traveled to Syria
in March 2014.% Garcia, a convert to Islam, conspired to
join ISIS with fellow Houston resident Asher Abid Khan,
but was left to cross the Turkey-Syria border alone after
Khan returned to Texas.® His family was notified of his
death on December 25, 2014, via a Facebook message
from Garcia’s account.”” The circumstances surrounding
Garcia’s death remain a mystery.

Amiir Farouk Ibrahim, a dual U.S.-Egyptian citizen
and Pittsburgh resident, traveled to Syria in early 2013.%
Ibrahim was reportedly killed in July 2014 in a clash
with Kurdish forces. Representatives from the Syrian
Observatory for Human Rights found both of his passports
among the ruins of a town that had been held by ISIS.”

Yusuf Jama, a native of Minneapolis, traveled to Syria
in June 2014.* Prior to leaving the U.S., Jama attempted
to travel to Syria in May 2014 with fellow Minneapolis

resident Guled Omar—who was later arrested and indict-
ed on material support charges—and another individual.
But the trio delayed their plans in light of pushback from
Omar’s family.”! Additionally, Jama lived with Mohamed
Osman, whom authorities believe traveled to Somalia in
July 2012 to join al Shabaab.>* Although the circumstanc-
es surrounding Jama’s death are unknown, his family was
notified of his death in December 2014.”

FIG. 12 Usaamah
Abdu ah Rahm

FIG. 13 Am r arouk brah ms Amer can
passport

43. United States of America v. David Wright and Nicholas Rovinski, Criminal Complaint, (June 12, 2015). See also Susan Zalkind and
Katie Zavadski, “Boston’s Wannabe Beheader ‘Liked’ ISIS Enough to Kill,” 7he Daily Beast, June 3, 2015.

44. Tbid.

45. United States of America v. Asher Abid Khan, Arraignment/Detention Hearing, (June 1, 2015).

46. Ibid.
47. Ibid.

48. Betsy Hiel and Carl Prine, “Pittsburgh Man Reportedly Dead in Syria,” WPXI.com, July 26, 2013.
49. Bill Roggio, “American Passport Found at al Qaeda Base in Northern Syria,” The Long War Journal, July 23, 2013.
50. Laura Yuen, Mukhtar Ibrahim and Sasha Aslanian, “Called to Fight: Minnesota’s ISIS Recruits,” Minnesota Public Radio (MPR)

News, March 25, 2015.
51. Ibid.

52. Yuen, Ibrahim and Aslanian, “Called to Fight,” MPR News, March 25, 2015.

53. Ibid.
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From Keyboard Warriors to Battlefield Commanders

Instagram, where she discusses her life and praises ISIS.
In the immediate aftermath of the Chattanooga attacks,
which killed five military personnel in her hometown,
she tweeted: “in sha Allab [God willing] this will make
the camps of Emaan [believers] and Kuffr [non-believers]
known within Chattanooga.””

It is tempting to caricature Bradley as a naive girl with
personal problems whose jihadist trajectory is the outcome
of an unfortunate childhood. It is also easy to assume that
her actions were driven by a quest for a romantic partner.
But, even in the most extreme cases, multiple factors con-
tribute to an individual’s decision. Her friend’s analysis
highlights this dynamic: “Be it religion, be it a man, be it a
marriage, be it a child, be it ISIS, Ariel was always looking
for something to define herself, an identity to cling to.””®
Given her particular pattern of behavior, it is likely that
Bradley might have accepted other extremist ideologies, if
circumstances allowed, so long as they satiated her hunger
for community, love, and identity.

Still, it is difficult to fully comprehend the complex
mental processes that led Bradley, like other young
Americans, to embark on such an extreme journey to the
ISIS caliphate. What is apparent is that ISIS and its propa-
ganda machine have been particularly adept at exploiting
the emotions, needs, and weaknesses of young Americans,
irrespective of their demographic backgrounds. What fol-
lows is an examination of the online and physical world
dynamics that influence U.S.-based ISIS sympathizers.

The Role of Social Media

Extremist groups inspired by a range of ideologies have
embraced the Internet for a variety of purposes. As a
2009 report by the International Centre for the Study of
Radicalisation at King’s College London observes:

The Internet can be used by extremists to illustrate
and reinforce ideological messages and/or narra-
tives. Through the Internet, potential recruits can

FIG. 24 Snapshot of fe nthe ca phate mage from Are Brad eys nstagram account

77. Hall, “How One Young Woman Went From Fundamentalist Christian to ISIS Bride,” BuzzFeed News, July 20, 2015.

78. Ibid.
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gain near-instantaneous access to visually powerful
video and imagery which appear to substantiate the
extremists’ political claims. . . . The Internet makes
it easier to join and integrate into more formal or-
ganizations. It provides a comparatively risk-free
way for potential recruits to find like-minded indi-
viduals and network amongst them, enabling them
to reach beyond an isolated core group of conspir-
ators. . . . It creates a new social environment in
which otherwise unacceptable views and behaviour
are normalised. Surrounded by other radicals, the
Internet becomes a virtual ‘echo chamber’ in which
the most extreme ideas and suggestions receive the
most encouragement and support.”

Western governments tend to agree on the importance
of the Internet in radicalization processes. The dynamic
has been described with clarity by the Netherlands’ do-
mestic intelligence agency (AIVD) in an extensive report
that calls the Internet “the turbocharger of the jihadi
movement.” The report argues:

There is a large group of Muslims, mostly young peo-
ple, in non-Muslim Western countries, who feel iso-
lated within the societies in which they live. Because
these youngsters see their future in the West, unlike
their parents, while at the same time experiencing a
strong element of distrust for Western society, they
are looking for their own identity and for a position
to adopt in Western society. . . . When hunting for
answers to these questions, they may end up in an
environment with which they are familiar and which
is easily accessible, namely the Internet. Not only
can they find a great deal of information there, but

they can also become part of a virtual (Muslim) com-
munity, exchanging ideas and blowing off steam by
expressing their frustration with other like-minded
individuals who share their fate.*

Officials in the U.S. have expressed similar concerns.
The 2007 National Intelligence Estimate, titled The Terrorist
Threat to the US Homeland, observes:

The spread of radical—especially Salafi—Internet
sites, increasingly aggressive anti-U.S. rhetoric
and actions, and the growing number of radical,
self-generating cells in Western countries indicate
that the radical and violent segment of the West’s
Muslim population is expanding, including in the
United States. The arrest and prosecution by law
enforcement of a small number of violent Islamic
extremists inside the U.S.—who are becoming more
connected ideologically, virtually, and/or in a physi-
cal sense to the global extremist movement—points
to the possibility that others may become sufficient-
ly radicalized that they will view the use of violence
here as legitimate 5!

In May 2008, the U.S. Senate Committee on
Homeland Security and Governmental Affairs published
a report titled Violent Islamist Extremism, the Internet,
and the Homegrown Terrorist Threat in which the com-
mittee warns about the increased frequency with which
U.S.-based militants are active online.* A 2010 report
by NCTC contends that “the Internet and related infor-
mation technologies—such as Web forums, blogs, social
networking sites, and e-mail—that serve as platforms
for extremist propaganda and discourse can enable and
advance the radicalization process and help mobilize

79. Tim Stevens and Peter R. Neumann, “Countering Online Radicalisation: A Strategy for Action,” ICSR, March 16, 2009, p. 12.

80. Netherlands’ Ministerie van Binnenlandse Zaken en Koninkrijksrelaties (Ministry of International Affairs and Kingdom Relations),
“Jihadis and the Internet,” Netherlands’ National Coordinator for Counterterrorism, February 2007, p. 91.

81. United States Office of the Director of National Intelligence, National Intelligence Council, “The Terrorist Threat to the US

Homeland,” National Intelligence Estimate, July 2007.

82. U.S. Senate Committee on Homeland Security and Governmental Affairs (HSGAC), “Violent Islamist Extremism, the Internet,

and the Homegrown Terrorist Threat,” May 8, 2008.
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From Keyboard Warriors to Battlefield Commanders

individuals who may not be geographically near key ex-
tremist figures or significant events.”®

U.S. officials have repeatedly highlighted how ISIS
uses social media to reach a significantly wider audience
much faster than any group in the past. “ISIL blends
traditional media platforms, glossy photos, in-depth ar-
ticles, and social media campaigns that can go viral in
a matter of seconds,” argued FBI Director Comey in a
July 2015 testimony before the U.S. Senate. “No matter
the format, the message of radicalization spreads faster
than we imagined just a few years ago.”* He continued,
“Social media has allowed groups, such as ISIL, to use
the Internet to spot and assess potential recruits. With
the widespread horizontal distribution of social media,
terrorists can identify vulnerable individuals of all ages in
the United States—spot, assess, recruit, and radicalize—
either to travel or to conduct a homeland attack. The
foreign terrorist now has direct access into the United
States like never before.”®> Comey further elaborated on
the novelty of ISIS social media use:

Your grandfather’s al Qaeda, if you wanted to get
propaganda, you had to go find it. Find where
Inspire magazine was and read it. If you want to
talk to a terrorist, you had to send an email into
Inspire magazine and hope that Anwar al Awlaki
would email you back. Now all that’s in your
pocket. All that propaganda is in your pocket,
and the terrorist is in your pocket. You can have
direct communication with a terrorist in Syria all
day and night, and so the effect of that—especially
on troubled minds and kids—it works! It’s buzz,

buzz, buzz, buzz, buzz. It’s the constant feed, the
constant touching, so it’s very, very different and
much more effective at radicalizing than your
grandfather’s al Qaeda model.*

Indeed, ISIS’s ability to directly and constantly reach
Americans through social media has manifested itself in
a number of ways: 1) triggering or advancing their radi-
calization process; 2) helping them mobilize to leave for
Syria to join the group; and 3) inciting them to carry out
attacks in America. The following examples illustrate this
three-fold manifestation.

Grooming from Afar

An archetypal case of ISIS’s online radicalization and re-
cruitment campaign was chronicled in an illuminating
New York Times story on ‘“Alex,” a 23-year-old girl from
rural Washington state.®” Alex lived with her grandparents
from an early age, after her mother lost custody due to
drug addiction. A college dropout who, in her own words,
lived “in the middle of nowhere” and had no connection
to Islam, Alex was motivated by a “horrified curiosity” to
seek out ISIS supporters after reading news of the execu-
tion of American journalist James Foley.*

Within several months, she was exchanging messages
and conversing over Skype with various ISIS-linked re-
cruiters.¥ Over time, Alex, who had previously expressed
a desire to “live a faith more fully,” was meticulously
groomed online, her new friends showering her with
money, books, gift cards, and chocolate. She soon con-
verted to Islam and slowly embraced ISIS’s ideology. Her
new friends offered Alex a previously lacking sense of

83. Similar findings were reached in this report. See also National Counterterrorism Center, “Radicalization Dynamics: A Primer,”
September 2010, p. 18; HSGAC, “Zachary Chesser: A Case Study in Online Islamist Radicalization and Its Meaning for the Threat

of Homegrown Terrorism,” February 16, 2012.

84. Testimony of James B. Comey, Director, Federal Bureau of Investigation (FBI), Senate Select Committee on Intelligence,
Counterterrorism, Counterintelligence, and the Challenges of “Going Dark,” July 8, 2015.

85. Ibid.

86. Ryan J. Reilly, “If You're Trying To Join ISIS Through Twitter, The FBI Probably Knows About It,” Huffington Post, July 9, 2015.
87. Rukmini Callimachi, “ISIS and the Lonely Young American,” NY7, July 27, 2015.

88. Ibid.
89. Ibid.
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Islamic schools and had become hafiz or hafiza, a term
given to those who have memorized the entire Quran.”
The eldest even taught youth at a local mosque.”

Devil on the Shoulder

While the case dynamics remain somewhat murky, ISIS
social media appears to have played a role in pushing
Americans Elton Simpson and Nadir Soofi to attack the
Muhammad Art Exhibit and Cartoon Contest in Garland,
Texas. A few months before the attack Simpson, who had
been involved in jihadist activities for over a decade, be-
came an active participant in the community of U.S.-based
ISIS sympathizers on social media. Simpson also made con-
tact with a well-known British foreign fighter, Abu Hussain
al Britani, and Mohamed Abdullahi Hassan (a.k.a. Mujahid
Miski), a prominent Somali-American English-speaking
propagandist.” Ten days before the attack, Miski posted
about the Garland event with a clear exhortation: “The
brothers from the Charlie Hebdo attack did their part. It’s
time for the brothers in the #US to do their part.”®
Simpson, via a Twitter account with the username
“Shariah is Light” and an avatar of the late al Qaeda
propagandist Anwar al Awlaki, responded to Miski’s
call to arms, publicly asking his friend in Somalia to
“dm” (Direct Message, a private message on Twitter)
him.” Simpson and Soofi then drove from Arizona to
Garland in a vehicle loaded with assault rifles, body ar-
mor, and hundreds of rounds of ammunition. Prior to
the attack, Simpson tweeted a final time, using a hashtag
#texasattack. The hashtag was quickly picked up by
Abu Hussain al Britani and circulated throughout the

pro-ISIS community on Twitter in an effort to encourage
others to commit similar acts.'®

The Echo Chamber

U.S. authorities estimate that several thousand Americans
consume ISIS propaganda online creating what has been
described as a “radicalization echo chamber.”'** American
ISIS activists and sympathizers are active on a variety of
platforms, from open forums like Facebook, Google+,
and Tumblr to more discrete messaging applications such
as Kik, Telegram, surespot, and the dark web. But Twitter
is by far the platform of choice of this informal echo
chamber. For this reason, our researchers focused on the
Twitter activities of approximately 300 individuals identi-
fied as American supporters of ISIS.

Identifying the 300 individuals was challenging be-
cause most online ISIS sympathizers seek anonymity.
Individuals were coded as Americans if they self-identified
as such; if Twitter’s geo-location software placed them
within the U.S.; or if they used a variation of the kunya “al

FIG. 26 Eton Smpson pedgesa eganceto SS
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FIG. 27

THE RADICALIZATION ECHO CHAMBER
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recently converted Americans pulled into the ISIS echo
chamber. In one case the seemingly naive individual
posted general questions about religion, to which ISIS
supporters quickly responded in a calm and authoritative
manner. After a few weeks, the accounts of hardened ISIS
supporters slowly introduced increasingly ardent views
into the conversation. The new recruit was then invited
to continue the conversion privately, often via Twitter’s
Direct Message feature or on other private messaging plat-
forms such as surespot.

Real-World Clusters: ISIS’s Den in America

The role of social media in recent developments in the
jihadist scene in America, as elsewhere, is central. Yet, it
would be incorrect to overemphasize the impact of social
media by considering it the sole medium of radicalization
and mobilization for American ISIS supporters. A close ex-
amination of the individuals analyzed for this study reveals
a significantly more nuanced reality in which the impor-
tance of social media, while present in virtually all cases,
differs substantially from case to case.

To be sure, cases of web-driven, individual radical-
ization have increased in frequency with the rise of ISIS.
Individuals like Shannon Conley and Christopher Cornell
(discussed below) are quintessential examples of individu-
als whose radicalization was confined to the virtual space,
completely devoid of contact with like-minded individuals
in the physical world.

Yet, in other cases the role of the Internet is not as
all-encompassing, but rather complementary to equally, if
not more, important dynamics in the physical world. In
these cases, individual ISIS sympathizers did not begin
their radicalization trajectories alone in front of a comput-
er screen, but rather via face-to-face interactions through
preexisting social contacts who already embraced jihad-
ist ideology. Over time, these individuals tend to form a
cluster: a small informal group of like-minded individuals
whose internal dynamics reinforce the beliefs of its mem-
bers. Just as the virtual community of ISIS supporters acts

as an echo chamber, these real-life connections reinforce
and strengthen individual commitment to ISIS.

Individuals who belong to these informal clusters typ-
ically become consumers of jihadist propaganda on the
Internet. While the online echo chamber undoubtedly
contributes to the individual’s and thus the cluster’s radi-
calization, the one-on-one and group dynamics cultivated
in the physical world sometimes play a greater role. In
these scenarios, online and offline dynamics complement
one another, both contributing to and accelerating the
cluster’s members’ radicalization.

These group dynamics are also common in sever-
al European countries, where informal clusters often
form at the margins of radical mosques, Salafist orga-
nizations, or student groups, or simply through the
interaction of like-minded acquaintances in the neigh-
borhoods of many European cities and towns. As with
other radicalization-related dynamics, this phenomenon,
typical of the European reality, occurs on a significantly
smaller scale and less frequently than in the U.S. Yet, our
analysis revealed that while some individuals fit the pro-
file of the “lone actor,” others were part of a cluster of
individuals of varying sophistication who radicalized and
mobilized together.

The U.S. case that most closely resembles these
European dynamics is that of the Minneapolis cluster.
Americans traveling to fight in conflict zones is not a new
phenomenon for the Minneapolis—St. Paul area. From
2007 to approximately 2009, nearly two dozen individ-
uals, mostly ethnic Somalis, absconded from the U.S. to
join the terrorist group al Shabaab.'® The departing left in
small groups, the first wave providing moral and logistical
support to those who followed. In response, the FBI be-
gan a massive investigation, dubbed Operation Rhino, in
an attempt to stem travel to conflict areas.

At the time, some analysts argued that the wave from
Minneapolis was unique to the Somali conflict. This con-
tention was challenged in 2014, when a number of Somali
Americans shifted their focus from Somalia to Syria. Since

106. B. Todd Jones, “Operation Rhino,” Office of the United States Attorneys, July 8, 2015.
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then, at least 15 individuals have traveled or attempted to travel to
join ISIS."” They relied on a well-worn recruiting apparatus that
leveraged deep personal, familial, and community relations. Chief
among that recruiting network was Mohamed Abdullahi Hassan,
one of the first to leave Minneapolis to join al Shabaab, becoming a
linchpin who recruited others to follow his example. A similar dy-

namic occurred with Abdi Nur who, after joining ISIS in 2014, sent
messages back to his friends in Minneapolis offering contact infor-
mation and fake passports.'® Many of the Somali-American ISIS re-
cruits grew up in the same community, attended the same schools,
and worshiped at the same mosque. Several of these individuals in-
herited connections to al Shabaab, including one individual whose
older brother joined the group and another who lived with a friend
who later departed for Somalia to join the fight.'®”

While the Minneapolis cohort has received significant media
attention, a less known but equally revealing case unfolded in St.

Louis, Missouri. At the center of the cluster is a charismatic Bosnian
immigrant, Abdullah Ramo Pazara. A veteran of the Bosnian civ-
il war, Pazara came to America in the second half of the 1990s

and lived a seemingly unremarkable life. He married, worked as
a truck driver and developed a passion for motorcycles. But in
2011, after both his marriage and trucking business unraveled,
he developed an interest in a literalist interpretation of Islam."
In 2013, just days after obtaining U.S. citizenship, Pazara left for
Syria, where he quickly rose to the rank of emir (commander) of
a Balkan-dominated battalion working under well-known top ISIS
commander Omar al Shishani.™ FIG.31 romtheUS toSyra Abdu ah
Pazara’s actions were supported by the efforts of a small group Ramo azara
of Bosnian Americans. The men and women lived in St. Louis

(home to America’s largest Bosnian population) and suburban
Hlinois towns, but a handful originally hailed from the Bosnian
town of Teslic. The group collected almost eight thousand dol-
lars, which they sent to Pazara and families of ISIS fighters in the
Balkans.'” Coordinating their activities through Facebook and

107. Paul McEnroe, Abby Simons and Libor Jany, “From the Heartland to Jihad: How a Group of Young Men from Minnesota Were
Drawn Into ISILs Campaign of Terror,” Minnesota Star Tribune, September 20, 2015.
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the act’s modalities and the fact that Nolen, while having
no known contact with ISIS, was an avid consumer of ji-
hadist propaganda online, suggest that the case could be
more than an ordinary incident of workplace violence.'*
Similarly unclear is the case of Zale Thompson, who
attacked four New York Police Department officers with
a hatchet in October 2014."* His online search history
shows an interest in jihadist videos, some of which in-
cluded ISIS material.™® However, Thompson, who was
described by law enforcement as a loner with possible
mental problems, also consumed black nationalist and
other anti-government propaganda online, making an

even inspirational link to ISIS uncertain at best.

Perhaps the most puzzling is the case of Joshua Ryne
Goldberg, a 20-year-old Jewish Floridian who was arrest-
ed in September 2015 for distributing information relat-
ing to a bomb plot targeting a 9/11 memorial ceremony
in Kansas City.”"' Goldberg had multiple online personas:
an ISIS-affiliated Australian jihadist, a white supremacist,
a feminist, and a free-speech radical."> Regardless of his
life as a virtual troll, Goldberg did nonetheless provide an
individual, who unbeknownst to Goldberg was an FBI in-
formant, with instructions for constructing a bomb from a
pressure cooker filled with nails.">

148. Michael Pearson, “Who is Oklahoma Beheading Suspect Alton Nolen?,” CNN, September 30, 2014.
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American Muslims consulted for this report expressed
willingness to engage ISIS supporters online yet hesitated
to do so for fear of falling onto the FBI's radar by engaging
in dialogue with radicals. The government should provide
legal guidance and recommend best practices so that po-
tential counter-messengers can make informed decisions
on whether and how to engage.

Finally, there is a largely untapped opportunity to
leverage American ISIS recruits who have become disil-
lusioned with the cause. These individuals have dropped
out for a variety of reasons, whether experiencing the bru-
tality of life under ISIS firsthand or finding a more positive
outlet for the quest that led them to ISIS in the first place.
U.S. officials would do well to provide avenues for their
stories to be amplified to help dissuade would-be recruits.

The government should consider, within reason, limited
immunity for some returning foreign fighters, as their mes-
sages are more likely to resonate than those delivered by
most other counter-messaging programs.

While jihadist causes have lured American recruits for
several decades, the surge spurred by the rise of ISIS and
its sophisticated marketing of its counter-culture to im-
pressionable Americans is unprecedented. The data and
vignettes provided in this report illuminate the complex-
ity of the threat and caution against simple solutions. In
their response to this challenge, American political and
civic leaders will need to be bold, experimental, and re-
ceptive to novel policies and initiatives in order to defeat
ISIS and protect some of our fellow citizens from falling
into its clutches.
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What explains the recent surge in
American jihadi recruits? Who are

the Americans lured by the siren songs
of ISIS’s propaganda? How do they
embrace such radical ideology?

What do they seek?

This report provides a comprehensive
overview of ISIS-related radicalization
and mobilization in the United States.
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