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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGEG;· MEADE·MA.RYLAND 207S5,6000 

15 .Tanuary 2013 

MEMORANDUM FOR THE CHAIRMAN, 1NTELLIGENC::E. OVERSIGHT BQARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SLJBJECT: (lJ//FOl:JO) Repon to the lntelligeilce OversightJ~qard on NSA Activities
INFORMATION MEMORANDUM 

(U/fFOUO) Except as previously rep01ted to you or ~he President, or otherwise stated in th~ 
enclosure, we have no reason to believe that intelligence activities ofthc National Security Agency during 
the quarter ending 30 September 20 I 2 were unlawful or contrary to Executive Orde1' or Preside1itial 
Directive and tlnis should have !Jeen reportedpursu!lnt to Secti()n 1.6(c) ofE;xecu~ive Order 12333, as 
~t.n(!nded. 

(U//FOUO) The Inspector Ge1ieral and the General Counsel continue to exercise oversight of 
Agency activities by illspectioJ1s, surveys, trainingl review of directives and guiqelines, a11d act vice and 
counsel. 

A~~ 
GEORGE ELLARD 

lnsp09tor General 

WL~ 
RA.JESH DE 

General Counsel 

(U/~UOj I concur in the report of the Inspector General and the General Counsel and hereby 
make it our combined report. 

Encl: 
Quarterly Report 

~ rvli! /} 
~QitAL~R 

General, U. S. Army 
Director, NSA/Chiel~ CSS 

This document may be declassified and marked 
"UNCLASSIFIED//Fm Official Use Onls'" 
upon removal of enclosure(s) 

@>pproved for Release by NSA on 12-19-2014. FOIA Case# 70809 (Litigation) 
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I. (U) Intelligence, Counterintelligence, and Intelligence -Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the 
Quarter, as well as Actions Taken as a Result of the Violations 

I.A. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333 
Authority 

I.A.1 (U) Unintentional Targeting or Database Queries agaim;t,JJnit'e·d····~~~~~-P.L. 86_36 
Persons (USPs) or Foreign Persons in the United $..t.ate~f/ (b)···._(3) -so usc 3024 (i) 

.. ········· : .... ····· 
(SHSih'REL TO USA, FV£¥) During the..firs(qii~ii~t~ of calendar year 2012 (C\~20 12), 

the National Security Agency/Central Segurity::ser'Vice (NSA/CSS) continued! J 
...... ·· ·· ·:As part ofthat process, duplicate selectors were 

~--------~~~----~----~~~~~~ removed and the numberofacfive selectors was reduced. At the end ofthird quarter ofCY2012, 
NSA/CSS 's prin}.arytasi~ing tools for telephone and Internet selectors contained approximately 
I !active selectors. 

-(b) (3)-P.L. 86-36 

___(.VI /FOUO) Duri~gthe.third .. qumter·ofCY:2'6'Lf.~igt~~~ .. i~telligence (SI GINT) analysts 
inl__jinstahces .. iiiadvertently targeted communications to, from, or about USPs, while 
pursuing foreign intelligence tasking or performed a query using a USP selector. Unless 
otherwise specified, all intercepts, query results, and rep01ts have been deleted or destroyed as 

;:u~r:. ~~~;~:ki ::t:,::~~NT Directive SPOO 18. ../ . / / / / 'l!ii~ i -5o usc 3 o 2 4 I i I 

\ ... 

The first collection eri'or·· .. 

because a collection operator 
~~--------------------------------------------~~~~ 

.,~~:r;~;~;};;::::;:: ... -~II collected data has been purged. 

( b.:l .:(.;3) ~53··:.,~sc:·~:e;®{(~)'. ( Slt8MLR&. TQ USA ¥V~Y 

,,,:::::::::::::::: 
(b) (1) 

NSA rutalyS.tsdisgovered thara had inadvertently been targeted. The \error 
oc2itrred becaiise the ·....... did': not 
coordit~~te with SIGINT~ .. ;!;!!:_ .. -ru..;;};;..·~~:-r-------------------------------------..__""'i-__ _, 

(3) (TS//SI/;~fF11 I ru1 NSA analyst was discovered to have tasked a 
selector associ(.lted with a USP. The tm·get, previously believed to be.forei n~ a 
USP who had been kidnapped in a foreign hostag~ .... case: .... ····· · ··· the selector was 
de.taskecl and no reporting r~.~ulted, ............................................. w 

.·· ............ .. 

(b) (3)-P.L. 86-36 

Derived From: NSAIC\'SM 1-52 
Dated: 20070108 

Decla.'>s~fy On: 20371219 
fOfJ /fECI(E 117!~'1/l'/'Al:cEll/f KE YHOlE77'NOFORlv' 
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':(bT·(·H· 
(·~)·.::(:3:)··~.J? .. ~_r;·~·····a6:::3e······ 

. (b) (3) -P.L. 86-36 
(l(l (3) -50 usc 3024 (i) 

· ...... ::··.. ··(4.). (si/si/iREL ;8-usA::·l~'vrrY, 1 

sel~Ctor for ·ai'r·e~mail account believed to be used b 
lit was discovered/that ~tasked 

Tht~r·sef®61v 
'-----.r-:---r-~------.........---.---~-----r------.. ---' ' (b)(3)-P .L. 86-36 

~-------·····_.·· ctp. no repotts were tssue / \ (b)(3)_18 usc 798 

(5) (Tg,l,tgJhf.RBL TO USA,- ;\/iiY).-1 --------..1 an NSA/~nalyst disco~~r~~(3)-SO usc 3024
(i) 

Ta!;geting of personnel was authorized as long as 
one'-~nd of the collection is outside the United States; however, upon :fiuther research, the analyst 
deter!'r).ined that both ends ofthe collection were in the United States. Non-compliant data was 
purgecf··l I 

(6) (S/ISII/REL 'fO USA; FV:f.f{)t I an NSA analyst learned that 
unauthorized collection had occni'h~d during a survey operation and training event because of a 
misunderstanding_.betweei1 NSA headquarters and an NSA field unit about activity approved. A 
request ..to disseiii.inate collected data led to the discovery that unauthorized collection had 

...• ··· occt!ii~~d. All e-mails containing th~_y~~t.It_l.~<:>.ti_:z.;_t;!Q dataw.eredeleted1 I To 
·· .... Jw.oid .. futm:e--ooeurrences; rur app.fo"\1ed Concept of Operations for training and collection 

·rfi'F:ii:): :::: ..... o.p.eJJtJions is required. 
(b) ( 3) -P. L. 86-36···· . · · · · . 

(7) (TSHSII/REL TO'uEfX;·FVE\'71 !during the test of a collection 
system, a developer inadvertently collected data that included U.S. tele hone numbers. The 
error occurred because the developer 
r~------------------..J· hedeveloper deleted the collected ... data and 

.... ······ . ····· .... ······ . ·······\~·J·(l) 

(bf(3)-P.L. 86-36 
( b ) ··(··:? ) :.:,-50 usc 3 0 2 4 ( i ) I.A.1.b. (U) Database Queries 

(1\ "('1 ICtT'IT>~T ,.,.,_,.-, TTn ~~,..,"<T\ 

,> .. n > .. ,./ ._......_,..._, L '-' '-''·-'" •, .1" L .l 
···· ... 

······· ..... 
·· ... 

·········· ... 

tl}at produced imprecise' 
._r_e-st~Jlt-s-. -o~,-1 r---r-o~f"""!tl-1o_s_e_g_c_ca-s-:-io_n_s_, """!tl-le_q_t_J e-ri:-e-s -r-et_u_n-le"""!d-,-.e-st~il-ts--~--w~. h-:-'ich were deleted or aged off 
as required, and no repoltS. wel:e issued: Analyst~ who performed these qpedes were couqseled 
by their management. ··············· ·············· ················ ................ ••> ... //i 

(U) Procedural and other errors contributed to the following incidents: (b) ( 3 ) - P . L . 8 6-3 6 

• (S//Sf//REL TO USA, FYEY) On0occasions during the third qumter, NSA analysts 
perfognedqueries hi raw traffic databases without first conducting the necessary research 

(b) ii;······································· 

(b) (3)-P.L. 86-36 
TOP SECRE'F~'8J,S'TALEl"lT lfEYIHJLE;$tp.,rOFOR:i¥ 
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(-~·r·t1·) ................ . 
(b) ( 3)-P. L. 'tf6"'·3u··· 

on tl~~-sefectors·:--When..t_he queries returned results, they were deleted and no reports 
were issued. .. ............. · · .... .... .. . . ... . 

• 

....... ·"~-:---:-----:...---:--__.while performing software testing on a new database, the 
... ·· ·" developers ran the queries multiple times because software flaws prevented the queries 

... ········· 
from executing properly. No results were returned. To prevent fhture errors, the 

"(b::;:: .. Cn.......... ... ...... ···developers--wilHest·queries--using-1 I that have been verified 
(b) (3)-P.L. 86-36 beforehand. 
(b) (3) -50 usc 3024 (i) 

• -;(""lS++/f~Sif+lh'Jti!:~LT-'I'fi'¥0T'U~SA'l'r', ..... fi'~7vm't!~Tr'fjf--------:----lj.l;l_ SIGINT analyst 
mistal(enly ran queries in raw traffic databases on selectors associafed with a USP 
because the anal st believed that the tar et, a USP,_I . ..l 

.,....----.---------:7"""::-r-~The.s.el~9!?rs were detasked I ./· .] 
.__~,__-___.repolis-were.cancelle.d .. ; ofthem.were.J:~i.s$tl:~~:::with. . .the USP··-hifor~hation 

masked. . ...... :::::;:;:;:::: .. : :::.;,;;;;_.:,.:·::::::~::,;;\~~~ ~ ~; ~ -P. L. 

• (8//81/,'REL TO USA, FVEY) I I ~:sOftware· 'developer __ yvas··¥scovere~ to 
have performed a guew in a raw __ t.~!lffic database using a query ~~ring tl1.at contained D 
I I·NO.iesults were returned by th~ ... qut~iy. Jhe developer was 
counseled to be more carefhl when selecting text for te~titig. . ' 

• (S//Slh'R:EL TO USA; FYBY)I .-·l·an··~~: dat_~:tb-~seauditor learned that an 
·.(]:).i '(i i · .... analyst·had--mn--a·quety-in·the--mcorrect:IJtW SlGINT·dat:(.lbasel I The 
(b').:\-.;3_) -P · L. 86-3~uery was stopped before returning,resitlts. The analyst was counseled. 
(b)'(.;3}--c:50 usc 3024 (i) // . 

··.. • (8//SI//R:EL TO USA, FVJ3¥JI Itt'~ NSA database auditor discovered 
that, as the result of a so·:tfware failure, a ue1 was mn in a raw traffic database a ainst 

No reports were issued. 

• . (8//81/,'REL TO USA, FVEY) I lb~cause of an error in the interface of a 
}~w traffic database, an analyst performed a quety that did not contain the e-mail address 
he' had entered in the search field. As a result, the quei:y .~~eturned a large number of 
resuits, which were deleted. The problem was reported tothe! database team to mal\:e 
change's to the interface to prevent future errors. ·. 

• (Sh'REL TOUSA, F\'EY)I lwhil~~onducting a testanNSA database 

86-36 

developer unknowingly executedc=Jaueries.Hl:lgairlsfSIGlNT gata. A software flaw 
altered the queryj lupoiidiscovery oftlle soflwllf~,P:~w, the 
query fimction was disabled until the software was updated to fix~h!:: prgbl~Xf(''.':''\( b) ( 1) 

········ ..... ····· .. · . (b)(3)-P.L. 86-36 

• -~1":":'::-:-:-TF-"""1':_ ~u:~~j~~;::~~c~l~NT rftwa~~ft~e 
A software flaw allowed the 

3 
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•'1''·"\b) (1) 

• 

0 

• 

• 

f()fl ,fJEC11Efi!8.D7TALEN'f 1fEYllOLE77'f\TOFOttP.I:::::::);::::::/ (.h) ( 3) - p. L. 8 6-3 6 
.. ,··· . ; · . 

.. ···::::~::~~~;;;/: ,,. 

queries to be executed against raw SIGINT. T\wsfst~ri:~~t6;i~~~titally/'deleted tit~ 
queries and results. The software has b~entip4atec(_ai:fd:::{he fla~ has/been fixed. \\ 

(f5//3I/7ML 'fO USA, FVTI.)2l ....... ·::.::· .... :::·· · f~~e~:·::I·etutning from a month-long ~~~ss, 
an NSf\ analyst leamed··tha~: .. ...... ..• ...... · !associated _:With a valid foreian 
tar et while tl;~.et1rgefwas in the United States 

··The selectors had beei1 deh(ked ~-...;...;..;...__...;...;......;.;..;.~ .. ~-------..;...;.a..:., 

The analyst deleted the 
~----~~------~--~~~----~-------~~~ ~..;..;..~...;;..;=;..;.;;...a----.:-~--__.tmd no reports were issued. The analyst was counseled to 

·efore extended absences from the office . .__ _____ ...... 
('f3H3i/71<!'F) I lanN.$A database auditor discovered that an analyst had 
ueried on a selector associated with a"U.S:··lll.Uitary I lil~ a raw traffic database on 

~-=----=-r------------~~----=--~-=---:--' Tb~:qtt~ry retm'ned results, which were 
...._--~----' The analy~(~database access wastenwo.radly.$~1spended. In 

addition, the analyst was counseled on the.piop·ecquerying-techn.iqii.~fand::in:structed to 
retake intelligence oversight training. . :::::::.::::::::::::::•;!i .. !!;·cb) ( 1) 

r------~ .... ·········· ~·: .·········· ........ :::::::::::::::::::::::: ............... ······.:·:: .. ··./I (b) ( 3) - p. L. 8 6-3 6 

(TS/ISf//REL TO USA, F'fE'{) rurNSA anal st . .uei'ied .. -withm,it 
authorization on the selectof associated with a / I 

I I·Tlfe .. eiio~:··~ccurred because the analyst believed . .thaf the sele,ctor was' an ~lternate 
selector for a valid foreign target. The que1y returuedi·esults. which were deletep; no 
rep01is were issued. The analyst! .... •· · ho preyent 
fbture targeting. .··· / ; 

('fSIIS!IINfj I I a~ ~;: :nalyst impropi;l; performed a query J a 
selector authorized under a Foreign Intelligence S9r~eillance Court (FISC) Ord~r in the 
incorrect raw traffic datab~se. No results wei:ereturned by the query. The analf, st was 
counseled to perform quenes on FISC-authopzed selectors._l _________ __._ 

.__ _________________________ ~ pproved databases . 

• (8//SI/flillL 'fO USA, FVf:i:)')t I an NSA analyst discovered that a 
_..1--,queiy ?~~valid fh~·e~SI~J&rg_et ·I :lin a raw SIGINT database when 
~t was·knoV\I~Jo be 111 the Umted States .. T~~~ ~maly~ I 
,_ __________ ~,;;h;.;a;.;;d...;d;.;e;.;.ta;;;;s;.;.k~e,;;;.d...;t.;.;;h ... e;;;;;..target's e.~~~iaHuselectorC I I Ile analyst 

:~"')~'ii~·P.~·~:: 86=:rd ...... ,~!~~o<~~:~~~e;ere rcturned; no re orts were 

• (TSkSlNHF)I I an NSA atialyst pel'fonnedc=]queries on a U.S. 
organization in a raw traffic database without formal authorization because the analyst 
incorrectly believed that he was authorized to query due to a potential threat. No results 
were returned by the quety. The analyst was counseled that targeting or que1ying USPs 
was not permitted without formal authorization. 

TOP 8ECRETIS'8b5'T;fLEi'l{T lfEYJJOLE~t:f\l()FORN 
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• (SHSI/fR:EL TO USA, FVE_yj I a SIGINT analyst inadvetiently queried 
on a U.S. telephone sel.~ot6r in a raw traffic database. The analyst deleted the 9~1.eryD 

_,...I . I No yesillts were refiuned by the query. . ... ·· ... · 

... ··• ES//SiitRE.J.- :···:·,..USA ;I~)l·l : l.a.SIGINT .. ~~1alyst performed a quety in I .......... .. ...... /:i.Jsing a_~el_:.~~9.r:.that"was associated with a USP. The targetinFa 
· error occurre. .. · ecause e ~Jalysthad fatledl _ 

.· .· ·· ... ··· ·hefore_.querying. Ihe-anafyst halted the quety before it returned any results. . 

. ...- ,..· .·_,.. .... ··: .•. · (·s;·~:~I.(I'iii~~i .. ~~-:~.~-A, FNEY)I I after copying several selectors intb a 
..:::::'_:::;·::::::. :::.::::·:::.:::::: ..... quewina'Yaw .. iraffic database, a SIGINT analyst realized that one of the selectors ;Was 

.,;:!;;;•:::: ..... ··· associated with a USP. Upon realizing the error, the analyst deleted the quety. __ ... 1\'li.l..· )(1) 
(15}(1)-......... ..- w 

·.)( )... .. ....... 6 results were returned by the query. ........... (b.)(3)-P.L. 86-36 (b 3 -'P·,l,.~ 8 ~36· 
....... "•. ... ......... (~)(3)-50 usc 3024(i) 

··········•!>., .. (TSh'Si/i~~~ I an NSA analyst performed a quety·ifi·a raw traffid, 

• 

• 

• 

• 

·aat~p~se using a selector associated with a USP. The analyst9el'eted the query and\ 
resulfiJ.... I and no reports were issued. T.he··analyst was reminded that 
quetying oriUS:P selectors without authorization is p,rohibited and that query results\ 
returned by the uliauthorized quety must be del~ted·.·· · 

. ,.· 
_ ... ··· 

' 
an NSA anal st discovered that a \ 

··s.oftware flaw had allowed a query 
· .. lJpl-o_n_d";"i,...s-co-v-e""""ri,...n-g-:t-rh-:at-:t~h-e_q_u-ery-t--e-:-tu_r_n-ed,..-a-;-1-ru-·g_e_r __. 

nun1Qer of results than expected, the analyst canceled the quety and deleted the results 
withotit. viewing them. The analyst repmied the software problem to the database 
developers to develop a patch. M<1) 

. .................. (Q)(3)-P.L. 86-36 

(T£1/SI//H~'·j I a SIGINT analyst pet:f.o.rJHed""wit·i;out proper (b\<3>-50 usc 3024(i) 

authorization a query in a raw SIGINT datab~~~ .. ot1"a·"selector associated with a USP\ 
While trying to verify the status ofthe .. tatg'e( the ru1alyst queried the raw traffic data~ase 

,....................... I 
·+ To avoid fi.lture errors, I I 

,__ ___ "1" J .. -N~ .. ,..o'"'"r;;..es-u~lts were returned. 

(8//SI//REL TO USA, FVEY) 
NSA analysts perfonnedOilL-le-r~ie-s~i-n_r_<.lw-. -t-ra~ffi~t-c """:d-at-a"/'"b-as_e_s_o_n_s_e"/'"le-c-to_r_s_a-ss_o_c.,...i a-te-d~w"'"it..,.,.b 
valid foreign targetS that included the dates whe!ithe targetswer~)~l~OW11 to be in the ! 

United States. I !·q-ueries-returned results, which wered.efeted' Tiorep· orts..i 
. - - . ' ············· >> f(b)(1) 

were Issued. ················· ······ · / i(b)(3)-P.L. 86-36 

tTS//SINl<fff'l ~STGINf~t1alyst ran a quety OJla pr~~iously detas~\:ed, 
selector that had been determined to be a USP. 

~...1 ~--:---------------___.j'f'h~-~-t~·:ry returned results, wluch wLe 
deleted. 

1 UP SECRB T/l,~Ji)TALElV''f KEYli.YJLEJVA'OFORJV 
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• ffSh'SI.J'(lfff}l I an NSA analyst performed a quety on a selector 
... asso·ciated with a USP that contained a date range not covered by the,.:;a:.t:..t:..:.;;:..:;..:;:.:: __ ___, 
consensual collection agreement: .. .Ih~ a.nalyst ... ;;:··in~cl~u.:::.d:::::ed;!;; .... :::!.tl;!::le::...J···~~~:J----....-----1 

...._ _____ ___. and no repotts were 

·. ::·.-:··. til'~kan ~iialv$t had perionhed: .. queries in a raw traffic databas~··wiUiout·l I 
··1 lt~···exclJJde USP data. 'The~rror occurred because the anal st incorrect! 

beli~ved tltat 
·. ,, '<f 1e analfst qeleted the query results· T 1e auditor 
adv~sed th~ analysl''t9,,,ens ~1re thatl I had been implemented properly by 
the mterface· ~efore querymg. 

0 (~,(1~I,L/J?~L TOUSA, F\~;_ry= ·. an analyst conducted a quety that 
contained selectors ils$ociated with targets in the United States. Non-compliant data 
was deleted, and the ariatyst was counseled on proper quety procedures. 

\ ~ 

{b)T1Y''::::::::::::::::::::::~:::,·\(SHSIH~:Pl.? .. !..9..~SA; FVEY)L-1 _______ .... l....,a_n_N ..... s....,A analyst mistakenly performed 
(b)(3)~P.L. 86-36 if'Cjllery·inam:w SIGINT·databasel I No results were returned. 
(b)(3)-50. usc 3024(i). 

0000000 

HO 

0 

00 

·. · .. ·... o (S/{'SIHREL 'fO USA, Pv'EYif l~n NSA database auditor discovered 
· .. thatogueries had been conducted in a raw SIGINT:·a:at~basel 

··J l The analyst was counseled. No repotting or di'sse!IL-1i,...n-at:""io_t_1_r-es-u"l":lt~e""l"d.---..1 

• (T~P~I//J'W) I I anNSAa.n£ll.Y~~H~~listakenly qu~~:i~d in.(l,_raw traffic 
database on the selector associated with a USP. Uporitealizing-theeuor,J~ie·at1alyst 
deleted the query results. No dissemination occurred. ..::::)•·(b) (1) 

... ······ / · . (b) ( 3) - P • L. 

o (~//SI/fltEL 'fO USA, F¥EY) I latiN'SA ~nalyst quel:i~d on Ius own 

0 

0 

personal identifier in a raw traffic database because the analyst yv:as unfamiliar with the 
database interface and was not aware that he was searclling_ ag·runst raw traffic. The 
analyst was provided traitling on proper quetying techqiqties. 

(8//IWL TO USA, Pv'EY)I lat~~SA database auditor discovered that 
an analyst had queried in a raw traffic database on , 

I jwere accidentally included among the search terms in the._qiiery. 
The analyst was counseleo. N() results were returned, and no reports were issu~d: · 

(~,(1~1/f.REL TO USA, F\'E¥71 I. an analyst queried.otjt:}electors 
associated with a foreign intelligence tai:get known to\be in the Utlite.d States because the 
analyst entered an incorrect date range for ti1e quety. The analyst w~s counseled, and the 

results were deleted. , ... ··''',<,::::>::.· 

(b)(1) 
(b)(3)-P.L. 86-36 

'fOP 8ECRET!>'!)'l;5'TALENT JfEJ'IXJLEJVNOFORJ'l 
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• (SHSihML 'fO USA, FVf?{}l I an NSA dat~base auditor 
discovered that an analy_s..t--had queried in a raw traffic databas.~_onj I I The g~1ei:y returned no results. _.·· - · ...._ _______ _. 

.. ··· ... -···· 

.... (~//§I//R~L_TCfUSA, FVE.Y)f .--· ------· l while responding to a request for 
infonnat.ioti, an a.nalY.S..t-qtferi_t;:d.l ... --------·· lraw traffic databases on a selector associated with 
a foreign intellig.enei~..ta.rgefwhile the target was in the United States. The requester did 

__ . nof includ.e-irqh~:teqiiest inf01:1.1.1~tionl lthe Ut~~-~~ __ S.tates, .. l I 
_ ::::: .. -1 __ ... · ---·· lti~-~ analysfdeleted results retur~-~~:J..by. .. queries·; .. a.nd· no reports were 

... _.:: .-· ..... : __ :_; __ ,;::: ___ :;)ssne?.:__ _ _ ... _-_-_-_-_-_-_-_-_-_-_-_·:: ::. ____ .. _ _ _ __ _ __ .. ____ ... -· -·· ·· · · · 
,• . .< ..... ··:·::;· 

.· · -·=':::::,,::::::_::::: :·· .!J. ··· ............. . _ an NSA analyst learned that a 

-~~)g~~:~--~ .. ::.~;~~~····a~~:·::~~t~e·:~~~~pae~~~1~~l~u~~;;t~-:~1 ~~~d- ~~:;:~:~a!~~~d~:~::;sl No rep otis wer~ 
............... ..issued. 

• (·;·~;;;·~i;s4w}l-... l an NSA analyst queried without appropriate FISA 
authorization on an untas.ked selector aSS()Ci&ted. withl I 

_ .. _ .. -·1 L~~l}:2:t:1gh.::iiHi ·.. ... ...... I FISC Order exists, neither the target nor the 
............... """"''selectb'f"was included 111 the order:··l hhe analyst was counseled on 

(b):('1:)::.................... the restrictions for querying on selectors not authorized under FISA authority. No rep01is 
(b)(3)-P.L. 86-36 were issued. 
(b)(3H~o usc 3024(i) -+~ilfH!i~~~~-ii"'\~~-------, 

• after discovering the foreign 
the United States, an NSA analyst continued to perform a 

qu~1y u~l":':"a-::r"::":aw~r~_ .. -~--~rc::-::ra=al:':a~s-:::-e-r..o determine whether the target was in the United States. 
·. --. .Tlie analyst .. .was counseled about reviewing selectors and promptly detasking them after 

.·>I - I 
.- __ ,- • ' (Sh'Slh'REL TO _Y.$!\ • .F1.RZY)I l..c.t.§.~.GI.NI analystqueried-0 

.. :::::- ....... - ..... se,l~~!2:r.~::~~~O:dated .. .with-a-.foreign·inteUigetic·e·faig.efwhen the target was known to be in 
.(,,b;;;;)'!""'""O:;;;_;_;:;;:;;;:;::::::::::::the:Unit:e.d __ ·_·_·_·_States.l _ _ I the analTst requested detasking of all 

(1) ... ____ ... -- ··!-· ----::""':"""'-==~---~- - - -
(b)(3)-P.L. a6~3e--selector§.. The analyst delefed'tlie .. ·query--and·results I 

• (8//SI//RE~ ;~ USA~ .F\'EY)I I an NSA analyst mistal.;:enly 
performed a uety in the incorrect raw traffic database using selectors associated with a 
USP·. 

• (8//Sih'R:EL 'fO USA, FVfi:J)I I NSA analysts discovered that 
I lon selectors for foreign 

/ intelligence ta.rgetSwhile the targets were in the United States becausf;! __ queriesl 

.-· / '[1 . .lthe analysts 

:;:::::; canceledt.f.~equeriesandd.efeted the results; no rep01is were issued. To prevent fl.Jture 

.1!i ~ :~: ~:' :. . . , .. . . . .. . . .. . . 

(b)(1) 
(b)(3)-P.L. 86-36 
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error, a new rocedure was de~~l-~~-=~-..,1_ =-----=·;.;;.;;·····-·····-·····-·····-····-·· - ... -~~..-·::;;;;.;··_·;~;.;,;;,._;;;; __ ;;;;:;O;;.I;;_F::::::···'_":~~1m-P .L. 
86

_
36 

if i 

• (TSHSih'Nr) I l:~n::NSA:::ffiiiiy~~::~:~:;:~~::ted"that"l":. _........ .... ..·· t : 
I lon·~Cselector as~g_Giated· with a FIS.f\, . .,approved -~aiget had f ! 

0 

continued to nm beyond the period oftl}eFISC Order. The er_ro(occurred q.ecause the f \ 
analyst, who was unfamiliar w.:ith--the .. database, I __ ....... .. .. ...- I 

........ · .... ...- _ . ...- I 
l--""1"":"'~....-;;;..-· .... -:-.......... _ ... -···--.---__,..-------'la"iid deleted the res~lltsl J 

1-Nc(repmis were issued . .___ _ _. 

Wllile conducting a test, an 
NSA database developer perfo._n_n_e....-q-u-er.,.Ie_s_,I,_n_a_r_a-w"""t_r..,.,..I-c""'~'-'atabase on selectors thl:l~ 
I lnThe quety-reslllfs\vei~e·"iiofsiOi·ea·:n·· (b)(1) 

(b)(3)-P.L. 86-36 

I.A.1.c. (U) Detasking Delays (b)(3)-50 usc 3024(i) 

( 1) (8//SI//REL TO USA, _:)o"Y.tiY}l l an NSA analyst discovered that the 
selectors associated _ _:withOvalid foreign targets had remained on task when the targets were in 
the u._nit~_d,::States::::::The error occurred because the analyst _1_1~?. ?..Y.~E~.c.>.QJ~-~d .information! I 

.................... 1----------- ................................................... -Jtheanalyst--derasked the selectors. No reports were Issued. 

-~~(~~~~:·~ .. :-~;;;;;;;;;;;;;;;:::;:,,,,,,('2')"'(9//&I#iffii>to::u8i~;::FliiEY)I ................................................ l .. arrNSA·analyst--discovered···thatD 

( )( ~ ··.:. ·.:::::~~~.S.?ciated with a valid foreign target had remained on task when the target was in the 
·-.... ··~tate:s.::::l t because the analyst was away from 
· the··office for lol1g-term trammg. 'l'he analyst was advised to detask selectors before extended 

absen~·es.:fiom the office: 

. (3) ~~))sll~L TO US;~~ F\'Ey~ I an NSA analyst discovered that a 
-......_ selector associated wit!;_ a valid foreign target had remained on task while the target was in the 

'. United States because the· 
the selector was detasked and the results were 

~~~~----------~~~~--~ deleted. No repOiis were issued. The analyst was counseled on immediate detasking procedures. 

T 1e selectors were 
has been ptirged, a11d 11o reports were issued. 

.__ ____ _.... . Non-compliant data 

··· / (5) (8//Sl;;/REL TO US~ F'V}jY}l I the selectors associated with a 
.. foteigntafget remained ont~skwhen the target entered the United §t.atesor-n~.-___ __,. 

.. · .· dela- ···occurred beea:ti:se a:iiintelli ence Community agency ru'ialys(did .. not-
, ·· "J'l~~NSAanalysrdetasl~~4 th~.s.eleca:-to~r~s,..-----1----, 

/.;•;······:••·· . ~} :tepo liS \Y.~f.e lS~~~~ : ················ .. n • 

:::::::::::::::·:::::::::::::::::::::::··:::::::::.:::::: ............................... ········ 

l~;;;;;;:::::;;;;;;;:::::::::: ... 
(b)(1) 
(b)(3)-P.L. 86-36 

TOP ,'fflCRtifi'7'SI;?'fAiEN'f ltEYtlOLEil'fVOJi'O'ltiv 
8 



DOC.I:O: 4165219 
TOP 8ECltEft18IIfTALElv'1' KEYttOLE!If'VYJJi'(JltJ'f 

··-The .coU~.C::~~.<:>.t~ .... was attributed to a processing error.__ __ ·····_·····-···_ . ...;:r----------a, 
that..n~S:iilt~!J::i.I.l.Jhe detask . .reqn~etnot being processed 

~r------.....a.;..-.. the--selector was::detaske:a::amt:i1.<irii9"9ii1P.H~~~~::~~~~:~::Y:i:":':.~:";!;::~-;::P~Y~fg~_J~,,, .... ,,"-,; ~~='l"':':"'l'!":"' 
were issued. ················· 

·selector 
was detasked. No data was collected. 

(8) (SHSI//REL 1'0 USA, FV'fi:Y)I h~lectors associated with a 
valid foreign target were discovered to have remained on task while the tar et was in the United 
States . th~ anal st 

a.nother analyst discov~red 
rL----.,..---.--.-..,--..--.,....,.,.---..,.,..--~---.-e..-e..,....tecJ, aild)10 repOliS were issp ... ed":"'". ----~! 

(9) (~,~~~~,;,,~biODsA, FV'f!Y)I laft~i-disf.overing ~hat a valid 
foreign target the.Un,ited States, at.l. NSA mialyst:d.~tci;sked 

:aiiothec.analysf:dtscover.e.d. .. r-.;;o;_.....;;;).__ _____ ---'-~ 
,_ _____ ,_,_N,...,· ,...o---n-o-n-.,.c-o_n_1p'""'1i"""· m-1-t'""'d,..._.a.-tf"t-__ w..,.... ..... ~~.c:9..I.~ect~(( .. ru1d .. ii6:i:ep:ol'ts::w.ere.:::t:~§LJ:~ ... :··::: , ,·· 

was counseled to check I !selectors associated .. w1th afaigefwlien::aeta:sking~'.;::::::~::,:-::~'~:~:;;;;;~~~~;~i~J;· 
.. --·:::: ..... ---· ,• 

( 11 ) ( S//Sl//REL TO USA, FYEY) I (b).(1)-· 
\ .L. 86-36 

(12) (S//SI/7ML TO U5A, F V~JJI I an NSA analyst discovered that 
Detectors associated with a v~lid foreign target had remained on task while the target was in 
· the United States.. after learning that the target had traveled to the United 

\ 8 usc 798 
\\0 usc 3024(i) 

States op the analyst detasked s~~t;!9torsl I which remained on 
t::~-:~.~i,il Conflisio~. ~boutwhelher the data required purging resulted in a delay in 

' :.··· .. ·· 
_:.!_{:::::: ...... -·········· 

(b)(1) 
(b)(3)-P.L. 86-36 TOP 8ECRE'hS'/;'bVTALEi¥T lfEJ'{HJLE!S'NOFOftN 
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purging. The analyst submitted a purge request for non-compliant datal 1\ No 
repmis were issued. 

( 13) (St/Sl/fiti!L 10 USA, fi'Vtrf)l I atl NSA analyst discovered \\that 
Oselectors.JtS..~.~ciated with a valid foreign target had remained oiltasl~ .. _while the target wa~ in 

the United States. ~id·d.~tasking ' 
associated selectors t ie:::an~ ·· sL .e.f)rne t 1at 

··· ········ ········ . ................. ····· .. · e.l.~~torS\ ! 
were detasked. No non-compliant data was collected, and no repmis were issiied':"'"'"''"''"'""'"""':::::·· .; 

................. -:::::::::::::::;::; ./ (b)(1) 

(14) (8//SINREL TO USA, FYEY)I laifN$.A:·~n(;f,lyst:::d'l's~over~d(b)(3)-P.L. 86-36 

that one selector associated with a valid foreign target had re~~}.ained 6il::task'\vhile the targ~t was 
in the United States. The analyst first becmile awar~.thetaiget. he 
United States I .. I After con uctmg 1ft er resem·ch, the 
analyst found that the target'~ e,mairsdector was still tasked. The analyst detasked the selector 
onl laiid i1o repmis were issued. 

(15) (£NSI//REL TO USA, FV:E:Y) NS.A a11alysts 
discovered that c::Jselectors. a..I?..SQ9~'1:~~-~ .. ~ith valid ... .f<?.t.~ign targets had reiiiaine.g _on task 
while the tar ets were in the United States. :detask:t§quest. .. o.fthe·sele.\)tors 

a...,.,.---...,..,...-----.,.,..-..,.,---'the .. united · ·States;··collection occurred· .. onthesele~t~rs~::::::upoll':::::'::::;::::;::;(b)( 1 ) 
iscovery ofthe collection, the analysts detasked the selectors and deletedj .,. .. ,.,.,,., ........ , ... f (,b)(3)-P.L. 86-36 

... -::;-· 

(16) (SHSI//REL TO USA, F1tEY) I ... l=sd~~t-~rs associated ,~ithi 
a valid foreign target were discovered to have remained on tas.l\..while the tm·get was in the // 
United States. The dela occurred because the anal st .. mistai~enl believed that · 

.. ·············· 

selector was detasked. No reports wer~.isstfed. The analyst was counseled I 1·/· ...__ ___ __. 

(17) (SIISJ.I.LREL TO U£A, FVE¥)1 lan~SA analyst discovered 
that a selector associated with a valid foreign target had remained on taskwhile the target was in 
the United States. Althou h 

( 19) {!ll/91/~ ;~~:,F~ I I ~n NSA analyst discovered 
,_.:.:;;:~-..J,.:::.;Se:::.·le:::.;c:::.to.:;:.:r:.:.s:..;had yemai'i1ed on task after the expiration of a consensual collection request on 
....._ _____ _. the delay in detasking occurred because the analyst was not aware that the 

TOP 8ECRETMNkTALEl'lT KEYJI.Of.JE/1/W:JFOR!V 
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1'VP SECRE11/Slii1ALEN1 ICE1'11TJ"LP:IIJVOFtJRN 

\ "-.:;::;:,..,N-.o-.. : c-.o-ll-e-ct-io-n-ot-1-th-e-se-se-1-ec-t-ot-.s-o-c-ct-u-Te-d-. .., The selectors were detasked ._I -------_,;:,~J 
·:. ·· .. · ... 

~:--:~---r-:---:--;-r-a..;w.;.;a;.;;;s...;;n;;.;;o..;.;ti;,;;;fi;..;;.ed.;...;.;a.;;..bo.;;..;l;;.;;Jt...;;t,he selec.:tor-s·that were to be d etasked , and all 
selectors were detasked ·No .. collection resulted fi·om the selectors, and no 
reports were issued. ...._ ______ __. ........................................ ··(b)(1) 

.......... ·· .. .......... (b}(~)-P.L. 86-36 
I.A.2 (U)I ,.................... ;(b)($)~18USC798 

._ _____ __. r-----------------;.;../(b..;..)(ii-3)~··;;5....,.0 usc 3024(i) 

( 1) ( 517'51/itu!L 'fO U3A, F'Vfl"'I1 

(2) (T£//SV~W) 

I.A.3 (U) Unauthorized Access 

( 1) (3//31//itf:L 'fO USA, FVEY)I I two a.,nc.t~X.s.ts accessed raw SIGINT 
fi·om a location not approved for that access. The analysts were counseled"to·accessr.c.tyv SIGINT 
only fi·om approved locations. . .. · · :(b) ( 1) 

. !(b) (3)-P.L. 86-36 

(2) (8//~a//RBL TO USA, FVEY)J ltaw· SIGINT data wa~ stored in 
files accessible to NSA personnel who di not have the appropriate training and were n,bt 
authorized to view the data. The data was moved to files for which all personnel with ~ccess had 
the required training. · 

I.A.4 (U) Data-Handling Error 

(l) (8//RBL TO USA, FV'EY) On six occasions I INSA 
analysts disseminated raw SIGINT in e-mails to IC agency analysts and other external customers 
not authorized to receive the information. Thee-mails were deleted, and all analysts were 
counseled. 

1/ (4()-P.L. 86-36 .__ _________________________ __._ (b)(3)-50 usc 3024(i) 

(2) (TSr/3II~~) I /(~)(~) 

11 
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(3) (81/REL TO USA, F'(~Y01 I an NSA analyst passed raw SIGINT data 
to a database without migimizii\g the U.S. identities. The data was _t:~.9.alled·l I 

(4) ('f£il/s.I.i;.;;: ·····~~A personnel revealed the 
.name·s.:::ofUSP$.:io.individiHils not authorized to receive the information. They were counseled on 

. ·=:=:::::::;;:·::::::::::::::p:ro:cedifi:es··rc;~: disseminating USP identities. 

(~:)::~:;t"~';".'1'~.::8:6;i§.(~)}s#RELTEfUSA;:FVt.rd INSA analysts disseminated 
·. ''"'' · -===):.aw SI GINf. iTran e,m~.il !o recipients noCaiithodzed ·to receive Jh<:!..i.I~f.?._t:mation because analysts 

··... li'Seq . .,;m incorrect alias thatiiiclmledJ.h~ names of analysts fi"om external oigahtzations:-j I 
···1 :·...:::::::::;-:: .J the an~~st recalled the e-niails·J hhe analyst sent a follow-up 

.': 

I.' 

',' 

;../ 

e-matl to mtovn recipients to delete the e-mml. 

(6) (TSi'l1~i,,kH:i.:~l lin response to a request for information, ail NSA 
analyst disseminated in rute::-mail to a11 IC customer not authorized to see the information a 
selector associated with a usl>: 1 I the analyst requested that the e-mail be 
deleted. The analyst was counseled on proper minimization procedures. 

I.B. (U) Foreign Intelligence Surveillance Act (FISA) 

1.8.1. (U) NSAICSS Title I FISA 

I.B.1.a. (U) Detasking Delays 

(TSf/SI//NF)I lanN.SA a11alyst discovered that a tele hone selector 
associated with a valid foreign target had not .::-b~ee~·il;_· .... :;;:.;de:::::t~as.:.:.:k.:::e~d L--------------4 

I I AlthQl~g;l!.. .· 
I . lthe analystr~.$P<?I.l~~~I.~ fo~· ~he fe ep 1one.se ... ~cto.~: .. ~a ·· ru e )?. .. su 1111) a regues} 

for detaskmg. The selector was detasked I m,,, •uo,,, ••• '•u,,,,, •• J an9:£i.~t~::'Y~.~:Pll.!g;ed. ,..·,. 
I I No reports were issued. oouoomm momo • ouou Omm m moo•••• •• :::: : :""':""'"";;;;;;;•:::":;;;;,;;;;;, .... ,(b)(1) 

I.B.1.b. (U) Unauthorized Targeting 
(b)(3)-P.L. 86-36 

( 1) (TS//Sif/~qftj 
.· 

...... · 

lall communications collected on these selectors were 
~--~~~----~~~--~--~ reque~ted to be purged. No repo11 s were issued . 

'f'O? /5ECRE'f17/tJilf'fALElV T KE'ftroLPJ/17'VOF VRJV 
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T()P /sECill!:f?i'SllfTALElv'T ICEY110LE!tNOJi'OltN _ ' ~b)(3)-18 usc 798 
_/- _/ CpX(3)-so usc 3024(i) 

~~~g~~i~:; .. 86"i.~-- ·-·(3}(TSf/Sfh'iW) I _ / / ------ / I an NSA analyst discovered that collection ;had 

.__._, · ---. occuiied-on .. t:t target authorizy_d-t1nder a FISC Order before the approved date I I 
\ ·· .. 

\ ... ·· .. 

----.__ (4) (TS//SIH~w}-1 I an NSA analyst discovered that a selector 
'- assod-atect"with a valid forei n tar et had remained tasked after the tar et had de atted the 
'\ United --Stat~-

the analyst detasked the selectors a11d 
~~~~~--------~--~--~--~--~~ submitted a.rurge request for the collected data. No rep01ts were issued. To prevent future 
occurrences,· to ensure that selectors of targets 
departing the United States are detasked timely. 

I.B.1.c. (U) Unauthorized Retention 

(TS/ISI//~*f} an NSA analyst discovered that data collected undet:D 
I ____ .-------- jFISA..aut ori_?._~~ig~~~}~~?. been retained in a raw traffic database longer;than 
the authorized retention period. The data was pl.l'i'ged;·and -no-reports.werei~~~Jed. The an~lyst 
was·c~unseled on retention procedures. --- ::;::'(~)(1) 

-• ---- (b)(3)-P.L. 86-36 

·•b;:J::::(~:;:::::::: _ .. -~~-~--~·~:. ~~) ~~~~~~o-~i-~-~~--~-~~ess __ •• _,·_:::.----- (b)(S)-50 usc 3024(i) 

( b l' (~? .,r. : ~ · 8 6-3'~fs?i'Sii'I:NF) I lbeca1ise of ai_aw ff~ffic·data~:>as~--eiTor;Osi G~ 
·- . ··analysts were allowed to retrieve data collected FISA authority tha\ 

- --tpey were. pot authorized to access. 
--he problem will be fix~d-in a fbture software update. 

~~~------~~--------~ 

I.B.1.e. (l)) Data -~~ndling Errors 

( 1) (SHR:Ei:; TO USA, ;;v;E;;i") 

(2) (SNR:EL 'fO USA, FVtF,-r11 I an NSA contractor not authorized 
for access to FISA data recovered a FISA document from a printer in a contractor SCIF not 
authorized for FISA data. Another contractor, who was authorized for FISA data, had printed 
the document four times because he believed that the printing had been unsuccessfi.JL The copies 

fOP Sf3CRE'f17'5'M'TJ4Lf3lil1' KEYHOLE1?'NOFO'RN 
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remained on the printer until they were discovered by the contractor. A second contractor, who 
also believed that printing had been unsuccessfhl, forwarded the document in an e-mail to a third 
contractor. All copies ofthe document were retrieved and destroyed. 

1.8.2. (81/REL TO USA FVEY)I ·: ..... :.I·:---:-==·=='·'· " ..... ~~m-P.L. 
86

_
36 I luuO n wu.,oooo•O,....O••'' --==----.-...... -. -.... -...... -. ~--"""-' (b)(3)-50 usc 3024(i) 

1.8.3. (T8/f51171'\IF) Business Records Order 

(U) Nothing to repOii. 

1.8.4. (U) FISA Amendments Act (FAA) 

1.8.4.a. (U) FAA Section 702 

····················· 

(b) (1) 
(b)(3)-P.L. 86-36 

~\J)(~)-P .L. 86-36 

(U/!fi'OUO) NSA/CSS has implemented a new process to ensur~, .. ihat FAA ·§.702-... qata 
re uired to be ur ed is ur ed from NSA/CSS databases. NSA created\ a· ·· .. 

to identifY non-
~--~--~~~~--~~----~----------------------~ compliant data that should be purged. 

1.8.4.a.i. (U) Tasking Errors 

(1) (TSh'SI//REL TO USA, FVEYJ I a~1.,NSA analyst discovered that a 
selector had been tasked in error. An IC analyst had made a typo.grap,llical error in the selector 
and passed the incorrect selector for tasking to the NSA analyst. I I the analyst 
detasked the incorrect selector and submitted the correct selector for tasking. No coilection 

occurred. :::: ........ :'::~~{b) ( 
1
) 

(2) (TS//SI//R:EL TO USA, FVEY)I .... +~reie6tqi~)(3)-P.L. 86-36 
were incorrectly tasked because of typographical errors. The selectors were denfsked Atnd thb ,,,,.......... _ .. ···· / : 
information has been purged. No repOiis were issued. ·· · · 

( 3) (TSHSIIIR£L TO USA, FVllvj btri"~~: :~al ysl discovered tjat 6 
selectors had been improperly tasked because there:! was insufficient infonnation to verifY/ that the 
targets were located outside the United State.s,. Additional infonnation.:Was provided to qbrrect 
the tasking o · Non-
compliant data collected on the 

(4) (TSf/Sih'REL TO USA, FVE"Y)I l·~n NSA analyst discovered that a 
selector had been tasked in error because the target did not meet the criteria of the FAA § 702 
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\\ .... ..., certification .1....__-:---:----11 the. ~-~lector was detasked. Non-compliant data has been purged, 
.. .,and no reports were issued. 

······························· \ •, 

\ '\ . .., .
1 

(5
1
) (Tt S/;f~~I//REal~ 

1
T_? ~SA, FVEt"._l11d b 

1 
d . FahNt .. l§~b:::~~-~~st tdhiscover~1d dthdat an 

\ \ e-11141 se ec or or a v rc 10rergn targe 1a een tas(e mcorrec y ecause: .~ .. ~-mar a ress 
' . The incorrect selector was associated with a usr:'"tfwas ...... .. 

' 
' 

\ 
detaskec;l, and non-compliant data was purged. No reports were issued. .·· . · · ... ::>·(b)(1) 

. · · · ·· (b)(3)-P .L. 86-36 

(.6} tTSHSih'REL TO USA, FVt!Y)I I a11NSA.analyst discovered that a 
selector foro.~ valid ±brei n tar et had been tasked incorrect! . An IC a enc ·anal st mistakenl 
believed that· 

The incorrect selector was determined to be associated with a USP and was 
L-:---:---=--~-...1 
detasked. Non-compliant data has been purged, and no reports were issued. 

(7) (TSh'SI//ItEL TO USA, FVPd lanNSA~~yst discovered that a 
foreign target's selector had been improperly tasked under FAA §702 because.Tatg·eting .. 
procedures were not followed. The selector was detasked I lbecau§e.:::o:f:Jli.e:;;;;::: :;;;;:::::'(~)(1) 
target's travel to the United States; I ... ·:::::::::::::::::::: ..... ·· /p)(3)-P .L. 86-36 

1 ... ... . · .. ::: . · .. · r i 
fJhe·serectorwas·detasl(ed 1 ( 

,~---------II·Norf::coinpliant data has bL.e-en_p_m-·g-e"":'d-, -an-d-=--n-o -re_p_o-rt_s_w-er-·e"":'i-ss_u_e-:"d-. ...J 

(8) (S//SikREL TO USA, FVEY)l lailNSA analyst discovered that a 
selector associated with a valid foreign intelligence target had be~ii.Imp.r.qperly approved for 
taskin 

. (9) eTsHsw~~~ 1 l.a.~~I.:J~:A.:ruiatyst Ieai:ii~a ti~~f' 
forergn target had been e~~.<:Jl}.t;:Qusly tasked·because 

I l·not·atitliodzed under the FAA §702 ce .... ri"'"ifi,...c_a....,ti,....o-n-. -.::U""'p_o_n-re_c_o-gr....,li....,ti_o_n_o...,f .... tl .... le-ei-T-ot-.,-tl,_~le 
analyst detasked the selectors. No collection occurred. 

(10) (TS//Sih'REL TO USA, FVEY~I lanNSAanalystle!1m~d that 
a selector had been imp ro peri y tasked under ";F::-:AA:-:--::§-:::;7";:"0 2:::-a-u t-:-:h-o-:ri:-:-t r=::!..,.;.;;;;;.;;;..;.:.::..:.,;:..,:,;;;,;;,:.;;.;;:;. ..... ::; .. ... b.~oanse;;;;;;;;;;;tB) ( 1) 
targeting procedures had not been followed. the seTect6r''was detasked >(b)(3)-P.L. 86-36 

and two reports were canceled. L------,,...,..----,.r-J.=,;,.;;.:;.;;...;;..;;.;;;;.;;;;.;.;;;..=;:.;...;;;=.;...;:;.;=;,;;;;.;:~ 
selector remained on a dual-route to m~ I(' customef.__""'!"!'"_""':"'1___,-------,...___,..,.._o:-~ 
.__-~-----------'Nol-i-compliant data collected .__ ___ ~ __ ..... 
purged. 

(11) (S//SI//REL TO USA, FYEY)I la~1NSA analyst discovered 
that a selector associated with a foreign tm·get had been tasked incorrectly. The selector was 
detasked, m1d non-compliant data has been purged. No rep011s were issued. 

I.B.4.a.ii. (U) Database Queries 
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TOP 8ECR£T;$'8{;$'TALEi¥T KEY.i'i'{)LE;VNOf._(}Rl{ . . · / ..... ··· ?~~-i~~:~o\J~~336024(i) 
........ ···· 

(1) (T£,1/£1//.Rl':L TO USA, FYEY.).OnOoedisi~~~--~n the third quarter, analysts\ \·\·· .. 
perform eel in FAA § 702 data collect.iotl·oy~rlyt)road or poorly constmcted database querie's thaf\. 
otentially targeted and returued iii.forniatfon about USPs. These ueries used . . 

ptoduced imprecise result~, .. .On fthose occasions, the queries 
~-~--e-:-tl-Jr-IJ-. "~"" .. ·~te,_s.-;.ur.t-s""'r,...·o-n-1-:l.t.1e dat<~:Q~se .. The·tesiihs.~ere deleted or aged off, as required, and no 

.... ·· .repo.rts w.~I~.issued:· Aiial)i'sts who performed these queries were counseled by their 
....... · ... .. ..... ·matiagei11ent. .. :::::: ............ . 

. (15'):::(,3.).::: P. L. 8 6-3 6 

"··· .. :::::::.::::::: ........... {f.:) ('fSHSI//REL TO USA, FVR,.Y)l lan NSA analyst performed in a raw 
tnifficdi:l.t_abaseOqueries on a_§~ledor associated with a l]S.P,-1 I the results 
were deleted: N.:() reports \'v'yreissued. . ... . . ······· 

(3) ('fSN$~~1i''}~~10oc:.Ga~~mis.--;;;;;;_ ____________ _,NSA analysts 

improperly .. .qtfel-ied on the.seleefcrfsassociatecl with FAA §704/705(b) USP targets in FAA §702 
....... ,__.,.......;;····;..._···"··"-=~''''L.:b·:a;.;.w.:...:·::t;;:.·i=af=·fi=c..:cl:.::at=a:.;;;,ba"'" ... s=e=-:s .. :...J .. I._ _________________ -a.l___, 

....... _,,,,,,,,·r· .... ~--~""""''''_,,.,,, ... ·-----,~-~----:--;-~-----:,..---:-:----.-----..JI 
.. -;:::: .. ·<:::: ........... •"'· I The analysts were counseled on the procedures for querying on 

·!'':!;;;;;:;::,,,:::::::: .......... FAA §704/705(b) targets in raw traffic databases. The queries and results were deleted. 
(~).(1J::: .......................................... . 
(b)(~).~P:b-8.~.-3~. ( 4 j .(TSNSi!/~W )l . ............. l an NSA database auditor discovered that an analyst 

·. hacrperfcmned an improper query in a rawti'af:fic·ctatabase .... While conducting research on the 
selector before .. uer ing, the anal st noted that the tar et's e-nirufaccound I 

·. L--------:-.;;;;;;...~.,------,~----:-----:--~Although aware that OGC 
·. approval was required f6f the analyst 111issed that inforn1ation while conducting 

··1 I ~--------~ 

( 5) · ·aiJ:::NSA.: :l:!:ti.alysFiiiisfak~nty:;;;;::::(~}c 1 ) 
performed a query in a raw traffic database or electofs:tliiir'fiadbee~~ detasked bY.cavs~Db~(3)-P.L. 86-36 
I lthe-Dnited Staies. The analyst intended to check tbet~sidii,g tool · 
but quened the raw traffic database instead. The selectors were cletasked.l ........ _.··~····· .... · __ . ____ ___. 
and non-compliant data has been purgecl. No reports were issued. .· 

(6) (SHSIN~L 'fO_ USA, ~\l~Y)I . .... .... ...... j·al1·.~~~ analyst discovered 
that a selector associated With a vahd foreign mt~lhgence target remamed on task after the target 
had arrived in the United States. While cqndtfcting research on the selector, the analyst 
performed a query in a raw traffic c[atabase when the target was known to be in the United 
States. I hhe selector was detasked. Non-compliant data was purged, and 
no reports were issued. 

I.B.4.a.iii. (U) Detasking Delays 

( 1) tTSh'£1 ,~(}.IF) I lanNSA analyst·detaskr-e_.d ~...-~,.,.._---o;;;;_ __ ____._ .. ,.,_"""_'(b-w·}.c1) 
associated with a target who had entered the United Statt;!s..but ........ ··············· · i' 3)-P .L. 86-36 

~---------~ 
··The selectors were detaskecl, and non-compliant data has been purged. 

TOP SECRE TJS't•AWTA LENT 1.YE J'{ffliEJJ'fci'OFOttV 
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(2) (SHSl/fREL TO USA; FVE¥)1 JaS._~lector associated with a valid 
foreign intelligence target was discovered to have remained on task--after the target had arrived in 
the United States. the analyst 
made a typographical error in the detask request and the selector remained on hi'sk 
0---AU.non~cornpliantdata.has .. been .. purged, .. ancLno .. rep.o.rts .. were .. issned........ ...... -..... -..... -..... ~ .... :-::::~,,;;-;1j,,-:,... ...... . ....... . . . . "'""::·:::::::::::::::;: ;:; ,,, ~t>) ( 1) 

(3) (SHSMLREL TO USA, FVEY)I .J:an::NSA::fiilaly~t.repotf~c(thif a ~N(3)-P.L. 86-36 
selector associated with a valid forei n. .. inteUiaence·tru: et had remainea··on t~k·afi·ei- the tar ~t\ ·\ 
had arrived in th_~.United ·States: .. 

c:Jthe .. a:rialyst had failed to det ... as-rk-t:'l"h_e_s-~rl.e-.c':""to-r~:-·~T'I'l'h.;;,;e;..s_elre-ct':""o-r-y-v..a-s~··d!;'"e-:-t.a-s-rk,...ed-M--------t-\-\-1 
and non-compliant data has beei1._purged: No reports wen~issi:ied .. _...·· 

the selector was confirmed to have been detasked, and non-
~----~~~--r--~----~ 

compliant data has been purged. No reports were issued. 

(5) UiW~IMRI!L TO USA, FVEY)I l·au.l.'J.~A analyst discovered thatiJ 
selectors associated with a valid foreign intelligence target remain:ea on.t!!sk after the target hacr1 
arrived in the United States. 

-the.selectorS"were ;Y 
a..,--:--r-r----,-----,rr---:--r-:--r----,-----,r-"'N~o-r-ep-o-It':""s_w_ei-.e-.I-ss-u~e . .. .,.,,,,,;;:.'"'";;;;;;;;;;,::;;::::::::::::'"''(b)(1) 

...... :,;"···· ,;,,,. (p)(3)-P .L. 86-36 

(6) .. : ... · . . .... 
was discovered tQ have· beei16vedooked when 

Bbe·~~~:s.~:9.fti~etarget's ai·~-i'~al in the Unite._d;""";';S-:-ta7te-s-. -;T;:;;l~1e-s-e1le-.c7to-I-. w-as--.de~t:-a-:sk-e-:d;r=== ...... --=-""""' 
.. -Non-compliant data has been purged, and no repmts were Issued. 

(7) .f.fSNSih'l'~ I an NSA analyst learned that a selector had remained 
on task even thoug.h:·it had been determined that the target was a u_s.p,... he 
analyst detask.ed . The .. 
selector -~?.S::tj·~ta~~~ . 9 co ecfwn occurre , ~~ I~qxeports Werels~~~~~~P.L. 86_36 

_.:.•:•>: :(s) (TSt,;~WJ;>.W)I . ..lru1NSAai1~1;~~ d~~~<?Yered that select (b)(~)~~g-~~g ~~~4(i) 
• <as~ochi:ied witb:a valid foreign inte1ligei1ce t~rgeLremained oiiiask after the target . 

,,,. l/ / LTheg~task delay 6cctii~ied because the analyst was out of the office and there 
......... / :wa~ no back.::upl It he analyst confirmed that the 

(6')'(1:): ....... :: :::::§~t~yt?I,.S,'\\1~~-~detasked, and non-compliant data has been purged. 
(b)(3)-P.L. 86-36 . .. . •• :: :: : ......... . 

···••.··.. ~~~~~w!,~~::~;~~Ji~~L~:~~~c:~r~:ih~M~eds:~~~~Ttv dett 
(10) (S//Sih'REL TO USA, F'v'r?f)l lant-JSA analyst discovered that a 

selector associated with a forei!Zn tar et had remained on task when ihe·tar et was in the United 
States. the analyst 

fOP 8£CH:ETtS1'iJ;I'TALEl·lT KEYIJOfE4NOFORJ'l 
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did not detaskl ~heUnit~~~--~tates.l I the selector 
was detasked, and non-compliant data has been purged:···No··report~_yv-ere issued. ·· ... 

············· ............ 

( 11) (T~M/Sl/1~*') 1. . l·selectorsassoeiated .. with .. -a-valld:::roi:~:·: .. ·:· ;;::;i:!>;\b)(
1
) 

ence tar et were dtsc vered to ~~~v~ .. -~:~~~!.c.t.tt}.~d ... on.task · (b)(3)-P.L. 86-36 
.. -Because of an oversight, the ana yst 1 .. JlOt .. see t 1e request to i 

~e~ta~s~<~a:"'''rs:-::e~e~c~to~r:":'s~a:":"s:-::so~c~m~t~ea with the target because the tl:l.l:get·W~is.'in the United Stat6s. The 
alternate selectors were detaskedl latid.non-compliant data has. .. been purged.\,.,:'., 
No rep01ts were issued. ·· 

.· 

(12) U!Z'SI//RBL TO USA, FVEY) An NSA analyst failed to de~as{ selectors associated\ 
with two foreign targets known to be traveling in the United States ft:ofi1l I 
The selectors for both targets were detaskedj l·and nail-compliant data has 
been purged. 

(13) (Sh'SIHREL TO USA, FVE)T.)I I an NSA analyst discovered 
that a selector for a valid forei n tc)J ef had been tasked incorre~tl.YI .............................................................. ::r;:(~)(1) 

No colledioii .. occurred. The selector wa{det~~~-P.L. 86-36 
f--------.,--___,.~----.....1 ..... · -(15)(3)-18 usc 798 

. . ....... (b)(3)-50 usc 3024(i) 

(14)...(TS//SIHREL TO USA, ~yE.)£)1 I ~-NSA analyst discov~red 
.. that a st;:ledor associated wi_th . .aforeign target had remained on y.1sl( when the target entered/ the 

.. . U~ute·d· States. A.l.thouglf.detasking had been rem1~.sted the 
/ ... · ... ··a~lalyst ... had·"ovei:·, ook ed .... d.etasking··th:~::s.eiedoi:: .... 

... /:_.··:::::::::.·:::::::::;~1.1a:,,non~:com:pliaiiFdata·has·beei1.p{Jrged. No .~....e_p_o•~ts,..... ;;;...w_e-re-.-s-st-Je-r-__. 

l~~i~~-~;~r~!~: ":Is """ " --------- --- / _cc 

(17) (8h'~//R£(T~~SA, PVf.YJ.AnNSA aiiaistf~il~d~~-~:~-~~~(,...-..;.---.s~lectdl· 
associated with a for_~~gntargeteVeii'tllough J lthe·Uhifed' States ...-=:..._ ___ ...;;;._.__.,._-;T;;;I""'k-~e-I-To-I-. o_c_c_u_IT-e7d "'i'b-e-ca_t_Js-er-----.Jj 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) TQP SEC&E'IP~'Jil'h4!ENT KE YHOLE,V.P{OPORi''l 
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L----.-~--r---------,~-----~-~-.~~---J ·.The analyst 
detasked the selector ··No.n,.co.mpliant data has been purked, and no 
reports were issued. To prevent fbture errors,! ... ···1 

1 land···require-that·a·seeond·analyst··review-th~::~~~ectors:· ................................... ::::::::::::::::::::::::·:'~m1::iiil~~~i~-P.L. 
86

_
36 

~~~~~~~~~~~~ .... ~----.,..-·;;;,;;, .... ~ .... -~ .. ·larf'NSA apaly~t-·discov~red 
r~~--J>~~~~~~~:.....J:.:~-.~o~o..~~~~~aio:.:t.,. ..... ~et~· ~~·e:.l.ln;.IJ;1a.~o~oit~1e.d __ .9n·Ufs~~-even thougl~0 

entered the United States .... The·etfor occurred because a..-____ _,.. ______ __. 

I lwas.iiot shared with the analyst. Non-compliant_ .. data has been purged, and no 
reports were issued. To prevent fi1ture errors,! !will be sent to multiple analysts. 

I.B.4.a.iv. (U) Data-Handling Errors 

( 1) ~g,t/SWREL TO U3A, F' v E Y) I l.~er completing an 10 training 
course, an NSA analyst realized that he had disseminated FAA § 702 data in an e-mail to three 
analysts not authorized to receive the data. All e-mails were d~l~ted I I 

(2) (8//SIHREL TO ugA, F'.lli:Y) I Ht was di~covered that an NS-k\ 
anal st had disseminated FAA §702 raw data by posting the 'd~ta on i·nternal NSA web p~ges in 

L------:-ra;:;;:c-=.c.:;.:es;;.;;;s_ib;.;.le~to~analysts not authorized to receive tht!. data>·.:rhe non-complia\1t data 
·aQd a request was submitted to renibye th~·._web pages. · 

~------.,..--' ·... ·. •, 

(3) (Sh'SI//REL TO ~sA;· .. J;::\~YH lap analyst fcn~wm~d~d FAA data\ to a 
group e-mail address containing persOiuiet-.. no_(authQrized to rece~:ve the data .. T4e error oc~urred 
because the e-mail classification tool changed tlie·cl~ssifiyation to.i'erpove the--restriction fo1\ 
FAA data. I lthe~~mail was recalled. ··. · . . · 

( 4) < s//siHREL To usA, F1~~r11 1 :~~~::~$,1\::aat~~;.~·e ·-c~~y~lo.p~r \ 
forwarded a file containing FAA § 702 data to another develop·erwho::yvas .. ti()fln~thptiz;ed·)9 \ 
receive it. Upon realizing that the file contained FAA §702 data, the devdopei~::d:el¢.~~~;;tp(Q.a'a 
fi·om his mailbox. All members ofthe development team have since received the briefih~:S::it;~M 
handlina FAA §70? data ... ,,:="""";;:;:.·· (b)(1) 

:5) (SII~~L TO U3~, J'W"d f ail NSA ~;;~l;;t ~i;:~t~i;;~;: (b) (

3

)-P L 

86

-

36 

FAA §702 data in an e-mail to another analyst who wa,§not·aiithorized to rec~iv~ the 
information. The second analyst saved the dg.ta in a file in the home dire9toi-y, which is not 
approved to store this type of data. The e~ii1ail and file were deleted. / / · 

(6l (SHSI#R:EL TO~~;r. fV~yJ la!~~SAanalyst repotied that in 
a..-__ __,jhe had forwarded FAA §702 data to a forward -deployed coworker not authorized to 
receive the data. The analyst delayed reporting the incidept for fear that the coworker would be 
removed from the deployment. The analyst was coun~el~d on the methods to check clearances 
before sharing raw SIGINT data. · 

(7) ~TSN8IHNf7 fu~-~~A division manager discovered that notes 
based on had been 
shared with analyst not~uthorized to receive the data. The error was attributed \~o a lack 

··-··· ··········· \ 

TQ.P ,SJ/iCREJ:,~<W,VP, i EENT {f:E Fl~.YJtE;7'NOFOitlv' 
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of a standardized process for sharing informal working notes and the provision of an NSA e-mail 
account t~analyst who was not operating under SIGINT authorities. The manager 
infonn~d.':L.._Janalyst that the notes must be deleted and had the analyst removed from thee
mail aliiis for notes . 

..... : ·· (8) O~t/£1//REL TO USA, F\.]Y)I I an analyst unknowingly forwarded 
.... -·:FAA § 702 data to a group e-:!Jlail··address containing personnel not authorized to receive the data . 

...::>>1 l.ctata-was removed from the servers and the analyst was counseled on the 

.-:::::(-":::: · approp~·i.~~.e.alias·to use. 

, .. :'· .. ········LEL4.~.v. (U) Overcollection 

·(b~~"ii::·············· ··ortTSfi'SE'!-R£L·To-·us-A:;..:Fv~¥) I !during a regular review ofE.O. 
(b)(3)-P;L ... ~~l~33 collection, NSA personnel discovered maq 

·.. . •·············· ...• 

. ·.. 1-..NSA has deployed a/ /i 
s1101i-term solUtiOn to addre~s me problem and IS contmmng worK on a lohg-term solution. Se¢ 
the summmy of the CongressionaL ~~.~ification on page 23. · ·. 

0
/' 

(2) (T£,41£I//RBL TO USA, FV£\1 NSA collection 1~\~nagers l~~~·ned 

Non::compli"a;\t ,data has 
..,_ __ __,.__,....,....o ~---pl_JI_·g"""11-1g-. -n.,......-------.--:""--:---:r----r-r-e-m-rs_o_n_g_o ..... mg. :>-(!;> )(

1
) 

/ ... ···· /// .... /······ .. /./········ ..... ··· ~~~l:~o \J~t3:o24(1) I.B.4.b. (U) FAA Section 704 

I.B.4.b.i. (U) Data Handling Errors 

·A ptnge.was requested 
r--~~--r-:--:o:----,...--,------:-~t-o_p ....... revent fbture .. i!iddents, L------~_. 

··································· ............................................................... :::.::::::::::::::::::1,_ .. ············ 

I.B.4.b.ii. (U) Database Query Errors ···:'" tl:?)(1) 
(b)(3)-P.L. 86-36 

(TS,(I~IkHF J I an NSA ar~~;st c.liscovei:~cl that another ar\alyst had 
performed a query in a raw traflic database! .. / / \~ The 
analyst discovered the error when the or~ginal Cji1ery was amended l }ll{d he 
noticed a significant decrease inthe ntiii1ber of results. The analyst deleted the que1y and the 
result sl I / ····· 

I.B.4.c. (U) FAA Section 705{b) 

I.B.4.c.i. (U) Data-Handling Errors 

TOP 8ECR-EnSSi'A'TALEJlT XEY!l-OLEPNOFORN 
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(Sh'SihML 'fO USA FVEY) Onoo.c..c.:~.S.ionsl l a 
SIGINT operator posted! lon.se.l.~~t,ors authoriied··Ullq_er FISA §705(b) mto a chat rool}i. 
that was not approved for FISA data. Upoil. tealizing tl_1e mist"ake, the analyst posted a message 
requesting that all notes and records! lbedeletea:·· ·.. .:. · · .. / 

LBA.c.ii. (U) Tasking Error : :::,,:•··:;; ... :.: .. ~'"/~jm.p L. 
86

_
36 

I.B.4.c.iii. (U) Detasking Delay ·····::::.::::::::::::::._ ... ··· ···· ·· 

(T5!7'SI77Nf?) I l..at1·NSA::·~i1~"ft~::·~is~~-~~red that a quety of~ uk;p 
authorized under FAA~§7 __ 0_5-:-(b-:-)-Jr--.. -..... ---.,._,a;;; ... ~ .. ,..-.;;;;;.,;,.,.,la:ller the Court Order had expired i ..._ 

············ the .. selectors were detasked 

the··ai1alyst was counseled and the quety was deleted. 

I.C. (U) Consensual Collection 

(U) Nothing to report. 

J.D. (U) Dissemination of U.S. Identities 

t>r8//8t//l~) The NSNCSS enterprise issued! I·SIGINT product reports during the 
third quarter ofCY2012. In0SIG:INT products, dissem..inati~ii:s .. were found to be improper, 
and the rep.oti~ were canceled ~~ NSA!CSS·-~n9l . }-41:~aly.sts learned ofUSPs, 
U.S. orgamzattons, or U.S. entitles named wtthout ·fmthon,zatwn. AI da:ta.m the canceled reports 
was deleted as required, and the repotis were not re-issued ·otwerer~-issued··w.ith proper 
minimization. · · · ... · .. 

··· .. :: .. 

I.E. (U) Counterintelligence Activities 
(b)(1) 
(b)(3)-P .L. 86-36 

(U) Nothing to repoti. 

...(1;1)(1) 
I. F. (U) Detection and Prevention of Violations . (b){~)-P.L. 86_36 

. . . .... (b)"(;3}~50 usc 3024(i) 
(l) .. .(::r~k8I//N¥t To reduce the nsk ofunauthonzed telephony collectiOn andprevent •. •. 

violations, NSNCSS has instituted a process that gives analysts greater and fastel: insight into•.a 0· 

target's location. I 
····· .............. . 

I IToHected data was purged 
fi·om NSNCSS's principal raw traffic repositories when required. 

(2) (1"8/7'8IHllff") I 
~....... ___ ...,~I NSAanalyfit.~J()~II.J:~ Q~~maiLacc.m~I_l_t~J 

............................................... ::::::::::::::::··::::::.::::::::::::::::::::::::::···:::::::::::.::::,,,,, .. ,,.,,\..··'::· 

TOP 8ECREnS<fJ'1WTALENT lfEYl1.YJLEJ$'f\rOFOlf!>l 
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~-~~~~-~~~--~=---~__.inthe .. third quarter. Collected data was purged 
from NSA/CSS's principal raw traffic repositories wh~~;··~:eqiiiied: ······ · ····h·········h ······························ 

(b)(1) 
I.G. (U) Other (b)(3)-P.L. 86-36 

(U/ffi'OOUj In two instances, database accesses were not terminated when analysts were 
deployed or reassigned to another site. Although not considered violations ofE.O. 12333 or 
related directives, the accesses were terminated. 

II. (U) NSA/CSS Office of the Inspector General (OIG) 10 Inspections, 
Investigations, and Special Studies 

(U//FOUO~ During the third quarter ofCY2012, the OIG reviewed various NSA/CSS 
intelligence activities to determine whether they had been conducted in accordance with statutes, 
E.O.s, AG procedures, and Department ofDefense and internal directives. The problems 
uncovered were routine and showed that operating elements understand the restrictions on 
NSA/CSS activities. 

II.A. (U) NSA/CSS Representative .· 
~--------------------------------~ 

.--__._(U.;..;./.;..;./f'_,OUO) As pmi of m1 NSA/CSS 01G field inspection ofNCRI .... ...- .. l 
~_,.,..____,,...-~lmlJQ inspector reviewed the implementation ofthe 10 program, 10 trainirtg, __ .ahd 
application ofiO struidards.)n the S1GINT mission activities performed at the site. Th.e· i1tspector 
found that the site lacked mi .. lO·Offi.9..er (100) stmcture that ensured the proper hmlsJltpg·, 
minimization, m1d dissemination of raw·SIGI;tiT data. The inspector also found th~r"not all 
personnel were compliant with the training reqilitemel.1.t,s. The OIG recommenq¢d"that m1 IOO 
structure be established that complies with current S1G1NT poli~;ies and proc~di.1res and ensures 
adherence to training requirements. ···.... .-::"· 

... ,,:::::::::::"·(~)(3)~P.L. 86-36 

II.B. (U) 
~-------------------~~ 

·························· ........ . 

(U/IFOUO}.A.s.partof"ruiNSNCSS OIG field inspection of the I .. ·· ... ·I 
~------~hufiO inspector reviewed 10 program mm1agement, 10 trmmng, Io knowledge, 
and the application ofiO standm·ds in mission activities. The inspector found that the site did not 
have procedures to ensure that database accesses were properly terminated after personnel left 
the site, and it did not conduct periodic reviews. Not all personnel had completed the mandatoty 
10 training. The OIG recommended that the site develop and implement processes for timely 
access termination, perform periodic reviews, register all IOOs as mission auditors, and ensure 
that training is tracked and completed. 

II.C. (i~/f8IHNF7 Report on NSA Controls to Comply with the FISC Order 
Regarding Business Records (BR) Collection ·(b)(1) 

(b)(3)-P.L. 86-36 

(TSh'SIN~W)I .. lt.heOlGptibii~l~~d the results ofa special study ofNSA 
controls to comply Y':'i.~ht!1e FlSCOrder reg:n·ding BR collection. I ··1 

I lmrOIG auditor performed teshng and procedural reviews to assess the Agency's 
complim1ce m1d found that, except for one incident reported during the review, no incidents of 
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(b)·~~-) 

'fO'P 8ECR£f;7'S{;5"EALEl'{T 1i:EY{l(){;EtS'N8-YOR:1'1 

non-compliance had occurred during CY20 11. The auditor made recommendations for 
improvement to BR processes to strengthen controls and reduce the risk of non- compliance. 

II.D. (U) lP Program 
~------------------------~ ··--... __ 

thec::JIO..P.rogram at the 

·················································· . ········-... 
··--... _ 

II. E. (U) Report on the .__----------------=-=--··;;;...._j····· 
1 !·················· ........... ·: ............. :::::::::: ... :::::::::::::;;;;::;;::;;;;;;" ... "':'~~m-P.L. 86-36 

..---...tt!!tQ;rtt!~~[zj!Zj4"t;",~~--~--·'· .A .. team;·l:~g:::b:yAhe"N'S'A OIG with I .• fbJ(3)-50 USC 3024(i) 

...._ __ -=---:~-:---:--::-:--r---.._·0;;;·· IGp~~:t,i,s!pation";''conducted a study o~ bvhich is\ 
owned and maintained b ..... :The·hwiew focused on the rocesses associated with SIGII'1JT 

data acquired fi:q_nl,__--:------:------:--:~~~~---:-----~--:~~~~---.---~ I laridfound weaknesses in controls for handling and protecting SIGINT data. The 
report, published! l·in.~luded recommendations to address the weaknesses. 

II.F. (U) Misuse of the U.S. SIGINT ~~;~~iii '(b)(

1

) 

(U) Nothing to rep011 .............. (b)(3)-P.L. 86-36 

II.G. (U) Congressional and 10 Board ... Notifications 

(I) H£//8Ih'Uf'-)l I'Ns~css notified the Congressional intelligence 
committees about an overcollection ofF AA §702 upstream collection as well as collection under 
other authorities. I .(b)(1)' 

........ · \ 11-'.L. 86-36 
/ / · .. 50 usc 3024(i) 

I'NSA has 
._d,..e-p"""l~o-y-e...--da-s"T;h-o~rt--t~e-n_n_s-o"""llt""!'Jt_w_n~t:-o-a...,...,dd-:re_s_s""!"ttr-1e--pi-.o.,., b.,..l~e-n_1_ai_1..,...dis-co-n""!'tl_n_u_m_g __ w_o..,rl~<< _.on a long- term 
solution. 

(2) ffS//SIHNFJI INSA/CSS notit1ed the Congressional intelligence 
committees about .the unauthorized disclosure of classified national securit information derived 
fi"om SIGINT 

(.\.SWell as limit NSA' s access to other sensitive communications in the long term. NSA's OGC 
....... has filed a Crimes Report with the Department of Justice. . ... :::::::::::> ... 

(b)(1) 

(b)(3)-P.L. 86-36 
(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 
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... ·· .... ···· (b)(1) 
. .· . . · (b)(3)-P.L. 86-36 II.F. (U) Other Notifications 

(TS//SIN~W) NSA/CSS notified the AG of0-intelli"g~~~~:-~r·~lated collection activities 
associated with USP hostage and detainee cases. 

Ill. (U) Substantive Changes to the NSA/CSS 10 Program 

(U/f.FOOO) To improve its management and understanding ofthe rules and 
interpretations ofFISA-relatecl authorities, NSA has established an effori known as "Rules 
Management" to manage, organize, and maintain the authorities, policies, and compliance 
requirements that govern NSA mission activities. One ofthe key components ofth.is effort is 
focused on technological solutions to support and simplify mles management. Two systems 
have been created to provide searchable databases that NSA persormel can use to find 
authoritative documents for NSA's FISA activities, as well as implementing guidance. One 
database is operational, and the system containing the more advanced document management 
and search capabilities is in development. 

IV. (U) Changes to NSAICSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or lntell igence-Related Activities and the 
Reason for the Changes 

(U) Nothing to repori. 

V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1- R, Procedure 15) Inquiries or Matters Related to 
10 Programs 

(U) Nothing to rep01i. 

VI. (U) Crimes Reporting 

(U) Nothing to Repoti 

VII. (U) Other Matters 

(~/,G:>W) The NSA OIG is investigating an allegation that activity associated with a 
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