NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE MARYLAND 20755 6000

15 January 2013
MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to.the Secretary of Defensef_(huellige:lc'e Ov.ers'igh;)‘

SUBJECT: (U/A€4H0) Report to the:Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/FFSTUYT Except as previously reported to you or the President, or otherwise stated in the-
enclosure, we have no reason 10 believe:that intelligence activities of the National Secumy Agency during
the quarter ending 30 September 2012 were unlawful or contrary:-to Executive Order or Presideritial
Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order 12333, as
amended.

(U/AFEE0) The Inspector General and the General Counsel continue to exercise oversight of
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and

counsel.

GEORGE ELLARD
Inspector- General

RAJESH DE
General Counsel

(U/ESY6) | concur in the report of the Inspector General and the General Counsel and hereby
make it our combined report.

Genelal U. S, Army
Director, NSA/Cluei CSS

Encl:
Quarterly Report

This document may be declassified and marked

“UNCLASSIFIED/Aorofficiat-tise-Omy™

upon remaval of enclosure(s)

Bpproved for Release by NSA on 12-19-2014, FOIA Case # 70809 (Lifigation)
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I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that
Violated Law, Regulation, or Policy and Were Substantiated during the
Quarter, as well as Actions Taken as a Result of the Violations

LA, (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333
Authority

l.A.1 (U) Unintentional Targeting or Database Queries against. United gteiégs P.1.. 86-36
Persons (USPs) or Foreign Persons in the United States (b): (3) -50 USC 3024 (i)

the National Security Aoency/Cennal Secmxty Servxce (NSA/CSS) contmued
[ - | As palt of that process, duphcate selectors were

l::]actwe selectms
e 5 b L 6236

U/FOHO 1 During the. third-quarter 6T CY: 7012, smnals mtelhcence (SIGINT) analysts
in instafices inadvertently targeted communications to, from, or about USPs, while
pursuing foreign intelligence tasking or performed a query using a USP selector. Unless
otherwise specified, all intercepts, query results, and reports have been deleted or destroyed as

required by United States SIGINT Directive SP0018. ) (1)
T (B (2)
LA.1.a. (U) Tasking Errors (bJi¢3)-50 USC 3024 (i)
(1) CESHSHREE-FOHSAFYED | R
were_erroneously targeted and collection occuued The first collection euor
occurred | |because-a-collection operator| B

['a-second error occuued
because a collection operator| e
All collected data has been purged. Ug))

(1
"3)-P.L. 86-36

|d1d not

comdmate w1th SIGINT analystsl |
1 | All results were deleted| and no
. reports were 1ssued 1 ’ |
*._the SIGINT analysts are now comdmatmcr W1th| I
1 |
(3)-(%%97&3] | an NSA analyst was discovered to _have tasked a
selector associated ‘with a USP. The target, previously believed to be foreign: a
USP who Iad been ludnapped ina f01e10n llostaqe case:| the selector was

-P.L. 86-36

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20371219
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FOP-SECREF/STHIATENTKETYHOEE/NOFORN /(P (1)
/ tb) (3)-P.L. 86-36
(b) (3)-50 USC 3024 (1)

lit was discovered’ that a tasked

selectm for afi-e-mail account beheved to be used by a foreign target| .- |
I-—_——_——___—L__g_-g lTl .......... elé@ 1

: (b)(3) -P.L. 86-36
was detasked'] | and no reports were 1ssued. ; (b) (3)-18 USC 798
i 3)-50 USC 3024(i
: (5) @S#SLMREE—?O—H—S%—F%‘E‘HL____] an NSA analyst discover He 0
I |
Taigeting of personnel | lwas authorized as long as
one‘end of the collection is outside the United States; however, upon further research, the analyst
determined that both ends of the collection were in the United States. Non-compliant data was
purged| |

(6) (SHSHREETOUSAFYED)| ] an NSA analyst learned that

unauthorized collection had oeeuired during a survey operation and training event because of a
misunderstanding_ betwéen NSA headquarters and an NSA field unit about activity approved. A

request to.disseminate collected data led to the discovery that unauthorized collection had

A.A,.uoccuned All e-malls contalmng the unauthouzed data weledeleted ITo

operatlons IS 1eqmred
. 86-36 T

(7)-(?5#8%%&-?9—8&%—%[ |during the test of a collection
system, a developer inadvertently collected data that included U.S. telephone numbers. The
error occurred because the developer | -
| [The developer deleted the collected,..data and
R s e
| | tb) (1)
(53.(3)-P.L. 86-36
LA.1.b. (U) Database Queries (b) 13)=50 USC 3024 (i)
(1) ASHSHREE-FO-HSAFVEY|

(2) (U/IFOTO) On[____]occasmns duxmg the third quarter, analysts performed overly
broad or poorly constructed database“queries that potentially sought or returned mfounatxon
about USPs. These queries used| ]

| |that produced imprecise’

results. On| _|ofthose occasions, the queries returned results:-which were deleted or aged’ off.
as required, and no reports weré igsued:—Analysts ° who pelfouned these- queues were counseled
by the ir management.

(U) Procedural and other errors contributed to the following incidents: (b) (3)-P.L. 86-36

3On[_Joccasions during the third quarter, NSA analysts

..................

performed.quertesin raw traffic databases without first conducting the necessary research
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ﬂﬁ§yrig
(5).{3)-F. L. §5=36--

were issued.

o TSHSYREE-TFOUSAT S During a routine database irdit] {NSA
_database developers were discovered to have ynknowinely run multiple gueries ina
“.. database|

2 ~ [while performing software testing on a new database, the
" developers ran the queries multiple times because software flaws prevented the queries
from executmg proper ly No lesults were returned. To prevent future errors, the

""" 1y developers-will-test-queries-using that have been verified

b)
{b) {3)-P.L. 86-36 beforehand.
b) (3)-50 USC 3024 (i)

- (SHSHRET-TOUSATVET] - |2 SIGINT analyst

mistakenly ran queries in raw traffic databases on selectors associated with a USP

because the analyst believed that the target, a USP, | ]
| | The selectors were detasked
| |reports-were.cancelled 1 Joft them. we USP~~iafo1‘_1,ilat10n

masked. b) ( 1 )

-P.L. 86-36

| l Né"‘i'e'salts were 1etmned by the quexy The developer was

—(-S#SM‘REHG-HS?:WEAQI Jan NSA database auditor learned that an
By 1) analyst-had-runa-query-in-the-Ticorrect 1aw STGINT- databasel | The

(BJ43)-P.L. 86~ 36111ery was stopped before letmmn0 results. The analyst was counseled.
(b)(3) =50 Usc 3024 (

—GS-ALS%%HG-EWI lan NSA database auditor discovered

. . that, as the result of a, software failure, a query was run in a raw traffic database against

|t~h"e query results were deleted. No reports were issued.

-(—S%%H&E-HG-HS?:—F’«%I lbecause of an error in the interface of a
raw traffic database, an analyst performed a query that did not contain the e-mail address
he'had entered in the search field. As a result, the query- returned a large number of
results, which were deleted. The problem was reported to the database team to make
changes. | to the interface to prevent future errors.

. -(-S#IEEL—-"PG—HS&—F’PE%I [ while conductmo atest an NSA database

developer unknowingly executed| lpueries agai

altered the query| pon dlscovery of the soﬂwme ﬂaw the
query function was disabled until the software was updated to fi

-P.L. 86-36

s’bftwa’re, a
software tester unlmownllglsi""pelfmmed| lqneues agamst raw SIGINT bf the
[ Jqueries contained | | A'software flaw allowed the
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. 86-36

> SHSHREE-TOUSATFvERL I:éﬁel 1°tuimng from a month-long cldss,
an NSA analyst learned- that] T hssociated w1th a valid foreign °
target | |w1111e the tawet ‘was in the United Statesl 1.
[The selectors had begh detssked | 1
The analyst deleted the
query results}| [and no reports were 1ssued. The analyst was counseled to
befme extended absences from the office.

° "(‘T‘S#S‘I?‘/N‘F‘)'r Ian NSA database auditor discovered that an analyst had
queried on a selector associated with a U: S~-~.mlhta1y| Im a raw traffic database on

deleted | | The.analyst’s database access Was tempO‘
addition, the analyst was counseled on the propéi qirerying-techniqu
retake intelligence oversight training.

o —~FSHSHAREEFO-HUSATFVEY) . " Jan NSA analyst queued w1thout )

authorization on the selector ‘ssociated w1th al 1
|- Ttig etror occurred because the analyst believed that the select01 was an altelnate
selector for a valid foreign target_ The query 1etumed results. wluch were deleted no
reports were issued. The analystl |to plevent
future targeting.

-P.L. 86-36

—(FSHSHAE | |40 NSA analyst impropérly performed a query on a
selector authorized under a Foreign Intelligence Surveillance Court (FISC) Order in the
incorrect raw traffic database. No results were refurned by the query. The analyst was
counseled to perform queries on FISC-authorized selectors|
| ipproved databases.

> {SHSHREE-TOUSAFYED l an NSA analyst discovered that a
query of a.valid f01e1gn target 1 lin a raw SIGINT database when

had detas ked the target’s e ma11 selectmr [ TIE AATY ST

................................................ Iand no results were returned; no reports were
[the analyst was counseled] l

|an NSA analyst péiformed [ lqueries ona U.S.
organization in a raw traffic database without formal authorization because the analyst
incorrectly believed that he was authorized to query due to a potential threat. No results
were returned by the query. The analyst was counseled that targeting or querying USPs
was not permitted without formal authorization.




DOCID: 4165219
~LORSECRETASHALENT-KEYHOTE/NOFORN —

° W@W | a SIGINT analyst inadvertently queried
ona U.S. telephone selectdr in a raw traffic database. The analyst deleted the query|

[::] No Tesilts were 1et1uned by the query.

. ﬂWﬂW - | l a SIGINT analyst performed a query in
’ usmo a selector.that ' was associated with a USP. The targeting

' ETTor occuuea because tf e analyst-tiad failed

assoc1ated with a USP. Upon 1eal1zmg the error, the analyst deleted the query. %)(1)
L results were returned by the query. " (B)(3)-P.L. 86- 36

(b)(3) 50 USC 3024(j)
Y -é?—S#Sﬁ?@‘)l | an NSA analyst performed a query- it a raw traffic
“database using a selector associated with a USP. The analyst deléted the query and.
result§]--.. ] and no reports were issued. The analyst was reminded that

quelylng onYUSP selectors without authorization is plolublted and that query lesults
returned by the unauthouzed query must be deleted :

°-(-576‘SH7‘REE—'F9-HS?:—F’V‘E-‘6{ | an NSA analyst discovered that al
software flaw had allowed a query .~
| - |'Upon discovering that the query returned a larger
numbel of results than expected, the analyst canceled the query and deleted the results
withoiit viewing them. The analyst reported the sofiware problem to the database

developels to develop apatch. e o0
( I S” SI” EJFJ .............................. (b)(S)_P.L' 86_36 |
. |2 SIGINT analyst pelfonned""{%nthout proper  ()(3)-50 USC 3024()

authorization a query in a raw SIGINT databage.on'd “selector associated with a USP
While trying to verify the status of the.taret, the analyst queried the raw traffic database

~}+To av01d future errors, | |

l ‘No results were returned.
. -QS#SI-/-;‘REHG-H-SH%UE-‘PH r l

United States r____——__—__]querles returned-resul

..... i OT0))
wereissued. R (b)(g) -P.L. 86-36

ESHSHANEY| Ia SIGINT analyst ran a query on-a’ prev1ously detasked
selector that had been determined to be a USP. ,

|The query returned results, which were

deleted.

i1
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. —fT'S#Sﬁ‘NFﬂ | an NSA analyst performed a query on a selector

asso¢iated with a USP that contained a date range not covered by the approved
consensual collection ag1eement The analyst included-the period-of] |

| and no reports were

59 | “ I an NSA- database auditor discovered

tiiat;an anal st had per ounequueues in a raw traffic database wit "‘Gut:__—]
| |t0 éxclude USP data. The. error occurred because the analyst incorrectly

beheved thaf: l T

| “}-.The analyst deleted the query 1esults| | The auditor
advised the analyst {0 ensure thiaf had been implemented properly by
the interface: befme quier ymg

—@#SMP&MQ—ES#—F%@%| | an analyst conducted a query that

. contained selectors associated w1th| [targets in the United States. Non-compliant data
was deleted, and the analyst was counseled on proper query procedures.

BTy
(b)(3)-P.L. 86-36 query ina raw SIGINT database[ | No results were returned.
(b)(3)-50 USC 3024(0),

| The error

[ | an NSA analyst mistakenly performed

(S :Si :iff i E ES7 : I E !j .......
“.. that ueries had been conducted in a raw SIGINT"'aﬁt‘abasel
The analyst was counseled. No reporting or dlssennnation resulted.

o —LFSUSHMNEY ] |-an-NSA. analyst mistakenly queued in-a raw traffic
database on the selector associated with a USP. Upoii tealizing-the error, thi 1alyst
b) (1)
(b} (3)
o (SHSHREE-TOUSATYEYD- |t NSA analyst queued on his own
personal identifier in a raw traffic database because the analyst was unfamiliar with the
database interface and was not aware that he was searching_against raw traffic. The
analyst was provided training on proper querying teclm_iqii'es.

deleted the query results. No dissemination occurred.

. —W)l |an NSA database auditor discovered that
an analyst had queried in a raw traffic database on| j
| [were accidentally included among the search terms in the query.
The analyst was counseled. No 1esults were returned , and no reports were 1ssued

o {SUSIHREL-FOUSATFVER[ | an analyst queried 011|:]select018
associated with a foreign intelligence tatget known tobe in the United- ‘States because the

analyst entered an incorrect date range for the- quely The analyst was counseled, and the
results were deleted. :

"""'"(B><1)
(b)(3)-P.L. 86-36

~FOP-SECRET ST ATENKEFHOREANOFORN—

-P.L.

86-36
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. W@-ﬁsﬁﬁ%ﬁ-{ |an NSA database auditor

discovered that an analyst had queried in a raw traffic database on

The quely returned no results. 7

| while responding to a request for
"Traw tlafﬁc databases on a selector assomated w1th

?

111f01mat10n an analyst queu

an NSA analyst learned that a
S ——rawtraffic-databases| |
(b)(3)-PiL 6—36| fvas associated with a USP. The queries and results were deleted. No reports were

-(-TS#-S-E%FF)I ..... | an NSA analyst queried without appropriate FISA
authorization on af untasked selector associated.with] |
gh. arl e |FISC Order exists, neither the target nor the

as included in the order | the analyst was counseled on
{b)(1) the restrictions for querying on selectors not authorized under FISA authority. No reports

(b)(3)-P.L. 86-36 were issued.
(b)(3)-50 USC 3024(j)
s (SHSHREECTOUSAFYED] |after discovering the foreign
target’s the United States, an NSA analyst continued to perform a
query ina raw tratiic database to determine whether the target was in the United States.
The analyst.was counseled about reviewing selectors and promptly detasking them after

S5AEY- |a ,,S,IQINI,.analystuq.uelfied-~[:]
ociated with-a foreign-intelligénce farget when the target was known to be in
|the analyst requested detasking of all

yst deleted thié girtery and-results |

(b)(3) P L:86- 36 """"" .
| Upon discovery of the error, the analyst stopped the
query and deleted all query results. No dissemination occurred.

~+SHSHREE-FO-USAFVET)| | NSA analysts discovered that

P 1 lon selectors for foreign
" intelligence targets while the targets were in the United States because queries

]

[the analysts
ueries and deleted the results; no reports were issued. To prevent future

1)
B)(3)-P.L. 86-36 7 L ”
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............................ fand deleted the resplfS| [
-Noreports were issued.

. ‘fS#SﬁIRfH@'US‘H‘VE‘ﬁl |whlle conducting a test, an
NSA database developer performed queries 1n a raw traiiic database on selectors that

| | The query resiilts were Tiot stored. (0)(1)
(b)(3)-P.L.86-36
LA1.c. (U) Detasking Delays (0)(3)-50 USC 3024())
(1) 31 |an NSA analyst discovered that the

se]ectms assomated thhf___:] valld fmelon targets had remained on task when the talgets were in

ere 1ssue

| 8 NSA analyst-discovered- thatl:I
associated with a valid fo1e1gn target had remained on task when the target was in the

~-Lnited Statgs:- because the analyst was away from

théoffice for [onig-term training, The analyst was advised fo detask selectors before extended
absencés. ﬁom the office: ...

(3) |an NSA analyst discovered that a
. selector assocmted with a valid fo1e1gn target had remained on task while the target was in the
*, United States because the] ]
1 | the selector was detasked and the results were
deleted. No reports were issued. The analyst was counseled on immediate detasking procedures.

(4) SHSHARELTFO-TSA—FVER)| | an analyst discovered that selectors

associated with a valid foreign intelligénce target had remained on task while the target was in

the United States. | |
I | The selectors were detasl\ed . Non-compliant data
" has been purged, and no report s were 1ssued

(3) £ y | | the selectors associated with a
fOl elgn taiget 1emalned on task when the talget enteled the United States. ol l The

) ~delay occurred becaiise: acency analyst did. not| |
selectors] |

No:Feports were.issued

(b)(1)
(b)(3)-P.L. 86-36
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(6) (SHSHREE-FO-USA—FYEY)

fan NSA analyst discovered that
collection had occurred Iassomated with a valid.foreign target, even
though the selectors had been detasked| e |
-The. collecnon was attubuted to a plocessmg 61101| T |
r

|

tb)m)
b)(3)-P.L. 86-36

|hiat the target was in the United States but
Jselector
was detasked. No data was collected.

(8) SHSHARFEFOHSAFVEY)| Iselectors associated with a
valid foreign target were discovered to have remained on task while the target was in the United
States. | lthe analyst

| [-another analyst discovered| [/
l Iand detasked them. The results"were deleted and. no repons were 1ssued
©)
foreign target}

I o ‘j' lyst. di

(b)(1)
s 7 (D)(3)-P.L. 86-36

States ﬁoml ..... i

| ]-t—he‘"éiﬁalyst had talled tq__cﬂl_etask this selector The analyst deleted the

collection associated | lN‘(")'" reports were issued.

(11) SHSHREETO-USATFVEY| (D) (1)~
—|L. 86-36
. BUSC 798
. 0 USC 3024(i)
(12) tSHSHREE-TOUSATFVEY)[ | an NSA analyst discovered that

electors associated with a valid-foreign target had remained on task while the target was in

the United_States .| |after learning that the target had traveled to the United

States on Ithe analyst detasked sglﬂeﬂg;t_msl lwhich remained on
task pntill | Confusion about-wheth

(o)(1)
(b)(3)-P.L. 86-36
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purging. The analyst submitted a purge request for non-compliant datal | No
reports were issued.
(13) (3HSHREE-FOrUSATTFVET) | an NSA analyst discovered that

selectors associated with a valid foreign target had remained on'task wlnle the target was in

the United States. |
associated selectors]

)(1)

(14) (SHSHREE-FO-HSA—FVEY)| |-at NSA analgist discovered (0)(3)-P-L. 86-36
that one selector associated with a valid foreign target had remained- on task “while the targét was
in the United States. The analyst first became aware. the tar get }the
United States| }-Atter conducting Turther research, the
analyst found that the target’s e-mail’ selectm was still tasked. The analyst detasked the selector
on] Jatid 1o reports were issued.

(15) {SHSHAREE-FO-TSAFVET)| |NSA analysts
discovered that selectors. associated with| Jvalid_foreign targets had retiizined on task
while the targets were in the United States.| |detask:request of the

Jthe 1Inited-States;-collection- occmred ot the-selector

(16) {SHSHREE-TFOHSATFVYED SeIectms assoc1ated W1t =.

a Vahd foreign target were dlscoveled to have remained on tasl.c while t le target was in the /;

l [ ‘the

(17).@SHSIAREL-IO-USA—F%UE-¥)I lan NSA analyst discovered

that a selector associated with a valid foreign target had remained on task-while the target was in
the United States. Although|
| }the-tawet S. Selectms 1ema1ned on taskl

l

despite] ) , ;
| in th"é” Umted States The- e1101 occuued becaus was
not aware of the detask 1equests All NON=CC

issued.

- l an NSA analyst discovered
that[ _]sé lectors had 1ema1ned on task after the expiration of a consensual collection request on
“The delay in detasking occurred because the analyst was not aware that the

10
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(b)(S) P.L. 86-36 “TOP SECRET//ST/TATENT REYHOTLE/NOFORN—
(b)(3) “50.USC 3024(j)

kIS | The selectors were detasked
Ne collection on these selectors occurred.
(zo)fif-s#swé@-] lan-NSA-analyst-discovered-that]_} seleqi_g;.s (b) ™)
associated"with’ alid foreign targets had remained on task while the targets were-in'the

: e b)(3)-P.L. 86-36
United States] e

|
1

|was notified about the selectorsthat were to be detasked, and all

selectors were detasked| | N6 collection resulted from the selectms and no
reports were issued. ()
3(3)-P L. 86-36
.....A-.4.“.....“.“.'.....NA.......A... :l(b')(‘3:)‘-1 8 USC 798
1A2 Ul : | | . (b)(3):50.USC 3024(j)
(1) tSHSTRBE-TOBSAFVET | ]
(2) EsHsHaE) | |

LA3 (U) Unauthorized Access

(1) SHSHREE-FO-HSATFVED] }two.analysts accessed raw SIGINT
from a location not approved for that access. The analysts were counseled to ‘ACCEss raw SIGINT
only from approved locations. e (b) (1
(b) (3)—P.L. 86-36
(2) (SHSHREL-FO-USA—FVEYY TEW SIGINT data was stored in
files accessible to NSA personnel who did not have the appropriate training and were not

authorized to view the data. The data was moved to files for which all personnel with access had
the required training.

LA.4 (U) Data-Handling Error

(1) SHREEFO-BSATFVEY On six occasions l NSA
analysts disseminated raw SIGINT in e-mails to IC agency analysts and other external customers

not authorized to receive the information. The e-mails were deleted, and all analysts were
counseled.

2) (TS SHANT) O]
= ‘ I —b¥(3)-P.L. 86-36
(b)(3)-50 USC 3024())
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FOP-SECREFHSHALENTHEFHOEENOFORN- (0)(3)-P.L. 86-36
’ (b)(:&) -50 USC 3024(i)

(JWI | an NSA analyst passed raw SIGINT data
to a database w1thout mmumzmo the U.S. identities. The data was  recalled| |
I ]NSA pe1301mel 1evealed the

_ INSA analysts disseminated
. ot aitliotized-to-receive. the information because analysts
Aied.an incorrect ahas that ificluded the names of analysts from external oigaiiizations:

the analyst recalled the e-mails:{ |the analyst sent a follow-up

e-mail to mtonn 1e01p1ents to delete the e-mail.

(6)'&"-8#5{%311-)] in response to a request for information, an NSA
analyst disseminated in ait-e-mail to an IC customer not authorized to see the information a
selector associated with a USP:{ | the analyst requested that the e-mail be

deleted. The analyst was counseled on proper minimization procedures.
I.B. (U) Foreign Intelligence Surveillance Act (FISA)

I.B.1. (U) NSA/CSS Title | FISA

[.B.1.a. (U) Detasking Delays

PSSR | }-an NSA analyst discovered that a telephone selector
associated with a valid foreign target had not been detasked|
--Although

|the-analyst. responsible for the telephene selector had tallecl_ to subnn aTequest
for detasking. The selector was detasked ]

| | No-reports-were issued.

0
(b)(3)-P.L.. 86-36

[.B.1.b. (U) Unauthorized Targeting
(1)—(5118#8}79‘?@[

i fall communication s collected on these selectors were
i/ requested to be purged. No reports were issued.

(2) LESHSHANE |
(b)(1)
(b)(3)-P.L. 86-36 —FOP-SECRET ST TATENT KEYHUTLE/NUFORN
(b)(3)-18 USC 798

(b)(3)-50 USC 3024(j) 12
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{6)(3)-18 USC 798
(b)(3)-50 USC 3024())

had

| an NSA analyst dlSCOVCled that collectlon

! J Non compliant data was deletédl |and no reports were 1ssued.
NSA has taken steps to ensure that operational plans are properly reviewed and approved.

: (4)-6%%@-)-[ | an NSA analyst discovered that a selector
assomated ‘with a valid foreign target had remained tasked after the target had departed the

% United Statesi |
] | the analyst detasked the selectors and

subnntted apurge request for the collected data. No reports were issued. To prevent future
occurrences, | |to ensure that selectors of targets
departing the United States are detasked timely.

1.B.1.c. (U) Unauthorized Retention

—FSHEHNE| fan NSA analyst discovered that data collected undelz
| " |EISA.authorizations had been retained in a raw traffic database longer, ithan
the authorlzed retention period. The data was piiiged; and-no-reports. were, issued. The anﬂlyst
_was counseled on retention procedures.

(b)(3)-50 USC 3024()

"~ 1B1.d. (U) Unauthorized Access

1 | |because of éi"if_éiW’fféfﬁ'é"'d"at"abjas"é;:'féi'ror;DSIGFNT
analysts were allowed to retrieve data collectedl — -~ |FISA authority that
they were. not authouzed to access. | |
[ . [Fhe ploblem will be ﬁxed Tn a Tuture software update.

I.B.1.é?°(U) Data- Handhng Errors
(l)fSA%E-Jr‘FG—HS-P:—F‘V‘E‘I‘) a Branch Chief discovered that, because

| [FISA data had been disseminated improperly in an
e-mail to a distr 1but10n Tist that contained the names of two individuals not authorized to receive
the information. The e- malls were recalled, and the analyst was counseled on proper
classification markings.

(2)-(SﬁREH6'H'SﬁrPﬁ’1‘) an NSA contractor not authorized

for access to FISA data recovered a FISA document from a printer in a contractor SCIF not
authorized for FISA data. Another contractor, who was authorized for FISA data, had printed
the document four times because he believed that the printing had been unsuccessful. The copies

~FOPSECREF /ST TATENT KEYHOTE/NOTFORN—
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remained on the printer until they were discovered by the contractor. A second contractor, who
also believed that printing had been unsuccessful, forwarded the document in an e-mail to a third
contractor. All copies of the document were retrieved and destroyed.

1.B.2. {SHREETFOHSATVEY)

{B)(1)
(b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(j)
I.B.2.a. (U) Data-Handling Error :"

|.B.3. (FS/St’NF] Business Records Order h

(b) (3)-P.L. 86-36
(U) Nothing to report.

1.B.4. (U) FISA Amendments Act (FAA)

(p)(g)rP.L. 86-36

I.B.4.a. (U) FAA Section 702

(U//FOBOTNSA/CSS has implemented a new process to ensure, that FAA §702 data
required to be pureed is purged from NSA/CSS databases. NSA created: al =N _

|t0 identify non-

compliant data that should be purged.

[.B.4.a.i. (U) Tasking Errors
(1) CFSHSHREEFO-BSAFVET I -an NSA analyst discovered that a

selector had been tasked in error. An IC analyst had made a typo graphical error in the selector
and passed the incorrect selector for tasking to the NSA analyst. | |.the analyst
detasked the incorrect selector and submitted the correct selector for tasking. No: collectlon

occurred.

(Z%M%HGHSA—F*‘E%‘){

information has been purged. No reports were issued.

(3) FSHSHREE-TFO-BSAFVET] € NSA analyst. dlscoveled that [_—_l

selectors had been improperly tasked because there was insufficient mformatmn to verify: that the
targets were located outside the United States -Additional mformatlon was provided to correct
the tasking of| - | Non-
compliant data collected on theDselectms has been purged. "

(4) FSHSHREE-FOBSAFVED] lan NSA analyst discovered that a

selector had been tasked in error because the target did not meet the criteria of the FAA §702

7
e

14
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. certification. | |th¢___§§lect01 was detasked. Non-compliant data has been purged,
“and no reports were issued.

(5) AESHSHHREE-FO-HSA—PVER| V4 NSA analyst discovered that an

-11ia1[ selector for a valid foreign target had been tasked incorrectly bécatise:the, .£-mail address
] g ] The incorrect selector was associated with aUSP. ¥ Was

detasked and non-compliant data was purged. No reports were issued. (o)1)
(b)(3)-P.L. 86-36

(G)ﬁS#SI'#REHG'HSK‘F’V‘E’&‘)l Jati NSA analyst discovered that a

i selector for'a valid foreign target had been tasked incorrectly. An IC agency analyst mistakenly
 believed that] |
| | The incorrect selector was determined to be associated with a USP and was

detasked. Non-compliant data has been purged , and no reports were issued.

(7)‘CTS7¥Sfﬁ‘REb-T6-Hﬁ#rF’v‘Eﬁ| lan NSA analyst discovered that a

foreign target’s selector had been improperly tasked under FAA §702 because taigeting

procedures were not followed. The selector was detasked | ; ] ) (

target’ s travel to the United States; | e P) (3)-P.L. 86-36
| The selectm was detasked] [
| -Non=compliant data has been purged, and no reports were issued.

(SH%%HO-HS&—F%DE%I |-an, NSA analyst dlSCO\/el ed that a

tasking] T

JﬂTh.e.selecto,t4.wasud.etasked..,i l No- collectmn occul

: b)(1)
(9) (FSHSHAES an NSA dnalyst feartied” r—]seté ors for a (Q)(?»)"P-L- 86-36
foreign target had been erroneously-tasked because|
-not-aiitliorized under the FAA §702 certification. Upon recognition of the error, the
analyst detasked the selectors. No collection occurred.

(10) tFSHSHREEFOHS ARV _|-an'NSA. analyst learned tha,t_

a selector had been improperly tasked under FAA §702 authority [ .. |bex :
targeting procedures had not been followed. | ] fthe: Selector was detasl;ed.v;.v b)(3) -P.L. 86-36

and two reports were canceled. | [it.wiis-ledined that data collected on this
selector remained on a dual-route to an IC customeér, ‘ l

| | Non-compliant data collected | |has been
purged.

(1 l){-S#SI#P:EHG—HSA—F’v‘E%F—}' I an NSA analyst discovered

that a selector associated with a foreign target had been tasked incorrectly. The selector was
detasked, and non-compliant data has been purged. No reports were issued.

I.B.4.a.ii. (U) Database Queries

15
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e (b)(3) -P.L. 86-36
—PGP%GRE—BWKE—PHGMGFGRN (p)(;}) -50 USC 3024(j)

( l)-(-IS#-SL@LREJ:#O-U-SA—F%‘Ei‘) On| |occasions in the third quarter, analysts
performed in FAA §702 data collection 6verly broad or poorly constructed database queries that,

potentially targeted and retumed mfolmatxon about USPs. These queries used| | |

86-36

(2)%%&%%&@%1 |an NSA analyst performed in a raw
tr afﬁo da__tabase queries on a selecfor associated w1t11 a USP.- I I the results
were deletéd:-No Teports were issued. P

3 )"("FS*/S%IF—)MOnDoccasmns NSA analysts
unproperly queried on the. seleetos associated with FAA §704/705(b) USP targets in FAA §702

__Jawtiaffic databases.-| |

| The analysts were counseled on the procedures for querying on
FAA §704/705(b) targets in raw traffic databases. The queries and results were deleted.

(b)(3) F’ ES 8636 (4)'(‘?8#5‘176‘-NF-ﬂ ................................... an NSA database auditor discovered that an analyst

_ had"performed an lmpmpel query in a raw tfaffic-database, While conducting research on the
. selector béfore querymsz the analyst noted that the target’s e-mail aécount| |

b | Although aware that OGC
approval was re uued foi' the analyst missed that information while conducting

(D)fSﬁSﬁREI:—'F@'HS?%-F’v‘E"ﬂ*} analystimstakenly
performed a query in a raw traffic database onl ,,,,, selectors-that had yeen detasked because[:](bm) -P.L. 86-36
| |the-Unitéd’ ‘States. The analyst intended to check the: taslung tool
but querted the raw tratfic database instead. The selectors were detaskedl """ 3
and non-compliant data has been purged. No reports were 1ssued

(6 (SHSHREE-FO-USAFvED] |an NSA analyst discovered
that a selector associated with a valid foreign 1ntelhgence target remained on task after the target
had arrived in the United States. While conduicting research on the selector, the analyst
performed a query in a raw traffic database when the target was known to be in the United

States. | | thie selector was detasked. Non-compliant data was purged, and
no reports were issued.

I.B.4.a.iii. (U) Detasking Delays

(1)(FSHSHAE) | lanNSA-analyst detasked] .. )
associated with a target who had entered the Umted States, butf- " 13)-P L. 86-36

| The Seloctor s were detasked and non-compliant data has been purged.

16
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(2) )| |~--a.,s_glector associated with a valid
foreign intelligence target was discovered to have remained on task-after the target had arrived in
the United States. | }the analyst

made a typographical error in the detask request and the selector remained on tei”s'kl |
-All-non-compliant.data has been purged,.and.no_reports were issued.

(3) |
selector associated with a valid f01e1 n_intelligerice” talget had Lemeuned on task aﬁer the targ
had arrived in the United-Statés. I - o

[ Jthe analyst had failed to detask the selectm """" The selector was’ detasked |

United States. |
| fthie selector was confirmed to have been detasked, and non-
compliant data has been purged. No reports were issued.

(3)4S#SMR-EL—TO-H&A—F¥E¥-)I l anNSA analyst dlSCOVEled thatq]
ha

arrived in the United States. | |
the.selectors were_ ¢

(b)(1)

detasked, and non-compliant data has been purged. No reports were 1ss ,
(b)(3)-P.L. 86-36

or for a valid foreign target

on task even though'it had been determined that the target was a USP 1 lthe
analyst detaskedl |. The )
selectO‘l 4was detgsl\edl | No_collection occurred, and no reposts Were 1ss§z%§5) P L 86-36

(b)(3)-18 USC 798
selectowy(3)-50. USC 3024(i)

(b)(3)-PL 86-3¢6 .....:::::::::::::"::..1:::::::::::11"::::;;' R —
©) B e | an.analyst failed to timely detask
| |selectors assocnated w1th valid tmemn targets, which were in the United States: I

(10) (SHSHREE-FO-HSAFVEY fan NSA analyst discovered that a

selector_associated with a foreign target had remained on task when thetarget was in the United
States. I the analyst

0
(b)(3)-P.L. 86-36

17
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did not detaskl lthe- Umted States | |t1}e selector

(11)LFSHSHAE} | selectors-associated-with-a-valid-foreigin: b(1)
intelligence target were discovered to have remained _on taskl l :':(b)(3)-P.L. 86-36

-Becaii§€ 0f an oversight, the analyst d}“c_!_,,not see the request to
detask all selectors associated with the target because the target-w WS m the United States The
alternate selectors were detasked| |-asid

No reports were issued.

(12) SHSHAREEFO-USATVEY-An NSA analyst failed to detask selectms assocmted

with two foreign targets known to be traveling in the United States ﬁeml

......... -P.L. 86-36
)(3)-18 USC 798
(b)(3) -50 USC 3024(j)

The selectors for both targets were detasked| |and non-compliant data has
been purged.

(13) lan NSA analyst discovered
that a selector for a valid for elgn talget had been tasked mcouect V| .......................................................................... | )(1)

( 14) | an- NSA analyst dlscovered

|the
| the selector was detasked,

3 | an NSA analyst dlscoven ed
sélector. assomated w&th avahd f01e1gn target réfiiained -on task]

| The

l

IThe selectm was detaskedl |
| | and all non-compliant data has been purged.
(16) SHSHREETFO-TSAF S because of a
miscommunication between analysts) kelectors associated with|  [valid foreign targets
_remained on task even t 1ough[ |

Ab)(1)
{(b)(3)-P.L. 86-36

E:lthe ‘Utited States] }-The error occurred becausel

o
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024() 0P SECRETHSIHIALENT—KEXHOLEANOFORN—
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| | The analyst
detasked the selector] [-Nen-compliant data has been purged. and no
reports were issued. To prevent future errors, | .
Et:]~and~-require~--t-hat~»a--seeen-d—--analyst~~r»evicw he-selectors: '65(1)

(b)(3)-P.L. 86-36
2y

because the target had

entered the United States, The-gifor occmred because]

| fwas 1 fiot shared with the analyst. Non-compliant, data has been purged, and no
reports were issued. To prevent future errors,| Jwill be sent to multiple analysts.

"1.B.4.a.iv. (U) Data-Handling Errors
(1) 4SHSHREFFO-USAFVEY)| |after completing an IO training

course, an NSA analyst realized that he had disseminated FAA §702 data in an e-mail to tlnee
analysts not authorized to receive the data. All e-mails were deletedl |

(2)&%&%&4@%&“&@5@] llt was dlscovered that an NSA
analyst had disseminated FAA §702 raw data by posting the data on mternal NSA web pages in

| lagcessible to analysts not authorized to receive the data.*.The non- comphant data
was removed | and arequest was submitted to lemove the: web pages.

(3 )—W}l Ian analyst fmwalded FAA data_ toa

handling FAA §702 data.

(J)Wﬂ

receive the data. The analyst delayed reporting the mc1dent for fea1 that the coworker would be
removed from the deployment. The analyst was counseled on the methods to check clearances
before sharing raw SIGINT data. -

(7)AFSHSHAIY| 4n NSA division manager discovered that notes
based onf Ihad been

—LOPSECRETUSIATATFEN T EFHOEFEANOTORN (b)(1)
19 (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)
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of a standardized process for sharing informal working notes and the provision of an NSA e-mail
account tg analyst who was not operating under SIGINT authorities. The manager
informed. analyst that the notes must be deleted and had the analyst removed from the e-
mail alias for notes.

(8)4SHSHAREE-FO-HSAFVEY)| an analyst unknowingly forwarded

FAA §702 data to a group e-mail-address containing personnel not authorized to receive the data.
 data“was removed from the servers and the analyst was counseled on the

appropriate alias'to use.

ﬂ .v. (U) Overcollection

(510

(b)(s)'“-‘P-L.-...?_éﬁ%s

() S AEVEY). during a regular review of E.O.
3 collection, NSA personnel discovered thaf] |

. NSA has deployed a; /
short-ferm solution fo address the problem and 1s confinuing wotk on a long-term solution. See
the summary of the Congressional Notification on page 23.

(2)ESHSHHREFFO-HSA—FVED)| | NSA collection managers ledrned
that | |

| |- Non-compliant ;
been marked for purging. Work on a resolution to the problem 1s ongoing.

b)(1
.B.4.b. (U) FAA Section 704 §§§%§o"ug%%%z4(o
.B.4.b.i. (U) Data Handling Errors
~(FSHSHAE | l“iﬁ.was“fliscovered tl_}a_tsf"' I_J
444444444 |Apurgewas requested | | A

The data flow _error has been corrected to prevent future incidents,

o)1)
(5)(3)-P.L. 86-36
|an'NSA analyst discovered that another analyst had

I.B.4.b.ii. (U) Database Query Errors

performed a query in a raw traffic database| — 1 The
analyst discovered the error when the original query was amended Jand he

results} b

I.B.4.c. (U) FAA Section 705(b)
I.B.4.ci. (U) Data-Handling Errors

20
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SHSTHREE-TO-HSAFVEH On Io.gg@sions] |~ a
SIGINT opelatm posted_ ~~~~~~~

I.B.4.c.ii. (U) Tasking Error
I.B.4.c.iii. (U) Detasking Delay

(TSHSHNET |
authorized under FAA §705(b) |

the analyst was counseled and the query was deleted.

I.C. (U) Consensual Collection
(U) Nothing to repoit.
I.D. (U) Dissemination of U.S. ldentities

FSHSHINE The NSA/CSS enterprise issued[:]uS_‘IGINT product reports during the
third quarter of CY2012. In[_JSIGINT products, disseminatioiis. were found to be improper,

and the reports were canceled as NSA/CSS. andl .analysts learned of USPs,

U.S. organizations, or U.S. entities named without authorization. Al data i 1n the canceled reports

was deleted as required, and the reports were not re-issued or were.re- 1ssued WIth proper

minimization.
I i o
ILE. (U) Counterintelligence Activities (b)(3)-P.L. 86-36
(U) Nothing to report.
I.LF. (U) Detection and Prevention of Violations ."""'(b)m

(b)(3)-P.L. 86-36
“ (b)(3):50 USC 3024(i)
(D)LESHSHANFT To reduce the risk of unauthorized telephony collection and plevent

violations, NSA/CSS has instituted a process that gives analysts greater and faste1 insight mté a
target’s location. | }

F Collected data was purged
from NSA/CSS’s principal raw traffic repositories when required.

(2) FFSHSHAT] l-.,

i
| NSA. analysts found [_Je-mail accounts |
FOP-SECREFASHHAFENF-KEFHOEENOFORN- (b)(3)-P.L. 86-36

21 (b)(3)-50 USC 3024(j)
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| fin-the.third quarter. Collected data was purged
from NSA/CSS’s principal raw traffic repositories when requiiéd; ™
()
I.G. (U) Other (b)(3)-P.L. 86-36

(U/FFOUO] In two instances, database accesses were not terminated when analysts were
deployed or reassigned to another site. Although not considered violations of E.O. 12333 or
related directives, the accesses were terminated.

Il. (U) NSA/ICSS Office of the Inspector General (OIG) IO Inspections,
Investigations, and Special Studies

(U/Fe80¥ During the third quarter of CY2012; the OIG reviewed various NSA/CSS
intelligence activities to determine whether they had been conducted in accordance with statutes,
E.O.s, AG procedures, and Department of Defense and internal directives. The problems

uncovered were routine and showed that operating elements understand the restrictions on
NSA/CSS activities.

ILA. (U) NSA/ICSS Representative

U/FOUE) As part of an NSA/CSS OIG field inspection of NCR| B
an IO inspector reviewed the unplementatlon of the IO program, 10 trammg and
application of IO sta11da1ds in the SIGINT mission activities performed at the site. The mspector

personnel were compliant with the treunm0 1equu ements The OIG 1ecommended ‘that an 100
structure be established that complies with current SIGINT policies and plocedmes and ensures
adherence to training requirements.

e “ (b)(a)'PL 86-36
I.B. (U) | I;;;;:::::?:;;::::::::..-..n--ﬂ‘""

fU//FGH@-) As part-of il NSA/CSS OIG field inspection of the | |

4ii TO inspector reviewed 10 program management, 10 training, 10 knowledge,
and the application of IO standards in mission activities. The inspector found that the site did not
have procedures to ensure that database accesses were properly terminated after personnel left
the site, and it did not conduct periodic reviews. Not all personnel had completed the mandatory
IO training. The OIG recommended that the site develop and implement processes for timely
access termination, perform periodic reviews, register all I0Os as mission auditors, and ensure
that training is tracked and completed.

II.C. TTSHSHANF) Report on NSA Controls to Comply with the FISC Order
Regarding Business Records (BR) Collection s (b)(1)

pauscc] I
controls to comply with the-FISC Order 1ega1dmg BR collection. ] |
anOIG auditor performed testing and procedural reviews to assess the Agency’s
compliance and found that, except for one incident reported during the review, no incidents of

T (b)(3) P.L 86-36
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non-compliance had occurred during CY2011. The auditor made recommendations for
improvement to BR processes to strengthen controls and reduce the risk of non-compliance.

I.D. (V)] [10 Program
| lthe-01G- coiidiicted & 1ev1ew of)(1)

the[  J1O.Program at thel | (P)E)-PL.86-36
lis under thé-operational and techmcal ;

control of the Director of NSA:In.a report published| |the OIG evaluators

cited several weaknesses in the IO prograiii; mcludmg a lack of centrahzed management of IO
activities and internal controls. R /

ILE. (U) Report on the| ' 7

- (b)(3)-P.L. 86-36

with r—:( b)(3)-50 USC 3024()

wlnch 1s

owned and maintained by]

data ac?uued ﬁon,1| ...........................

report, published|

. PR
(U) Nothing to report Ebggag-P.L. 86-36

II.G. (U) Congressional and IO Boarq_,N”d'tﬂ'iﬁfications

(l)-@IS#SI-h‘NFﬂ |NSNCSS notified the Congressional intelligence
committees about an overcollection of FAA §702 upstream collection as well as collection under
other authorities. | (D)(1)-
——P.L. 86-36
150 UsC 3024()
["'NSA has

deployed a short-term solution to address the problem and 1s continuing work on a long-term
solution.

(2)FSHSHANT INSA/CSS notified the Congressional intelligence
committees about thé unauthorized disclosure of classified national security information derived
from SIGINT]| |

~"has filed a Crimes Report with the Department of Justice.

as-well as limit NSA’s access to other sensitive communications in the long term. NSA’S OGC

et

o) (b)(3)-P.L. 86-36
(b)(3)-P.L. 86-36 (b)(3)-50 USC 3024(j)
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...... (b)(1 )
ILF. (U) Other Notifications (0)(3)-P.L. 86-36

—(FSHSHAE)Y NSA/CSS notified the AG of[__Jintélligence -related collection activities
associated with USP hostage and detainee cases.

Ill. (U) Substantive Changes to the NSA/CSS IO Program

(U/FBEQ) To improve its management and understanding of the rules and
interpretations of FISA -related authorities, NSA has established an effort known as “Rules
Management” to manage, organize, and maintain the authorities, policies, and compliance
requirements that govern NSA mission activities. One of the key components of this effort is
focused on technological solutions to support and simplify rules management. Two systems
have been created to provide searchable databases that NSA personnel can use to find
authoritative documents for NSA’s FISA activities, as well as implementing guidance. One
database is operational , and the system containing the more advanced document management
and search capabilities is in development.

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning
Intelligence, Counterintelligence, or Intelligence-Related Activities and the
Reason for the Changes

(U) Nothing to report.

V. (U) Procedures Governing the Activities of DoD Intelligence Components that
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related to
IO Programs

(U) Nothing to report.
VI. (U) Crimes Reporting

(U) Nothing to Report

VII. (U) Other Matters

—SHNE) The NSA OIG is investigating an allegation that activity associated with a

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)




