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MEMORANDUM FOR THE CT·lA1RlvlAN, INTELLIGENCE OVERSIG!:l'T BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (t.J//f'Ot.;O) Report to the Intelligence Oversight Board on NSA Activities­
INFORMATION l\IIEMORANDUM 

(U!/rOUO"r Except as previously repor\ed to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that any intelligence <1ctivities of the National Security 
Agency during the quarter ending} 1 Mardl 2009 ·\vcre unlawful or contrary to Executive Order or 
Pre~idential Directive and thus should have been reported pursuant to Section L6(c) of Executive 
Order I 2333. 

(IJFP'Ot.:fT) The inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, revie\V of directives and guidelines, and 
advice and counseL These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

(UI/FOUO) T concur in the report of the l.nspector General and the General Counsel and 
hereby nwke it our combintxl report. 

Encl: 
Quarterly Report 

Thi;; dPc.:Lirncnt may be tkdas~ificd and mnrkd 
"UNCLASSI Fl F.Df, Fell 0!1kia! U.tc. Ou!y'· 
upon 1'@1\>Val ol" cnclosurc(s) 

Derived From: NSA!CSSM 1-52 
~~-p-p-ro-v-ed~fo-r~R~e~le_a_s_e~b-v~N~S~A-o-n-1"2~-~19~2~0T14T1~F~O~IA~c~a~s~e~#r7~0~8~0~9~flni=tig~a~t~io~n)~;. ·~-~~~d~~??~?lO~ 
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1, (UUFOUO) lntemgence, counterintemgence, and intemgencEH'elated activities 
that violate law, regulation, or policy substantiated during the quarter, as wen as 
actions taken as a result of the violations. 

(U) lntemgence .Activities 

Cf:5//SJ// RLL TO USA, f'VEY) Unontentionai collection against United States (U.S.) 
persorns. This quarter, there wcreOinstanees .in which Sjgnals Intelligence (SlGIKr) analysts 
inadv(:;rtcntly targeted or collected combrunicmions to, tJ·om, or about t.l. S. persons while 
pursuing f()reign intelligence tasking. A.ll intercepts and reports have been deleted or destroyed 
as required by United State.~s SIGINT Di~ective (USSID) SPOOlS. 

.(l;J) ( 1) 

(U) Unauthorized Targeting 
.... ··./i'tb) (1) 

. ~ ('~){3) -P. L. 86-36 

(b}(3)-P.L. 86-36 
(b) (3)-50 usc 3024(i) 

(T§/,'SJ//Nli) OnC]oCc~~i~);1S, !)fifector~ f~A:.::.:·.::Iu,s. persons were tasked under consei:is~tal 
collt~ction before the approval. process \:vps contpl~t~cL .. (\.ltbough thel ·1 
submitted the prerequisite 9<insensual cqllection ·1!:m11i:!.ii.l..l!--=--:-:::----:---=-----~=-:~-:""""___. 
the final approval had nt}Ybeen granted py the Dire~tor>.~ational Security Agency (DIRNSA) 
prior to tasking. The .NSA analyst erroJieously believed O(JC approval was sufficient to proceed 
with tasking. and dj.c(not complete the i:l:l)proval proce·s~:;. Tl1e.violation was found and co1-re,:ted 

I I when the selectors ·w~n~ detaskect. tib .. corlect~on resulted rrom the violation. 

analysts replaced the incorrect number with the numbe.,__ ___ ~--..:----' 
obtained through a consensual collection authorization. 
tasked in error. ····.\/ 

\(b) (1) 
;,(b)(3)-P.L. 86-36 
\b) (3) -50 usc 3024 (i) 

(£/.'?.ii.1/RCL TO \,Jfh!~,:f~h:!.~:.fi:;'~Iring tl)istcpo~#ng pe~:;~;J~Ovalid l't~~~i~1~ toi;g~ts·l I 
I lthetfrlited States. TcJ...;ld.lfg \Va~\terminated, and collection, which occurred. in 
Qofthe0histances, was purged fh:m\NSA d~trbases. No reports were issued.\ 

~~~~~Hi+r+t'i:M'r-Tl'~1:~~.___J.;;;.;....:=...._...,; t;11stances oil !the United 
a..._.,.;_.,......------''~V_,ould have been avoided had timely action 

been taken to research the tt}rf.!et1
S Although the analyst requested a review of 

the with access to the database was on sick 

...__....., ___ .... / ... ···//········ 
(b) (1) 
(b) (3)-P.L. 86-36 
(b) (3)-50 usc 3024(i) 

. revealed th(; target \'vas in the United States 
·The selectors >vere detasked, related coilection vvas deleted from an NSA 

fkriY,~d Frctnl: !'<S;\/C:SS\:! l ·-5~: 
l'Jt~:ned: 20070 l 08 

I .), ' ,., L.," <; I. ·j'·:,; { i l'l • -~ !.},:!' ;~' ( ji.,Jl J l. '""""' , ..,.,,,,_ ..: ...... > • OM ~ l • 0 l 't' 

TOF SECRf:T//COMmT/,1<iOfORN 
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database on andthe·analystapt}l-igd . .for..a researc.h.\.1C.C.QJP:~lt:9..reduce the risk of 
future violations. ··:::::::::'''''''""";,;::_:_:_:_;::::·.,~~b-~ .. l ~ ~ _ P. L. 

(TC//HI//REL TO US.\, FVCY) In another of the afqremer)ti~;;ri~d"c·~-~:i.i~-~ti<.~rdi~cidents:h~h .. target 
entered the ·united States on . . ·~n NSA anai\:~t·· ..... 

86-36 

~..-_______ __.·Jntercepts were purged from the NSA. 

~TS/,;HNR.El~ 'fi) ~~l~- ~\~EY) On
1 
0

11 
::c-casions;·c{>t1:11eot!6~~~~~~~.'~~~!~~~id~~:~~~,~;.~i;~ji·:':H·r~·~ l ~ ~ _ P. L. 

arge :s were m t 1e .mlte , tates. n a mstances. co ectJon .. wastetm!n:atev..an~ · se ect~Jt'&/ ! \ 

were detasked, Colk~ction, (~cc~r:,i:Yki.~lJ. .. --joftii:eni~~~nnic_~~:,;vaspi:lrg~d fro11: NS.l}·,... j , 
databases. Inl lmcJdents, vJOlatJ.ons reS'urt~~Lfrorn procedural error$' ...- ! \ 

86-36 

m (TS//CH//REI. TO lJ[;A, Pl[Y,).AnN's~\·,~;1alyst did not contlrmth~:t.the ta;get wa~ . 
outside of the Unitt~~LStates.bet<we conducting a query of an l)ISJ\. databp:§e. Alttwugh the 
initial int()rmati6h.[ippeared to show the electronic mail (e."n1ail) acco~ti1tl I 
I 1........ I the analyst searched on the selector on ·:vi.thout the ! 

..... ·· ........... ·· · prerequisite check. Another NSA analyst fbund th~·'Violation on ~ nd 
-~b·i·! 1 l noted that the e-mai J a.ceountl lthe United States. The query and 
;~~;;~=is \8~6;~~ associated results were deleted on I I N~}reports .. w~r.~h!i~ed frorn that 
!b l ! 3 l -so usc 3024! i~-ollection. . .. "::::':::::":::,. ... ,:;;,,;;;;!:;_','? ;~~ ; ; ~ -P. L. 

····::::;;;; '" ......... .. 86-36 

m ::ah:NS'AO'a11f1Nst. foln1·d a selector that 
should have been detaskcd in The .. seJ~ctc5fh~long~dt6~ foreign nfi:tional 
a,----~~---•i.;...t1_,t...,hc UnjtGd&tatesl l·the selector, belit}\;ed to have 
been removed in '\vas noticed while an NSA anal 'St was rosyi::uting 
another valid foreign target The selector was detasked on 'No collection 
relating to the U.S. person selector has been f{mnd. 

·"" "::0/\b) ( l ) 
(U) Database Queries ····· /: . ...- !b·l !3)-P.L. s6-36 

. .... OttOt~casions, NS/\ analysts constructed poor database queries, 
and m fthose occasions,the qu~i'ies returned results from the database. ·rhe returned results 
from ihe overly broad or incomplJZte queries \Vas dele.led, and no reports were issued. Procedural 
errors contributed toOt)f the o<~iolations. · 

(<' 11?."! uru· L ·ro tY' ! f'l !'f'' '! '\1 . ',I ' NS '\I I············ .. (6)(3)-P .L. 86-36 ,a .. _, . '. ... , . ,,It, v .. ..t '· . an . •. 1. ~---:---~----::-:-:-----:-""· 
analyst failed to restrict his database" uer 'with foreign target selectors, resulting in the 
taruetinrr of a U.S. ·without authorization. \Vith the 
int~ntio; of collecting a co.m.munication, one end of~vhh:h was in 
mistakenly believed that he could query .. for 
fbreign .intelligence purposes. ··· ...... ··· ... ;// / / 

(b) ( 1) 

TOP SECRCT/.'COMI"f~T//f.I!{JfOf<N 
.. ., ... 

(b) (3)-P.L. 86-36 
(b) (3)-18 usc 798 
(b) (3)-50 usc 3024(i) 
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(b.) ( 1) 
(b)\3.)-P.L. 86-36 
lbl 13l··.:.:·sq usc 3021 lil .... . .. ...-t;bl 11l 

·.. . .. ········ . (f:i)"(3)~P:L.86..~~6 . ...- ();;>l 13)-P.L. 86-36 
····.... c·!·'f' 116• 1 ' ·~:·:~..c. I ·r,c, , 1 f' 0 !:'•···r·:r;::~··· A 1 NSA l 1·····1·········--........... , lo,) I 3 l -18 usc 7 98 
li1 · e.,.JJ,,Jin' <.CL IC> ___ y.S/t, .t9/L.f) fi..l10ttler ,, · ana yst. use( t"le tcrrnb},l3)-so usc 30241il 

I lin his. search for foreign intelligence related to the U.S. presidential. \, 
inaugm't'tti9n. From the analyst mistakenly-"believcd that tlH.~\. 
tenn typed .fit •' was permissible. The mistake, fb.~n~Lopl bvas\:( 
corre~:tetHhat day. No collection result~4.Jrom·the.q"iicry .... 
.... ···· 

... -~r·······(TSliSI!Ilf,fLL . .TO u-gA·;·tiJ13Y) I-luman error resuhe·d in the targeting otl.__-:-:-__ ___.l\ 
·. .······ ·· · .... ·· .1 ...... ·············· I··An NSA analyst and his auditor 

·tillijii~:~::iii:-::::·:::::.:::::. . ..... i-~~~~~~·ectiv a .. Ue.d . .tar 7etinu. ·,uidance .... resuhin l--in· · ueries to an NSA database, 
(b) ( 3) - p :·r:.-·:·· .. 8:(5:::"3·6 

•, 

\ 

.... 
·.·. 

·.·. ·.·. 

·· · · ::::. 4V~ries. Th<;;: . .m i stake "f.WC.\duced· query results, which were deleted vvithout review. 

'""''·,· ·,;· ··;:·; ...... ·;~ . ~~;~:=·~··. :·--·;·... . . 
Q:i ( 1 . .su Sb, REL I 0 1::1 sA •. .l .. :v f::. 1 ) An N SA analvst..usc.i:l the term (b) (3)-P.L. 86-36 

search f()l' foreign L:--:-:----:-~~~;;;;;;.......,.~~:-:-...------~--..,-------:-~ 
analyst. mistakenly believed that the termf)iped.in ·-.was permissible. 
The query, t()und by the analyst's auditor, was delete(f6n -~Hld all related 
collection \.Vas destroyed. · ······ ... 

·.. . .. (b) (1) 

·... (b) (3)-P.L. 86-36 

··.:::::''''!'::''''''''''~"- .. , In an attem. t to locate a translated intercept~ an ibl 13 l -so usc 3024 li l 

·· <::_::::::·:"'NSA analvst searche<fOnthe of the transcribing linguist. The 
·· ... ·I ···... . ~1olation was f(mnd by the analyst's auditor. No results \Verc reb,.f,rncd. 

\ •, 

•,. 

··... ·· ..... ·. :··.... /"( b l I 1 ) I b j I 1 l 
D k' ·· ..... ···. ·. . . ..:' (1;>) (3)-P.L. 86-36 (b) (3)-P.L. 86-36 

(U) etas ingDelays ....... ··········••·::.=_:_:_:_:_._:_: it'>.li 3 l_ 50 usc 30241 il lbli3l-18 usc 798 •, ·. 
. •, 

· . 

·········... ::::::··. (b) {3)-50 usc 3024(i) 

. General authorization had ex 
·.c:=J;electors 

\selectors were detasked the same dav. No collection occurred between 
'J I A review- ofthe i~cident resulted in a change .in opera .... .t-:-i_n_g_p_E_()-~~e-~c-:-J.l-l.f-.. ~-s-.... -........... :".''\lbl 

11
l 

············· .. :::.- . (,b) (3)-P.L. 86-36 

(T£-'/SI.'.'NF) The selectors ofO\raHdf6h::!igi1ta~g~ts taskcdl .. ..... I 
I lwer.enp1..r~moved from ta.<;king when they were a. ;rm~s~U{Khtrgetit1gtlndpf \:.-.' .. _'··. 
Foreign Intelligence Slil'Veillanct~ (:ourt (FISC) Orde ·· Consequenny, the t:·irge;;.ts;,..' --..;, 
communications were intercepted! la.g~f:tJ1ey entered theJh1hed States in I I 
2008- This oversi 1;ht was found durin J a selector revie\v 'T'hc selectors 
r.ll<J...O-.l.l.~~lo<l.l.l,_--:-::----:----::-----~·on NSA ai1iilYst-s+la:vpJ~9t found 

·collectiolT·on··th·e··targets .. since·they··entere<;lthe··l~nitGd:::s:t~tte:s~:::::···· ":::;;;:;=~;;;;;;;;;,;;;;;;:H .... : 
..__ ___ ___. (b)(3)-P.L. 86-36 

(K'/81//llLL TO UGA, fVLY) Unintentional dissemination of U.S. identities. There 
wer~D instances in which SIGlN'f analysts disseminated communications to, from. or alxmt 
U._S. persons while pursuing foreign intelligence tasking this quarter. All data have b~~en deleted 
_;>f destroyed as require<:{: Jn0g.Cthe0instances, SIGJNT products were cancelled because 

./they contained ~he id~htities 6f LJ .S. persons, organizations, m entities. The reports were either 
not rei~$u~qc)r\.vere reissued with proper minimization . 

. (b) (1) 

(b) (3)-P.L. 86-JG 

-FO.J.3 :SECRLT//COMlNT//NOrORN 
. .., 
-' 
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(b)(3~-50 usc 3024(i) '!'OP GLCRET//CO"M.IN.L/f~OHltti'if .. ,,,,,:::' ... (b) (1) 

·············· ·.>-' (b) (3)-P.L. 86-36 

.. 

(8//St'/REL TO USA, fVCY)I latrN'SA-.. ~nalvst.tai!ed.H5·;~1i1~i·mize 
SIGINT. be-fore he shared the data with an anal.vst from th bl ( 3 ! -P.L. 86 - 36 

The dat<i.;l linc.J.1Jded·ri1.forrnation on U.S. persons. The.__-:--_. 
analyst \Vas contacted onland he destroyed the data. No t;yf}orts were issmxl on 
the disseminated data. 

. (I'''''fiiiinFI 7"8 .. I'P• "f''U''J'\ Hl) 'J•N"S\1 \, T t-51 .. w:r:. fr'\.'1:~'· .J I l:.JI..)/1, tt• Lt 1 .J y~ 11 e l L !·\, ltinalysts \Vere developing 
(b)..( 1) 
(b) ·t·;3) P.L. 86-36 
(b) (3-l 18 usc 798 
(b) (3)"· 50 usc 3024 (j) 

(Smo!F) I ntbrmation shared vvith I d ....... d .. d ... d d.dd·d····d .... d ... dd ... d d ..... dJanalysfl)"ydiiry :NsA:: · ·· (6,) (3)-P · L. 86-36 

analvst enabled the[::Janalysrte>ass()d.ate a telepbt)ne number vvith a U.S: .. pcrs-ofi: ·On 
lan NSA analvstl ...... ········· ·· 

···... . ......... ·· .I ... : .. 
1--------;;..,~--------~,....-.-;;;...-----,.-------...,il· // 

··.. . ...... ·· ······· I··AlJhough the compl¢·r~· .. / 
L~-n-u-,:...-b(er-_-Vv-'a_s_n_o~t-g...,.j-v-et-1~t:..::)..,th:-e..,~tl"".-. -.-....,_jl""la-n~ai="'S'"":,s ... t,~l~~~~~~~~~~~~~~~~~~~~~~-"~as$t:lf~1Fient to·~~s~~kiate 
lt w1th the owner, who ts a "U.S .. person. '''·· £" • . .. .... ( q{ ( 1) 

··... (.l)) (3)-P.L. 86-36 

(U) Report Cancellation Delay ···/(.b-l ( 1 l /b l ( 3 l -5o usc 3024 ( i l · j (blt':n...,.):l.L. 86-36 

. ;~n NS~/\ fm~\;~flear.t:J.~d fron1l !that a valid 
foreion tar :ret held.dti~1l ~nd U.S. dti.zenship. Allho.l,lgh the selectors were detasked on 

.__ _____ ..~,'fnd collection was purged f~6x-,n NS/\ databases~Oreports generated from. the 
unauthorized collection were not cancelled untf~ I The delay in repO!i cancellation 
occurred because of a miscommunication between two analysts. Each believed t:he other was 
going to cancel the reports. 

(U) The Foreign Intelligence Sn.mremance Act (FISA) \b) (1) 
(J;>) (3)-P.L. 86-36 

(U) Unauthorized Targeting 
(b·.! (3)-50 usc 3024 (i) 

(TG//Cl//HF) Between .. ... . gollectk):~:~9;f}tiii.tie.d::~)11'~1:'rliFg'et' .. 11 ~ ~ ~ ~ ~ _ p. 1 . 

selector after the FISC Order, h:ad"E~·xpired.J)uringrout!ht~seleC.~or screening, an i 
86-36 

NSA. Team Leader noticed that m! e.:::Jnail?~l.~ctafh~id f1ofbeen speci.ned on the new I I 
Court Order 'I'hFseiect\Yf\vas removed from · and task in' on ; 

rmdrCiat~d col!ecti.on was purged from an NSA database on 
~------~--' ~----------' No reports based on unauthorized collection were issued. 

to determine that I ITh' ... _e-~ •. -~e~:~l:-e.-r:.:.-!~->J:-.\-.~.-~s-:.'":'~i-t~t-a-s::-k-ed-:-.-o-n.,...-------.-a~ii-:d"-c-o-:-:H:-e-c-:ti-o-n-:f::-h-Jt-11,...---..-.:..:.. 
Vv'as purged from N SA databases the·same day. TQ reduce the risk of a recurrence, oy.ets1g xt 

············ ·················· ...................................................... ········· 

(b) (1) 
(b) (3)-P.L. 86-36 
(b) (3)-18 usc 798 

TOP SCCRLT/.'COMHH!/r~OFORN (b) (3)-5o usc 3024 (il 
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86-36 

Ci:}Lnt,Prde1::·ex p i.red J.l n .... ! ... Co H ecti o 11 
bet\veen .... l :.:.:..:.::..::.:.:_ .. .:·· ..;:,;;;;::;;....:.:.:...:...:.:;;..:::J:===. = ..... :Li··lV-~):5\.:;iirged trop.1NSA databases) The sc.~lectors 
were retask~cl-"tinder the FISA An].en~hi.i·t~fi.fs Act FAA)....... Certification 
I I the .. FISC C(1urt Order;::.e~x~~~---.-------~ 
Collection from selectors was purged from NSA database on .... ······· 

,. "'' /') ., .,. 'f;A '"'\{" .... ,········ .. ~·.:·:.::~ ,:: ';;::w~~~~;~-P.L. 86-36 

([~ uf.ii..'LkL I 0 L§in, h I:.¥)1 Ia NSA a.nalyst_quened an NSt\¢atabase fbr 
intelligence. c_)n aU .S. p~:-so~1 for a p_eliod not covered ?xJJ.S.CGi;der! ~~Arfhom;rh the '-. 
order was s1gned and eff.ectwe as oil lthe analyst · uencd back y_ I 
The analyst te1minated his query and deleted the results on \-vhen he recognized 
his mistake. 

'~nun·,~r'~'lr-------------------------------------------------------------,1 
. ''·' '-'~' "' II .-i 

/ j(b) (1) 
(U) Business Records (BR) Qrdei; ~(b) (3) -P.L. 86-36 

(b)(3)-P.L. 86-36 
(b) (3)-18 usc 798 
(b) (3)-50 usc 3024(i) 

. · ., On 7 Janu~i~· 2~~~, while so,arching collection! L ..... .. 
NSAan:a:lyststf(iliiidBKFISAdata!iiditded in the query results. Of(bl (3

)-P.L. 

L:-.....---.-S'c~ ... ,:-e-ct-o-rs-us-~e~d~i:-n-q-'ueries, onlyDlJad been approved under the reasonable articulable 
suspicion (RAS) standard. Although the Jiumbcrs were associated with a ~~)reign target, the 
selectors had not been approved for call c~aini.ng in the BR FISA data. The analyst did not know 
that approval.must be sought for BR. FISAJ leal! chaining. No data was retained, and no 
reports were 1ssued. 

(Tf3/,'f31..'/hf') On 9 January 2009, an NSA analyst violated NSA call-chaining procedures \vhen 
he inadvertently did an extra hop, or call-chaining expansion during a BR FISA chaining event 
resulting in f{)ur call-chaining expansions or hops. The Court order prohibits more than three. 
Immediately, the analyst realized t~1ur hops were processed, and he deleted aU of the results, 
\'Vhich \vere foreign. 

TOP SECRfT/iCOMINT/,'l'G'OfORH 
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{U) Update to previous report 

('ff3//SI//Hf') As reported last quarter, on 15 January 2009~ the Department of Justice 
reported to the FISC that NSA had bt~t~n using an "alert Jist" to compare incoming BR 
FlSA metadata against telephone numbers associated with counterterrorism (CT) targets 
ihat NSA had tasked f{)r SKHNT collection. The Agency had reported to the FISC that 
the al.ert list consisted of numbers for which NSA had determined that a RAS existed that 
the numbers were rei a ted to a terr~~r!.~.~ .?.!.g?.D~:?.l:l.tiW1uassociated··Whlr-l··u• .... ou .u. ouu••··· ..... u·····t :::::::::""\'~ ~ ~ ~ ~ -p. L. 8 6-3 6 

I l·llnWe\ief;Tfie m<ljority of selectors on the alert list had not been , b l '3 l -so usc 3oz 4 'i l 
subjected to a RAS det~;~rmination. Analysis through call-chaining was not pedbrmed 
unless the number met the RAS standard. 

+R*-L~~~r-----~__,·NS·A··su:q11e.i1.d"ed .. tii~···~{;~~~~~~i·s~;~···~;··.~-~-·~-I~·f\··~~~~~,l~~ata. ···~~~~~~-P.L. 86-36 

against CT target se t~ctors. an in the conduct of a comprehensive revie..,:v, NSA 
identified other processes used to query the BR FISA metadata that also did not confoml 
with the Court's orders or that were not fully explained to the Comt. The revie\V al.so 
identified some manually enten;d queries that were noncompliant \"lith the Courfs orders. 
None ofthe compliance incidents n:sulted in the disscm.i.nation of any reporting from 
NSA to any other department or agency. Upon discovery of these compliance incidents, 
NSA immediately made changes to its processes to ensure that the Agency is handling 
and querying the telephony metadata in accordance with the Court's orders. 'T'he 
corrective measures include implementation of controls that prevent any automated 
process from querying the telephony metadata NSA receives pursuant to the Court'·s 
orders and which also guard against J:nanual querying errors. 

(T!]//SJ/lt~f') The Department of Justice Hied preliminary notices of compliance inci.dents with 
the .FlSC on 15 January, 21 January, 26 January, 2 February, 25 February, und 31 March 2009. 
The FISC issued an order on 5 March 2009 allowing NSA to continue to acquire the BR FISA 
metadata but imposing further restrictions on use of the data until the completion of the 
government's end~to-end system engineering and process report. The report will incluck: further 
infhm1ation on steps to remedy areas of concern, oversight efforts, and minimization and 
oversight procedures to be employed if the FISC allows resumed regular access to the BR. F.ISA 
mctadata. 

(U) Pen/Trap Order 

(U) Nothing to report. 

(U) The Protect America Act (PAA) 

0 (b).(1) 
(b) (jl~~.L. 86-36 
(bl (3)-s&~us~ 3024(il 

.·· 

0 5it'~J//R'EL TO lJSA, f)'E'i) A delay in the revie·w of intercept ~ohtril?uted to collection on a 
target while he was i}lthe United States. The se.lector was tasked under PAAI I I 'Certification on but not checked bv the analvst until ... · 

the tTnited States. The query' rqsuhs were deleJ."Cdon No reports were i~sued . 
. •/ ································ 

(b) (1) 

(b) (3)-P.L. 86-36 

TOP SCCRCT//COMlNT/ft<lOFOf:tN 
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(b) ( 1) 

(b) (3)-P.L. 86-36 
(b) ( 3) -18 usc 798 
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·.::··. ····························· TOP BECRET'//COMU\lT/!l'\fCWOR.N ············· 
:::::,,, ... "(._b) (1) 

(~) (3)-P.L. 86-36 
(b})3)-50 usc 3024 (i) ······································ 

·············· 
·············· 

······· ············· 
................... 

........ . ... ····· 

crs//Sli/REL:tg.\JgA, __ FVEY) Dtl_dji~fR·taskifi:i·-~:~~~;~drevie\yJ .. I NSA· ........ 
analvsts leame<fth~'it ··. tar~,crsdectors had bee"rttasked .. unckr the wroni! authm·itv. The · .. 
sele~tors, taske.dl;ir .. . had been--frisked-under the Pi\A - ·. 

I Hn:stead·-~)f the AA '·:ertincation 200i The selectors were 

I 

retasked under the correct certification oit No collecti.on was purged because 
the two certif:lcations share the sarne rninlmizati()n ruk~s and database. storage protections. No 
reports \vere issued. 

an NSA analyst learned of the dual r:oci:.:.ti:.:.z~.e.:.:n~sl.:.:1i~-------....... =.......,"""'"''""""""""""-"=::...::; 
the e·mai1 address \lvhile he pursuec.'-:-----~------:-~-:-:-:::---7""1"'-----~~ 
an FAA 704 authorization. When this proe~~ss weakness was identified 
selector was detasked. No collection occurred during the period of unau":"tr-o-.r..,.t-z.c-~ 'T'"':""t<-l.r_g_e-:-i~i-n-g-, ..... and 
no reports were issued. 

1
(b) (1) 

86-36 

(U) The FISA Amendments Act 
(b) (3)-P.L. 86-36 

··.::f\t.l;>) ( 1) 
(b) (3)-50 usc 3024(i) 

.. ···_/// '(~}(3)-P.L. 86-36 

(U) Tasked under an incorrect FAA Certification······· .· ...-_// l,b\_(3-J .. - 50 usc 3024 (iJ 

················ . .. .. . : ...... ···· ... 
''1''' llf'IUnrr 'f'CI us• ., f'UC"'I.f~ [) · . ·k' ' d. ._- •'" 'I o dii ..Jt,nLr.Jo cr.;.'~ r, a,., 1 unng a tas mg rec~)r fJCv.Ievv 

~--~--~~--~ 
analysts l¥'w' ..w..lolo..I.Ju.w...Aol.;.l"'"-'"""1 

tasked on~--:~:-:---:~~~~~~~~=~~ I lhi.stead of the 1 . ..=-·.-A.:;::·· A;..:: . ..__ __ .......;~~~':""""""~ 
COITect certiflcation on ..._ _____ ___. 

('f~l/5iit'IREL TO l.JS.i\, FVEYJ .· ·[jj:{~~·b:::~et1a:r:gts:),ncidents w~~e identified.·-...._ 
An NSA analvst discovered that a selector had been 1bsked::iiri:d~r:::iii.~::wr:<).n_g autliqrity from 

··Anothe.r a.ria!vst tasked fl.st4iecn):i:::tti1d.er:thG wrong 
L--:-:---:----::---,.-----. ---"""-:..::.:~.:::.;·}::r3~th:selec.tQr.~J~i~d .. he.~n:~~:~l(~a~ti.1~'8btb.(;; 

C:e.rtitication ·Instead of the FAA Ceith1C:a.Ht:Hi 

Apparently, the analvst used tlw.wrniigl 
··· · The cL..·~r-ro-r-..... -~~,-,a-s_o_v-·e""'rl,...o-o~k-e~d~b-)-' t':";"h-e-t""'a-sl,...<i,...n_g_I-.e-v~ic---.,;-~-,•""'t-ca-· r-n-. -:.-'l"f',...he-.\.,-f'¥/ 

. (1) 
(~)(3)-P .L. 86-36 

L..s-· e.,..l c-··c-~t-o-r -,\-,a-s-r-~-m-x""'s\-,c"'",d~J~.i-o-n..,1 r--.......a,,oHecti on. \~heri.lh~I5rtll-Jl~l11::~v~~.i~Jt;l}ti fi?~~-~ f 
I I N() ~ollection occurr ... cc_1._.... ················· ... ::::::::::::::::.::,,,, .. , .. ,, ........... .! 

(b) (3)-P.L. 86-36 

(I 5//,5!;/ltEL TO U~A, Pv'CY) During a tasking selector reviev ... l fNSA 
analysts learned that a taroet st~Iector had been tasked under the wrong authority. T!}e selector, 
tasked o ·had b~~qtasked under tl.~<;.EAAOC~rtiJkation-1 l/instead of 
the FA1\ Q;rt~fjQat1:g:ni-·····- .......... I:J'hes·elector was retasked m~der the 

No.coBection ~.)cciit:r.ed: .__ ____ ___. ···································· ....................... :::::::::::::··:::::::,, ..... ..! 
.(b) (1) 

(b) (3)-P.L. 86-36 

(b) (1) 
(b) (3)-P.L. 86-36 

(b) (3)-50 usc 3024 (i) 

TOP SfLRf., I u(.OMfNT/JHOFORl'l! 
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/)\(b) (1) 
.. /[\(b) (3)-P.L. 86-36 
· ! Kbl (3)-18 usc 798 
1 lbl (3)-5o usc 3024(1) 

(U) Unauthorized Targeting 

~:..;;:,:,:..;;;:,;~.:.;;;;::.L _____ _,,......JI-... w:...::.'!!it7h!<~)l~ll\\-,'i:...:;·~Ao~..A~m~705(b) authorization, an N~f.\.jnt.ern.queriedD 
_ ..... L..,......:;.,__,.---"'!"'T:-o-._-..,.;;;__-===~rf:/~-r\\_::::::~l,;;ita*r ... -.:::et-'4·. who .. is-<:dJ:s:-Cifizen to determine 

,... _.w 'iet 1er 1e was stJ.J in .· The·_... 1btained J!·om the search was de.leted 
.- -·:: · -__ (:_li _...... .. .................... , .. NQ.::other collection rcl.,sulted. The intern has completed additional formal. 

~(~bb' ___ ',! __ :~,:::r<:_: __ ~3:_,_•·,;=_~_:_:_.J? __________ L .. -. i min i.ng on database q_~teri es and has been a.~si gned to work with senior analysts. ___ .. .. .. _ ( b, ( 
3 

, _ P. L . 
8 6

_ 
3 6 - g'()::.o·:%---- _/ \ 

;±:!~~~~-:l_----:!;L~1T):ef.:Hon-occurrt;_Q. 1nt:·spe6fied .. ()~ .. t:he FAA 705(h) authorization. ······ ... 

\ .. <-ni NSA analvst J(Jl.md"tliat·an --------------- tasked 
\ \ tbe target ().i'r The tasking was base((()'h--, ·eport that 
\ . . ment.ioned.-fhe number belonged to an unidentified associate of a counterterrorism target. The 

-.._I ldetasked the selector and purged all related collection fron1 NSA databfi~~-S-(m_:-(bl (ll 
.._1 I _ .... ----- (b) (3)-P.L. 86-36 

(b) (3)-50 usc 3024(1) 

.......... ·· ..... :···. ... ..... ·· 
.__ ___________________ _. ................................. :::::::::::::·:::::::::::!1·{~-;-·;·~) 

(LJ) U.S. Person Status .... --· _______ ::::::--- - -::::::::::- f-1=>l (3)-P.L. 86-36 

i (Tf:.\/,'SI//?J I") On I , 1:~~\::FiCA~~(i-fh(;;:i:~~:<J tat'g~t-~~·as -~Ising an e-rt.i'~i l address _Hmt 
.__.....,._,_ _______ _.1--lhe selector wafi·dctasls(;}d·on! l<i(_1d coU.cctmn \-Vas 
purged from an NSA database 01 ·While researching the C'\.'Ct\t, NSA analysts 
found that the target \vas n_the United States onl l The event \Vas 
not immediately found l_)_~cmJse of a soffVvar_~ error. A software J:nodification \Vas implemented 
on [ ItO' correct the problem. N<)re.porting occurred from the unauthorized 
col~ec.tion. 

.+:++;+~'...f.!fol-Frl--------,NSA~irialv~t~ ~~~r;~~~tfi~~ ttl~ i.;\;~-~lttl1l)ri zed target was/ active 
in the l.Jnited .. tates on The~e~i1:~~U selector >vas dctaskecl onl . : I 
.A.lthough appropriate actions were taken to purge the data from NSA databases, the time 1taken to 
com lete the action exceeded NSA's sclf-im osed r )< ) ~ \ ·) • ) c . . ,· · · ~ :~1g days. 

~~~~~~------------------------------------------' 

TOP SECKET//COMfNliiJ'!OH.JH.li;J 
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(U) Detasking Delays 

(T:S//(':11//RCL ·ro UEh;, rYCY1 Human error caused a three-day detasking delay, \vhich resulted 
.in collection while the target was active in the United States. The request to terminate the 
F AA··authorized co11ection was submitted on but..the selector was not detasked 
until I J The-uanalyst.did .. not The:::r~§:~!JJ.ipg collection 
vvas purged from aNSi\. database on oreporting:::()GCUrred::tH'l::the:::':"' :::::"'""'!''"(b)(

1
) 

unauthorized collection. . · : .. ::. •· (1:11(3)-P.L. 86-36 

-Fffi~i+H+?+i:+:-~H-~~;;;;···¥+:.,;;;:· ~, An NS A analv.s-hlid .. hc>fd~l..~~k ~i -~~~:~~~~t1 te le horfc nu.m ber ·. 
\vhen he discovered the tele!5h()·;~·~· n~unber 1-----~-:---~~--..... ~-~~=~ 
Trying to garner intellig~nce on a t~r~et auth.o:ized by FA.A 7~5b dock~t • -th:e·~r:~~!Y:sr::::~:m;-P.L. 

86
_
36 

kept the number on t.askmg to obtam mformatl()n oo the targets I he (b)(3)-5o usc 3024(i) 

selector remained tasked! 1·\vhen the analyst was direr,;ted to 
detask the selector. No collection occurred during the period of unauthorized targeting. 

\b) (3)-P.L. 86-36 

. . (TS//Sih'RCL TO UBA, rVCY) A judgment not to I ln:'lsulted in 
collection of a foreion target whi!.e he was in the ·united States. An NSA analyst believed that £1 ... 

· routine de · · e submitted on .... \vo.uld:.he @IDp.kted .... n ... r\or.· .. ··.~~Unc~ : .... :.·.:':::·:::"""'"' .. (b)(1) 
·~" (b)(3)-P.L 86-36 

heUnHed.Sfates on Tb:e:a}iaivsT\\f'as.on sick-lei'i·v·e 
·. r;;;J;;l.;:;,;;.;::.t_ ______ -land was not able to.Y~.dfy.thedethsking.;etion. :rheOinle~~epts 

w 11 e the target was i~Lthe United STates were purged from NSA databases on 
.__ ____ __.I· . 

(TS//SIHREL 'T'O USA, FVCY) Human error resulted in the oursuit of an FAA 704~authorized 
tan2et while he was in the United States. 1·. 

1.-----------------'I~U:.:.:le::...··.:;;.e-..::.n:.:.;la:::.:i:.:;;L.:;;.se:::.:'l~e..:;;.<:t:;;;;:o:.:..r~re9~mained tasked! ]:: . 

nosponsibleJ targetoflice"wa~ iJll!"i!l!!!f<dlltilig"ffiii .tr;.~.;~jlll~~ ~~~ ~ ~~\::iiiii~!!!";""'i;;!ir:lm.p .L 
86

_
36 

....-..!-----'---"'1': lt'""'ri,...t,-:t-o-t-r-Ahe·t:Jnhe'i.'rSt~11es. 'Ih~ .. a.nalyst--reeognlzed the mistake9nl ·· ...... / .. __. 
I No cbUe\.~U()i} ~)ccurred as a result oft.he violatioi). / / / ..._ ________ __. ········ . 

(S,'/Sl/!~W) A selector was not detaskegdurinHa .. t~~:t~~~;~ v{;j~ to a United 
States territorv. NSA leamedt1fthct~:~~ve.l on ~i!iZl dctasked the selector on 
I " J CoHe~tion occurred before the selector was removed from tasking. That 
collection w·as purged from an NSA database on I I No r:portlng occurred. 

··· ... 

(T3//3i//NF) A miscommunication between tv,'o NSA analysts contributed ~t) ~~:,Jiection Qn a 

I foreign ~~~~~~J~i~:~l~t~~t~~e::~~-·tl1·~--~~~~~i.~~~f .. ~.~~-~~-sj••e~~d~~~it~~~-=t~~~~~~t\·~?{r~t~.~~t~l.cr··fc.J.· .. m.· tD<Jte.·' .. cl ' ' .l: :::::;{b)(1 l 
. . /'(b)(3)-P.L. 86-36 
collection for the duration of the visit. 'l'he mistake was found atid the sefeetor 
\Vas dctasked on Wer~~ [;urged from the ii/ 
NSA databases. 

fi'G//CH/iREL TO lJDA, fVEY~ A communication problem resulted in delayed removal of 
an FAA selector from targetin ' \.vh.ile the tar 1et \Vas in the United States . 

.. :rcw t>LCRCT//CONHI\l l!It\lOl·ORN 
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(lJ) Dissemination of FAA Data 

_..fFAf8~,1-f''H~3II+/,P,•~I'Hr£f~)~""ll--------,,unmin~!lJized co}}.~~Ji.Q.n .. J\'as.forwarded·to{ ................. -·l::::::::'""(bl (3 )-P.L. 

L~-.,.---.,.,..,,...----,-~~-:----~~A .. lJ:S:·'·scliid{w.w{l$ . ..1!ot minimized in an analyst-to-analyst 
,.;.e.;.;;x;.;.ch;;,;;,<;.;;m;.;.lf,~1 e;.,;,._Vv..;.;..;1 l,;;,;le;,;;.n the violation was identiti.ed, the message·\~'assucces;;;.f.\tlly recalled on 
I I ······ ············ .............. . 
~.... ___ __.......... .. ............................................. ._ ......... __ __ 

86-36 

- . . ;;;;;;;;;;:::::;:;:"'/(b)(1) 
................. ::::::::::::::::::::::::::.......... -·· _! (b)(3)-P.L. 86-36 

···"··' ......... ········· ,.····· 

(U) Destruction Delay 
·················· 

(TS//811/N'F) U.S. person dat~ .. ~y~_§.:r.ctainedl···- .... - ·· ~foh?:·a~ NSA analyst pwg~;d the datd 
trom NSA dat<:-1.~~ises; .. Thetai:get, believed. to be Jbrel 1.11 at the time of taskip.g·c:n~ I 
I lwHsf(}i:tnd to be a u.s. citizen .in The-analyst intended to 
request authorization to retain the calls coll.ected but did notptirsue the request. The 
collection was purged 11-om NSA dat<f~asesl J··No reports were issued. 

:,: 
:: 

(U) Other .F 
(b)(1) . ::''(b)(1) 
(b )(3)-P. L. 86-36 

(U) Unauthorized Access 
(b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 

(TS//s~,_'(Nf) I I an I.:J§.A.analysfenil~~~~ the help of another.N's,~ analyst fbr 
.transh1tion assistance. lnti.qingso,-FlSA data was vic\ved at an NSA0site not authorized _fjJr 

l§:;:(~:l !he data. 'Ihec=Janai)i'st recognized the mistake and deleted the data. ·· <::·_/ ~~lgl-P.L. 86_36 
(b)(3)-P.L. 86"'36 (b)(3)-50USC3024(i) 

··. __ ·. (C//RCLTO t.i6X; fVCY) A newly~created ,/ / . // \vitb no 
. ·. -.. _established authority to conduct SICifNT,t-tttemptedJqgbtai.n ~!Jchafithorityb-1/ ina propriately 

using a parent organization's. SIGINT addrss to srnsor amllysts NSA 
authoritv and directives v.rere bvpassed bv NSA deleted t 1e, .. i 
of the I " I ;nd instructed! km proper access procedures. 

-':£.'/SJ//t<.b[j An NSA supervisor mistakenly granted SIGINT database access to a )erson not 
authorized for access. 

······················ ................................ :::::::::::::.::::··:::::::.:::::::::::.:::;::··::,, ...... ~···· .... ·· .. 

(b)(1) 
(b)(3)-P.L. 86-36 

. .. ·· 

TOP §;ECRET//GOMB>JTi/NOFOJU~ 
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(b)(1) 

TOP SLCR:ET//COMH<! I,.JNQF URN (b)(3)-P.L. 86-36 
(b)(3)-50 usc 3024(i) 

daiabase access. Access vvas terminat~dl I While thel lemployee had 
SIGINT database access, he was _<;;orfipliant \·Vith the intelligence oversight training mandates. 

·;-~·)(1) :::"''0:::''(p)(1) 
(b) ( 3)- p. L. 86-36 :::::::::: (~)(3)-P.L. 86-36 

.... ···· . ······· ... ...- (P)(3)-18 usc 798 
... ·. ... (~)(3)-50 usc 3024(i) 

(U) Improper Storage 

(T?J//Sl/,'REL TO USA, FVeY) FISA data was not af[Q..rdedthe.pr.<lpet .. i?iotectio.n··b~\~ause of ah 
oversight during a research and devdopmen.t.efJ(:rt'f:···NS/\._r.eseai:chers did nc>,t··h)clude FISA. dat,a 
in the development of ;·s6 .. sonwa.re to propedy label FlSA data\ 
was not bull.t into the pr.o.gnutL I IThe.!nistake w·~a~s ~c~or~r:-=-ec~··t~e-:M--------,.....;;;.. ________ --'~::::::)(b)(1) 
rcsearchel's with access to the data were cleared for FISA access. . . ..- (b)(

3
)-P.L. 

86
-
36 

······································· 

~~;n.r:~~----------,·mYNS'A-,~;;·~ivst entered.U.S .... ident1ties·inr~~~=7"""1·······:"')b>(3)-P.L. 86-36 

·This·securhv·-v16fafi'{111··~vas.df~~~~-~~;~d bv the Chief of the 

deleted the entries containing U.S. entities and··conHr.med removal frqm'the 
No reporting or dissemination of the U.S. entities occt\1-red. .// .__ _______ _. 

·.(b)(1) 
n !) ~ D t T f. (b)(3)-P.L. 86-36 
1. ~.. 1 mproper a a rans er (b)(3)-so usc 3024(i) 

(8//.~l//l~F) :Human error result~~d in the introduction ofl.J.S. person se.lectors in a soth"''are 
upgrade test. I l.an NSA contractor used unminimiz.ed SfOfNT c.ollection to 
test information transfer between tw() NSA systems. The data was to have been minimized 
before it was sent fi·orn one system to\~he other. During a systenl. . .<;h.eck._l _______ ---.~ 
the mistake was fcmnd and the: m~~s vvore purg~9.t.he.same·daf' 

\t;:i .. (·l .. i 
(bj(-3)-P.L. 86-36 (U) Minimization 

······ ..... 
·· ... 

(JS/:Sl//Rf::.L IO tJ~A, F'v'P{)I ····Jan NS.A technical director identified a 
ossible weakness ~,·vith tbe minimization ofFAA and PAA data.___~--~-----~ 

~~~-_.and··related--graphical-userinterface . .have.heen.dis.!:lbJ~4.P~.1.1.c.ljng. further research~.· :rhe 
NSA Inspector General will track corrective action through completion..... . ·· · ··· ···(b)(1) 

'· · (b )(3)-P. L. 86-36 
(b)(3)-18 usc 798 

(U) Premature Access (b)(3)-so usc 3024(i) 

E''''''f"Hn =re·~f',, f".EUJ · · · NS"'d b t · t 1 I ~.~~:" , '· . ··'-'· : .?f\, \ 1 Y J.ll.ccesses to sens11we . , t'\. ata. ascs ·were not enmna ec •v 1en 
I NSA analysts were assigned to work with tbel I 
/II The NSA analysts accessed the d<_~.tabasl~S periodically f:tqml I 
/i~to unminimized and unevalua.tedSIGJNT by NSi\amilysts \vas approved for that 
., location onl .L/··/ ./·············· // 

(T'i tl5iJH1R£:·· TO USA. fV[)') Additionally, NSA analysts working with thd L:: .. , .. 
I · .. . lwere accessing SIGIN"T databases w.ithout authority. Access~~~g~_50 usc 3024(i) 

.· Vv'hicbNSA<:J,nalysts ha~l~incel 1\~-~~.t.~rminated) I vvhile the (b)(3)-P.L. 86-36 

,/ T~q~~¢.stfhfr.~uew·ed tlcce~§H_\vas-processc:c[ in a second instance, a similar access incident 
Lii,;":::::::: ....... :e:~9.m:r.ed~.j .................. ···H · · ... ..INS A .analysts mOhad access to 
(b)(1) 
(b)(3)-P.L. 86-36 

TOr' 5E(Rl3'f//CmvUNfT/!NOfORN 
11 
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SIGINT databases without the proper approval. /\nalysts are prohibited from logging into the 
databases whHe the access approval is pending. In both instances, the requests fbr access had not 
been completed by the parent NS.A organization. . ... ··:::==;)'';/(b)(1) 

...... ······:::::::::::::::::>' / <~><~>~~6Lu~~3:o24 i 
.f'""''t;;;.o'''o ;;;;~o;>.•';E'.,. !;''' ·r· f J d • I ..... ...- :t"'A' 'l( )() () \81/ KEL TO l;S/\, F v h 1) A so tware error resu te 1.n remature a) roya ·to <:l~ce~.s::x··i·•J-\ ape 
PAA data in an NSA database. T'he NSA/CSS 'is 

uests t()r SIGINT database ac9ess·;"\>A1ile _t.he·SID_.apptC:wes access to the 
,...;;;;;:.:.:.:.::.:.;;.::::.:.::...:.;;_,;;;.u:..;;.;;..;..;;...;;.;;..;;;A.;.;.;;.;;;.;;;;;..;;.;,;,;:...;;;;.;..;;.;;.;;.;;..;...;;....;.:;=~ .. Wflile appr(rvif(~ SIGI:NT.database access, a 

sothvare error enab!.ed r.~)v~l-hy"'the ..-This \veakness was 
identified~ reported, and~-c-o-n-·e-J.:t-:e-:d~:d":'.i,..ir-:-h-1g_a_1,1-... ~~ic'tess.·i:etie.\~~ An 
examination of accesses revealed that one ~ri~ilv~1Jiad.access to 

. · :;il~:C::an.al._\-'S-t -d-id_n,_: o-1-...-~ _ _...-.. 
L-..,...,.,.....,..-----....... -..,-,.....,..-...,-.,...-:---:------------' .... ,... .. '·· .. · . ! .· 
pu .Ish reports containing FAA or PAA data. ····:::,,,,,,,.,, !. .... 

'"··'(b)(1) 

(U) Unauthorized Access (b)(3)-P.L 86-36 

(lJ//H)bOJ During the quarter, an anal)·st's access to SIGINT databases was not terminated by a 
Cryptologic Center upon completion ofternporary additional duty on one occasion. Although 
the analyst was cleared for access, Josing organizations must tenninate access sponsorship, and 
the gaining organizations must sponsor database access. This mandated practice is an oversight 
internal control. 

(U) Computer Network Exploitation (CNE) 

('I'S//S 1//ItEIJ 'T'() tJ ESA" l .. V E. Y } 1 J 

: 

·. 
' 

--------------------------------,,(bib> 
· (b}(3)-P.L 86-36 
(b)(3)-18 usc 798 .__ _______________________________ _, (bo)(3)-50 usc 3024(i) 
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. . 
' 

I Of! ~ECR:ETiiCOMlHT//PlOFORt-J 

. <TI'I'f''I''blf''\r---------------------------,ll(b)(;;,f) 
\ 1 dJJ .J ru rrt j I 1~ I! 
~..;.,_,.....:...;;,.;,.,.;..~..._------------------------------'""'($)-P.L. 86-36 

(U) Dissemination ~~~1~~:~r.~c:·a6:3$"···-................. .. 
! (b){3)~s:~),Qsc. 3D24(i) ................................. .. 

-fo'i~H;;;:.'i'--"'!"Pr-H'IilHr-"71t"f+~· ~r'f. .... -~ ... '-;j.·-~··'r·,,,MI,. · ....... ; .... s.~\ ... t~~~ri1h1'tned ...... -.... -..... -.. -----. 

While res~ah;:.hing·H~e prob~em,"NSA recognized and rectitled 
._\_ve-'~a-.-.n-t~-s-se-·s-· W__,.,lt,..l_a.....,,...,lt,....wnal oversigh~ i.htemal .. cqntrols~---~pedlkaJly, steps v1,..ere taken to vt~rify 
USS'ID SPOO 18 train.ino for the accoti'nt holders. ensure aild.i.tors m:e·:as$igned to each analyst, 

· .. · · .. to bh ,k .. h1 )\V d·-;·-p.~rson information. 
limited access w·as restqn.~·· vash~stored on 

3)-18 usc 798 
G)-50 USC 3024(i) 

··········· ... 

·~~~Mr ___ ..._ ________ _, ... data that was not releasab.let6...----..;;;·· ...... ---..., 

e-mwls were deleted upon. recognition. Computer Security Incident Reports ·were submitted to 
NSA . 

·· ... 
.. :b)(1) 

b)(3)·P.L. 86-36 
L-.,....-....,.,._.,.....;;;;;......,--~;-------------------.-~~--:---~b)(3)-50 usc 3024(i) 

A1).S. analyst noticed 

working with the 
~------------~ 

(b) (3)-P.L. 86~;~ (bl;~) / 
(b)(3)-P.L. 86-36 
(b)(3)-18 usc 798 
(b)(3)-50 usc 3024(i) 

person information. 

TOr :SnCRET//COMfl<lT//tiiOF'ORN 
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(U) Cournterintemgence Activities 

(U) Nothing to report. 
'(b)0) 
(b)(3)-f:'.L. 86-36 
(\J)(3)-50·U.SC 3024(i) 

: ···· ... 
··· .. 

(3/,'SI//NP) To reduce the risk of unauthorized telephony collecti<.j,n and prev~~1t"-v.i,q!Mions NSA 
instituted a process to qjve analvsts greater and faster insiaht into h taraet's locatioi)j 

·························· ... 

l I When collection occurred, 
~------~~~~~~~------------------------~ ll Waf> purged hom NSA databases. 

........ . .. .. . . . . ' .. f(b)(1) ..---------------------------------=-----, /i (b)(3)-P.L. 86-36 
Cl"', "C

7
//'rii7'\I (b)(3)-50 USC 3Q24(i) \ dt7l.5Ld'l~ Jl 

.-------1-------========--~------------i, 

I·N:S}\ analvsts found thatl led:nail selectors! 

L:-r--:-----:-..,...,~"T"":'~-r--r.-------~:-::--~~-:---:--llthiS..quarter. 
that occurred inUftheUiTJ.~~?l.l19.S:§)Y,~~,,P~l.:~ed from NSA databases~· · .. 

............... :::::::::::::·::::::······· 

Collection · 

..... :.:::::::::::::;:::::::::·· 

(C.'/REL TO UG.A, rVEY} Although not violations ofE.O. 12333 ai;d' .. re1'~1t:e'd'"O'!rt:-c:th:es·; ......... ::::::::::::'"":'"::::::· .. : .... 
N S A/C SS rep~ rts L:]-in~tanc~~i;:·;,v'hich·ttatftbase ·access \yas .. ii6ftern1inaied"\v11en .. ~ic.~es.s \vas···· . '".~:.:~~lgl .. p. L. 

86
_
36 

no longer reqwred. Once H.ientihed, the acc-esses were termmated. · 
' r---------.,1./ 

Cf:J//CH//REL 'f'O USA, f'VEY CoHection occurred on U.S. nersons because of<J 
with thel 

.__..,........,......------:-~~-~~-.-------.-::----:---:---:----------'land·the datl~b)(1) 
collected as a result ofthe malfunction was purged from the database. (b)(3)-P.L. 86-36 

(b)(3)-50 usc 3024(i) 

2. {UI/f"OUot NSA OIG lntemgence Oversight. Inspections, Investigations; and 
Special Studies. 

(U/TOUH1 During this quarter, the GIG revie'VIred various intelligence activities of the 
NSA/CSS to determine vvhcther they had been conducted in accordance \vith applicable statutes, 
Executive Orders, Attorney General procedures, and Department of Defense and internal 
directives. With Jew exceptions, the problems uncovered were routine and showed that 
operating elements understand the restrictions on NSA/CSS activities. 

(l.J!7'¥0U07 NSA/CSS Threat Operations Center 

(U//fOtiO) An NS.A OIG inspection found that the intelligence oversight within NTOC is 
appropriately managed and compliant with standing regulations. NTOC has established effective 

TO"F SECRCT/ICOMHfr/,'NOI"OKf.~ 
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...... (b)(1) 
.... · · .· (b )(3)-P .L. 86-36 

......... ·· (b)(3)-50 usc 3024(i) 

management controls to ensure that ·~1-~thoritie.s are properly 
executed on th{;~ NTOC operations Jloor .. Based on training statistic..~s reviewed, the inspector 
found a 95 percent rate of compliance f(n intelligence overs·ight training. 

(l.J/LlZOl:ffJ) Alleged Unauthorized Disclosure of Classified Information 
'(b)(1) 

t:::rC>'"U'"'•u;;~; 
1 

.. 
1 
..-------------------------, .. ' (b)(3)-P.L.86-36 

(1 du .sr, J11ir) 1e (b)(3)-50 usc 3024(i) 

is conducting an investigation into the rel.easc of a SIG!NT report to an intcUigence 
officer before the report was sanitized or ve~tted for proper release. The data dissctn"Inated ........ . 
I lineluded· NSA·datathaHs·putential-1-y··a .. signifi:eanteonJprfmlise·of.SlGl1\J:'r:"''""(b)(1) 

capabilities. The OlG VliH track this action through completion. (b)(3)-P.L. 86-36 

(U) Congressional, lOB, and DNJ Notifications. 
To·n·a.J . .-::.P._,_L. 8 6-3 6 

(:£~Eii/fft'/NF~ INSA/CSS notified the Majority Staff Director of the Senate 
Select Committee on f.ntel.ligence of the process to resolve the Business Records matter, provide 
additional information to the Committee on other matters that have been addressed previous.ly to 
the Committee~ and to notify th~-: Committee of one additional matter which was o.n!y recently 
identified. A copy of the four part nor.ification is included as an addendum tQ this report. 

3. (U) Substantive Changes to tlhe NSAICSS lntemgence Oversight Program. 

(U) Nothing to report. 

4. (U) Changes to NSA/CSS published directives or policies concerning 
inteUigence, cou.mterintemgerllce, or intemgenceH·elated activities and the reason 
for the changes. 

(U) Nothing to report. 

5. {U} Procedures governing the 21ctivities of Department. of Defense {DoD} 
intelligence component'S that affect U.S. persons (DoD Directive 5240.1 ~R, 
Procedure 15) Inquiries or Matters Related to lnteHigence Oversight Programs. 

(U) Nothing to report. 
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