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MEMORANDUM FOR THE CHAIRM AN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (1 Intelligence Oversight)

SUBJECT: (W/#ESEES) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(L/AeET Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no reason to believe that any intelligence activities of the National Security
Agency during the quarter ending 31 March 2009 were unlawful or contrary to Executive Order or

Presidential Birective and thus should bave been reported pursuant to Section 1.6(c) of Executive
Order 12333,

{U/ASES) The Inspector General and the General Counsel continue to exercise ov ersight
of Agency activitics by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense {Intelligence Oversight) are described in the enclosure.
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General Counsel

(U0 T econcur in the report of the Inspector General and the General Counsel and

hereby make it our combined report.
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KEIVH 8§, ALEXANDER
Lisutenant General, U, S, Army
Director, NSAChief, (S5

Encl:
Quarterly Report
This docurment may he ([\L]d‘x\l(lt(l nnd md{%\ad

“UNCLASSIFIED: -
upon removal of ench Nm.('

Derived From: NSA/CSSM 1-5

Epproved for Release by NSA on 12-19-2014, FOIA Case # 70809 (Litigation) Dated: 200 ?9“?@
Declassity On: 20320108
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1. (UIFGHSTintelligence, counterintelligence, and intelligence-related activities
that violate law, regulation, or policy substantiated during the guarter, as well as
actions taken as a result of the violations.

(1) Intelligence Activities

Unintentional collection against United States {U1.8.}
p@m@ns. Ihz:, qum u,r there \Acrfv[___lmswmw in which Signals Intetligence (SIGINT) analysts
inadvertently targeted or collected cominunications to, from, or about U. 5, persons while
pursuing foreign intelligence tasking, All intercepts and reports have been deleted or destroved
as required by United States SIGINT Ditective (USSID) SP001S.

th) (1)
: (b).(3)-P.L. 86-36
{U) Unauthorized Targeting .~ P.L. 86-36 (b) (3 ) ~-50 USC 3024 (i)

Nty ()n[_—_—_]mwsx(ms %]ecw} 4, s“ox'-t S. persons were tasked under cozzsumuai
ml!cuson before the approval process was coniplét ted:. Although the| |
submitted the prerequisite consensual callection forms i |
the final approval had not’ been granted by the Diréctor: National Security Agency (DIRNSA)
prior 1o tasking. The NSA analyst uromouslv bdmui (}6( approval was sufficient to proceed
with tasking, and did not complete the approval pxou,'»s The. violation was found and corrected

[ IV\h{}ﬂ the selectors w*rc detasked. No col!u,tlon resulted from the violation.

A= Eaa NSA targeted a I,,E,S.,, teieph{me number in error. The
number passed o NSA from| “lwas incorrect because

of a typing error. NSA analysts discovered the tvping error onl | when] |

| | Within 30 minutes, the
analysts replaced the incorrect number with the number | w hl(,h Was
obtained through a consensual collection authorization. No collection ot,cuucd from the selector
tasked in error. ‘

~"(b)(3)-P.L. 86-36 ‘(b) (1)

¥ ) {b) {3)-P.L. 86-36
(Ui—__:_:}fravei fo the Unite:

')""(-3) 186236 (b) (3)-50 USC 3024 (1)

enmmaud dnd wiiu,uon xthh oceurred in

J nl |m‘ the l_lin:,tdm,u of] [the United

Smms Lollu,tzon bem u,n| |\wu d have been avoided had timely action

been taken {0 research the tarm,t 's) .| Although the analyst requested a review of

thef . |with access to the database was on sick

ledave,__The research | . Rm led the target was in the United States

Qéof |Ihubdcuomwademﬂwdxxh&dadk&honmdsdgamdhvn1m1ﬂ%&
(b) (1)

(b) (3)-P.L. 86-36
(b) (3)-50 USC 3024 (1)

Declassily Ung 3048061
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database on
future violations.

86-36
cntcrnd tht, Unmd Smm on | _ - lan NSA analyét ™.
aucmpwd unsuccesst u%ixl ........................... S m ias et ﬁclwwr onl |
[-Collection occurred on | |"i'nte.rcepts were purged from the NSA
CHEHETHREE-TO LS A "”‘”Eﬂ%—‘ﬁé}-On[:}accasi'cm‘s;“C’Cs'tié'é't'iﬁﬁ"'éié'éii'ffé'a" o1 se.3c
Mrgbch were in ihc L ‘mted Siatw In all instances, collect] o
» S AT \i‘sA analyst did not confirm iha{ U’LL mm(,t W m,
ouisidc of the {!mwd %t ates before conducting a query of an NS A database. Although the
initial informatiot appeared to show the electronic mail (e ~tial )amouml
"""""" the analyst searched on the selector on| .~ fwithout the /
* prerequisite check, Another NSA analyst found the-violation on | fnd
Y (1) noted that the e-mail account| Ithe United States. Ihc query and
(b) (3)=P.L. 86-36  ,ecaninied results were delated o ere issned f
o )t use 7ee  Associated results were defeted onf |-Ne-reports wer ued from that
{b) (3)-50 usc 3024 (igollection.
~-P.L. B6-36

should have been detasked in] .. FThe bdeuor belonu,d 10 a lo: eign naixoml
it the L fnlt@d Stifes | The selector, believed to have
been removed in| Ivms noticed while an NSA analyst was prosecuting

another valid foreign target. The selector was detasked onl ['No collection
relating to the U.S. person selector has been found.

-P.L. 86-36

SdaE din o ol e On owasmns \3%"& analysts constructed poor database queries,
and nn[]of fhose oceasions, the queries returned results from the database. The returned results

from the overly broad or mcompie*w queries was ddeitd and no reports were issued. Procedural
errors contributed to[loi the Dwola’mons

2 ‘ JanNsA] |-
cmalvsl ?axi(.d 1o iesmd hls database query with foreign target selectors, resulting in the
targeting of a U,S.| lmthnut authorization. With the
intention of collecting a communication, one end of which was in| Jthe analyst
mistakenly believed that he could query| .| for
foreign intelligence purposes. e e

RISEEY
(b) (3)-P.L. B86~36
(b){(3)-18 USC 798
(b} (3

)~50 USC 3024 (i)

b)(3)-P.L. 86-36
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e (1)

(b){3)~P.L. 86~36
{b) (3)=B0 USC 3024 (i) .
3)-P.L. 86~36
3

W)
b

----- G —e

: SN b}(3)-50 USC 3024(i)
Ll hzs search ior formw mulhfsmce re dtud to the, I 8. presidential ¥

maugmaﬁem éroml |the analyst mistakenly believed that th
term typed i fwas permissible. The mistake, found. m}l | was
uormtgd that day. No collection wsu!ied from-the qut,rx_

o z'rqf»'&"'m...f 44444 S A f‘"?—A—H {uman error rebuﬁed mﬂ}c targeting oi[:]

e }“An NSA analyst and his auditor
mncorrectly applied tarpeting yuidance. resuliing-in lqueries to an NSA dalabase.

]

(b) (3)-

I&hl%(b) (3)-P.L. 86-36
Jihe

bwas permissible.

|~ax_1d all related

'“( by (1)
b){(3)~-P.L. B6~36

In an attempt to locate a translated miuca,pt an b’ (3)-50 USC 3024(1)
htx .:mahfst suamhui on Ihei |of the transcribing linguist. The
Aolation was found bv the analyst's auditor. Mo results were returned.

“b) ( (b} (1)
& (b) (3)-P.L. 86-36
H b)(3)—P.L. 86~36
{U) Detasking Delays e . (b) {3)-18 USC 798
(B (31-50 UsC 3024t (b) (3)-50 USC 3024 (1)

remained tasked afier an Attorney
The NSA analyst detasked the

«_General authorization had expired oii

selectors] Ibut was not aware of
4 [ The violation was identified o | and the
y selectors were detasked the same day. No collection occurred betweén| Jand

A review of the incident resulted in a change in opcraung procedures

{b) (1)
tb) (3)-P.L. 86-36

“‘u, selectors m‘[:]x alid foréign 1&1';3(,15 tctbdeI
emoved from tasking when they were 1?. fa'owci fortargetingtindef

stirveitlancs € ourl(HSL}(hde (‘itv"n%qucmlv thc targets’

Foreign Imdlueu)c,c

communications were intercepted| jaf _he.v entered the Uhited States in
2008. ihm oversight was found during a selector review | The selectors

were detaske on| I'NSA anil¥sts-have not found

[coltection-onthe-targets since-they-entered-the United-Stai

(b)(3)-P.L. 86-36
A A =) Unintentional dissemination of U.S. identities. There

wergD mxtdnccs in whmh SIGINT analysts disseminated communications to, from, or about

ULB. persons while pursuing foreign intelligence tasking this quarter. All data have been deleted

of destroved as req uired, mD of tbcl:linstance& SIGINT products were cancelled because

they wntamu ihc mw; ot U 5. pe,rscms orﬂamzamms or entities. The reports were either
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(b)(3} 50 USC 3024(i)

b (1)
{b)(3)-P.L. B6-36

rb)(S)—P.L. 86-36

The d'iw.,l mc'}ycied xiit”os ‘mation on[:]L‘ 8. persons. Thel |
analyst was contacted on| and he destroyed the data. No mpewrt‘; wete issued on

the disseminated data.

While NSA | [analysts were developing
Tor L)

)(3) P.L. 86-36

)(3)-18 usc 798
(b)(3)~50 UsC 3024 (i)

=5 Information shared w 1th|

analyst enabled ihe Janalyse 6 associate a telephone number with a ULS, pwmm On
an NSA analvsy]

(9'5(3)-P.L. 86-36

number was not given o the lan&ﬁ';\'?st,l
it with the owner, who is a U.S. person,

‘(3) ~-P.L. 86-36
(b)(B) -50 USC 3024(1i)

(1) Report Cancellation Delay (b‘).'(3) P.L. 8636

A il | an NSA ana xst tearped from| Ithat a valid
iorewn m; ret held dua1| fand 115, utuenshlp /klih@uvh the sclectors were detasked on
| Lmd collection was purged from NSA databasés: [:Iropom generated from the
unauthorized collection were not cancelled unti The delay in report cancellation
occurred because of a miscommunication between two analysts. Each believed the other was
going to cancel the reports.

(L) The Foreign Intelligence Surveillance Act (FISA) o) (1)
(59 (3)-50 Usc 3024 1)

(U) Unauthorized Targeting

Between| | coflect

sciuaoz amr thu } IS(L ()xder

Y by (3)-p.1. 86-36

e
[y
ey
~f
-
o
<
b
(43
o
=N
ot
e
B,
~+

Court Orde.r *
| Izmd”‘;‘éiateed u)llcmon Wwas pmgcd from an NSA database on|
Mo reports based on unauthorized collection were issued.

ldnd fasking on

-P.L. 86-36

to determine that|
I l The selector was detasked on|
was purged rom NSA databaies the same day

(1)
(3)-P.L. 86-36
(3)-18 UsC 798

)
)
)
) {3)-50 USC 3024(i)

(b
(b
(b
(b




DOCID: 4165207

3)-P.L. 86-36
(D) (3Y=50 USC 3024 (i)

-P.L. 86-36

expired.

selectors wmmuc,d a! et thc FISC] | Cottection

between] ] The selectors
were retasked undu the FISA Ar_u,;;ndﬁibﬁfs "M (IAA)| , (,.ertiﬁcatian
l I fthe FISC] }(‘omt Order expired on |

Collection from| [electors was purged from NSA database on

(o) (1)
(b)( }-P.L. 86-36

stabase ﬁ)r

mtc,lhoeme, on di person ior a period not covered b'; I %( f)lder

order was signed cmd effective as of] Itﬁ'i"anah 51 gueried back_}c-
The analyst terminated his query and deleted the results on| [#hen he recognized

his mistake.

N IOV 2 PR T
g Sl

VP

(b) (3)-P.L. 86-36

. T Y (1) (b)(3)~-18 USC 798
(U) Business Records {BR} Qreldr  (b)(3)-2.L. 86-36 (b} (3)-50 USC 3024 (i)

—EESHSINE On 7 Januiry 2009, while se zzchms. collection| :
| lN{aA analysts Found BR FISA data mcluded in the query results. or®
the|  |selectors used in queries, oniyr___]had been approved under the reasonable articulable
suspicion (RAS) standard. Although the numbers were associated with a foreign target, the
selectors had not been approved for call chaining in the BR FISA data. The analyst did not know

that approval must be sought for BR F ES/\* Icaii chaining. No data was retained, and no
reports were issued.

~-P.L. B6-36

7 On 9 January 2009, an NSA analyst violated NSA call-chaining procedures when
he zxmdver%cnth did an extra hop, or call-chaining expansion during a BR FISA chaining event
resulting in four call-chaining expansions or hops. The Court order prohibits more than three,
Immediately, the analyst realized four hops were processed, and he deleted all of the results,
which were foreign.
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{1} Update to previous report

S As reported last quarter, on 15 January 2009, the quimmt of Justice
rf.ported to the FISC that NSA had been using an “alert list" to compare incoming BR
FISA metadata against telephone numbers associated with counterterrorism (CT) targets
that NSA had tasked for SIGINT collection. The Agency had reporied to the FISC that
the alert list consisted of numbem ”or which N‘%A had determined that a RAS existed t?aat

the numbers wete rejs n.assaciated-withy |- | %b; ((3;—9 L. 86-36
| selectars on the alert tist had not been () (3)=50 USC 3024 (i}

subjected to a RAS detc:rminai.;on. Anal; sis thx uugh call-chaining was not performed
unless the number met the RAS standard.

(M)
(b)(3)-P.L. 86-36

Z |1\}%/x sigpended ‘the comparison of BR FISA metadata
dgam%i ( T target selectors. and in the conduct of a comprehensive review, NSA
dentified other processes used to query the BR FISA metadata that also did not conform
with the Court’s orders or that were not fully explained to the Court. The review also
identified some manually entered gueties that were noncompliant with the Court’s orders.
None of the compliance incidents resulted in the dissemination of any reporting from
NSA to any other department or agency. Upon discovery of these compliance incidents,
NSA immediately made changes to its processes o ensure that the Agency is handling
and querying the telephony metadata in accordance with the Court’s orders. The
corrective measures include implementation of controls that prevent any automated
process from querying the telephony metadata NSA receives pursuant to the Court's
orders and which also guard against manual querying errors.

nize The Department of Justice filed preliminary notices of compliance incidents with
the H% on 15 January, 21 January, 26 January, 2 February, 25 February, and 31 March 2009,
The FISC issued an order on 5 March 2009 allowing NSA 1o continue to acquire the BR FISA
metadata but imposing further restrictions on use of the data until the completion of the
government's end-to-end system engineering and process report. The report will include further
information on steps to remedy arcas of concem, oversight efforts, and minimization and
oversight procedures to be employed if the F 1SC allows resumed regular access to the BR FISA
metadata.

() Pen/Trap Order

(U) Mothing to report, -
(b) (3)=P.L. 86-36

(U) The Protect America Act (PAA)  (=)13)750 bse 202015

oo

2, ;L't}'r"\?\

(TSRO H54 TRy A delay in the review Ofmtcrccpt conmbutcd to cotlection on a
larget while he was in. tha United States. The selector was tasked under PAA
(,ﬁ,rtiizcauonl lon| | but not checked by the analyst until

the United States. The qum “results were deleted o [ No reports were issued.

) (1)
( )(3) -P.L. 86-36
(b)(3)-18 USC 798
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AL M AR HCONENT

r;%euarq taskr:.d Oﬁl |§1ad bbm taskid under the PAA]
Fertification 2008, The

I____]xnk;‘ﬁ;"éid of the FAA]

retasked under the correct camhcauon oit|

“4b) (1)

stx

- 1und<‘r the wrong authonty. The :

(h) (3)-P.L.
(bfi3)~50 UsC 30241({i)

selectors were
| No collection was purged because

the two certifications share the same minimization rules and database storage protections. No

reports were issued.

TS uman error resulted in the targeting of a dual U.S

. and

“Feitizen after |

an NSA analyst learned of the dual citizenshipl

T

e gnalyst failed ¢

the e-mail address while he pursued

an FAA 704 authorization. When this process weakness was identified { ;
selector was detasked. No collection occurred during the period of unauthorized targ c‘un? and

no reports were issued.

(1) The FISA Amendments Act

(L1) Tasked under an incorrect FAA Certification-—

anab wts

ib) (1)
(b)(3) P.L. 86-36

' dv’gas]c
through

86-36

| the

(b)(l)

(b) (3)-P.L.
b) {3)-50 USC 3024 (i)

tasked on had hwn m‘,kcd undez the Iw AAI

| |iristead of the FAA[

correct certification on|

authority from |
FAA

- I( Lrtifzu,atmn
I f e \du,tnr was ldaskui under 111;:

Apparently, the analvst used the. wroiig

| P | ‘The.error was overlooked by the tasking review team, 1he’
sroblem - was ldbnililbd

selector was. Teioy cd from] pottection. mhm 1]
“No collection occurred.

L mh WA

(ISSIRET TOUSATFYEYBuring a tasking selector review|

[NSA

analysts learned that a target selector had been tasked under the wrong authority. The selector,
instead of

tasked 01’ had. bcen 1askc,d undc,r the E AA[_]

the f’/’&/\l
corT cu ceriitication

..........

A810%

(k) {3)~P.L. B6-36
(b) (3)-50 USC 3024(i)

TOP SLURETCTVIRTANOTERM

7
!

Certification
The” sukcmr was retasked under the

-P.L.

~\’~:- 3

86-36

)
(B)(@3)-P.L. 86-36

") (3)-P.L. 86-36

86-36
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3)-18 USC 798
3)-50 USC 3024({1i)

{U)) Unauthorized Targeting

ern-gueried

/ t_“ rgu whn 15w E f’» Cn 7en m determine
Awhiether he was still in] I'}‘hf; ) nbtained from the search was deleted

..od ................................................... | """"""""""" Fhu mts,m has uompéugd addmmmi formal

I wit_iikm

“(b) {3)-P.L. 86-36

N hdhkmd
the w;w onl | ih(, mskmo was based 6 feport that
mentioned the number belonged o an unidentified associate of a counterterrorism target. The

|detasked the selector and purged all related collection from NSA databa%s OUF (b) (1)
; " (b)(3)-P.L. 86-36
(b) (3)-50 USC 3024(1)

ing ot Jos[ ]
/ Jaind tasked a
P Jand
stor was| jthrough daily due d:lmenm TEViews of
ector Wiz detasked or I

selector under the F /vi\l I(, wt:hc,atmn. In addition o activity
the s
selectors. The se

) (1)

(LY U.8, Person Status ) (3)~P.L. 86-36

On| i FA ized. as using an e-rhail address that
[ The se |and collection was
purged from an NSA database o o Vv lu fe researching the event, NSA analysts

found that the target was 1 1 | The event was
not immediately found beeatise of a :»ofthm EETOT. '\ xm‘maru modification was implemented
onf |t5 correct the problem. No- r@pmimw occurred from the unauthorized

collection.

Ian } AA wihmvud targ(,t wag mnm an e-mail address that
. No collection

resudted. Additionally, the dna}} sl icarmdl
| [that the targe

with the results of a previous NSA status request|
citizenship. A second request to]

Srcass INgAE 3 ] itive
in the United States onf friiee mdll seiedor was duaskul Onl ;
Although appropriate actions were taken 1o purge the data from NSA databases, the time taken to
complete the action exceeded NSA's self-imposed goal of pureing data within five wor :-115 days.

No

reporting occurred,
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(U) Detasking Deilays

Wy e e s L BTl W A0 A 6 T W 1Ak W 2 W WA

th) (3)-B.L..

“., target's heUhiited States on|

CESTSTARE T TO- U5 Human error caused a three-day detasking delay. which resulted
in collection while the target was active in the United States, The request to terminate the
FAA-authorized collection was submited onl L but the seiutox was not dutaskcd

until | | Fhe-analyst.did.not
was purged from a NSA database on

unauthorized collection.

]rwncr to E@a ner mtdhg,cn% ona t'u get amhonzud by FAA 705b dod\ct{ st §b)(3>-p | 86.36
kept the number on tasking to obtain information on the target's| (b)(3)-50 USC 3024(i)
selector remained tasked] u,hm the analyst was directed to

detask the selector. No collection occurred during the period of unauthotized targeting.
86-36

resuhed in
diu ed thal

~{b)(1)
(b)(3)-P.L. 86-36

mu{mf: dclaskzm ruuuesr suhmmgd {)nl

and was not able to verily the qelasking dctum T hx,[:jniuu,pta

obiamned while the targ,ut was in the United Siates were purged from NSA databases on

o)1)
(b)(3)-P.L. 86-36

responsible] arget-office-was i trainiig duing the

[ ftrip-tothe United States, analyst-recopnizéd the mxsmka,_ )
I | Noestigstion oceurred as a msuli of the violation.

SHEFNE A selector was not detasked during a tar 0&:1 s| e [isit to a United
Smm tomtow NSA learped-ofthe travel on] Jsid detasked the selector on
[ |- Cotiection occurred before the selector was removed from tasking. That
collection was purged from an NSA database on| --N.,f.)__'rcportim:g occurred.

HETANT) A miscommunication between two NSA analvsts contributed m Luilu,non on 4
ioxwm target after he entered the United States, When the analysts learned

the-Lnited-States-on|-— [eachmaly st BEleved 1he Other m minat
collection for the duration of the visit. The mistake was found i ¢

(1)

Cd""" "(b)(3)-P.L. 86-36

was detasked onf
NSA databases.

4 A communication problem resulted in delayed removal of

i

an F AAx sukuoz from tax geting while the tarset was in the United States. | |

RSO TITNOI ORN
9



DOCID: 4165207

to the United States of an FAA 702 authorized target. The report requested dz,laskmw of the
selector before| |.,.::§.~1 “(b)(1)

; b)(3)-P.L. 86-36
detasked before the e-mail selecioi] X

(b)(3§ P.L. 8636
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)

ated-a.

"))

]ack of uscfui mtt, !zncnu, ‘%ub%quuml ' (b)(3)-P.L. 86-36

:l The selector- wig detasked cm]
NSA databases. No reports were issued.

(U} Dissemnination of FAA Data

- ~ v
LfSugﬂlHQE;

. 86-36

(L)) Destruction Delay

b)(1)
{(0)(3)-P.L. 86-36

<FSABIANT) U.S. person data was retaiped[ ™ pefote an NSA analyst pulg,cd the daza
from NSA databases.The1dr 0&:1 bhelieved 1o be foreign at the time of tasking o

wag Tound to be a 1.8, citizen in| | The anahsi intended to
request authorization to retain thel ' Jcalls collected but did not pritsue the request. The
collection was purged from NSA databases| } Ko reports were issued.

(L) Other
(o)1) I

(b)(3)-P.L. 86-36 " (b)(3)-P.L. 86-36
(U} Unauthorized Access (b)(3)-50 USC 3024(i)

| an NSA analyst enlzsmd the help of another. N%A analyst for

. ans?auon assxstam_c In doing-so, FISA data was viewed at an NS ’&E—__lsm, not authorized fo(rb 1

-=:;j') o , __the data. The[__Janalyst recognized the mistake and deleted the data, )
M3)- P L7536 e

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024()

....... |v» xth no

'mmw pdmm orwamzauon SIG EN I '1ddress t0 8 (msor !MW‘Si‘? | NSA
authority and directives were bypassed by{ i N§A deleted the SI(:H\ I database accounis
of the] | and instructed on proper access procedures,

1/,-

=10 An NSA supervisor mistakenly granted SIGINT database access to a person not
duthartiud for access. [ B
[analyst. detailed to an NSA Cryptologic Center accessed NSA
databases. The| pralyst's NSA supervi isor dxd ot fomm the documented process for

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)
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{b)(1)

i (b)(1)
T CAVIEEN 177 N UHKIN {b)(3)-P L. 86-36
(:,p)(3)-5o USC 3024())
database access. Access was terminated] | While thu| unpim ee had
SIGINT database access, he was wmpham with the intelligence oversight training mandates.

o)1)

(b)(3)-P.L. 86-36
(B)(3)-18 USC 798
(b)(3)-50 USC 3024(i)

To) (1)
(U} Improper Storage (P)(3)-F. L. 86-36

(0)(1)
(b)(3)-P.L. 86-36

l lTh'é”imsiakc was correcied | R —

Iﬂﬁs"sef:'u“fi‘tif"'{'f1<)idnon was discovered by the Chief of thel ]
fhe chief .
deleted the entries containing U.S. entities and tonfir irmed removal front the| [

No reporting or dissemination of the UL.S. entities occuired,
o)

, : b)(3)-P.L. 86-36
(U improper Data Transfer Eb;§3§_50 USC 3024()

7 Human error resulted in the introduction of U.S. person selectors in a software

upgmdc fest. { lan NSA contractor used unminimized SIGINT collection to
test information transfer between twg NSA systems, The data was to have been minimized
before it was semt from one system tothe other. During a system. check| |
the mistake was found and the files w gre purged the same day.
. _ 7 (1)

(U) Minimization (b)'t3)-P.L. 86-36
(ISTSTIREL TOOsSATFY YR | an NSA technical director identified a

ossible weakness with the minimization of FAA and PAA data] ]

and-related-graphical-user interface have been disabled pending further research, . The
NSA Inspector General will track cosrective action through completion. b))
(b)(3)-P.L. 86-36

_ (b)(3)-18 USC 798

(11} Premature Access (b)(3)-50 USC 3024())

Aceesses {o qemﬂne NEA databases were not ferminated when

| lhc, N%A amh sts acwsscd ihe daiabaws pmodxcaii} froml
Access to unminimized and unev diuatcd SIGINT by NSA analysts was approved for that
location og :

dditionally, NSA analysts working with the]
fwere aecessifig SIGINT databases without authority. Aﬁmscbﬁa}so USC 3024()
|was tctmmatm} whilc the  (b)(3)-P.L.86-36

.,.,..Ihz.&,/.s..‘aml}&i-s---zﬁ' hdd aceess 10

(b)(3)-P.L. 86-36
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SIGINT databases without the proper approval. Analysts are prohibited from logging into the
databases while the access approval is pending. In both instances, the requests for access had not
been completed by the parent NSA organization. (0)(1)

(b)(3)-P.L. 86-36
#7 7 (b)(3)-50 USC 3024()
AA and
| is

' Y TA software error resulted in premature
PA ’& dam in an NSA databds«,, ihc Nb"\ C ‘»bl

| m'y QI(;INE Gdidbd%b BCCESS, &
software error enabled| . j_ " 1" This weakness was
identified, reported, and wnccicd"'(’i&znng an| An
examination of ..[

| anah, st did nol

publish reports containing FAA or PAA data, :

('b)m
(U Unauthorized Access (b)3)-P.L. 86-36

(LAFSCOT During the quarter, an analyst's access to SIGINT databases was not terminated by a
(A.ryptolog_,m Center upon completion of temporary additional duty on one oceasion. Although
the analyst was cleared for access, losing organizations must terminate access ;spomorshx y, and
the gaining organizations must sponsor database access. This mandated practice is an ov»amgm
internal control.

() Computer Network Exploitation (CNE)

SERLNE WA 0 3 ke A Y e s 1
S R PO AT Y E T |
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- (b){3)-P.L. 86-36
(b){3)-18 USC 798

(b){3)-50 USC 3024()
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3)-P.L. 86-36
3) -18 USC 798
13)-50 USC 3024()

| ] While rm&m’chmg the probkm NSA recognized and rectified
weaknesses with additional oversight internal controlg:. Speczhmii} steps were taken to verify
USSID SPO01S training for the accoum h()ldi,rq ¢asure auditors are’ asgigned to each analyst,
lto block’ lmow p LLS:-person information,

limited access was resfqred - |vastestored on
J—tEART | data that was not releasable o] |
e-mails were deleted upon recogaition. Computer Security Incident Reports were submiited to

NSA.

Frmi o |

STSTREC TOUSA TR

| |"‘,<5§§3§.p.L. 86-36
| (6)(3)-50 USC 3024(i)
. |ttiat
ati"dj'i [ thg:_]w.... i
—|ifistances, which occurred on] E
JinstanceTocenrred 8n_(b)(1)
| hen the] Wa;‘s..,m..thc.ilmtud-é&-&t&~;~~~-fiil'fqu::~|ié)"°-'—- 86-36
destroyedtheg irtercept and notified NSA of the incidents. (b)(3;:;g 828 gggm)
geas T
el v ASHSHRBETOTSATTVEY) containing
LS, person information was| [

— o))

e b)(3)-P.L. 86-36
s —————————————————— e b)(3)-50 USC 3024()
when collection Wéi‘sl ] A TS, dmlvst noticed

the U.5. person information]| B
| NSA [has begui
working with the] 16 esta fish. 1_gjrma§ procedures Xor hrmdimtr U.S.

person information. P e
b} (3)-P.L. 86-36 "-(‘5')(1)
(b)(3)-P L. 86-36
(b)(3)-18 USC 798
(6)(3)-50 USC 3024(i)
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(L) Counterintelligence Activities

{U) Nothing to report.

{o)(1
E,bﬁﬁsﬁae,L. 86-36
(U) intelligence-related Activities (?)(3)"50“?:0 3024(0)

—CSSHANE) To reduce the risk of unauthorized telephony cmllecmm and pre eventy jolations, NSA
instituted a process to give analysts greater and faster insicht into .,1 target's location

| When collection oceurred,

it was purged from NSA databases.

1
(biisg-p.L. 86-36
AT *# (b)(3)-50 USC 3024(i)

[NSA analysts found thal] le-=mail selectors] !

fthis quarter. Collection
that ocourred i“l }3 :E-t-heu,%migggggi was purged from NSA databases.,

Although not violations of E.0. 12333 and related dirgctives;

N‘% l\f{ ‘w% rr,poztsl Inntam,b\ o which database access Was not terminated when access was
no longer required. Once identified, the accesses were terminated.

/ (b)(3)-P.L. 86-36

, T Collection occutred on 1.8, persons because of 4 |
with the el
|-and-the datagpyq)
collected as a result of the malfunction was purged from the database. (b)(3)-P.L. 86-36

(b)(3)-50 USC 3024()

2. {(UIFCHOY NSA OIG Intelligence Qversight Inspections, investigations, and
Special Studies.

(U/FEH During this quarter, the OIG reviewed various intelligence activities of the
NEA/CSS to determine whether they had been conducted in accordance with applicable statutes,
Executive Orders, Attorney General procedures, and Department of Defense and internal
directives. With few exceptions, the problems uncovered were routine and showed that
operating elements understand the restrictions on NSA/CSS activities.

(LIFOTey NEAICSS Threat Operations Center

(UIFET0OY An NSA OIG inspection found that the intelligence oversight within NTOC is
appropriately managed and compliant with standing regulations. NTOC has established effective
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management controls 10 ensure that| | authorities are properly
executed on the NTOC operations floor. Based on training statistics reviewed, the inspector
found a 95 percent rate of compliance for intelligence oversight training,

(U/058) Alleged Unauthorized Disclosure of Classified Information

o))
" (b)(3)-P.L. 86-36
FSHIHAT) The| |* ®)3)-50 usc 3024()
is conducting an investigation into the release of a SIGINT report to an| fintelligence
officer bc,fore, the report was sanitized or vetted for proper refease. The data dissemiiiated.,
| _ineluded NSA-data-that-is-potentially-a-signifieant compromise-of SIGIN B
capabilities. The OIG will track this action through completion. _ (b)(3)-P.L. 86-36

(U) C@ngm%ama 108, and DNI Notifications,

~ INSA/CSS notified the Majority Staff Director of the Senate
‘%elucl Lommﬁ tee on Intetligence of the process to resolve the Business Records matter, provide
additional information 1o the Committee on other matters that have been addressed previously to
the Comymittee, and to notify the Committee of one additional matter which was only recently
identified. A copy of the four part notification is included as an addendum to this report.

3. {U) Substantive Changes to the NSA/CSS Inislligence Oversight Program.

(17} Nothing to report.

4. {1} Changes to NSA/CSES published directives or policies concerning
intelligence, counterintelligence, or intelligence-related activities and the reason
for the changss.

{(LI}y Nothing to report.
8. () Procedures governing the activities of Department of Defense {DoD)

intelligence components that affect U.8. persons {(Dol) Directive 5240.1-R,
Procedure 15} inquiries or Matters Related to Intelligence Oversight Programs.

(L) Nothing to report.




