: NATIONAL SECURITY AGENCY . -
CENTRAL SECURITY SERVICE
[FORT-GEORGE G. MEADE MARYLAND 20755:6000

‘ S ; S 14 June 2011 ’
B v‘v_". ’YMEMORANDUM FOR THE CHATRMAN INTELLIGENCE OVERSIGHT BOARD
= - ’:‘THRU Assnstant to the Secretary of Defense (Intelh gence Over51ght)

B SUBJECT (U/FFQBQ-) Report to the lntelllgence OverSLght Boaxd on NSA Actwntlcs -
L iNFORMATION MEMORANDUM

(U/FFG’O‘G)' Exce btas ptevnously reported to you or the Pr e51dent or otherwnse stated in the - o

* “enclosure, we have no reason to believe that intelligence activities of the National Securlty Aoency
” '}durmg the quarter endmg 31 March 201 1 were unlawful or contrary to Executive Order or Presidential
.. Directive-and thus should have been reported pursuant to Section 1. 6(c) of Executive Order 12333, as -
o ,amended ’ »

(U//-F-QHG) The Inspector General and the General. Counsel continue: to exercise ovemtght of"
*--Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and
. counsel. These activities and other data requested by the Board or members of the staff of the ASSlStanl
o ‘to the Secretary of Defense (lntelhgence Ovelsxght) arg'described in the enclosure

GEORGE ELLARD

spector neral
(o~

MATTHEW G. OLSEN
" General Counsel

- (U/A0H0) | concur in the report of the Inspector General and the General Counsel and hereby

-make it our.combined report. ‘
KEITH [KJEXA ER

General, U. S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report

This document may be declassified and marked

“UNCLASSIFIED/#Fet+-Offtetat-tfse-Onty™

upon removal of enclosure(s)

EDproved for Release by NGA on 12-18-2014, FOIA Case # 70809 (Ligaon)
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I. (U) Intelligence, Counterintelligence, and Intelligence -Related Activities that
Violated Law, Regulation, or Policy and Were Substantiated during the Quarter,
as well as Actions Taken as a Result of the Violations

A. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333
Authority

(U) Unintentional Collection against United States Persons (USPs) or Foreign
Persons in the United States “(0)(3)-P.L. 86-36

or about USPs while pursuing foreign 1ntelhgence taskmﬂ All intercepts and reports have been
deleted or destroyed as required by United States SIGINT Directive SP0018.

------

)(1)
(b)(S) P.L. 86-36

1. (U) Targeting

and no reports were 1ssued.

(U//Bev0oy|
intelligence target wlulgvgl}g,_.talget Wi
(B)(1) ~No¢ollection occurred.
(b)(3) P.L. 86-38 .
. ASHREEFOUSATVET) | |-4n NSA analyst learned that one selector for a
-« .. valid foreign jntelligence tarcet remained tasked while the tareet wag in the United States from
| Collection
against the selector was suspended | I and no leports wele issued:: (b)(3) P.L. 86-36
(U/FeE0)| ]an NSA analyst dlSCOVBIed that selectm s associated with a USP
had been tasked | |
“The selectm s were detasked | |
(U//-Feb‘ﬁ‘}' I I an NSA analyst learned that'"él selectm for a valid foreign

suspended |

(b)(3) -P.L. 86-36

Derived From: NSA/CSSM 1-32
Dated: 20070108
Declassify On: 20320108
—“TOP-SFCRET/COMBNTHNCEORN-—
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—SHREE-TO-USAEYY | |-an"NSA-analyst 16%{99§L,t.1.1at..a selector ass6ciatedb)(1)
with avalid foreign intelligence target remained.tasked-whilé the target was in the United Stated?)(®)-P.L. 86-36
from| | | ' ]
[ |

| | No-collection-oceurred.. ... e
'(b)(1) ?383 P.L. 86-36
2. (U) Database Queries " D)) P. L 86-36 (b)(3)-1é USG 798
{b)(3)-50 USC 3024(j)
—WI |analysts pelfonned ovetly broad or p001ly

lconstructed database queries that potentially targeted USPs. For example these queries used
Wwhich produced. imprecise resulis, | "’I_the queries returnqd-~"'
results from the database. The query results were deleted, and no reports were issued. {b)(1)
Procedural errors contributed to the following incidents. (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)
0 (UFeEH)| | an NSA analyst queried raw traffic databases using
an e~ mall selector assoc1ated with a valld f01elgn 1ntelhgence talget but without

and no 1ep01“cs were issued.

(U/HeE67-0n[_Joccasions | | NSA

'analysts queued raw t1 afﬁc databases usmg selectms assocnated with USPs. On each

pelfonmng the queries. No 1esults were letumed"'from[__—]of the queries. Results from
the. 1ema1mn<’r [Clqueries were deleted and no reports were issued.

EJ (U/7‘FGH@')"| | an NSA analyst performed a query in a raw traffic
“database without sufficiently researching the selector. Upon discovery that the selector
was.associated with a USP, the analyst stopped the query and deleted it before checking
to see“whether results were returned. No reports were issued.

UIFOToT| | a SIGINT analyst queried a raw traffic database using a
selector associated with a valid foreign intelligence target but did not exclude dates
‘duung which the target was in the United States. After submitting the query, the analyst
. remembered that the target had been in the United States during the range of dates
“‘:._submltted and deleted the query before results were returned.

D (U//‘F@EQ-)[ | an NSA analyst queried the selector of a valid foreign

mtelhuence target in raw traffic databases after the selector had been detasked because
| | The query and results were
deleted onl | and no reports were issued.
0 (U/LF-@HG)'] J]an NSA analyst performed a query without limiting the

date range in a raw traffic database for a USP that had been approved for targeting
thereby caysing collection on the selector during an unauthorized period. The collection
was deleted“'[ |and no transcripts or reports were issued.

~“FOP-SECRET/COMINTA/INOFORN—
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0 (U/fFGHG{jl |an NSA analyst performed Communications Metadata
Analysis against known USP selectors in a raw traffic database. The analyst believed
that-the Supplemental Procedures Governing Communications Metadata Analysis, which

_-aiithorizes communications metadata analysis without confirming the target’s location
" outside the United States, applied to the raw traffic database. No results were returned
from the queries and no reports were issued.

| an NSA analyst queried a raw traffic database using a

| a SIGINT analyst ra‘nl:]queues agamst araw

| lancl retumed 1o 1es{ilts No leports were issued.

I xnl’(U/fFGHGj—Ol occasions ﬁoml | SIGINT analysts

quened raw tlafﬁc databases usmg selectms associated Wltll USPs The analysts

No results were returned ﬁom{:]of the queries. Results from the remammg
queries Wele deleted and no reports were issued.

0 (U//‘F'GHGﬂ | an NSA employee, while conducting training, ran a
demonstration query against a raw traffic database using a selector associated with a
USP. Although the query returned results, no USP data was collected. No reports were
issued. The example was removed from the class and instructor notes.

I
(91 R
ggg goLUg%336024(l) . No reports were issued.
(U/ | .....
~FSHSHREE-TOHSAFVEY)| ll
1en
-P.L. 86-36
worol-18 USC 708

B. (U) Dissemination of U.S. Identities (0)(3)-50 USC 3024())

—(SHSHREE-FOHSAFYEY)r The NSA Enterprise issued |:|SIGINT product reports
duuna the first quaﬁel of CYZOll In those repons SIGINT analysts mcluded 1nf01mat10n that

TOR SECRET/COMINT/ANGEGRN— )
3 b)(3)-P.L. 86-36
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InDSIGINT products. such disseminations were found to be improper, and the reports were
canceled as NSA/CSS analysts learned of USPS U.S. organizations, or

C. (U) The Foreign Intelligence Surveillance Act (FISA) T 0
{ (b)(3)-P.L. 86-36
1. (U) NSAICSS Title | FISA

a. (U) Tasking Error

“(STREETFO-USAFVED | [ NSA analysts
discovered that selectors associated with targets authorized under Foreign Intelhoence
Surveillance Court (FISC) Orders remained tasked after the targets| / |

| | The selectors were detasked,/ On one:. occasion

there was no collection. Collection from the selectors for thé remaining ]:]occasmns was
purged, and no reports were issued.

—(FSHSEAE-|

" (mm

"-P.L. 86-36
SC 3024()

b. (U) Database Queries

—SHREE-FO-USAEVEY) [-an NSA analyst performed] queries on[_]

selectors associated with FISC-authorized targets | raw traffic database that

contained E.O. 12333 collection. The quenes did not xetmn results and no lep01ts were lssued.
BB PO AP

(U/FeY0y

authorized targeff

{ |FISA collecuon No results were 1et11eved by the quely

':"'z'<b)<1)

(b)(3)-P.L. 86-36
c. (U) Data-Handlmg Errors

(U//F'GH@)I | a. S_IGINT analyst posted FISA 1nf01mat10n to an mcmrect chat

“(b) (3)-P.L. 86-36

)
(b)(3)-P.L. 86-36 ~“FOP-SECRETACOMENTANOEORMN—
(b)(3)-50 USC 3024()) 4
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---- “(b)(3)-P.L. 86-36
2. (U) (b)(3)-50 USC 3024())

(U)-FSH#SHAFY Nothing to report
3. (TSHSHAE- Business Records (BR) Order

—FSHSHNET] 1

4. (U) The FISA Amendments Act (FAA) | oM
(b)(3)-P.L. 86-36

. (b)(3)-18 USC 798
a. (U) Section 702 (b)(3)-50 USC 3024(i)

i. (U) Unauthorized Targeting (b)(3)'P'L' 86-36

(U/IFOE8) Note: As previously reported in the 2010 Second Oua/fez Report, NSA/CSS has
implemented a new process to ensure that FAA collection that is required to be-purged from NSA/CSS
databases is purged. | o identify non-
compliant data that should be purged. All collection that has been marked for purging will be purged.
Data that is marked for purging is completely unusable or inaccessible, even if the data has not been
physically removed at that time.

SHSHREE-TFO-USA—F VY An e-mail selector was tasked| |undel FAA

§702 without sufficient justification that the target was located outside the United States. The
selector was detasked| | No.collection. occulred duung the tasl\mg penod

!
]) ~(SUREL TOUSA—FVEA

3(1)
associated with a valid foreign intelligence tmget 1emamed tasked-while the ta 1w /(D)(3)-P.L. 86-36
United States. The error occurred becausel--
[ | The selectm was
I
“SHREEFOHSATFYEY)| J-an NSA analyst disc

had been tasked without sufficient information to determine thet y "P's locatlon outside the
United States. The selectors were detasked | -~} Al FAA §702 collection
associated with this selector homl Ihas been marked for purging. No
reports were issued. :

SHREE-TOUSATVET) | an NSA analyst discovered that a selector had

been tasked without validation that the target’s-{ocation was outside the United States. The
selector was detasked| | Non- -compliant collection has been marked for
purging. No reports were issued.

(U//FoH9)| | an NSA analyst retasked a selector without following tasking
procedires, including verification that the target was located outside the United States. The

'{B}(s)-P.L. 86-36
~“TOP SECRET/COMINTOFORM—
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""""""""" :jj:iIIIZZZIZ:::::===’=’"'"‘-,(<‘b ) ( 3 ) P.L. 86-36

had been created and,..app-roved‘“["""' | ------ No data was collectedl [

AWAH

{b)(S) P.L. 86-36
(b)(3)-50 USC 3024()
—~(SHREL-TO-USA—FEY | |an NSA analyst discovered that an FAA §702

selector remained tasked while the target was in the United-States between] R

ection

from)|
(b)(1)

(b)(3)-P.L. 86-36

(U0 ] an NSA staff officer discovered that[__|selectors, approved for

E.O. 12333 tasking, had erroneously-been tasked against FAA §702] ] The
detasking request was submitted | lbut detasking was not completed unull:I

-No.collection occuned and no reports-were.issued.

I (U) Tasking Errors (b)(3)-P.L. 86-36
(U/Ae86Y On [jocca‘s’i‘ﬁ'ﬁéi | NSA analysts
discovered that e-mail selectors for valid foreign intelligence targets had been improperly tasked
under FAA §702. Because the tasking error rendered the selectors invalid, no collectmn
occurred. The selectors were detasked.

o) (1)
(b.,_) (3)-P.L. 86-36

-(-S#SWG—H&A—F*%’:‘)—[__;__l an NSA analyst discovered that an incorrect

e-mail selector had been tasked. The error occurred because the analyst mistyped the select01

and tasked an unassociated but valid account. The selector was detasked | |
No data was collected .

( )t3}=R.L, 86-36
(U/Fetey) | an NSA analyst discovered that a selector tasked under FAA

§702 was invalid. The last digit of the selector had mistakenly been excluded. The selector was
detasked the same day. Detasking was also confirmed that day. Because the selector was
invalid, no collection occurred.

{b) (1) P :ii*’::fgggg P.L. 86-36
ln (U) Database Queries (b) (3)~P.L. 8636 ........................... e 0
—(-S#REI::—"‘T“G-H-SﬁrF’vPﬁ- |.an-NSA ;malyst performed adatabase query

| Jusiiig a selector associated with aUSP. The analyst
neglected to perform the required research on the selector before per fmmmo the query. The
query ‘was also overly broad, | | 'No results were returned

from the" query.

(UHFOHOY] an NSA analyst queried on a target’s selector in a raw traffic
database without first researching the selector to determine whether it was associated with a
USP. The query returned results that associated the selector with a USP. No reports were
issued.
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v. (U) Detasking Delays ~-~""“iff-”’"‘<b>(3)-P.L. 86-36

onD sél’ééf&é authouzed under a FISC Oldel that expuedl . | The selectors
were detasked | | The technical problem was resolveit] |
(U//FOﬁf‘))I I anNSA analyst discovered that a selectm had 1emamed tasked

v. (U) Data-Handling Errors
(U//‘FGHG-)|

(Uh‘F@HGﬂ | a"§I.GINT analyst umntent1011ally forwarded unminimized USP
information in FAA §702 traffic to an 11nauthouZed analyst. The traffic was purged from
unauthorized databases | - ®A)

(B)(3)-P.L. 86-36
(B)(3)-18 USC 798
(6)(3)-50 USC 3024())

vi. (U) Over-collection
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%)(1)

(h)(3)-P.L. 86-36
4h)(3)-18 USC 798
(b)(3)-50 USC 3024(i)

b. (U) Section 705(b)

i. (U) Unauthorized Targeting

| ] NSA analysts targeted
selectors oﬂ:___]FAA §705(b) -authorized targets while the targets weie] [the

Umted States. In both cases, NSA- pelsonnel welel ]

were issued.

ii. (U) Database Queries

queried in a raw tlafﬂc database on the selet

target| |- wic 1s located in the United States” The selector had been detasked
earlier and| but the analyst did not see this
information when he researched the selector betore-performung the query. The analyst deleted
the query and the results| | dnd no Leports were issued.

l, an NSA analyst performed database queries
on valid FAA §703(b) selectors in raw traffic databases that contain FAA §702 data. The analyst
did not follow query guidelines, violating FAA §702 minimization procedures. The queries were
deleted. No data was collected, and no reports were issued.

D. (U) Other

1. (U) Unauthorized Access

(U/FeBeY -it-was-discovered that-the-approval process foif Jdeess 1o (b)(3)-P.L. 86-36
mission systems did not include a requirement for an operational review or mission justification,

allowing external organizations with no authority to access raw SIGINT data to view or

download that data. All SIGINT involved was collected under E.O. 12333 authority. The extent

of the unauthorized access is being evaluated, and a review of the approval process is under way.

Once these efforts are complete, corrective measures will be implemented . D))
o (b)(3)-P.L. 86-36
3 ; (b)(3)-18 USC 798
2. (U) Data-Handling Errors e (b)(3)-50 USC 3024()
—SHSHREE-FO-HSAFYET| Iﬁi;éle intercepted as part of
surveillance equipment training, in accordance with authorized. p1ocedmes However, the
trainees read and discussed the content father than deleting them as soon as
the equipment was calibrated. All trainees were counseled on proper procedures.
(U/FeBoy] J-an.NSA analyst queried a raw traffic database using a selector

associated with a valid foreign intelligence target biit did not-exclude dates during which the

(b)(3)-P.L. 86-36
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target was in the United States. The analyst then e-mailed the retrieved data to an external
organization. All associated e-mails have been deleted, and no reports were issued.

(U//‘FGH@)I | an NSA analyst disseminated USP information to external
organizations. When the USP status was dISCOVEI ed| | the product was recalled
and .déstroyed.
(U//F@H@H | NSA/CSS discovered. that
(b)(3) P.L -86-30
(UlHowey] | an NSA analyst shared with an external organization without

.. proper authorization raw SIGINT containing the identity of a USP. The SIGINT indicated that
“-the USP may have been a target of hostile intelligence activity, but proper approval for
di'é;selpination had not been granted.

(UIReEey| INSA/CSS attempted to validate the security of an NSA-
hosted webpage that was in development. The existing development firewall, however, did not
prevéent unauthorized users from accessing the link. The link was removed from the operational
webpages, and development firewalls have been upgraded with stronger security.

(U//FGHQ;! |a SIGINT analyst disseminated Top Secret SIGINT metadata on
a SECRET network. The affected accounts were deleted, and the SIGINT was purged from the
twork.
network _— “o)(1) N
3. (U) Unauthorized Collection and Data Retention ?g;gg 5QFU§% 336024(i)
-fS#-R:E-I:ﬁ“@-HSﬁ;—F—VE%—I an,‘,NSA analyst dlscoveled that | v‘ €|
| [ The selector, originally believéd to

be for a valid foreign intelligence target, was detelmmed to be for a USP 0n| | and: was
detasked along w1th otheL seléctors for the target that same day | ! |

' Tlatﬁc collected from| |was pmged by] |
and no reports were issued. ;
. (b)(1)
4. (U) Consensual Collection (b)(3)-P.L. 86-36
(U/FeE)- On[:]occasmns ﬁom| | NSA analyst s discover ed

is being 111’1plemented to detask consensual collect10n selectms automatlcally when thie consent

expires.
(U/FOY6ey| fan-NSA-analyst-discovered that taskiig ifi §iippoit-ofa (5}(3)-P.L, 86-36
consensual collection request had begun | [two-days before the request was ;

approved. The analyst believed that the request had already been approved on the basis of the

—LOR-SECRETHCOMINTANOTFORN—
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| | effective dates of the consent. The selectors were not detasked

because the approval was nearing completion at the time the error was discovered. No collection
had occurred during the violation period.

b)(1)
5. (U) Computer Network Exploitation (CNE) (o158 USG 708
(b)(3) -50 USC 3024(i)
~TSSHAm | .

E. (U) Counterintelligence Activities
(U) Nothing to report.

F. (U) Intelligence -Related Activities B

____ " (b)(3)-P.L. 86-36

~(SHSHHNE)- To reduce the risk of unanthorized telephony collection and prevent v101at10n§3)(3) -50 USC 3024(i)
NSA/CSS instituted a process that gives analysts greater and faster ingight into a target’s ’
location. |

[ When collection occurred, data was purged from NSA/CSS’s principal raw traffic
repositories when required.

: '?)gi P.L. 86-36
~SHSHANF), _ (3):50 USC 3024(j)
— o
F"NSA analysts found] [e-miail selectors] e ]
|this quarter. When collection

occurred, 1t was purged from NSA/CSS’s principal raw traffic repositories when required.

(U/E0P6) Although not violations of E.O. 12333 and related directives, 111[:___] instances,
database access was not terminated when access was no longer required. Once 1dent1ﬁed the

accesses were terminated. In addition, there were instances of unauthorized access to raw
SIGINT andDmstances of account sharing during the quartéj:

. Jit-was. discovered thiat-analysts working undei Title

SIGINT/military operations) authorlty were exposed 0 raw SIGINT metadata The expOSiT
which took place during the |

(b'$(3)-P.L. 86-36

}occuriéd because system automated
access controls malfunctioned. Manual controls have been put in place to ensure that access of
data is commensu rate with authorities.

10
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Il. (U) NSAICSS Office of the Inspector General (OIG) Intelligence Oversight (10)
Inspections, Investigations, and Special Studies

(U/AY0) During the first quarter of CY2011, the OIG reviewed various intelligence activities
of NSA/CSS to determine whether they had been conducted in accordance with statutes,
Executive Orders, Attorney General procedures, and Department of Defense (DoD) and internal
directives. With few exceptions, the problems uncovered were routine and showed that
operating elements understand the restrictions on NSA/CSS activities.

A. (U) NSAICSS Hawaii (NSAH)

(U/EQE0) During the joint IG inspection of NSAH, the 10 inspection team reviewed the 10
Program, IO training, and application of IO standards in the SIGINT mission activities
performed at the site. The 10 Program Manager, who has extensive operational and 10
experience, is known to the workforce and managers. Although there are established procedures
for accomplishing IO tasks, the procedures are not documented. Despite the considerable time
and energy spent tracking IO training, the inspection team highlighted weaknesses in the
procedures for tracking IO training for reservists and contractors. On the basis of survey results,
inspectors found that NSAH operations personnel had an adequate knowledge of IO standards.
They had some weaknesses, however, in understanding the 10 authoritie s regarding the handling
of raw SIGINT and minimization and dissemination standards. The NSA OIG is tracking
corrective actions. Problems with inexperienced analysts constructing overly broad database
queries were also noted in the inspection.

B. (U) Annual Selector Review

(Urasioy Unaer Attorney General approved procedures, NSA/CSS is required to conduct a

yearly review of certain| Jterms:-As-aresult-of tHeTeview, more  (b)(1)
than[___Jterms-were teitiovéd because the target offices concluded that they did not have ~ (0)(3)-P.L.86-36
foreign intelligence value. No terms were removed because they did not have proper
authorizations. |

C. (U) Trends Noted in the Annual Review of Quarterly 10 Reports for 2010

(U/EOYOF The NSA OIG published a report on the analysis of trends noted in the quarterly 10
reports for CY2010. The review highlighted three areas in which analysts committed procedural
errors:
e (U/AE0YO) Failure to perform required research on selectors before querying raw traffic
databases
» (U/FOYO) Failure to follow guidelines for querying FAA §705(b)-authorized selectors
s (U/AFOY6) Dissemination of FISA or FAA -derived data to e-mail aliases that include
personnel not authorized to receive the data.
The OIG advised the SIGINT Directorate to implement enhanced training and awareness
procedures.

11
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D. (U) Misuse of the U.S. SIGINT System

' (b)(1) e T ) (1)
(U) Nothing foreport. - (o)3)-p.L. 86-36 e @ L. 8636
............... 2 (b)3)-18 USC 798
E. (U) Congressional and: Intelhgence 0versnght Board Notlflcatlons Ebggg,g 50 USC 2024([)
—(TSHSLNE) INSA/CS‘S_,..notlﬁed the Conglessmnal mtelhgence commlttees of

the unauthorized disclosure of classifiéd information”from NSA reporting|

NSA beheves that this-disclosure has compromised | ]mtelhgence sources and
may sevelely affect our ability to provide tunely and accurate foreign intelligence about activity
|“A copy of the notification is enclosed.

—CESHSHANE) | }.NSA/CSS followed up on the oral notification to the
Congressional intelligence cmﬁi‘nijtees regarding [:Iincidents involving the over-collection of
communications. Both incidents iﬁvolved the acquisition of communications that were

| The DOQJ provided preliminary notice of theselj

incidents to the FISC[ r_ee the lef’erenced itéiiis undei “Qver= collectlon on

pages 7 and 8. A copy of the notification i§ enclosed B
(b) ( 1) (b)(3)-P.L. 86-36

F. (U) Other Notifications (b)(3)-18 USC 798
(b)(3)-P.L. 86-36 (b)(3)-50 USC 3024(i)

5+ NSA/CSS has notified the Attorney General ofE:] consensual and nonconsensual
intelligence-related collection activities for USP hostage or detainee cases.

Il. (U) Substantive Changes to the NSA/CSS 10 Program
(U) Nothing to report.

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning
Intelligence, Counterintelligence, or Intelligence -Related Activities and the
Reason for the Changes

(U) Nothing to report.

V. (U) Procedures Governing the Activities of DoD Intelligence Components that
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related to
10 Programs

(U) Nothing to report.
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