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NAT:iONi<lL SECUF?.lTY AGE.i'>JCY 
CENTRr~\L SECURITY SE.RV!CE 

FOR'l' Ot:..ORGfE: ':;~ M~i"DEr MI•.R'!Ll1NO 207:5~'··~$0()0 

7 J"une 2006 

MEMORANDUM FOR THE CHAIRMAN~ INTELLIGENCE OVERSIGHT BOARD 

THR:U: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U/WOUO) Report to the Intelligence Oversight Board on NSA 
Activities - INFORMATION MEMORANDUM 

(U/lFOUO) Except as previously reported to you or the President~ or 
otherwise stated in the enclosure, we have no reason to believe that any intel1igence 
activities of the National Security Agency during the quarter ending :31 March 2006 
were unlawful or contrary to Executive Order or Presidential Directive, and thus 
required to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

(U/I'FCUe)) The Inspector General and the GBneral Counsel contin-ne to 
exercise oversight of Agency activities by means ofinspections, surveys, training, 
:rEYview of directives and guidelines, and advice and counsel. These aetivities and 
other data requested by the Boatd or members of the staff of the A.'3sistant to the 
Secretary of Defense (In tell~~' Oversig~j are described in the enclosure. 

· ( (f3{l-·tcf7 ~ · 
JoFii~-F. BRENNER 

·.,, )Insm{ctor General -----··---··· 
- . .J / /'//.-_... .. --

j(.';/ II. /;~:~"'------·~:~~~::·:::-::.~--::.~~-
"' f/$-'r t....· q ........ 

ltOBERT L. DE'rf~· 
Generit··C9urrsei 

. ····· 

(U//fOUO) I concur in the report of the Inspector General and the General 
Counsel and hereby make it our combined report. · 

I .. l 

. ./~·; .. ~··?-·· ''xf/(,~1 /)' _/./../ j' " I f ·· / t\_ ';::;·I f--r"" 
KEITH :ALEXANDER 

Lieutenant General, U. S. Army 
Director, NSA/Chief, CSS 

Encl: @\pproved for Release by NSA on 12-19-2014. FOIA Case # 70809 (Liti qati on) 
Quarterly Re.port 

This Memorandum is Unclassi.f:ie<l 
Upon Re.moval of Enclosuru 

DERIVED FROM: NSA/CSSPM 1-52 
lMTED; 23NOV04 
DECLASSlF\' ON: 1019!123 
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i. (U) INSPECTOR GENERAl ACTIVITIES· · 

a. (0/18!) During this quarter, the Office oflnspector General (OlG) reviewed 
various intelligence activities of the National Security Agency/Central Security 
Service (NSAJCSS) to determine whether they ·were conducted in accordance with 
applicable statutes, .Executive Orders (E.O,s), Attorney General (AG) procedures, 
and Department of Defense (DoD) and internal directives. With few exceptions, the 
issues presented were routine and indicated t.hat the operating elements 
understand the restrictions on NSA/CSS activities. . 

b. (U/J.FOUe~ NSAOIG inspectors completed an,Jm.tP.ec.tion .. ofthei·· .......................... ···::::::::FTbl (3)-P.L. 86-36 

.__----~-~--~--__.-·n··3l March.2(i06. The mte~Hgence o.vertii,ght 
prograrn. was found in good order. .·· · · · ·· ... • 

c. (U//P8U0) Stemming from. the NSA OIG special.study-~fthe _,at~~~s t.o Signals 
Intelligence CSIGINT) by ··· ·a review of 
possible E.O. 128a3 infractions in ar•eas uw.!el"ated to NSA/CSS was conducted 
(roport dated 28 February 2006). Tl;ere"\~ere no E.O. 12333 violations or. i.mpropei: 
management in I la:c£ion related to the review. 

d. -fS+ Last uarter we r orted alleged misuse of a SIGINT Database by a 
employee·c:reporr·4.~t.e:d:2"S::Febi1iary20:o6t""Th~·l ( 1 l 

~.:i-n~ci:""'dr-e-n-:-t -;-h_a_s""l"b-e-en-.-r-efi~e-r-re-.d':'"t~-o-t~h-e-r--._OlG'"for·ac:tion as deemed appropriate. · ( b l ( 3 l - P • L · 8 6- 3 6 

f: (3#8Ii7'.Nfi') In tlw second quarter of fiscal year 2005 (report dated 17 May 
2005), we reported the misus~ of the U.S. SIGINT System. An NSA/CSS OIG 
investigation revealed that an NSA employee had misused the SIGINT system by 
conducting unauthorized electronic surveillance of a non-U.S. person abroad for no 
legitimate foreign intelligence purpose. The matter has been referred to the NSA/CSS 
Office of the General Counsel, for consideration of referral to the Department of J'u.;,i:ice. 

uarter fiscal ear 2004 (report dated 
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TOP 'TCRfT,-:Cc1' .tnfr·Teri r' 'T f E" 'HOi EJL<OFORN-""1()?9 I 1?'1 ··(b) ( 1 l .. l,..) .. M. 1 I , l \j f. . I I . 1~ ••• "'t CJ:t;: .... 1. . .J .. l :. iJ . . .. .• I-~ .... '":':""'~· 
. . ......... (b)(3)-P.L. 86-36 

.... ····· (b) (3) -50 usc 3024 (i) 

-..1 land the NSA OIG conducted ajohit i~spection of the 
I !Action has been completed to 
rectifY the weaknesses .in their intelligenct~ oversight program docum€.mtation . 

• 
h. (8tfSI) The OlG reported an investigation of unintentional coHection of a U.S. 

person in the first. quarter fisc~l year 2004 ~-~-~-~-.:t::~.P?.,~~- ~-~~~-~--~.?...:l.\1.~:t:.Y.h:?..OQ.4) •.. From , b l , 1 l 

I INSA-Srgnals"lntelligence Directorate (SID) targeted the (bl (3)-P.L. s6-36 

communications of a U.S. person located abroad without the required AG 
auth01i.zation.. As a result of the O.IG finding of shortcomings in the control 
environment, OIG recommendations for improvement have been implemented. 

2. (U) GENERAL COUNSEL ACTIVITIES 

(01/81) The NSNCSS OGC reviewed various intelligence activities of the 
NSA/CSS to determine whether they were conducted in accordance with applicable 
statutes, EOs, AG procedures, and DoD and internal directives. 'I'he OGC advised 
Agency elements on a number of questions, including the collection and 
dissemination of communications of, or concerning U.S. persons; the reporting of 
possible violations of federal criminal law contained in SIGINT product; the testing 
of electronic equipment, and the applicability of the Foreign Intelligence 
Surveillance Act (FISA). With"few exceptions, the issues presented were routine 
and indicated that the operating elements understand the restrictions on NSA/CSS 
activities. 

3. (U) SIGINT ACTIVITiES 

a. (&'/SO Collection Against U.S. Persons 

.··.lm~:tHi.~p. L. 86-36 {1) (U) intentional 

a. (~I) During this quarter, the tJ:~:tojJJ~~~~2~~;.~lSe;>uri 
Service (DlRNS~VCHCSS) granted approval for cotl.s¢ns~al coHe~tion ~gt;rinr;:s;.:;;,t...,· .....,.. ..... 
u.s. persons. DIRNSA/CHCSS al£?0 approved no~-cdnse,nsual C4ll~ction of 
U.S. companies openly owned a.ndcontrolled by for~~gn governmep.ts;··,;:..;;;;.....:.........,.U,...S.,..-~. 

ersons known to be a e. nts .ofa forei ower,tz=]U.S.\citizens t~:kt.m hostage by 
1=====::;--:;J~-.;:~;---:-:-;--~;----1 OU.S. c.itizE.\ns involvedj:nLI ___ ....~J 
I IB:~ .S. citizen who e~taped fron · 
DJRNSAICHCSS·approved consensual cbllection against •. 
routinely tei'minatedthis quarter. · · . 

···············... / 2 .. · / 
TOP !3lXR.CTi/COivlH<l1'Y'fAI.iE1.1 ~·r.xEYf fOLE.'iJ.'IlO.rorn~:.:;uP9ll2 3 

i ,.······ 
·.;.··· 

(b) (1) 
(b) (3)-P.L. 86-36 
(b) (3) -18 usc 798 
(b) (3) -50 usc 3024 (i) 
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b. (Sh!SB The AG granted authority to collect the communications of.·Du.s. 
persons overseas during this quarter. . ,.' . 

(2) (U) Unintentional 

a. (81/-8tl/~;fF) This quarter, ~here wereOinstauces in wl}Ifh analysts 
inadvertently collected communications to, from, pr about U. S .. r>e:rsons while 
pursuing foreign intelligence tasking. All of the ipcident,s wer.e{reported to 
responsible oversight officials, and corrective act~ions were t~ken. 

· b. "i81/0I) NSA/CSS analysts discovered that al .·' ~asked 
c:::J;eiep!:l.One numbers that served U.S. perso~s. Th~'numbers, approvedjfor 
tasking in I l··w~r.e removed from t~king··o~ b) ( 1 l 

b. {Utt'rouo) mssem~~=~~~~ ~io~s~::§deoti.~ies / .... :::·:· ... · ~~~ ~;~=is L~s~6;~~ 
' "·=::::,,,,...f,{b),(1) (b) (3) -50 usc 3024 (i) 

('1) (U) intentional (bl {3l"'"I?··L. s6-36 

(a) (S/IS!) In accordance with section 7 of Uni~: ~:~;,;;~-ll!gn!lls .-----. 
Intelligence Directive (USSID) SP0018, U.S. identities were disseminated._! __ _, 
times during this quarter. The following table shows the justification and the 
numbf.~r of instances of dissemination. In the "Unmasked by Analyst" column, the 
U.S. identity was revealed in a serialized end product; in the "Unmasked at User 
Request'' column, a U.S. identity was released to a user at the user's request. 

\.· .. ---;::~~:~~,:ik;~~~;:.:v.~, 7e~lf£ 
7.2.c Necessary (b'J. ( 1) 

(b)'..(3) P.L. 86-36 

7.2.c.1 Foreign Official 

------------------------------~ 
'7.2.c.3 International Narcotics 

7.2.c.4 Criminal Activity 

lt=7.2.c.7 U.S. GovernmentO_f_fi_cl_·a_I -----1 

TOTAL 
--~========================~ 

3 
TOP SLCRETr'COMIHT'/TALEtH KEYHOUJ:,NOl(lltl~u·.<.02.9111.~ 



:OOCI:O: 4165195 

(b) (8//SI) While 

..... ··· .... ················· 
.· \'('l;') (1} 

(2) {U) Unintentional . 
\(b) (3}-P.L. 86-36 

a. (81;/81) During.this quarterbsiGINT products were cancelled because 
they contaii1.ed the id€ntities ofU.S .. persons, organizations, or entities. ln all 
instances, the reports were either not reissued or were reissued with the proper 
minimization. ./ · 

b:..· C'i'SNSl//P.tF) An incident involving the verbal disseminrimi of the names 
or==TP.S. persons occurred dm-in1. a.meetin between NSA an~_ . . ;I , 
I tto N8. .... No'!Y.ntten n~t.es 
were taken during the meeting, and the were::mstructed·to::di~~gatd 
and not share the U.S. person information. . . ... · ::::::::::::: ... ::::> .. · \(·; ~ ~ ~ ~ _ P. L. 

c. E&'/81) Through telephone co.mmunicatl'(;~~ tb::ancl'f.f.n~f ··:::: : .. , .. "" .. \. ·.\ I 
inf~rrnation was coll~.~<;l..Jlmldi::lseminated on . ·.§~ .. persons. !:l.JE(collection\r i I 
whwh occu~:r..G.d.betwee ·as destroye.d,::onl l _ 

I I·Trafning was con ucte an proce ures were develop~~J.::to meet the \ ! 
infon:n.ation need without violating U.S. person privacy. · · ;. 

86-36 

/L...---...... ------~uulOWingly posted .S. telephone num ers on a· 
classified .. Once·to:entifi.ea~::ffie .. datav~i'as .. remove'd.rrom .. tli~· ... · <b H3)-P .L s6-36 

portaL Research indicated that of theJ ~vents 
reported during the above timeframe,l ~elephone numbers fro.ml .1 

.... ·1 
lwere .. not.pr.oP..~.:rly minimized.by..anl I 

I 
~,_--...!~························· ·~~~ ~;~ -P.L. 86-36 

M)(~~ ········· (b) (3} -18 usc 798 

(b)(3)-P~LS~:-36 {3) (U) Raw Traffic Dissemination- SIGINT Production ChaiO:>l (3l -so usc 3024 (il 

Es;'t8t, .... l---------------------------. 
········I.__ ________________ ___. 
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... ··· :··(b) (1) 

.. -·· 

.--------------------------~·,;;;.····--""""':'"-.. _<_b...,.~ :--1(3) -P. L. 86-36 
... -·· 

b) (3)-P.L. 86-36 

4. (U) Other Activities ·····:::::="'''\(·b) (1) 

.:::::::: .- f~)·{3)- i?. L. 8 6-36 
........ 

·························· . ' ... -----· •, 

...... ----··· .. -·· \\ \_ ··-- ... _ 

('fSh'SIII' NF) With the ass~.~tanee··orth~· NSA OQ.C;··a.l .... \·· .... ·· ·..... ·· .. ····I 
web site was made. .. sgmplifuit with intelligenc.e··Ov.ersight authorities by restriGtiiig 
raw SIGJ.~Taecess to authorized users.:J.-"" \ ·.... ·1 

I . l·u:sers ?utside of the SIGINT. production· chain had access to the web sitel\ \ ... 
wluch contamed metadatal _..······ (b)·· I)·.., 

:.·.. (e) 31-··p.L. 86-36 
.. ·· (b) (3)>.-so usc 3024 (il 

b. (U/ifi'OUO) FiS).l:t..lncidents/(b) (3)-P.L. 86-36 . 
. -·· : 

a. (Uf!FOUOJ' Unauthorized Access 

.---..;..(1...;.,) CTf.WBVf~;rF) While coqecting an FISA Court~authorized target I , ·1 
I l·an NSA/CSS analyst ~ccessE:d personal data on U.S. persons. The incidental\ 
collection immediately stopped when the error was discovered! I 
'T'h.P f"fillected data was renioved from thel J 

land thel Hats:~hl:l!:1.P I I . 

(2) ('fS//Sfh'NP)i I in~tari:tes gf unintentional colle.ction of U.S. persons,/ 
occurred 4:uring this quarter · ' 1 

.In ~-(Jl cases 
1-------------------------~~..... i! 

(b) (1) 
(b) (3)-P.L. 86-3q 5 (b) (1) 

t UP ;jf.:X. Rt, I i;LOMri<l Ui i ALt!i~1 kE fHOLl'Y/NOFOR?</."202911 !!~i~ ~ ~; ~ = ~s L ~s~ 6;;~ 
(b) (3)-50 usc 3024(i) 
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.. -----------::,,,,: .. ; -~) ( 1) 

the collection WS.S deleted, and there were no reports issu~d as·a resu;lt;:~f;t . ')_.( 3 ) - p • L • 8 6 - 3 6 

collection. -- __ .. .-::--_-><.-·• 1 \(~\~ ~-;~_=;~ ~;~ ~~~4 (i) 
.... ··· .·.· .. \\\ \ 

(3) (TSHSIHt<lr) 

d. (U) Assistance to law Enforcement 

;;:::::::::''"'"·(.~) (1) 
( o,) ( 3) - P; L. 8 6-3 6 

(~//~H) During this quarter,--thl;S'Sth:~~~~~:~~~ to uests for linguistic •:.::::-. 
·support andf::Jfortech~iical assistance fro __ ....,;..;~;.aa,-a..;._....._.;..,;____; _ ___;~___;--~ 

Technical support was also provided OI_lceto I ~espectiv._,eor-y-. -----------------~ 

e. (U} Working Aids. 

(l) (U/t,E.i'OUO) The SID Office of Oversight and Compliance maintains "U.S. 
Identities in SIGINT" and a matl'ix of dissemination authorities on its web page for 
use by the NSA/CSS Enterprise. The E.O., NSA/CSS Policy Number 1-23, DoD 
Regulation 5240.1.-R, and USSID SPOOlS are also available on~line. 

(2) (8'//S!J NSA/CSS Georgia developed an intelligence oversight operating 
instruction that addresses :roles, responsibilities, raw traff1c database access and 
reporting, and developed a working aid to assist withj ~equests~u u Tbl ( 1 l 

· · (b) (3)-P.L. 86-36 
(b) (3)-50 usc 3024(1) 

6 
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