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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE
OFFICLE OF THE INSPECTOR GENERAL
9800 Savage Road
OI'S 21, Suite 6247
Ft. George Meade, MDD 20755-6247

20 PBecember 2013

The Pionorable Saxby Chanibliss
Vice Chairman, Select Committee
on Inteiligence

Linited States Scnale

211 Hart Senate Office Building

Washington. DC 20510 ) (1)

{b) (3)-P.L. B86-36

Dear Mr. Vice Chairman: {b) (3) -50 USC 3024(i)

{Uy Section 702 (1 (2) of the FISA Amendments Act of 2008 (FA A} authorizes the National Security
Ageney’Central Security Service (NSA:CSS) Offce of the Inspector General (O1G) 1o assess the Apency”'s
compliance with procedures for targeting non-ULS, persons outside the United States. My Office reviews incidents
involving compliance with procedures for targeting non-11.5. persons outside the United States and incidents
involving minimization of U.S. persen information as they are reported to the O1G and guarterly. Liach incident is
cvaluated against the trgeting and mimimezation procedures adopted by the Director of National [nieltigence and the
Attorney General and approved by the Foreign Intelligence Surveillance Court, This letter covers the [2-muonth
period ending 31 August 2013,

—tr=trNEY Dhuring that period. the O1G completed two reports on implementation of FAA $702. The lirst was an
assessment of management controls over FAA §702. which examined the design of the mdna&,emem contruls that
ensure compliance with FAA §702 and the fargeting and minimization procedures ags
Certifications. Future studies will test the identified controls. The second report

TAHEE-In compliance with the targeting and minimization procedures of FAA 6?021 Iim::lfigcncc reports

were disseminated by NSA/CSS |based on SIGINT derived

from FAA §702 authorized collection. Of the] Jdisseminated reports. | Fontained one or more references

(6 USPs.” During the previous reporting period, NSA stopped counting references to U.S. service providers

contained in an e-mail address as a USP reference it the e-mail address was used by a non-USP. For example. a

reference in a disseminated report that target A communicated using e-mail account target AU Spravider.com is no

— _ (b} (3)-P.L. 86-36

(L Ehesc reports were based in \»holc or in part on information acguired pursuant o FAA $702(a).

)| |
| [the refersnces to
USPadentities might have resulied from collection pursuant o FAA 8707 or from other authorized SIGINT activity
conducted by NSA that was reported in conjunction with information acquired under FAA §702.
=S rThe Contral Intelligence Agency (ClA)Y does not conduct acquisitions under FAA-$702. However, it
receives unminimized communications from NSA and FBI and dissentingtes information based on those
communications. | l

{b) (1)
AR ETORN (b) (3)-P.L. B6-36

Bpproved for Release by NSA on 11-10-2015. FOIA Case # 80120 {litigation)
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longer inciuded as a report referencing a VISP identits | if target A is & non-USIP. Because this change was in effeet
for the entirety of the current reporting period. the tolal number of NSA intelligence reports counted for this repant
as containing one or nore references (o USPs is significantly lower than last vear.”
{b) (3)-P.L. 86-36
(L 46 NSACTSS released [:IUSI’ identilics in response to customer requests for LiSP identities not
reterred to by name or title in the original reporting.* [he majority of these requests were received from elements of
the United States Intelligence Community or federal law enforcement agenciqpy (19
{b) (3)-P.L. B6-36
—Ley [uring this reporting period, NSA determined that, on:Ioccusions. selectors betonging o non-1iSPs
reasonably believed o be located outside the United States at the time of tasking were Jater suspected or confirmed

10 he| ]
'1 | I
‘1‘3""‘3’2"“?@?‘}" ]DUJ filed a preliminary nolice ol compliance incident with the FISC that advised

the Court thay|

(L1} As reported in the OIGs quarterly report to the President™s Intelligence Oversight Board on NSA activities.

compliance incidents oceurred under such circumstanees as: (b) (1)
(b) {(3)-P.L. B6-36
s (L) Tasked selector not meeting the requirements of the eertification {b) {(3)-18 USC 798

e L {b) (3} -50 USC 3024(i)
e (L) Swvstem errors resulting in improper storage or aeeess

e (L) Delayved detasking ol targets identified as USPs or traveling in the United Stutes
s (L) Dissemination errors
¢ (1)) Poer construction of database queries and

o (1) USP status discovered post-tasking. (B)}{1) () (1)

(b)(3)-P.L. 86-36 (&) (3)-P.L. 86-36

: C e : (b} (3)-50 UsC 3024({i)
k) For the previous reperting period. NSA reported lhat:Iimclligcncc reports contained one or more
references to USPs, including references to U8, elecironic communications providers gs part of @ communications
identifier.

NS For the previous reporting period. NSA reported thntDidcntirim were dissemtinated in response to
requests for identities not referred 1o by name or title in the original reporting. For the current reporting peried.
fewer than a quarter of these disseminated USP identities were proper names of individuals or their titles,

[{ULFGH#ﬁﬂ | ]

(b) (3)-P.L. 86-36
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(11 Action has been taken to correet nistakes. and management processes have heen reviewed and adjusted to
reduce the risk of unauthorized acquisition and improper retention ot USP communications,

{£9 This is the fitth vear for which the OIG has reviewed the Agency 's compliance with FAA §702 for the
Congress. To ensure consistency between DIRNSAS repont of the annual review conducted in accordance with
FAA $702 (B (3) and this O repont, the O1G and the Signals Intelligence Directorate worked together to achieve a
common understanding of the reporting requiremerits and have agreed on a methodelogy for accumulating and
anadyzing compliance statistics,

(1) The O1G continues to exercise oversight of Agency intelligence aclivities.

DR. GEORGE ELLARD
Inspector General

Copy Furnished:
The Honarabte Dianne Feinstein
Chairman, Select Committee
en Intelligence






