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NSA has on a daily basis, accessed the BR metadata for purposes of comparing thousands of non-
RAS approved telephone identifiers on its alert list against the BR metadata in order to identify
any matches. Such access was prohibited by the governing minimization procedures under each
of the relevant Court orders, as the government concedes in its sﬁbmission. Feb. 17, 2009
Memorandum at 16.

The government’s submission suggests that its non-compliance with the Court’s orders
resulted from a belief by some personnel within the NSA that some of the Court’s restrictions on
access to the BR metadata applied only to “archived data,” i.e., data residing within certain
databases at the NSA. Feb. 17, 2009 Memorandum, Tab 1, Declaration of Lieutenant General
Keith B. Alexander, United States Army, Director of the NSA (“Feb. 17, 2009 Alexander
Declaration”) at 10-11. That interpretation of the Court’s Orders strains credulity. It is difficult fo
imagine why the Court would intend the applicability of the RAS fequirement - a critical
component of th¢ procedures proposed by the government and adopted by the Court - to turn on
whether or not the data being accessed has been “archived” by the NSA in a particular database at
the time of the access. Indeed, to the extent that the NSA makes the decision about where to store
incoming BR metadata and when the archiving occurs, such an illogical interpretation of the
Court’s Orders renders compliance with the RAS requirement merely optional.

The NSA also suggests that the NSA OGC’s approval of procedures allowing the use of
non-RAS-approved identifiers on the alert list to query BR metadata not yet in the NSA’s
“archive” was not surprising, vsince the procedures were similar to those used in connection with
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telephone numbers considered for addition to the alert list, with the additional
requirement that NSA’s Office of General Counsel reviews these numbers and
affirms that the telephone number is not the focus of the analysis based solely on
activities that are protected by the First Amendment....

As of the last day of the reporting period addressed herein, NSA had
included a total of 3980 telephone numbers on the alert list, which includes
foreign numbers and domestic numbers, after concluding that each of the foreign
telephone numbers satisfied the [RAS standard], and each of the domestic
telephone numbers was ether a FISC approved number or in direct contact with a
foreign seed that met those criteria.[*]

To summarize the alert system: every day new contacts are automatically
revealed with the 3980 telephone numbers contained on the alert list described
above, which themselves are present on the alert list either because they satisfied
the reasonable articulable suspicion standard, or because they are domestic
numbers that were either a FISC approved number or in direct contact with a
number that did so. These automated queries identify any new telephone contacts
between the numbers on the alert list and any other number, except that domestic
numbers do not alert on domestic-to-domestic contacts.

NSA Report to the Foreign Intelligence Surveillance Court, Docket no. BR 06-05, filed Aug. 18,

2006 at 12-15 (emphasis added). This description was included in similar form in all subsequent
reports to the Court, including the report submitted to this Court on December 11, 2008. Feb. 17,
2009 Memorandum at 13.

The NSA attributes these material misrepresentations to the failure of those familiar with

*The report further explained that identifiers within the second category of domestic
numbers were not used as “seeds.” NSA Report to the Foreign Intelligence Surveillance Court,
Docket no. BR 06-05, filed Aug. 18, 2006 at 14. Moreover, rather than conducting daily queries
of the RAS-approved foreign telephone identifier that originally contacted the domestic number,
the domestic numbers were included in the alert list as “merely a quicker and more efficient way
of achieving the same result....” Id. at 14 n.6. In November 2006, the NSA reported that it ceased
this activity on August 18, 2006. Feb. 17,2009 Alexander Declaration at 7 n.1.
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nearly all of the call detail records collected pertain to communications of non-U.S. persons who
are not the subject of an FBI investigation to obtain foreign intelligence informatioh, are
communications of U.S. persons who are not the subject of an FBI investigation to protect
against international terrorism or clandestine intelligence activities, and are data that otherwise
could not be legally captured in bulk by the.government. Ordinarily, this alone would provide
sufficient grounds for a FISC judge to deny the application.

Nevertheless, the FISC has authorized the bulk collection of call detail records ih this
case based upon: (1) the government’s explanation, under oath, of how the collection of and
access to such data are nécessary to analytical methods that are vital to the national security of
the United States; and (2) minimization procedures that carefully restrict access to the BR
metadata and include specific oversight requirements. Given the Executive Branch’s
responsibility for and expertise in determining how best to protect our national security, and in
light of the scale of this bulk collection program, the Court must rely heavily on the government
to monitor this program to ensure that it continues to be justified, in the view of those responsible
for our national security, and that it is being implemented in a manner that protects the privacy
interests of U.S. persons as required by applicable minimization procedures. To approve such a
program, the Court must have every confidence that the government is doing its utmost to ensﬁre
that those responsible for implementation fully comply with the Court’s orders.‘ The Court no

longer has such confidence.
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With regard to the value of the BR metadata program, the government points to the 275
reports that the NSA has provided to the FBI identifying 2,549 telephone identifiers associated
with the targets. Feb. 17, 2009 Alexander Declaration at 42. The government’s submission also
cites three examples in which the FBI opened three new preliminary investigations of persons in
the U.S. based on tips from the BR metadata program. Id., FBI Feedback on Report, Exhibit J.
However, the mere commencement of a preliminary investigation, by itself, does not seem
particularly significant. Of course, if such an investigation led to the identification of a

ipreviously unknown terrorist operative in the United States, the Court appreciates that it would
be of immense value to the government. In any event, this program has been ongoing for nearly
three years. The time has come for the government to describe to the Court how, based on the
information collected and analyzed during that time, the value of the program to the nation’s
security justifies the continued collection and retention of massive quantities of U.S. person
information.

Turning to the government’s implementation of the Court-ordered minimization
procedures and oversight regime, the Court takes note of the remedial measures being undertaken
by the government as described in its recent filings. In particular, the Court welcomes the
Director of the NSA’s decision to order “end-to-end system engineering and process reviews
(technical and operational) of NSA’s handling” of BR metadata. Feb. 17, 2009 Alexander
Declaration at 21. However, the Court is very distufbed to learn that this ongoing exercise has

identified additional violations of the Court’s orders, including the routine accessing of BR
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each such case falling under this latter category, the government shall notify the Court of the
access, in writing, no later than 5:00 p.m., Eastern Time on the next business day after such
access. Any submission to the Court under this paragraph shall, at a minimum, specify the
telephone identifier for which access is sought or was granted, provide the factual basis for the
NSA’s determination that the reasonable articulable suspicion standard has been met with regard
to that identifier, and, if the access has already.taken place, a statement of the immediate threat
necessitating such access;

4. Upon completion of the government’s end-to-end system engineering and process
reviews, the government shall file a report with the Court, that shall, at a minimum, include:

a. an affidavit by the Director of the FBI, and affidavits by any other official responsible
for national security that the government deems appropriate, describing the value of the BR
metadata to the national security of the United States and certifying that the tangible things
sought are relevant to an authorized investigation (other than a threat assessment) to obtain
foreign intelligence information not concerning a U.S. person or to protect against international
terrorism or clandestine intelligence activities, and that such investigation of a U.S. person is not
éonducted solely on the basis of activities protected by the First Amendment;

b. a description of the results of the NSA’s end-to-end system engineering and process

reviews, including any additional instances of non-compliance identified therefrom;
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