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Purpuse
[ he purpose ol This meme s 10 gain concurrence on changes 101 SA ™ Behavier Delection and
Acuthysi (B3DA) Program by the end of Flscal Year (1Y 2010,

Bacherouml:

—_— .

['SA s o htgh-performing connterterrarism arganization with @ workforee dedicated to executing
cur msson aroumd the clock and aerogs the globe, Lo ol s wital misston, TRA was 3
malti-lnvered security spprouch tat incorporates state-of=the-art eehiologies, o well-trained
leanihne sorkioree. infonmation gathering and sharine. and intellicenee analyvsis

Fhrough suceassiul deploviment of technology, ISA checkpotnteare well equipped o deteet
prohibited iems. The BIXA Program, while browder in scope, is the opdy capability desipned o
determine mul-intent and detect enknown thireats. | errarists continie (v use @ variety ol items o
attenapt fo inflict aen o afreralt and passeigars, ochading uoderevar and shog bombs. liguid
explosives, and box cutters. BIRACIs wthreat agnestie eapability that may ofter the best
appsrtunily W thwart the sext method ot attack, As aoresull, TSA conlinues tu seek wavs 1o

1
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enhance the behavior detection capability. Histordealls. TSA used Behavior Detection Officers
(B as the primary behavior detection capability. BDOs wre a dedicated resouree, which
have heen in plage sinee 2007.0 Tn 2011, 1'SA created Behavior Awareness Training (BAT) for
Fransportition Securily Officers (150, The Tour hour training module provided the work loree
with a better understanding and awareness of possible suspicious behavioral indicators. reporting
praciees, amd PO responsibility to report suspieious selivily,

Cupability Optintization

In EY 1L the Department of Homeland Seeurite published a Sereening of Passengers
Ohserveation fechniques (SP'OT) Validarion Studv linding BDO protocols stpmilcantly better at
idemifying individuals with high-risk oureomes compared to random screening, In FY 120 TRA
began another round of researcl aimed al {unher substantiating bebavioral indivators and
improving deteetion protogols. At the same time. the GITies of Seeuriny Operidions (OSO), i
coordimation with Of1ice of Trunmg and Workloree ngagement (OTWEY and Otlice of
Seeurity Capabilities (OSC) began aseries of improvements tor the BDA Program. These were
micnded 10 reintorey the existing behavior detection congept of aperadions while establishing
componenis for o future scalable behavior detection program - moving dway [Fom ;0 ene size
fits all” footpeint o a specteum ol capabilities allowated by sk, Program improvements
ineluded:

o Creating a new national risk allocation methodalogy.

+ Implementing operationa] and admimstrative guality assurance measures redueing the
risk of detrimental deviation ram key procedures.

o Launehing an aotomated ool allowing airperis 1o record when and where BDOs are
deploved 1o meansure ellicicney and giTectivengsy,

¢ Lstablishing new training processes aimed at standardized tnstruction,

o Initiating a small-seals ProotC ol Caneept (PoC') callod Bebaviar Targeted Canversation
{BTC) placing BDOs at the: Ticket Document Checker (114 position where the Officers
carried vt TDE duties i addition 1o screening Tor suspicious behaviors,

o Designing a Pol combingmy BDO certificationg with 1RO reyuired certitications,

o Reviving BAT Training

»  Creating a nisk-hased scheduling toal to assist aivports in using BDOs efficiently and
clleetively.

"3y use Sereening of Passengers by Observation Pechniyues (SPOT) processes o detect behaviors and uativities
thar deviare from an catblished environmental basellne, BOOs, typicatly working (o teams ol tva, obseevy and
engage passengers o determine if their behavior and appearance indicatess  which are assivned varying paint
vitlues  exceed {in combisation) u predetermiied numerical direshold. To cases where the threshold is exeeeded, the
pivssenger i referned doewddional SPOT specilic sereening, 1 the passenger™s hehaviors cantinue tooesealate jnd
exieed another numerical threshold during the retorcal sevceaing process, e she s theo eturred 1o a law
enlurgemnent olfieer (LEOY o furihiel eevicw,
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AMocarion Optimization
TSA piloted SPOT at several New Lngland airports in 2003 and began allocatiog (ull-tnwe B1D0x
2007,

2007 42 589

2008 162 2011
2009 162 2860
2010 162 2986
2011 159 3059
2012 176 3131
2013 176 3131
2034 122 3131

Prior (o Y P3, QSO primarily allocated BDOs at large airports, only covering one of the 120
CAT I and oo CAT IV airports. The FY T3 model was allocated to seven CAT N1 aicports.
However. Federal Security Directors (FS13), Regionel Directors (R, angd the (80 BIIA
Program Office noted certaim inetliciencies with this allocation. Chiet among those coneuins
sk the fesser aumber of passengers al smabler airports did not provide optimad and continual
eogagement opportunities sullicient to keep BDOs proflicient,

In TY 14, QR developed a new BT risk-based allocation methodology w inelude a wider st
of risk and mitigation faciors. Upon review and discussion regarding impacted personnel. 080
recommended that TSA allocate full-time BDOs 10 122 airports viclding @ greater ietaeh on
imvestment.” At the same time, R0 began sork ana e cangept ol operutions combining
RO and TSO gertifications,

Pay Banding and Operational Oversight Optimiztion

[ he current BDO worktoree is segmented into [our separate pay bands, The t Band BDO and
the G Band Lead BDO (LBDOY constitue the prittiary B0 work foree that sereens passenigars
wsing behavior detection. BDA Transportation Sceurity Managers are either H Band or 1 Band.
The original allocation required o 1:10 ratio of FAG o FIT management. Unlike the sereening
workloree, there 1s o 31 supervisory position.

n FY2013, O50 updated the I Band and O Band job coversheets vreating a clearer delinention
in duties between the two pay baisds. Additionally. the Office of Human Capital updated the
New Hire assessment process and created g competitive promotion process Tor the I G band.
[ s weas the Tirst step in providing arelined caveer progression for BDOs,

Lo improve operationsd oversight and carcer progression for the BRI work foree, O8O identiiiol
the need for a Supervizory Transportation Seeurity Oeer (STSOY with an added hehavior

" The methodology was consistent with the Juls 2012 Belmvior Analysis Capability Rish-Based Allocation
Methodoiogy study completed by the O ice of Sceurits Chpabilities (OSC) The sty Goand that while ThA
should have o behavior amshvss capabilite aesmaller airports t cover eaighing gaps, the corent D0 coteepl ol
wprep it it sl wieports may s VeI e seien oninesinge g,
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deteetion (B2 eertification, The position would have supervisosy oversight over certilication.
performance, and evaluation of BDOs and LADOs, This would be o Qulltinwe position at CAT X
wid most CAT D wrports given the number ot suhordinae BDOs. AL smadler locations, OSO
propesed that the STRO-BD carey out oversight af BIYOs but also take on other supervisory
duties, as needed.

There are several advintages o ereating an 815O-B1 position. First. the STSO-BD would work
alengside non-supervisory BDOs providing mentoring and evaluation. This kind of continual
oversight ol the BDO workloree does not vurrentls esist, Seeondothe S TRO=BD position allows
the TSM o fovus an progian complianey, standardization, and msk-hased deployment of
hehuvior detection methodulogy . Thisd, STSO-BD provides o tew vareer progression currently
not available,

Fourth and Neally. the pasition creates program clficiencies, Consistent with the sereening
warkloree. the allocaton would dictate 1 G- FPSTSO-BDO A RTSO-B13: 11 Band B TSM
and 40 FCold T E Band BIEA TSNS O minmuam ol one STSCRREY positon, reardless of the
ot numbser ol BLIO~ alfoviated, waudd be required 31 each arport location Aiponts weuald not
exceed 11 Band BILA TRAL which sould hecome the “BIA Coordinator™ Tor the airpor:
Assistant Federal Securite Divgctors Sereening or their Deputivs have traditionslly held this
KVIIC

Discussion:

By loveraging projects wevads widersvas . GOS0 propoases moving sy From a “one size s all”
hehavior detection praygram 1o a speetrum of capabilities allocated by risk, Tnotal these
nitiativ ey world resule i ao gpproximute savings of 200 FTLE or 158%, ofthe currem BDO
allacation.

. Coneentrate BDCEallocation ur bigher risk and higher throughput aiepars. AU minimuom,
RO proposes remaovizg tulltime BUOS [ran iy -seven (379 lower nsk airports. This
wathsd allos S Lo aehieve appeoximately 232 1 TT sayings

20 At ranaining eights -xix (86) current BDCEajrponts, implamient o new maigement
strueture tatt inchudes wn STSO-BDE By doinge so0 T8 could achiove an approximaiely 151
BLL savings using the stundardized allocation ratio used for the sereening checkpoint.

300 AL the remaining vighiy-six (860 BDO wirparts, reduce BDOY dedicated resourges by

approsimately AT as part ol 5A75 Largee risk-based efliciencies as part of Sereener
Allocation Model (S ANMYUY 130 Additionalls . reduce 320 National Training Team ol
BRO Program Comphiance Assessmient FTE by approximately 10 FTE

4. Develop and pilotanew behasior dutection convept of operations using olticers who are
centitied in all behuvior detection and SO certificanons. Ofticers would conduet BDO
operations ol g minimum of sixteen (161 haurs per pas perind, including bt nat limited 1o
conducting tarpeted comversation at the TOC eogapement as adivestiture allicgr: Managed
Inclusion: and Playboek, Officers wauld conduet 150 Tunctions for the remainder of the pay
peried  ulilization would be hased on risk.

O8Q proposes piloting this coneept at thiee dillerent categortes of airporls: one atrport swith
a BDO Program, une ol the 37 airports where existing BDOs could gleet 1o retum to the
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sereuning workioree, mxd one aeport where OPcers are not currentle i bebavior detection
and must undergo BDO New Hire troimimg, 1 the pilot proves sueeessfol, OSO will
determine which arports will benetit rrom tis alivrmitive coneept ol aperation,

Y

Deploy updated BAT training by Novembier 2004 Tor the entire 150 workloree, The updane
places a grenter fogus on <uspicious helue iars that indhcime o high risk possenger sind
incorpurates behavior detection skills into normal sereening duties. The tisinmg alizns with
BDO aimag, fostering  holistic understendimg of behovtor deiection.

Recommendation;

OSO reeammends buplementation ol gtl (ve initiaives by the eod of FY 2000 resulting g
sealed bebuavior detection program and an approximately T3 A%, F I savmes by the end of

FY 2016, Concurrenitls . [SA sl continug to validane and enhanes the behavior detection
capability through ¢sesting oprimization initiatises, porentially reselting i addinoni! sovings in
future years.

1o By the end ol EY 2016, rciove Tull dime BDOS roan, at o mumimun, Uiy - soeea 33 low ey
risk lower throughpot airpors.

Apprave ﬁfﬁ £ 3/.//V Distpprove )
vate it

Madits Neaeds More Digcusaaon

[ Kt D
20 By e end o EY 2016, implement anew mamtagement structure that g hides an STS0-3D o
(e erghts «ix (8a01 carrent BHO ainuacis.

;‘\ppru\c_ﬁjp -V 5'»’7//! Disapprove

|ty (BRI

Modity e ' Neods More Diseossgon

DAL IBATIK

o As part of SANCEY TS and larper TRA tish-based effciencivs, reduee the overalt BIO
wocation by 100 17T,

Appievy ?f? __.__sfepte  Disuppring o
il [t
Moditsy 0 Needs More Discassion

Diag 1ate
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4. By no later than FY' 15, Quarter 2. pilot aliernative behayfor detection cancept of operations
nsing Ocers who are cortified b all behavior detection and TS certifications.

Approve ﬁ{’ ) @ / ‘(/f Disapprove
[hnie ate
Madih Nueds Mare Diseussion
[Jate (PRI

S0 By oo Laer v FY 1A Ounarter 2, deploy revised BAT lrmining tor the 150 workipree,

Approve &?[7 {A’/ 7y Bisapprove —

(BHI Date
Mondily . . / Needs More Phscussion _
[ ate it
3]
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Attachment:

Allocation Madification - Projected Impacted BRO Numbers
37 Airports = 252 FTE

Project FTE Savings: 252.

| 8DO Hiring at the 37 # 1

airports is currently frazen
resulting in approximately
180 impacted employees
{as of pay pericd 7)
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