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EXREG SUSPENSE 
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SUMMARY 

PURPOSE: (U//FOU9) To forward to the Intelligence Oversight Board (lOB) ofthe 
President's Foreign Intelligence Advisory Board,. via the Assistant to the Secretary of Defense 
for Intelligence Oversight (ATSD(IO)), NSA's quarterly report on its intelligence activities. 

BACKGROUND: (U//FOUO) Executive Order 12333 and Executive Order 12863 
.require Intelligence Community agency heads and Intelligence Community General Counsels 
and Inspectors General, respectively, to report to the lOB on a quarterly basis concerning 
intelligence activities that they have reason to beiieve may be unlawful or ·contrary to Executive 
Order or Presidential Directive. The enclosed memorandum covers all reportable activities 
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982, 
Agency heads are responsible for reporting separately any additional reportable activities 
known to them, unless the President has specifically instructed that the Board is not to be 
informed. The Director's signature signifies that no other activities that require reporting are 
known to him. 

RECOMMENDATION: (U) Director sign the enclosed memorandum. 
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17 May 2005 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE ~VERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//FOU01 Report to the Intelligence Oversight Board on NSA 
Activities -INFORMATION MEMORANDUM 

(U//FOUO) Except as previously reported to you or the President, or 
otherwise stated in the enclosure, we have no reason to believe that any intelligence 
activities of the National Security Agency during the quarter ending 31 March 2005 
were unlawful or contrary to Executive Order or Presidential Directive, and thus 
required to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

(U//FOUOt- The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counsel. These activities and 
other data requested by the Bo d or members of the staff of the Assistant to the 
Secretary ofDefense (Inten· Oversight) are d cribed in the enclosure. 

(U/fFOUO) I concur in the report of the Inspector General and the General 
Counsel and hereby make it our combined report. 

Encl: 
Quarterly Report with NSA/CSS Policy 1-23 

This Mmnorandum is Unclassified 
Upon Removal of Enclosure DERIVED FROM: NSA/CSSPM 1-52 

DATED: 23NOV04 
DECLASSIFY ON: 20291123 
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1. (U) INSPECTOR GENERAL ACTIVITIES 

a.-(GN8f1 During this quarter, the Office of Inspector General (OIG) reviewed 
various intelligence activities of the National Security Agency/Central Security 
Service (NSA/CSS) to determine whether they were conducted in accordance with 
applicable statutes, Executive Orders (EOs), Attorney General (AG) procedures, and 
Department of Defense (DoD) and internal directives. With few exceptions, the 
issues presented were routine and indicated that the operating elements 
understand the restrictions on NSA/CSS activities. 

b. (U/mOU()} Along with inspectors from! ... L·::·{pl (3) -P.L. 86-36 

I (·th_e·NS(f\ 
OIG completed a joint inspection of the Kunia Regional Security Operatjons C®ter 
(KRSOC), Kunia, Hawaii. The inspection team found that the KRSOQIO progffim 
manager lacked the authority to manage the ·ro program centrally,._the IO trairl~ng 
materials contained inaccuracies, and the training accounting process was \ \ 
fragmented. The deficiencies will be monitored by the NSA O~G· through correction. 

c. As reported in the fourth quarter fiscal year 2004 (See re ort dated 24 
November 2004), the NSA OIG, with the 

,. The two intelligence-related 
~~~----~~~~~~~--~~------~~~ actions resu ting from t e inspection, a continuity guide and quarterly .reporting 

process have been completed. 

2. (U) GENERAL COUNSEL ACTIVITIES 

(0Y8I) The NSA Office of General Counsel (OGC) reviewed various intelligence 
activities of the NS.A/CSS to determine whether they were conducted in accordance 
with applicable statutes, EOs, AG procedures, and DoD and internal directives. 
Th~ OGC advised Agency elements on a number of questions, including the 
collection and dissemination of communications of or concerning U.S. persons 
(USP); the reporting of possible violations of federal criminal law contained in 
SIGINT product; the testing of electronic equipment; and the applicability of the 
Foreign Intelligence Surveillance Act. (FISA). With few exceptions, the issues 
presented were routine and indicated that the operating elements understand the 
restrictions on NSA/CSS activities. The OGC did not file any reports with the 
Intelligence Oversight Board during this quarter. 

Derived From: NSA/CSSM J-52 
Dated: 20041123 

Declassify On: 20291123 
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3. (U) SIGINT ACTIVITIES 

~·~-~~~--~~~-'~4$JJ$l)GqUection Against U.S. Persons 

........... ·~:::::::)'!'\f:) ( 1 ) 
......... .. ...-/ (b}.(3)-P.L. 86-36 

••... ;::====·=·· 

a. (Sf/Sf) During this quarter, the Direct<J..~,,;Oftn~"'N.atioil~l .. :Security Ag~-~cy 
(DIRNSA) granted approval for consensu..l:\!::coH~'ction a~.~iristOU.S. persons. '-<.···· .. . 
DIRNSA also a roved non-consens:uaF~ollection oOJ.s. com anies ···· ... ·. 

:~trid"I organization designated by the U.S. Government as a 
L:-te-rr-on...,·'""st-:--su_p_p_o-... rt-:-.. -o~t~g .... anization. The DIRNSA-approved consensual collection 
againstOu:s. persons was routinely terminated this quarter. 

· b. (Sh'BI) The AG granted authority to collect the commll:r_l:~«:!~t.i.QnsofD y-.s. 
persons during this quarter. . .......... ·· ·· ..... ··· . 
' _ ....... · .... ,.,,<.(:~) (1) 

._.../ . ...- (-~) (1) . .-:::::=:::/··(~') (3)-P.L. 86-36 
(2) (U) Unintentional (b).( 3 )-P.L. 86- 36 .-:::::>···: .. :::::· (~~\.(3)-18 usc 798 

.-·::::: .. ········ ..... ·::::·· (~\),\3) -50 usc 3024 (i) 

.a. (SfiSI//NF) T.J;J.is~uarter, there were0Jn~~ri·~~.~ .. r6::~hich an#y~ts 
inadvertently collected against U. S. persons.whUe·j:mrspi:iJ.g foreign intEH{ig~nce 
tasking. All of t;ne<incidents were reported'f9 .. responf?jbl~···oversight offic!~l.s '~d 
corrective actions were taken. All -g.nau~}larized tr.f!ffic.·tollected has beeh\~e~troyed. 

• • ••••••. •• ••• ••••••••••• • .::' •• f l\\ ... · ,.;::· 

~ 'I'he.l .. ··1 
'--w-e-re..,~l-------------rl:to-. -p-r-e.v-.e-.J)~t .... furtherindq~ntal colle~#gn 6f the 

... ·-.:_.'...__:_:-.. - ------··-~-C-----''-" .. --'""­
····.o·-;c .• • ..• -::: ·; ,_: '-----0-~-------· 

2 

............ ::::.:::::::::::::o<:;;;;;;;.,,.;('~) (1} 

(q)(3)-P.L. 86-36 
(l;?) (3) -18 usc 798 

86-36 

(b) (3) -50 usc 3024 (i) 

'fOf SECRI'!:'ftlCOl'vHN'fh'MOFOitN//!6nt U3 
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0 C • JP SECRE I /ICOMINTitNOFORN//Zoz~ll23 ((bb)) .. (<3
1

)) p L 86 36 

... ······ 

.. ·· 
.. ·· 

{b) {1) 

. t(LfJ.J .- .. -1 (b)(3)-,18 usc 798 
fl () Q (b)(3)-so.ysc 3024(i) 

cJ A) [3] (S 'AS I) I 'I /I Jrden·~tiT.fYi~n-::::g-::·a~ .. p~e~r~·s~on~(:-::;:or.:!~:-::;::-e~~:=-~Ir:::-:r!:~.~=-:.,~::r:: .. ~~~~~ .. :~~.~::-:'::::-~e~:r.:f~:~~::f~·:~:J~-... ~-'k-.~-d-~·~-:'j-.1: .. ;;-:;:;;-;:;;:-;:;;-·,.lb.....J)(
1
) 

intercepts were deleted and the single resulting report was canc(Ol.lled·;::::::: (b)(
3
)-P.L. 

86
-
36 

... ···· 

.--__,:;[,;;.;.;4]:...;(TS/i8flfNF) Ani !inadvertently targeted 
·elepppne number of aU. §. ... petson I ..1 

.AG authorization for the number .. had 
Le-xp__,i,_r-e"'I"T"'------...,.....""""'"-e-n-:tooor-e-a-n~ .. a~ .. -'yst.;.e~Hzed.tb.,at the AG authorization had 
expired, analysis was terminated and intercept ;as"de·stro;ved:! :: :::,.,... ·· · 

....... (b) {1) 

b. (U/JFOUO) Dissemination of U.S. Identities {b) {3)-P.L. 86-36 
{b) {3) -18 usc 798 
{b) {3) -50 usc 3024 {i) 

(1) (U) Intentional 

~In accordance with section 7 ofUSSID 18, U.S. identities were disseminated 
,..L_jtimes during this quarter. The following table shows the justification and the 

number of instances of dissemination: In the ''Unmasked by Analyst" column, the 
U.S. identity was revealed in a serialized end product; in the "Unmasked at User 
Request" column, a U.S. identity was released to a user at the user's request . 

{b) {3)-P.L. 86-36,_------------------~-----.--~~----~--------~--~~~---. 

7.2.c Necessary 

7.2.c.1 Foreign Official 

7.2.c.3 International Narcotics 

7.2.c.4 Criminal Activity 

7.2.c.7 U.S. Government Official 

TOTAL 

(2) (U) Unintentional 

;: unni'~k~d ·: · : ti.ti~a~ked at ; 
· . · . bf.Arialyst' · .· User Request ... 

. . : .. · 
TOTAL 

{b) {1) 
{b) {3)-P.L. 86-36 

a. (Gf!SI) Durjl!g this qi.iaJ.i~~ ~~~ ~i:als Intelligence Directorate (SID) 
cancelled0SIGINT products because they contained the identities of U.S. persons, 
organizations, or entities; those products that contained information derived from 
communications ofU.S. persons were not reissued. 

3 
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b. ~;s)/sf~ . ········· .. ··.. .......... I released a total oQeports 
containing the identities of U.S. persons orbased .. o;n_the communicatioJ:ls 
of persons later identified as U.S. persons. In all instaiicesJ lcah:celled the 
reports, which were either not reissued or were reissued with the proper\0 

minimization. · 
.... ··)\(-b) ( 1) 

.... ··· . I \b:?.(3) -P.L. 
(3) (U) Raw Traffic Dissemination - SIGINT Prodyction Ch~'in \ ... ... ... ·· 

.. ·· 

ensures t at e p~rsonne are trame 'Y t e on restrictions and 
on proper hal)dling· and dissemination of SIGINT data 

I I P~rsonnel workine: in or with SID during thi!:-. s_a-_u_a_rt-:-e-r~i:-n...,cl:-u~d:-e-::d---_, 
representatives ofl 

4. (U) Other Activities 

86-36 

86-36 

a. (UI/FOUO) FISA Incidents 

(1) (TS//81//00 NF) Last··C,uart~r. NSA t~porle.d o~·'the ~~11ectjo~ off . ·. · · ..... I 
......... ' ·....... ······... ..,,,,,,,,,, .. ! ............ 1 

following the expirati.on of the fiSA court orq~rl I '(Se§ .. report 
dated 14 March 2005.) The ~rlicular t e ot,e6Jl~ction.required r~moval frtt 

•• \ ·. The latt~r did not occq.r, and the 
...._co-:I:-:--1 e-c-:-te-d-::-:-in~fi~o,.;;.rm_a-:-ti:-o-n_r_e_m_a~i~n-e-::d-a_v_a"'="'il:-a-,;-b-,;-le-£':':"o-r-p-r_.o,.......tessi~g. The information wa~ 

immediate! deleted u . ition of the violiltion.\ 

\. ..,_ 
...... .. .... 
\ ·· ... 

(2) an NSA analy~t discovered that a· ·telephone 
number prev'io~sly associated wit . · .. and 
t?-skedunder FISA authority had been reassigned to a . .. // / 4 .__ ________ ___.,~ 

(b)(1) 
(b)(3)-P.L. 86-36 



.D~~~-:P.L41J~<l .90 
. (bl''{3) :_18 usc 798 

(b) (3.~ -50 usc 3024 (i) .. JP §:ECR:E'fY/COMINlYfNOFOR:N/f.zo:t~lU3 

The number was detasked and all stored 
traffic associated with that number as .. itffmediafei~b)(1) 
destroyed. ....__ _________ _,. (b~(3)-P.L. 86-36 

............ (b)(3)-P.L. 86-36 

b. (UNFOUO) Unauthorized Targetin.Q_.Qfa .. u~ .. s·; Person 

(TS-4'81) ArCJelenfeiif·;~~~~~d that~~---r--~~:-----------1 
it inadvertently retained on cover a telephone number of U. S. person overseas 

-No·collectionresulted ftonftnEf. · ·· · ··:(6}'(3)-P. L. 86-36 
~~~----~------------------------~ tasking. 

c. (U//fOUO) Misuse of the U.S. SIGINT System 

(S/}811/::NF) An NSA employee revealed during a pre-polygraph interview that he 
had misused the SIGINT system by conducting unauthorized electronic surveillance 
of a non-U.S. person abroad. The unauthorized surveillance was conducted for no 
legitimate foreign intelligence purpose. There is an ongoing investigation to 
deterinine the scope of the improper activity. 

. '\(b) ( 1) 

.·· .. ·_./··· (hi (3)-P.L. 86-36 
d. (U) Assistance to law Enforcement 

~#8H During this quarter, the SID responded to Dreq~~sts for technical\\ ....... 
assistance from law enforcement or other overnment a encies includin re 'nests 
from 

e. (U) Working Aids 

(U/ffi'OU~ The SID Office of Oversight and Compliance maintains "U.S. 
Identities in SIGINT" and a matrix of dissemination authorities on its web page 
for use by the NSA/CSS Enterprise. The E.O., NSA/CSS Policy Number 1-23, DoD 
Regulation 5240.1-R, and USSID 18 are also available on-line. 

5 
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3. (U) SIGINT ACTIVITIES 

a. (SJ.ISI} Collection Against U.S. Persons .... ··:::.r··(bl (1) 

··························''"/ 
,•'' 

······· ... ···· · .··... ( iJ:)t ( 3 ) - P_. L • 86-36 

(1) (U) Intentional 

,,,,,. ,• 

.. 
" 

a. \8f/8I} During this quarter, the.,.Pire'~tor of the ijationai Security Ag~h.cy 
(DIRNSA) granted approval for co~.§~ns'lial collectio ~alnstOU.S. persons. ·..:::::- .. 
DIRNSA also approved non-co,.nserisual collection o · ·. 

'--------..--P''''and 1 organization designated by the U. S. Government as a 
terrorist suppgrt't)rganization. The DIR.NSA-approved consensual collection 
againstOu:s. persons was routinely terminated this quarter. 

b. (8-HSI) The AG granted authority to collect the communi~~~~Q:t:.H>.oQ.s. 
persons during this quarter. . . ···· · 

. " \(b .. i ( 1 ) · ·······:;;P(~ ) ( 1 ) 
,..-" '(b) (3)-P.L. 86-,3;6::=::;( (~) (3)-P.L. 86:_36 

(2) (U) Unintentional \. . .. :::::::.··· ... ·::::.· (~) (3l -18 usc 798 
...... · \ .. ·· ::::: .......... .-:: .·· ob\)\( 3 l -so usc 3024 ( i l 

a. (8//SI/fNF) This qyarf~;~· there were0in~~6~~·;,,~-~hich an~\Yf>ts 
inadvertently collected a.ga:i'nst U.S. persons.w~lt:fj)ur~,nhg foreign int~~~igence 
tasking. All of the ioddents were reporf;.ed··f9 .. r~~pons.jbl~,..oversight offi¢i~\s\~d · 
corrective actiop.s ..W:ere taken. All l:J.Ilaut]loRzed tr.~ffi~··collected has beeP, \~e~troyed . 

.. f:ifE;S,'/81) ......... . . ··············· . . .· .. n~rc~pted 
~ ~~ 

to.p;r~vent furthe:r in¢id~:ntal collect~bn ofth~ 
~~~------------~--------~ 

.__ ____________ __.········ ····························· ··························· ············•••••••••••••••••· ··•••••·••··•••·••·•••••·••···•· :.;;;;,,,./~/: < .. · 
2 (b) (1) 

(b) (3)-P.L. 86-36 
(b) (3) 18 usc 798 

86-36 

TOf'SECI~ETf/COMfN'fY/NOFORN!/:262~1123 (bl (3)-so usc; 3024(il 



·DOCID: 4165190 :/{b.) ( 1) 
--J-Mf~3f;l:f!;rCiflftl-ff!:?:'9'fP'I/,H'C~O~I~vfR-IfNq"f'fi.H//tN~T'Ol!-FFilfONN~.:J"~~/I+lz~"="'-z491:Hi!-92~3---:-.. · (b }'(.3) _ p. L. 8 6-3 6 

.. ·· .. ·· 

. ···· 

'(b) (1) 
(b) (3)-P.L. 

.. 

.. 

.. 

(b,) (3}".18 usc 798 
(b\ (3)-~o~usc 3024(1) . · .. 

············· 

'inadvertent} 
tele.pJ:wne number of a U. R .. pe~son 

··AG a"""u~th:-o-r-:-i-za-t-:-io-n--::fo:-r~th:-e-n_u_m-::b-e-r-::h-a~d 
...._~~~----------~~~--~---~ expired .. ·When tlii'fanalys.t realized that the AG authorization had 
expired, analysis was terminated and inter~~pf'Wasdestr.oyed. 

······ .(b) (1) 

b. (Uit'fOUO) Dissemination of U.S. Identities (b)(3)-P.L. 86-36 
(b) (3) -18 usc 798 
(b) (3) -50 usc 3024 (i) 

(1) (U) Intentional 

~In accordance with section 7 of USSID 18, U.S. identities were disseminated 
.L _ _jtimes during this quarter. The following table shows the justification and the 
' number of instances of dissemination: In the ''Unmasked by Analyst" column, the 

U.S. identity was revealed in a serialized end product; in the "Unmasked at User 
Request" column, a U.S. identity was released to a user at the user's request . 

·· ... . ! . 

. ·· .. ·· ~;~.fit ~=;;::1.:l i ••. J~f~( 
7.2.c Necessary 

Chl \ 1 } ·· .. .... 
8 

.. 
6

.:::._
3

_"' ... 7.2.c.l Foreign Official 
(b.)(3)-P.L. v 

7.2.c.3 ... infemationalNg_J;<;otics 
················ 

7 .2.c.4 Criminal Activity 

7.2.c.7 U.S. Government Official 

TOTAL 

(2) (U) Unintentional 

a, -tSffSITDuring this quarter the Signals Intelligence Directorate (SID) 
cancelled0SIGINT products because they contained the identities of U.S. persons, 
organizations, or entities; those products that contained information derived from 
communications of U.S. persons were not reissued. 
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b. (TQM~H)I .... ---lreleased a tota:l o~Qeports 
containing the identtbes of 0 .K personj? .. od5ased on .the communi«;l'ations 
of persons later identified as U}? .•.. pefs~ns. In all ~~-~-~~-nces;J tancelled the 
reports, which were eith~r."nof re~_f?_§ged.ol''-wet€fh~issued with th.e proper 
minimization. -n~r;:3.i _ p. L ...... B 6_ 3 6 .... ···\t.b.l ( 1) 

__ .. ...- Kbi:Cs.).-P.L. 86-36 

(3) {U) Raw traffic Dissemination - SIGI~:r-P.roducf:io.n.'cila·in ... 
•' .··· \ ..... '·· .. , · .. , 

' 
=-~ ··. 
\U/1U~JI ,• ... 

,• 

\ 
............ · .. 

............. ,. 

,. •' I The SI'D ,• .. 
ensures that the: ·rsonnel ate trained b __ pe y the OGC on NSA's le al restrictions and. g 
on proper h~J~dling and cli~semination of SIGINT data.__~--...-,.....,~"""""--....a I (··Personnel or-ki · · 1 . • • 

representatives o 

~-,...,..._"!"""'~----~--~-+~~~~--·...,.,..· .. :· The latter did no"t·oc.~ur, and the 
collected information remhined available for-.processi.p . The information"wa_s 
immediflt~ly deleted upo~ recQgnition of the Y·iolation> 

(2' ('fO/;'Sf/~l:F an NSA analy?t discovered that a telephone 
number p~evio-~sly associated wit._.,_----~~~1""""'----------... a;;;;n .. d ...... ., 
task~d-tinder FISA authority had been reassigned to a'-···· ...... ____________ _ 
.. ·· 
(b)(1) 4 
(b)(3)-P. L. 86-36 

TOfb SECitE'f//CO~IH~'f//f~Oii'ORNf/"262~1 l!J 



'('];:>) (1) 

~~9[qf-!·JYr:rs~fJ;t~5190 
(~~ ( 3 )··-:-.~o usc 3024 ( i l LaP :sEetu:;!\fN€0!\Hf4'f/fl40FOitN/h:ot'llHJ 

·· .. : .. __________ ...;._ ______ _ 
The number \Vas detasl~ed and all stored. 

traffic as~;ociated .\..,ith that numbe wa-s-irnfiH~i::li"afely .. Tb~(1) 

dcstroy~d. .__---~----........ ( •. ····'b.·:'?(3)-P.L. 86-36 
.... ···········(b) (3)-P.L. 86-36 

b. (UI/FE;iU6) Una.uthor.ized Jarged.ng of au. s. Person · 

"i'fO/fSI~-~c:::}~eili'~~~--~:~orted that.----------------"'"1' 

it inadver-tently. retained on cover a telephone number of U. S. person overseas 
I J No collection resultE3d from the 
tasking. ·; ··. · 

(b) (3)-P.L. 86-36 

c. (U/t~' 10) Misuse-of the U.S. SIGINT Syster:n 

(S//Sfl)~~·T=An NSA employee revealed during a pre-polygraph intEJrview that he 
had misused the SIGINT system by conducting unauth:>rized electronic surveillance 
of a noii-:-U.S. person. abroad. The unauthorized surveiD.ance was conducted for no 
legitima.te·foreig~ intelligence purpose. There is an on~:oing investigation to 
determine the scope of the improper activity. 

!tb). ( 1) 
j (b)":(:::?-)-::- P. L. 8 6-3 6 d. (U) Assistance to law Enforcement 

.. 
! ··--.::···· ... 

~Ofi'Sl1 During this quarter, the SID responded , request:; fo~'t~:~~hhic!=tl 
assistance from law enforcement or other ov,ernment a encie:; :i:ndudi·n. ~- u~sts 
from 

e. (U) ~orking Aids 

(U/!POUO) The SID Office of Oversight and ComplianCE! maintains "U.S. 
Identities 1n SIGJNT" and a matrix of dissemination authorities on its web page 
for use by the NSNCSS Enterprise. The E.Q.,NSA/CSS Policy Number 1-23, DoD 
Regulatio:ri 5240.1-R, and USSID 18 are also available on .. Jine. 
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