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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

Docket Number:-

ORDER
On April 3, 2007, I entered an Order and Memorandum Opinion in the above-
captioned docket number (April 3 Order), in response to the first application filed in the
above-captioned docket number on March 21, 2007. The April 3 Order held that the

proposed electronic surveillance was directed at individual telephone numbers and e-

mail addresses, rather than the.acilities_
_ identified by the Government. Id. at 6-16. It also granted a motion

by the Government for leave to file for an extension of the prior order, in Docket No.-

- under which this surveillance was previously authorized. Id. at 20-21. Leave to
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seek an extension was granted in order to “give the government a reasonable amount of
time to work in good faith toward the preparation and submission of a revised and
supplemented application that would meet the requirements of FISA as described in
this order and opinion.” Id. at 21.

On April 5, 2007, the Government obtained from another judge of this Court an
extension of the order in Docket No.- Under that extension, current surveillance
authorities expire at 5:00 p.m. on May 31, 2007.

The April 3 Order also required the Government to submit periodic reports
regarding its efforts to prepare and submit a revised and supplemented application. In
its report submitted on April 20, 2007, the Government articulated a new legal theory,
under which it proposed that the Court would make probable cause findings for each
telephone number and e-mail address identified at the time of the application as one at
which surveillance would be directed, but that the Government could initiate electronic
surveillance of later-discovered numbers and addresses, subject to reporting to the
Court under 50 U.S.C. § 1805(c)(3).

On May 24, 2007, the Government filed a revised and supplemented application

that seeks, inter alia, authority to conduct electronic surveillance of more tha.

identified telephone numbers and e-mail addresses and to initiate electronic

—TOP SECRET/COMINT/NOFORN—
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surveillance of later-discovered numbers and addresses on the theory noted above, On
May 30, 2007, the Government submitted a Supplemental Declaration of Lieutenant
General Keith B. Alexander, U.S. Army, Director of the National Security Agency
| (B)3); (0)6)

(NSA), as well as a Declaration of NSA. Both the revised and
supplemented application and the Supplemental Declaration filed on May 30 contain
individual statements of the Government's factual basis for asserting probable cause to
believe that each identified telephone number and e-mail address is being used, or
about to be used, by one of the targeted foreign powers. I have reviewed each of these
statements of facts, which were provided on a rolling basis prior to their formal
submission. This Order addresses the revised and supplemented application, as further
supplemented by the declarations filed on May 30, 2007, and by the Notice of
Withdrawal, in Part, of Application for an Order Authorizing Electronic Surveillance
filed on May 31, 2007 (the application). The Court continues to exercise jurisdiction
over this matter for the reasons stated in the April 3 Order at page 8 n.12.

Having given full consideration to the matters set forth in the Government's

application and all of the Government's other filings in this docket, as well as the

hearings I have conducted with the Government, I find as follows:
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1. The President has authorized the Attorney General of the United States fo
approve applications for electronic surveillance for foreign intelligence information [50
U.S.C. §1805(a)(1)];

2. The application has been made by a Federal officer and approved by the
Attorney General {50 U.S.C. § 1805(a)(2)];

3. On the basis of the facts submitted by the applicant, there is probable cause to

believe that {50 U.S.C. § 1805(a)(3)]:
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(c) each of the facilities identified in Attachments A and B to Exhibit B in the

revised and supplemented application, filed on May 24, 2007, and in

Attachments A and B to the Supplemental Declaration of General Alexander,

filed on May 30, 2007, but excluding the facilities identified in the Notice of

Withdrawal filed on May 31, 2007, at which the electronic surveillance is

directed, is being used or is about to be used by these foreign powers, and

electronic surveillance is authorized, using for each particular facility only such
means as are identified in paragraph II. below [50 U.5.C. § 1805(a)(3)(B)};

4. The minimization procedures proposed in the application have been adopted
by the Attorney General and, as modified herein, meet the definition of minimization
procedures under 50 U.S.C. § 1801(h). [50 U.S.C. § 1805(a)(4)]; and

5. The application contains all statements and certifications required by 50 U.S.C.
§ 1804, and the certification is not clearly erroneous on the basis of the statements made

under 50 U.S.C. § 1804(a)(7)(E), and any other information furnished under 50 U.5.C.

§ 1804(d). [50 U.S.C. § 1805(a)(5)].
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WHEREFORE, IT IS HEREBY ORDERED, pursuant to the authority conferred on
this Court by the Act, that the application of the United States to conduct electronic
surveillance, as described in the application, is GRANTED, and it is
FURTHER ORDERED, as follows [S0 U.S.C. § 1805(c)-(e)]:

I. The United States is authorized to conduct electronic surveillance to acquire
foreign intelligence information as defined by 50 U.S.C. § 1801(e)(1)(A) and (B),
including the incidental acquisition of other foreign intelligence information as defined
by 50 U.S.C. § 1801(e)(1)(C) and (2) at the facilities described below, subject to the
minimization procedures specified in paragraph 4 above and specifically detailed in
paragraph IV below, for a period of ninety days, unless otherwise ordered by the Court.

(a). The facilities described in paragraph 3(c) above.

(b). It is well established that the targeted foreign powers pose a grave terrorist

threat to the United States. Declaration, at 10-12, 61-64. The evidence further

establishes that the members and agents of the targeted foreign powers engage in a

variety of activities in order to thwart or counter surveillance,

_M.' at 89’ 94_98-
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While the provisions of 50 U.S.C. § 1805 are in tension with one another,? it appears that
the intent of Congress, when amending these provisions in 2001 and 2006, was to
authorize multipoint or “roving” surveillance of a target that is actively avoiding
surveillance, and to provide judicial oversight of such surveillance through the notice

requirement in 50 U.S.C. § 1805(c)(3).* This Court’s practice has generally been to

Nevertheless, I conclude that authorizing

* On the one hand, 50 U.S.C. § 1805(2)(3)(B) requires that the judge find probable cause to believe that each of the
facilities at which surveillance is directed is being used, or is about to be used, by a foreign power or an agent of a
foreign power. On the other hand, 50 U.S.C. § 1805(c)(1)(B) clearly envisions cases in which the Court’s order
would authorize electronic surveillance of facilities, under circumstances where the nature and location of the
facilities were unknown at the time the application was approved. Similarly, the notice requirement in 50 U.S.C. §
1805(c)(3) indicates that an order can, consistent with 50 U.S.C. § 1805(¢c)(1)(B), authorize electronic surveillance
of “any new facility or place,” and suggests that the order can authorize the government to determine whether “each
new facility or place” is being used, or is about to be used, by the target of surveillance, subject to prompt notice to,
and review by, this Court.

* The legislative history for the USA PATRIOT Act’s amendment to § 1805(c)(2)(B) states that the new language
was “included... to modify [FISA] to allow surveillance to follow a person who uses multiple communications
devices or locations, a modification which conforms FISA to the parallel criminal procedures for electronic
surveillance in 18 U.S.C. § 2518(11)(b).” 147 Cong. Rec. §11006 (Daily ed. Oct. 25, 2001)(section-by-section
analysis of Sen. Leahy). The subsequent addition of “if known” to § 1805(c)(1)(B) was intended “to avoid any
uncertainty about the kind of specification required in a multipoint wiretap case, where the facility to be monitored
is typically not known in advance.” H.R. Conf. Rep. No. 107-328, at 24 (2001). The notice requirements set forth in
§ 1805(c)3) were added in 2006 by section 108(b)(4) of the USA PATRIOT Improvement and Reauthorization Act,
Pub. L. No. 109-177, to add “an extra layer of judicial review and to ensure that intelligence investigators will not
abuse the multipoint authority.” Conf. Rep. H.R. 3199, reprinted in Cong, Rec. at H11303.

“FOP-SECRETHCOMINT/NOFORN—
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such surveillance in this case is consistent with the provisions of 50 U.5.C. § 1805, as
well as the intent of Congress, and is particularly appropriate where, as is the case here,
the national security interests of the Government are great, and the impact of the
surveillance on the Constitutional rights of United States persons is, or can be,
minimized.

Therefore, in accordance with 50 U.S.C. § 1805(c)(1)(B) and § 1805(c)(3), the
United States is authorized to conduct electronic surveillance of any other telephone
numbers or e-maﬂ_ the nature and location of which are
not specified herein because they were unknown to the NSA as of May 24, 2007 (the

date the application was filed), where there is probable cause to believe that each
additional telephone number or e-mail—is being used, or is

limited to the surveillance of telephone numbers and e-mail

_which the NSA reasonably believes are being used, or

about to be used, by persons outside the United States and shall not include the

surveillance of telephone numbers and e—mail_that the

11
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NSA reasonably believes are being used, or about to be used, by United States persons,
as defined in 50 U.S.C. § 1801(i).
(). In this case, the Government has also asked for specific authority to acquire
certain electronic communications that relate to or refer to an e-mail
_that is targeted for surveillance under this Order. For
example, the Government argues that it should be allowed to acquire any e-mail

communication that mentions a targeted e—maii_ even though
the communication is to and from other e-maﬂ_ot

currently under electronic surveillance. After careful consideration of the

Government’s arguments, the Court holds that, in the limited and carefully considered
circumstances described below, there is probable cause to believe that internet
communications relating to a previously targeted e-mail_ are
themselves being sent and/or received by one of the targeted foreign powers, and thus
those communications may be acquired by the NSA. At the same time, any e-mail
facilities that were involved in sending or receiving such communications may not be

further targeted absent a further examination by the NSA of the evidence supporting

probable cause that involves, among other things, looking at the actual content of the
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original intercepted communication which refers to the previously targeted e-mail
_ This holding, albeit novel, is consistent with the overall
statutory requirements; it requires the Government to promptly report and provide
appropriate justification to the Court; and it supplies the Government with a necessary
degree of agility and flexibility in tracking the targeted foreign powers. This Court will
be able to ultimately determine whether the electronic surveillance was proper.
Therefore, in accordance with 50 U.S.C. § 1805(c)(1)(B) and § 1805(c)(3), the
United States is further authorized to conduct electronic surveillance, as follows:

(1) by acquiring internet communications that contain a reference to an e-mail

_that is subject to electronic surveillance under this Order at
the time of acquisition (targeted _, under one of the following

circumstances:

account under this authority. The government’s application does not ask separately

for authority to initiate electronic surveillance under these ci stances, Memorandum of Law, at 2, apparently on
the theory that is actually electronic surveillance directed at the
already targete owever, 1 conclude that electronic surveillance is directed at the newly

identified facility in cases where that facility is separate and distinct from the already targeted

~“FOP SECRETHCOMINT/INOFORN-
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i Therefore, separate authority is required to direct this form of electronic surveillance at a
ity here.

new facility, i.e., a separate and I erant such authori

See Memorandum of L vernment’s application does not ask separately tor authority (o
initiate electronic surveillance of] under these circumstances. Id., at 2. However, for the
i is required to initiate electronic

same reasons discussed in footno
surveillance of a separate facili nd I grant such authority here.

14
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I conclude and find that in each of the circumstances described _

-above, there is probable cause to believe that the facility at which electronic

surveillance is directed is being used, or is about to be used, b

—

(ii) by targeting for collection by means of internet communications surveillance,
as defined in paragraph II. below, an e—mail_ a
communication of which has been acquired pursuant to clause (i) above, only when all
of the following requirements are satisfied:

(A). the NSA determines, on the basis of the contents of the acquired
communication, and other reliable intelligence or publicly available information, there

is still probable cause to believe that the e-mail_is being used,

or is about to be used, by one of the targeted foreign powers;

(B). the NSA reasonably believes that the e—mail_is

being used, or is about to be used, by persons outside the United States; and

(C). the NSA does not have reason to believe that the e-mail

_is being used, or is about to be used, by a United States

person, as defined in 50 U.S.C. § 1801(i).

-FOR-SECRET/COMINT/NOEORN-
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For each new facility at which the Government directs electronic surveillance
under sub-paragraphs (b) or (c)(ii) above, the Goverrunent shall provide notice to the
Court in accordance with 50 U.5.C. § 1805(c)(3) within twenty-one days after the date on
which such surveillance begins and in accordance with the following reporting
schedule. The first such report shall be filed on Wednesday, June 13, 2007; this first
report shall provide notice of newly discovered telephone numbers and e-mail

_for which the Government initiated electronic
surveillance from May 24, 2007 (i.e., the date on which this application was filed)
through June 2, 2007. Subsequent reports shall be filed on a weekly basis each
Wednesday (or on Tuesday if Wednesday is a national holiday), and will cover
surveillance initiated during an earlier one-week period. For example, on June 20, 2007,
the Government shall provide a report on surveillance initiated from June 3, 2007,
through June 10, 2007; on June 27, 2007, the Government shall provide a report on
surveillance initiated from June 11, 2007, through June 18, 2007; and so on. Such notice
shall include:

(A) the nature and location of each new facility or place at which electronic
surveillance is directed;

(B) the facts and circumstances relied upon by the United States to justify its
belief that the new facility or place at which the electronic surveillance is directed

TOP SECRET//COMINT//NOFORN
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is or was being used, or is about to be used, by a target of surveillance (for
surveillance conducted pursuant to paragraph I(c)(ii}, the notice shall include the
facts and circumstances relied upon by the United States to justify its continued
surveillance of that facility);

(C) astatement of any proposed minimization procedures that differ from those

contained in the original application or order, that may be necessitated by a
change in the facility or place at which the electronic surveillance is directed; and

(D) the total number of electronic surveillances that have been or are being
conducted under the authority of this Order.

In accordance with 50 U.S.C. § 1805(c)(3), I find that the Government has established
good cause to justify the twenty-one day period described above.

In addition, for each new facility at which the Government directs electronic
surveillance under sub-paragraph (c)(i) above, the Government shall provide notice to
the Court in accordance with 50 U.S.C. § 1805(c)(3) within sixty days after the date on
which such surveillance begins and in accordance with the following reporting
schedule. The first such report shall be filed on Wednesday, July 30, 2007; this first
report shall provide notice of each new facility for which the Government initiated
electronic surveillance from May 31, 2007 (i.e., the date of this Order) through July 15,
2007. The second report shall be filed fifteen days after the expiration of this Order, and

shall provide notice of each new facility for which the Government initiated electronic

17
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surveillance from July 16, 2007 through the expiration of the authorized surveillance.
Such notice shall include:

(A) the nature and location of each new facility or place at which electronic
surveillance is directed;

(B) the facts and circumstances relied upon by the United States to justify its
belief that the new facility or place at which the electronic surveillance is directed
is or was being used, or is about to be used, by a target of surveillance;

(C) astatement of any proposed minimization procedures that differ from those

contained in the original application or order, that may be necessitated by a
change in the facility or place at which the electronic surveillance is directed; and

(D) the total number of electronic surveillances that have been or are being
conducted under the authority of this Order.

In accordance with 50 U.S.C. § 1805(c)(3), I find that the Government has established
good cause to justify the sixty day period described above.

The Court may order the Government to immediately cease electronic
surveillance of any facility as to which it deems the facts and circumstances relied upon
by the Government to be inadequate.

In addition, the Government shall continue to file emergency FISA applications
pursuant to 50 U.S.C. § 1805(f)(or alternatively, a motion to amend) if it seeks authority

to conduct electronic surveillance, as described herein, of additional telephone numbers

and e-mail _’rhat the Government believes are being used,

“TOP-SECRETH/COMINT/NOEORN
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or are about to be used, by one of the targeted foreign powers and which are reasonably
believed to be used by persons located outside the United States who are United States
persons as defined in 50 U.S.C, § 1801(i). The Government has proposed a streamlined
FISA emergency application form, attached as Exhibit G to the application, specifically
for this purpose. I find that for any such application made under the above-captioned
docket number the form of this proposed application is consistent with FISA.

I also hereby find that the Government has established “good cause” within the
meaning of 50 U.5.C. § 1806(j) that a subject of emergency surveillance initiated by the
Government during the period of this Order, but not authorized by this Court, should
not be notified of the emergency employment of electronic surveillance. For any such
surveillance, the requirement of notice shall be suspended for ninety days following the
emergency employment of electronic surveillance, provided that on a further ex parte
showing of good cause by the Government, the Court shall forego ordering the serving
of the notice required under section 50 U.5.C. § 1806().

II. The means by which this electronic surveillance shall be effected are as

follows:
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" This Order is based on the principle that the NSA surveillance will be designed to
acquire only international communications where a communicant is located outside the United
States, but the Court understands that the communications infrastructure and the manner in
which it routes communications do not permit complete assurance that no domestic
communications will be acquired. In such cases, NSA shall apply its standard FISA
minimization procedures, as described and modified herein, to any domestic communications it
may inadvertently acquire.

“TOP SECRET/COMINT/NOFORN—
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§1801(f)(4) surveillance. This surveillance will be effected by using either,
or both, of two techniques, as follows: (1) The first technique constitutes

TOP SECRET//COMINT//NOFORN
22



All withheld information exempt under (Péwrgﬁlﬁ(ﬁﬁésdﬁfﬁfﬁﬁOFORN Approved for Public Release

"Internet communications surveillan

Unconsented physical entry is not authorized to implement the electronic

surveillance approved herein.

III. The person(s) specified in the secondary orders attached hereto,

specifically:
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including all assigns and/or other successors in interest to said specified persons with
regard to the facilities and/or places targeted herein, shall:
{a) furnish the United States all information, facilities, or technical assistance
necessary to effect the authorities granted herein in accordance with the orders of
this Court directed to said specified person; and
(b) maintain all records concerning this matter, or the aid furnished to the
United States, under the security procedures approved by the Attorney General
and the Director of Central Intelligence (or the Director of National Intelligence)
that have previously been or will be furnished to the specified persons and are
on file with this Court,
and the United States shall compensate any such person(s) providing assistance at the
prevailing rate for all assistance furnished in connection with the activities described
herein {50 U.S.C. § 1805(c)(2)(B)-(D)].
IV. As to all information gathered through the authorities requested herein, the
NSA shall follow:
() The Standard Minimization Procedures for Electronic Surveillance

Conducted by the National Security Agency (also known as Annex A to United States
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Signals Intelligence Directive 18), which have been adopted by the Attorney General

and are on file with this Court;

1. The following shall be added to the end of Section 3(f) of these standard
NSA FISA procedures:

(7) The National Security Division of the Department of Justice shall periodically
determine that information concerning communications of or concerning United
States persons that is retained meets the requirements of these procedures and
the Foreign Intelligence Surveillance Act.

2. The following shall be added to the end of Section 4(b) of these
standard NSA FISA procedures:

With respect to any other communication where it is apparent to NSA processing
personnel that the communication is between a person and the person's attorney
(or someone acting on behalf of the attorney) concerning legal advice being
sought by the former from the latter, such communications relating to foreign
intelligence information may be retained and disseminated within the U.S.
Intelligence Community if the communications are specifically labeled as being
privileged. However, such communications may not be disseminated outside of

25
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the U.S. Intelligence Community without the prior approval of the Assistant
Attorney General for the National Security Division or his designee.

3. The following shall replace subsections (a), (b), and (c) of Section 8 of
these standard NSA FISA procedures:

NSA may disseminate nonpublicly-available identity or personally identifiable
information concerning United States persons to foreign governments provided
that such information is foreign intelligence information and either (i) the
Attorney General approves the dissemination; or (ii) NSA disseminates the
information under procedures approved by the Attorney General. In addition,
NSA may disseminate such foreign intelligence information, to the extent
authorized by the Director of National Intelligence (DNI) and in accordance with
DNI directives, subject to the following procedures:**

1) Disseminations to
may be made upon the approval of any person

designated for such purpose by the Director of NSA.

(2) Disseminations to-foreign governments may be made upon the
approval of the NSA's Office of General Counsel, upon consideration of the
following factors: the national security benefit the United States may reasonably
expect to obtain from making the dissemination; the anticipated uses to which
the foreign government will put the information; and any potential for economic
injury, physical harm, or other restriction of movement to be reasonably
expected from providing the information to the foreign government. If the
proposed recipient(s) of the dissemination have a history of human rights
abuses, that history should be considered in assessing the potential for economic
injury, physical harm, or other restriction of movement, and whether the
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dissemination should be made. In cases where there is a reasonable basis to
anticipate that the dissemination will result in economic injury, physical harm, or
other restriction of movement: (i) the approval of the NSA's Signals Intelligence
Director will also be required; and (ii) if dissemination is approved, NSA will
undertake reasonable steps to ensure that the disseminated information will be
used in manner consistent with United States law, including Executive Order No.
12333 and applicable federal criminal statues.

(3) NSA will make a written record of each dissemination approved pursuant to
these procedures, and information regarding such disseminations and approvals
shall be made available for review by the National Security Division, United
States Department of Justice, on at least an annual basis.

4, Regarding dissemination of evidence of a crime, Sections 5(a)(2) and
6(b)(8) of these standard NSA FISA procedures shall be superseded by the
following:

Information that is not foreign intelligence information, but reasonably appears
to be evidence of a crime that has been, is being, or is about to be committed,
may be disseminated (including United States person identities) to the FBI and
other appropriate federal law enforcement authorities, in accordance with 50
U.S.C. § 1806(b), Executive Order No. 12333, and, where applicable, the crimes
reporting procedures set out in the August 1995 'Memorandum of
Understanding: Reporting of Information Concerning Federal Crimes,' or any
successor document.

5. The following shall be added to end of Section 6 of these standard NSA
FISA procedures:
NSA may disseminate all communications acquired to the CIA, which shall

process any such communications in accordance with minimization procedures
approved by this Court.

TOP SECRET/COMINT/NOTORN—
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(c) The following additional modifications to the standard NSA FISA
minimization procedures for electronic surveillance:

1. Notwithstanding sections 3(c}(2) and (e), 5(b), and 6(a) of the standard
NSA FISA procedures, communications acquired under this Order may be
retained for five years, unless this Court approves retention for a longer period.
The communications that may be retained under this Order include electronic
communications acquired because of limitations on NSA's ability to filter
communications, as described in Exhibit B to the application.

2. Section 3(c)(6) of these standard NSA FISA minimization procedures is
deleted and replaced with:
To the extent reasonably possible, NSA personnel with access to the data
acquired pursuant to this authority shall query the data in a manner designed to
minimize the review of communications of or concerning U.S. persons that do
not contain foreign intelligence information or evidence of a crime.

3. Section 3(g)(1) of these standard NSA FISA minimization procedures,

relating to absences "from premises under surveillance" by agents of a foreign

power, shall not apply to this surveillance.

28
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V. The CIA shall minimize all communications received under this order as

provided in Exhibit E to the application.

Signed iy Eastern Time
Date Time

this authorzaton resarcins [ AR

on the 24th day of August, 2007.

//_,_/————.
ROGER VIXSON~_

Judge, United States Foreign
Intelligence Surveillance Court

(b)(6); (b)7T)(C)
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