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Intelligence Oversight Hasics1 

lntroduetiou. Authorities. and Overview 

The Department of Homeland Security's (OHS) Oflicc oflntelligcnce and Analysis (J&A) is a 
member of the United States Intelligence Community2. As such, T&A is suhject to Executive Order 
12333, "United Stales Intelligence Activities," which establishes the b~ic lenels oflnlelligence 
Oversight. The purpose of the Intelligence Oversight process is to enahle T&A intelligence 
professionals to effectively carry out their authori.L.cd {imctions, while ensuring thal their activities 
affecting U.S. persons are conducted in a manner that protects the constitutional rights and privacy 
of those U.S. persons. 

Upon approval of the Attorney General, Management Directive 8202, "Procedures Governing 
Activities of the Office of InteIUgence and Analysis that Affect United States Persons:• implement<; 
Executive Order 12333 for l&A. The guidance contained in this document it> designed lo serve~ a 
handy reference tool for all I&A personnel involved in intelligence activitie.<t The guidance 
contained herein, however, docs not substitute for legal review of specific intelligence activities and 
any questions on the applicability or interpretation of this guidance should he directed t<'l the OHS 
OGC (l&A) legal stall: 

In order to understand Intelligence Oversight, you must be familiar with the following core conce11ts: 
(I) T&A >s mission, and (2) the collection, (3) retention, and ( 4) dissemination of information about 
United States (U.S.) persons3

• Each of these core concepts is explained below. 

1 This memorandwn revokes the memoraudwu, "hlklligcncc OvcrsighL BasiCM for the Office oflnformation Analyc;is," 
dated Novcmbtr 1, 2004. 
} http://www .. mtelligcnce.gov; Sec also, § 20l(b) of the Homeland Security Act of2002, the National Security Act of 
1947. and Executtve Order 12333 as amended by Executive Order 13284. 

3 Fnr purposes of Intelligence Ovt1'S1ghr, the definition ofo United States (U.S.) person includes: (a) a U.S. citi:Gcn; (b) 
an alien l..'Tiow by TA to be a permanen1 resident alien; an unincorporated association substnDtiaUy composed of (a) ur 
(b); (c) a curpuration incorporated in rhe U.S .. except for a corporanon directed and controlled by a foreign 
govt:nuncnt(s). A curporalion or cmporate subi;iciiary incorporated abroad. even if partially or wholly owned by a 
corporation im .. 'Orpontlc<l in the U.S., is not a U.S. person. A person or organization our.side the U.S. shall be presumed 
not to be a U.S. person wlless specific infurmaliun to the oontrary i-; nbtainoo. A person or organization within the U.S. 
shall be presumed to be a U.S. person wilt:ss speciCic infunnatinn to lhc contrary is obtamed. However, an alien within 
the U.S. shall be presumed not to be a U.S. person w1k!!IS lA obtains specific information to the contrary. 
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IA's Intelligence Mission 

The primary responsibil ities that comprise l&A 's intelligence mission, pursuant to Section 20 I (d) of 
the Homeland Security Act of2002, are as follows: 

• Access, receive, and analyze law enforcement information, intelligence iuformalion, and other 
information from agencies of the federal government, slate and local government agencies 
(including law cnforcl.-mcnl agencies), and private sector entities, and integrate such in.formation 
in order to: (a) identify and assess the nature and scope of terrorist threats to the homeland; (b) 
detect and identily threats of terrorism against the United States; and (c) understand such threats 
in light of actual and potential vulnerabilities of the homclam.I. 

• Integrate relevant infom1ation, analyses, an<.1 vulnerability assessments in order to identify 
priorities for protecli ve and support measures by DHS. other agencies of the federal govumrmmt, 
state and local governments, the private sector, and other entities. 

• Ensure the timely and cmcient accl.--SS by DIIS to all information necessary to discharge the 
responsibilities contained in Section 20l(d) of the Homeland Security Act uf2002, including 
obtaining such information from other agencies of the federal government. 

• Review, analyze, am1 make recommendations for improvement~ in the policies and procedures 
governing the sharing of law enforcement information, intelligence information, intelligence­
rclatcd iuionnation, and other information relating to homeland security within the federal 
government and state and local governments. 

• Disseminate, as appropriate, information analyt:ed by DUS and TA (I) within 1 >HS, (2) to other 
foc.lcntl government agencies relating to homeland security, and (3) to agencies of slate and local 
govemmentc; and appropriate private sector entities, in order to assist in the deterrence, 
prevention, preemption of, or response to, terrorist attacks against tbe United States. 

• Consult with the Director of National Intelligence and other appropriate intelligence, law 
enforcement, or otl1cr clements uf lhe federal government to estahlish collection priorities anc.I 
stndegies for information relating to threats of terrorism against the U.S. through such means as 
representatiou of OHS in c.liscussions regarding requirements and priori lies in the collection of 
such information. 

• Consult with state and locnJ govemments and private scclor entities to ensure appropriate 
exchange ofinformntion relating to threats of terrorism against the U.S. 

• establish and utilize, in conjunction with OHS' chief information officer, a secure 
communications and infonnation technology infntstructure, including data m111ing and other 
advanced analytical tools, in order to accomplish TA •s mission. 

Collection4 ofTnfom1ation About U.S. Persons 

In furtherance of l&A's iutclligcnce activities, information about U.S. persons may be collected only 
when it is necessary for the conduct of l&A's mission an<.1 responsibilities and falls within one of the 
following categories: 

'Collection mewis the g11thcring or receipt ofinformanon, regardless of soun;c, by l&A, coupled wnb an affinnative :ict 
demonstr:iting inteot lo w.c or retain tha1 information for mtelligence purposes. 
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• 1J1formation Obtained with Consent. Consent is defined as the voluntary agreement by a person 
or organization to pennh the Office of 1IltcJligcncc and Analysis to take particular action that 
affect~ lhe pc:rson or organization. Consent mny he oral or written unless !ipccific by a particular 
pmceduTe. Consent may be implied if adequate legal notice, as determined hy the Office of 
General Counsel, is provided that a particular action carries with it lhc presumption of consent to 
an accompanying action. 

• Publicly Available Information. Information is puhlicly availahle if it has bccu published or 
broadcast for general consumption, is available upon request to a meeting of the genera] public, 
could lawfully be sccu or heard by a casual observer, or is made available at a meeting open to 
the general public. In this context, general public also means gcucndly available lo persons in 
the Department, even though the Department is not open to the general puhlic. f nformation in 
this category is also called "open source" infomlation. 

• Terrorism Information. Terrorism infonnation iuclucJcs all information relating to the existence, 
organization, capabilities, plans, intentions, vulnerabilities, means of finance or material support, 
or activities of foreign or transnational terrorist groups or individual!:>, domestic groups or 
individuals involved m t<..TI<>rism. lo threats posed by such groups or individmlls to the United 
States, United States person~, or United States mtcrcsts, or to lhosc of other nations, or to 
communications between 1:>uch groups or individuals reasonably believed to be assisting or 
associating with them. There must he a reasonable believe of the United States person's 
involvement in relation to any use of terrorism information. 

• Vulnerabilities lnfoqnalion. Vulnerabilities infonnation includes all U.S. person infomtalion 
required for the asse~sment of tbe vu1Ilerabilities of Lhc key resources and critical infrastructure 
of the United States. Key resource.sunder the Homeland Security Act, section 2(9), means 
''-publicly or privately control led resources essential to the mjnimal operations of the economy 
and govcrnnu.'Jll. Critical infh1.structure is defined at 42 U.S-C. 5195c(c) as "systems and assets, 
whether physical or virtual, so vital to U1e United Stales that the incapacity or destruction of snch 
systems and assets would have a debilitating impact on security, nattonal economic securily, 
national public health or safety, or any combinallon of those matters." Information may he 
collected about a United Stales person if there is a reasonable helief in the persou's involvement 
in relation to any use of vulnerabilities infonnation. 

• International Narcotics Activities ln1ormation. International narcotics activities are those 
activities not wholly within the United St.ates to produce, transfer, or sell narcotics or substances 
controlled in accordance with Title 21 , United States Code or lhose associated activities 
prohibited by f'itles 21 and 46, United States Co<le. There must be a reasonahle helief of the 
Unttcd States person'i:; involvement in international narcotic activities. 

• Border Security lnfonnation. Tnfonnation necessary to protect the safely and integrity of our 
borders, to include information about United Slatci:; pcr1:>ons believed to be engaged 111 illegal 
activities that cross our borders such as immigration and customs violations. There must be a 
rcce>onable belief of the United States person's involvcrnml in illegal activity that crosses our 
horders. 

• ·1 hrcats to Safety Information. Information ahout U.S. persons that ii> needed to protect the 
health or safety of any person or organiLation. Examples include information that may be 
necessary to identify priorities for either protective security measures or emergency preparedness 
and response activities, hy the Dcpartm<..'lll, other government agencies, the private sector, and 
other entities. 
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• A.dministrative Information. Tnformat1on may be coJlected about a United Stat~ person that is 
necessary for the function orthc Ollicc of Intelligence and Analysis but is not directly related to 
the performance of intelligence activities. Such infom1ation would include OHS personnel and 
training records, contrdctor p<..Tformance records, public and legislative affairs files, and 
correspondence files maintained in accordance with applicable directives. 

Retentions of Information About U.S. Persons 

I&A may retain information about U.S. persons, without their consent, subject to the following rules: 

• Criteria for retention. Tnfom1at1011 about U.S. persons is authoriL.cd for rclenlion only if it was 
properly collected. lnformalfon aboul U.S. persons acquired incidental to authorized collection 
may only be retained if such information could have heen collected intentionally. 

• Temporary retention. Jnfonnation about U.S. persons may be rclaincc.I temporarily, for a period 
not to exceed 180 davs, solely for lhe purpo:>e of determining whether that infom1ation may he 
permanently retained under these procedures. Once a conclusive determination has been made 
that information may uot be rctaiac<l, lhc U.S. person identifying information is to be destroyed 
immediately. 

o If the information, although not authorized for retention hy T&A, is relevant to other 
agencies' missions, consideration should be givcu to forwarding lhe information to those 
other agencies, consistent with all applicable laws, executive orders, or regulatioas. 

• Access lo retained information. Access with T&A to infomlation about U.S. persons shall be 
limitC{J to those individuals who have a need lo know lhe information in order to perform their 
official <.Julies. 

• Review of intelligence record.~. T&A shall conduct an 8Jl11Ual review of its intelligence records 
(in whatever fonu U1cy may be maintained) lo evaluate and ensure that continued retention of 
U.S. person infonnation is necessary to conduct l&A's authoruc<l mission. 

Two important caveats to these retention rules: (1) the rules c.lo not apply Lo information retained 
solely for aclministrati vc purposes or because of an independent legal requirement; and (2) the 
ftree<lom of information /\ct (5 lJ.S.C. § 552) and the Privacy Act (S U.S.C. § 552a) apply to all U.S. 
person information retained by I&A. 

Dissemination6 of Information About U.S. Persons 

l&A may disseminate information about U.S. persons, without thefr consent, subject to the following 
rules: 

• Criteria for dissemination7
• Tn formarion ahont a U.S. person that i<lcmtifies that person may be 

disseminated without the consent of that pcnion only iflhe infonnation wa.~ collected and/or 

s Retention means tbe m.11Jlttnance, storage, synthesis, 1uutlysis, pru<luc.:tiun, and other us~ short of dtsseminarion, of 
infonnalinn about l Jmtcd States persons lb.at C311 be rctrie\.·ed by refe1enct: to I.he U.S. pcrmn ·s name or other identifying 
illtta. 
~ Di!>l>1..-mination means the tran-;m1s.s10n, commurucat1on. sharing, or passi.ng of information which has been collected 
nnd/01 re14ined p~UWll lu thc:i.c bruidclmes. 
7 Any dissemination of clnssific<l inlclligc.'llce mu11t be done consmtnt with E.O. 13292, Further Amendnumt to fael'mfve 
Order 12958, as Amended, C/a:,:,ifi.:tl Nutwnal SPcunty Tnfonnarfo11, l.!.O. 12968, Access to Clu.uifit:tl lnfiJmwtim1, and 
1(.0 . 13388. Further Srrellfl.llteninx th.: Sharmg o/Tumrism lnfon11mlon To Protect American~. 
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retained as discussl.Xl above and the recipient of lhe information is reai>onably beljeved lo have a 
need to receive such infonnation for the perfomiance of a lawfu I governmental fimction, such as: 

o An employee of a law enforcement intelJigence or non-intelligence component ofDHS 
who has a need to know the infonnation to perform his or her oflicial tlulics; 

o J\ federal, state, or local law enforcenient entity when the information indicates violation 
oflaws enforced by the law enforcement entity; 

o An agency of a state or local government, or a private sector entity with responsibilities 
relating to homeland security, in order to assist in the deterrence, prevention, preemption 
of, or response to, terrorist attacks against the U.S. 

u An agency within the Intelligence Community, provided that information, other than 
information collected pursuant to the Foreign Surveillance Act, may be disseminated 
within the Intelligence Community to each appropriate agency for the purpose of 
allowing the recipient agency to determine whether the information is relevant to its 
responsibilities without such a determination being required of the disscminator; 

o A protective, immigration, national defense, or nation security agency of the federal 
government authorized to receive such infomialion in the performance or a law ru l 
governmental function; or 

o A foreign government and dissemination is undertaken pursuant to an agreement or other 
understanding with such government in accordance with appllcable foreign disclosure 
policies and procedures. 

• Tn general, U.S. person infomiation slated for di!t.~emination shall not contain the U.S. person's 
name or other identifying information, uclcss such data is deemed necessary for the intended 
recipient to understand, assess, or act on the information provided. 

• Non-publicly available information about U.S. peri>om; obtained through court-aulhorized 
electronic surveillance and physical searches should not be provided to state, local, or private 
sector authorities uaJess it is con.fumed that the information is not FrSA-derived, does nol 
concern an U.S. person~ or is provided in conformance witli court-approved 11mcedures. 

• Other dissemination. Any disscJ.Uination that does nut conform to lhe conditions set forth above 
must be approved by lhc ki.sistanl Secretary for Intelligence and Analysis after consuJtat:ion with 
the DIIS Office of General Counsel. 

Conclusion 

As mentioned above, the guidance contained in this document is designed to serve as a rnfcn .. -ncc 
tool for all l&A personnel involved in intelligence activities. It <loes nol substitute for legal review 
of specific intelligence activities and any questions on the applicability or interpretation oflhis 
guidance should be directed to the OHS OGC (l&A) legal staff. 
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