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(U) What is a VPN?

- (U) A Virtual Private Network or VPN is a
computer network that uses encryption to
securely connect remote users/networks over
an otherwise insecure network, usually the
public internet.

- (U) Common Types:
s PPTP, IPSec, SSL
* (U) Public Key Encryption

= Diffie-Hellman, RSA



UNCLASSIFIED
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(U) PPTP

- (U) Microsoft Point-to-Point Tunneling
Protocol

- (U) Control Channel
= TCP port 1723
- (U) Data Channel
- GRE-Next Protocol 47
- (U) RFC 2637, RFC 3078
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(U) IPSec

- (U) Authentication
= Pre-shared key (PSK) or Public key certificates

-+ (U) ISAKMP/IKE packets are used for key exchange
and to establish the secure connection

= UDP port 500, 4500; TCP port 500
- (U) ESP packets contain the encrypted data
= |P Next Protocol 50; UDP port 500
- (U) RFC2402, RFC2406, RFC2409, RFC4306, RFC2408
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(U) IPSec in a nutshell
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(U) SSL/TLS

- (U) Secure Sockets Layer/Transport Layer
Security

- (U) WARNING! e-commerce = tons of
uninteresting SSL traffic

- (U) Common ports: TCP ports 443, 995
- (U) RFC2246, RFC4346, RFC5246

D_
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Certificate

(U) SSL In a nutshell i

Validity
Public Key

Issuer
Etc... -

v (U) SSL Exchange

.. Client connects to server
.. Server sends cert to client
;. Client validates cert

.. Key exchange

< s. Pass encrypted material L

S e A —y

CLHENT
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(TS//SI/REL) Who works VPNs?

- (TS//Sl//REL) VPN Workini Groui iio vpn)

= S2, SSG, CES (OTTERCREEK, NSP, S31322, S3117,
S3112), TAO, etc.

- asysure) Alias: [
(Board alias: |

- (1s//sI//REL) Meets every other Thursday at 1300
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Netermine Intel

2k and Report
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(TS//SI//REL) So you think your
target is using a VPN...

ECRET//COMINT//RE!
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(TS//SI//REL) SigDev Tools

(rs//rRer) VPN Specific (rs//rer) Also useful

. BEEAKINQUIRY. - MARINA

DISCOROUTE ~ "STERSHAS

- TOYGRIPPE . PINWALE
. RENOIR
- TREASUREMAP
. TUNINGFORK
. XKEYSCORE
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(TS//SI//REL) TOYGRIPPE

- (1s//sly/ReL) Database of VPN metadata
o |PSec, PPTP, ViPNet
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Standard Form - Mozilla Firefox

=~

(D

[] []
Hle Edii View Hl;tufy Bookmarks Tools Help = ~ |_ -3 ‘-.
@ -0 @[ C UL I!IQD

!

C

X

N

Y XKEYSCORE () TOYGRIPPE [~ NKB: Home TINKB Disco Route 7 Roadoed.netMyPage []GoldPoint

3 KK Resuits
#Lagott
Query
¥ siandard
#FrecFom

Results

¥ aiiReas
$iien
PExcel
e
Delimited
Preferences
$cener

Help
*en0
# Contact Us

Done

|D Standard Forrn
Execute Clear Al

‘Dale Range(Required): b

[Data Fields:

—

o Second level
——==—=—Fhird level

|Di5play Fields:

~ield Information:

- | EeVE

¥ Timestamp: The timestamp of
lthe traffic as provided by the
source. (dtTime, timestamp)

| e

- F

** sz checkooxes to excludz the indicated value. **

T T

o]

Siles
L] Selected Sites
Sources ACTNE . SURVEY

[ selected Sources |_ | Remuvs

L] Case Notation \

[ vendor Name

[ Source CIDR
[l D

LS uta o
Site
_,.AL“N Type

Geo Source Country
Source I Address
Destinator IP Address
Geo Destination Country
IPSEC Authentication Name

\
\
CIDR |
[

[] Seurce Company

| Dest. Company [

[l source Country {

(s (i) oo

[ save as defaut | Clear [ Resetto D=faut: |

[ Dest. Country [

|IP Addresses(Ranges and Wildcards Accepted):

[ Seurce Domain |

[] Dest. Domain [

I

Query data fields based o1 | AND % | constraints

L] Info Name

Save Standard Query: ‘

Query Mame: | J

Description :

| stere

Source IP Addresses Destinaton IP Addresses

Source IP Pors| Destinaton IP Part |
Clear Addresses File... Clear Addresses File...

Constain resultsto source desination IP Addrass maiches

syrer) TYG Tips:

o Populate “Display
Fields”

e For both directions
between 2 Ips, use
AND

e For either direction
connecting to a
single IP, put IP in
both “Source” and
“Destination” boxes,
and use OR

=t e
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X XKEYSCORE

Hle Edit View History Bookmarks

@ T@R0H

Tools

Help

WTOYGRIPFE [ NKB: Home TINKB Disco Route 7 Roadbed net MyPage [ GoldPoint

3 XK Results

Done

[x] ‘ |@] Query Results

TSHSIREL TO USA, FVEY

2011-04-02 08:28:38.0

Secon

TSHSIWREL TO USA, FVEY

2011-04-02 09:1314.0

KLDABOOOOLML100 | UKJ-260D | IKEVL

TSHSIREL TO USA, FVEY

2011-04-02 1048:10.0
|

g g o

AW Ve

TSNSIREL TO USA, FVEY (2011-04-02 ll:i 53.0 K')A Ei) 1[0[*{.3‘]7260 V Ic
TSHSWREL TO USA, FVEY [2011-04-03 12:22:03.0 | KLDAB0O0001M1100 | UKJ-260D | IKEvL IR
TSHSIVREL TO USA, FVEY |2011-04-03 £1:08:00.0 I@ABOLEWC! U'Jfﬁ*‘ \h, I ID \ I Q
TSHSIREL TO USA, FVEY (2011-04-03 (1:54:35.0 KLDABDE!)DLMU‘AJ-EEU& \kE\A ' ﬁ"’ V
TSHSIWREL TO USA, FVEY |2011-04-02 (3:2456.0 KLDABUUUD}MII 0. K ﬂ[i \KEV].I IR
TSHSUIREL TO USA, FVEY |2011-04-03 0458:08.0 |KLDAB00OOLM1LAD | LIK - _UI:r | EVJ.I [
TSHUSIU/REL TO USA, FVEY |2011-04-01 11:37:49.0 | KLDABO0O0O0O1M1100 | UKJ-260D | ESP IR
TSHSIREL TO USA, FVEY (2011-04-01 17:37:33.0 | KLV125899750000 |US-966E |ESP DE
TSHSWREL TO USA, FVEY 2011-04-01 12:51.08.0 | KLDABOOOOL1M1100 | UKJ-2600 | IKEvL IR
TSHSIREL TO USA, FVEY [2011-04-01 (0:08:15.0 |IRSL037 Ds-300 ESP IR
TSHSWREL TO USA, FVEY | 2011-04-01 00:23:25.0 | IRSL037 DS-300 IKEvL IR
TSISIREL TO USA, FVEY [ 2011-04-03 05:41:27.0 |KLDABOOOOLIM1100 |UKJ-260D |IKEVL IR
TSHSIREL TO USA, FVEY |2011-04-02 (6:25:53.0 | KLDABOOOOLM1100 | UKJ-260D | IKEVL IR
TSHSIWREL TO USA, FVEY |2011-04-03 (7:56:09.0 | KLDABOO0O0O1M1100 | UKJ-260D | IKEvL IR
TSHSIREL TO USA, FVEY |2011-04-03 (8:42:05.0 | KLDAB00001M1100 | UKJ-260D | IKEvL IR
TSIHSIWREL TO USA, FVEY [2011-04-03 (9:3255.0 | KLDABOO0OLML100 |UKJ-260D |IKEvL IR
TSHSIWREL TO USA, FVEY (2011-04-02 10:16:16.0 | KLDAB0O0OOOLM1100 | UKJ-260D | IKEVL IR
TSHSI/REL TO USA, FVEY (2011-04-02 10:59:38.0 | KLDABOOOO1M1100 | UKJ-260D | IKEvL IR
TSHSIREL TO USA, FVEY [2011-04-03 11:50:29.0 | IR15035 D3-200B |IKEvL DE
TSHSIREL TO USA, FVEY (2011-04-03 12:34:43 0 |IR15035 DS5-200B |IKEvL DE
TSHSWREL TO USA, FVEY [2011-04-03 12:34:45.0 |IR15035 D5-2008 |IKEVL DE
TSHSIWREL TO USA, FVEY (2011-04-02 12:34:44.0 |KLDABOOOOLM1100 | UKJ-260D | IKEVL IR
TSHSIREL TO USA, FVEY (2011-04-02 (1:22:51.0 | KLDABOOOO1M1100 | UKJ-260D | IKEvL IR
TSHSIREL TO USA, FVEY (2011-04-03 13:23:50.0 |IR15035 DS-2008 | IKEvL DE
TSHSIREL TO USA, FVEY (2011-04-03 13:23:51.0 |IR15035 DS-200B | IKEvL DE
TSHSIWREL TO USA, FVEY |2011-04-02 (6:52.02.0 | KLDABOO0OLM1100 | UKJ-260D | ESP IR
TSHSIWREL TO USA, FVEY |2011-04-02 (5:07:51.0 | KLDAB0OOOOLM1100 | UKJ-260D |ESP IR
TSHSWREL TO USA, FVEY | 2011-04-02 06:16:31.0 | KLDABO00OLMLL00 |UKJ-260D | ESP IR
TSHSIREL TO USA, FVEY |2011-04-02 (7:48:230 | KLDABO0O0O0O1M1100 | UKJ-260D | ESP IR
TSHSIREL TO USA, FVEY |2011-04-02 (5:3451 0 |KLDAB0O0O0O0O1M1100 |UKJ-260D |ESP IR
TSHNSWREL TO USA, FVEY |2011-04-02 C0:18:42.0 | KLDABOOOOLM1100 | UKJ-2600 | IKEvL IR
TSNSIREL TO USA, FVEY |2011-04-02 C0:01.51.0 | KLDABOOOOLM1100 | UKJ-260D |ESP IR
TS/SIWREL TO USA, FVEY 2011-04-02 C0:184L.0 |IRSLO37 DS-300 IKEvL IR
TSHSIREL TO USA, FVEY (2011-04-02 (0:16:51.0 |IRS1037 ‘ DS-300 ‘ ESP |IR

pre-shared key

pre-shared key

pre-shared key

pre-shared key

pre-shared key

pre-shared key

pre-shared key

pre-shared key

[+]

pre-shared key

e (U) Export

results to

excel or

pre-shared key

text doc for

pre-shared key

pre-shared key

easier

pre-shared key

pre-shared key

pre-shared key

sorting.

pre-shared key

pre-shared key

pre-shared key

pre-shared key

pre-shared key

pre-shared key
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(TS//SI//REL) XKEYSCORE

sirer) Fingerprints asirery Search Forms
- IPSec - Start with FULL DNI
s vpn/esp o vpn/*
= vpn/isakmp - network _encrytion/*
- PPTP - IPSec
= vpn/pptp* o |[KE Parser
- SSL - SSL
= network_encyption/ssl - SSL Parser
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XK Search: Full Log - Mozilla Firefox

File Ecit Wiew History Bookmarks Tools Help

Yy B D

Y XKEYSCOE (TOYGRIPFE [ NKB: Fome TINKB DiscoRouts 7 Roadbednet MyPage [a] GoldPoint

S XK Search: Ful Log x [@ Standard Form x ] *

KKEYSCORE ~ Welccme srwils2! Warning: your password has expired!  Log Cul

esulis 1 Fingerprints [ Satistics @map B My Account 3 XK Farum © eip~
| ShowHide FHelds= Advarced Fealures» Show kidden Seareh F Clea Search Valies Reloac Lest Search Valu [

Search: Full Log @

| D3 Classic —
| B uery Name:
8 ] MuliSearch *
@53 Classic AM - ] |
[ Alert (7S//SI//REL) Laokirg fo~ IPSeg

Justification: traffic to perfarn
- vulrerability assessment.

Recen: Justilications

Additional cusification: { —
Cisto Passwords
Miranda Mumber: l
larent
NS
ocument Metadata | Curent Time: 2011-04-04 14:04:04 GMT

o000 4| Stop: 20110405 (4 o000y @

o2 e [1pay ¢ ’
Datetime: 1Da = Start:  2001-24.03
Email Addresses mietime ¥ * |

| Glient IP (X-Fowardec-Forj; [ } s [P Address Fiek Builde]
DVBS MAC: [ ]
ognsand Fassword; | DVBS PID: [ J
Wachine Info
icioplug n Metadata
2 WLAN Chanrel: [ ]
[ Obfuscation(Munged
57 Classic NZ [ ]
=] Hetwork Information WLAN §8ID:
[=] Hetwork Lags
PILEEAM WLAN BSSID: [ ‘
FF VoI Metacata
Passportsfrom Inaze WLAN DMAC: [ ]
WLAR SMAC: [ ]
seaoi|E] | v
GPRSTLLI: [ J

Active U

TIPOFF Collection
opic { Tech Strings

IP Address: ||

IP Address: ||
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XK Search: Full Log - Mozilla Firefox

Fle Edit View History 3ookmarks

¢v-80M

Tools Help

% XKEYSCORE (@ TOYGRIPPE [ NKB: Home TINKB Disco Route /f Roadbed.net MyPage |@)GoldPoint

XK Search Full Log

€y Home "\ Search ‘B Workflow Central

vigaton Filter X

Search Wizard
@CNE
145 Classic
@ [JMultiSearch
FE9Classic &M

Category DNI

ellular ONI

isco Passwords

larent

NS

Document Metadata

ocument Tagging

mai Addresses

Extracted Files

Full Log DNI

0 Info

HTTP Activity

IKE Parser

Keylogaer

ogirs and Password

Mactine Info

icreplugin Wetadata
= obfuseationiMunged

= Classic 4.2

=] Metwork Information

etwork Logs

ILBEAM

PPF YolP Metadala

assports from Image

Phone Number Extra

BGAN

TIPOFF Collection
opic/ Tech Strings
User Activity

&) Standard Form

Port ||

Port ||

Country:
Country:

City (IF)

City (IP)
Latitude (IP):
Latitucie (IP):
Longitude (IP)

Longilude (IP)

Map Field Builder -egions (IF}

Oute’ Tunnel IF Address: ||

Oute-TunnelIP Addrsss: ||
QOutzr Tunnel Part: \ \
Outer Tunnel Port: ||
Application Typs*

Application Info*

| Results [y Finge-prints [ statisics @map By Account 8 K Forum

Weleome srwils2! Warning: your password has expired!

I

]' [From %]
| [To CJ

ILS AND IGB AND ICA AND INZ AND 1AL

ILS AND IGB AND ICA AND INZ AND 1AU

~

v | [Te >

9 [ one side is not 5-sy=5

Both sides are not t-eyes

] [me B

| [Ta

] lFrcm ;]

] ITc

] [Frum :]

[

@ Iap Fizld Buildei]

| [From :] i P Address Fielc Builded

| [To |3 # 1P Address Fiele Buider
| [From 3]
] [Tn C]

Applicaion

vpnr

ApalD (+Fingerprints)® [fullt=x(]

L Populate wifh Field Builder]
i Populate with Tree Field Builder]

10

Log Out

e (rs//ReL) For initial
searches, you may
want to leave this
blank to see all of
the different kinds
of traffic are found
on the IP pair.
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File Edit View History Bookmarks Tools Help

PR

S XKEYSCORE

W TOYGRIPPE [ NKB Home TYNKB Disce Route 7/ Roadbed.netMyPage (@l GoldPoint

8¢ XK Metaviewer: 8411 2513... x | @| Standard Form

x iEI NKB Disco Route

x | [ nttps:ncmd...248823681254 % | ¥

% Home 4, searcy ‘8 Workilow Central

=] Search Wizard
= (JENE
&= Classic

[ JMultiSearch

=) Classic AM

= alent

BlackBeTy
=] call Logs
Category DN
Cellular 2MI
-] Cisco Passwords

Document Metadata
=] Document Tagging
Email Addresses
Extracted Files

=] Full Log 3MI
Geolnfo

HTTP Activity

=] IKE Parszr
Reylogger

Logins a1d Password
=] Machine Info

Microplugin Metadata
Obfuscalion(Munged 1
Hi Classic N-Z

=] Network nformation
Network _ogs
PILBEAN

PPF WelP Metadata
= Passports from Image:
Phone Number Extract

Radius Logs
Registry

SSH Parser

SSL Parser
Shellcode

ol

TIPOFF Collection
Topic/ Tech Strings
User Activity

User Activity (New/Ex|

3

XKEYSCORE

Welcome srwils2! Warning: your password has expired!

fesutts P Fingerprints (5] statistics @ynap B my Account M 1K Forum

@ Help | Actions~ Reports™ Viewr | (& Map View
: Sigad ¥ Casenotation Datetime Datetime E FmPort  Fm City () Fm Co Fm IP To Cou Ta City (IP)

UKJ-260D KLDAB0OIO1M1100 20110403 00:00:52 201104030 0
UKJ1-260D KLDABOO0O1M 1100 20110403 00:03:52 201104030 0
UKJ-260D KLDABOOD0IM 1100 201104403 00:06:52 2011044030 0
UKJ-260D KLDABOO0O1M 1100 20110403 00:09:52 201104030 0
UKJ-260D KLDAB00001M 1100 20110403 00:12:52 2011044030 0
UKJ-260D KLDABOOOOIM 1100 20110403 00:15:52 2011044030 0
UK1260D KLDABOON1M 1100 20110403 00:18:52 201104430 0
UKJ-260D KLDAB00001M1100 20110403 00:21:52 201104030 0
UK1260D KLDABOOOO1M 1100 20110403 00:22:01 20110443 0 500
UKJ-260D KLDABO0D0IM 1100 201104403 00:24:52 2011044030 0
UKJ-260D KLDABO0O0O1M 1100 20110403 00:27:52 2011044030 0
UKJ-260D KLDABOO0O1M 1100 20110403 00:30:52 201104030 0
UKJ-260D KLDAB00D01M 1100 201104403 00:33:52 2011044030 0
UKJ-260D KLDABOOOOIM 1100 20110403 00:36:52 2011044030 0
UK1260D KLDABOON1M 1100 20110403 00:39:52 201104430 0
UKJ-260D KLDAB00001M1100 20110403 00:42:52 201104030 0
UKJ-260D KLDABOO0DO1M 1100 20110403 00:45:52 201104030 0
UKJ-260D KLDABO0O01IM 1100 201104403 00:51:52 2011044030 0
UKJ-260D KLDABO0O0O1M 1100 20110403 00:54:52 201104030 0
UKJ-260D KLDABO00O01M 1100 201104403 00:57:52 2011044030 0
UKJ-260D0 KLDABOO0OIM 1100 201104403 01:00:52 2011044030 0
UK1260D KLDAB0OO1M 1100 20110403 01:06:31 201104030 0
UKJ-2600 KLDAB0OIO1M1100 20110403 01:07:58 20110403 0 500
UKJ-260D KLDABOO00IM 1100 20110403 01:09:53 201104030 0
UKJ-260D KLDABO0D01M1100 20110403 01:12:53 2011044030 0
UKJ-260D KLDABOO0O1M 1100 20110403 01:15:53 201104030 0
UKJ-260D KLDAB00D01M 1100 20110443 01:18:53 2011044030 0
UKJ-260D KLDABOOOOIM 1100 201104403 01:21:53 2013044030 0
UK1260D KLDABOON1M 1100 20110403 01:24:53 201104430 0
UKJ-260D KLDAB00001M1100 20110403 01:30:53 201104030 0
UKJ-260D KLDABOO0DO1M 1100 20110403 01:33:53 201104030 0
UKJ-260D KLDABO0O01IM 1100 201104403 01:36:53 2011044030 0
UKJ-260D KLDABO0O0O1M 1100 20110403 01:39:53 201104030 0
UKJ-260D KLDAB00001M 1100 20110443 01:42:53 2011044030 0
UKJ-260D0 KL 1100 20110403 01:45:53 2011044030 0

ToPart

seescsceccessgecsccsscsccccssogeoseo=-=

Log Qut

Application
vpnesp
vpniesp
vpnles|
vpnieg)
vpnles|
vpnies)
vpniesp
ypnlesp
vpnlisakmp
vpnlesp
vpnieg|

vpnies)
ypnlesp
vpnlisakmp
vpnlesp
vpnles)

vpnies|

ApplD (+Fingerprints)

vpnlesp pacivpniprotocollesp
vpnlesp nachpniprotocollesp
vpnlesp naclvpniprotocollesp
vpniesp nacivpn/protocoliesp
vpniesp nachvpn/protocollesp
vpniesp nacivpn/protocoliesp
vpniesp nachvpniprotocollesp
vpnlesp pacivpniprotocoliesp

modelkey exchange message vpnlfire 4

@ Help~

content

wpnlesp naclvpniprotocollesp
vpniesp naclvpn/protocoliesp
vpniesp nacivpn/protocoliesp
¥pnlesp nacivpriprotocoliesp
vpniesp naclvpn/protocoliesp
vpniesp naclvpniprotocoliesp
vpnlesp nacivpniprotocoliesp
vpnlesp nachpniprotocollesp
vphlesp nacivpnipratocoliesp
vpniesp nacivpn/protocoliesp
¥pnlesp nacivpriprotocoliesp
vpniesp nacivpn/protocoliesp
vpnlesp nachvpniprotocoliesp

mode/key exchange message vpniire 4

content

vpnlesp nachpniprotocollesp
vphiesp nacivpniprotocoliesp
vpniesp nacivpn/protocoliesp
¥pniesp nacivpniprotocoliesp
vpniesp naclvpn/protocoliesp
vpniesp nachvpniprotocollesp
vpnlesp nacivpniprotocoliesp
vpnlesp nachpniprotocollesp
vphlesp nacivpnipratocoliesp
vpniesp nacivpn/protocoliesp
¥pniesp nacivpniprotocoliesp
¥pniesp aclvpi/protocollesp

v

Page, 1 of24 b Bl

“ Page Size 50 (Max 100 rows per page]

Displaying 1-500f 1171
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Done
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i 5.‘( XK Results x XK Metaviewer: CREAKSTIL... x ‘ o Query Results x i & -

i Hurman Rights

XKEYSCORE  Welcome srwils2l Warning: your password has expired!  Log Out

£ Home L, Search T Worklow Central [y Resuts P Fingerprints (B Statistics & Map B My Account 3 XK Forum © Help~
%= Histogram Grid *
=] Seaveh Wizard 1 Page 1 ofl C—‘ Clear Selection Export Displaying 1-4d 4
HJCNE
353 Classic F.m.er Fm P TolR C;;nl hd
# ] Multisearch 5 -—
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Alert
BlackBery
= call Logs
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=] Cellular DNI
=] Gisco Passwords CREAKSTILE_HW_PK
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DNS @ Help | ActonsT Reports ™ View~ @ MapView = FILTERS: “¥'~ 2
Document Metadata [~ | Slate D Classification Sigad Casenolation Daletime - Fm Port  Fm City (IP) | Fm Co Fm P > TolP ToCou ToCity (I?)  ToPort Applicaton AppiD (+Fingerprints)
=] Document Tagging 1| E | 226 TOFSECRETICOMINTIREL TO USA, AUS, GAN,{ UKG-302A PKGSE01BA0OHDO 20110401 00:41:04 500 50 vpniisakmp vpnisakmp vpniisakmp content vpriisakmp pry - |
Email Addresses 2 | 263 TOF SECRETHCOMINTHREL TO USA, AUS, CAN,! UKC302A PKCSED1AMOHDD 20110401 00:41:04 500 500 vpnlisakmp vpnisakmp vpnlisakmp phasel policy
Bk arted briak 3| B | 264  TOP SECRETICOMINTIREL TO USA, AUS, CAN,{ UKG302A PKGSE0ISA000HDO 20110401 00:41:04 500 50  vpniisakmp vpnisakmp vpniisakmp phasel policy
5 :IDE:?DDNI a ] | 234  TOF SECRETICOMINTHREL TO USA, AUS, CAN,! UKC-302A PKCSE01BANOHDO 20110401 00:41:04 500 50  ypniisakmp yprisakmp vpniisakmp content vpriisakmp pls
S HTTP Activily 5| [ | 261 TOFSECRETICOMINTIREL TO USA, AUS. CAN,| UKC302A PKCSEO18ANOHDO 20110401 00:46:33 500 50 ypniisakmp vpnisakmp vpniisakmp content
= |KE Parser 6 | 262 TOPSECRETICOMINTIREL TO USA, AUS, CAN,{ UKC302A PKCSE018A00HDO 20110401 00:46:33 500 50  vpniisakmp vpnisakmp vpnlisakmp content
Keylogger 7 | 25  TOFSECRETICOMINTIREL TO USA, AUS, CAN, UKC302A PKCSEOISANOHDO 2011.04.0100:49:00 500 50  vpniisakmp vpnisakmp vpnlisakmp content
Logins and Password 8 | 260  TOFSECRETICOMINTIREL TO USA, AUS, CAN,! UKC302A PKCSE018A000HDO 20110401 00:49:00 500 50 ypniisakmp vpnisakmp vpniisakmp content
=l Machine Info 9 | | 265 TOPSECRETICOMINTIREL TO USA, AUS, CAN,t UKC302A PKCSE0ISA000HDO 2011.040101:45:31 500 50 vpniisakmp vpniisakmp vpniisakmp content
; !;E:ﬁ;:ﬂ’:ﬁ:::; 0 | 266 TOPSECRETICOMINTUREL TO USA, AUS,CAN,{ UKC302A  PKCSEQ18A000HDO 2011040101:45:31 50 an B vonlisakmp ypniisakmp conten
559 Cassic NZ 1 | 267  TOFSECRETICOMINTIREL TO USA, AUS, CAN,| UKC302A PKCSEDI8ANOHDO 2011.04.0102:42:40 500 mp vpniisakmp vpnlisakmp content
=] Network Information 2 | 268  TOPSECRETICOMINTIREL TO USA, AUS, CAN, UKC302A PKCSE013AMOHDO 20110401 02:42:40 500 mp vpnlisakmp ypnlisakmp content
=] Metwark Logs 3 | 162 TOFSECRETICOMINTIREL TO USA, AUS, CAN,{ UKC302A PKCSEC87AN00HDO 2011.04-0103:27:09 500 500 kmp phase
EIPILBEAM 14 | 23  TOPSECRETHCOMINT/REL TO USA, AUS, CAN,| UKC302A PKCSEGSTANIHDO 20110401 03:27.09 500 S0 ypniisakmp ypnisakmp ypridevicelipsec ypnfisakmp phase
EIPRF VolF Wetadata 15 | 2711  TORSECRETICOMINTIREL TO USA, AUS, CAN,( UKC302A PKCSECATA000HDO 2011.040103:27:10 500 50  ypniisakmp ypnisakmp ypnlisakmp content yprlisakmp _ph:
ﬂz:::?;ix:'g?; 16 | 2/  TOPSECRETICOMINTIREL TO USA, AUS, CAN, UKC:312A PKCSECSTAN0OHDO 2011040103:27:10 500 500 vpnisakmp vpnii content vpni ph
A 7 | 163  TOFSECRETHCOMINTIREL TO USA, AUS, CAN,{ UKC-302A PKCSE018A00HDO 2011.04.0103:34:12 500 50 wpnlisakmp vpniisakmp vpnlisakmp content
= 1 | 236  TOPSECRETWCOMINTIREL TO USA, AUS, CAN,¢ UKC-302A PKCSE018AM0HDO 2011040103:34: 12 500 S0 vpniisakmp ypnisakmp vpnlisakmp content
=]Radius Logs 1 11 TOF SECRETHCOMINTIREL TO USA, AUS, CAN,! UKG-302A PKCSEGTANOHDO 20110401 03:56:52 500 S0 vpniisakmp ypnisakmp vpniisakmp content
Registry ) E i 2 TOP SECRETHCOMINTHREL TO USA, AUS, CAN,{ UKG-302A PKCSEGBTANGHDO 20110401 03:58:52 500 S0 vpniisakmp vpnisakmp ypniisakmp content
P 21 | 10 TOFSECRETICOMINTIREL TO USA, AUS, CAN,! UKC-302A PKCSE018A0OHDO 20110401 07:15:29 500 50  ypniisakmp vpnisakmp vpnlisakmp content
_ zzt‘ ;:s:r' 2 | 241  TOPSECRETHCOMINTIREL TO USA, AUS, CAN,i UKG-302A PKCSED1SANOHDO 20110401 07:1529 500 50 wpniisakmp ypnisakmp vpnlisakmp content
=) shellcode 23 T | L5  TOFSECRETICOMINTIREL TO USA, AUS, CAN, UKC-302A PKCSE018A000HDO 20110401 08:24:36 500 50 ypniisakmp vpnisakmp vpnlisakmp content
ol 24 | 230  TOFSECRETHCOMINTIREL TO USA, AUS, CAN,{ UKC302A PKCSEO1SA0OHDO 2011.04.0108:24:36 500 50 vpniisakmp vpnisakmp vpnlisakmp content
TIPOFF Collection 25 | .3 TOP SECRETICOMINTIREL TO USA, AUS, CAN,{ UKC-302A PKCSE018A0OHDO 20110401 08:24:38 500 50  vpniisakmp vpnisakmp vpniisakmp content A
|=] Topic/ Tech Strings I3 T ] \:I!
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] ser actuiy (e Page 1loi6 P Pl | & PageSize 50 (Max100rows per dage) Displaying 1 - 50 of 298

Dl ib_5Bf22_0096624800130194635_1
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(TS//SI//REL) PINWALE

- (1s//syReL) Both VPN traffic and Sys Admins
passing information about VPN setup

- (1s//sREL) IP addresses and port numbers (ex.
AP 00500) ***Document Zone = C2C

- (1s//syReL) Display ‘DZ Protocol SRC Port’,'DZ
Protocol DEST Port’, ‘Next Protocol Name’
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(TS//SI//REL) DISCOROUTE

- (1s//slI/REL) Router configuration data
s From passive and active collection

= Key terms to search for within configs:

s ‘crypto map’, ‘isakmp’, ‘ipsec’, ‘pre-shared-key’
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) NKB Diseo Route - Mozilia Firsfox = e
File Edit View History Bookmarks Tools Help

m DiscoRoute (Version 2.14) |7 0

Combined Query.  Network Mgmt Query (Coming Soon) ~ Help  Feediack
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Routing Protocol IP
Cisco M Huawei Infinet
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"'"-.._ B ° ‘
|58 ectan | clear.an| > |selectan| |clearan| |

items can be found (OR condition) in config

Hostname: 0
| |  Manifest (Cisco Only) @ _
SIGAD: | | |
| . -
Case. | | | O |A - EQUANT /1 - Show Interfaces O p - voip
‘ =T . O B-BGP 1 K - Crypto Keys O R - Show Run
‘ County 07 L 0 D - Show CDP T W - mulihop O T - Tacacs
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~ AS Number -
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£5: e e i
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| Glear Panel

Snimp Community
105 Image Name

Device Type: [
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NKB Disco Route - Mozilla Firefox
Eile Edit View History Bookmarks T Help

¢ © - @ 0 o EE ol
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RESERVED 109460 78 23 61470
RESERVED 134422 75 00023 0319
RESERVED 38202 75 00023 02012

GILAT-HRTS826
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D‘ RESERVEDY 40264 6B 00023 44033

bdr01-unami-me c2800nm  2010-06-22° cisco UKC-125W  G2B67 000001 MWC K _N_ER ©2B800nm-ad|
Il

I
i =enor | Find Related Results1-200¢

4 4  Page lefz| b H .%‘ Save as CSY | Save Filesto Disk | Compare | Results Summary ~ | Mailorder Qut | Map in Renair

| Payload || wmL || [Map || QUery Parameters | | Open in New Window | @
* ¥ 5
* UNAMI * §
* * |1
* Authorized Personnel Only *

* If you do not have explicit authorization issued by UNAMI HMU to access *

* this H

C device, leave now! *

* *

*  System: *

* IP Add: ®

* *

* DESCRIPTION : THIS ROUTER IS THEWOICE GATEWAY INTENDED FOR USE WITH THE *

* H

of

* *

* *

* FEATURES * =

Powered by the SIGDEV Labx
Wersion Number: 2.14 Hew
NAC  Lust Moditied Date: farch 14, 2011
——— Last Reviewed Date- March 14 2011

Content Stewal
Page Publishe

ynamic Pag Highest Possible Class cation

TOP SECRET//COMINT//ORCON//NOFORN//20320108

Done

Eil=

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR,



TOP SECRET//REL TO USA, AUS, CAN, GBR, NZL

(U) Others

'S//RE
'S//RE
'S//RE
'S//RE
'S//RE
'S//RE

'S//RE

_) NKB

_) TUNINGFORK

) TREASUREMAP

_) RENOIR
MASTERSHAKE

)
) ROADBED
) BEEAKINQUHRY
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(TS//SI//REL) Basic VPN rules of

asreny If you have an IP address... I I I |’I mﬂ') If you don’t

- Check TOYGRIPPE and XKS
= Look for paired traffic

- For IPSec, check sys admin
chatter for PSK
(DISCOROUTE; PINWALE;
MARINA)

- Share your data with
OTTERCREEK for vulnerability
assessment (XKEYSCORE or
DROPBOX)

- Submit tasking

Look in DISCOROUTE

- Query Sys Admins in
PINWALE and MARINA

- Check your targets TAO
projects

EITHER WAY,
JOIN THE
VPN WORKING GROUP
FOR ALL OF YOUR
VPN SIGDEV NEEDS
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(U//FOUQ) Useful Links

- (tsysirer) VPN Working Group (go vpn) NN
- (ts//s1//ReL) OTTERCREEK (ﬁo VPN XFT)

-« VPNXFT DROPBOX

- (1s//sl//ReL) Network Security Products (go NSP)
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(U) Questions?

OTTERCREEK

UNCLASSIFIED





