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SUMMARY

PURPOSE: (UAFOST0O) To forward to the Intelligence Oversight Board (I0B) of the
President’s Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense
for Intelligence Oversight (ATSD(10)), NSA’s quarterly report on its intelligence activities.

BACKGROUND: (U/A6H6) Executive Order 12333 and Executive Order 12863
require Intelligence Community agency heads:and Intelligence Community General Counsels
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning
intelligence activities that they have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive. The enclosed memorandum covers all reportable activities
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982,
Agency heads are responsible for reporting separately any additional reportable activities
known to them, unless the President has specifically instructed that the Board is not to be
informed. The Director’s signature signifies that no other actwmes that require reporting are
known to him.

RECOMMENDATION: (U/FOTOrDirector sign the enclosed memorandum.
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORY 'GEQRGE G. MEADE MARYLAND 20755-6000

4 December 2002

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/ASHO) Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

(U/AeE06r Except as previously reported to you or the President, or
otherwise stated in the enclosure, we have no reason to believe that any intelligence
activities of the National Security Agency durihg the quarter ending 30 September
2002 were unlawful or contrary to Executive Order or Presidential Directive, and
thus required to be reported pursuant to Section 1.7.(d) of Executive Order 12333.

(U/FOHOY The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Board or memberg of the staff of the Assistant to the
Secretary of Defense (Intelliggéhyce Oversight) are described in the enclosure.

JBERT L/ DETTZ
General Counsel

(U/A6Y63- I concur in the report of the Inspector General and the General
Counsel and hereby make it our combined report.

' sy
MICHAEL V. HAYDEN

Lieutenant General, USAF
Director, NSA/Chief, CSS

Encl:
als

DERIVED FROWM: NSA/CSSM 123-2
This Memorandum is Unclassified . DATED: 24 FEB 98
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(b)( ) P.L. 86-36
(b) {3}-50 UBC 3024(1)

. (U) INSPECTOR GENERAL ACTIVITIES

—€€+7‘Si-)»Durmg this quarter, the Officeiof Inspector General (OIG) reviewed
various intelligence activities of the National Security Agency/Central Security
Service (NSA /CSS) to determine whether they were conducted in accordance with
applicable statutes, Executive Orders, Attomey General procedures, and DoD and
internal directives. With few exceptions, the issues presented were routine and
indicated that the operating elements understand the restrlcnons on NSA/CSS
activities. » ;

b.~5/7TK The OIG received an email from the Inspector General
| |in which he said that an unidentified employee who had
attended a town meeting at| . | alleged that during the
meeting, an NSA employee expressed concern that] Imay have been processing
communications signals in violation of USSID-18. It was further alleged that a high
ranking official of NSA, the SIGINT Director, was present and not onIy failed tostop
or investigate the violations, but also encouraged a more liberal interpretation of
USSID-18. The OIG inquiry into this matter determined that the allegations were
not substantiated. Numerous interviews with persons present at the town meeting
support the conclusion that no violation of USSID-18 was discussed, that the SIGINT
Director was not present at the meeting, and that no person was encouraged to
violate, or give a new and unauthorized interpretation to USSID—IS 'Ihe OIG
inquiry final report is attached as Enclosure A. U :(b)(3)-P.L. 86-36

c.~577F¥rThe OIG received a request from the Inspector General,:;]

to conduct an inquiry into the alleged improper destruction
of Intelligence Oversight (10) quarterly report files atlj_{o determine whether the
records were destroyed in accordance with applicable laws and regulations. Our
inquiry concluded that no laws or regulations were violated in the matter, and that

current quarterly report records-keeping practices at are consistent with those
of other field sites. The OIG inquiry final report is attached as Enclosure B.

2. (U) GENERAL COUNSEL ACTIVITIES

a.—&#75trThe OGC reviewed various intelligence activities of the NSA /CSS to
determine whether they were conducted in accordance with applicable statutes,
Executive Orders, Attorney General procedures, and DoD and internal directives.
The OGC advised Agency elements on a number of questions, including the
collection and dissemination of communications of or concerning U.S. persons; the
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reporting of possible violations of federal criminal law contained in SIGINT product;
the testing of electronic equipment; and the applicability of the FISA. With few
exceptions, the issues presented were routine and indicated that the operating
elements understand the restrictions on NSA/CSS activities. The OGC did not file
any reports with the Intelligence Oversight Board during this quarter.

3. (U) SIGINT ACTIVITIES

~P.L. 86-36
-18 uUsC 798

()
a. {5/5t) Collection Against U.S. Persons Eg;
(b) (3)-50 USC 3024 (i)

(1) (U) Intentional

«5##5tr During this quarter, the. DIRNSA granted approval for consensual
collection against|_| persons; DIRNSA-approved consensual collection
against] |U.S. persons was routinely terminated this quarter

~“S77SP- The Attorn ef Ge?er-al_ granted authority to collect the

communications of fU.S. persons during this quarter. However,
collection was suspended on one of the individuals due to his arrest in
d subsequent extradition to the United States where he is now in

detention. R
{b) (3)-P.L. 86-36 v A by (1)
(2) (U) Unintentional | s (P1(3)-F.L. B6-36
—(SH/ASHNFY This quarter, unintentional retrleval strategles using,. the

1 ' |raw traffic files
resulted mL_}ncxdents against U. S persons. All incidents were reported to
responsible oversight officials and corrective actions were taken.

b. (U/FOYO) Dissemination of U.S. Identities

(1) (V) Intentional

(/458 In accordance with sectién 7 of USSID 18, |U.S. identities were
disseminated. The followmg tablé'shows the justification and the number of
instances of dissemination: in the “Unmmasked” column, the U.S. identity was
revealed in a serialized end product; in the “User Requested” column, a U.S.
identity was released to a user at the user’s request.

DRV FM: NSA/CSSM 123-2
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JUSTIFICATION . | Unmasked | User Requested | TOTAL

7.2.c  Necessary

7.2.c.1 Foreign Official

7.2.¢.3 Intemational narcotics

7.2.c.A4 Criminal activity

7.2.c.7 U.S, Government Official
TOTAL

(2) (U) Unintentional -~ /- " S - E 323; P.L. 86-36

—{S/-/5F During this quarter, DSIGINT products were canceled because they
contained the identities of U.S. persons, organizations, or entities.

4. (U) OTHER ACTIVITIES

(U) Integrees in Analysis and Productfcn

—(S-;‘—/SWNF)’Duripg» thié quarter,| |

{In all cases, these individuals were provided with USoID 18 framing. |
Organizations having integrees at NSA included|

In addition, a verbatim transcript on Wthh :
SIGINT report was based was provided electromcally to the

Hb) (3)-P.L. 86-36
(U) Assistance to Law Enforcement

AS/ASHNE) The |
l prov:ded support to ]
during the quarter. This support included |
(b) (1)
EE; Eg) §8LU5267SS DRV FM: NSA/CSSM 123-2
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(b (1}

{b) (3§-P.L. 86-36

(b) (3%-18 USC 798

{b) (3-50 USC 3024 (i)

—FSHEHNFY Inadvertent Retention of FISA-Derived Intercept

~{FS57#7St7NFyrWhile cleaning out old files, analysts in a SID organization
discovered several pieces of FISA-derived[ _____|intercept, dated between
| [that had been inadvértenitly filed and retained. () (1)
The intercept was destroyed immediately. All division personnel who handle (b) (3) Pl 96736
FISA-derived intercept have been reminded of the FISA minimization
procedures as outlined in USSID-18 and have been counseled on the proper
procedures for handling and disseminating intercept and the
restrictions against retaining such intercept. Procedures for handling this
material within the division have been streamlmed to minimize the possibility
that such an incident will reoccur.

(U) Working Aids

(U) No new working aids were developed during the quarter.

(U) Databases

—5//StrNumerous branches in I o |

kconsistent with OGC guidancel |

Jto avoid USSID-18 violations.
Only information that is.essential to understanding the intelligence is included,

| Additionally, many Offices of Primary Interest] | |'
lin order to ensure that they are not collected

agamst or named in proguct.
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE. MARYLAND 20755-6000

(b) {3)-P.L. 86-36 23 October 2002

MEMORANDUM FOR INSPECTOR GENERAL,

BY (1) . SUBJECT Inquiry Into Alleged USSID 18 Violation Disclosed During a Town Meeting

51
(3)-P.L. 86-36
EE; 53;—50 UsSC 3024 (1) at| - KSIH:K_}
-6S#AFI6)-This memorandum responds to your email message to Joel Brenner, our
Inspector General, dated 20 September 2002, retransmitting a message from your staff
dated 9 September 2002, which we had not previously received. | |
t | Attached 1o the message
was a one- -page “Summary of Alleged Violation of USSID 18/E.O. 12333.” The
Summary states in relevant part: - {b) (3)-P.L. 86-36

Disclosure of the alleged violation ... occurred during a town
meeting at| _]while the Director, SIGINT/NSA
served as guest speaker. During the town mesting; it was observed that
| an NSA employee assigned to thcl f |
oicedconcernthat|. .. |was processing

communications signals tha (b) (3)-P.L. 86-36
[ and occasiona]ly needed 10 exceed The Two-Rour mMaximumm,;

timeline allowed under USSID 18. Reportedly, the Director, SIGINT
responded that USSID 18 authorizes two hours — or the time necessary to
determine the nature and amount of foreign intelligence included in the
communications.

~ The gist of the allegation is (1) that I'was processmu communications” swnals in
violation of USSID 18 and (2) that a mgn—rankmo official of NSA the SIGINT Director,
not only failed to stop or investigate the violations (your Summa:y mentions ..

communications in the plural, thus suggesting more than one violation), but %B%d( %; L. B6- 3'6

“encouravcd a more liberal imcrprctation of USSID 18" (b) (3)-50 USC 3024 (i)
(b} (3)-P.L. 86-36
~(S/TXN infer that this is the same issue you raised when Mr. Brenner and
[ Jour Inspections Chief, visited youl | You then advised
them of an unspecified violation at but provided no details.

~{5ATK)We have not been made privy to the identity of the person who witnessed
these events or made this allegation. We have therefore not been able to interview your
source of information, assuming it is not one of the persons mentioned in the Summary.

that the “referenced meeting took place in ' - who still works at the (3) P L. 86-36
| imay have knowledge of the facts.” Foxtunatcly,r__—:w now

Iyou’ sent-Mr. Brenner a further email message stating

by (1)
(b) (3)-P.L. 86-36
{

—ThisdocumeT IS TIESIer SECRET/ TR tne ot
(b} (3)-50 USC 3024 (i) 1 o Fothamsd D T
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~SECRETHEEAH— © (B)i3)1-50 usc 3024 (1)

employed here at NSAW, andl—:__—____]was available by secure telephone and we were

able to interview both of them xmmechately Let me share with you what thcy say about

o “these allegations.

tb)(3)-P.L. 86-36

, E old us: “First, I would like to state for the record my outrage
[her italics] at the suggestion that I witnessed a violation of USSID 18 atand did

. not report it.. If I were witness to- such a violation, then I certainly would not try to report

. such an infraction indirectly via an informal question at a town meeting.” According to
' he question’ she asked was directed to what would happen if the terms of

USSID 18 undu!y proved constraining. She added that in her opinion, s in fact

extremely rigorous in its efforts to ensure that USSID 18 and the "

are upheld.”

‘]‘

—(SHTEY smd that her quesuon to DIRNSA was mspu'ed in Em‘t by

- _comments made by eputy Director, Mr, William Black, during

' We viewed a copy of the

videotape of Mr. Black’s address during which he commented on the challenges of doing

business in the world of new lechnolovy using documents and authorities written in an
“analog world.” He stated “If a policy is in your way, it is incumbent upon you to let us

know what they are.” He could not reasonably be understood to have “encouraged a

more liberal interpretation of USSID 18.” o () (1) ,
v o _ (b) (3)*P.L. B6-36

: is employed as| ‘ (D) (3)-50 USQ 3024 (i)
|as your source informed you), She stated that she was present at the town
meeling and remembers question esserntially asl::E:_lrepresen ed jt to

us.'[i__jo]d us that she has no knowledge of any USSID 18 violation by a
employee, : ‘

i nducting a thorough investigation, we contacted
[ who was present at the meeting. She told us that the
Director, NSA was at the mesting, but that the NSA SIGINT Director, was not,
E:ldld not remember] Iqucsnon She added, however, that said she
certainly would have remembered 1 someone at the megting had dxsclosed a possible

USSID 18 violation, - o “(b) (3)-P.L. 86-36

STk} We also contacted several mployees who had attended the
meeting. Those who remembered question recalled it as
represented it to us. None of those persons took her comments as a dxsclosure of a
USSID 18 violation.

(U) We therefore find the allegation unsubstantiated.

SHFRYOur office takes such allegations very seriously. Indeed, we encourage
and to some degree depend on volunteered information to supplement the information we
develop through our own initiative, and we are grateful for your assistance in bringing
this particular allegation to our attention, regardless of the fact that we find it

2
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unsubstantiated. We share your deep‘ép‘ncgm that SIGINT activities must be conducted
both efficiently and in strict conformity with the nation’s laws and Constitution; and
further, that we must remain constantly vigilant in this area. Early in Mr. Brenner's
tenure, our Director, Lt. Gen. Michael V. Hayden, gave him the opportunity to make this
point to the entire NSA workforce, using the Agency’s internal television network, and

he did so on 22 July 2002 (http://www.n.nsa/IG/briefings.html).

(U) Thank you again for bringing this matter to our attention,

(b} {3)-P.L. 86-36

Senior Assistant Inspector General
' for
Investigations
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE 6. MEADE MARYLAND 20755-6000

23 October 2002

(5) (3} -P.L. 86-36

MEMORANDUM FOR ]NSPECT OR GENERALY{ -

SUBJECT: Inquiry Into the Destruction.of Intelligence Oversight (I0) Quarterly Report
(QR) Files (U) - INFORMATION MEMORANDUM

—S#HT¥)r This memorandum responds to your request that the NSA/CSS Office of
Inspector General (OIG) conduct an inquiry into the destruction of Intelligence Oversight
(10) Quarterly Report (QR) files at| | You recommended that
the OIG conduct an inquiry to determine whether the records were destroyed in
accordance with applicable laws and regulations, and to determine the circumstances
surrounding the change in pohcy no loncer requmnc the retennon of" QR files and
documentation. :

I

—(SH#FK)>We conducted a thorough inquiry in the matter, including interviews of
the current and former Intelligence Oversight (I0) officers, Operations Chiefs and other
individuals knowledgeable of the QR records retention policies and practices a
We also queried the NSA Office of General Counsel regarding legal advice, if any, which
may have been rendered to[:]m the matter. Finally, we conducted additional queries
to determine if the practices currently employed at are consistent with those at other
field sites. We concluded that that no laws or regulations were violated in the matter, and
that the current QR records-keeping practices altjarc consistent with those or ‘other
field sites. o ™) (3)-R.L. 86-36

The inquiry revealed that the 10 ofﬁcer ad . 1
ﬂgtcrally determined to purge the QR files of docurnents relating to the
inadvertent collection of U.S. person communications that you had reviewed during the
oint Inspection. The IO officer stated that when he reviewed the files af[cr
the Inspection, he found miscellaneous documents going back “at least ten years” that

related to inadvertent collections of U.S. person communications, even though the
intercepts themselves were immediately deslroyed upon recognition.

~AS4FKYThe 10 officer stated that he- was not directed or advised by anyone from
[__—_jor NSA Headquarters to destroy the documents, rather he made the decision based
on his expencnce and knowledge of QR records-keeping practices and regulations, The
10 officer’s statement is supported by witness testimony and other evidence collected
during our inquiry. The NSA Office of General Counsel had no record or recollection of
advice to the 10 officer or to[__]in this matter. Nor do the IO officers we interviewed.
- | Thicd < classifiod-SECREFHFi-de-to-the
. ; Jationofotherwi seifredHoTTTIon
I
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—SHFIY As you are aware, there are no requirements under Executive Order

TSECRETHTRITXT

12333 and USSID 18 to retain documentation relating to inadvertent collections of U.S.

person communications that have been destroyed upon recognition; nor do they exist

under the NSA OIG Procedures for the E.O. 12333 Quarterly Reporting, or under the

internal Executive Order 1 2333 Quarrerly Reporting Procedures.

—SHFE) To the contrary; we found that ihe NSA Szoma!s Intelligence Dxrectorate

Office of Compliance (SID OC) supported the IO officer’s actions, after the fact,

advising that when U.S. person communications are destroyed upon recognition, a record
should not be created to document the incident. This advice is consistent thh apphcable

law and policy.

~SHFK) We contacted several field sites to determine the praetices for

b) {3)-pP

maintaining QR files. All the sites reported that they maintainéd QRs electronically. A

few also maintained hard copies of QRs and back up documentation of potential

violations of E.O. 12333 and USSID 18 that were reported to thé NSA Office of General

Counsel and the NSA OIG. None of the sites retained documentation, either

electronically or on paper, of inadvertent collection of U.S. person communications when

the intercepts were destrayed. Accordingly, we find the current practice followed at

o be consistent with the practice followed at other field sites.

S#FHy During the Joint IG Reinspection at|__]in September 2002, team

members reviewed the IO QR files, both hard copy and electronic. They found that the

files contained copies of the QRs and back-up documentation relating to reporiable
violations from 1997. Based on our inquiry, we consider the current records retention
practices at Itc be in accordance withxapplicable law and NSA regulations.

—5#Fi)y-Thank you for bnnvmo thxs manér to our attention. If you have any
questions, please contact me or| i

at 963- 0971(8)

Senior Assistant Inspector General
for
Investigations

{(b) {3)-P.L.

L. B6-36

B6-36




