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SUMMARY 

PURPOSE: (U//FOUotTo forward to the Intelligence Oversight Board (lOB) ofthe 
President's Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense 
for Intelligence Oversight (ATSD(IO)), NSA's quarterly report on its intelligence activities. 

BACKGROUND: (U/~ Executive Order 1233~ and Executive Order 12863 
require Intelligence Community agency heads and Intelligence Community General Counsels 
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning 
intelligence activities that they have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. The enclosed memorandum covers all reportable activities 
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982, 
Agency heads are responsible for reporting separately any additional reportable activities 
known to them, unless the President has specifically instructed that the Board is not to be 
informed. The Director's signature signifies that no other activities that require reporting are 
known to him. 

RECOMMENDATION: (U#F-OU(JtDirector sign the enclosed memorandum. 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

25 November 2003 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (~ Report to the Intelligence Oversight Board on NSA 
Activities - INFORMATION MEMORANDUM 

(Uh'FOUO) Except as previously reported to you or the President, or 
· otherwise stated in the enclosure, we have no reason to believe that any intelligence 
activities of the National Security Agency during the quarter ending 30 September 
2003, were unlawful or contrary to Executive Order or Presidential Directive, and 
thus required to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

(U/IFOUO) The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counsel. These activities and 
other data requested by the Bo or members of the staff of the Assistant to the 
Secretary of Defense (Intellige Oversight) e described in the enclosure. 

Acting General Counsel 

(U//FOUO) I concur in the report of the Inspector General and the General 

Counsel and hereby make it ou;_::;;~ 

End: 
a/s 

This Memorandum is Unclassified 
Upon Removal of Enclosure 

MICHAEL V. HAYDEN 
Lieutenant General, USAF 
Director, NSA/Chief, CSS 
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1. (U) INSPECTOR GENERAL ACTIVITIES 

a. (0'/SI) During this quarter, the Office of Inspector General (OIG) reviewed 
various intelligence activities ofthe National Security Agency/Central 
Security Service (NSNCSS) to determine whether they were conducted in 
accordance with applicable statutes, Executive Orders, Attorney General 
procedures, and DoD and internal directives. With few exceptions, the issues 
Presented were routine and indicated that the operating elements 

"'(b) (1) 
understand the restrictions on NSNCSS activities. · .· Cl;J) ( 3) _ p. L. s 6-3 6 

b.""(eJ4'he NSA 01 G completed an inspection of the oj'lieli. ~rl· . / .. ·· ·.j 
I k·'i'he report concluded that 
the intelligence oversight (I/0) program is compliant. All employees receive 
quarterly I/0 refresher training, at which time they read relevant I/0 
documents on the NSA Intranet. The I/0 point of contact maintains records 
ofthe training. 

···The joint inspection 
~------~~--~--~~~--------~~----~ report noted that the site's I/0 progr.am .. tfaining and documentation are 
sound and meet minimum r~quire~ents. The I/0 program manager 
continuous to improye·the·~~erall program and has an excellent 
understandi.;ng·oflJO. However, I/0 knowledge levels vary greatly at the 

I j;-6p~~ations personnel have good knowledge of I/0, but overall site I/0 
knowledge is weaker. The I/0 program manager has thus undertaken to 
increase and sustain the overall knowledge level of non-operations personnel. 

2. (U) GENERAL COUNSEL ACTIVITIES 

((J{,!(JI) The NSA Office of General Counsel (OGC) reviewed various 
intelligence activities of the NSA/CSS to determine whether they were 
conducted in accordance with applicable statutes, Executive Orders, Attorney 
General procedures, and DoD and internal directives. The OGC advised 
Agency elements on a number of questions, including the collection and 
dissemination of communications of or concerning U.S. persons; the reporting 

DERIVED FROM: NSNCSSM 123-2 
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DECLASS1FY ON: X1 
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of possible violations offederal criminal law contained in SIGINT product; 
the testing of electronic equipment; and the applicability of the Foreign 
Intelligence Surveillance Act (FISA). With few exceptions, the issues 
presented were routine and indicated that the operating elements 
understand the restrictions on NSA/CSS activities. The OGC did not file any 
reports with the Intelligence Oversight Board during this quarter. 

3. (U) SIGINT ACTIVITIES 

a. (S/ISI) Collection Against U.S. Persons 

(1) (U) Intentional 

(SHSI7 During this quarter, the DIRNSA granted approval for 
consensual collection againsta·persgp.s. DIRNSA-approved 
consensual collection against U$ .... perii9P:~:~a-s.r.Q-.,;t,~~nely terminated 
thl. s auarter. ·········· ·········· 

............ ::::::::"::::!• 

.... .. ... (b) (1) 

(b)(3)-P.L. 86-36 

-~~~m~:~::t::;:a$~36 
· · .::. :····-~·:··(~/7'5I#N.f) While coll.ec.tirig::th~ communicationr:.s~o.:..:.f..:;:a:;a._ ___ .__-.:+., 

(2) (U) Unintentional ······:::::::>··· 

I 1···· ~he~---=-.,.---...r., 
I ·. · ···· ... IQffice intercepted a conversation between th ...._ ___ ..... 
and a person whil;··ha.,~ed on the contents of the conversation, was 
tentatively identified as· After 
veri "n with 

office requested a destruction waiver for the intercept as suspected \ 
\ criminal activit . The DIRNSA a roved a destruction waiver on · 

.· .· 

,> ''' { ' / --~:~~~t:e :fficials of a Branch had been targetin!w':~ by a 

/::::::::::,:::: II .. I After f~~=chdisco-v~r~don -··········· ······ th~t"""'"~~~LJL ='nz> 

•" \~A\"'-'/T'' . .UUIIM.iUW 
·'(.b) (1) 

(b) (3)-P.L. 86-36 2 
(b) (3) -50 usc 3024 (i) TOP SiiGRID'//COM±NT/f.NOFORNf/Xl 
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_/.... \ \ 
a known associate of this company, whose email ~ddress had })e~n 
targeted, was a U.S. person. The branch obtaip~d no intercep~ ftpm 
tasking the email address and immediately removed it from ta~ki:p.g. 
This person was mentioned in one SIGINT·reportl ...................... ---·l""""""""(~X(11)) 
however, the information in the report w·as _:rwt..derivedTrom hi$ \ (41l)X~)-IP.1L.~ 
communications. I lth~'tep{;~t was canceled and ' · 
reissued with the U.S. person's na~n<il minimized. , 

c. (TS//Sl) Th 
1=====:::::;-~--:-----'Branch targeted an individual and, on 
......,__,......,.-..,..--...,....... publ.i.~~ed a report on the I I that 
included information derivedfrQ~ the communications of this 
individual. I l:theb.r.~I.:l:~hJ~~rned that the 
individual is a U.S. permanent resident alie!i'art&thata};~p~rting 
waiver exists for him. However, since the report contained.Infofblati~,,,,. 
obtained from targeting the individual, which requires ~f:!p.arate·----·:::::::::::: .... ((bb))(1) 

1 't 1 dl I Th.............. rt .... (3)-P.L. 86-36 approva , 1 was cance e . .. ....... ·· ···· · · e repo v,.ras 
reissued I I with"the portion derive._g.fr'Oin the 
individual's communications deleted. All hardcopy.a:rid computer files 

··~~r::t~:}--............. . . .... derived from targeting the individual's co:rru.p..unications have been 
(b):.( 3 },,p. L. 8 6-36-.rt .. t d ...... 
(b) ·(3-J -stt==usc 3024\~~ roye '·· ..... · .· ·. ·.. ··.···· ........ . . ,··· ... 

Branch submitted an 
When the 

information. As a result, 
-~~--~-~~~~~~ 

forwarded to raw traffic databases. .. ~n analyst 
noticed the increase in collection, determined the cause oft:b.:e.problem, 
and notified the mission management office inl .-·1 
I lcorrectedthete:rms .. andde1eted .. all .. filesthafhad been (b) ( 1 ) 

intercepted using the terms. 
(b) (3)-P.L. 

e. (TS//£1)1 
published a properly minimized report that it initially thought was i 

based u:on incidental c~llection of a U.S. person's communications. // 
I Jsub.~~quently discovered that the report was based on / 

communications deriv_~d from targeting the U.S. person's telephon,e 
number, ... · 

.__ _ ___. had p~~n aware oft.JJ.e person's status 

(b) (1) 
(b) (3)-P.L. 86-36 

86-36 

3 (b) (3) -50 usc 3024 (i) 
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.... -·· .. ······ •, 

.... ······· •, 

u.s. person, and which! j:fadfail,ed'f~ deta~,.&l\lri ~~r~~~~g of 
the person's status. Upon recogni~ing the mist~:!.lt~;: rfiAceped 
the report and detasked the nt~,m:ber. · .. ::--.: .i //! i '' "' 

..-::.:./,/ l// / l \\\\ 
i \ \\ \ 

\ i \ \ \ 

ii cd.lle.6ted sevi:ercU \ 
a...t~e-:1-ep~h=-o-n_e_c_on-_ v-e"':" .. -r.....;;s_a_ti:-o-n_s_t-=-h-a_t_r-ev_e_a-::1-e-:<:l~ ... t-=-h-a~p:..-..::.-r--.......,-/ ¢~ployee ~~s \\ \ 

apparen:tly·{nvolved in a clandestiQE{roii);~i}tic r¢li3#onship whp ah\ 
I !employee. With the concurr~nce._q.f'phe ~i~~c¥or, theN~~ A,c~ipg 

General Counsel forwarded ve~hatim-~:f~:hscrip~~ qfthe calls tp ~h~,_l _\ ___. 
General Counsel for him to delermin~ -¢-heth.Eilr/the activities te:flected 
in the calls represent a poteritial vidlation of'I4w 1that should ~e \ ' ' .. 
reported to the Departmeilt of J1,1sti~~· ' · ; · .. 

.. / 

.· .Co1.1r or er;m;e e,c a a 1me , not ·, 
1-----:~-r-----&----.-:·.r~ _p-~eparat,i~n/for feaccessing collec~ion 

··op¢rations sknt~r (q}C),I I \ 
1------rr--------'-;&nlv, uather~d ro;b.tine information from the\ 

./ ! ' under the FISA court order 
1 no con am -'/ 'n at ex.:p,ired-1 I . · 

....----, The OC had just recently pegt:t.P.: .. to--ma:tiage L:-1 ~-~~------' 
_....... and the operator was not f<J,mili_arWith FISA restrictions. To correct 

...- ...-· the problems, I !\vas included on the court order signed 
_ . ..- .. -·1 .... -··· ..... --- · I The collected data was isolated and destroyed. The 

.-" .. --·: .::::: ., ..... operator was informed of his obligations under FISA and additional 
.. ··· ··········· 

training sessions to educate OC operators on FISA collection ·'(b')' ( 1) 
(b) ( 3 )-P.L. 86_ 36 operations have been scheduled with the OGC. 

h. (Si/SJ/fNF) This quarter, unintentional retrievals using the 
rawtraffic flle's( 3 ) - P . L . 8 6-3 6 

~--------~~~------------------------~~--~ resulted in ncid~gts against U.S. persons. All incidents were 
reported to responsible oversight officials and corrective actions were 
taken. All unauthorized traffic colleCted has beep destroyed. 

b. (U//FSY9}-Dissemination of U.S. Identities 

"·· ........................ :::• 

(b) (1) 
(b) (3)-P.L. 86-36 

(1) (U) Intentional 

-(S/f8f1 In accordance witpsectl~~ 7 ofUSSID 18, U.S. identities were 
disseminated! ltiril~s during this quarter. The following table 
shows the justification and the number of instances of dissemination: 

4 
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In the "Unmasked" column, the U.S. identity was revealed in a 
serialized end product; in the ''User Requested" column, a U.S. identity 
was released to a user at the user's request. 

JUSTIFICATION Unmasked User Requested TOTAL 
: 

7.2.c Necessary 

7.2.c.l Foreign Official 

7.2.c.3 International Narcotics 

7.2.c.4 Criminal Acti'\.i.ty 

7.2.c.7 U.S. Government Official 

TOTAL 

. . ..... ..·;·~ 
,., ..... .. (b) (1) 

(2) (U) Unintentional (b) (3) -P.L. 86-36 

(~IJ'tSI) During this quarter,QIGINT·p~~ducts were canceled because 
they contained the identities of U.S. persons, organizations, or entities. 
Those products that contained information derived from 
communications of U.S. persons were not reissued. 

(3) (U) Raw Traffic Dissemination Outside the SIGINT 
Production Chain 

•, 

·":::::::::;i(b) ( 1) 

·The SID·~risures that the personnel are' 
~..:-t-ra--:'i-ne-d";""b:-y-t':"';'h-e~O::-:G;::-C::::--on-.-:::-N:::o:=S:-::A-:-?s-!legai restrictions and on proper handl~g 
and dissemination: ofSIGINT data . 

I I Pers~~nel working in or with SID during the fourth quarter of 

(b)(3)-P.L. 86-36 

fiscal year 2003 include representatives ofthel 1 \(b) (3) -P.L. 86-36 

\ 

5 
mp SECRET//COMINTI/NOFORN//Xl 



--DOC:ID: 4165185 
-.-

I Oi' SECltfiT//COMlli'ftfNOFORNH:Kl 

4. (U) OTHER ACTIVITIES 

(U) Assistance to Law Enforcement 

(8/;£8!) During this quarter, the SID approved! lrequests··fof .... ·,..?(b) (1) 

technical assistance &om law enforcement, including requests &om the ,.. .... (b) (3 ) -P. L. 86- 36 

(U) Working Aids 

(U/IFOUO) The SID maintains "U.S. Identities in SIGINT" and a 
matrix of blanket reporting waivers on its web page for use by all NSA/CSS 
analysts. The E.O., NSA/CSS Regulation 10-30, DoD Regulation 5240.1-R, 
and USSID 18 are also available on-line. Several offices in SID maintain 
files to be used to prevent targeting of U.S. persons. 

(U) New Guidance 

(8//S!~ l·the·DIRNSA approvedlhe ... iis"e .. of"the U~f!f ....... TE~ X l J_) 

SIGINT System (USSS) to collect, process, and disseminate SIGINT and (J:(>JPXUtPJ?LL. 
866366 

SIGINT reports on . within current legal 
authorities and within established tasking prim:;ities, in response to critical 
forei intelli ence needs stated b customersr·,..The USSS rna target and 

,that have no exp7ctation of privasy;··such a.s 

\, //i~ / .. // 

\\·'(1?)···(··~·;····· 
(b) (3)-P.L. 86-36 
(b) (3) -18 usc 798 
(b) (3) -50 usc 3024 (i) 
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